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Abstract—Location data is becoming ubiquitous with the
spread of smart devices, and social media geo-tagged feeds.
However, sharing location data may lead to serious privacy
risks that must not be overlooked. Differential privacy is the
standard technique that provides strong privacy guarantees
regardless of the adversary’s side information. Usually, this is
achieved by adding noise to the true result of the statistical
query extracted from the data. However, a straight forward
application of differential privacy to location data is not always
possible. The growing interest in designing solutions to achieve
differential privacy that take into account the characteristics of
location data is evident from the substantial number of works
done in this field. This paper briefly reviews research works done
in differential privacy targeted toward location data from the
data flow perspective, including the collection, aggregation, and
mining. Our goal is to help newcomers to the field to better
understand the state-of-the art by providing a research map
that highlights the different challenges in designing frameworks,
as well as novel approaches, that tackle the characteristics of
location data. We identify multiple challenges to the application of
differential privacy to location data, such as the calibration of the
added noise to assure utility, finding the optimal spatial division to
release the location aggregate per region while balancing privacy
and utility. We also discuss the future directions concluded from
the analysis.

I. INTRODUCTION

With the help of sensing technology advancement and

the popularity of location-based applications, location data

is becoming ubiquitous. Global positioning systems (GPS),

wireless sensor networks (WSN), and social media geo-tagged

locations generate daily data that covers millions of peoples

and large distances. Typically, service providers collect users

location data then store, analyze, and share it with other

third parties. The collected data is characterized by the 5Vs

(Volume, Velocity, Variety, Value and Veracity) of big data.

Given the tremendous business opportunities, it is not a

surprise that big companies such as Google, Apple, Microsoft,

and Facebook are interested in users’ locations. However,

location sharing comes with privacy risks that might lead

to stalking, fraud, or kidnapping. Companies in the US are

legally required to disclose their data collection and usage

practices, and can be fined in case of compliance failure [1].

In 2011, a class action was filed against Microsoft before the

Seattle Court in the US for tracking the location of its mobile

Fig. 1: Location Data Flow

customers using Windows Phone 7 despite the customers’

requests not to be tracked.

Interest in location privacy is very high, and there are many

techniques to achieve it. Traditional location privacy include

anonymity [2], data obfuscation [3], computational Private In-

formation Retrieval (PIR) [4]. However, many attacks point out

these privacy techniques weaknesses. For example, anonymity

is vulnerable to background and inference attacks where the

adversary analyzes data in order to gain knowledge about an

individual [5] (the user’s location/identity/other sensitive infor-

mation). Obfuscation techniques are susceptible to localization

attacks where the adversary estimates the true user’s location

based on the obfuscated location [6]. PIR techniques may fall

short against access pattern attacks where the attacker can

intercept a user’s query and response pairs and combine these

access patterns with background knowledge to infer the user’s

identity [7].

Differential privacy leverages the concept of indistinguisha-

bility to overcome these shortcomings. Unlike other privacy

techniques, it is immune to many of the privacy attacks, such

as linking and correlation attacks. This is because differential

privacy abstracts from the adversary’s side information. Fur-

thermore, differential privacy is immune to post-processing:
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if private data is released with differential privacy, then an

adversary cannot increase privacy loss simply by observing

the released private data [8]. However, a straight forward

application of differential privacy to location data is not

always possible. For example, the concept of neighbourhood,

as described in the traditional differential privacy setting where

two datasets are neighbouring if they differ in one user, is

difficult to map to the location data collection setting where

there is only one user. Therefore, it is necessary to conduct

an investigation to understand the challenges in applying

differential privacy methods on location data and provide

directions for researchers to select appropriate methods for

specific problems.

Our objective in this paper is to provide readers with a broad

perspective of the adoption of differential privacy to location

data. We map the found work to the data flow shown in Fig.1.

More specifically, our contributions are:

1) Provide a holistic status report on the adoption of

differential privacy to location data.

2) Identify the challenges faced during the different stages

of the data flow.

3) Compare the advantages and disadvantage of each solu-

tion.

4) Identify research gaps and offer future research direc-

tions.

The rest of the paper is organized as follow: Section

II introduces the review method adopted in the paper and

the background on differential privacy. The review of the

differential privacy solutions during data collection are given

in section III, followed by the solutions during data analysis

in Section IV. Section V presents the future work deduced

from the reviewed solutions. Finally Section VI concludes the

paper.

II. BACKGROUND

In this section, we present the general guidelines we fol-

lowed during to collect the works to be analyzed, then we

introduce the basics of differential privacy.

A. The Review Method

This review is conducted based on the guidelines defined

by Kitchenham and Charters [9]. These guidelines include:

research questions elaboration, the search strategy, and the

selection of primary studies. We use a taxonomy to guide the

reader as illustrated in 2. Based on the PICOC (Population,

Intervention, Comparison, Outcomes, Context) method sug-

gested by Petticrew and Roberts [10], we define the general

concepts in order to formulate the research questions. The

targeted population is the privacy researchers and practitioners

in the field of location data. The identified intervention is the

application of differential privacy to location data. The desired

outcome is a research map that identifies and describes the

differential privacy solutions in the different stages of data

flow.

The following research questions emerged:

RQ1 How are the concept of differential privacy adapted

Fig. 2: Taxonomy

during location data collection?

RQ2 What are the challenges faced in the spatial division

methods that allow the release of location aggregates?

RQ3 What are the challenges in mining location data to

identify points-of-interests?

To detect as many of the relevant literature as possible,

we base our search strategy on the keywords related to the

population and the intervention. The search terms included

concepts related to:

1) Differential privacy: Indistinguishability

2) Location data: Moving object, mining points-of-interest,

mobile users, mobile network, location aggregate.

We use the search terms in five online databases

for scientific journals, conference proceedings, and

technical papers: Springer (https://link.springer.com/),

Elsevier (https://www.elsevier.com), Science Direct

(http://www.sciencedirect.com), ACM (http://dl.acm.org),

and IEEE Xplore (http://ieeexplore.ieee.org). We perform

a review of the search result and retain the most relevant

according to their number of citation extracted from Googles

Scholar to limit the scope of our review.

B. Differential Privacy

Differential privacy [8] is originally formulated in the

context of statistical databases. It is based on the concept of

neighbourhood defined as follows:

Definition 1 (Neighbourhood). Two datasets D and D′ are

neighbours if they differ in at most one element. Meaning

that one dataset is a subset of the other and the larger dataset

contains exactly one additional row.

A randomization mechanism M satisfies ε-differential pri-

vacy if the addition or removal of a single element in the

dataset D does not change the probability of the mechanism

outcome by more than some small amount. More formally:

Definition 2 (Differential Privacy). [8] A randomization

mechanism M gives ε-differential privacy for all neighbour-
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ing datasets D and D′ and for every set of outputs O ∈
Range(M), if M satisfies:

Pr[M(D) ∈ O] ≤ eε × Pr[M(D′) ∈ O]

1) Popular Mechanisms: To achieve differential privacy,

two popular mechanisms are proposed in Dwork [8], they

perturb the original query q result using random noise that is

calibrated with the privacy budget ε and the global sensitivity

Δq defined as below [11]:

Definition 3 (Global Sensitivity). The global sensitivity of a

query q : D → R is:

Δq = max
D,D′

‖ q(D)− q(D′) ‖1

for all neighbouring D and D′.
Laplace mechanism is based on the Laplace distribution:

Lap(x | b) = 1
2be

− |x|
b where b is the scale factor. The

mechanism uses a scale factor of Δq
ε .

Laplace mechanism adds noises to the real output using

Laplace distribution as follows:

Definition 4 (Laplace Mechanism). For a query q, a mecha-

nism M(x) = q(x) +Lap(Δq
ε ) satisfies ε-differential privacy

In many applications, the query q may map datasets to

strings, strategies, or trees, which makes the addition of noise

no longer sensible. McSherry and Talwar [12] propose the

exponential mechanism to tackle this issue. First, it defines

a score function u : D × R → R that gives a real valued

score to each possible output of the query function. The

higher the score, the better the utility. Then, the exponential

mechanism selects an output with a probability proportional

to the sensitivity of the score function using the exponential

distribution as follows: e

(
εu(d,r)
2Δu

)
.

2) Properties: It is important to note that an adversary

cannot increase her knowledge about the private data of an

individual using the output of the privacy mechanism. That

is, an adversary cannot combine a data-independent mapping

f with a ε-differentially private mechanism M to gain more

knowledge. In other words f ◦ M is also a ε-differentially

private mechanism.

McSherry et al. [13] introduce two types of mechanism

compositions: sequential and parallel. When a sequence of

computations provides differential privacy in isolation, the

final privacy guarantee is said to be the sum of each ε-
differential privacy. On the other hand, when the input data is

partitioned into disjoint sets, independent of the original data,

the composition is said to be parallel and the final privacy

depends on the worst computation guarantee of the sequence.

The two compositions are formalized as follows:

Theorem 1 (Sequential Composition). Consider mechanisms
Mi that provide εi-differential privacy. A sequence of Mi

over a dataset D provides Σεi-differential privacy.

Theorem 2 (Parallel Composition). Consider mechanismsMi

that provide ε-differential privacy. A sequence of Mi over a

Fig. 3: Differentially private mechanism for sharing locations

set of disjoint datasets Di provides ε-differential privacy.

III. LOCATION COLLECTION

Differential privacy is applied during the collection of loca-

tion data. In this setting, the data collector is not considered

trustworthy, therefore differential privacy is applied on every

user’s location before it reaches the data collector. Since

there is a single user involved, the concept of neighbour-

hood as introduced in Definition 1 cannot be implemented

in this situation. Therefore, the presented solutions guarantee

indistinguishability between different locations of a single

user. Meaning, they aim at preventing an adversary from

accurately guessing the true location of the users x, based

on the perturbed location x′. This is achieved using a differ-

entially private mechanism M as depicted in Fig.3. In this

section, we summarize the types of mechanism to achieve

this based on the nature of the location characteristic used to

guarantee indistinguishability between a user’s location into

three categories: distance-based methods, temporal correlation

methods, and randomization-based methods.
1) Distance-based Methods: Distance-based methods, [14],

[15], and [16], are based on the idea that farther apart locations

should have less privacy influence on each other. It means

that through perturbation any two locations within a given

distance produce observations with similar distributions, and

thus attackers have no way to learn the user’ real location. The

distance between these locations is used to relax the guarantee

of indistinguishability (Definition 2). For a privacy a privacy

mechanism M, for all user locations x and y, distance is used

as follows:

P (M(x′|x) ≤ eεdX (x,y)P (M(x′|y)) (1)

where x′ is the set of reported locations, and dX is a distance

metric.

This definition is coined geo-indistinguishability [15]. In

other words, for a fixed radius r, the location owner enjoys

a privacy guarantee of εr, and an observer cannot distin-

guish between two originating locations within r based on

the observed location. To achieve geo-indistinguishability, a

privacy mechanism must output locations with a probability

that decreases exponentially as the points get further from

the owner’s original location. If we consider x0 the original

location, then the planar Laplacian centered at x0 satisfies

geo-indistinguishability. In that case, the planar Laplacian

probability distribution Dε is defined as follows:

Dε(r, θ) =
ε2

2π
re−εr (2)
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where r and θ are two random variable that represent the

distance and the angle between the reported location x′ and the

original location x0 respectively and ε is the privacy budget.

Geo-indistinguishability attracts the interest of researchers

generating a rich body of literature. Many improvements are

made to the original definition. For example, in terms of utility,

a new randomization algorithm is proposed in [17] based on

linear programming techniques to release locations with better

utility than the planar Laplacian mechanism. Utility is defined

in terms of the expected distance between the real location

and the reported location.

In terms of correlation between a single user’s locations

in repeated location collection, [18] introduces an R-tree that

caches the previously released location obfuscations to reuse

in future releases. Another way to incorporate correlation is

presented in [19], [20] by using it to predict a location that

is close to the user’s actual location based on the previously

released ones. The predicted location is released to decrease

the privacy budget consumption and therefore increasing the

degree of privacy guaranteed and the privacy budget is used

only when predicted locations are far from the user’s actual

location.

Discussion: Distance-based mechanisms present an intuitive

way to incorporate location characteristics into the guarantee

of differential privacy by calibrating the degree of indis-

tinguishability between locations based on their proximity.

However, since the temporal aspect of the locations is not

taken into account, these mechanisms are best suited for

sporadic uses.

2) Temporal Correlation Methods: The privacy mechanism

presented in this subsection ( [21] and [22]) report a location

xt
′ at time t calculated based on the temporal correlation

between the original locations xt and xt−1 at time t and t−1
respectively. The set of all possible locations that a user may

occupy is built based on the temporal correlation model. The

set of most probable locations St is then constructed with a

given threshold α as follows:

St = min{xi|
∑

xi

pt
−[i] ≥ 1− α} (3)

where pt
−[i] is the prior probability of a user’s location at

time t.
The true location xt is assumed to be part of St set, and

the privacy mechanism then reports one of the locations in

St with ε-differential privacy guarantee. This is formalized as

follows:

Pr[M(x1) = xt
′] ≤ eε × Pr[M(x2 = xt

′)] (4)

where M is the privacy mechanism, x1 and x2 are locations

in St, ε is the privacy budget, and xt
′) is the reported location.

Using Laplace distribution to achieve differential privacy

in this case might lead to over-perturbation of the location

because of the high sensitivity of the distance between loca-

tions. Instead, the authors in [21] introduce a mechanism that

transforms the locations in the St set to an isomorphic shape

to reduce the sensitivity before uniformly sampling a location

that is used to report the noisy location xt
′.

Discussion: Temporal correlation methods are based on the

prior probability of a user’s movement to a certain location.

Let us consider a user at location A at time t − 1, when

the user moves to another location at time t, the privacy

mechanism must know the probabilities assigned to all his

potential movement from location A, however, this is not

always possible in big location data with millions of possible

locations. A potential solution to this problem is presented

in [23] where the distance-based and temporal correlation

approaches are combined by defining the (α,r)-dataset at a

time t as a set of probable (i.e., cumulative prior probability

is more than 1- α) landmarks or anchor point a user might

visit in a personalized privacy circle with radius r.

3) Randomized Response Method: This type of mechanism

uses randomized response algorithm to generate a location

x′ based on original location x. The randomized response

algorithm is introduced in [24] where the user responds

either truthfully or the opposite answer to a sensitive question

depending on a coin flip. It is commonly used in surveys

of people’s “yes or no” opinions about a sensitive question.

Because the user gives a randomized response, the surveyors

cannot determine the individual’s true answer, but can still

extract useful statistics [24].

Let us consider a location that is represented as a vector

of binary values where each index corresponds to a known

location and the bit value shows the presence or absence (i.e.,

1 or 0 respectively) of the user in the given location. An

example of this type of location is indoor positioning data,

where installed devices in fixed locations send signals to users,

and depending on the signal strength the user identifies her

current indoor positioning. Then, each user locally applies the

randomized response mechanism on the bits in the location

vector before sharing it with a data collector as introduced in

[25]. In this case, the relationship is between all user location

pairs x1 and x2 and the reported location x′ is translated as

below:

P (M(x1) = O)

P (M(x2) = O)
= eε (5)

where M is the privacy mechanism, ε is the privacy budget,

and x′ ∈ O, and O is any output of M.

The privacy mechanism M guarantees that an adversary

cannot guess if the user is at location x1 or x2 based on the

observed location x′.
Discussion: The randomized response methods work well

when the set of possible locations is fixed and the user’s

movements are constrained such as in indoor positioning

systems. However, it does not take into account the temporal

correlation between the user’s locations, which can lead to

privacy breaches. Especially that the privacy guarantee by a

factor of up to eTε for T consecutive location collection due

to the sequential composition property of differential privacy

(Theorem 1). This means that the indistinguishability degree
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(a) Private Spatial Decomposition (b) Grid partitioning

Fig. 4: An example of the two spatial division approaches:

(a) the space is divided using a quad-tree, the number of

users present in each cell is recorded in the corresponding

node (b) the space as divided using a grid of 2 by 2 and the

corresponding number of users

decreases as the frequency of collection T increases reducing

the effectiveness of the privacy method.

IV. LOCATION DATA ANALYSIS

For location data analysis, users share their true locations

with the data collector, who is considered trustworthy. Then

the data collector uses the location data (i) to calculate

aggregates such as the number of locations in all the cells

of the location space, and (ii) to mine for user’s behavioural

movement patterns. We summarize these uses in this section.

A. Aggregate Sharing

In this subsection, we focus on the count of users per cell of

the location space. The concept of neighbourhood is applied as

introduced in Definition 1 and the global sensitivity (Definition

3) is calculated accordingly to calibrate the noise to the count.

However, since this type of counts are the basics for answering

range queries, means, medians, the challenge in designing the

space division method is in finding the optimal division that

achieves utility. For example, when answering a range query

based on the counts calculated from the spatial division, the

accumulated noise from the subregions covered by the range

query reduces the query utility. In this subsection we review

two methods for spatial division as illustrated in Fig.4.

1) Grid Partitioning: One way to release the number of

users located on a map is by laying a grid over the whole

location space, then counting the number of users in each

cell of the grid. Laplace noise is then added to each count

with sensitivity 1, since adding or removing a user changes

the counts in each cell of the grid by a maximum of 1. The

challenge then is to select the grid granularity that induces

the lowest amount of noise and therefore assures utility. With

the uniform grid partitioning presented in [26], the selected

granularity is proportional to the total number of locations in

the dataset, the privacy budget, and a constant that reflects how

uniformly the locations are distributed on the grid cells.

A challenge arise with the uniform grid approach when

answering range queries that cover multiple cells fully or

partially. Since the cumulative noise is proportional to the

number of cells involved in calculating the value of the range

query, it is important to avoid over-partitioning sparse areas or

under-partitioning dense areas. An adaptive grid partitioning

is presented in [26], where a second level of grid partitioning

is done on denser areas. The granularity of the second parti-

tioning depends on the noisy count of the dense region. The

total privacy budget ε is then distributed on the two levels of

partitioning.

The authors in [27], [28] adopt the two-level grid parti-

tioning approach to protect the location privacy of users who

participate in a crowdsourcing system. An important difference

with [26] is that in crowdsourcing systems the user identities

can be unknown, and what matters is knowing if there is any

user at a given region in order to assign him/her a task. This

creates a constraint on the second level of the grid partitioning

where it should guarantee that at least one user is in a cell.

To cater to this constraint, the authors in [27], [28] propose a

heuristic method to choose the granularity of the second level

partitioning but only to the point where there is at least one

user in a cell.

2) Private Spatial Decomposition: Spatial decomposition

as introduced in [29] is a partitioning of the location space

into smaller areas, indexed using a tree where each node

represent a portion of the space and the tree leaves are the

smallest cells in the space. The number of users is calculated

at each node, including the leaves. When answering a query,

the tree is traversed to identify the nodes that correspond to the

regions covered by the query and the sum of corresponding

nodes’ counts is calculated. An advantage in using spatial

decomposition is that the sensitivity of the counts (number

of users in each node) when adding or removing a user is 1.

There are two main types of spatial decomposition: data

independent and data dependent. Data independent decomposi-

tion does not consider the distribution of the locations in space.

For example, quad-trees recursively split the location space

into four equal regions regardless of the number of locations in

each region. An example of data dependent decomposition is

the kd-tree where the space is recursively split via lines passing

through a median calculated based on the location distribution.

However, in the case of data-dependent trees, an adversary

can use information, such as the median in case of kd-trees,

to gain more knowledge about users’ locations. Therefore, the

structure of the tree must also be private, meaning privately

calculating private means.

Since the set of nodes of each level in the tree cover the

whole space, the challenge is in distributing the privacy budget

ε on the different levels of the tree. A uniform distribution of

the privacy budget over the levels of the tree is presented in

[29]. However, the utility decreases as the tree depth increases.

A geometric budget allocation strategy increases the budget

geometrically at each tree level so the leaf counts have the
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highest accuracy.

Discussion: Grid partitioning is an intuitive solution to

divide the location space into using an equi-width grid over

the location data domain. However, this solution may not

be adapted to sparse spatial domains. For example, suppose

we use a 100m2 to represent the population distribution of

Canada. Given that the population distribution has the highest

density in urban areas, most of the values in rural areas are

noisy counts of 0. If we want to calculate the population of an

area that covers a rural region, the output is the sum of noisy

counts which accumulates into a large error.

A common challenge in both data-dependent and data-

independent private spatial decomposition [29] is the choice

of the tree height. In fact, the query accuracy is influenced by

the tree height, as more levels compete for the same budget

amount. Another challenge is choosing the right structure for

the dataset. The work in [30] compares the results of using

different tree structures for private spatial decomposition on

a recommendation system. They show that kd-tree performs

best in skewed data (i.e., different levels of sparsity), while

quadtree is better suited to uniform spatial distributions.

B. Mining

Differentially private mining is concerned with extending

the current non-private mining algorithms to differentially

private algorithms. Here, we focus on the most common mined

information in location data, namely mining for points-of-

interest.

Points-of-interests are characterized by two parameters: the

encompassing geographic region of interest and the number

of visits [31]. The challenge in adding noise mining for

points-of-interests is in the magnitude of the global sensitivity.

For example, mining points-of-interests of a population is

based on the frequency visits counts. To calculate the global

sensitivity of these counts, a user is removed the dataset and

the maximum difference between the neighbouring datasets is

calculated. However, in this case, the difference can range from

0 to the maximum visit frequency of the user. This hinders

utility since a large global sensitivity results in utility loss due

to the increased value of the added noise.

One way to reduce sensitivity is by using spatial decomposi-

tion [29] to calculate local (smaller) sensitivity per geographic

region as presented in [32], [33], [34] and [35]. The local

sensitivity is then used to calibrate the Laplace noise of the

total number of visits per geographic region. Then a density-

based spatial clustering (DBSCAN) [36] is used to identify

the points-of-interests’ encompassing regions. Finally Laplace

noise is used to perturb the centroids of the regions of interests

with a local sensitivity that is based on the maximal difference

of all points in the encompassing region.

Another approach to reduce the global sensitivity is by

limiting the contribution of a single user visits to a given

location. It can be achieved by sampling the location data

using a threshold l such that only l visits are retained per user

as proposed in [37]. This threshold is then used as the upper

bound of the global sensitivity.

Discussion: Clustering techniques are common in mining

for points-of-interests, however it is difficult to assess the

clustering quality due to the difficulty in obtaining global

sensitivities. In fact, limiting the number of location visits per

user considered to reduce the sensitivity has the disadvantage

of distorting large counts. As a consequence, impacting the

accuracy of the identified points-of-interests.

V. FUTURE DIRECTIONS

The proposed methods in Section III guarantee the privacy

of location data collection from different perspectives, while

the solutions presented in Section IV protect the user’s privacy

by ensuring that the published statistical data does not depend

on the presence or absence of an individual user in the dataset.

A summary of these solutions is presented in Table I. Based

on the challenges introduced above, we identify two areas that

require further attention: the utility and privacy tradeoff and

the resiliency of present location collection methods to privacy

attacks.

A. Utility and Privacy Tradeoff

The definition of utility and privacy depend on the ob-

jective of applying differential privacy: protecting the user’s

location, such as in the case of location collection, or the

presence/absence of the user in the dataset, such as the case

when sharing location aggregates.

1) Utility in location collection methods: Laplace mecha-

nism when used on count queries where one user corresponds

to one record enables the achievement of high level of privacy

while preserving utility. This is because the low sensitivity

of count queries (the contribution of a singe user changes

the outcome of the query by a maximum of 1 between

neighbouring datasets). When protecting a user’s location, the

utility of distance-based solutions is evaluated as the distance

between the reported location and the true location. However,

since the sensitivity used to induce noise in the reported

location depends on the distance metric, the reported location

may result in utility loss as mentioned in Challenge C1.

For example, if a user is using her obfuscated location to

request the closest shopping mall within a radius from her

true location, the resulting shopping may be far away from

her. Therefore, even though her location privacy is preserved,

utility is sacrificed.

Furthermore, distance-based solutions treat space in a uni-

form way, regardless of the privacy needs difference between

imposing the addition of the same amount of noise everywhere

on the location space which results in utility loss C2. [38]

defines an elastic indistinguishability metric that captures the

different degrees of density of each area on the map, and a

randomization algorithm that adapts the level of noise while

achieving the same degree of privacy everywhere.

Moreover, the distance-based and randomizes response

methods guarantee indistinguishability during a single location

collection. However, when these methods are applied in a

continuous setting, privacy declines exponentially C4. Dwork

et al. [39] propose two different privacy goals for continuous
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Method Description Advantages Challenges
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Distance-based methods

[14] , [15], [16], [17], [18], [19], [20]

An adversary cannot distinguish

between any two originating locations

within a radius based on the reported

location. The indistinguishability

between any two users locations is

proportional to the distance between

these locations.

Intuitive and easy to implement

C1 Utility is compromised when using

Laplace noise calibrated with distance,

C2 when treating the location space

uniformly regardless of the population

density. C3 Vulnerable to privacy attacks

that use the temporal correlation

between consecutive locations

Temporal correlation methods

[21], [22]

Use the set of all probable locations

(where the user might appear)

between consecutive timestamps to

hide the true location. This is

achieved by making the probable

locations indistinguishable

by an adversary.

Takes into account the temporal

correlation between consecutive

locations

C4 Temporal correlation between any two

locations must be modelled, which may

not scale when the number of locations

is large

Random response methods

[25]

Use the randomized response

algorithm to make any two

originating locations from a

fixed set of locations based on the

reported location.

Intuitive and easy to implement
C5 Privacy decreases exponentially with

repeated data collection
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Aggregation

Grid partitioning

[26], [27], [28]

Divide the location space using

a uniform grid, then induce

noise to the counts of each cell

Intuitive and easy to implement C6 Defining the guidelines to choose

the right grid size, tree structure and

height per dataset

Private Spatial Decomposition

[29]

Recursively divide the location

using a tree structure, then induce

noise to the count at each node

of the tree

Assures utility by providing

different levels of division

granularity

Mining of Points-of-interests

[32], [33], [34], [35], [37]

Limits the number of visits per

user considered when calculating

the sensitivity of the popularity

of a location

Induce less noise to the number

of visits per user to each

location to assure utility of

the points-of-interests

identification

C7 Assessing the utility of the

clustering results is difficult since

setting a threshold of visits per user

may distort larger values

TABLE I: Summary of the reviewed work

settings, namely event-level that hides the presence or absence

of a single user event and user-level that hides the presence

of a user with all her data on the timeline. New possibilities

for combination of these methods need to be explored.

2) Utility in location analysis methods: Tuning the param-

eters for spatial decomposition, such as the number of cells in

the grid partitioning or the tree height in the private spatial

decomposition has the advantage of allowing the proposed

solutions to be applied in different settings. Yet, this raises

the challenge (C6) of defining the guidelines to choose these

parameters for optimal utility. A comparison between different

tree structure is done in [30] that shows the link with between

data sparsity and the tree structure choice. However, the study

is limited to recommender systems. We believe that further

investigation is necessary in defining guidelines to choosing

these tuning parameters.

B. Privacy Attacks Resiliency

The distance-based and temporal correlation methods pre-

sented above make use of the characteristics of location data to

create new methods to achieve differential privacy. However

these variations may give rise to novel privacy attacks that

cause privacy leakage (challenge C3).

For example, geo-indistinguishability [15] works well in the

case of a sporadic use. However, the correlation between the

locations may lead to privacy loss under repeated use. An

attack presented in [40] takes advantage of this weakness to

successfully run an inference attack where the user’s points-

of-interests were predicted with reasonable precision (63% of

the points of interests were identified) based on the reported

perturbed locations.

The vulnerability of geo-indistinguishability [15] to cor-

relation analysis attacks is shown in [41] where an attacker

uses a regression algorithm to estimate the users true location

based on the previously obfuscated locations. It shows that

the prediction accuracy, estimated as the distance between

the predicted location and the true location, improves as the

prediction duration increases.

We believe that similar evaluation of privacy attacks need

to be investigated in the other differential privacy variations

that release noisy locations.

VI. CONCLUSION

This paper presents an overview of differential privacy

advances in big location data. We mapped the differential

privacy solutions to the data flow as follows: (i) location

collection, including solutions that make use of the spatial

characteristics and temporal characteristics of location data,

(ii) privacy-preserving frameworks that design solutions for

location aggregation and mining by combining the traditional

differential privacy mechanisms (i.e., Laplace, Exponential)

with partitioning and clustering techniques to tackle the high

sensitivity challenge in location data. Although differential

privacy is originally designed for statistical datasets, the subse-

quent literature proves its power and versatility in guaranteeing
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privacy in novel settings, such as location obfuscation. How-

ever, there are research directions that need to be explored,

such as the impact of the high sensitivity on the utility and the

robustness of the novel solutions w.r.t location privacy attacks.
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