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Abstract

Patient safety is a core objective in healthcare, aiming to mini-
mize risks, prevent avoidable harm, reduce errors, and mitigate
the impact of adverse events. While some errors are easily iden-
tifiable, others require retrospective analysis to determine their
consequences for specific patient groups. Patient safety is often
discussed alongside quality of care, as both involve reducing harm
and improving healthcare outcomes. Beyond being a fundamen-
tal goal, patient safety is a discipline that applies safety science
to healthcare delivery. Safety science integrates engineering, psy-
chology, human factors, risk management, and organizational be-
havior to improve systems, technologies, and human behavior,
ultimately enhancing safety and reducing hazards.

This thesis explores how digital health technologies can en-
hance patient safety, focusing on the National Hospital of Ice-
land’s digital health platform. The platform includes web and
mobile applications for healthcare professionals and patients, in-
tegrating third-party solutions to modernize healthcare, stream-
line workflows, and improve access to patient data. A co-design
approach involving healthcare professionals and patients has been
used in its development, ensuring user needs are addressed. The
effectiveness of medical treatments relies heavily on human be-
havior. The decision-making of both healthcare professionals and
patients can be influenced by their environments, and even minor
changes in how information is presented can significantly affect
these user groups’ behavior. The concept, known as “choice archi-
tecture,” includes the use of “nudges” to guide decisions without
restricting options. In healthcare, framing user interface design
choices, such as physician recommendations for vaccines or de-
fault settings in electronic health records for prescriptions, can
greatly impact treatment choices. As healthcare becomes increas-
ingly digital, digital nudging offers a valuable tool for improving
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patient safety.

This thesis examines digital nudging from the perspective of
digital health platform designers working closely with healthcare
professionals. While prior research has highlighted how digital
nudges benefit patient care, there is limited exploration of how
these nudges are designed and developed to enhance patient safety.
The research is based on five papers that analyze different aspects
of digital health technologies. Paper P1 investigates how the in-
troduction of a mobile app for bedside documentation supports
patient safety. Paper P2 examines how data collection through
digital tools can improve quality of care, particularly for patients
with atrial fibrillation before and after surgery. Paper P3 shifts
focus to patients with inflammatory bowel diseases, exploring how
a digital health program influences health outcomes and literacy.
Paper P4 systematically reviews digital nudges in healthcare, as-
sessing their impact on treatment and patient management. Pa-
per P5 explores user perceptions of digital nudges and develops
design guidelines for their ethical implementation.

To study the various aspects of digital health technologies
incorporated into the National Hospital digital health platform
and how they contribute to patient safety we adopt both qualita-
tive and quantitative methods. For our research design, we have
strategized to use empirical data from the National Hospital to an-
swer the research question. We apply standard usability question-
naires to measure the views of the healthcare professionals, and
to measure the impacts of the design features we compare usage
of the healthcare professionals before and after the features were
deployed. The thesis (i) examines five themes that can contribute
to the design and development of DHTs that ensure patient safety
(ii) presents six dimensions that can contribute to patient safety
in the design of DHTs, and (iii) presents a model that concep-
tualizes socio-technical key elements of patient safety. Together,
the findings contribute to the discourse of digital health platforms
in the information system literature with the conceptualization of
the examination of a continuous co-design process.

Keywords: Patient Safety, Digital Health Technologies,
Socio-technical Systems Theory, Digital Nudging
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Chapter 1

Introduction

Each year, millions suffer or die from unsafe healthcare, posing a
global challenge, especially in low- and middle-income countries.
In these regions, 134 million hospital-related adverse events occur
annually, leading to 2.6 million deaths. Even in high-income na-
tions, one in ten patients experience harm during hospital care.
The social cost of patient harm is staggering, ranging from 1-2 tril-
lion each year (WHO, 2021). Patient safety refers to a “framework
of organized activities that creates cultures, processes, procedures,
behaviors, technologies, and environments in healthcare that con-
sistently and sustainably lower risks, reduce the occurrence of
avoidable harm, make errors less likely, and reduce the impact
of harm when it does occur” (WHO, 2021). As a fundamental
goal in healthcare, patient safety aims to ensure continuous qual-
ity improvements ultimately protecting lives and improving pa-
tient outcomes (Vincent, 2011). Beyond being a core objective in
healthcare, patient safety is a discipline rooted in applying safety
science to healthcare delivery to provide safe, effective, and effi-
cient care. Safety science integrates principles from engineering,
psychology, human factors, risk management, and organizational
behavior to understand and mitigate risks (Vincent, 2011). It fo-
cuses on improving systems, technologies, and human behavior to
enhance safety and reduce hazards, analyze adverse events, design
safer processes, and develop regulations and best practices to cre-
ate safer environments (Li et al., 2021). Measuring patient safety
is challenging because it may rely on the reporting of mistakes
and adverse events that could have been avoided (McDonald et
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al., 2010). Reflecting on whether the number of adverse events is
high or low is difficult, for example, because one department could
hardly ever report any adverse event for two reasons. On the one
hand, because they very rarely occur, or on the other hand be-
cause the culture in that department does not adequately support
reporting of adverse events. Furthermore, only a fraction of the
reported adverse events that happen in the healthcare sector are
related to digital health technologies.

The integration of digital health technology (hereinafter DHTs)
has become more prevalent in the healthcare industry, revolution-
izing the way patient care is delivered (Mahajan et al. 2021;
Oddsson et al. 2022). DHTs refer to the use of digital plat-
forms, connected sensors, and mobile applications to enhance pa-
tient lives and work within healthcare settings (Sharma et al.
2018). The information infrastructure in healthcare often con-
sists of large heavyweight digital infrastructure constellations that
are becoming increasingly complex and rigid, requiring extensive
time and effort to facilitate change and to meet the needs of in-
novation (Ellingsen 2024; Severinsen et al. 2022). Increasingly,
lightweight I'T applications, complementary to the existing heavy-
weight digital infrastructure, are entering the e-health field. These
innovative and frequent iterations support immediate user needs
and work processes, with simple applications like apps (Bygstad
2017). With the rise of DHTs and lightweight IT, healthcare
professionals are presented with new opportunities to streamline
workflows, enhance the quality of care, and improve overall effi-
ciency within clinical settings (Rosenlund et al. 2023). However,
with these developments come unique challenges and considera-
tions concerning patient safety, usability, functionality, and inte-
gration of lightweight IT with existing healthcare practices (Ye-
ung et al. 2023; Giebel et al. 2023). Usability is the extent to
which a system can be used by specified users, in our case pa-
tients or healthcare professionals, to achieve specified goals with
effectiveness, efficiency, and satisfaction in a specified context of
use (ISO-standard, 2018). Digital health technologies bridge the
gap between patients and healthcare by enabling digital platforms
that collect and visualize patient health data (Islind, 2018). The
adoption and use of these platforms are becoming increasingly
widespread and established in healthcare (Islind, 2018).

With the rise of DHTs, their impact on patient safety and
healthcare professionals is becoming increasingly significant (Math-



ews et al., 2019). Digital health technologies such as electronic
health records (EHRs), telemedicine, and clinical decision sup-
port systems help healthcare professionals enhance patient safety
and improve health outcomes (Emanuel et al., 2009). However,
ensuring data accuracy and protection against breaches, as errors
or data loss can have serious consequences (Sujan et al, 2019). The
growing integration of DHTs is reshaping the role of healthcare
professionals within the healthcare trajectory. These technologies
not only improve patient safety but also protect healthcare profes-
sionals from disputes or malpractice claims by providing evidence
of the care provided, as a legal record (Sharifi et al., 2021). Central
to this thesis is an exploration of the role of digital health technol-
ogy in enhancing patient safety and its implications for healthcare
professionals and organizations. The area of healthcare quality
and patient safety is starting to use digital health technologies to
prevent adverse events, identify them before they become issues,
and act on events that are thought to be unavoidable (Feldman
et al., 2018). Redesigning systems and processes can significantly
minimize errors and incorporating design approaches such as stan-
dardization, simplification, and constraints can effectively reduce
mistakes (Emanuel et al., 2009). An example of a constraint is
a “forcing function”, a design element that eliminates the possi-
bility of error. For instance, incompatible connectors prevent an
anesthetic gas from being attached to the oxygen port of an anes-
thesia machine (Emanuel et al., 2009). These design methods can
be transferred to a digital environment and the designs of those
technologies must be sensible to the cognitive strategies employed
by healthcare professionals (Lintern and Motavalli, 2018).
Sometimes adverse events are obvious such as the downtime
of DHTs (Harrison et al., 2019). Other times they are less appar-
ent and rely more heavily on human behavior. Regardless of how
effective a drug, vaccine, or therapy might be, its health benefits
typically depend on a healthcare professionals’ prescription and
a patient’s adherence to the treatment plan. To encourage the
desired behavior, DHTs must be designed in a way that makes
it easy to do the right thing, and for DHTs to be well-designed
co-design is essential. It is the merging of the efforts of those
who produce and those who use the solutions to address these
challenges and health problems. Co-design is a collaborative de-
sign approach that actively involves stakeholders, including users
and community members, in the design process (Grindell et al.,
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2022). It emphasizes their perspectives and experiences, foster-
ing a sense of ownership and ensuring that outcomes meet their
needs. Socio-technical system theory highlights the interplay be-
tween social and technical factors within organizations (Ropohl,
1999). It suggests that successful systems must consider both hu-
man and technological components. When combined, co-design
and socio-technical system theory create a framework for devel-
oping solutions that are both user-centered and contextually rele-
vant, leading to enhanced usabilityand more sustainable outcomes
in diverse environments.

The environments of both healthcare professionals and pa-
tients can influence and shape their decision-making, and even
small changes in how information and options are presented can
significantly impact behavior. Within digital health, there is
growing interest in how DHTs can be designed so that the choices
that they include are accurately and thoughtfully presented (Lin-
tern and Motavalli, 2018). When this “choice architecture” is
structured to guide behavior in a predictable manner without lim-
iting options, it is commonly referred to as a “nudge” (Thaler and
Sunstein, 2008). In healthcare, critical information and significant
decisions are continuously being presented. This could be how a
physician recommends an influenza vaccine or how the treatment
duration is set as default for a new opioid prescription in EHRs.
However, these default settings are often chosen randomly, with-
out considering the common objectives of overcoming vaccination
barriers or managing the trade-off between pain relief and the
risk of addiction (Patel et al. 2018). Healthcare offers many op-
portunities for effective nudges, as choice architectures influence
our behavior, often without our awareness (Halpern et al. 2007).
Nudges exist in the physical environment such as those that in-
crease hand sanitizer use at hospitals (Mobekk and Stokke, 2020),
but they also exist in the digital environment. With more health-
care decisions taking place in digital health technologies where
actions can be observed and the context can be easily adjusted,
the potential for digital nudging increases. Digital nudging is an
approach where people’s cognitive biases are actively used and
applied to the design elements in the user interface (UI) to affect
the choices of users in digital health technologies (Mirsch et al.
2017; Schneider et al. 2018).

DHTs allows for scalable and readily available solutions for
patients and healthcare professionals, and digital nudging can be



embedded within those. A recent systematic review focused on
digital nudges that influence healthcare professionals toward giv-
ing treatment in line with treatment guidelines (Nwafor et al.
2021). In their assessment, they found compelling evidence that
nudges are an effective tool for promoting adherence to guide-
lines. They also observed that the literature is primarily focused
on whether nudge interventions work, with little consideration for
organizational issues such as cost-effectiveness, impact on health-
care professionals, and disruptions of established workflows and
routines (Nwafor et al. 2021). Digital nudging is a powerful tool
for designers of digital choice environments because people are
subconsciously influenced in their decisions. Responsibility al-
lows us to evaluate transformational digital technologies and the
use of digital nudges in a balanced manner, by factoring in both
harmful and positive outcomes from the engagement with such
artifacts (Voegtlin et al., 2022). A systematic approach to design-
ing digital nudges, considering responsibility and ethics, should
be the guiding light for designers when designing user interfaces,
choice architecture, and digital services in general.

DHTs cannot be evaluated without considering the impact on
the organizations where they are being implemented, with a spe-
cific focus on digital transformation that is rapidly changing the
work environment for healthcare professionals. Digital transfor-
mation is the process of integrating digital technologies into all
aspects of an organization, fundamentally changing how health-
care professionals operate and deliver value to patients (Kraus et
al. 2021). This transformation often involves a cultural shift that
requires healthcare professionals to challenge the status quo, ex-
periment, and get comfortable with failure. The National Hospital
has integrated its digital infrastructure for clinical support, such
as electronic patient systems, lab, imaging, and surgical systems,
into an integration layer. On top of that integration layer, the
hospital has developed a digital health platform including a web
application for healthcare professionals, a mobile application for
healthcare professionals, and a mobile application for patients. In
addition to that, there are a few 3rd party solutions for patients,
developed by independent entities, and integrated into the digital
infrastructure. In a hospital such as the National Hospital that
operates almost 80 clinical departments, where just over 600 pa-
tients are receiving care every day in inpatient departments and
around 1700 patients visit outpatient departments every weekday,
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there are around 10-20 adverse events reported daily.

Drawing from the experience of designing and developing fea-
tures in the National Hospital digital health platform, this the-
sis highlights some of the learnings, challenges, and opportuni-
ties in ensuring patient safety through digital health technologies
through the insights gained from five papers. To answer the main
research question: How can digital health technologies improve
patient safety? Paper P1 examines how the digital transforma-
tion of introducing the National Hospital mobile application for
healthcare professionals, in combination with an electronic white-
board, as a new approach for bedside documentation practices
can support patient safety. Papers P2 explores how data collec-
tion through DHTs throughout a patient’s journey can lay the
foundation of patient safety and improvements in quality of care.
We focused on patients with atrial fibrillation heart condition be-
fore and after they go through surgery at the National Hospital.
In the first two papers, we examine healthcare professionals as
users of the digital health platform. However, in paper P3 we
evaluate the digital health program of Sidekick Health from the
viewpoint of patients with inflammatory bowel diseases. Here we
investigate how a digital health program can influence patient
outcomes, and behavior that align with patient safety. Paper P4
offers a systematic review of digital nudges in DHTs in various
healthcare settings and their effectiveness in supporting patient
treatment, safety, and management. Finally, paper P5 addresses
user understanding of digital nudges and attitudes towards the
usage of digital nudges. In paper P5, design guidelines were de-
veloped for designers and educators to guide the ethical usage of
digital nudges when designing and developing digital technologies.

In this action design research project, in collaboration with
the National Hospital and Sidekick Health, we explore how DHT
within healthcare settings supports patient safety. The platforms
were under further development through a co-design approach
with healthcare professionals. The main contribution of the the-
sis to the field of information systems in general, and to the ap-
proaches to design, development, and use of DHTs in particular is:
(i) in-depth knowledge of approaches in which digital health tech-
nologies can be utilized to support patient safety, and (ii) practical
guidelines which can guide others in their design and development
of digital health technologies when working with digital health
platforms on patient safety improvements.



Chapter 2

Theoretical Background

In this chapter, I will introduce patient safety, digital health tech-
nology, digital transformation and co-design, and digital nudging
in digital health technologies.

2.1 Patient Safety

Every year, large numbers of patients are harmed or die because
of unsafe healthcare, creating a high burden of death and dis-
ability worldwide, especially in low- and middle-income countries.
Available evidence suggests that 134 million adverse events due
to unsafe care occur in hospitals in low- and middle-income coun-
tries, contributing to around 2.6 million deaths every year (WHO,
2021). On average, an estimated one in ten patients is subject
to an adverse event while receiving hospital care in high-income
countries (WHO, 2021). According to recent estimates, the social
cost of patient harm can be valued at 1-2 trillion dollars a year
(WHO, 2021). Patient safety is defined by the World Health Orga-
nization (WHO) as follows: “A framework of organized activities
that creates cultures, processes, procedures, behaviors, technolo-
gies and environments in healthcare that consistently and sustain-
ably lower risks, reduce the occurrence of avoidable harm, make
errors less likely and reduce the impact of harm when it does oc-
cur” (WHO, 2021). Digital transformation is revolutionizing pa-
tient safety by harnessing technologies and data analytics to refine
processes, boost communication, and minimize errors in health-
care delivery (Stoumpos et al., 2023). Vast amounts of data are

7
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generated daily in healthcare that is marked by high stakes and
the complexities of hospital systems (Pedersen and Bossen, 2024).
Leveraging this digitally captured data for continuous quality im-
provement is a powerful way to enhance patient safety (Sheikh et
al., 2021). Additionally, empowering patients to take control of
their health information fosters engagement and contributes sig-
nificantly to safety outcomes (Esmaeilzadeh et al., 2024). When
patients receive feedback on their care plans and health progress,
they are more likely to adopt healthier behaviors that lead to
better health outcomes and increased patient safety (Meske et al.,
2019; Purohit et al., 2023). Finally, training healthcare profession-
als is essential for ensuring patient safety, with teamwork (Alsabri
et al., 2022) and innovative educational approaches (Dahalan et
al., 2024) playing a crucial role in the design and development
of DHTs. Patient safety is a discipline in the healthcare sector
that applies safety science methods toward the goal of achieving
a trustworthy system of healthcare delivery. Patient safety is also
an attribute of healthcare systems; it minimizes the incidence and
impact of and maximizes recovery from adverse events (Emanuel
et al., 2009).

Patient safety has developed by considering limiting blame,
systems thinking, accountability for delivering effective safe care,
and emphasizing teamwork (Emanuel et al. 2009). The following
simple model with which to view patient safety divides health-
care systems into four main elements: (i) patients, (ii) healthcare
professionals, (iii) systems for therapeutic action, and (iv) contin-
uous quality improvement. These four elements are represented
graphically in the figure below. Each element interacts with the
other element and with the environment, as depicted by the dot-
ted lines between them and at their outer edges. The result is a
core, overarching model for patient safety (Emanuel et al. 2009).
First, the patients are the people who receive healthcare or have a
stake in its availability. Here we also consider the patient’s char-
acteristics. Second, healthcare professionals refer to the people
who work in the healthcare system, the team factors as well as
the individual factors. Third, systems of therapeutic actions refer
to technology, the organization and management, the work en-
vironment, task factors, and the external environment. Finally,
the continuous quality improvements represent system knowledge,
understanding of variations, understanding of how change yields
knowledge and psychology. What we see from this simple model is
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that patient safety includes many elements. Thus, the irreducible
unit of patient safety delivery is multifaceted; all components of
healthcare delivery must be integrated into a system that is as
reliable as possible under complex conditions.

Continuous quality improvements (iv)
in information and technology

Patients (i " p—
@ Systems for therapeutic action (iii)
Designed to preempt / rescue from failure

[ )

*  health literacy Healthcare professionals (ii)
*  accessing care systems Teams trained to preempt / rescue from /

1 1
: - !
1 ! |
\ 1
' ! |
1 1
: - !
I Preparation on: :' ______________________ Jl
1

; [ i
1 ! 1
' : 1
: *  advocacy 1 manage failure :
1 1

Continuous quality improvements (iv)
in competence, communication, teamwork

Figure 2.1: Based on a patient safety model for healthcare from
Emanuel et al. 2009

The fundamental mechanism for achieving patient safety is
through high-reliability design, which is an approach to design
that minimizes errors, enhances safety, and ensures consistent,
high-quality performance, even in complex or high-risk environ-
ments (Weick and Sutcliffe, 2015). A distinctive aspect of high-
reliability design is rooted in complexity theory, which recog-
nizes that open, interacting systems naturally generate some level
of chaos or inherently unpredictable events (Turner and Baker,
2019). High-reliability designs, however, are built to be resilient,
enabling systems to maintain functionality even in the face of such
unexpected occurrences (Weick and Sutcliffe, 2015). The unique
characteristics of high-reliability organizations have attracted a
great deal of attention from the patient safety community, as they
offer valuable insights into improving reliability and resilience in
healthcare systems. Human factors play a crucial role in devel-
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oping high-reliability and resilient healthcare systems and organi-
zations (Weick and Sutcliffe, 2015). Omne of the most significant
differences between healthcare and other high-risk industries is
the emphasis on human factors to understand how safety issues
arise and how this knowledge can be used to build system de-
fenses, ultimately making them more resilient to accidents and
adverse events. The human factors approach is multidisciplinary
and integrative, focusing on individuals within a socio-technical
context (Ropohl, 1999). In healthcare, this perspective consid-
ers both healthcare professionals within their work environment
and patients within their care journey. Resilient and equitable
healthcare systems demonstrate a strong focus on human factors,
ensuring that processes and environments support safety and ef-
ficiency (WHO, 2021). In contrast, a lack of attention to human
factors is characteristic of rigid or error-prone systems and is a
common contributor to adverse events in healthcare (Jabin et al.,
2024). Although healthcare leaders and managers have long recog-
nized the potential benefits of adopting a human factors approach,
particularly in improving patient safety, actual implementation of
human factors principles remains limited in scale (WHO, 2021).
The reasons are organizational resistance to change as healthcare
systems are traditionally hierarchical and complex, making it dif-
ficult to integrate new approaches, especially those that require
changes in workflow, culture, and infrastructure (Cheraghi et al.,
2023). Also, there is limited access to awareness and training, as
many healthcare professionals are not formally educated in human
factor science, leading to a lack of understanding of its principal
applications (Sheehan et al., 2022).

Another model for patient safety is the System Engineering
Initiative for Patient Safety (SEIPS) (Carayon et al. 2020). In
the SEIPS 3.0 model, which is a socio-technical system approach
to patients’ journey and patient safety the components are similar
to those in Emanuel et al. 2009 model and include (i) patients
(including caregivers), (ii) healthcare professionals, (iii) work sys-
tems (tools and technology, tasks, physical environment, and orga-
nizational conditions), and (iv) adaption, learning, improvement
(Beleffi et al. 2021). The socio-technical systems approach consid-
ers that human factors emphasize the need to design a hierarchy of
action systems that considers multiple levels (Ropohl, 1999): the
micro level of the patient; the meso level of the interaction between
individuals in organizations (healthcare facilities and services);
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and the macro level of the society (government). This is a useful
approach to consider at all levels when integrating new technology
or strategies such as patient safety. The human factors approach
goes beyond focusing solely on the individuals within the system
to also account for the environment, the surrounding physical set-
tings, and critical elements such as procedures, artifacts, safety
checks, teamwork, risks, organizational culture, and structure, as
well as national regulations and policies. For a system to be re-
silient and enhance safety, the consideration and integration of all
these elements are essential (Weick and Sutcliffe, 2015). Building
and maintaining a strong patient safety-oriented culture requires
dedicated leadership at every level of the action system, within
ministries of health, healthcare facilities, and clinical teams. The
principles of socio-technical systems theory and high-reliability or-
ganizations are prominently reflected in the “WHO Global Patient
Safety Action Plan 2021-2030” (WHO, 2021). These guiding prin-
ciples integrate the essential elements of human factors across all
healthcare settings, with the goal of eliminating avoidable harm
in healthcare. Furthermore, these principles are underpinned by
values designed to inform the development and implementation of
patient safety practices worldwide. WHO guiding principles for
patient safety 2021 — 2030 are 8 and are the following: (1) engage
patients and families as partners in safe care, (2) achieve results
through collaborative working, (4) analyze and share data to gen-
erate learning, (5) translate evidence into actionable and measur-
able improvement, (6) base policies and action on the nature of
the care setting, (7) use both scientific expertise and patient ex-
perience to improve safety, (8) instill a safety culture in the design
and delivery of healthcare. Patient safety needs to be evaluated
based on different domains and multiple levels, considering differ-
ent roles and the interplay between sociology and technology.

2.2 Digital Health Technology

Digital health technologies encompass a wide range of tools, sys-
tems, and applications that use digital technology to enhance
healthcare delivery, improve patient outcomes, and streamline
medical processes (Islind, 2018). They leverage advancements in
digital technology like mobile apps, communication tools, wear-
able devices, and analytics to revolutionize healthcare for patients,
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providers, and organizations. One of the most significant devel-
opments in digital health technology is telemedicine, which allows
patients to consult healthcare professionals remotely via digital
health platforms, reducing geographic barriers and improving ac-
cess to care (Haleem et al. 2021). Similarly, tools like wear-
able devices like fitness trackers, smartwatches, and medical-grade
biosensors enable continuous health monitoring, offering real-time
data on vital signs, physical activity, sleep patterns, and more
(Haleem et al. 2021). Mobile apps allow individuals to man-
age chronic conditions, track medications, or access personalized
wellness programs (Masoumian Hosseini et al. 2023). Scanning
and tracking technologies have also demonstrated how technolo-
gies can yield measurable safety benefits by scanning patients’
wristbands before clinical documentation or administering medi-
cation (Flott et al. 2021). Implementing scanning and tracking
protocols consistently across several hospitals in the United King-
dom demonstrated a reduction in patient identification errors and
never events, whilst also improving traceability of devices and fa-
cilitating product recalls when required (GS1 UK, 2020). Never
event refers to a serious, preventable medical error that should
never happen if proper safety protocols are followed. During the
implementation in the United Kingdom one pharmacy depart-
ment found the scanning technologies reduced error rates by up
to 76 percent (GS1 UK, 2020). Furthermore, in the United King-
dom scanning technologies helped free up time for patient care,
equivalent to adding 16 nurses per organization, as well as sav-
ing each organization £2.75m per year (Flott et al. 2021). Dig-
ital health technologies also enhance public health by enabling
data aggregation for research, outbreak tracking, and policymak-
ing (Masoumian Hosseini et al. 2023). However, challenges such
as data privacy, accessibility disparities, and the need for regu-
latory oversight remain critical. Despite these obstacles, digital
health technologies hold transformative potential to make health-
care more accessible, efficient, and patient-centered.

Patient engagement refers to the active involvement of pa-
tients in their healthcare journey, fostering collaboration between
individuals and healthcare providers to improve health outcomes,
satisfaction, and quality of care (Hickmann et al. 2022). It em-
phasizes empowering patients with the knowledge, tools, and re-
sources necessary to make informed decisions about their health
and manage their conditions effectively (Hickmann et al. 2022).
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Engaged patients are more likely to adhere to treatment plans, at-
tend follow-up appointments, and adopt healthier behaviors, all of
which contribute to better outcomes (Farrall et al. 2023). Health-
care providers play a critical role in promoting engagement by
building strong relationships, encouraging open communication,
and guiding patients to take an active role in their care (Muscat
et al. 2021). Shared decision-making, where patients and health-
care professionals work together to make healthcare choices, is
central to this process (Muscat et al. 2021). Digital technology
has revolutionized patient engagement, offering tools like mobile
apps, wearable devices, and communication tools. Together these
tools provide a platform to access health records, appointment
scheduling, medication reminders, and personalized health educa-
tion, enabling patients to stay connected and informed (Muscat
et al. 2021). However, challenges such as digital literacy gaps, so-
cioeconomic inequalities, and data privacy concerns must be ad-
dressed to ensure equitable engagement (McCaffery et al. 2010).
Fostering a culture of partnership and leveraging technology effec-
tively patient engagement can transform healthcare into a more
patient-centered and collaborative model (Muscat et al. 2021).

Health analytics refers to the use of digital tools, technolo-
gies, and methodologies to analyze patient information and gener-
ate actionable insights for improving healthcare outcomes (Khal-
ifa and Zabani, 2016). By leveraging electronic health records
(EHRs), wearable devices, and algorithms, health analytics play
a pivotal role in enhancing patient safety in several ways. One
key benefit is the early detection of risks (Khalifa, 2018). Predic-
tive analytics can identify patterns in patient data, such as vital
signs, lab results, or medication history, to foresee complications
like infections, sepsis, or adverse drug reactions (Khalifa, 2018).
This allows healthcare professionals to intervene proactively and
prevent harm. Similarly, analytics can monitor adherence to treat-
ment protocols, ensuring consistent and safe care delivery. Health-
care analytics enhances hospital workflows by identifying system
inefficiencies and bottlenecks, reducing miscommunication dur-
ing care transitions (Islam, 2018). Healthcare analytics fosters a
data-driven approach to care, that can significantly reduce risks,
increasing accountability, and ultimately ensuring patient safety
(Islam, 2018).
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2.3 Digital Transformation and Co-Design

The notion of integrating digital technology into organizations,
fundamentally changing how they operate and adapt to an in-
creasingly digital world is called digital transformation (Kraus
et al. 2021). This process goes beyond simply adopting new
DHT; it involves reshaping mindsets, workflows, and processes to
leverage technology effectively (Kraus, 2021). At its core, digi-
tal transformation in healthcare seeks to improve efficiency, drive
innovation, and enhance patient and healthcare professionals’ ex-
periences and engagement (Lane, 2011). Organizations can an-
alyze data from the users of DHTs to analyze user needs and
offer tailored solutions. Internally, it improves productivity by
automating repetitive tasks, enabling real-time collaboration, and
supporting data-driven decisions (Kraus et al. 2021). However,
digital transformation is not without challenges. Organizations
face obstacles like resistance to change, skill gaps, cybersecurity
concerns, and aligning technology with operational goals (Heavin
and Power, 2018). Digital transformation poses strategic, man-
agerial, and governance-related challenges for organizations. It
requires strong leadership, agile strategies, and a focus on inno-
vation to develop new digital technologies. Strategically, aligning
digital initiatives with operational goals can be difficult, as dig-
ital investments may not immediately show returns (Dal Mas et
al. 2023). Managerial issues include resistance to change, skill
shortages, and the need to upskill employees for technology-driven
roles. Governance-related concerns often revolve around data se-
curity, privacy compliance, and ethical use of emerging technolo-
gies like AT (NHS, 2025). Implementing robust policies to manage
digital risks, ensure accountability, and oversee technological in-
tegration is crucial in addressing these challenges proactively and
essential for successful digital transformation in healthcare (Kraus
et al. 2021).

One way to be proactive and successfully implement digital
technology is to take advantage of co-design and engage various
stakeholders in the design process to ensure that a product is
both usable and technically robust (Bird et al. 2021). In health-
care, these stakeholders can include patients, as well as healthcare
professionals, technical personnel, and quality managers. The
participation of end-users such as patients and healthcare pro-
fessionals is particularly vital for creating a DHT that provides



2.3. DIGITAL TRANSFORMATION AND CO-DESIGN 15

good usability, an essential element for fostering engagement and
encouraging adoption and compliance (Grindell et al., 2022). In-
volving users and gathering continuous feedback allows for the
early identification of reasons for low engagement. Recognizing
issues with engagement or adoption is the first step toward re-
fining the design to enhance user experience (Tay et al., 2021).
The DHT can then be improved with interactive and personal-
ized design elements aimed specifically at addressing these con-
cerns and boosting user motivation. Examples of such interactive
features include gamification and customized feedback (Grindell
et al., 2022). Additionally, examples of user involvement while
developing DHT resulted in helping with areas where the system
may be overly complex, ensuring it remains straightforward and
does not overwhelm users, which can facilitate quicker adoption
(Tay et al., 2021). Including patients who represent a diverse age
range, tech literacy levels, and physical abilities is crucial for de-
veloping an inclusive DHT that is easy to navigate (Henni et al.,
2022). Equally important is the need to consider collaboration
with healthcare professionals to integrate seamlessly into existing
workflows and practices. Furthermore, they must comply with
healthcare standards to be effective and reliable for both patients
and healthcare professionals (Smith et al., 2023). While co-design
is an effective approach to navigating the complexities of develop-
ing digital health platforms, it does come with challenges. Issues
can arise from insufficient participation and collaboration from
patients, particularly over long periods (Osman Andersen et al.,
2018; Nystrom et al., 2018), as well as from limited time and re-
sources (Osman Andersen et al., 2018), and technical and scaling
difficulties (Baxter and Sommerville, 2011).

The design and development of DHT are very complex and can
be carried out in many ways. One approach, for example, is a user-
centered design (UCD) that aims to design technologies, products,
systems, or services that prioritize the needs, preferences, and ex-
periences of the end-users (Abras et al., 2004). The steps in the
UCD process include; (i) understanding users by learning about
their pain points, behaviors, and goals, (ii) defining the require-
ments, identifying key functionalities and features based on user
needs, (iii) designing solutions by creating prototypes or mock-
ups to visualize potential solutions, (iv) engage users in usability
testing to evaluate the effectiveness of the design, and finally (v)
integrating and making refinements based on the user feedback
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and repeating the process as needed.

It is important to consider the concept of usability to under-
stand the user feedback as well as understand the potential ob-
stacles in engaging with and adopting new technologies. Usability
is defined by the ISO-standard as the extent to which a system,
product or service can be used by specified users to achieve speci-
fied goals with effectiveness, efficiency, and satisfaction in a speci-
fied context of use (ISO-standard, 2018). In this thesis we explore
the digital transformation through DHTs that are impacting the
specified users of patients and healthcare professionals. These
user groups are represented as two elements of the patient safety
model mentioned above. Their specified goals differ, as patients
aim to use the DHTSs to receive healthcare, while healthcare pro-
fessionals aim to provide healthcare services. The context under
consideration where the DHTs are being used is healthcare setting.
Usability deals with three main elements: effectiveness, efficiency,
and satisfaction. First, effectiveness deals with the accuracy and
completeness with which users achieve their goals. Second, effi-
ciency refers to the resources expended in relation to the accu-
racy and completeness of goals achieved. Such as less time spent
or less effort made to achieve the goal. Third, satisfaction cov-
ers users’ comfort and positive attitudes towards using the DHTs.
Furthermore, the ISO-standard emphasizes that usability is not a
property of a product in isolation, but a measure of performance
in a specific context with real users (ISO-standard, 2018).

2.4 Digital Nudging in DHTSs

As discussed in the previous section there is a need to digitally
transform organizations. Co-design and measuring usability is one
approach while developing digital health technologies, which aims
to make technologies that fit the users’ needs. We are faced with
the acceptance and decisions of people working in healthcare and
people receiving healthcare. As humans, we face choices every day.
“Choice architecture” refers to the way choices are presented, and
the presentation itself can affect the decisions made by individuals
following that presentation of choices (Thaler and Sunstein, 2008).
The choice architecture is rarely neutral and most often includes
a target for how the preferred choice is (Weinman et al., 2016).
Influencing peoples’ decision-making process with cues laid out
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within the choice architecture has recently been coined as nudg-
ing. With the rise of technology that can hold persuasive powers,
digital nudging emerged in the literature (Schmitz et al., 2024).
For the past few years, the interest in and understanding of digital
nudging, specifically within the field of information systems, has
been maturing. Digital nudging outlines an approach where peo-
ple’s cognitive biases are actively used and applied to the design
elements embedded within the user interface to affect the digital
choice architecture presented to the users (Mirsch et al. 2017;
Schneider et al. 2018). The underlying purpose of digital nudges
is to serve the users and aid them in making better decisions as
judged by themselves. This is described by Thaler as libertar-
ian paternalism, which is arguably what makes nudges ethically
acceptable (Thaler and Sunstein, 2008). Nudging in general and
digital nudging, in particular, is therefore, intricately linked to up-
holding the persons’ freedom of choice while guiding them toward
a decision that is deemed fruitful for their own long-term goals or
societal well-being, in an ethical manner and without removing
options (Mettler and Stephanovic, 2023).

Thaler and Sunstein introduced the term nudge as an im-
portant element in the choice architecture in 2008 (Thaler and
Sunstein, 2008). Thaler received the Nobel Prize for Economics
in 2017 for his research on nudges, pointing towards the signif-
icance of the work. If we examine the origin and meaning of
nudges, nudging theory, which derives from behavioral economics,
acknowledges that individuals do not always make informed deci-
sions about their health, welfare, and life in general (Thaler and
Sunstein, 2008). Instead, people utilize shortcuts that help sim-
plify the decision-making process. These shortcuts are referred to
as heuristics or cognitive biases (Tversky and Kahneman, 1974).
Because of the inherent link to cognitive biases, nudging has been
illustrated as being heavily reliant on human cognition, which
brings us to the notion of bounded relationality and its rela-
tion to digital nudging. Bounded relationality encompasses the
premise that human cognition consists of two interconnected sys-
tems, namely the unreflective, automatic, emotional part of the
brain (which is referred to as system 1 thinking) and the reflective,
slow, and rational part of the brain (which is known as system 2
thinking) (Kahneman, 2003; Thaler and Sunstein, 2008; Meske
and Amojo, 2020).

Nudges are defined as intentional and targeted interventions to
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modify the choice architecture and alter an individual’s behavior
to the desired direction by taking advantage of cognitive biases
(Cho and Bates, 2018). One of the most significant examples is
when the default option of organ donation was changed from opt-
in to opt-out, which nearly doubled the participation in organ
donation (Johnson and Goldstein, 2003). Analysis reveals that 62
precent of empirical nudging studies are statistically significant
(Hummel and Maedche, 2019). A systematic review and meta-
analysis also reveal that nudges result in an average 15 percent
increase in healthier dietary or nutritional choices, as measured
by a change in frequency of healthy choices or change in over-
all caloric consumption (Arno and Thomas, 2016). Following the
large-scale impact in physical settings, the development of digital
nudging has grown as digital choice architecture increasingly in-
fluences peoples’ lives (Lembcke et al., 2019). Digital nudging has
been shown to have a significant impact on decision-making, and
the effects in digital settings are comparable to nudging in physical
settings (Zhang et al., 2015). The tools of choice architecture can
be broken down into several categories (Sunstein, 2014; Bergram
et al., 2022). In Table 2.1 below are definitions and examples of
how different nudges can be applied in healthcare settings in a
digital environment.

Designers can improve digital choices with digital nudging to
support individuals in making beneficial decisions and enjoying
an enhanced user interface, ultimately increasing user satisfaction
(Mirsch, Lehrer, and Jung, 2018). Relying on heuristics and cog-
nitive biases makes digital nudging a powerful tool for designers of
digital choice environments because people are subconsciously in-
fluenced in their decisions. These persuasive user interface design
elements are embedded elements in digital technology and include
graphic design, content, wording, and other small features such
as user reviews, ratings or push notifications on smartphones that
remind the user to be more active (Weinmann et al., 2016). De-
signers are often not aware of their role in the design of DHTSs or
if they are aware of it, they lack a systematic approach to design-
ing digital nudges (Mirsch, Lehrer, and Jung, 2018). Therefore,
digital choice environments are often designed by trial and er-
ror, where best practices are copied from competitors and often
modified ineffectively to have an unintended influence on choice
architecture, which ultimately impacts the decision-making of the
users (Mirsch, Lehrer, and Jung, 2018). This can result in “mind-
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Feedback Provides information about the past or Notification to a user that he has completed
current behavior of a user (Hoffmann 10,000 steps today or perhaps three days in a
and Thommes, 2020). TOW.

Priming Some vnderlying psychological Swiping images on a smartphone screen

mechanizms such as priming {Valdez et
al 2017).

associated with unhealthy behavior away from
the body and images of preferred behavior
toward the body.

Social reference

Providing references to how other users
behave, thereby creating a social norm.

Also, the tendency to want to appeal to

the expectations of others (Goldstein et
al , 2008)

Receiving information about the progress of
other cancer survivors. Being monitored
remotely by healthcare professionals or sharing
progress with a buddy.

Precommitment Commitments by users will motivate Setting goals for healthy eating, regular exercizse,
them to behave in a way that is of no smoking.
consistent with the commitments
(Schwartz et al_, 2014).

Disclosure Adding information that is acceszible, Sharing relevant information about diseaszes
clear, and relevant to the choice that the  and/or the benefits of getting enough sleep and
user is about to make (Carmichael et eating certain types of foods.
al., 2008).

Simplification  Behavior can be encouraged or Making it more difficult for children dealing

discouraged by removing or adding
friction (Hummel et al., 2019).

with problematic smartphone usage to access
certain apps. Using sensors to conveniently share
information about adherence with healthcare
professionals.

Loss aversion

People assign more value to something
that iz going to be more difficult to
acquire in the future (Schmidt and
Zank, 2003).

Losing points for unhealthy behavior instead of
gaining points for making healthy choices.

Warnings

Different kinds of warnings and
graphics assist users by grabbing their
attention to various risks and
consequences (Hall et al , 2018).

Sharing graphics and information about the
danger of smoking or not adhering to treatment.

Default

Design the choice architecture in such a
way that the default behavior is the
desired behavior (Jachimowicz et al.,
2018).

Preselect healthy food options in a grocery app
for people who are overweight.

Table 2.1: Common examples of cognitive biases and heuristics
that can be exploited to promote behavior or attitudinal change.

lessness” when designing and implementing digital choice archi-
tectures (Salovaara et al., 2019). Designing without a clear goal
ultimately comes down to a question of responsibility. Responsi-
bility allows us to evaluate transformational digital technologies
and the use of digital nudges in a balanced manner, by factor-
ing in both harmful and positive outcomes from the engagement
with such artifacts (Voegtlin et al., 2022). A systematic approach
to designing digital nudges, considering responsibility and ethics,
should be the guiding light for designers when designing user in-
terfaces, choice architecture, and digital services in general. That
brings us to the discussion on ethics in design and how it sup-
ports designers to positively leverage the transformational powers
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of digital technologies.

The importance of ethical consideration in persuasive design is
often addressed in the persuasive technology community. Persua-
sion is generally understood as an ethical approach to behavior
change, yet the ethical implications seem to be more recognized
by academics rather than generally applied in persuasive technol-
ogy (Kight and Gram-Hansen, 2019). A common guideline for
designers to follow is the “golden rule” principle that “creators of
a persuasive technology should never seek to persuade a person or
persons of something they themselves would not consent to be per-
suaded to do” (Berdichevsky and Neuenschwander, 1999). It ar-
gues that ethics should be evaluated through the designers’ moti-
vations and methods, as technology merely executes the processes
they create and lacks independent intent. Another viewpoint is
that computer systems themselves are powerful persuaders be-
cause they represent in public opinion a kind of mathematical
precision that may serve as a role model of ‘true and accurate’
feedback (Fogg, 2003). Studying moral and ethical principles,
along with human rights, can move us beyond subjective individ-
ualism and allow us to define ethical principles as the “right and
responsible action” (Atkinson, 2006). There have been developed
design methods to support responsible persuasive system design.
Value Sensitive Design was developed based on “human values”
such as “privacy”, “autonomy”, and “moral beliefs of the technol-
ogy” rather than usability (Davis, 2009). Another method is the
Participatory Design which allows the users to be part of the de-
sign process and “is very much concerned with social learning and
multi-stakeholder negotiation” (Davis, 2009).

Spahn (2011) explores if guidelines for the field of persuasive
technology can be grounded in the speech-act aspect. The speech-
act theory expands the scope of the philosophical efforts to un-
derstand the ‘meaning of words’ beyond the strictly propositional
aspects of language (Austin, 1962 and Searle, 1969). There are
four implicit validity claims inherent in every speech act (Haber-
mas, 1993). Based on them, Spahn created four guidelines that
are relevant for the usage and development of persuasive tech-
nology: i) comprehensibility, ii) truth, iii) truthfulness, and iv)
appropriateness. Comprehensibility is the most basic precondi-
tion for communication and refers to the utterance of words to be
comprehensible. In the context of digital technology that would
translate to the user being able to understand the feedback given



2.4. DIGITAL NUDGING IN DHTS 21

by the digital nudge. Designers of persuasive design should con-
sider if their design is easy to understand. Truth can be regarded
as the most important validity claim of speech acts from a philo-
sophical perspective. In many cases, digital nudges communicate
with the user through various feedback mechanisms. The truth
requirement demands that the feedback mechanism gives true in-
formation. Truthfulness is the property in human communication,
to tell the truth in each context, also called ‘honesty’ or ‘truthful-
ness’ of the speaker. In persuasive system design, it is not always
clear who is the ‘author’ of the persuasion. It could be the digital
nudge itself, the designer of the digital nudge, or the company or
institution that implemented it. It might be enough to interpret
‘truthfulness’ in the case of digital nudges as the reliability and
accuracy of a given feedback mechanism. Finally, appropriate-
ness concerns the context of the given speech act. For example,
a judge can say the word ‘guilty’ and establish a new social fact.
But this is true only if spoken under very specific circumstances
by a judge in a courtroom, who is entitled to do so. The elements
from the speech-act theory can function as guidelines for under-
standing and designing ethically acceptable digital nudges. It is
something that designers can apply, and the guidelines can also
support the teaching and learning process.
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Chapter 3

Research Approach

In this chapter, I will discuss the overview of the research project,
the empirical context, the action design research methodology,
the data gathering methodology and analysis, and the studies
conducted.

3.1 Overview of the Research Project

This is a paper-based research project that consists of five papers.
In this research into patient safety, we rely on a model based on
Emanuel et al. 2009 patient safety model and the SEIPS 3.0
model (Carayon et al. 2020) where there are four main elements
to patient safety: (i) patients, (ii) healthcare professionals (HCP),
(iii) systems of therapeutic action, and (iv) continuous quality
improvements (CQI). For simplification, I will refer to ‘systems of
therapeutic actions’ as ‘digital health technologies’ as they are the
focus of this thesis within ‘systems of therapeutic actions’. See
Figure 3.1 for the four main elements. We explore one or more
elements in each paper that is included in the thesis.

In the first two papers, we explore two DHTs that are designed
and developed for healthcare professionals (elements (ii) and (iii)
in Figure 3.1). In paper P1 we introduce a newly developed mo-
bile app to healthcare professionals and based on their feedback
we refine the app and develop a final artifact that is further im-
plemented into the work processes of the hospital. In paper P2
we design and develop a digital health program that collects data
about the patient’s journey through waiting, undergoing, and re-
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Continuous quality improvements (iv)

Continuous quality improvements (iv)

Figure 3.1: Patient safety model based on Emanuel et al. 2009
and Carayon et al. 2020

covering from surgery. Many of the features in the digital health
program already existed and were only adjusted to the research
of paper P2, while others were developed from scratch. In both
papers P1 and P2 we measure the usability of the DHTs and the
user experience of the healthcare professionals. In paper P2 we
are also exploring the role of DHT in continuous quality improve-
ments (element (iv) in Figure 3.1). In paper P3 we shift the focus
away from the healthcare professional and focus on the patient
(element (i) in figure 3.1), where we evaluate patient engagement
and patient self-reported outcomes using a digital health program.
Paper P4 is a systemic review of how digital nudges are applied
to healthcare settings influencing the behavior and attitudes of
both healthcare professionals and patients (elements (i) and (ii)
in Figure 3.1) and examines if digital nudges in healthcare set-
tings are an effective approach. The final paper P5 explores the
understanding and attitudes of users toward the usage of digital
nudging (elements (i) and (ii) in Figure 3.1). In paper P5 design
guidelines were developed for designers and educators to guide
ethical usage of digital nudges when designing and developing
digital technologies.
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3.2 Empirical Context

In 2009, the IT department at National Hospital in Iceland be-
gan the process of integrating silo systems to create an integra-
tion layer connecting over 70 clinical systems and 9000 medical
equipment. This integration layer, also referred to as heavyweight
IT (Bygstad, 2017), is the heart of the National Hospital digital
health platform and it makes it possible to develop lightweight
IT solutions such as apps that support healthcare professionals
in their everyday work and research as well as patients in their
care journey. The integration layer also opens the opportunity to
connect external systems for either healthcare professionals or pa-
tients to work seamlessly with hospital systems. That integration
layer made it possible to design and develop a web application
for healthcare professionals at the National Hospital. The web
application is called “Heilsugatt” and gives healthcare profession-
als access to information in real time, in one place in an ordered
manner. The web application hosts many different artifacts and
only a fraction of them were subject to the research for this thesis.
The artifacts that were studied were electronic whiteboards, regis-
tration forms, patient groups, and communication boards. These
artifacts are presented by (I) in Figure 3.2 and with more detailed
functionality in Table 3.2.

In 2022 development began on a mobile application for em-
ployees of the hospital, both clinical and non-clinical. The mobile
application for employees is called “Starfsmenn LSH” and allows
the transportation services at the hospital to manage tasks. See
(IT) in Figure 3.2. Healthcare professionals at the hospital can
use the app to complete various checklists and upload photos di-
rectly from smartphones or tablets to EHRs. The information
documented in the mobile application for healthcare professionals
is made available on the web application, for example on the elec-
tronic whiteboard. In 2020 development began on a mobile appli-
cation for patients which also relies on the integration layer. The
mobile application is called “Landspitalaapp” and shares informa-
tion about the patient’s treatment, medication, vitals, lab results,
appointments, and waiting lists. See (III) in Figure 3.2. The mo-
bile application works seamlessly with the registration forms from
the web app as well as the patient groups and the communication
boards.

The Sidekick Health digital health program for patients with
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Healthcare professional Patient

Mobile anp for HCP
| “StarfamennLSH"

Figure 3.2: Overview of the components of the National Hospital
digital health platform

inflammatory bowel disease (IBD) was developed based on evidence-
based clinical guidelines with expert medical and behavioral eco-
nomic principles and gamification (Thorgeirsson and Kawachi,
2013). This 3rd party solution could be an addition to the Na-
tional Hospital digital health platform. See (IV) in Figure 3.2.
The Sidekick Health digital health programs have been developed
to support patients in the therapeutic areas of immunology and
inflammation, oncology, cardiovascular, and metabolic. The digi-
tal health program has been tested with the National Hospital for
patients with cancer (Gudmundsson et al. 2022), patients with
heart failure (Arnar et al., 2022), and patients with type 2 dia-
betes (Hilmarsdottir et al., 2021). The intervention of the IBD
program was, however, deployed for use among patients with IBD
in Finland and launched for the first time in May 2020.

As displayed in Table 3.1 Study S1 focuses on the design and
development of the mobile app for healthcare professionals (II)
and its interaction with the electronic whiteboard (I) of the web
application. The focus of study S2 is on the registration forms,
patient groups, and communication boards of the web app (I)
and the interaction with the mobile app for patients (IIT). Study
S3 focuses on patient engagement and health outcomes using an
external solution such as Sidekick Health (IV). Study S4 is a sys-
tematic review of digital nudging methods that could be applied
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DHT Artifact Relevant functionality
(0] ‘Web application Electronic whiteboard Displays a real-time overview of all inpatients for
“He1lsugatt™ (Study 1) the relevant department. Used on large screens in

every inpatient department.

Registration forms
(Study 2)

Used to document various information about
patients through the web application, or in the form
of questionnaires through the mobile app for
healtheare professionals or mobile app for patients.
The registration forms can also be utilized to create
national registries such as The Icelandic Heart
Failure Registry (Ingimarsdéttir, 2024).

Patient groups
(Study 2)

Serve as the patient management system. They are
used for waiting lists and as an overview of patients
who are being remotely monitored where real-time
information is displayed

Communication board
(Study 2)

An overview and control panel for all
communication between healthcare professionals
and patients such as educational material,
messages, reminders, and questionnaires. Similar
to customer relationship management systems

(Baashar et al., 2020).

(II) | HCP mobile app

Clinical documentation

Scan the patient’s wristband and complete a

“Starfsmenn LSH” | (Study 1) security check or photo documentation.

(IIT) | Patient mobile app Digital communication | Answer questionnaires and receive messages,
“Landspitalaapp™ (Study 2) notifications, or educational material.

(V) | Patient mobile app | Digital health program | Receive educational material in the form of videos
“Sidekick Health” (Study 3) and texts. Patients reported energy levels (fatigue),

stress, and
engagement.

sleep quality. Earn points for

Table 3.1: Overview of DHTs and artifacts of the National Hos-
pital digital health platform

to healthcare settings, such as the National Hospital digital health
platform, while study 5 explores the ethical considerations when
designing with digital nudges.

Information security management is something to consider in
terms of developing DHTs including patient data. The National
Hospital is subject to the ISO27001 international standard for in-
formation security management. Furthermore, incident manage-
ment and risk assessments are important aspects when it comes
to information security. Data from risk assessments and adverse
event registrations indicate that there has been success in reduc-
ing risks and anomalies in the past year at the National Hospi-
tal. The mobile applications developed by the hospital undergo
regular security audits by third parties. However, the most im-
portant aspect is that employees behave in a responsible manner
trying to ensure that only those who have the appropriate rights
can use systems/devices with the right data when needed. The
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Sidekick Health platform has access to patient data with encryp-
tion according to the military-grade 256-bit Advanced Encryption
Standard (e.g. General Data Protection Regulations).

3.3 Action Design Research

Some parts of the National Hospital digital health platform were
created, developed, and evaluated using a mixed-methods ap-
proach within an action design research (ADR) methodology (Sein
et al., 2011). ADR is an iterative methodology aimed at discover-
ing practical and innovative solutions to complex issues (Sein et
al., 2011). Tt focuses on addressing real-world problems through
an iterative process that engages both researchers and practition-
ers, while also contributing theoretical insights gained from solv-
ing these issues (Sein et al., 2011). As ADR evaluates digital
artifacts in their actual usage contexts, it has gained popular-
ity as a research method in information systems (IS) (Cronholm
and Gobel, 2019). This approach enables the development of so-
lutions that are both theoretically robust and practically useful
(Haj-Bolouri et al., 2017). Additionally, ADR is a participatory
method that typically involves a variety of stakeholders in the de-
sign and development process, including experts and end-users.
This collaboration ensures that the design aligns with the real
needs of stakeholders rather than just the needs anticipated by
the designers (Sein et al., 2011). Furthermore, action design re-
searchers play an active role in the design and development of
solutions to the identified problems.

The applications studied in this thesis are either facing health-
care professionals, such as the web app and mobile app for health-
care professionals, or apps facing patients. The design and devel-
opment of the National Hospital digital health platform are mo-
tivated to meet the needs of healthcare professionals and patients
while ensuring patients’ safety. The digital health platform serves
as the digital infrastructure for the National Hospital, the main
hospital in Iceland, as well as serving other health institutions in
Iceland such as various primary healthcare providers. The dig-
ital health platform constitutes a practical research outcome in
the form of digital artifacts that have been developed iteratively
and with stakeholder inclusion. The main research question for
this thesis is: How can digital health technologies improve patient
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safety? During the process, the research in this thesis focused not
only on understanding the artifacts and improving them but also
on contributing to broader discourse on digital health platforms
by reflecting on the findings. The ADR project of the National
Hospital digital health platform aimed to uncover critical socio-
technical aspects and dimensions involved in designing a digital
health platform for efficient data collection purposes for healthcare
delivery process improvements and to understand the dynamics of
addressing emergent challenges in patient safety. This conceptual-
ization can guide the design and development process by focusing
on addressing each of the factors appropriately.

The five studies that resulted in five papers included in this
thesis form a longitudinal ADR project, where each study marks
one or more cycles of the ADR process. The stakeholders in-
volved in these studies include healthcare professionals from dif-
ferent fields, designers, and developers, as well as study partici-
pants. Figure 3.3 gives an overview of the entire project and to
which stages of the project the five studies in this thesis refer to
and labeled in the figure as Study 1-5.

Study 1 Study2 Study3 Study4 &5

Researchers

Experts

End-users

Mobile app for ‘Webapp for External
healthcare professionals healthcare professionals patient app

‘Workshop

Figure 3.3: The Action Design Research phases of the National
Hospital digital health platform and the position of the studies
1-5 within it

The first box in Figure 3.3 represents the research regarding
the digital transformation of the mobile app for healthcare pro-
fessionals (study S1 resulting in paper P1). The second box rep-
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resents the design of a digital health journey to collect data for
continuous quality improvements through the registration forms
of the web app for healthcare professionals (study S2 resulting
in paper P2). Then the research on the analysis of user engage-
ment and healthcare outcomes of the external patient app (study
S3 resulting in paper P3). Followed by the fourth box represents
the research with a focus on digital nudging in healthcare set-
tings (study S4 resulting in P4) and a workshop that leads to
design guidelines for ethically designing digital nudges (study S5
resulting in paper P5). The participatory nature of ADR makes
it well-suited for the research of digital platforms in a healthcare
context. It allows researchers to gain a deeper understanding of
the challenges within the healthcare setting from the views of
different researchers, experts, and end-users. On the one hand,
feedback from healthcare professionals can help undercover pain
points in their daily work that could benefit from technological
enhancements (Islind, 2022). The iterative nature of ADR allows
researchers to design and develop DHT that integrate seamlessly
into the existing workflow and match the capabilities of health-
care professionals. On the other hand, close cooperation with
the end-user group of patients aligns with a user-centered design
that leads to a design with higher user compliance and acceptance
(Islind, 2022).

3.4 Data Gathering and Analysis

As mentioned above, the National Hospital digital health plat-
form has been in development for a long time and artifacts are
designed, developed, and released every month. Contribution is
required by numerous healthcare professionals, digital transfor-
mation leaders, developers, and project managers. The research
in this thesis focuses on the design and development of sections of
the web application and the mobile apps. On the one hand, this
includes data from healthcare professionals about the artifacts
under examination and, on the other hand, data from patients
or participants collected about mobile applications or through a
workshop. A few methods were employed to collect both quali-
tative and quantitative data during the design, development and
evaluation of the web and mobile apps. This approach aimed to
gain insights into the needs of various stakeholder groups from
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multiple perspectives, both in controlled environments and real-
world settings.

For qualitative insights, semi-structured interviews, workshops,
as well as custom-developed surveys, were utilized. Before the in-
terviews, participants were informed about their purpose, asked
for consent to record the sessions, and requested to sign an in-
formed consent form. The data from the interviews was then an-
alyzed using qualitative content analysis (Graneheim and Lund-
man, 2004). Qualitative content analysis is a method used to
analyze qualitative research data. This approach involves collect-
ing, identifying, coding, analyzing, and reporting themes within
the data (Graneheim and Lundman, 2004). During the work-
shops, we wrote down information that was shared by the partic-
ipants and processed the outcome in the same manner as semi-
structured interviews. The custom-developed surveys were de-
signed either to gather demographic information about the par-
ticipants or to collect their views regarding the usage of different
design approaches. The analysis of the open-ended questions from
the custom-developed surveys followed the same methodology as
the semi-structured interviews. We also used user tasks in study
S1 to measure the effectiveness of users achieving their goals.

Quantitative data was gathered using standardized question-
naires and application analytics. The standardized questionnaires
included the System Usability Scale (SUS) to measure usability
and the AttrakDiff to measure user experience. The SUS, devel-
oped by Brooke in 1996, is widely validated. The questionnaire
measures usability and is comprised of ten rating scales ranging
from 0 to 10, and the ratings are added up to an overall usabil-
ity score that ranges from 0-100 (Brooke, 1996). The mean SUS
score, based on the measuring of multiple artifacts, is 68 and
any result below this threshold indicates some underlying issues
(Sauro and Lewis, 2016). If the score exceeds 80.3 the system
is of high quality. The AttrakDiff measures experienced hedonic
and pragmatic quality and user experience of interactive products
(Hassenzahl et al., 2003). It evaluates four aspects of the artifact,
those being pragmatic qualities (PQ), hedonic qualities — identity
(HQ-I), hedonic qualities — stimulation (HQ-S), and attractive-
ness (ATT). PQ describes the usability and how well the users
are achieving the goals. HQ-I indicates how well the users identi-
fied with the product. HQ-S measures to what extent a product
supports the need to develop and move forward. ATT describes
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the global value of the artifact based on the quality of perception.
For study S5 we used a questionnaire that was based on a section
of the AttrakDiff questionnaire, which only included five scales of
the standard twenty-eight scales. We also collected quantitative
data through application analytics. We started by eliminating the
outliers in the data and then performed descriptive analytics. We
measured the usage and engagement of the users and performed
statistical tests to see if there were any significant differences be-
tween workflows or groups of users. In study S3 we performed
predictive analytics to see if the usage during the first week of a
digital health program could predict if a patient completed the
program. For data analytics purposes we used either Excel, R, or
SPSS.

Finally, in study S4 we conducted a systematic literature,
where the structure of the review followed the principles of PRISMA
(Preferred Reporting Items of Systematic Reviews and Meta-Analysis)
(Liberati et. al., 2009). An overview of the data collection is pre-
sented in Table 3.2 below. The numbers in the table represent
participants in all studies, except for study S4 which is a liter-
ature review where the initial search yielded 2995 papers that
ended up as 50 papers after the selection process.

Methods Study 1 Study 2 Study 3 Study 4 Study 5
Semi-structured interviews 21&8 7

‘Workshop 6 4

User tasks 21

Custom-developed survey 21 273x3
sSUS 21 10

AttrakDiff 21 10

Application analytics 10 444

Literature Review (PRISMA) 50 papers

Table 3.2: Participants per data gathering method in the included
studies 1-5

3.5 Studies Conducted

This thesis analyzes five papers that have been published, ac-
cepted with major revision, or are under review in IS conferences
and journals. The focus of the thesis contribution thus lies clearly
on IS. To interpret the results of the five papers and create a
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more general standalone contribution, I followed an approach in-
spired by the Strawberry analysis for a paper-based Ph.D. thesis
(Presthus and Bygstad, 2014). This approach presents four steps
for making sense of the results from multiple papers, which entail
(i) the creation of a summary for each paper, (ii) the identifica-
tion of themes and trends, (iii) the abstraction and explanation
of these themes and trends, and (iv) the synthesis and framing. I
started by creating a summary of each paper, focusing on the key
findings and learning presented in each paper. This step paved
the way for the identification of themes across the papers. There
is a distinction between the first three papers and the last two pa-
pers. The first three papers have a clearer connection to designing,
developing, and evaluating DHTs that are associated with the Na-
tional Hospital digital health platform, while the last two papers
are more conceptual where we are exploring design approaches
and their influence on end-users. The analysis yielded five themes
that are mainly covered in each separate paper. However, there is
some overlap in the themes between papers and this is represented
in the venn-diagram below.

Study 5 Study 1
Teaching and Digital
Learning Transformation
Study 4 Study 2
Design for Continious
Changing Quality
Behavior Improvements
Study 3
Patient
Engagement

Figure 3.4: Venn diagram showing the themes that also reflect
the five studies

The analysis is based on the literature presented in the related
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work section and is grounded in the socio-technical system theory.
This theory is based on the view that information systems are both
technical and social systems, these systems are interrelated and
should not be separated when examining an information system
(Bostom and Heinen, 1977). The themes that emerged from the
synthesis also align with the WHO guiding principles for patient
safety 2021 — 2030 (WHO, 2021).

3.5.1 Study 1: Digital Transformation for Bed-
side Documentation

Study setting DHT Participants Methods
National Hospital Mobaile app for 35 Mixed Methods
HCP

The aim of study S1 is to design, develop, and evaluate a mo-
bile application, "Starfsmenn LSH," for healthcare professionals
at the National Hospital. The study aims to enhance patient
safety and workflow efliciency by integrating mobile documenta-
tion capabilities into the National Hospital digital health plat-
form and the underlying electronic health record (EHR) systems.
Specifically, the research focuses on implementing and assessing
two key features: (i) Security checks, which involve routine safety
checklists to ensure patient safety, and (ii) photo documentation,
allowing healthcare professionals to securely capture and store pa-
tient images for medical documentation. To evaluate the usabil-
ity and user experience of the application, the study employs a
mixed-method approach, including System Usability Scale (SUS)
for usability assessment, AttrakDiff for evaluating user experience,
custom surveys on digital health technology usage, user tasks, and
semi-structured interviews to gather user feedback, and applica-
tion analytics to compare usage patterns before and after imple-
mentation. The iterative design process, guided by quantitative
and qualitative data, was expected to ensure continuous refine-
ment of the application to optimize its effectiveness in enhancing
patient safety, real-time documentation, and overall digital trans-
formation in hospital settings.
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3.5.2 Study 2: Continuous Quality Improvements
for Healthcare Delivery

Study setting DHT Participants Methods
National Hospital Web app for HCP 10 Mixed Methods

Study S2 aims to design, develop, and evaluate a digital pa-
tient journey for individuals with atrial fibrillation (AF) to im-
prove patient safety and support continuous quality improvements.
Given the increasing burden of AF patients on healthcare sys-
tems, the study aims to explore how remote monitoring and dig-
ital health technologies can support proactive patient manage-
ment, optimize healthcare resources, and enhance patient safety.
Key objectives include: (i) Enhancing patient safety by collecting
high-quality data at critical stages, such as when ablation requests
are submitted, throughout the patient journey, and during post-
procedure monitoring. (ii) Improving efficiency in resource allo-
cation by enabling remote monitoring, prioritizing patient visits
based on symptom severity, and reducing unnecessary emergency
visits. (iii) Empowering patients through a mobile application
that provides educational resources, lifestyle guidance, symptom
tracking, and treatment reminders, thereby improving health lit-
eracy and self-management. (iv) Co-designing the platform with
healthcare professionals, clinical experts, and digital developers
to ensure it meets the needs of all user groups. (v) Formalizing
design principles for digital health solutions that can be applied to
broader healthcare settings. Through an Action Design Research
approach, the study iterates through alpha and beta versions of
the platform, refining it based on usability testing, interviews,
and application analytics. The digital transformation of integrat-
ing this digital patient journey into AF management, the research
seeks to bridge gaps between scientific recommendations, clinical
workflows, and patient safety, ultimately improving outcomes and
reducing the burden on healthcare providers.

3.5.3 Study 3: Evaluation of Patient Engage-
ment and Patient Outcomes

The aim of study S3 is to evaluate the engagement and initial out-
comes of the Sidekick Health digital health program for patients
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Study setting DHT Participants Methods
IBD patients in Patient mobile app 444 Application
Finland “Sidekick Health™ Analytics

with inflammatory bowel disease (IBD). Specifically, the study
aims to: (i) Assess patient engagement with the digital health
platform by analyzing user interactions and application analyt-
ics. (ii) Investigate the program’s impact on key health factors,
including fatigue (energy levels), stress, and sleep quality, which
are crucial in managing IBD. The data reported in this prelimi-
nary program evaluation were collected using the Sidekick Health
platform in a real-world setting. For this evaluation, anonymized
data were extracted for further processing and analysis. No per-
sonal or identifiable data were included in the data set, which
consisted of participants’ demographics and platform interactions.
Potential participants were recruited from Finland via local IBD
patient association websites and social media (Facebook and In-
stagram advertisements). Of the 444 adults who registered for
the digital health program, 205 (46.2 percent) were included in
the intention-to-treat sample. The data collected were baseline
characteristics and engagement via participants’ event logs. The
patient-reported stress, energy levels, and quality of sleep were
assessed using the Likert scale ranging from 0 to 10.

3.5.4 Study 4: Systematic Review of Digital
Nudging in Healthcare Settings

Study setting DHT Papers Methods
Systematic review 44 various DHTs 50 PRISMA

After evaluating the Sidekick Health digital health program,
which incorporates behavioral economics and cognitive behav-
ioral therapy, study S4 examines the application of digital nudges
in healthcare. The aim of study S4 is to explore how digital
nudges can be applied in healthcare settings by conducting a sys-
tematic review of existing research on digital nudging in DHTs.
Specifically, the study examines how behavioral economics and
cognitive behavioral therapy approaches influence patient treat-
ment, safety, and management. The systematic review followed
PRISMA guidelines and was informed by recent literature. The
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search was conducted across Scopus, PubMed, ACM Digital Li-
brary, Web of Science, and IEEE Xplore, using broad search terms
that included digital nudging, cognitive bias, and behavioral eco-
nomics. The search included papers that were published until the
end of the year 2023, and there was no restriction on the research
field to ensure a diverse selection of studies. Inclusion criteria re-
quired studies to explore behavior or attitude changes in patients
or healthcare professionals, involve disease treatment or preven-
tion, and include empirical experiments conducted in either field
or lab settings. The search, completed on March 11, 2024, yielded
2,995 references after duplicate removal. The screening process
managed with Zotero, involved reviewing titles, abstracts, and
keywords, leading to an initial selection of 136 papers. Full-text
analysis further refined this to 48 eligible studies. Two additional
recent papers were added, resulting in a final selection of 50 stud-
ies.

3.5.5 Study 5: Guidelines for Teaching and Learn-
ing about Design

Study setting Digital Technology Participants Methods
Workshop at Six screenshots 273 Custom-developed
Reykjavik Uni. questionnaires

Lastly, the final study 5 ponders ethical considerations regard-
ing persuasive system design (PSD) such as digital nudges. The
research approach for this paper is based on a case study. The ap-
proach in this case study is interpretive, where we study teenage
girls’ recognition of PSD, such as digital nudges and dark patterns.
The data collected for our case study was of both qualitative and
quantitative nature. We collected the data through questionnaires
(conducted in 2022) and open-ended questions. The empirical set-
ting consists of fourteen-year-old girls in 9th grade attending an
event hosted by Reykjavik University to encourage enrollment in
informatics.

For study 5, we conducted a one-step empirical data collec-
tion where 273 girls who participated in our data collection were
randomly divided into groups. At the beginning of the workshop,
the girls were informed that we would be collecting anonymous
data for further analysis and research, and informed consent was
granted before each data collection. The girls received two short
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presentations on PSD followed by a guided discussion. They were
asked to complete a questionnaire after each session. The sub-
jects of the presentations were digital nudges, dark patterns, and
a discussion on the design elements. We altered the order of the
presentations on digital nudges and dark patterns to evaluate if
the order had an impact on the results. We split the girls into
two groups where 47 percent of the girls (n=128) started with
a presentation and questionnaire on digital nudging, hereinafter
referred to as the digital nudging group. The girls then received
a presentation and questionnaire on dark patterns. Followed by a
discussion and a questionnaire with qualitative open-ended ques-
tions in written format. The other 53 percent (n=145) of the
girls started with a presentation and questionnaire on dark pat-
terns, hereinafter referred to as the dark pattern group, followed
by a presentation and questionnaire on digital nudges. They also
completed their participation with a final questionnaire reflecting
on the design patterns in open-ended questions in written for-
mat. Figure 3.5 shows how we split the girls into groups, how we
ordered the presentations and questionnaires, alongside the par-
ticipation rates in each data collection step. The participation
rate diminished with every data collection step presented during
the session.

Total number of 1st data 2nd data 3rd data
girls N=273 collection collection collection
Dark pattems Discussion
- . ] n=66
Digital nudging 51.6% participation
group n=128
Dark patterns : .
group o=145 Dark pattems Discussion
=112 = n=76

51.4% partacipation

76.6% partcipatson

Figure 3.5: Data collection with three custom-develop question-
naires for study 5
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3.6 The Researcher Role

One aspect of ADR that sets it apart from other methodologies
is the active role the researcher takes (Sein et al., 2011). Instead
of researching an artifact from an outsider’s perspective, the ac-
tion design researcher takes an active role and participates in the
design and development of the artifact. At the beginning of my
Ph.D. studies, I assumed the role of a researcher of the Sidekick
Health mobile app for patients. Later, I transitioned to the role
of researcher, designer, and digital transformation leader of the
National Hospital in Iceland. I was the main researcher in the
research done in collaboration with the digital health platform.
The data from studies S1-S5 were collected over five years.
From this data collection, this thesis illustrates results from mul-
tiple user evaluations involving a total of 765 participants. I was
involved in the process and the conduction of the studies to var-
ious degrees. The mobile application for healthcare professionals
in study S1 had already been developed for non-clinical employees
who were working for the transportation services of the hospital.
I joined the process of designing and developing the alpha ver-
sion of the mobile application then needed serious rewriting of
the back-end and front-end. I collected the data for the evalua-
tion of the beta version of the mobile application together with an
M.Sc. student in Digital Health Anna Halldéra N. Snorradottir
who was interning at the National Hospital. The second study
S2, which included the analysis of various features of the web
application in interaction with the National Hospital mobile app
for patients, is a collaboration between doctors and nurses of the
Department of Cardiology at the National Hospital. My role in
the study was to structure the research approach and collect data
for analysis. By the time I started the collaboration with Side-
kick Health, study S3, they had already collected the data from
patients. My responsibility was to frame the research approach
for the program evaluation in collaboration with my co-authors,
as well as doing the initial data analysis. Regarding the fourth
study S4, the literature review on digital nudging, I performed the
material preparation, data collection, and analysis with Steinunn
Groa Sigurdardottir a fellow Ph.D. student and Associate Profes-
sor Anna Sigridur Islind my main supervisor. Finally, I was in-
volved in the planning of the fifth study S5 together with a fellow
Ph.D. student Ioana Duta-Visescu. We have already published
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one paper from sections of the data set (Visescu et al., 2024).
Table 3.6 illustrates my contribution to each paper included in
the thesis. The explanation of the abbreviations in the table are
as follows: ME = Main effort, includes the main effort in the in-
dicated column. EE = Equal efforts, includes that there was a
shared equal effort between at least one other author of the paper
(this can for instance be the case when the work behind the pa-
per was divided or when co-authorship has been equally divided
between at least two authors). CE = Contributing effort, entails
important effort but there is someone else in the author list that
delivered the main effort. LE = Learning effort, includes an effort
of a learning character, for instance by assisting with the data
collection or assisting with the analysis. At least a LE is needed
in all columns to fulfil the Vancouver rules for authorship.

Paper [ Related work Data Research Artifact | Analysis & Draft Critical Adminis
name & literature gathering Design Design synthesis review tration
Paper 1 ME ME EE ME ME ME ME ME ME
Papar 2 ME ME ME ME EE ME ME ME ME
Papsr 3 EE CE ME EE LE EE LE LE LE
Paper 4 ME ME ME ME ME ME ME ME ME
Paper 5 ME ME EE ME EE ME ME ME ME

Table 3.3: Declaration of authorship contribution



Chapter 4

Results

In this chapter, I will discuss the results of the five papers.

4.1 Making Sense of the Results

As mentioned in section 3.5 above I used the Strawberry analysis
as the framework for writing this thesis (Presthus and Bygstad,
2014). This is a step-wise analysis that consists of four steps:
(i) creating a summary of the papers, (ii) identifying the themes
and trends, (iii) abstraction and explanation of these themes, and
(iv) the synthesis and framing. In this chapter, I will cover the
first three steps of the analysis. First, for each paper, I will write
a summary of the paper highlighting the key findings. Second,
the themes that emerged from the Strawberry analysis, which are
all factors that can contribute to improved patient’ safety, were
digital transformation, continuous quality improvements, patient
engagement, design for changing behavior, and finally teaching
and learning. While summarizing the results of each study I will
also draw out the main trends identified from each study. Third,
the themes can be applied to the simplified patient safety model
based on Emanuel et al., 2009 and Carayon et al., 2020. The
model consists of four elements (i) patients, (ii) healthcare pro-
fessionals (HCP), (iii) digital health technology (DHT), and (iv)
continuous quality improvements (CQI). The connection between
the studies and the model were also described in section 3.1 of the
thesis. Figure 4.1 illustrates how each theme explores some of the
elements of the model.

41
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Study 1 Study 2 Study 3 Study 4 & 5
cQI €QI QI €QI
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Figure 4.1: How each study relates to a simplified patient safety
model

4.2 Paper 1: Digital Transformation of
Healthcare Processes

Title: Co-Designing Digital Health Applications: Unravelling the
Importance of Mobile Bedside Documentation Practices

Status: Published
Outlet: Americas Conference of Information Systems, 2025
Type of Outlet: Conference proceedings

Full reference: Johannsdottir, L. G., Snorradottir, A. H. N
Tracz, A., Oskarsdottir, M., and Islind, A. S. (2025). Co-Designing
Digital Health Applications: Unravelling the Importance of Mo-
bile Bedside Documentation Practices. In Proceeding of Americas
Conference of Information Systems

Summary of the paper: This paper presents an action design
research project aimed at developing a mobile application to en-
hance clinical documentation for healthcare professionals. The
app was co-designed with key stakeholders, including healthcare
professionals, department heads, and a digital development team,
ensuring it met user needs. The two research questions that we
explored were: (i) What are the benefits and drawbacks of using
a desktop computer for clinical documentation in comparison to
a digital mobile application? and (ii) How can a digital mobile
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application for healthcare professionals be designed and developed
to improve patient safety and increase efficiency?

Good clinical documentation practices in healthcare are vital
for several reasons. First, accurate documentation helps ensure
continuity of care and provides a comprehensive record of a pa-
tient’s condition, treatments, and responses, which can prevent
errors and improve patient safety (McCarthy et al., 2019). Sec-
ond, proper documentation facilitates clear communication among
healthcare team members and ensures that all members of the
team are informed about a patient’s status and care plan (Asmi-
rajanti et al., 2019). Third, detailed documentation allows for the
evaluation of the quality of care delivered and helps in identifying
gaps in care and areas for improvement, aiding in the development
of better practices, protocols, and education (Pine et al., 2023). In
hospitals, there remain structural challenges, such as not enough
central stationary desktops available for all healthcare profession-
als to comply with documentation standards, or the equipment
might not be best suited for photo documentation. In the fast-
paced and unpredictable environment of healthcare professionals
there also remain challenges for real-time bedside documentation
leading to documentation at the end of the shift that could be
subject to memory bias.

Data collection in this study involved surveys, questionnaires,
application analytics, user tasks, and semi-structured interviews,
with iterative testing phases. The alpha version of the app was
first tested in one hospital department, identifying critical issues
such as the log-in process and security check procedures not being
displayed on the electronic whiteboard. Based on these findings,
a beta version was developed and tested in two departments, in-
corporating user feedback to improve usability. The beta version
demonstrated improved efficiency in security checks and photo
documentation, with usability tests indicating a generally posi-
tive reception. The app significantly reduced the time required for
photo uploads and increased compliance with security check doc-
umentation. However, some usability challenges remained, such
as accidental photo deletions and the need for additional features
like improved scanning, better photo quality, and alternative data
transmission methods in case of technical failures. Three months
after implementation, healthcare professionals reported positive
experiences but highlighted the necessity of broader hospital-wide
adoption and additional refinement.
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The study underscores the importance of engaging healthcare
professionals in the design and development of digital health tech-
nologies to ensure seamless integration into clinical workflows. It
contributes five key design principles for mobile applications in
healthcare: a secure and efficient log-in process, the use of scan-
ning technology for documentation, system compatibility, high-
quality and secure photo documentation, and comprehensive bed-
side documentation capabilities. The findings highlight the poten-
tial of mobile applications to improve efficiency, enhance patient
safety, and support reliable clinical documentation in hospitals.

Five design principles:

1. Seamless and secure log-in/out process: The log-in pro-
cess needs to be simple and secure so that healthcare professionals
do not waste precious time. The log-out process or an automated
log-out process ensures that clinical documentation is always done
in the right name.

2. Utilize scanning technology: The scanning process im-
proves the usability of the application as well as supports accurate
documentation, considering traceability and convenience.

3. Compatibility with other solutions: The mobile appli-
cation needs to be compatible with other systems in use at the
hospital such as the electronic whiteboards and web applications.

4. Photo quality and security: The photo quality needs to
have sufficient resolution to capture the details of wounds. There
was also great emphasis on the security regarding photos and con-
cerns about how to proceed when it was not possible to send a
picture at a certain point in time.

5. Comprehensive bedside documentation: It is important
that healthcare professionals can complete most of the tasks that
they do during bedside visits. If the app only covers a fraction of
the most common procedures, then the value of the application is
less in the eyes of healthcare professionals.

This paper belongs to the theme of digital transformation and
the main trends identified were that healthcare professionals are
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very sensitive to the ease and convenience of clinical documenta-
tion, as well as the added value of implementing new DHT. They
pointed out the added value of being able to document by the
side of the patient, instead of at the central stationary comput-
ers, which allowed them to spend more time with the patients
rather than in front of the computer screens. However, the incon-
venience of documenting only a fraction of the patient’s health
trajectory in a mobile app and the rest in stationary computers
was an inconvenience. I connect the research in this study to the
elements of the patient safety model that represent the health-
care professional and the DHT. To answer the research questions,
we learned that: (i) a mobile application improves efficiency in
security checks and photo documentation, and therefore patient
safety, in comparison to stationary computers, and (ii) the process
of continuous testing, user feedback, and iterative improvements
allows for the design and development of an artifact that fits the
needs of healthcare professionals.

4.3 Paper 2: Process Improvements through
DHTs

Title: Improved Healthcare Delivery Process for Patients with
Atrial Fibrillation: Design Principles and a Novel Digital Health
Platform

Status: Under review
Outlet: Health Informatics Journal
Type of Outlet: Journal

Full reference: Johannsdottir, L. G., Erlingsdottir, Gizurarson,
S. O., Gudmundsson, K., H. Y., Kristjansdottir, H., Jonsson, B.,
Oskarsdottir, M., and Islind, A. S. (under review). Improved
Healthcare Delivery Process for Patients with Atrial Fibrillation:
Design Principles and a Novel Digital Health Platform. Under
review at Health Informatics Journal

Summary of the paper: This study also presents an action de-
sign research project focused on developing a digital health plat-
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form for healthcare professionals managing atrial fibrillation (AF)
patients. The platform was co-designed with healthcare profes-
sionals, clinical experts, and digital developers to address specific
user needs. The research question was: How can a digital health
platform be designed and developed to improve patient safety and
increase efficiency for patients with AF?

Atrial fibrillation (AF) is the most common heart arrhythmia,
and if left untreated, it can lead to serious health complications,
including heart failure, cardiomyopathy, stroke, dementia, depres-
sion, and a diminished quality of life (Virani et al., 2021; Hindricks
et al., 2021). In Europe, AF places a significant financial strain
on healthcare systems, underscoring the urgent need for strategic
planning to meet growing demands (Ringborg et al., 2008). Many
of the risks associated with AF can be managed through lifestyle
changes (Elliot et al., 2023), making prevention and proactive care
essential.

The research involved using a mix of quantitative and qualita-
tive data, including questionnaires, a workshop, and semi-structured
interviews. Initially, an alpha version of the patient journey was
developed through an expert workshop, identifying key areas for
digital transformation, such as digital surgery requests, an AF
registry, and remote patient monitoring via a mobile app. See
Figure 4.3 for the data collection.

%

Figure 4.2: Data collection through the AF patient journey

The beta version introduced a structured digital surgery re-
quest, registration forms, and a rule-based engine to automate
patient communication and monitoring. Testing with ten health-
care professionals revealed usability challenges, as reflected in the
System Usability Scale (SUS) and AttrakDiff scores, highlighting
areas for improvement. Interviews further identified key concerns,
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including patient follow-up, automation in data processing, and
equal access to digital healthcare. Based on these findings, the
study established five design principles to guide the final arti-
fact. The study concludes that effective data collection is essen-
tial for patient safety and healthcare efficiency. Future research
should explore integrating smartwatch electrocardiogram track-
ing, assessing the impact of digital tools on patient knowledge
and health literacy, and leveraging the AF registry for compara-
tive studies on ablation procedures and their outcomes.

Five design principles:

1. Detailed request for surgery: It is important for the pri-
oritization of patients into the surgery as soon as possible so that
the patients can receive the most appropriate care based on the
symptoms.

2. Visualization of patient trajectory: Healthcare profes-
sionals have limited time to monitor patients remotely and when
a patient is flagged red the nurse wants to have easy access to his
recent trajectory and to see the development from past measure-
ments.

3. Prioritization of patient waiting list based on real-time
data: From the initial request for surgery and until the patient is
called into preparation for surgery many things can change in the
health of patients. Educating patients, monitoring their health,
and encouraging changed behavior support optimal prioritization.

4. Uphold equality and inclusion throughout patient jour-
ney: It is important to consider those who for some reason drop
out or cannot participate in a digital patient journey.

5. Quick access and visualization of quality indicators: In
order to support decision-making regarding the healthcare process
delivery cardiology specialists need to reflect on quality indicators
that are easy to access and derive from databases such as the AF
Registry.

This paper belongs to the theme of continuous quality im-
provement and the main trends that were identified were concerns
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regarding equity and equality in telehealth, the need for remote
monitoring including wearables, opportunities for increasing pa-
tient engagement and health literacy, and thereby patient safety.
The risk factors that the healthcare professionals were mostly con-
cerned about regarding AF patients were obesity, hypertension,
excessive alcohol consumption and smoking, and sleep apnea.

I connect the research from this study to the elements of the
patient safety model representing healthcare professionals, digital
health technology, and processes of continuous quality improve-
ments (CQI). To answer the research question, we learned that
a digital health platform can be designed and developed with a
co-design approach with multiple stakeholders. We also learned
that for continuous quality improvement purposes, it is necessary
to collect data throughout the patient’s journey. Going forward
we need to study the results from the CQI analysis to reflect how
they influence patient safety.

4.4 Paper 3: Patient Engagement to Im-
prove Patient Safety

Title: A new digital health program for patients with inflamma-
tory bowel disease: preliminary program evaluation

Status: Published
Outlet: JMIR Formative Research
Type of Outlet: Journal

Full reference: Oddsson, S. J., Gunnarsdottir, T., Johannsdot-
tir, L. G., Amundadottir, M. L., Frimannsdottir, A., Molander,
P., ... and Thorgeirsson, T. (2023). A new digital health pro-
gram for patients with inflammatory bowel disease: preliminary
program evaluation. JMIR Formative Research, 7(1), e39331.

Summary of the paper: This study aims to perform a pre-
liminary program evaluation, analyzing engagement and prelim-
inary effectiveness and the effect on participants’ energy levels
(fatigue), stress, and sleep quality, of a newly developed 16-week
digital health program for patients with inflammatory bowel dis-
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ease (IBD). The Sidekick Health digital platform is a gamified
digital health tool designed to provide evidence-based support
and remote patient monitoring for various therapeutic areas. The
platform incorporates behavioral economic principles, gamifica-
tion, and clinical guidelines to encourage lifestyle changes through
personalized education, behavior modification goals, and interac-
tive tasks. Specifically, the IBD program aims to enhance pa-
tient well-being by reducing stress, increasing energy levels, and
improving sleep. Participants engage with the platform by com-
pleting weekly modules that include psychoeducational videos,
guided mindfulness exercises, physical activity goals, and nutri-
tion tracking. A specialized IBD nurse monitors progress and
provides personalized feedback.

A preliminary evaluation of the program in Finland involved
205 participants, with 39 percent completing at least 12 of the 16
weeks. The study found that higher engagement in the first week
significantly predicted completion rates, with those actively using
the platform early on being more likely to continue. Participants
logged an average of 41 interactions per week, with nutrition-
related tasks being the most frequently engaged. The evaluation
also demonstrated significant reductions in stress levels and in-
creased energy levels among those who completed the program.
However, sleep quality improvements were not statistically signif-
icant.

Despite promising results, the study had limitations, including
potential selection bias toward younger, more motivated users, a
lack of medical verification of IBD status, and the absence of a
control group. Additionally, attrition rates were relatively high,
with engagement dropping over time. Future improvements to the
program could focus on refining recruitment strategies, enhancing
personalization, and integrating additional monitoring features to
better predict and prevent IBD flare-ups. Overall, the findings
suggest that digital health interventions like Sidekick Health can
be valuable supplements to traditional IBD care, particularly in
improving patient-reported stress and energy levels.

This paper belongs to the theme of patient engagement and
the main trends identified were that it is important to get patients
engaged at the beginning of a program. It also seemed useful to
apply approaches such as feedback and reminders to encourage
patients to alter their behavior towards a healthier lifestyle. The
research from this study can be connected to the element of the
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simple patient safety model that represents patients. We are ex-
ploring how patients behave after they sign up for a digital health
program and how they interact with the DHT. Even though the
specialized IBD nurse was monitoring the progress of the patients,
the program was mainly running on its own.

4.5 Paper 4: Applications for Digital Nudges
in Healthcare Settings

Title: Digital Nudging in Digital Health Technologies: A Sys-
tematic Review

Status: Accepted with minor revisions
Outlet: Health and Technology
Type of Outlet: Journal

Full reference: Johannsdottir, L. G., Sigurdardottir, S. G., Oskars-
dottir, M., and Islind, A. S. (forthcoming). Digital Nudging in
Digital Health Technologies: A Systematic Review. Accepted
with minor revision for Health and Technology

Summary of the paper: The study systematically reviews the
application and effectiveness of digital nudging in digital health
technologies (DHTS) by analyzing 50 papers covering 76 experi-
mental studies and 96 nudging scenarios. We synthesize research
on how digital nudging utilized to enhance DHTs by addressing
the research question: “How can digital nudges be used within
digital health technologies in healthcare settings to support patient
treatment, safety, and management?” Most digital nudging inter-
ventions were delivered through mobile applications, either alone
(62 percent) or in combination with devices such as smartwatches
(18 percent), which were used to measure physical activity, heart
rate, or behaviors like smoking. Other interventions included SMS
messages, VR glasses, robots, and web applications. The study
categorized nudging techniques into feedback, priming, social ref-
erence, precommitment, disclosure, simplification, loss aversion,
warnings, default, and framing. With feedback nudges being the
most used. Most studies (80 percent) were conducted in real-
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world settings involving patients with various medical conditions,
including obesity, diabetes, heart disease, and mental illness. The
interventions lasted from single sessions to 18 months, with an
average duration of three and a half months.

The study identifies six healthcare themes where digital nudges
were applied: metabolic and physical activity, treatment adher-
ence, addiction diseases (excessive drinking and smoking), reha-
bilitation, mental health, and children’s health. Almost half of
the studies explicitly referenced digital nudging, while others used
related concepts such as behavioral economics and gamification.
The outcomes of digital nudging interventions were analyzed in
terms of behavior and attitude changes, with studies split between
these two outcomes. Of the 50 papers, 29 reported statistically
significant or insignificant effects, with 24 showing significant pos-
itive results.

For metabolic and physical activity, feedback nudges and so-
cial reference strategies led to increased exercise, healthier diets,
and weight loss, although excessive reminders sometimes reduced
motivation. In treatment adherence, nudging techniques such as
simplification, disclosure, and precommitment improved medica-
tion adherence for conditions like asthma, diabetes, and heart dis-
ease. Considering addiction disease, cognitive bias modification
techniques such as approach-avoidance training helped reduce al-
cohol consumption and smoking, with interventions using VR and
gamification showing promise. Rehabilitation studies showed that
social reference and digital group therapy supported recovery, par-
ticularly for breast cancer survivors and patients recovering from
heart surgery. Mental health interventions, including biofeedback
devices and robotic companions, had mixed results, with some
nudges improving psychological well-being, while others showed
no significant effect. Digital nudging for children yielded inconsis-
tent results, with only two studies showing significant behavioral
improvements, suggesting the need for more targeted interven-
tions.

The study highlights that digital nudges can effectively sup-
port behavior change in healthcare, particularly in promoting
lifestyle changes (diet, physical activity, smoking cessation, and
reducing alcohol consumption) and improving treatment adher-
ence and symptom tracking (for both physical and mental dis-
orders). The combination of nudging techniques within DHTs
makes it difficult to isolate the effects of individual nudges. The
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study underscores the importance of digital nudging in healthcare
management, particularly in promoting self-care and remote mon-
itoring, which can help address large-scale healthcare challenges.
The review also points to opportunities for integrating social sup-
port mechanisms in rehabilitation and taking into account ethical
considerations, especially in interventions involving children.

This paper belongs to the theme of designing for changes in
behavior and the main trends include lifestyle change, treatment
and symptom tracking, rehabilitation, and children’s health. The
main nudging methods used were feedback, priming, social refer-
ence, and precommitment. I connect the research from this paper
to the elements in the patient safety model representing the pa-
tients and healthcare professionals, even though only a few studies
in the review examined healthcare professionals. For patients digi-
tal nudges can improve patients’ safety by encouraging a healthier
lifestyle, improving treatment adherence and symptom tracking.
For healthcare professionals digital nudging can help them adhere
to guidelines and also give them access to more information if the
DHT encourages documentation.

4.6 Paper 5: Design Guidelines for Ed-
ucation and Training

Title: Two Sides of Persuasive System Design: Understanding
Digital Nudging and Dark Patterns and its Impact on Teenage
Girls

Status: Accepted for publication

Outlet: Behaviour and Information Technology

Type of Outlet: Journal

Full reference: Johannsdottir, L. G., Visesco, 1., Larusdottir,
M. K., Oskarsdottir, M., and Islind, A. S. (2025). Two Sides of
Persuasive System Design: Understanding Digital Nudging and

Dark Patterns and its Impact on Teenage Girls. Behaviour and
Information Technology
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Summary of the paper: The study employed a case study ap-
proach to examine how teenage girls recognize persuasive system
design (PSD) elements, including digital nudges and dark pat-
terns. The research combined qualitative and quantitative data
collection methods, using questionnaires and open-ended ques-
tions. The study was conducted in 2022 at a Reykjavik University
event aimed at encouraging girls to pursue informatics. Partic-
ipants consisted of 273 fourteen-year-old girls in the 9th grade,
who were randomly assigned into two groups. One group was
first introduced to digital nudges, while the other started with
dark patterns, allowing researchers to assess whether presenta-
tion order influenced recognition. We formulated the following
research question: How well do teenage girls recognize PSD after
receiving a lecture on persuasive design methods?

The data collection process followed a structured approach, be-
ginning with interactive presentations on digital nudges and dark
patterns. These presentations incorporated real-life examples, vi-
sual aids, and guided discussions. After each lecture, the par-
ticipants completed a questionnaire, which included screenshots
of digital interfaces to assess their ability to identify instances of
digital nudging or dark patterns. The final phase of the session
involved a guided discussion, where the girls shared their thoughts
on trust and manipulation in online decision-making. The anal-
ysis revealed that, overall, participants found it challenging to
recognize PSD, although they performed slightly better at identi-
fying dark patterns (48.8 percent) than digital nudges (41.0 per-
cent). Notably, those first exposed to dark patterns demonstrated
a higher accuracy in identifying PSD in subsequent exercises. The
guided discussion further highlighted a stronger response to dark
patterns, with 68 percent of participants citing examples of de-
ceptive online practices, such as hidden costs and automatic sub-
scriptions. In contrast, only 32 percent mentioned instances of
digital nudging, such as prompts in language-learning or grocery-
shopping apps.

The study also examined the participants’ attitudes toward
PSD. While 16 percent expressed positive views, recognizing the
potential benefits of digital nudges, 31 percent conveyed nega-
tive sentiments, describing these design strategies as unfair or
manipulative. Responses indicated that the participants distin-
guished between ethical and unethical applications of PSD, with
many believing that digital nudges were acceptable while dark
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patterns were not. Some responses demonstrated a nuanced un-
derstanding, acknowledging that companies use these techniques
for business purposes while expressing a preference for ethical de-
sign practices. The findings contribute to discussions on ethical
PSD implementation and provide insights for educators and de-
signers in promoting awareness of digital persuasion techniques.

This paper explores the ethical implications of persuasive sys-
tem design (PSD), particularly digital nudging and dark patterns,
within the framework of bounded relationality. It highlights how
these design techniques predominantly engage System 1 think-
ing—automatic and emotional reasoning—raising ethical concerns
about user autonomy and informed decision-making. The study
focuses on teenage girls’ recognition and perception of PSD ele-
ments, offering insights into their comprehension of digital nudg-
ing and dark patterns.

Educational strategies are recommended to enhance digital lit-
eracy and critical thinking among teenagers, fostering awareness
of both ethical and unethical design practices. The research un-
derscores the role of designers in ensuring responsible digital expe-
riences while advocating for participatory design approaches that
incorporate user voices, particularly from marginalized groups, to
create more ethical and inclusive digital environments. The con-
tribution of this paper can be summarized in a set of design guide-
lines for ethically persuasive system design which can be used by
designers and educators. The design guidelines are three in total:
(i) transparency, (ii) responsibility, and (iii) inclusion. We present
each of those in more detail here below.

Transparency should be the main priority for designers and ed-
ucators when designing or teaching about user interfaces. For
designers, this means making the design easily understood for
teenage girls, always based on true content, while keeping in mind
the needs and vulnerability of teenage girls. For educators, this
means sharing the knowledge and awareness of the truthfulness
and appropriateness of PSD.

Responsibility should be considered a defining feature of PSD
when designing for vulnerable groups such as teenagers or chil-
dren. Our case study shows that teenage girls were more accept-
ing of dark patterns if they were first exposed to the benefits of
digital nudges.
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Inclusion refers to engaging users, including underrepresented
groups like teenagers, directly in the design process. Gather their
feedback and insights to ensure that design decisions meet user
needs, while also preventing the creation of harmful usage pat-
terns that could exploit vulnerabilities.

This research explores the theme teaching and learning, fo-
cusing on how digital nudging can be a powerful design strategy
while raising ethical concerns, especially when designing for chil-
dren. We tested three digital nudging scenarios with teenage girls.
Two were based on well-being and fitness apps, using either loss
aversion or social norms to influence behavior. The third scenario
featured a default setting designed to promote environmentally
friendly choices. Despite receiving a lesson on digital nudging,
the girls struggled to recognize the technique in action.

I connect this study to the simple patient safety model, partic-
ularly its representation of patients and healthcare professionals.
In study S4, we found that children did not respond strongly to
digital nudges in healthcare settings. This suggests that involv-
ing children or teenagers in a co-design process could be valuable,
helping them better understand and engage with these methods.
However, study S5 highlights the challenges of effectively involving
children as a user group. While this study focuses on teenagers,
some findings might also apply to younger healthcare profession-
als, such as nurse associates, who tend to be part of a younger
demographic.

At its core, this study is about teaching and learning, ensuring
end-users are aware of the approaches in the design. But for that
to happen, they first need to understand the methods being used.
The high dropout rate during our sessions suggests that not all
participants were open to learning something new. This raises an
important question: How can we create more engaging, accessible
ways to teach digital nudging, particularly when working with
younger audiences?
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Chapter 5

Synthesis

To ensure patient safety through digital health technologies they
should aim to lower risks, reduce the occurrence of avoidable
harm, make errors less likely, and reduce the impact of harm
when it does occur. This thesis offers a perspective on the de-
sign and development of digital health platforms with the aim of
improving patient safety by combining insights from five research
papers with the overarching narrative about patient safety. To-
gether, they uncover the complexities of designing and developing
digital health platforms while highlighting their crucial impact
on both healthcare professionals and patients in clinical settings.
This research takes you through the journey of DHT develop-
ment, from its earliest design concepts and initial testing to the
implementation in real-world healthcare environments, with pa-
tient safety at the heart of every step. In my role as a digital
transformation leader and digital product manager at the Na-
tional Hospital, I played a central part in shaping, researching,
adopting, and scaling these technologies. Thanks to this hands-
on involvement throughout DHT’s lifecycle, my research provides
a unique window into the challenges and triumphs of building sec-
tions to an existing digital health platform from the vantage point
of a product manager. This perspective allows me to draw con-
clusions about the essential aspects of digital health platforms,
grounded in practical, real-world experience and addressing the
growing demand for more practice-oriented research in the field
of information systems. In this chapter, I will address the final
step of the Strawberry analysis which is the synthesis and framing

o7
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of the results of the five papers. First, I will draw on the themes
that were identified and synthesize the results from the research
based on them. Second, I will present more specific dimensions
for DHTs that support patient safety based on the key findings of
the five studies.

5.1 The Themes for Patient Safety

There are a few ways in which the studies included in this the-
sis could be categorized into themes. The first two studies are
based on user-centered design approaches. The first three stud-
ies all have in common that we are studying DHTs firsthand and
their influence on patients or healthcare professionals. The first
four studies explore DHTs through some perspective of patient
safety. The last two studies examine digital nudges as a method
for designing, and the final study examines teenagers’ attitudes
and understanding of persuasive system design such as digital
nudges. The themes that I settled on were the following: (i)
digital transformation, (ii) continuous quality improvements, (iii)
patient engagement, (iv) design for changing behavior, and (v)
teaching and learning.

Digital Transformation through DHT:

Integrating DHT into healthcare organizations, fundamentally chang-
ing how healthcare professionals operate and adapt to an increas-
ingly digital world is called digital transformation (Kraus et al.
2021). This process goes beyond simply adopting new tools; it
involves reshaping mindsets, workflows, and processes to lever-
age technology effectively (Kraus, 2021). Digital transformation
in healthcare seeks to improve patient safety, and usability, drive
innovation, and enhance patient and healthcare professionals’ ex-
periences and engagement (Lane, 2011). Lessons learned about
digital transformation from the research of our studies are that
if DHTs are well designed they can increase efficiency and en-
hance the workflow of healthcare professionals (study S1 and S2).
If they bring healthcare professionals added value to their work,
and are not adding to the workload, they are more likely to be
adapted into the work processes. The added value is reflected
in effectiveness and efficiency, which are two elements within us-
ability. One of the most appreciated benefits is the ability to
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document patient care directly at the bedside rather than being
tied to stationary computers. This shift allows healthcare pro-
fessionals to spend more time engaging with patients instead of
staring at screens. However, challenges remain, having to split
documentation between mobile apps and traditional desktop sys-
tems creates inefficiencies and frustration. We also learned that
beyond documentation, DHT can unlock new possibilities for tele-
health and remote care (study 2-4). For instance, we saw from
the systematic literature review that smartphones and wearable
can provide seamless data transmission, reducing manual input
while improving real-time monitoring. An example is how pa-
tients’ daily step counts were automatically synced to the digital
health platform, demonstrating the ease of passive data collection.
Another example is how DHTs enable patients to recover from the
comfort of their own homes while still being closely monitored by
healthcare providers. These advancements illustrate how digital
transformation is not just about efficiency but also about creat-
ing more patient-centered and flexible care solutions that support
patient safety.

Continuous Quality Improvements (CQI) through DHTs:
There are many ways to conduct CQI in healthcare and what they
have in common is that they all rely on systematic approaches to
enhance patient safety, quality of care, and operational efficiency
(McLaughlin and Kaluzny, 2006). The National Hospital relies
on root cause analysis (RCA) which is a problem-solving method
that investigates underlying causes of adverse events to prevent
future occurrences. Every adverse event is carefully examined and
assessed where managers identify the root cause, determine cor-
rective actions, and communicate with healthcare professionals,
patients, and their families as needed, in collaboration with the
quality manager. In 2024 there were 5663 adverse events reported
at the National Hospital and only 4 percent of those were catego-
rized as being related to technology including both equipment and
computer software. Other methods are less reliant on the report-
ing of adverse events. They include benchmarking, which relies
on comparing performance metrics, or so-called Plan-Do-Study-
Act (PDSA) Cycles that use iterative methods where changes are
planned, tested on a small scale, evaluated, and adjusted before
full implementation (NHS, 2021). For both benchmarking and
PDSA collecting data throughout the patients’ journey is vital to



60 CHAPTER 5. SYNTHESIS

create quality indicators and that is where DHTs can make a dif-
ference. In study S1 we created simple quality indicators of clini-
cal documentation practices, and we showed that the introduction
of a mobile app increased efficiency in security checks and photo
documentation. In study S2 we designed a digital patient journey
to collect data about patients waiting for, undergoing, and recov-
ering from AF ablation surgery. What we learned from the design
process is that healthcare professionals need to be able to visual-
ize the data in an accessible way in order to study and act on the
insights gained. Also, when analyzing adverse events, it should be
done in the context of the patient’s journey rather than a single
episode, highlighting the importance of collecting data through-
out the patient’s journey. Finally, from study S3 where we created
indicators representing the self-reported patient outcomes regard-
ing stress, fatigue, and sleep, we saw that patients who engaged
with the digital health program showed improvements in terms
of lowering stress and fatigue. DHTs can generate vast amounts
of data that can drive patient safety and allow for a more so-
phisticated analysis of the delivery process of healthcare services,
setting the groundwork for continuous quality improvements like
patient safety and improved patient outcomes (McDonald et al.,
2024; Singh and Sittig, 2016). However, we also learned through
the research in study S2 that healthcare professionals have very
limited time to participate in CQIs and that dedicated healthcare
professionals sometimes devote their personal time, often without
compensation, to engage in those activities.

The role of Patient Engagement in Patient Safety:

Patient engagement refers to the active participation of patients
in their own healthcare to improve outcomes and experiences
(Pomey et al., 2015). It involves collaboration between patients,
healthcare professionals, and DHTs, ensuring individuals have
the knowledge, skills, and confidence to make informed decisions
(Irizarry et al., 2015). Engaged patients are more likely to follow
treatment plans, adopt healthy behaviors, and manage chronic
conditions effectively (Sawesi et al., 2016). Patient engagement
is a patient-centered approach that emphasizes communication,
trust, and empowerment (Karni et al., 2020). What we learned
from examining patients’ engagement with a digital health pro-
gram in study S3 is that the first week of the program can signifi-
cantly predict the likelihood of completing the whole program. We
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also saw where patients engaged with the health program there
were significant improvements in self-reported health outcomes,
indicating thereby improvements in patient safety for patients
with IBD. During the design process of study S2 we learned that
patients with AF have inadequate knowledge about their condi-
tion (Erlingsdottir et al., 2023) and that healthcare professionals
see an opportunity to improve patient health literacy with the use
of DHTs.

Digital Nudging as a Design Method to alter Behavior:
As mentioned in the theoretical background of this thesis “choice
architecture” refers to the way choices are presented, and the pre-
sentation itself can affect the decisions made by individuals fol-
lowing that presentation of choices (Thaler and Sunstein, 2008).
Nudging is when people’s decision-making process is influenced
by cues laid out within the choice architecture. The purpose of
digital nudges is to serve the users and aid them in making better
decisions as judged by themselves, which is arguably what makes
nudges ethically acceptable (Thaler and Sunstein, 2008). In study
S4 we explored how digital nudges are applied in healthcare set-
tings, and how they impact healthcare professionals’ and patients’
attitudes and behavior. Digital nudges can be applied to DHTs
to influence the choices of healthcare professionals to follow clin-
ical guidelines that thereby improve patient safety. From study
S4 we also learned that digital nudges could have a significant
impact on changes in the behavior and attitude of patients re-
garding healthier lifestyle choices, as well as treatment adherence
and symptom tracking for patients with chronic diseases, which
ultimately support the improvements of patient safety. Further-
more, the most common methods for digitally nudging patients
were through feedback, priming, social reference, and precommit-
ment. We saw in study S3, that digital nudges embedded in the
digital health program, that patients reported better outcomes
in terms of stress and fatigue. In study S2, the healthcare pro-
fessionals expressed concerns about how to effectively encourage
healthier lifestyles and digital nudging is something to consider
for that group of patients.

Teaching and Learning about DHTs:
This theme covers a broad spectrum, but in relation to patient
safety, it focuses on two key aspects. First, it involves teaching
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healthcare professionals different design approaches, helping them
recognize, understand, and potentially apply specific technologies
to improve care. Second, it highlights the patient perspective, en-
suring they not only understand these design approaches but can
also assess when they serve their best interests. Patients should be
able to distinguish the intent behind a particular design, recogniz-
ing both the benefits and the motivations of those who developed
or implemented the DHT they interact with in their healthcare
journey. Teaching healthcare professionals to effectively use new
DHTs has been a persistent challenge throughout this research.
At the National Hospital, there is little structured onboarding
for new employees and recent graduates in terms of digital liter-
acy. Instead, they typically learn from colleagues already working
in the department, which often results in outdated habits being
passed down over time. This lack of standardization leads to sig-
nificant variations in training across departments.

5.2 Dimensions in Design that May En-
sure Patient Safety

In addition to synthesizing the main trends into the themes above,
I have framed the key findings, design principles, and ethical
guidelines into six dimensions that have the potential to support
patient safety design in DHTs. Learning from this study provides
insights into the generally desirable dimensions of information sys-
tems concerning safety. Each dimension: accessible, engaging, in-
clusive, responsible, transparent, and valuable, combines insights
derived from our findings.

Accessible: There are at least three things to consider regard-
ing accessibility based on this study. First, seamless and secure
access to the DHTs. In the fast-paced environment of clinical
settings, it is vital to have easy access to DHTs without compro-
mising any data security measures. That means simple and secure
login/logout features. Second, access to the relevant information
within the DHTs in use and compatibility with other systems in
use at the hospital such as electronic whiteboards and web ap-
plications. Third, healthcare professionals prefer to be able to
access all the artifacts they need to perform their daily tasks in
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a single DHT. The second and third points can be summarized
in the importance of integrating solutions into the existing digital
health platform.

Engaging: An engaging platform encourages consistent use lever-
aging design elements that promote active participation. From
this study, we saw that patients who engage with digital health
programs show more positive health outcomes. We also learned
that using digital nudging methods as interventions can improve
lifestyle choices, adherence to treatment, and symptom tracking.
Furthermore, we need to consider the right timing and content
when engaging with patients and healthcare professionals. For
example, delivering timely and meaningful insights, and alert-
ing healthcare professionals to prioritize safety concerns without
overwhelming them. The most common digital nudges applied in
healthcare settings through DHTs were feedback, priming, social
reference, and precommitment.

Inclusive: Digital health platforms designed to support patient
safety can be considered inclusive, accommodating the diverse
needs of healthcare professionals and patients. First, we refer
to the inclusion of end-users of the DHT such as patients and
healthcare professionals. This involves considering differences in
language, age, and technological proficiency. Inclusive design en-
sures that features are universally intuitive and functional, allow-
ing everyone, regardless of ability or expertise, to safely engage
with the DHT. It is important to uphold equality and inclusion
throughout the patient journey, considering those who for some
reason drop out of a digital health program or cannot participate
in a digital patient journey. DHTs such as mobile applications for
remote care also give patients access to their health data irrele-
vant of geographic location. The goal is to foster inclusivity, and
equitable participation, ensuring that no group is marginalized.
Second, inclusion refers to engaging users, including underrepre-
sented, directly in the design process. Gather their feedback and
insights to ensure that design decisions meet user needs, while
also preventing the creation of harmful usage patterns that could
exploit vulnerabilities.

Responsible: Based on our study we can consider responsibility
in two ways. First, it is a matter of using the DHTs responsibly to
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collect the relevant data to prioritize patients as soon as possible
so that they can receive the most appropriate care based on their
symptoms. It is also important to responsibly collect relevant
data that can be utilized in performance metrics and quality in-
dicators. Furthermore, data can also be shared or collected with
the means of educating patients, monitoring their health, and
encouraging changed behaviors to support optimal prioritization.
Second, with the knowledge of different design approaches design-
ers should avoid “mindlessness” when designing and implementing
digital choice architectures. Designers should take advantage of
design approaches such as digital nudges when there is an oppor-
tunity to nudge patients and healthcare professionals toward the
optimal choice that aligns with the judgment of the user. When
designing and developing DHTs designers should take advantage
of that without limiting the choices of end-users and respecting
their autonomy. They should be particularly careful when de-
signing DHTs intended for vulnerable users such as children and
teenagers. These two points can be summarized in the notion
that designers and developers need to foster a moral compass.
Responsibility in digital health platform design prioritizes ethical
considerations and safeguards to protect users. Developers must
align their goals with patient safety and health outcomes, ensur-
ing the platform amplifies responsible clinical decision-making.

Transparent: In terms of transparency, I have summarized the
key findings in three aspects. First, both patients and healthcare
professionals benefit from some insight into how the platform pro-
cesses data, provides recommendations, and flags safety risks. It
is important in general when designing information systems, and
in particular when designing DHTs to inform the end-user when
something goes wrong. Error messages and alternative routes are
vital when dealing with sensitive and critical data such as health
data. Clearly explaining decision-making logic, and any limita-
tions can enhance credibility and ensure informed engagement.
For example, a clinical decision support system should indicate
the evidence behind its alerts, enabling healthcare professionals
to evaluate and trust its guidance. Second, visualization of data is
important for transparency. Healthcare professionals have limited
time to monitor patients remotely and when a patient is flagged
red the nurse wants to have easy access to their recent trajectory
and to see the development from past measurements. Further-
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more, to support decision-making regarding the healthcare pro-
cess delivery, healthcare professionals need to reflect on quality in-
dicators that are easy to access and derive from clinical registries.
Third, transparency should be the main priority for designers and
educators when designing or teaching user interfaces. For design-
ers, this means making the design easily understood always based
on true content, while keeping in mind the needs and vulnerabil-
ity of the users. For educators, this means sharing knowledge and
awareness of the capabilities of the design approaches. Trans-
parency is also about educating the end-users about the design
approach at play, whether it is some kind of persuasive system
design such as digital nudging, standardized procedures, or any
other decision-support.

Valuable: DHT needs to bring value and personal gain for the
end-users to change their behavior or attitude. This is relevant
for healthcare professionals in terms of making their work more
efficient and accurate, such as with scanning technology or being
able to complete all bedside measurements while with the patient
and seeing that reflected in the web application. Healthcare pro-
fessionals also need to see the value in their documentation and
how that reflects the service provided. This is relevant for pa-
tients as DHTs must deliver tangible value by addressing real pa-
tient safety challenges, improving quality of care, and meeting user
needs effectively. Ongoing user feedback and outcome evaluations
are crucial to ensuring the DHTs remain relevant and adaptive,
continuously providing value to healthcare professionals while ad-
vancing patient safety objectives. Here the concept of usability is
very relevant as it comprises of the three elements effectiveness,
efficiency, and satisfaction that all contribute to measuring how
the users value and experience the DHT.
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Chapter 6

Discussion

Digital health technology plays a large role in healthcare in gen-
eral, and for patient safety and the work of healthcare profes-
sionals in particular (Mathews et al., 2019). The system for
healthcare delivery is continuously becoming more digital and the
clinical environment for both patients and healthcare profession-
als is in some cases shifting away from traditional settings to be
provided, documented, and evaluated through DHTs. This shift
brings along opportunities to improve patient safety through the
design and development of new and intuitive DHTs. However,
it does not come without its challenges. In this thesis, we have
explored the co-design process of two DHTs that are part of the
National Hospital digital health platform. Namely the mobile ap-
plication for healthcare professionals (paper P1) and the digital
health program for patients with atrial fibrillation (paper P2).
Going through the co-design process with healthcare profession-
als, experts, and developers has yielded design guidelines that
have been generalized into dimensions. The mobile application
has the ability to ensure patient safety through the support of
better clinical documentation as well as the design that sends
photos directly to the patient’s EHRs. The atrial fibrillation dig-
ital health program was an example of how data collection using
registration forms can allow for continuous quality improvements
in healthcare delivery. The preliminary program evaluation of
the Sidekick Health digital health program for patients with IBD
represented an example of a 3rd party digital health technology
(paper P3). The Sidekick Health DHTs have been integrated with
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the National Hospital digital health platform allowing healthcare
professionals to access the Sidekick Health portal to view the pa-
tient’s development. The research showed that patients who are
engaged with the health program report better health outcomes
and those who are active at the outset are more likely to com-
plete the program. This led us to explore how behavior changes
through design such as digital nudges that can influence patients
and healthcare professionals in clinical settings (paper P4). Clos-
ing this overall action design research project with a workshop
to investigate end-users understanding and attitude towards per-
suasive system designs such as digital nudges (paper P5). In this
chapter, I will reflect back to the main research question of the
thesis and summarize the practical contributions and theoretical
contributions regarding patient safety through DHTs.

6.1 RQ: How can DHT improve patient
safety?

Building a DHT is as much about understanding people and pro-
cesses as it is about leveraging technology. One of the most sig-
nificant learnings from this journey is that success depends on
creating value for both healthcare professionals and patients. A
digital health platform can serve as a bridge that connects diverse
stakeholders, simplifies complex workflows, and enhances the de-
livery of care and patient safety. Success lies in understanding
user needs and designing a platform that integrates seamlessly
into the realities of clinical practice. One critical insight from this
work is the importance of involving various stakeholders. Building
a successful digital health platform requires involving healthcare
professionals, patients, and experts, early and often in the design
process. The platform is more likely to address real-world chal-
lenges and achieve higher adoption rates when co-designed with
those who will use it. This collaborative effort must also extend
across disciplines, requiring close partnerships between technical
developers, healthcare professionals, and organizational leaders.
An iterative development process emerges as another cornerstone
of success. Rarely is the first version of a digital health platform
perfect or even complete. Through continuous testing, user feed-
back, and iterative improvements, the platform matures over time,
addressing gaps and adapting to evolving needs. Failure should
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be embraced as part of the process; each misstep offers valuable
lessons that shape the platform’s development. The platform
must be designed not just for the immediate needs of its users but
with an eye to future growth and broader applications. Building
with modularity and interoperability ensures it can evolve along-
side advancements in technology and shifts in healthcare priori-
ties. Ultimately, the greatest learning is that a successful digital
health platform is not built with technology alone, it is built with
empathy, collaboration, and a commitment to improving patient
safety.

This thesis examines certain aspects of the design and devel-
opment of digital health technologies and how they can contribute
to improvements in patient safety. In organizations with complex
work practices, such as hospitals, it is generally recognized that
only the users themselves know the practice sufficiently well to
be able to assess the suitability of the system (Malm-Nicolaisen
et al. 2024). Inclusion in design can take many forms. One ap-
proach, for example, is a user-centered design (UCD) that aims to
design technologies, products, systems, or services that prioritize
the needs, preferences, and experiences of the end-users (Abras et
al., 2004). Our approach in the first two studies is loosely based
on the methodology of UCD as we actively involved healthcare
professionals throughout the design and development process to
ensure that we were designing a final artifact that is intuitive,
accessible, and effective. We started the process of development
by trying to understand the pain points, goals, and behavior of
the healthcare professionals, and together with them we defined
the requirements, key functionalities, and features based on their
needs. Then we designed alpha versions of the solutions which
were either mockups to visualize the potential solution or proto-
types of the DHT. At that stage we would test the DHT with
either healthcare experts who co-designed the solution or with
the healthcare professionals, engaging users in usability testing
to evaluate the effectiveness of the design. The final step in the
design process was to integrate and refine the DHT, making im-
provements based on healthcare professionals’ feedback and re-
peating the process as needed.

In this thesis, we set out to answer the research question: How
can digital health technologies improve patient safety? Through
research described in the five papers and included in this thesis
and the writing of the cover text I have learned that DHTs that
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have the ability to ensure patients’ safety require co-design, user-
centered design, iterative, and interdisciplinary approach that pri-
oritizes both healthcare needs and system usability. The approach
begins with an understanding of the safety challenges within health-
care environments. Working closely with healthcare professionals
and patients in a co-design process can ensure the technology ad-
dresses real-world problems while aligning with the practical con-
straints of clinical settings. Technologies must be intuitive, mini-
mize cognitive workload, and seamlessly fit into existing workflows
to prevent new errors from emerging. Digital health technologies
need to integrate with existing infrastructure and other healthcare
systems to provide a complete and accurate view of patient data.
This reduces redundancy and ensures better coordination across
care teams, which is vital for patient safety. Finally, continuous
education and training for healthcare professionals are necessary
to ensure they are proficient in utilizing the technology effectively
and understand how it supports safety goals. Digital health tech-
nologies have the ability to significantly enhance patient safety by
focusing on co-design, user-centered design, usability, and adapt-
ability.

6.2 Patient Safety and Usability

The relationship between patient safety and usability is complex
and deeply interconnected, especially in healthcare settings where
digital systems such as DHTs and medical devices are used ex-
tensively. Usability, as defined by ISO 9241-11, refers to the ef-
fectiveness, efficiency, and satisfaction with which specified users
achieve specified goals in a specific context (ISO-standard, 2018).
In the context of healthcare, this often translates to how safely
and swiftly healthcare professionals can perform tasks without
errors. Patient safety is directly influenced by the usability of
DHTs. Poorly designed interfaces can lead to misinterpretation
of data, medication errors, or delays in treatment. Outcomes that
compromise patient health. For example, if a healthcare profes-
sional struggles to navigate DHT’s interface to confirm a patient’s
allergy before administering medication, the consequences can be
severe. At the same time, efficiency, achieving the goals in less
time, is often a key goal in healthcare environments, driven by
resource limitations and high patient volumes. However, pushing
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for efficiency can sometimes conflict with safety. For instance, re-
ducing the number of steps in a procedure may speed up workflow
but increase the risk of omitting critical checks.

This creates a competing interest between patient safety and
usability, more specifically the efficiency element within usabil-
ity. Enhancing efficiency may compromise patient safety if not
balanced correctly, while overemphasizing safety may slow work-
flows to the point of inefficiency and impact the value perceived
by the users. The aim should be to design and develop DHTs
with high usability to allow healthcare professionals to perform
tasks both quickly and safely. Well-designed interfaces support
intuitive interactions, reduce cognitive load, and integrate safety
checks seamlessly into workflows. Ultimately, the goal should not
be to choose between efficiency and patient safety, but to design
DHTs where usability supports both, allowing healthcare profes-
sionals to deliver timely, accurate, and safe care.

6.3 Practical Contribution to Patient Safety

In this section, I will discuss practical guidelines for patient safety
through DHTs, as well as design approaches that influence behav-
ior and attitudes toward improved patient safety.

6.3.1 Practical Guidelines for Patient Safety through
DHTs

To ensure patient safety through digital health technologies I have
summarized the design principles and ethical guidelines into six
dimensions: accessible, engaging, inclusive, responsible, transpar-
ent, and valuable. They are covered in more detail in section 5.2
above. I would like to offer this list of dimensions as practical
guidelines to those who are either designing and developing DHTs
that ensure patient safety or those who are responsible for the pur-
chase or funding of DHTs. This checklist could serve the designers,
product managers, or project managers in a way that they could
evaluate how well the artifact under scrutiny fulfills each dimen-
sion. This could allow for a systematic approach to identifying
strengths and weaknesses in the artifact design. For management
or even patients, the checklist could serve as a method to compare
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the strengths and weaknesses of two or more artifacts.

6.3.2 Influencing Behavior and Attitudes to Im-
prove Patient Safety

Our review of digital nudges highlights their potential in DHTs
to encourage behavioral changes. These changes could, in some
cases, reduce risk factors for underlying conditions or help patients
better manage their health during and after treatment. Based on
these insights, we strongly recommend that designers and software
developers consider integrating this approach, which is readily
available and has demonstrated effectiveness. In our study on pa-
tients with inflammatory bowel disease (IBD), participation was
46 percent, while for atrial fibrillation (AF) patients on a waiting
list, it reached around 50 percent. The fact that only a portion
of patients actively engaged led us to explore a well-established
approach in patient treatment: the stages of change model. The
stages of change model is a widely used framework for understand-
ing behavior change (Prochaska and Velicer, 1997). It outlines a
series of stages individuals typically go through when attempting
to modify behavior. These stages are non-linear, meaning indi-
viduals can move back and forth between them or revisit earlier
stages. Understanding these stages can help designers or health-
care professionals tailor interventions and provide support at the
appropriate phase of change (Prochaska and Velicer, 1997). See
Figure 6.1 below for details on the stages of change.

P - T - P -» Action - Maintenance
Unaware of the problem Begin weighing the pros Begin planning and ‘This might include Maintenance involves
of resistant to and cons. gathering resources, stasting a new routine, integrating new
acknowledging it. setting realistic goals, eliminating harmful behaviors into one’s

They may feel and identifying potential behaviors, or adopting lifestyle and developing

Underestimate the bivalent, stuck obstacles. healthier habsts. coping mechanisms to
benefits of change and between wanting to navigate challenges
overestimate the improve and fearing the This is a critical period While this phase is effectively.
drawbacks. challenges involved. for developing demanding and requires

confidence and a solid significant effort, it also
Extemal pressure or ‘Thas stage involves self- strategy to facilitate buikds momentum.
feedback may mitsate reflection and mental suecessfil behavior
movement toward the preparation but lacks change.
next stage. immediate action.

Figure 6.1: Stages of change (Prochaska and Velicer, 1997)

Research on patient behavior reveals that their perception of
the pros and cons of change vary across the different stages, offer-
ing valuable insights into how individuals progress through them.
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To move from precontemplation to contemplation, the benefits of
making a change (the pros) must outweigh the barriers (the cons).
On the other hand, transitioning from contemplation to action
relies on reducing the perceived cons of change. This means in-
tervention strategies must be carefully timed and targeted. For
individuals in precontemplation, the focus should be on highlight-
ing the advantages of change, while the barriers can be addressed
later, once they reach contemplation. Progress toward action oc-
curs when the benefits of change clearly outweigh the perceived
negatives, signaling readiness for transformation (Prochaska and
Velicer, 1997). To support patients through these stages, it is es-
sential to understand the processes and principles that facilitate
change. One key principle is recognizing that different approaches
work best at different stages. Traditional behavioral strategies
like counterconditioning or stimulus control are effective for those
ready to take action but can backfire with individuals who have
not yet considered change. For those in precontemplation, experi-
ential strategies such as raising awareness (consciousness-raising)
or creating emotional connections (dramatic relief) are far more
effective in shifting perspectives and encouraging progress toward
contemplation (Prochaska and Velicer, 1997). Encouraging pa-
tient engagement and participation has the potential to improve
patient safety and quality of care.

Considering the opportunity to alter the choice architecture
to encourage behavior on behalf of healthcare professionals I also
considered a combination of digital nudges and applying the stages
of change. Digital nudging has the potential to leverage sub-
tle, cognitively informed design choices within DHTs to guide
healthcare professionals toward desired behaviors and decisions.
Through prompts, reminders, or visual cues embedded in the plat-
form, it can support training by encouraging clinicians to explore
unfamiliar features, adopt best practices, or adhere to evidence-
based protocols. Timely notifications can suggest optimal actions
during clinical workflows. Digital nudging has the ability to fos-
ter a gradual, user-friendly adoption of complex DHTs by aligning
these nudges with learning goals, ensuring intuitive skill-building
and improved proficiency over time. There might be opportunities
to incorporate the stages of change into the teaching and learn-
ing strategy for healthcare professionals. The stages of change
model (Prochaska and Velicer, 1997), which is usually applied to
patients, offers a structured framework for engaging healthcare
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professionals in training and education efforts to improve patient
safety. The process would begin with the precontemplation stage,
where some healthcare professionals may not yet recognize the
importance of patient safety or see its relevance to their daily
practices. At this stage, the focus would be on raising aware-
ness by presenting powerful data, case studies, or real-life exam-
ples of how lapses in safety impact patient outcomes. Creating
emotional and intellectual connections has the potential to ini-
tiate the shift from complacency to awareness. As healthcare
professionals enter the contemplation stage, they begin acknowl-
edging the importance of patient safety but may feel uncertainty
or hesitance about how to incorporate changes. Here, educators
can foster motivation by highlighting the potential benefits, bet-
ter patient outcomes, less stress for healthcare professionals, and
stronger provider-patient relationships. Open discussions, peer
support, and access to resources can help healthcare professionals
weigh the value of change. At this stage, digital nudges could
be applied to the user interface of the DHTs used by healthcare
professionals to promote adherence to guidelines (Nwafor et al.,
2021). In the preparation stage, the focus shifts to equipping pro-
fessionals with the tools, skills, and confidence needed to make
changes. Detailed training on specific protocols, simulations, and
collaborative exercises helps bridge the gap between intention and
action. During the action stage, healthcare professionals could
implement these new practices in their work. Ongoing support,
feedback, and recognition for success can potentially sustain en-
thusiasm. This might be achieved through continuous education,
regular assessments, and a supportive organizational culture that
prioritizes patient safety as a core value. Progressing thought-
fully through these stages, healthcare professionals could adopt
and sustain behaviors that enhance patient safety.

6.4 Theoretical Contribution to Patient
Safety

In this section, I will suggest a theoretical contribution to patient
safety in terms of an extension to a patient safety model and then
speculate on possible implications for healthcare policy.
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6.4.1 An Extension to a Patient Safety Model

System of
therapeutic action
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Figure 6.2: A proposed revised model of patient safety

In the theoretical background of this thesis, I introduced a
patient safety model built on four key components: the patient,
the healthcare professional, systems of therapeutic action, and
continuous quality improvement (CQI). I aligned my studies with
these four components but constrained the scope of ‘systems of
therapeutic action’ to ‘digital health technologies’ (DHTS) for sim-
plification. I propose a revised model with two intersecting axes
to give greater emphasis to DHTs that operate outside traditional
healthcare organizations. See Figure 6.2 above. The horizontal
axis ranges from the patient at one end to the healthcare organiza-
tion at the other, while the vertical axis spans from human-factor
to DHTs, or after lifting the restrictive conditions to the broader
systems of therapeutic action. These boundaries are represented
with dotted lines, highlighting how each element influences and
interacts with adjacent areas. This revised model differs from the
original by shifting from three distinct “boxes” to four areas. The
newly created space represents systems of therapeutic action that
belong to the patient but exist outside the formal healthcare sys-
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tem. CQI is a critical component of the patient safety model,
which traditionally applies either to healthcare professionals or
systems of therapeutic action. However, my approach extends
CQI to patients as well. This perspective considers health literacy
and patient engagement as measurable variables within digital so-
lutions. Introducing performance metrics and quality indicators
for patient behavior allows for the possibility of assessing out-
comes, identifying areas for improvement, and enhancing patient
safety through a more data-driven approach.

6.4.2 Implications for Healthcare Policy

The patient safety model primarily serves as a model expressing
the relationships among concepts and constructs. In many ways,
it functions like a conceptual model, a guiding structure that sup-
ports analysis and discussion. When it comes to healthcare policy,
the conversation often gravitates toward challenges such as limited
resources, managerial complexities, and governance issues. These
factors shape the way patient safety initiatives are implemented
and highlight the need for strategic approaches that balance ef-
ficiency with quality care and patient safety. The revised model
can serve a valuable role in healthcare policy by allowing stake-
holders to be positioned within its model. It also helps identify
where priorities should be placed, distinguish what is being as-
sessed, and analyze the resulting impact. Additionally, the model
provides insight into how connections between stakeholders can
be strengthened to enhance overall effectiveness.

First, developing digital health platforms with limited resources
presents major challenges that impact innovation, functionality,
and patient safety. Funding constraints can limit access to skilled
professionals, advanced technology, and thorough testing, leading
to potential gaps in usability and effectiveness. Small teams un-
der tight deadlines may struggle to balance design, development,
and user testing, risking incomplete feedback and weaker final
products. Resource limitations also affect patient safety, as new
features may not undergo sufficient testing or risk assessments.
Backend developers, focused on in-house solutions, leave third-
party digital health technologies (DHTS) at a disadvantage, even
though external solutions can sometimes be more cost-effective.
Given these constraints, resources must be allocated wisely to
maximize benefits for both patients and healthcare profession-
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als. This includes carefully evaluating third-party DHTs and con-
ducting more frequent cost-benefit analyses when integrating new
technologies into the hospital’s digital health platform.

Second, the lack of organizational direction in digital trans-
formation creates uncertainty in implementing new technologies
like mobile applications for healthcare professionals. With no
clear strategy, adoption depends on individual department heads,
missing a unified approach to integrating smartphones into work-
flows. DHTs also pose managerial challenges, from resistance
to change among healthcare professionals to resource constraints
that complicate feature prioritization, training, and timelines.
Poor resource allocation can delay projects and impact usabil-
ity. Third, governance challenges are key in DHT development,
as new systems often disrupt existing workflows. Clear decision-
making frameworks are essential to prevent delays, misalignment,
and incomplete solutions. With multiple stakeholders involved,
undefined roles can slow progress and hinder adoption.

These areas can all be viewed through the lens of the hierarchy
and it is important to understand where there are solutions and
where the chain is broken, and the system does not work. It is
necessary to go beyond technology and look at the bigger picture
of public health policy. The WHO has set its guiding principle
for patient safety, as mentioned in the background of this paper.
Those guidelines are also the backbone of the quality policy of the
National Hospital. Furthermore, the policy needs to be material-
ized through the efforts of designers and developers who co-design
DHTs for patients and healthcare professionals.

6.5 Limitations and Future Work

The design and development of the digital health platform of the
National Hospital is very complex and relies on the cooperation
of different stakeholders such as healthcare professionals, develop-
ers, contractors, digital product managers, and project managers.
There are many moving targets happening within the digital en-
vironment and this thesis only catches a period of a few years
when the infrastructure and culture has developed over decades.
This study has its limitations. First, hospitals provide a very
diverse healthcare service and the processes also differ greatly be-
tween departments and specialties. In our study, we only worked
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with a limited number of inpatient and outpatient departments
and therefore the views and feedback expressed in this research
might not be generalizable for the whole hospital. Second, simi-
larly, our research regarding understanding and attitudes toward
digital nudges was conducted on a homogeneous group of partici-
pants (teenage girls). Third, this study does not include examples
of digital nudges that have been designed from scratch and applied
to artifacts that are in real-world settings. Fourth, the benefits of
continuous quality improvements for patients with atrial fibrilla-
tion were not created and tested to show the relationship between
collecting data and improvements in patient safety. Fifth, the
search for articles in the systematic literature review might have
been too narrow and not include all terms that could include ap-
proaches interpreted as digital nudges. Finally, in this study, we
do not refer to any concrete benchmark for patient safety other
than mentioning the number of reported adverse events.

There are many ways to extend the research of this study in
future work. Here are some suggestions for further explorations.
First, the mobile app for healthcare professionals is still in its
early stages and it would be interesting to do a follow-up analysis
now that more features have been added to bedside documenta-
tion. Second, analyze healthcare professionals’ understanding and
attitudes toward persuasive system design such as digital nudges.
Third, introduce wearables into the remote monitoring of patients
with AF. Fourth, gather feedback from patients about their expe-
rience of being remotely monitored by the outpatient Department
of Cardiology. Fifth, performance analytics on the data gathered
for the AF registry and create quality indicators that could result
in actionable insight. Sixth, start collecting data from patients
who are undergoing other surgeries than ablations and also start
measuring quality-of-life indicators from patients. This could lay
the foundation for standardized quality indicators. Finally, apply
the dimensions derived from this research to actual DHTs and
mark each dimension on a scale from 0-10. Evaluate the benefits
and drawbacks of that approach.



Chapter 7

Conclusion

The research presented in this thesis underscores the transforma-
tive potential of digital health technologies (DHTS) in improving
patient safety. Through an iterative, co-design process involving
healthcare professionals, experts, and developers, we have demon-
strated that DHTs can enhance clinical documentation, support
continuous quality improvement, and influence behavior through
digital nudges. The findings illustrate that patient safety is not
simply a byproduct of technological advancement but rather a
deliberate outcome achieved through thoughtful design, collabo-
ration, and continuous evaluation.

A central theme emerging from this research is that successful
DHT development requires an interdisciplinary approach that in-
tegrates user-centered design (UCD) principles. The involvement
of healthcare professionals from the early stages of development
ensures that these technologies align with real-world clinical work-
flows and do not introduce new inefficiencies or safety risks. The
studies on mobile applications and digital health programs illus-
trate how co-design can lead to solutions that seamlessly fit into
clinical environments, improving documentation, data collection,
and patient engagement. The thesis also highlights the power
of behavior-influencing design in healthcare, particularly through
digital nudging. Digital nudges can be instrumental in bridging
the gap between intention and action by subtly guiding both pa-
tients and healthcare professionals toward safer and more effective
health behaviors. The research findings on patient engagement
with digital health programs suggest that those who actively par-
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ticipate often report better health outcomes, reinforcing the idea
that behavioral design strategies can be leveraged to maximize
the impact of DHTs.

This research offers a theoretical contribution by proposing
an extension to an existing patient safety model. This revised
model acknowledges the role of DHTs operating outside tradi-
tional healthcare institutions and positions patient engagement
as a measurable component of continuous quality improvement
(CQI). The model has the potential to provide a more compre-
hensive framework for assessing and enhancing safety in digital
healthcare environments by integrating patient behavior metrics.

From a practical standpoint, the research outlines six key di-
mensions: accessible, engaging, inclusive, responsible, transpar-
ent, and valuable. They can serve as practical guidelines for de-
signing and evaluating DHTs with patient safety in mind. These
dimensions provide a structured approach for developers, product
managers, and healthcare organizations to assess the strengths
and weaknesses of digital health solutions before implementa-
tion. Moreover, they offer a foundation for policymakers to prior-
itize patient safety in digital transformation strategies, ensuring
that DHTs align with both institutional goals and broader public
health objectives.

To mention some of the limitations, the research was con-
ducted within a specific hospital setting, involving a select group
of participants, which may limit generalizability. Additionally,
while digital nudges were explored conceptually, their real-world
application in clinical settings remains an area for future investi-
gation. Further research could extend the findings by incorporat-
ing patient perspectives, analyzing long-term outcomes of digital
interventions, and exploring the integration of wearable technol-
ogy in remote monitoring. Ultimately, this thesis reinforces the
idea that patient safety in the digital age is not a static achieve-
ment but an evolving goal that requires continuous innovation,
adaptation, and collaboration. Designing DHTs that prioritize us-
ability, integration, and behavioral insights, can create healthcare
environments that are not only technologically advanced but also
fundamentally safer and more effective for patients and profes-
sionals alike. The journey toward safer healthcare through digital
transformation is ongoing, and this research serves as a stepping
stone toward a future where technology and human-centered de-
sign work hand in hand to improve patient outcomes.
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Abstract

An estimated one in ten patients experiences an adverse event while receiving hospital care in a high-
income country. Good clinical documentation is one of the cornerstones of patient safety. However, in the
fast-paced and unpredictable environment of healthcare professionals, there remain challenges for real-
time bedside documentation. We improve upon these challenges through digital transformation with a
digital mobile application design. We identify the benefits and drawbacks of the desktop format in
comparison to the digital mobile application for healthcare professionals in an empirical study based on an
action design research project. The main contributions consist of five design guidelines: (i) seamless log-
in/out process, (ii) utilizing scanning technologies, (iii) compatibility with other solutions, (iv) sufficient
photo quality and security, and (v) comprehensive bedside documentation. Furthermore, we propose a
mobile application design for digital mobile bedside documentation applications that follows these design
guidelines.

Keywords

Digital Transformation, Patient Safety, Bedside Documentation, Information Systems.
Introduction

Digital transformation can improve patient safety by supporting better clinical documentation practices in
healthcare. First, accurate documentation helps ensure continuity of care and provides a comprehensive
record of a patient's condition, treatments, and responses, which can prevent errors and improve patient
safety (McCarthy et al., 2019). Second, proper documentation facilitates clear communication among
healthcare team members and ensures that all members of the team are informed about a patient’s status
and care plan (Asmirajanti et al., 2019). Third, detailed documentation allows for the evaluation of the
quality of care delivered and helps in identifying gaps in care and areas for improvement, aiding in the
development of better practices, protocols, and education (Pine et al., 2023). In hospitals, there remain
structural challenges, such as not enough central stationary desktops available for all healthcare
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professionals to comply with documentation standards, or the equipment might not be best suited for photo
documentation. In the fast-paced and unpredictable environment of healthcare professionals there also
remain challenges for real-time bedside documentation leading to documentation at the end of the shift
that could be subject to memory bias. Empirically, we investigate the introduction of a new mobile
application designed and developed for healthcare professionals as an extension to the patient management
system, to improve documentation by allowing bedside recording in real-time. Lightweight information
technology (IT) such as mobile applications has provided users with instant value for improving the
workflows of healthcare professionals without the need for demanding and comprehensive reorganization
of work practices (Severinsen et al. 2022). The mobile application features two key functionalities for
improving patient safety. Firstly, security check for inpatients, which facilitates either a start of the shift
checklist that a healthcare professional answers while observing the conditions of a patient at the beginning
of each shift, or a regular checklist that a healthcare professional answers at fixed intervals during a shift.
Secondly, photo documentation enables clinical photo documentation through the mobile application,
feeding the data directly into the electronic health records (EHRs). The motivations behind photo
documentation in clinical settings are various. Photos are taken to document the development of healing
wounds or other visible symptoms, to share progress with specialists who might not be on-site or currently
available, for educational purposes, and to receive consultations. The photos also become part of patients’
medical health records which belong to the patients and are available to them on request. These two features
of the mobile application are designed to encourage better documentation, support enhanced patient safety,
and maintain a history of patient symptoms. The mobile application design and development started in
May 2022 and has continued with an iterative approach.

This paper presents an action design research project to digitally transform bedside documentation through
a digital mobile application for healthcare professionals. By exploring the current workflow, identifying
areas for improvement, incorporating user feedback, and evaluating usage, this paper aims to evaluate the
mobile application’s usability, and efficiency in supporting healthcare professionals toward improved
documentation practices, and the cultural transformation impacted by healthcare IT. We focus on analyzing
the ability of a digital mobile application to address the desktop documentation challenges and derive
design guidelines for our design and development process for clinical documentation. Thus, we arrived at
two research questions: (i) What are the benefits and drawbacks of using a desktop computer for clinical
documentation in comparison to a digital mobile application? and (ii) How can a digital mobile
application for healthcare professionals be designed and developed to improve patient safety and increase

efficiency?
Literature Review

Information infrastructure in healthcare often consists of large heavyweight IT constellations that are
becoming increasingly complex and rigid, requiring extensive time and effort to facilitate change and to
meet innovation needs (Ellingsen et al., 2024; Severinsen et al., 2022). The integration of digital health
technology (hereinafter DHTSs) has become more prevalent in the healthcare industry, revolutionizing the
way patient care is delivered (Mahajan et al., 2021; Oddsson et al., 2022). DHTs refer to the use of digital
platforms, connected sensors, and mobile applications to enhance patient lives and work within healthcare
settings (Sharma et al., 2018). Increasingly, lightweight IT applications, complementary to the existing
heavyweight IT, are entering the e-health field. These innovative and agile applications support immediate
user needs and work processes, with simple applications like apps (Bygstad, 2017). With the digital
transformation of DHTs and lightweight IT, healthcare professionals are presented with new opportunities
to streamline workflows, enhance patient safety, and improve overall efficiency within clinical settings
(Rosenlund et al., 2023). However, with these developments come unique challenges and considerations
concerning the usability, functionality, and integration of lightweight IT with existing healthcare practices
(Yeung et al., 2023). If the benefits of DHTs are to be realized, there are good reasons to address the usability
challenges identified by healthcare professionals (Lloyd et al., 2024). DHTs, which are used to enhance the
work of healthcare professionals, can also be targeted toward alleviating the cognitive load of memorizing
in fast-paced environments (Islind et al., 2019). Those types of DHTs have proven revolutionary in recent
years, to enhance record keeping (Ellingsen et al., 2024). While many studies have focused on the impact
of the electronic health record (EHR) on healthcare work in general, there are limited studies that focus on
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novel additions to enhance the user experience and usability of the EHR (Morike et al., 2024). Moreover,
there is a gap in the literature concerning the feasibility and user experience to evaluate how lightweight IT
built as extensions to the legacy systems of EHR, impacts the work of healthcare professionals. When it
comes to the work of healthcare professionals, they encounter multiple challenges in their daily tasks, as
their work environment is unique and paved with responsibilities. The work environment for nurses and
physicians is often described as fast-paced and unpredictable, with them experiencing a particularly heavy
cognitive workload. However, bearing the responsibilities of patient care is less taxing with the use of DHTs
(Ellingsen et al., 2024). Documentation consumes a significant amount of time for healthcare professionals,
detracting from direct patient care (Momenipour and Pennathur, 2019). DHTs that enable bedside, or
point-of-care documentation have been shown to reduce documentation time and increase efficiency
compared to central stationary desktop documentation (Poissant et al., 2005). Similarly, the use of
checklists has improved compliance with guidelines in various clinical settings which positively impacts
healthcare settings in general (Boyd et al., 2017).

Prior Works

Patient safety is now inextricably linked to digital transformation. Scanning and tracking technologies have
demonstrated measurable safety benefits (Flott et al., 2021). Implementing scanning and tracking protocols
consistently across several National Health Services in England hospitals showed a reduction in patient
identification errors and never events, where one pharmacy department in the pilot found the technologies
reduced error rates by up to 76% (Flott et al., 2021 ). Furthermore, in the UK, scanning technologies proved
beneficial in terms of improving time released for patient care equivalent to 16 nurses per organization as
well as improved operational costs with £2.75m efficiency savings per organization annually (Flott et al.,
2021). Scanning patients and completing security checks can contribute reliable and stable data for patient
status. Accurate documentation also serves as a legal record in case of disputes or malpractice claims and
can protect healthcare professionals and the healthcare facility by providing evidence of the care provided
(Sharifi et al., 2021). Entering data retroactively gives rise to the potential problem of memory bias. A digital
solution can potentially increase compliance and counteract memory bias. The adoption of mobile
applications for clinical photo and wound documentation has resulted in benefits such as saving time,
enhanced patient safety and quality of care, improved data security, and better accessibility (Jacob et al.,
2020). The ability to take pictures has changed how healthcare professionals describe a clinical condition
and track the progression of a patient’s trajectory over time (Reinders et al., 2023). The benefits and
functions of photo documentation through mobile applications can extend to almost any specialty within
healthcare e.g., documenting the progression of wound healing (Harting et al., 2015). However, using
smartphones for this purpose can raise privacy issues as it can entail the risk of unauthorized access and
disclosure of sensitive patient information (Perwej et al., 2022). To address these concerns, studies have
been conducted on mobile applications that securely capture and transfer clinical or medical images to the
EHR, therefore complying with privacy laws (Wyatt et al., 2020). Wyatt et al., 2020 also evaluated patients’
attitudes toward photography using a secure mobile application, indicating favorable attitudes among
patients.

Methods

This paper rests on an action design research project (Sein et al., 2011) to design and develop a digital mobile
application for healthcare professionals (see Figure 1). It focuses on addressing real-world problems
through an iterative process that engages both researchers and practitioners, while also contributing
theoretical insights gained from solving these issues (Sein et al., 2011). The app was co-designed, involving
healthcare professionals (those who will be using the app), heads of departments, and the digital
development team in the design process. The motivation behind this was to ensure that the respective needs
of the different user groups were met (Islind et al., 2019). For our action design research project, we utilized
several types of data sources. We used two questionnaires, a survey, and application analytics to collect
quantitative data and complemented that with the qualitative data that we gained from the semi-structured
interviews. We went through multiple iterations utilizing these mixed-method data-gathering activities
(Byrne and Humble, 2007). First, we developed an alpha version of a mobile application that was tested
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with one department at the hospital. Second, based on the learnings of the first round we developed a beta
version of the mobile app that we evaluated in two additional departments. We decided to focus our study
on departments where the protocol for documentation included either security checks or photo
documentation. We measured the usage of the new workflow for three months after adoption and compared
that to the documentation three months before introducing the new workflow. Finally, that version was
turned into a digital artifact.

Design Principles:

Digital Transformation Team e  Seamless log-in/out

process.

e  Utilize scanning
technology

e  Compatibility with

other solutions

Artifact e Good photo quality

_____________ and security

e  Comprehensive
bedside
documentation

Healthcare Professionals

Figure 1. Action Design Research approach
Alpha version

This stage is a problem formulation stage that identifies and conceptualizes a research opportunity based
on existing theories and technologies (Sein et al., 2011). We started this practice-inspired research by
mapping the needs of our three primary user groups: i) healthcare professionals, ii) head nurses, and iii)
the digital transformation team. In total, six participants took part in the semi-structured interview. Based
on the results of this phase, we developed the alpha version of the mobile application. The initial design was
tested with the head nurse and healthcare professionals from a single department. They were asked to
complete a list of tasks and do a think-aloud test using the alpha version. The healthcare professionals were
also asked to use the alpha version in their daily work for three months. From the feedback, we created an
overview of the issues and prioritized them according to their severity.

Beta version

We tested the beta version of a mobile app with two additional hospital departments in two phases. In phase
one, the head of nursing gathered healthcare professionals to test the app and be interviewed. Participants
were selected based on availability and informed they could withdraw at any time - none did. We collected
responses from 21 participants (age 21-58, mean 38), including eleven nurses, seven nurse associates, one
doctor, one medical student, and one specialized employee. They performed user testing cases, completed
demographic and background surveys, and answered the System Usability Scale (SUS) and AttrakDiff
questionnaires. Test cases included the following tasks: (i) take a photo, write a description, and send it to
the patient's records, (ii) complete a security checklist at the start of a shift, (iii) complete a regular security
checklist, and (iv) log out of the application. In phase two, we evaluated app usage by comparing EHR
desktop logs three months before and after implementation. Nurse associates performed security checks at
the start of shifts and every two hours, using barcode scanning or SSN input to verify patients before
submitting checklists. We compared completion times, and the number of checks performed daily. For
photo documentation, we analyzed three nurses’ logs before and after app access. Nurses scanned a
patient’s barcode or entered an SSN, took a photo, added comments, and uploaded them to EHRs,
eliminating local storage and improving security. We measured time savings and increased photo
documentation.
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Artifact

Three months after the implementation of the mobile application we visited the departments again to gather
feedback about their experience with the beta version. We formalized the learnings from the building of the
IT artifact, interventions in the organization, and evaluation of the results from the beta version. To
conclude the study, we conducted semi-structured interviews with the healthcare professionals who used
the mobile app. These outcomes can be characterized as design principles that contributed to the design of
a mobile bedside documentation application.

Results
We will now present the findings from user tests with the alpha version, the beta version, and the artifact.
Alpha version

Doctors, nurses, and nurse associates across the hospital frequently raised the pain point of not having an
easy and secure way to transfer photos to the EHRs. After meeting with four nurses in the roles of heads of
departments another point emerged with the security checks that were performed every two hours for
inpatients. This was a task that was performed 24 hours a day and the nurse associates performing the tasks
would either write the results on paper or simply just mark a checklist as “complete” on a desktop computer
without going through all the steps of the checklist. We used this information to formulate the problem in
three steps: (i) to structure the problem, (ii) to identify solution possibilities, and (iii) to guide the design.
The digital transformation team developed a mobile application that was then tested for three months in
an inpatient department at the hospital. Multiple errors were identified with the mobile application which
led to rewriting most of the code of the interface. From a design perspective, the most important point that
emerged from the testing was that the log-in method needed to be changed. In the alpha version, we relied
on log-in through the national electronic ID card which meant that healthcare professionals needed their
personal phone to authenticate the log-in. This was an issue because some healthcare professionals had
their phones stored in lockers during shifts.

Beta version

All participants successfully carried out user tasks, indicating an intuitive interface, that could encourage
usage and therefore patient safety. The standardized usability questionnaire, the System Usability Scale
(SUS), revealed an average score of 72.7 (SD 23.4) for the application, indicating good usability with a grade
of B. For context, the median SUS score is 68, and a score of 75 reflects superior performance, surpassing
73% of other products (Sauro and Lewis, 2016). The user experience questionnaire, AttrakDiff, showed
scores ranging from 1.1 to 1.4 on all subscales (Figure 2). This questionnaire assesses users' perceptions
across four areas: Pragmatic Quality (PQ) evaluates usability (mean = 1.35), suggesting room for
improvement; Hedonic Quality — Identity (HQ-I) assesses alignment with user identity (mean = 1.16),
indicating potential for improvement; and Attractiveness (ATT), which evaluates overall appeal (mean =
1.41), suggesting a positive impression of the product; Hedonic Quality - Stimulation (HQ-S) measures
engagement (mean = 1.15), which is a less critical focus. Overall, the results indicate that while users find
the application moderately usable and attractive, there are areas that could benefit from enhancement.

The Head of the Department at the inpatient department encouraged the use of the mobile application
during the implementation period. After three months, 26 out of 33 (79%) healthcare professionals used
the application. On average, 2.27 (SD 1.1) out of 5 nurse associates logged in daily on weekdays, compared
to 1.27 (SD 1.3) on weekends (p 0.0036), possibly due to replacement staff not receiving workflow
information. No significant difference was observed in the number of security checks documented or time
spent completing them. However, the timeliness of security checks improved with the mobile application.
The average deviation from the two-hour interval was 29 min. 46 sec. (SD 19 min. 45 sec.) using the desktop
process, compared to 27 min. 33 sec. (SD 19 min. 52 sec.) with the mobile app — a significant 7.5%
improvement (p 0.0046). Results are shown in Figure 3, with statistical tests summarized in Table 1.
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Figure 2. Results from the AttrakDiff qre. Figure 3. Timeliness of security checks.

All three nurses at the outpatient reception fully adopted the mobile application for photo documentation.
The old process of uploading photos took an average of 2 minutes (SD 1 min. 46 sec.), while the mobile
application reduced this time to 10.8 seconds (SD 4.4 sec.), a significant improvement (p 0.0066). The
average number of patients photographed per shift increased by 39%, from 2.9 (SD 1.75) before
implementation to 4.0 (SD 1.83) after (p 0.0021). The average number of photos per patient slightly
decreased from 2.0 (SD 1.71) to 1.8 (SD 0.62), though this was not statistically significant. Results are

summarized in Table 1.

Inpatient dep. measuring security checks Outpatient dep. measuring photo documentation
Desktop Mobile p-value Desktop Mobile p-value

Time 64.6 sec. 62.5 sec. ime taking a 120 sec. 10.8 sec.

performing a 15.5 sec. SD 10.39 sec. SD p 0.3589 photo g 106 sec. SD 4.4 sec. SD p 0.0066

security check N =30 obs. N =30 obs. N =30 obs. N =30 obs.

Weekly security 87.1 83.3 Patient 2.9 patients 4.0 patients

checks per 39.6 SD 39.7SD p0.3395 | photographed | 1.75SD 1.83 SD p 0.0021

nurse associate N =13 weeks | N =13 weeks per dayshift N = 51 days N = 51 days
29:46.0 27:33.0 2.0 photos 1.8 photos

Proximal time . K Photos per

from an event 19:45.0 SD 19:52.0 SD P 0.0046 patient (pt) 1.71 photos SD | 0.62 photos SD | p 0.2000
N =11723 N =574 N =109 pt N =205 pt

Table 1. Improvements in efficiency for inpatient and outpatient workflows

From the semi-structured interviews of the beta version we received (i) ideas on additional features such as
accessing patient guidelines, comparing photos over time, receiving notifications on security checks, and
the option of documenting outcomes of various clinical bedside exams, (ii) ideas of how we could develop
the web application that receives information documented in the mobile app so that the web app and mobile
app complemented each other better, (iii) feedback on photo quality and additional photography features
such as zoom and flash capabilities, (iv) pointers on the need for additional language options, and (v)
concerns about using mobile phones for professional purposes, mentioning professionalism and patient
perception as key considerations.

Artifact

We interviewed the participants again three months after introducing the mobile application into the
workflow. Healthcare professionals mentioned that (i) the utility of the mobile app was limited, but in
general they were pleased with the features that were already in the app, (ii) the app would benefit them
more if it was implemented across all departments, (iii) they were more likely to take photographs when
using the novel feature, as it supported the work well, (iv) the need to rethink the method of scanning
wristbands during night shifts, and (v) the advantage of the patient safety factor scanning patients
wristbands. Some generational aspects were identified by one of the nurse associates, to highlight that the
mobile application would gain traction to a larger extent in the coming years: “Some staff are still using the
desktop computer. All the new staff immediately started using the app. The old ones are still typing on the
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computer. The new and young people immediately took to the app.” During the final testing phase, an
adverse event occurred where photos taken of a patient were lost in the transition to the EHRs. From that
experience, we learned that we needed to design an alternative route for sending photos in cases where the
app did not perform for reasons such as poor internet connection, downtime of servers, or other reasons.
The alternative route also needed to be very visible to the user. These key themes provide valuable insights
into users' preferences, concerns, and suggestions for improving the application's functionality and
usability can potentially enable healthcare professionals to deliver safer and more effective healthcare. See
examples from the alternative route for photos in Figure 4 below. Addressing these themes can help
enhance users' satisfaction and optimize the effectiveness of healthcare professional’s workflow and patient
safety.

wyTasks € Unsent Photos
Send Photols) o Medical Record

Security Check Security Check

Send Photo to Medical Record Send Photo to Medical Record

Add More Photos

Forms Forms.

Closed Tasks. Closed Tasks. >

Unsent Photos. y

Figure 4. Examples of the alternative route for photos

Discussion

In this paper, we address two areas of interest. Firstly, we focus on the main benefits and drawbacks of
using desktop computers for clinical documentation such as security checks and photo documentation. The
findings from that part outline our requirements. Secondly, we use those requirements to design and
develop a digital mobile application for healthcare professionals to support patient safety by counteracting
memory bias, increasing efficiency, and patient data security. The results of the feasibility analysis included
a good usability score close to 73, and positive user experience scores ranging from 1.1 to 1.4 on all subscale
areas. Most user test cases were completed with ease indicating that the application has an intuitive
interface well-suited for the hospital work environment. The new workflow with the mobile application
significantly improved the documentation of security checks and photo documentation. Security checks
were documented closer to the actual time of examination, and the photo documentation features saved
healthcare professionals significant time and allowed for a more secure transfer of photos to EHRs. The
interviews with the healthcare professionals yielded valuable insights into the development of new features
and their experience of using the application for the first three months.

As DHTs and lightweight IT continue to digitally transform the healthcare system, engaging healthcare
professionals in the design and development process is imperative. Their first-hand experience and deep
understanding of both the work environment and patient’s needs are vital in ensuring the successful
development and adoption of DHTs (Troncoso and Breads, 2021). Healthcare professionals have found
these tools to integrate well into their work routines, improving task efficiency while also enhancing and
securing the quality of care and patient safety. Moreover, healthcare professionals generally hold a positive
view of DHTs (Mohsam, 2024). Therefore, it is important to include them systematically during the design
of the DHTs that will impact their work. In organizations with complex work practices, such as hospitals, it
is generally recognized that only the users themselves know the practice sufficiently well to be able to assess
the suitability of the system (Malm-Nicolaisen et al., 2024). This study focused on user engagement and co-
design, which aligns with broader trends in digital health solution development. Actively involving
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healthcare professionals in design and testing, allows organizations to ensure that the technology meets
end-users' needs and integrates into existing workflows (Papoutsi et al., 2021; Troncoso and Breads, 2021).
Particularly emphasizing its potential in enhancing patient safety and streamlining clinical workflows. As
healthcare professionals navigate daily work challenges, including heavy cognitive workloads and time-
consuming documentation tasks, integrating innovative solutions becomes imperative. We also highlight
the critical role of user engagement in designing and implementing DHTs, recognizing the valuable insight
and perspectives that healthcare professionals bring to the development process. Using healthcare
professionals’ firsthand experience and understanding of both the work environment and patient needs,
alongside robust user testing methodologies, healthcare organizations can optimize the usability,
effectiveness, and acceptance of digital health solutions, thereby improving patient safety. With further
digital transformation and as the DHT industry evolves, collaboration between technology designers and
developers, healthcare professionals, and patients will be essential in driving innovation and improving
healthcare delivery for all.

Future improvements that support usability, efficiency, and patient safety for bedside documentation
include implementing new features suggested by healthcare professionals, such as notifications for safety
check-ins, clinical evaluation papers, and enhanced capabilities for medical procedures such as tube feeding
and draining. Further improvements in the log-in process by allowing healthcare professionals to simply
sign into mobile phones with the touch of their ID card. Additionally, addressing the concerns regarding
photo quality, storage, and display in patient records could improve usability and clinical documentation.
Also, mitigating the perception of looking unprofessional when using a smartphone to gather or register
medical information could be managed by placing a visible hospital logo on the work phones. Prioritizing
co-design and iterative development cycles can allow the application to continue to evolve in response to
changing user preferences and technology. The insights gained from this study can inform the ongoing
development of DHTs within healthcare. Comparing our findings to existing literature, we can identify
common challenges, best practices, and opportunities for innovation. For instance, the integration of
bedside documentation and checklists has been shown to improve efficiency and patient safety (Boyd et al.
2017; Poissant et al. 2005). Based on our findings in this paper, we summarize our main contribution into
five design guidelines for designing and developing a mobile application for bedside documentation:

1. Seamless and secure log-in/out process: The log-in process needs to be simple and secure so
that healthcare professionals do not waste precious time. The log-out process or an automated log-
out process ensures that clinical documentation is always done in the right name.

2. Utilize scanning technology: The scanning process improves the usability of the application as
well as supports accurate documentation, considering traceability and convenience.

3. Compatibility with other solutions: The mobile application needs to be compatible with other
systems in use at the hospital such as the electronic whiteboards and web applications.

4. Photo quality and security: The photo quality needs to have sufficient resolution to capture the
details of wounds. There was great emphasis on security regarding photos and concerns about how
to proceed when it was not possible to send a picture at a certain point in time.

5. Comprehensive bedside documentation: It is important that healthcare professionals can
complete most of the tasks that they do during bedside visits. If the app only covers a fraction of
the most common procedures, then the value of the application is less in the eyes of healthcare
professionals.

Conclusion

In this paper, we show that bedside documentation through desktop stationary computers has limitations,
and a mobile application, as an extension to the EHRs, can improve the timeliness of security checks,
increase photo documentation, and thereby patient safety. From our findings, we derive five guidelines for
the design of digital health technologies in general and bedside documentation in particular. The five
guidelines are the following: (i) seamless and secure log-in/out process, (ii) utilizing scanning technology,
(iii) compatibility with other solutions, (iv) photo quality and security, and (v) comprehensive bedside
documentation. Moreover, we learned that transparency is important when errors occur, and designing
alternative routes might be necessary for healthcare professionals to carry on with their work. This study
shows the need for careful design of mobile applications when realizing those in complex digital health
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contexts. Incorporating mobile applications into the work of healthcare professionals to perform bedside
documentation significantly improves documentation, outlining better and more reliable data over time.
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Abstract

Atrialfibrillation (AF) is the most common sustained arrhythmia in clinical practice and is associated
with an increased risk of stroke, heart failure, dementia, and death. Its clinical consequences are
largely the result of risk factors that can be modified by lifestyle changes. In this paper, we design and
develop a patient journey for patients receiving treatment for AF to improve patient safety and
healthcare delivery processes. This is an empirical study based on an action design research project
where the main contributions consist of five design principles: (i) detailed request for surgery, (ii)
visualization of patient trajectory, (iii) prioritization of patient waiting list based on real-time data, (iv)
uphold equality and inclusion throughout patient journey, and (v) quick access and visualization of
quality indicators. Furthermore, we propose a digital health platform design for patients with AF that
follows these design principles.

Introduction

Atrial fibrillation (AF) is the most common heart arrhythmia, and if left untreated, it can lead to
serious health complications, including heart failure, cardiomyopathy, stroke, dementia, depression,
and a diminished quality of life (Virani et al., 2021; Hindricks et al., 2021). In Europe, AF places a
significant financial strain on healthcare systems, underscoring the urgent need for strategic
planning to meet growing demands (Ringborg et al., 2008). Many of the risks associated with AF can
be managed through lifestyle changes (Elliot et al., 2023), making prevention and proactive care
essential. As [country’s] population continues to age, the healthcare system must prepare for an
increasing number of AF patients who require ongoing medical support, complex medication
regimens, and frequent monitoring (Stefansdottir et al., 2011). This is where digital health technology
can play a transformative role. A mobile application designed and developed for individuals with AF
could provide real-time monitoring, prioritize healthcare visits based on symptom severity, and
support patients in making crucial lifestyle adjustments. Key focus areas would include exercise,
weight management, sleep quality, blood pressure control, reducing alcohol and tobacco use, and
adopting a heart-healthy diet. To ensure optimal care, the 2020 ESC guidelines recommend a



comprehensive treatment approach that not only manages symptoms through rate and rhythm
control but also targets underlying lifestyle-related risk factors (Hindricks et al., 2021). A well-
designed app could bridge the gap between scientific research, expert recommendations, and
patient care, offering tailored guidance, reminders for prescribed treatments, and remote monitoring
in a user-friendly format. The integration of digital health technology into AF management could grant
patients greater control over their health trajectory while reducing the burden on healthcare
providers.

Efficient resource allocation is crucial to maintaining high-quality care, especially in healthcare
systems that are under strain due to a shortage of healthcare workers. The [hospital name blinded]
is the main healthcare center in [country] and the only hospital in [city] with inpatient, outpatient,
and emergency care services. In addition, it is the only facility where radiofrequency ablation,
cryoablation, or pulsed field ablation for AF is performed. The Department of Cardiology performs
around 350-400 ablations every year. Around 60% of these surgeries are for patients with AF. It is
estimated that these surgeries will increase by 10% every year, mainly because of AF. At the National
Hospital, two cardiologist specialists perform this procedure in the position of 150%. These two
specialists also assess all requests for this procedure and oversee all patients’ rehabilitation and
recovery after surgery with the assistance of specialist nurses. A mobile app remotely monitors AF
patients by categorizing their symptoms into stable (green), mild (yellow), or severe (red), ensuring
thatthose in urgent need receive priority care. This has the potential to optimize healthcare resources
while improving patient outcomes, reducing emergency visits, and enhancing quality of life.
Implementing this solution at the National Hospital’s outpatient Department of Cardiology could
pave the way for broader adoption across [country’s] healthcare system. In addition to symptom
tracking, an app offers educational resources, lifestyle guidance, treatment reminders, and
motivation from healthcare professionals. Patients with AF in [country] have inadequate knowledge
of their conditions and half of them have insufficient health literacy (Erlingsdéttir et al., 2023). This is
similar to what is reported in other counties (Sgrensen et al., 2015). AF knowledge may be improved
using a mobile application where patients are actively involved in the care and health literacy is
considered in the provided patient education. Therefore, a mobile app could potentially lead to better
disease management and more efficient use of healthcare resources.

This paper presents an action design research project with the aim of designing a patient journey
through a digital health platform for patients with AF while improving patient safety and healthcare
delivery processes. The emphasis of the patientjourney is: (i) to collect quality data when an ablation
request is sent to the Department of Cardiology at the National Hospital, (ii) to collect quality data
throughout the patient journey and (iii) to utilize remote monitoring for further data collection and
patient engagement. By exploring the current workflow, identifying areas for improvement,
incorporating user feedback, and evaluating usage, this paper aims to evaluate the digital health
platform’s usability and efficiency in supporting healthcare professionals. We derive design
principles for our design and development process for managing patients with AF and focus on
analyzing the ability of a digital health platform to address the current challenges. Thus, we arrived
at the research question: How can a digital health platform be designed and developed to improve
patient safety and increase efficiency for patients with AF? The project involves implementing remote
monitoring and remote support in the AF outpatient Department of Cardiology. The digital health
platform also provides advice on a healthy lifestyle, which improves patients' health behavior and



can reduce severe symptoms of the disease. Remote monitoring can prioritize visits and reduce the
number of urgent events, including emergency room visits.

Methods

This paper rests on an action design research project (Sein et al., 2011) with the aim of designing and
developing a digital health platform for healthcare professionals (see Figure 1). The digital health
platform was co-designed, involving healthcare professionals (those who will be using the platform),
clinical experts, and the digital development team (researchers) in the design process. The
motivation behind this was to ensure that the respective needs of the different user groups were met
(Islind et al., 2019). For our action design research project, we utilized several types of data sources.
We used two questionnaires and application analytics to collect quantitative data and
complemented that with the qualitative data that we gained from semi-structured interviews. We
went through multiple iterations utilizing these mixed-method data-gathering activities (Byrne and
Humble, 2007). First, we developed an alpha version of a patient journey through the digital health
platform. Second, based on the learnings of the first round we developed a beta version of the digital
health platform that we evaluated with the Department of Cardiology. Finally, based on the feedback
of the healthcare professionals we formalized design principles that should guide the design goals
of the final artifact.

Design Principles:

Rezearchers .
. Detailed request for surgery
. Visualization of patient

___________________________________________________________ trajectory

. Pricritization of patient
E waiting list
*perta Alph . Equality and inclusion

version

N S throughout patient journey

. Quick access and
visualization of quality

indicators

Healthcars Professionals

Figure 1. Action Design Research approach

Alpha version

We had an expert workshop in December 2023 where two doctors and two digital product managers
mapped out the pain points in the current process. The discussion was on the gains and
opportunities of digitally transforming the processes for patients with AF and how a mobile
application could be utilized. The result of the workshop was an alpha prototype in the form of a
patient journey. Some of the features utilized in the patient journey already existed and only needed



to be applied to the AF patient at the CD, such as the digital surgery requests and the mobile
application for patients. Other features, such as a patient group rule engine, needed to be developed
to meet the needs of the AF patient’s journey.

Beta version

The request from the experts was that throughout the patient journey, the digital health platform
would (i) collect quality data when an ablation request is sent to the Department of Cardiology at the
National Hospital, (ii) collect quality data throughout the patient journey, and (iii) utilize remote
monitoring for further data collection and patient engagement. First, we created a custom digital
surgery request for ablations that made it mandatory for cardiologists to fill in relevant information.
Second, we created a digital registration form that could be used to collect information when
patients were prepared for surgery, during surgery, and in the follow-up after surgery. Third, we
adjusted an already available mobile application for patients to meet the needs of healthcare
professionals managing AF patients. This required building a group-based rule engine that would
send automatic messages and notifications to patients while they were on the waiting list and during
follow-up after the surgery. This required several development sprints in the year 2024. We had ten
healthcare professionals participate in the testing and evaluation of this beta version, which was
based on the patient journey developed as an alpha version. The beta version was built within the
web application of the National Hospital’s digital health platform where the features include digital
surgery requests, registration forms for data collection, and patient groups that are the basis for
patient management and the rule engine. The data collection of the ten participants was based on
the two standard questionnaires, System Usability Scale (SUS) and AttrakDiff, as well as semi-
structured interviews.

Artifact

Based on learning from the building, interventions, and evaluation of the beta version we formalized
design principles that should guide the design goals of the final artifacts. Implementation continued
and quality indicators were considered based on the data that was now being collected from the
patients with AF. These outcomes can be characterized as design principles that contributed to the
design goals of the final artifact.

Results

Alpha version - Patient Journey

In this phase, we conducted an expert workshop with two cardiologist specialists and two digital
product managers to create a patient journey for patients with AF. The results of that workshop were
a visualization of the patient journey, where we identified the missing elements as well as the main
emphasis. The needs of the experts in cardiology can be categorized into three main points (i) digital
surgery requests, (i) building an AF registry, and (iii) remote monitoring and patient engagement
through a mobile application.

Digital surgery requests: The implementation of a digital surgery request system for the ablations was
expected to improve traceability and reduce paperwork being lost. The standardized request forms
had mandatory fields, to ensure better patient selection and pre-surgery preparation. They were also



expected to address inefficiencies in the long waiting list (6 months — 2 years) by utilizing the time for
pre-surgery interventions and patient optimization.

Atrial Fibrillation (AF) registry: Develop a certified AF registry with comprehensive demographic and
clinical data to enhance quality control and research. Improve data visualization and access to long-
term outcome tracking while reducing manual data entry. Ensure compliance with data privacy
regulations and streamline integration with hospital databases.

Remote monitoring through a mobile application: Use a mobile app to monitor AF patients on the
waiting list, collecting essential health data to optimize pre-surgery preparation. Provide education,
symptom tracking, and treatment guidance to improve patient outcomes. Integrate with wearables
and sensors (ECG, blood pressure monitors, smart scales, pulse oximeters) for real-time health
monitoring. Ensure secure data hosting at the National Hospital and compliance with patient data
privacy regulations.

The patient journey starts when a cardiologist sends a digital surgery request to the hospital. The
request is processed within 48 hours and if the patients are accepted on a waiting list, they will
automatically receive a digital message to the mobile app for patients from the Department of
Cardiology and the initial questionnaire. Patients can spend 6 months — 2 years on the waiting list
and their health can change drastically during that time. Therefore, patients are monitored remotely
every three months with a questionnaire to the patient app. Depending on their response, their
symptoms and lifestyle are categorized into stable (green), mild (yellow), or severe (red). If they are
marked red a nurse will contact the patient with further advice. The patients undergo medical exams
during pre-op preparation and the nurses collect that data using a custom registration form. The
nurses also collect further data during the surgery concerning the procedure itself and heart
anatomy. The patients are usually discharged the same day and receive a questionnaire in the patient
app for a 1-month post-op. Then for 6 months post-op the patients will visit the operating doctor but
should complete the 6-month post-op questionnaire before arrival. The final questionnaire is sent to
the patients 12 months post-op and if the patients completed the rehabilitation successfully the
session with the Department of Cardiology is closed with a report sent to the patient app. The
patients receive further monitoring with their responsible cardiologist. The data collection through
the patient journey is presented in Figure 2 below.

Every 3 months while
on the waiting-list

)

Initial Regular remote Questionnaire Questionnaire Questionnaire
questionnaire monitoring 1-month post-op 6 months post-op 12 months post-op

. - - - - -
Digital surgery Pre-op Data collection
request preparation during surgery

i S Pt

Figure 2. Data collection through the AF patient journey



Beta version - Building, Intervention, and Evaluation

We created a digital surgery request for ablations that made it mandatory for cardiologists to fill in
relevant information. However, the request had not been implemented at the Department of
Cardiology at the time of the beta version evaluation. We also created a digital registration form that
could be used to collect information about patients when prepared for surgery, during surgery, and
in the follow-up after surgery. The digital health platform is two-fold, on the one hand, a web
application and on the other hand a mobile application (hereinafter called app). The registration form
could either be filled out by a healthcare professional in a web application or sent to the patients
through the patient app. The nurses started using the registration forms for pre-op and surgery data
collection in June 2024. We started sending questionnaires to patients on the waiting list in January
2025 and to post-op patients in March 2025. Healthcare professionals would remotely monitor the
responses from the patients through so-called patient groups in the web application for healthcare
professionals. We collected user feedback from 10 healthcare professionals in the form of two
standard questionnaires (SUS and AttrakDiff) as well as semi-structured interviews.

The standardized usability questionnaire, the SUS, revealed an average score of 65.5 (SD 14.3) for the
application, indicating around average usability with a grade of C. For context, the average SUS score
is 68, and a score of 75 reflects superior performance, surpassing 73% of other products. The user
experience questionnaire, AttrakDiff, showed scores ranging from 0.7 to .94 on all subscales (Figure
3). This questionnaire assesses users' perceptions across four areas: Pragmatic Quality (PQ)
evaluates usability (mean = 0.70), suggesting room for improvement; Hedonic Quality — Identity (HQ-
1) assesses alignment with user identity (mean = 0.94), Attractiveness (ATT), which evaluates overall
appeal (mean = 0.84) indicating potential for improvement; and Hedonic Quality - Stimulation (HQ-
S) measures engagement (mean = 0.94) suggesting a positive impression of the product. Overall, the
results indicate that while users find the application moderately usable and attractive, there are
areas that could benefit from enhancement.
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Figure 3. Results from the AttrakDiff questionnaire

From the semi-structured interviews of the beta version we received feedback that could be
categorized into the main themes (i) challenges in patient follow-up and communication if flagged
red, (ii) the need to send automatic educational material to patients, (iii) need for a better overview
of patient trajectory, (iv) missing automation in data processing and displaying of quality indicators,



(v) overall concerns about how to best engage patients to adopt a healthier lifestyle, and (vi) concerns
about equal access to care once the digital journey is fully implemented.

Artifact - Design Goals

Based on the feedback from healthcare professionals during the evaluation of the beta version it is
evident that changes need to be made to improve both the usability and user experience of the web
application. The data collection into the AF Registry has only been running for ten months, and the
data will become richer during the continued implementation of the digital health platform. There is
a need for data validation, data analytics, and definitions of quality indicators. Healthcare also asked
for better instant visualization of data that was collected throughout the digital patient journey. The
key themes gathered in the beta version evaluation provide valuable insights into users' preferences,
concerns, and suggestions for improving the application's functionality and usability. These
outcomes can be characterized as design principles that contribute to the design of the final artifact.

Discussion

In this paper, we address the research question: How can a digital health platform be designed and
developed to improve patient safety and increase efficiency for patients with AF? We started by
mapping out the patient journey where we identified all the places necessary to collect more data
from either healthcare professionals or the patients themselves. Collecting and reflecting on quality
data is the cornerstone to improve patient safety and increase efficiency for patients. While on the
waiting list, the data collection through a digital surgery request is expected to optimize the
prioritization of patients into surgery, monitor patients’ health trajectories, provide guidance when
needed, educate patients about symptoms, and increase health literacy. Managing a diverse surgical
waiting listis challenging. Some patients are in good health, while others are critically ill. Yet, referrals
sometimes contain just a few lines, far from enough to assess their true condition. It is important to
identify those unlikely to benefit from surgery, avoiding unnecessary risks and costs, while prioritizing
those in urgent need. Right now, referrals rely on brief doctor’s notes, often based on a single visit,
with no follow-up for months or even a year, during which a patient’s condition can change drastically.
Better tracking is key and by monitoring patients over time, it is possible to ensure timely
interventions for those who need them while safely delaying procedures for others. That is how real-
time data could transform patient care.

Maximizing the chances of a successful outcome after surgery starts long before the procedure itself.
The waiting period presents a valuable opportunity to encourage lifestyle changes and optimize
treatment, leading to better overall results. Some patients may improve so much that they no longer
need ablation, while others will experience significantly better outcomes due to proper preparation.
Utilizing technology, continuous monitoring and personalized motivation become more effective
than traditional in-person visits alone. With a more inclusive approach, it becomes easier to track
progress across all patients, ensuring no one is overlooked. If a patient is not making the expected
progress, the app can step in, recommending further tests or treatments to keep them on the right
path. This proactive strategy could not only improve individual results but also enhance the overall
efficiency of care.

To name four major risk factors for AF; obesity, hypertension, excessive alcohol consumption and
smoking, and sleep apnea, significantly impact disease progression and treatment outcomes
(Hindricks et al., 2021). Addressing these factors can improve symptoms and reduce complications.



First, obesity is strongly linked to AF severity. Research shows that losing at least 10% of body weight
can greatly improve symptoms and overall health. An app could support weight management by
tracking progress, offering personalized diet and exercise plans, and facilitating specialist referrals
when needed. Cognitive behavioral therapy (CBT) and digital nudges have proven effective in
promoting weight loss and increased physical activity (Valinskas et al., 2023; Fanaroff et al., 2023).
Second, hypertension is a key contributor to AF and stroke risk, making blood pressure control
essential. An app could help patients log and monitor their blood pressure, provide personalized
lifestyle recommendations, and flag concerning trends for medical follow-up. CBT-based
interventions have been shown to improve adherence to heart disease treatments (Trinquart et al.,
2023). Third, excessive alcohol consumption and smoking increase AF risk, with alcohol having a
stronger association (Tu et al., 2021). Reducing intake has no negative side effects and can enhance
treatment effectiveness. An app could track consumption, offer motivational support, and connect
patients with healthcare professionals. Digital interventions have successfully helped reduce
alcohol and tobacco use (Garnett et al., 2018; Machulska et al., 2023). Finally, sleep apneais closely
linked to AF, and treating it improves ablation outcomes. An app could assist in early detection by
providing risk assessment questionnaires and collecting oxygen saturation data, facilitating timely
referrals for sleep studies when needed (Li et al., 2023). By integrating these tools, a digital health
platform could take a proactive approach to AF management, helping patients make sustainable
lifestyle changes and receive timely medical interventions.

The data collection post-op is meant to monitor patients after surgery, primarily to assess quality-of-
life metrics. This includes overall well-being as well as quality-of-life related to arrhythmia and
identifying late-onset complications. Not all complications arise within the two hours a patient
spends in the operating room. Sometimes, a patient is sent to recovery after the surgery and the
cardiologist specialist goes home. If it's a Friday, they might not be back until after the weekend,
during which issues like groin complications or blood clots could develop without their knowledge.
Some patients undergo multiple cardioversions without the cardiologist specialist even being aware,
leading to unforeseen complications. That is why it is necessary to standardize the data collection
for patients during surgery and post-op. Cardiologist specialists used to handle each case
individually, which made it hard to see the bigger picture. A standardized follow-up process allows
the specialists at the Department of Cardiology to answer basic questions such as: Are these
complications common or rare? Do they occur in specific patient groups? Could the specialists
change something to reduce the risk of recurrence?

Our interviews with the participants showed that they were interested in the data and would like to
see it visualized. Based on that, we theorized that insightful data visualization combined with
actionable feedback can improve decision-making and support continuous quality improvement of
the healthcare service provided at the Department of Cardiology. Participants also mentioned that
automatic feedback in the form of reminders or educational materials could prove useful in terms of
behavior change. The results from the usability and user experience measures show there is a great
need to improve in these areas. Participants mentioned that they could easily collect data through
the registration form in the web application, but when it came to adjusting the forms or exporting
data, they could not figure that out without help from the digital development team. Based on our
combined findings in this paper, we summarize our main contributions into five design principles for
designing and developing a digital health platform for data collection and symptom tracking in
general and for designing and developing a digital health platform for patients with AF in particular:



1. Detailed request for surgery: It is important for the prioritization of patients into the surgery
as soon as possible so that the patients can receive the most appropriate care based on the
symptoms.

2. Visualization of patient trajectory: Healthcare professionals have limited time to monitor
patients remotely and when a patient is flagged red the nurse wants to have easy access to
their recent trajectory and to see the development from past measurements.

3. Prioritization of patient waiting list based on real-time data: From the initial request for
surgery and until the patient is called into preparation for surgery many things can change in
the health of the patient. Educating patients, monitoring their health, and encouraging
changed behavior to support optimal prioritization.

4. Uphold equality and inclusion throughout patient journey: It is important to consider
those who for some reason drop out or cannot participate in a digital patient journey.

5. Quick access and visualization of quality indicators: In order to support decision-making
regarding the healthcare process delivery cardiology, specialists need to reflect on quality
indicators that are easy to access and derive from databases such as the AF Registry.

Conclusion

In this paper, we show that quality data collection is the cornerstone to ensure patient safety and
asses the efficiency of healthcare process delivery for patients with AF. From our findings, we derive
five design principles for data collection and symptom tracking in general and for designing and
developing a digital health platform for patients with AF in particular. The five design principles are
the following: (i) detailed request for surgery, (ii) visualization of patient trajectory, (iii) prioritization of
patient waiting list based on real-time data, (iv) upholding equality and inclusion throughout the
patient journey, and (v) quick access and visualization of quality indicators. Further research includes
exploring how other symptom tracking such as electrocardiograms (ECG) through smartwatches
could contribute to the digital patient journey, looking at quantitative and qualitative measurements
from AF patients. There is also a need to examine how the patient app with its reminders,
questionnaires, and educational material can impact AF patients’ knowledge about their disease and
their health literacy. Finally, by using the AF registry there are opportunities to compare the three
types of ablation surgeries (radiofrequency ablation, cryoablation, or pulsed field ablation) and their
impact on quality-of-life, complications during surgery, and late-onset side effects.
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Abstract

Background: Inflammatory bowel disease (IBD) causes chronic inflammation of the gastrointestinal tract. IBD is characterized
by an unpredictable disease course that varies greatly between individuals and alternates between the periods of relapse and
remission. A low energy level (fatigue) is a common symptom, whereas stress and reduced sleep quality may be the triggering
factors. Therapeutic guidelinescall for effective disease assessment, early intervention, and personalized care using atreat-to-target
approach, which may be difficult to achieve through typical time- and resource-constrained standard care. Providing patients
with a digital health program that incorporates helpful self-management features and patient support to complement standard
care may be optimal for improving the disease course.

Objective: Thisstudy aimed to perform apreliminary program evaluation, analyzing engagement and preliminary effectiveness
and the effect on participants energy levels (fatigue), stress, and sleep quality, of a newly developed 16-week digital health
program (SK-311 and SK-321) for patients with IBD.

Methods: Adults with IBD were recruited to participate in a real-world, live, digital health program via Finnish IBD patient
association websites and social media. No inclusion or exclusion criteria were applied for this study. Baseline characteristics
were entered by the participants upon sign-up. Platform engagement was measured by tracking the participants event logs. The
outcome measures of stress, energy levels (fatigue), and quality of sleep were reported by participants through the platform.
Results:  Of the 444 adults who registered for the digital health program, 205 (46.2%) were included in the intention-to-treat
sample. The intention-to-treat participants logged events on average 41 times per week (5.9 times per day) during the weeksin
which they were active on the digital platform. More women than men participated in the intervention (126/205, 88.7%). The
mean age of the participantswas 40.3 (SD 11.5) years, and their mean BMI was 27.9 (SD 6.0) kg/m?. In total, 80 people provided
the required outcome measures during weeks 12 to 16 (compl eters). Treatment completion was strongly predicted by the number
of activedaysinweek 1. Analysis of the completers (80/205, 39%6) showed significant improvementsfor stress (t;g=4.57; P<.001;
percentage change=—23.26%) and energy levels (t;q=—2.44; P=.017; percentage change=9.48%); however, no significant
improvements were observed for quality of sleep (t;g=—1.32; P=.19).

Conclusions: These results support the feasibility of adigital health program for patients with IBD (SK-311 and SK-321) and
suggest that treatment completion might have a substantial positive effect on patient-reported stress and energy levels in a
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real-world setting. These findings are promising and provide initial support for using the Sidekick Health digital health program

to supplement standard care for patients with IBD.

(JMIR Form Res 2023;7:€39331) doi: 10.2196/39331
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Introduction

Background

Inflammatory bowel disease (IBD) is a chronic disease often
diagnosed early inlife, during childhood or early adulthood [1].
The disease causes chronic inflammation of the gastrointestinal
tract and clinicaly includes Crohn disease (CD), ulcerative
colitis (UC), and unclassified IBD [2]. The incidence of IBD
has been steadily rising worldwide, and it is considered one of
the most common gastrointestinal diseases since the beginning
of the 21st century [3]. Currently, the prevalence rates are
highest in high-income countries (Europe and North America).
However, over the last decades, its prevalence has a'so rapidly
increased in low-income countries in Asia, Africa, and South
America, emphasizing the increasing global burden of IBD
[3,4].

Although the etiology of IBD remains largely unknown, it has
been postulated to result from an uncontrolled immune response
to atrigger in genetically proneindividuals[5]. A trigger may
include physiological and environmental factors such as diet,
smoking, and stress, although the role of these factorsin IBD
isnot entirely clear [6]. IBD ischaracterized by an unpredictable
disease course that varies greatly between individuas and
aternates between periods of active (relapse or flare-ups) and
inactive (remission) disease [7]. The main symptoms include
episodes of abdominal pain, diarrhea, rectal bleeding, weight
loss, bowel urgency, and fatigue or lack of energy [1,5].

In arecent study [8], fatigue was reported as one of the most
common disabling symptoms (86.9%) in adult patients with
IBD. Furthermore, among patients with active disease, sleep
problems, in addition to fatigue, were reported significantly
more often than among patients in remission. Notably, stress
was perceived by these patients as one of the primary triggers
for IBD flare-ups [8], athough reduced sleep quality and
increased stress may also be a result of increased disease
activity, pain, and fatigue during aflare-up [9,10]. Nevertheless,
growing evidence suggests that reduced sleep quality, and
particularly stress, may act as a promoting factor or
relapse-triggering factor for IBD [11,12]. Reduced sleep quality
and stress, therefore, seem to both trigger fatigue and other IBD
symptoms and result from IBD, which points to a challenging
and negative vicious circle between these interrelated factors.

In general, the unpredictable nature and often debilitating effects
of various coexisting |BD symptomslead patientsto consistently
report alow quality of life, high rates of health care use, and
decreased productivity [13,14]. As there is currently no cure
for I1BD, treatments are primarily focused on symptom
management, mucosal healing, and prevention of relapses to
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improve patient quality of life and reduce the cost and burden
of care. When applying conventional treatment approaches,
almost 50% of the patients with CD and 16% of the patients
with UC require intestinal surgery within 10 years of diagnosis
[15,16]. Strikingly, up to 70% of individuals with CD and
approximately 30% of those with UC will undergo
gastrointestinal surgery at least once in their lives [17].
Therefore, a treat-to-target (T2T) approach, involving close
monitoring of specific and objective measures of inflammation,
has recently been advocated for IBD to improve long-term
patient outcomes and reduce the need for surgery [18,19]. The
T2T approach aims to reduce or prevent disease progression,
prevent bowel damage, and promote mucosa healiing by
encouraging personalized care and early intervention [18,20].
However, T2T approaches are challenging to implement in
clinical practice, where patients are only seen every few months
for alimited amount of time. Providing patients with effective
self-management strategies to complement outpatient care is
therefore optimal.

Digital Health Programs

With the rapid rise of digitalization, digital health programs
may be a promising medium for complementing traditional
outpatient care and achieving a T2T goal. Digital health
programs may facilitate improved communication between
patients and health care providers. They may also provide
patients with a means of tracking their symptoms and medical
information, learning about their condition, and getting their
guestions answered. A study of the effects of smartphone
interventions on long-term health management of chronic
diseases found that patients who used digital interventions felt
more secure about their condition, were more involved in their
own care plans, and felt better taken care of outside the hospital
or clinical setting [21]. Furthermore, digital interventions have
been associated with decrease in health care costs and increase
in convenience, productivity, and efficiency [22].

Studies investigating digital interventions for other chronic
diseases such as diabetes, cardiovascular diseases, asthma, and
gastrointestinal diseases have shown promising improvements
in clinical outcomes in some, although not al, studies [23,24].
Specificaly, the digital health programs delivered via the
Sidekick Health digital therapeutics platform have previously
shown promising resultsin treating obesity and type 2 diabetes
[25,26]. Recent studies have noted that research into platforms
for gastrointestinal diseases is limited compared with that for
other chronic diseases and that most of the platforms have a
lack of professional medical involvement [27]. Consequently,
the evidence supporting IBD-specific platforms, particularly
those involving medical professionals’ involvement, is limited
[28].
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Study Objective

The Sidekick Health digital health program (SK-311 and
SK-321) for IBD was developed based on evidence-based
clinical guidelines with expert medica and behaviora
involvement. The intervention was recently deployed for use
among patients with IBD in Finland and launched for the first
time in May 2020. This preliminary program evaluation was
performed to assess engagement with the digital platform and
to investigate the initial outcomes from this newly devel oped
digital health program delivered via the Sidekick Health
platform on participants’ energy levels (fatigue), stress, and
sleep quality, as all these factors play an important role in the
course of IBD.

Methods

The Sidekick Health Digital Platform

Sidekick Health digital therapeutics (Sidekick) is a gamified
digital platformthat specializesin the delivery of evidence-based

Figure 1. The Sidekick Health digital platform.

L

Today's Missions

ThelBD Digital Health Program (SK-311and SK-321)

Theoverarching god of thisnewly developed Sidekick Headlth's
IBD digital health program (SK-311 for patients with UC and
SK-321 for patientswith CD) isto improve patients' well-being.
Primary targetsinclude reducing stresslevels, improving quality
of sleep, and improving energy levels. These targets are
addressed through learning about disease, learning about
cognitive behavioral strategies for behavior change, practicing
mindfulness and meditation, increasing physical activity levels,
and improving nutrition.

Previous studies have associated lifestyle changes with improved
quality of lifein patientswith IBD [31]. In particular, agrowing
body of research has shown that patients with IBD might have
psychosocial issues, including stress, anxiety, and depression,
which can benefit from nonpharmacological interventions
[32-34]. Among these, cognitive behavioral therapies, delivered
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digital health programs, including patient support and remote
patient monitoring [26]. The platform combines an
evidence-based clinical approach with behavioral economic
principles and gamification [29]. Sidekick has developed arange
of digital health programs for various therapeutic areas,
including IBD. These interventions include personalized
disease-specific education and treatment support, personalized
behavior change goals, action plans, and feedback. Behavioral
and medical experts have devel oped the interventions based on
thelatest evidence-based clinical guidelinesand behavior change
theories. The Sidekick platform [30] was designed to increase
the frequency of healthy behaviors through goal setting,
self-monitoring, and completion of health-related tasks (ie,
gamification of tasks) in 4 main categories: nutrition (food),
physical  activity (move), stress management and
psychoeducation (mind), and health (tracking of medications,
supplements, and health-related outcomes; Figure 1). By
completing gamified tasks, participants accumulate points that
provide recognition (eg, in the form of badges) and altruistic
rewards (eg, charitable water donations).

in person or web based [35,36], and mindfulness training [37]
have shown encouraging results in improving psychological
symptoms and the quality of life of patients with IBD.

The program contained 16 modules in the interventional
program. Each module consisted of 1 week of intervention,
which included 3-7 psychoeducational videos aimed at teaching
or training new skills (skillsrelated, among others, to resilience,
self-care, nutritional habits, sleeping, physical activity, and how
to change habits). The modules ran in a preset order, but
participants could rewatch videos from previous modulesin the
app library. Each week, the patient was provided with automatic
messages and personalized daily missions to complete certain
tasks within the platform such as being physicaly active;
practicing meditation and mindfulness; drinking water; eating
well; watching psychoeducational videos; and rating their quality
of sleep, stress, and energy levels. Patients are also provided
with a community feed, where information is provided about
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general health and IBD-related topics. In addition, aspecialized
IBD nurse monitors patient activity and sends out weekly
feedback and motivational messages. Via the care portal, the
nurse can see al the activity userslog in the app. On the basis
of the activity logged, in combination with the program'’s or
participants' personal goals, the nurse provides personalized
feedback. This feedback can be positive, negative, or
instructional, although nurses are recommended to preferably
combine instructional and positive feedback. For instance, in
weeks that are focused on nutrition, participants may be asked
to take picturesof their food and rate the healthiness and portion
size. The nurse can then provide feedback on the food and the
rating, perhaps suggesting healthier options or simply
congratulating them on the healthy choice they made.

The minimum weekly in-app tasks that participants were
encouraged to complete wereto perform 150 minutes of physical
activity; log stress, sleep, and energy levels 3 times per week;
eat 2 healthy meals daily; perform 2 guided meditations and 1
mindful ness exercise per week; and walk 21,000 steps per week.
The weekly number of stepsis automatically personalized; the
weekly number is adjusted up (or down) based on the
participant’s step count in the previous week (but will not be
<3000 steps per day).

Data Collection

The data reported in this preliminary program evaluation were
collected using the Sidekick Health platform in a real-world
setting. The platform has restricted access to persona data,
including encryption according to the military-grade 256-bit
Advanced Encryption Standard, and is compliant with the
relevant regulations (eg, General Data Protection Regulations).
For this eval uation, anonymized data were extracted for further
processing and analysis. No personal or identifiable data were
included in the data set, which consisted of participant
demographics and platform interactions.

Patient Recruitment

Potential participantswererecruited from Finland vialocal IBD
patient association websites and social media (Facebook and
Instagram advertisements). Potential participants could click
on posts through the websites and social media, which directed
them to a landing page [38]. From there, they received a link
with instructions on how to join the intervention. Participants
who (1) joined theintervention, (2) provided informed consent,
(3) logged at least 1 mission during week 1, and (4) provided
the patient-reported outcome metrics of interest for this study
during the first week of their intervention (stress, energy levels,
and qudity of deep) constituted the intention-to-treat (1TT)
sample[39]. Participantswho also provided the outcome metrics
between weeks 12 and 16 and were active for at least 12 weeks
(807205, 39%) were considered completers.

M easurements

Baseline Characteristics

Participants entered baseline demographic characteristics (date
of birth, gender, height, and weight) upon platform sign-up
(intervention onboarding). BMI (kg/m?) was calculated based
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on participants’ height and weight, and age was calculated from
participants' date of birth.

Engagement

Platform engagement was measured viaparticipants event logs
(missions completed) within the platform (daily and weekly).
A participant was considered active if at least 1 mission was
completed during a specified period (either a day or a week).
On the basis of the event logs, the average weekly platform
interactions and average weekly interactions with mission
categories (food, move, mind, and health) were calculated for
each participant for their total active weeks. Of note, given the
nature of our digital health program, engagement with the
platform can be considered as a proxy for healthy behaviors
adopted by the users in everyday life. Platform engagement
during week 1 was quantified viaparticipants number of active
days during the first week (range 1-7) and by how many
onboarding activities (registering demographic information:
age, gender, height, and weight) they performed during that
week (ranging from 0 to 4).

Stress, Energy Levels, and Quality of Sleep
Patient-reported stress, energy levels, and quality of sleep were
assessed using a Likert scale ranging from 0 to 10. Logging of
stress, energy levels, and quality of sleep scoreswas encouraged
daily (or at least 2 times per week) as part of the intervention’s
prescribed daily missions. The average reported scale score
during the first week was used as the week 1 score (first
observation), and the average reported scale score for a
participant’s last active week in the program was used as their
last observation.

Statistical Analysis

Summary statistics were calculated for demographic and
baseline characteristics to describe the overall sample and the
subgroups designated as completers and noncompleters. To
determine whether there were differences between the groups
for these variables at baseline, 2-tailed t test and chi-square test
were performed. Platform engagement was quantified for week
1 asfollows: (1) the number of days active during week 1 and
(2) the onboarding score. Platform engagement throughout the
intervention was quantified as average weekly platform
interactions and average weekly interactions for each category
(mind, move, food, and health), including average weekly video
lessons watched within the mind category. These variableswere
estimated by cal culating mean and SD val ues across participants
and median values and IQR for a more accurate description of
nonnormal distributions.

Concerning the analysis of longitudinal clinically relevant
outcomes (quality of sleep and energy and stress levels), only
participants who completed the program were included in the
analysis. Paired sample 2-tailed t tests assessed changes between
baseline and program completion in self-reported stress, energy
levels, and quality of sleep for the completers. The analyses
were performed both with and without imputation using the
method of last observation carried forward (LOCF) [40] for the
missing data at follow-up (week 16). In addition, Cohen d and
the percentage change (from baseline to the end of the program)
were cal culated. The Spearman rank correlation coefficient was
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used to assess the associ ations between variables. All statistical
analyses were conducted using R (version 4.1.2; R Foundation
for Statistical Computing) and SPSS Statistics (version 27; IBM
Corp; Build 1.0.0.1508; 64-bit edition). Visual inspection and
graphic depiction of datawere conducted using Seaborn version
0.10.1 (Python Software Foundation), a Python library for data
visualization. The study flowchart was generated using
Diagrams version 14.4.7 (JGraph Ltd).

Ethical Considerations

All participants provided informed consent beforeinclusionin
the study. The platform had restricted access to persona data
and was compliant with relevant regulations. For this program
evaluation, anonymized data were extracted. The participants
were not compensated for their participation in the study. The
study was exempt from review by The National Bioethics
Committee Board of Iceland (Ministry of Welfare). The study
was conducted in accordance with the ethical principles of the
Declaration of Helsinki 2008.

Results

Overview

The evaluation of the digital health program was launched in
Finland on May 21, 2020. Initialy, 444 people signed up and
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provided informed consent. Thispreliminary program evaluation
aimed to examine engagement and retention during the 16
weeks. In addition, the effects of the intervention on 3 clinical
outcomes were tested: levels of stress, energy, and quality of
sleep. A total of 239 participants who did not report these
outcomes or did not log any mission during their first program
week were excluded (Figure 2). The derived sample consisted
of all potential participants who (1) signed up for the program,;
(2) provided informed consent; (3) completed the 3
self-assessments in week 1; and (4) had sufficient time from
their sign-up date to go through 16 weeks when data were
retrieved on February 1, 2021. Thesecriteriaresultedinan ITT
sample size of 205 participants. Of these 205 participants, 80
(39%) completed the required outcome measures sometime
during weeks 12 to 16 and were considered study completers,
whereas the other 125 (61%) participants were considered
noncompleters. All participantswereincluded in the engagement
and retention analyses, whereas only completerswereincluded
in the evaluation of clinical outcomes. Figure 2 provides the
participant flow through the intervention.

Figure2. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flowchart of the study. ITT: intention-to-treat.
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Participant Characteristics, Engagement, and
Well-being at the Start of the I ntervention

Baseline characteristics of the total group of participants (ITT
sample: 205/205, 100%), completers (80/205, 39%), and
noncompleters (125/205, 61%) are provided in Table 1. On
average, the participants were aged 40.3 (SD 11.5) years and

Oddsson et al

had a BMI of 27.9 (SD 6.0) kg/m?, with 63% (126/200) of
participants being overweight or obese. Therewere significantly
more women (126/142, 88.7%) than men (P<.05) among those
who reported their gender (142/205, 69.3% of the ITT sample).
Diagnosis (UC or CD) was not significantly different between
the completers and noncompleters.

Table 1. Participants’ baseline characteristics, engagement, and well-being (week 1).

Total intention-to-treat sample (N=205) Completers (n=80) Noncompleters (n=125) Pvalue?

Characteristics

Female

Value, N2 142

Value, n (%) 126 (88.7)
Age (years)

Value, N b 140

Value, mean (SD) 40.29 (11.52)
BMI (kg/m?)

Value, NP 200

Value, mean (SD) 27.85 (6.05)

BMI groups, n (%)
Underweight (BM1<18.5) 5(24)
Normal weight (BMI 18.5- 69 (33.7)

24.9)
Overweight (BMI 25-29.9) 64 (31.2)
Obese (BMI1=30) 62 (30.2)
Diagnosis, n (%)
uce 146 (71.2)
cpd 59 (28.8)
Engagement

Onboarding score

Value, N 205

Value, mean (SD) 3.35(0.95)
Days active week 1

Value, N 205

Value, mean (SD) 4.66 (2.37)
Well-being, mean (SD)

Stress 4.48 (2.23)

Quality of sleep 6.10 (2.16)

Energy levels 5.78 (1.79)

63
63 79
55 (87.3) 71(89.9)
44
62 78
39.45 (9.97) 40.96 (12.63)
50
78 122
27.49 (6.22) 28.08 (5.95)
20
4(5) 1(0.8)
27 (34) 42 (33.6)
27 (34) 37(29.6)
20 (25) 42 (33.6)
62 (78) 84 (67.2) 1
18 (29) 41 (32.8) 1
02
80 125
3.54(0.81) 3.22(1.01)
<001
80 125
6.63(0.79) 3.41(2.19)
4.43 (1.89) 452 (2.43) 76
6.16 (1.68) 6.06 (2.42) 70
5.80 (1.65) 5.77 (1.89) 89

8Comparison of data from completers and noncompleters.
ONumber of participants who reported these data.

CUC: ulcerative colitis.

deD: Crohn disease.

When looking at engagement during week 1, completers were
active (logged events) for more daysthan noncompl eters (mean
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6.63, SD 0.79 vs 3.41, SD 2.19; t;eg,,=—14.970; P<.001).
Completers also had a higher onboarding score than
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noncompleters, indicating that they filled out more background
information during the first week (mean 3.54, SD 0.81 vs 3.22,
SD 1.01; tyg50=—2.454; P=.02). No other differences were
observed between completers and noncompleters at week 1
(Table 1).

Participants' engagement during their first week of the
intervention was determined by counting their number of active
daysin that week. Of the participants categorized as compl eters,
74% (59/80) visited the platform every day during their first
week. Approximately all participants (77/80, 96%) were active
for >4 days during that week. The distribution of active daysin
week 1 among noncompleterswas more diversethan that among
completers. Of the 125 noncompleters, 30.4% (n=38) visited
the platform only once during their first week, and 70.4% (n=88)
were active for <4 days (Multimedia Appendix 1).

Table 2. Weekly platform engagement.

Oddsson et al

Platform Engagement Throughout the | ntervention

We analyzed the number of participants who accessed the
platform each week throughout the intervention period
(MultimediaAppendix 1). A total of 205 participantsjoined the
intervention during week 1. Of the 205 participants, 141 (68.8%)
accessed the platform in week 2 and 103 (50.2%) accessed the
platforminweek 5. From week 6 onward, most of theremaining
participants were retained throughout the intervention.

Theweekly number of eventslogged within the platform, within
each platform category (food, move, mind, and health), and data
on engagement with the lessons (psychoeducational videos)
were tracked (Table 2). On average, participants logged 40.9
(SD 43.7) weekly interactions with the platform (median 26.4),
with the most popular category being the food category, where
participants logged an average of 18.1 (SD 21.4; median 10.0)
interactions.

Values, mean (SD) Values, n?

Weekly average per participant, median (range; IQR)

Total interactions 40.89 (43.69) 205
Food category 18.11 (21.36) 197
Move category 9.36 (12.88) 186
Mind category 11.84 (10.90) 205

Videos watched 2.63 (1.67) 169
Health category 5.10 (11.07) 127

26.40 (3.00-290.13; 11.94-53.60)
10.00 (0.64-120.14; 4.17-24.34)
7.42 (0.50-153.88; 2.72-12.22)
8.50 (1.18-72.44; 4.00-16.38)
2.63 (0.06-7.67; 1.00-3.81)

1.19 (0.06-102.63; 0.31-4.67)

@Number of participants that entered data.

Analysisof FactorsAffecting I ntervention Completion

Both measures of engagement during week 1, namely,
onboarding scores and active days during week 1, differed
between completers and noncompleters at baseline (P=.02 and
P<.001; Table 1), and their predictive value for treatment
completion was further evaluated using logistic regression
models (Table 3). In model A, the variable active days during

Table 3. Logistic regression models for intervention completion.

week 1 was a strong and significant predictor of completion
status. However, the variable onboarding score was not a
significant predictor of completion status after controlling for
participants active days during week 1. As shown in model B,
the variable active days during week 1 predicted completion
status to the same degree as including both variables (active
days and onboarding score) in model A (Table 3).

OR?(95% Cl) P value Nagelkerke R?
Model A intervention completion
Predictor variables 0.606
Active daysin week 1 2.965 (2.145-4.099) <.001°
Onboarding score 1.211 (0.773-1.898) .40
Model B intervention completion
Predictor variables 0.603
Active daysin week 1 2.981 (2.157-4.120) <.001

80R: odds ratio.
DThe P<corrected o is .05/2=.025.
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Analysis of Changesin Quality of Sleep, Stress, and
Energy Levels

The results for changes in quality of sleep, stress, and energy
levelsfor the completersare summarized in Table 4. To exclude
the possibility of biased results because of the LOCF imputation
method, we performed apaired 2-tailed t test analysisboth with
and without LOCF imputation for missing data. With both
approaches, we observed differencesin the outcomesfor stress,

Table 4. Intervention outcomes sleep, stress, and energy in the completers.
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which were significantly reduced (mean difference 1.03, P<.001
with LOCF; mean difference 1.16, P<.001 without L OCF), and
for energy levels, which were significantly increased (mean
difference -0.55, P=.017 with LOCF; mean difference -0.66,
P=.01 without LOCF). No significant differences were observed
in the outcome sleep quality, either with or without LOCF (Table
4). The distribution of ratings for stress, energy levels, and
quality of sleep for the completersis shown in Figure 3.

Mean difference (SD; 95% ClI) t test (df) Pvaue  Changefrom week 1to last active week (%) Cohend

With LOCF?

Sleep -0.28 (1.90; -0.71 t0 0.14) -1.32(79) 19 46 -0.147

Stress 1.03(2.02; 0.58t0 1.48) 457 (79) <00lP -2326 0.511

Energy -0.55 (2.02; -1 to -0.10) -2.44.(79) 017 9.48 -0.273
Without LOCF

Sleep -0.30(1.96; -0.78 t0 0.18) -1.27 (68) 21 492 -0.208

Stress 1.16 (2.11; 0.65t0 1.67) 4,54 (67) <.001 -26.23 0541

Energy -0.66 (2.01; -1.16 to -0.17) -2.67 (65) .01 114 -0.34

4 _OCF: last observation carried forward.
Bitalicized P valuesindicate significant differences.

Figure 3. Ratings for energy levels, quality of sleep, and stress levels of completers from first to last observation in the completers group. Energy
levels, quality of sleep, and stress levels were scored by participants on ascale of 0 to 10 at the first and last observations. The box plot represents the
1QR with Tukey-style whiskers; the horizontal linein the box plot represents the median. Each dot represents the score of asingle individual .
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Associations Between Baseline Char acteristics,
Engagement Indicators, and Outcomes

For the completers, we also analyzed whether there were any
associ ations between changes in the outcome variables (quality
of deep, stress, and energy levels) and the following variables
at baseline: age; BMI; active daysin week 1; onboarding score;
quality of sleep, stress, and energy levels in week 1; and
platform engagement. As shown in Table 5, we observed that
for al outcomes, there were significant correlations between A
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changes in the outcome measures and their respective baseline
values (sleep r=—0.5, stress r=0.43, and energy r=-0.56). To
test whether these correlations indicate a differential effect of
the treatment according to the baseline levels, we recomputed
them using the Oldham method [41]. The Spearman rank
correlation values between A changes and their respective
baselines with the Oldham method were as follows. sleep
r=—0.07, stress r=-0.13, and energy r=-0.008. In addition, A
for deep quality correlated with age, stress level at baseline,
and the number of food missions.

Table5. Correlation between changes in outcome measures and study variables (n=80).

A2 Sleep A Stress A Energy

p P vaue Values, n (%) p Pvalue Values, n (%) p P value Values, n (%)
Age 0.27 o04b 62 (78) 0 .98 62 (78) 0.11 .39 62 (78)
BMI -0.21 .06 78 (98) -003 .79 78 (98) 0.03 81 78 (98)
Active days week 1 0.04 72 80 (100) -011 .35 80 (100) 0.05 .66 80 (100)
Onboarding score 0 .997 80 (100) 0.04 74 80 (100) 0.11 34 80 (100)
Sleep week 1 -05 <.001 80 (100) 0.11 34 80 (100) -019 .09 80 (100)
Stress week 1 -0.27 .02 80 (100) 0.43 <.001 80 (100) -022 .05 80 (100)
Energy week 1 -0.1 .38 80 (100) 0.1 .39 80 (100) -056  <.001 80 (100)
Total interactions 0.21 .06 80 (100) 0.06 .58 80 (100) 0.13 .26 80 (100)
Food 0.23 .04 80 (100) 0.05 .66 80 (100) 0.08 .50 80 (100)
Move 0.18 A1 80 (100) 0.09 43 80 (100) 0.18 A1 80 (100)
Mind 0.16 17 80 (100) 0.05 64 80 (100) 0.1 .38 80 (100)
Video 0.08 51 79 (99) -0.13 24 79 (99) 0.17 15 79 (99)
Medical -0.02 .90 76 (95) -004 .70 76 (95) 0.09 42 76 (95)

@A is the difference between the scores of the previous week and week 1.
bitalicized P valuesindicate significant differences.

Discussion

Principal Findings

Inthispreliminary program eval uation, we assessed for thefirst
timethereal-world benefits of the Sidekick Health’sIBD digita
health program. Overall, we observed that participants were
highly engaged with the treatment and that 39% (80/205) of the
ITT sample completed a minimum of 12 weeks out of the
16-week intervention (completers). Of note, treatment
completion was strongly predicted by the number of active days
during week 1. In addition, we found that the compl eters showed
statistically significant improvementsin stressand energy levels
from baseline to treatment completion.

Engagement with the platform is a prerequisite for reaping the
benefits of participation. The participantsin our sample engaged
with the platform on average 41 times per week during the
weeksin which they were active, which shows high engagement.
Notably, the number of days a participant was active during the
first week of the intervention was a robust predictor of
intervention completion. Only 9% (7/80) of completers were
activefor <6 days during thefirst week. This presumably shows
that participantswith the highest motivation levelswhen starting
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the intervention are, as expected, the most likely to complete
the sign-up and onboarding process and then to continue
throughout the intervention. Nevertheless, to inform future
tailoring of the intervention to individual participants
characteristics, reasonsfor participation, and motivation levels,
improvements could include baseline measures of these factors
to elucidate these findings.

Concerning the clinical outcomes, the findings from thisinitial
evaluation are very promising given the high frequency of
experiencing fatigue (low energy levels) by patients with IBD
and its debilitating impact on quality of life [8]. In addition, as
stress has been documented to be perceived by these patients
as one of the leading causes of IBD flare-ups [8], observing
reduced stress levels from the first to the last report is very
encouraging. Asexisting IBD treatments are primarily focused
on symptom management, prevention of relapses, and a T2T
approach, providing patients with effective self-management
strategies in the form of a digital platform to complement
outpatient care may be optimal. On the basis of the results
observed from this initial evaluation of the Sidekick Health
real-world, live, digital health program, and consistent with
results from other studies[22], thisdigital health program may
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be promising as a supplement to standard care. This may
facilitate the achievement of T2T goalsin patients with IBD.

The observed correl ations between each of the outcome changes
(sleep, stress, and energy) and their baseline levels could suggest
adifferential effect of the digital health program according to
the starting baseline value (eg, participants with lower energy
levels at week 1 showed larger increasesin energy levels at the
end of the program). However, the negative associations
between outcome changes and the corresponding baseline values
of the same variables are most likely because of regression to
themean and mathematical coupling [42]. Indeed, when testing
these associations using the Oldham method, we could not find
any evidence for adifferential digital health program effect for
different baseline values [41].

Limitations

This study is a real-world evauation of an ongoing, live
intervention deployed at scalefor patientswith IBD in Finland.
As aresult, alimitation of the study is that the initial patient
sample may be biased, perhaps leaning toward relatively
younger patients, more female patients, and more motivated
patients who used to engage with smartphone apps. However,
this requires further investigation. Other interindividual
differences may aso contribute to selection bias; for example,
personality traits such as openness and extraversion might be
more prevalent among people interested in the new digital
platform. In addition, participants with milder symptoms, and
therefore higher energy levels, might show a higher adherence
to the treatment. However, completers and noncompleters of
the treatment did not differ on any of the disease-related
variables (energy, sleep, and stress) at baseline. Another
limitation of this study may be that the disease status of these
patients was not medically ascertained. However, self-reported
diagnosis was included, and percentages of UC and CD
diagnoses were not found to differ between completers and
noncompleters. The sample may aso be biased because
recruitment occurred through a patient association website and
their social marketing efforts that may not have reached all
patients with IBD. In addition, for this analysis, we only
examined the participants who logged the outcomes of interest
during week 1 (baseline). Asaresult, our sampledid not include
everyonewho registered for theintervention but rather aselected
group of participants.

For future evaluations, it would be interesting to examine IBD
patient population characteristicsin Finland and compareit with
the characteristics of the sample that enters our platform. In
addition, for our purposes, we will look into our onboarding
process and the factorsthat may affect dropout and engagement
in the first days of the intervention, as the data from this study
seemed to indicate the importance of high engagement in week
1 for predicting completion. Determining ways to get
participants “hooked” on the platform during week 1 might be
worth investing in. The collection of additional data on
participant characteristics may allow for a better comparison
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with patientswith IBD from the general population, which may
help us find more varied methods for participant recruitment.
The last notable limitation of this preliminary program
evaluation is the lack of validation of the outcome metrics
quality of sleep, stress, and energy levels and the absence of a
control group for thelongitudinal analysis. However, vaidation
of these metrics against clinicaly validated measures is
underway in ongoing research. Moreover, the effect of the digital
health program on clinical outcomesin IBD will betested in a
futureclinical trial with appropriate controls and randomization,
which are beyond the scope of this preliminary program
evaluation.

These limitations present an important caveat for generalizing
our findings. In addition, the attrition rate of those who entered
theintervention wasrelatively high, although high attrition and
differential attrition are commonin digital health research [43].
We consider the total retention rate of about 40% during the
16-week program as a fairly good result considering the
framework and recruitment. In a recent analysis of retention
data from >100,000 participants enrolled in 8 digital health
studies, more than half of the participants dropped out after the
first week (median retention 5.5 days) but with substantial
variability across studies and according to participant
characteristics (range 2-26 days) [44]. However, retention in
future apps could be further improved by refining the
recruitment strategy, by using further tailored in-app rewards,
and by adding one-to-one coaching sessions with experts and
physicians, thus improving patient monitoring and motivation.
The scalability of digita interventions may alow for the
recruitment of the sample sizes necessary for adequately
powered mediation and moderation tests to explore potential
predictors of intervention outcomes further. Of particular interest
is the addition of more metrics (eg, disease state, flare-up or
remission, pain perception, and symptom severity) to this
platform, which will allow for more personalization of the
intervention. As relapses in IBD are difficult to predict [7],
ideally, adding more features for improving disease monitoring
and improving the data collection processwill allow usto gather
data over time to identify variables that may predict relapse.
Thisinformation could subseguently improve our interventions
further and help prevent flare-ups by early symptom detection
and treatment. This would help in maintaining remission and
avoiding irreversible bowel damage and decreased quality of
life owing to the long-term effects of IBD.

Conclusions

To conclude, this initial evaluation shows the feasibility and
the potential benefits of areal-world digital health program for
patients with IBD. Indeed, high engagement and retention with
the digita platform seem to positively influence the
patient-reported ratings of stress and energy levels. These
findings are promising and provide initial support for the use
of the digital health program for supplementing traditional
outpatient care in the management of IBD.
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Multimedia Appendix 1

Participation during the first week and overall during the intervention. (A) Number of active participants during the first week
of intervention asafunction of the number of active days. The distribution of theintention-to-treat (ITT) samplewas split between
completers and noncompl eters, and 39% (80/205) of the participantswere considered completers. (B) Number of active participants
throughout the 16-week intervention (ie, participants performing at least 1 activity on the platform during a particular week). The
percentage displayed at the top of each bar was calculated based on active participants versus the total ITT sample. Overall, 40%
(82/205) of the participants were active during the 12th week of the intervention, and their participation was stable from that
week onward.

[PNG File, 109 KB-Multimedia Appendix 1]
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Abstract

Purpose: The use of digital health technologies (DHT) combined with digital nudging is rapidly growing. Digital
nudges have the potential to impact patient treatment, safety, and management. DHTS, such as mobile applications in
combination with smartwatches and other self-trackers, can increase the quality of life of patients. Although digital
nudges have been explored and studied in the context of treatment, there is a need to further explore how DHT that
rely on digital nudges can be utilized in healthcare settings and if they are effective. Considering that, there is a need
for a systematic literature review on the topic. We synthesize research on how digital nudging is utilized to enhance
DHTs by addressing the research question: “How can digital nudges be used within digital health technologies in
healthcare settings to support patient treatment, safety, and management?” The approach was to systematically
analyze the use of digital nudging within the domain of healthcare settings.

Methods: A systematic review based on the PRISMA guidelines was conducted by searching the following databases:
Scopus, PubMed, ACM Digital Library, Web of Science, and IEEE Xplore. In total, there were 3655 papers after
excluding duplicates. Through a selection process, we arrived at 151 peer-reviewed papers that were read, after which
the last inclusion step in the systematic review yielded 62 papers that were included in the analysis.

Results: First, we classified these contributions across established digital nudging categories, as well as summarized
the main characteristics of the DHTs. Second, our findings indicated that digital nudging within DHTs was
prominently used for patients in the healthcare settings of (i) metabolic and physical activity, (ii) treatment adherence,
(iii) addiction disease, (iv) rehabilitation, (v) mental health, and (vi) children’s health. Third, we showed that digital
nudges are effective in some healthcare settings when applied to DHTs. They can support the treatment and
management of patients where the goal is an improved lifestyle, i.e., more exercise, weight loss, less drinking and
smoking. They support documentation and, therefore, patient safety in the adherence to treatment and mental health
interventions.

Conclusions: In this paper, we show that digital nudges are used in various ways within DHTs to address patient
treatment, safety, and management. There is a need to further explore opportunities for digital nudges for the
rehabilitation of patients and successful methods for working with children. There is a need to carefully consider that
digital nudges embedded into DHTs are powerful and should be used responsibly with vulnerable users, such as
patients and children. The main contribution is an in-depth analysis of the literature that engages with the intersection
between digital nudging and digital health technologies.

Keywords: Digital Nudging, Digital Health Technologies, Patient Safety, Patient Management



Introduction

Background

Changes in behavior or lifestyle can, in some cases, prevent or treat diseases such as heart disease [1], cancer [2],
diabetes [3], obesity [4], asthma [5], and mental ilinesses [6]. The fast growth of patients living with diseases presents
large-scale challenges for the healthcare system, which need to be tackled by innovative solutions. One possible
pathway forward is to rely on the patient’s participation in self-care to a larger extent. To do that, healthcare delivery
needs to extend beyond the walls of the healthcare system and into the patient's lives, i.e., through digital means [7].
Opening the possibility of using digital means as an embedded element in healthcare delivery allows for interesting
elements to be incorporated, such as nudging patients towards specific behaviors that may eradicate or alleviate their
symptoms and enhance their lives to some extent. Nudging theory, which derives from behavioral economics,
acknowledges that the “choice architecture alters people’s behavior in a predictable way without forbidding any
options” [8]. Small changes in the choice environment can influence people’s choices and “nudge” them into behaving
in a certain way [9]. People use shortcuts that help simplify the decision-making process, and nudging takes advantage
of that. These shortcuts are referred to as heuristics or cognitive biases [10]. Nudging relies mainly on System 1
reasoning (automatic system), which refers to quick, intuitive, and automatic responses, as opposed to System 2
reasoning (reflective system), which is a slower and more deliberative process [11]. Nudging is increasingly used to
produce health-improving behavioral changes in digital health technologies (DHTSs) and shows the potential to
improve health outcomes among those living with chronic diseases [12, 13]. Furthermore, “digital nudging” is an
approach where people's cognitive biases are actively used and applied to the design elements in the user interface of
a digital choice environment to affect the choices of users [9, 14]. The nature of DHTSs, independent of whether they
are in the form of a mobile application or sensor-based technologies such as wearables, nearables, or other DHTS,
allows for scalable and readily available solutions for patients, and digital nudging can be embedded within those.

Nudging in general and digital nudging in particular are popular types of interventions to produce behaviors that result
in health improvements in populations [15-17]. There are a few literature reviews on nudging that focus on the context
of health [18-24]. One study showed that nudges resulted in an average 15.3% increase in healthier dietary or
nutritional choices [19], while another study showed that interventions with nudges were more effective at reducing
unhealthy eating than increasing healthy eating or reducing total eating [24]. However, these literature reviews were
on traditional nudges, albeit not embedded into DHTs and thus, not digital nudges. Another recent review discussed
the effectiveness [25] and the categorization of nudging and nudging approaches [26], however, not within DHT.
Furthermore, there is a review of the digital landscape of nudging, which focuses specifically on empirical studies of
digital nudges [27]. However, the research on the intersection between digital nudging and digital health technologies
is rapidly growing and lacks a focus on digital nudges specifically; ergo, systematic literature reviews on the topic are
missing. Considering that, we offer a systematic literature review based on the PRISMA criteria of the literature on
digital nudging within the domain of DHTS.

This systematic review summarizes the research of digital nudges applied in DHTs designed and developed for
patients in healthcare settings. The focus is on the research question: “How can digital nudging be used within digital
health technologies in healthcare settings to support patient treatment, safety, and management? We classify these
contributions across established digital nudging categories (see Table 1 for clarification).



Table 1. Common examples of cognitive biases and heuristics that can be applied to promote behavior or attitudinal

change in healthcare settings.

Nudge Definition Example of Nudge as Behavioral or
Category Attitudinal Intervention
Feedback Provides information about the past or Notification to a user that he has completed
current behavior of a user [28]. 10,000 steps today or perhaps three days in a
row.
Priming Some underlying psychological Swiping images on a screen associated with

mechanisms such as priming [29].

unhealthy behavior away from the body and
images of preferred behavior toward the body.

Social reference

Providing references to how other users
behave, thereby creating a social norm.
Also, the tendency to want to appeal to
the expectations of others [30].

Receiving information about the progress of
other cancer survivors. Being monitored
remotely by healthcare professionals or sharing
progress with a buddy.

Precommitment

Commitments by users will motivate
them to behave in a way that is
consistent with the commitments [31].

Setting goals for healthy eating, regular exercise,
or no smoking.

Disclosure Adding information that is accessible, Sharing relevant information about diseases
clear, and relevant to the choice that the  and/or the benefits of getting enough sleep and
user is about to make [32]. eating certain types of foods.

Simplification ~ Behavior can be encouraged or Making it more difficult for children dealing

discouraged by removing or adding
friction [33].

with problematic smartphone usage to access
certain apps. Using sensors to conveniently share
information about adherence with healthcare
professionals.

Loss aversion

People assign more value to something
that is going to be more difficult to
acquire in the future [34].

Losing points for unhealthy behavior instead of
gaining points for making healthy choices.

Warnings Different kinds of warnings and Sharing graphics and information about the
graphics assist users by grabbing their danger of smoking or not adhering to treatment.
attention to various risks and
consequences [35].

Default Design the choice architecture insucha  Preselect healthy food options in a grocery app
way that the default behavior is the for people who are overweight.
desired behavior [36].

Methods

Information Sources and Eligibility Criteria

We used the PICO tool to develop the research question [37], where the population (patients with underlying disease),
intervention (digital nudges in DHTSs), comparison group (patients not exposed to digital nudges), and outcomes
(patient treatment, safety, and management). The structure of the review followed the principles of PRISMA
(Preferred Reporting Items of Systematic Reviews and Meta-Analysis) [38]. Complementary resources that guided
the structure were inspired by recently published systematic reviews [12-13, 25-27, 33, 39-40]. For this systematic
review, Scopus, PubMed, ACM Digital Library, Web of Science, and IEEE Xplore were searched. We defined
inclusion and exclusion criteria that did not depend on any particular research field to receive a high variety of papers
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and to see potential differences or similarities regarding operationalization and definitions of digital nudges. We
included papers covering research on children and papers covering mental health. Previous reviews [27, 33] only
included papers referring to nudging or digital nudging. However, we decided on more robust and broader terms and
included papers mentioning cognitive bias as well as behavioral economics in general. The included papers needed to
explore behavior or attitude change in a healthcare setting. In addition, the included papers needed to mention the
prevention or treatment of some kind of disease or illness for a specific patient group. We excluded papers covering
acute illnesses. Finally, the included papers needed to test or observe the impact of prototypes or fully developed
DHTs that were embedded with digital nudges.

Search Strategy

Searches in all included databases were performed on May 7th, 2025, and the search included papers that were
published until the end of the year 2024. To capture relevant papers, three search strings were used: behavioral science
keywords, digital applications keywords, and device keywords. These three search strings were combined and used
as a main search strategy in all the included databases (see Fig. 1 below). The main search string included words with
similar meanings or used interchangeably with digital nudging, digital applications, or digital devices. Through this
search strategy, we found 3655 references after removing duplicates.

Fig. 1. Main search strategy.

"Nudge" OR "Nudging" OR "Digital nudging" OR "Cognitive bias" OR "Heuristics" OR "Dark patterns" OR
"Behavioral economics" OR "Behavioural economics") AND ("Digital therapeutics" OR "Digital platform™ OR
"mHealth" OR "eHealth" OR "Remote care" OR "Digital health" OR "Self management" OR "Self monitoring"
OR "Platform" OR "App") AND ("Self tracker" OR "Mobile application" OR "Smartphone" OR "Smart watch"

OR "Smartwatch" OR "Wearable")

Selection and Data Collection Process

The selection process was conducted by the first, second, and fourth authors in three steps. We used the Zotero tool
to manage the review process. In the first step, titles, abstracts, and keywords were screened applying the inclusion
and exclusion criteria. We included papers with experimental studies where the effects of the interventions were
studied either quantitatively or qualitatively. The interventions needed to be embedded into DHTs with the means of
changing the behavior or attitudes of some patient groups. We excluded papers if there was no digital nudging applied,
if there were no diseases or illnesses mentioned, and if there was no experimental study conducted. After the first
selection process, 151 papers were included (see Figure 2 below). The second step involved in-depth reading of full
texts, which resulted in further removing papers that were not considered digital nudging papers, mentioning diseases,
or being experimental studies. After the second step, we were left with 60 papers that were considered eligible. During
the synthesis of the results, two papers that had more recent research on the DHT already included in the search were
added to the review. This resulted in a final selection of 62 papers.



Fig. 2. Selection process and inclusion.
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The first, second, and fourth authors extracted different information from the primary publications. Firstly, we
excerpted general information such as authors, titles, keywords, or the name of the journal. Then, the first author
identified the year, context, country, and dependent variable of the study. Next, the first author looked for the delivery
channel of the digital nudge, the nudge category, the context within healthcare, the data collection method, the duration
of intervention, the number of participants, the number of case studies, the outcome, and the significance. All data

were systematically stored in a spreadsheet and analyzed accordingly.




Analysis Procedure and Synthesis of Results

First, to structure and synthesize the findings, we created a morphological box to classify the dimensions and
characteristics of the papers [27, 33, 41-42]. This was done to gain an understanding of the main characteristics of
DHTs that were embedded with digital nudges. Second, the first author used the spreadsheet, which was the product
of the coding process, to perform a thematic and qualitative analysis of the papers. The approach was based on
healthcare settings to explore where DHTs embedded with digital nudges have been researched in practice. Finally,
we compared the outcomes and significance of the studies to reflect on the effectiveness of DHTS, including digital
nudges.

Results

How are digital nudges used in DHT?

In this systematic review, we cover 62 papers that include 96 experimental studies that tested or observed single or
combinations of 119 nudging scenarios. 63% of the digital nudging interventions were delivered only through
smartphone applications. In addition, 27% of the interventions were delivered using smartphone applications
accompanied by smartwatches. In most cases, smartwatches were used to measure physical activity such as steps [46,
56, 49], but also heart rate [57, 85], or other behaviors such as smoking [69]. Other combinations with smartphone
applications included smart scales to measure weight or body composition [49-50], or inhalers equipped with sensors
[53, 84]. Interventions that did not include smartphone applications relied on SMS messages [54], VR glasses [71],
robots [81], audio devices with physical artifacts [78], or digital platforms [80, 88].

The approaches of choice architecture can be broken down into several categories [42]. In our review, we relied on
the existing framework for classifying nudges [33, 109-110]. Most of the papers (65%) studied digital intervention
using combinations of nudging techniques. Feedback nudges are the most common, which include reminders and
messages, sharing past and current behavior of patients, which have proven to be useful in health settings [39]. Next,
there was an almost equal number of priming nudges, social reference nudges, and precommitment nudges. Following
that were disclosure nudges [51] and warning nudges [65].

Most studies rely on field studies (84%) where the digital product or a prototype was tested on patients or volunteers.
Patients with obesity [46-48], smoking addiction [68-71], alcoholism [62-67], heart conditions [56-58, 74-76, 85], at
risk pregnant women [59-60], children with asthma [84], or diabetes [86]. In some cases, caregivers [84] were part of
the field study or in other cases healthcare professionals also participated [53]. The lab studies mainly consisted of a
single session where participants would test the product in a setting where the designers could observe and conduct
semi-structured interviews [55, 61, 77, 83, 91]. One study was a statistical retrospective study on medical health
records [45]. In many cases, data collection also relied on surveys and questionnaires throughout the studies [51, 56,
92]. The studies varied between a single session and 18 months, where the average length of interventions (excluding
the single sessions) was three months and five days for a digital nudging intervention.

The summarized results of the dimensions and characteristics are presented in the morphological box in Fig. 3. It is
based on the following dimensions: Main delivery channel, category, data collection, duration of intervention, medical
context, outcome, and significance. The results from the medical context, outcome, and significance are presented in
more detail in the following section.



Fig. 3: Morphological box of empirical nudging studies. The number in brackets indicates the number of papers in
each box, except for the dimension “Category” where the number refers to the number of nudging approaches.

Dimension Characteristics
Main delivery Smartphone application | Smartphone app & smartwatch Smartphone app & Digital platform Other digital setting
channel (62) (39) (13) another device (4) (2) (4)
Feedback Priming | Social reference |Precommitment| Disclosure | Simplification | Loss aversion Warnings Default
Category (119)
(29) (22) (22) (18) (11) () (3) (2) (1)
Data Collection (62) Lab study (11) Field study (50) Other study (1)
Duration (59) Single session (14) 1-6 weeks (22) 2-months or longer (23)
R Metabolic & physical Adherence Addiction Rehabilitation Mental Health Children Other appilcation
ontext(61) activity {13) (10) (10) (@) 1y () )
Outcome (62) Behavioural (29) Attitudinal (26) Multi-level (7)
Significance (37) Insignificant effect (6) Significant effect (31)

Applications and Effectiveness of digital nudges in DHTSs for healthcare settings

The six themes, based on different application contexts in healthcare settings, are the first authors’ representation. The
logic behind the themes was to focus on common aspects beyond the boundaries of certain medical specialties to gain
an understanding of how DHTs embedded with digital nudging were applied in practice. The themes are metabolic
and physical activity, adherence to treatment, addiction diseases, rehabilitation, mental health, and children’s health
(see Fig. 4 below). Two of the papers did not fall into any of the themes in healthcare settings. They covered the
prevention of sexually transmitted diseases [91] and infection control, considering the learnings of COVID-19 [92].
Half of the papers used the term digital nudging or referenced digital nudging studies in their research (31/62). The
other papers used terms such as cognitive bias modification, behavior change, behavioral economics, gamification,
and educational or social influence (31/62).

To reflect on the outcomes of the studies, we used an abstract level and looked at whether the objective was centered
on changes in behavior or attitude. When studies investigate both higher-level outcomes and incorporate other levels,
such as physiological outcomes, we coded them as multi-level. The heat map in Fig. 5 shows that digital nudges are
almost equally used to change behavioral outcomes as well as attitudes. The significance was split up into statistically
significant and statistically insignificant effects. Only 37 out of 62 papers reported results that were either significant
or insignificant compared to a control group or baseline measures. 31 out of the 37 papers showed significantly positive
results from the digital nudging interventions that were applied to the DHTs. The 25 papers that did not report any
significant results were research papers focusing on the qualitative aspects of the DHTSs.



Fig. 4: Category-context matrix of the number of digital nudging examples.

Metabolic Adherence Addiction Rehabilitation | Mental Health Children Other Total
Feedback 8 6 1 6 4 4 - 29
Priming 3 1 9 3 3 1 2 22
Social reference 4 2 4 4 4 3 1 22
Precommitment 7 3 4 1 1 2 18
Disclosure 2 3 1 1 2 1 1 11
Simplification 3 2 2 1 8
Loss aversion 1 1 1 2 5
‘Warnings - - 2 1 - - - 3
Default 1 1
Framing (1]
Total 26 19 21 18 17 14 4 119

Fig. 5: Outcome-context matrix of the number of digital nudging papers.

Metabolic Adherence Addiction Rehabilitation | Mental Health Children Other Total
Behavioral 8 5 6 - 4 4 1 28
Attitudinal 5 L] 2 5 6 3 1 26
Multi-level - 1 1 3 1 2 - 3
Total 13 10 9 8 11 9 2 62

Metabolic and Physical Activity

Nudging methods such as feedback, reminders, and precommitment successfully altered patients’ behavior towards
more exercise, a healthier diet, and weight loss [43-51, 114-117]. See details in Table 2 below. Also, the support and
social reference of forming two-person teams with a family member or friend resulted in significant weight loss for
obese patients [49]. Feedback through smartphone applications in combination with smartwatches was, for example,
successful in encouraging patients with peripheral artery diseases to get more exercise [51]. Even though these DHTs
were in many cases successful in nudging patients towards more exercise, one study showed that regular reminders
and feedback nudges can negatively impact the pleasure of performing the daily exercise tasks [93].

Treatment Adherence

Applying digital nudges such as simplification, disclosure, feedback, and precommitment into DHTSs positively
impacted the adherence to treatment for patients diagnosed with asthma [52-53], diabetes [54-55], heart diseases [56-
58], and at-risk pregnancies [59-61]. See details in Table 2 below. Results showed that in some cases, younger people
may be more likely to improve treatment adherence as they have a higher probability of being non-adherent [52].
Combining applications and sensors has the potential to simplify and improve all documentation during treatments,
both for patients and healthcare professionals. An example of a successful intervention was an app providing
reminders, visualized medication use, and motivational messages in combination with a sensor attached to a patient’s
asthma inhaler, allowing the uploading of medication use [53]. Another study explored the attitude towards nudging
healthcare professionals toward the prescription of guideline-directed medical therapy for heart failure [58]. On one
hand, the patients could easily enter their daily blood pressure, pulse, and weight manually into an app. On the other
hand, healthcare professionals could visualize the data together with lab results, such as potassium and creatinine,
making it easy to discuss the progress during clinical visits [58]. Furthermore, social reference nudges positively
impacted treatment adherence where patients shared their weekly progress with a supportive sponsor and gained/lost
points depending on their progress [56], and nudging through the sharing of information and educational material
resulted in changes in the behavior and attitudes of patients [54-55]. Finally, two studies showed that patients wanted
the freedom to choose the timing and content of the feedback nudges as they believed it would increase the probability
of successful change [61] and enable more personalized behavior changes [57].



Addiction Disease

The application of cognitive bias modification into DHTs was successful in many cases for the reduction of alcohol
consumption [62-67] and smoking [67-71]. See details in Table 2 below. Typical examples of priming with cognitive
bias re-training or approach-avoidance training were training sessions where several pictures, either of alcoholic
beverages or of non-alcoholic beverages, were presented consecutively in random order. Alcoholic beverages were
swiped upward (away from the body), whereas non-alcoholic beverages were swiped downward (toward the body)
[65]. For the treatment of smoking addiction, similar approaches were used for cognitive bias modification using apps
[70], while other field studies used virtual reality glasses for the priming of the users [66]. Other approaches to smoking
cessation included gamification, intending to educate users on the harmfulness of smoking [69] and sensors in
smartwatches that detected smoking episodes from hand and arm gestures, making it effortless to share data with
healthcare professionals about the timing, frequency, and location of smoking activities [68]. Finally, the combination
of precommitment, self-monitoring, feedback messages, and cognitive bias retraining was successful in reducing
alcohol consumption by increasing and higher-risk drinkers [62-64].

Rehabilitation

Nudging with social reference and digital group therapy were prominent methods in the context of rehabilitation after
breast cancer [72-73], rehabilitation after heart surgery [74-76. 118], or traumatic injury [77, 119]. See details in Table
2 below. The DHTs were designed to allow patients to communicate, share experiences, and provide advice on coping
strategies [72-73]. In an application for breast cancer survivors, some women found peer support comforting and
reassuring, while others said they were not brave enough to post something [73]. For patients recovering from heart
surgery, the ease and convenience of being able to pursue rehabilitation from the comfort of their home or work while
being remotely monitored by caregivers at the rehabilitation center was highlighted [74-75].

Mental Health

Digital nudging interventions using feedback, priming, and social reference proved somewhat successful in supporting
patients dealing with stress, anxiety, lack of psychological well-being, and problematic smartphone use [78-81, 120-
124], and those diagnosed with mental health disorders [82-83]. The changes in attitude were measured with various
standardized assessment tools. See details in Table 2. Some of the interventions ventured beyond the usage of mobile
applications. An example was a handheld shape-changing biofeedback-based device to improve psychological well-
being and reduce stress [78]. The users could synchronously feel their breath via kinesthetic haptic feedback to
improve engagement and effectiveness of an audio-guided intervention [78]. Another example was a robotic
companion that significantly improved psychological well-being [81]. Precommitment, self-assessment, setting
personalized treatment plans, and reminders showed promise in the context of obsessive-compulsive disorder [82].
Finally, a study showed insignificant results for the impact of loss aversion nudges on the mental health and wellness
of patients [83].

Children

Only two studies out of seven showed significant results when working with children and their adherence to treatment
for asthma [84], heart disease [85], diabetes [86], or mental health issues [87-89, 125]. See details in Table 2 below.
Digital nudging, with daily reminders, showed significant improvements in adherence to children’s asthma treatment
[84]. Social comparison methods between children dealing with problematic smartphone use also proved significant
in changing children’s behavior [90]. However, measurements from smartwatches showed that children with
congenital heart diseases did not exercise more after receiving daily app messages [85], and feedback nudges in
combination with loss aversion interventions were not significant in encouraging children with diabetes to do more
exercise [86]. Even though the impact of the intervention was not measured explicitly, a DHT that supported
collaboration in creating tasks, gaining points, and redeeming rewards showed promise for children with ADHD [87].
Furthermore, digital group therapy gave children with social anxiety and depression a sense of belonging and
identification with the group, which led to feelings of security, stimulated positive thoughts, accountability, and a
focus on individual strengths [88, 89].



Table 2. Effectiveness of digital nudges in DHTs by healthcare settings.

# |Objective Nudging category Qutcome [Signifi Effect p-value
43 |Motivatz people to log dist Faedback, remindars Attitudinal
44 |Inersase stzp couvnt Faedback, precommitment Attitvdinal | Insizn
o | 45 [Weight loss Precommitment, feedbaclc Behaviovral | Yes 374 kg 0.002
E 46 [Weight loss Disclosure, feedback, precommitment, dafault Behawviovral | Wes 17 ks < 0.001
g 47 |Weight loss Priming Behaviovral | Ves 074 ks 0.03
_E 45 |Incr=ase step count ence, precommitment Behaviovral | Ves G20 steps < 0.001
= | 45 |Weight loss ence, precommitment Behavioural | Ves 4.8 1bs < 0.001
2 | 50 |Motivate people to log dist Loss aversion Behavioural | Ves 12 =3.981 <0.05
& | 51 |Education and diseases man. Disclosure, feedback Attitudinal
"E 114 |Virtual pet to motivate sxercize |Precommitment, social reference, fzadback Attitudinal
:? 115 | Wearable to motive axereise Faedback, social raference, pracommitment Attitudinal
116 | Motivate people to zat healthier |Feadback, priming Behaviovral | Yes | oversating -0.32 | <0.001
117 [View less images of food Feedback, priming Behavioural | Yes 0.008
52 |Asthma medication Faadback Behavioural
. 33 [Asthma medication Feedback, simplification Behaviovral | Yes 0.01
g | 34 |Dizbetes edve. & weight loss Precommitment, simplification, disclosurs Multi-level Ves -2.64 1bs <0.03
E 35 |Diabetes education Disclosure, feadback Attitudinal
E 36 |Walking with heart disease Precommitm., loss aversion, feedback, social ref. [Behaviouwral | Ves 868 steps <0.0001
a5 |57 MMzasurs blood prassure Fesdback Behaviowral | Yes 14 40% <0.001
E 38 [Guidslines for heart failurs Simplification, feadback Attitudinal
E 36 [Fostpartum emercise Social reference, precommitment Behaviovral | Yes 647 steps <0.00%
B | 60 |Oral health during pregnancy Disclosure Attitudinal
61 |Heart risk pregnancy sducation |Priming Attitudinal
62 |Usability of a drink-less app Precommitment, social reference, priming Attitudinal
43 |Enzagement with drink-lzss app |Pr itment, social reference, priming Behavioural | Ves odds ratio 1.02 | <0.001
u 64 [Alcohol raduction Pr itment, social reference, priming Behavioural | Ves -2 drinks w 0.026
E 65 |Alcohol reduction Priming Multi-lewel | Ves -7.8 drinks w <0.001
= 66 |Alechol reduetion Priming Behaviowral | Yes -8.1 drinks w <0.001
_E, 67 |Alechol craving reduction Attitudinal Ves -2.83 PACE® 0.003
i 68 [3moking cessation Multi-leval
g 6% [3moking cessation Disclosure, precommitment Behavioural | Insign.
70 [3moking cessation Priming, warnings Behaviovral | Ves -2.3 0.001
71 [3moking cessation Priming, warnings Behaviovral | Yes =500 0.004
72 |Ph.activity post breast cancer  [3ocial, commitment, warning, feedback, priming [ Attitwdinal
73 |Adsvant sndocrine therapy Social, disclosurs, feedback Attitudinal
_E 74 [Cardiac rehabilitation Simplification, fzedback Multi-lawel
£ | 75 |Cardiac rehabilitation Rimplification, fzedback Multi-lewsl | Ves -1.5 mgidl ¥ 0.01
3 | 76 |Cardiac rshabilitation Social Attitudinal
..E 77 |Brain injury rehabilitation imi Attitudinal
F4 | 118|Cardiac rehabilitation Attitudinal
115 |Post-travmatic stress disorder Behavioural
78 |Well-being intervention Attitudinal
7% |Redvos stress Attitudinal Ves Anxisty score 0.012
80 |Reduce stress Attitudinal | Tes DASE-21% <0.03
= Well-being intervention Attitedinal | Ves PHQ-5% 0.03
g | 82 Attitudinal
E 83 |Well-being intervention Attitudinal | Insign
‘E 120 |Feduce stress Multi-lewel | Tes P385-10 0.01
ﬁ 121|Problematic smartphone vse Behavioural | Insign.
122 | Problematic smartphons vse Behaviovral | Ves | App vse decrease | 000003
123 | Problematic smartphone vse Simplification, disclosure Behaviovral | Ves | Zocial media vse | <0001
124 |Problematic smartphons use Simplification Behavioural | Ves | App uvse decrsase | 0.0001
34 |Asthma inhaler adherence Feedback Behaviovral | Yes | 47% improvem. | <0.001
35 |Iner=ase physical activity Faedback Multi-lewvel | Insisn.
36 |Diabstes adherence Faedback, loss aversion Attitudinal
E 37 |Managing ADHD Priming, precommitment Attitudinal
% 38 [Manag. lst-episode psychosis  |Social ence Attitudinal
W | 88 |Reduvce social anxiety Social ence, disclosurs, precommitment Behaviouvral | Insign.
40 |Problematic smartphone vse Bocial reference, simplification Behaviovral | Yes Cohen d=-0.32 0.008
125 | Manage anmizsty disorder Loss aversion, fesdback, social reference
4 41 |Educ. about sexually transm.d.  |Primuing, disclosurs, socal reference Attitudinal
© | 92 |Social distancs in pandemic Priming Behaviovral | Ves HAM-A -5.64 0.01

"FACSE = Penn Aleohol Consumption Scale. mgidL = glycated hemoglobin, DASS-21 = Depression Angiety and Stress Scale 21 PHO-9 = Patient Health Guestionnaire-3




Discussion

This systematic literature review offers in-depth insights into the ways digital nudging can be utilized in DHTs. When
it comes to the type of technology, smartphones or mobile applications were most common, either as standalone
services or in combination with other sensor-based devices such as a smartwatch, scale, or an inhaler. The most
common digital nudging methods applied in DHTs were: (i) feedback in the form of messages or notifications, (ii)
priming nudges, (iii) social reference, and (iv) precommitment. Importantly, most DHTs reviewed used a combination
of digital nudging techniques. The papers included were mostly based on field studies where the subjects were patients,
caregivers, healthcare professionals, or workplace volunteers. The studies varied between a single session and 18
months, where the average length of interventions (excluding the single sessions) was three and a half months for a
digital nudging intervention. The studies observed and tested changes in behavior or attitude, but both were equally
present in the papers reviewed. Most papers predominantly relied on quantitative data. Only 37 out of 62 papers (60%)
performed significant tests on the effectiveness of the digital nudging interventions and thereof 31 papers showed
significantly positive results (84%).

Previous systematic reviews on digital nudging have studied digital nudges across contexts, including health, but not
focused specifically on the health context. In those papers, the effectiveness of digital nudging is estimated to be 21%
effective in changing behavior [33]. Another systematic review focused on the effectiveness of self-management of
patients with chronic diseases [39]. However, due to not having enough quality papers in that review, no results on
the effectiveness of the nudging intervention were derived. Another review focused on nudges that influence
healthcare professionals toward giving treatment in line with treatment guidelines [40]. Due to these shortcomings,
our paper focuses on the use of digital nudges, embedded in DHT, for health purposes. In this systematic review, we
cover 56 digital health technologies that have incorporated digital nudges in their design. When the design incorporates
a combination of nudges, it can be hard to distinguish what effect each type of nudge has on the main objective of the
DHT. It is also difficult to explore if a combination of two types of nudges is more powerful than one. The
effectiveness varies between healthcare settings.

Studies with digital nudging interventions embedded in DHTSs reported statistically significant changes in behavior or
attitude in most cases in the context of metabolic and physical activity, as well as in the management of addiction
disease. Those are important results for healthcare managers and policymakers, as these DHTS could be implemented
in parallel with more traditional methods, with scalable and readily available solutions for patients. In essence, the
goal in this healthcare context is to support patients in adopting a healthier lifestyle with weight loss, more exercise,
and letting go of bad habits such as smoking and excessive drinking. A healthier lifestyle can serve as a preventive
measure because excess weight increases the risk of heart disease, diabetes, and cancer [106]. Exercise, such as
moderate or high-intensity walking, is also known to be beneficial for patients with heart disease [107]. This goes to
show that there is a real opportunity in the management of patients for the prevention and treatment of lifestyle-related
diseases.

In terms of treatment adherence and mental health interventions, our review shows that digital nudges embedded into
DHTSs were in many cases successful in changing the behavior and attitudes of patients. These DHTSs have the potential
to simplify and improve all documentation during treatments, both for patients and healthcare professionals. Good
documentation practices in healthcare are vital for several reasons. First, accurate documentation helps ensure
continuity of care and provides a comprehensive record of a patient's condition, treatments, and responses, which can
prevent errors and improve patient safety [111]. Second, proper documentation facilitates clear communication among
healthcare team members and ensures that all members of the team are informed about a patient’s status and care plan
[112]. Third, detailed documentation allows for the evaluation of the quality of care delivered and helps in identifying
gaps in care and areas for improvement, aiding in the development of better practices and protocols [113]. Finally,
documentation contributes to data that can be used for research, policymaking, and education, ultimately leading to
advancements in healthcare practices [113]. Furthermore, our review shows that DHTSs can, in some cases, serve as
companions for patients during physical and mental treatment. The social interaction typically observed in human-
human interactions can also prove impactful for mental health during human interaction with computers and machines,
according to the ‘computers are social actors’ paradigm [103]. The notion that digital nudges have the potential to
significantly improve documentation, patients’ safety, and remote monitoring is something for healthcare managers
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and policymakers to seriously consider when developing strategies for physical and mental treatment and the
management of patients whilst considering the fast growth of patients living with diseases which present large-scale
challenges for the healthcare system. One possible pathway forward is to rely on the patient’s participation in self-
care to a larger extent.

In our review, we found very few examples of significant changes in the behavior or attitude of patients during
rehabilitation after therapy and in interventions designed for children. There are ample opportunities, for example, in
incorporating social support and reference nudges into the design of DHTs for rehabilitation. Sharing of similar
experiences can help patients better understand their situation and make sense of their symptoms, triggers, and
treatments [94-95]. For example, there is a new goal for ‘normal’ life for patients following cardiac surgery, and
experience sharing can help patients reach that goal [96]. ‘Normal’ refers to a person’s acceptance of their own health
experience when they discover it to be close to what is experienced by others [97-98]. Previous studies with cardiac
patients [99-100] found that patients normalize their new experiences during cardiac rehabilitation by interacting and
sharing experiences with other patients. This echoes efforts by people with diabetes to validate personal experiences
of their condition and determine whether these experiences were normal [101-102]. What is special about designing
interventions for children is that parents or guardians instantly become part of the process. In an example of an
unsuccessful intervention for children with heart disease needing to do regular exercise, the parents perhaps
overprotected the children. However, there is a large gain as teenagers who exercise are more likely to become adults
who exercise regularly [104]. Where digital nudging methods are effective, the designers need to be aware of the
ethical implications when developing solutions for patients and, in particular, children [105, 108].

Limitations and Future Work

Our search strategy was wider than previously published papers, which only allowed papers that either mentioned
nudge or nudging. Due to the broadness of our search strategy, we received papers that mentioned gamification or
cognitive behavioral therapy, which we categorized as digital nudges. This could result in selecting papers that some
might not consider to be digital nudging studies. In our search strategy, we focus on mobile applications, smartwatches,
wearables, and other self-trackers. This means we could have missed out on studies focusing on personalized web
pages, emails, or text messages. Our collection of papers illustrated statistically significant results in 31 papers, while
only 6 papers reported insignificant effects. Perhaps papers with significant results regarding the effectiveness of
digital nudges are more likely to be published, leading to an embedded bias. Lastly, the first author reviewed most of
the titles and all the full texts, while the second and fourth authors were active in the first phase. Our study sheds light
on several areas that can be important avenues for future research. Based on the identification of our main findings,
we suggest that future work look specifically toward four main areas of interest: (1) qualitative studies on digital
nudges within DHT, as the studies published to date are mostly quantitative; (2) digital nudges in DHTs targeting
healthcare professionals; (3) ethics of digital nudging and its counterpart, dark patterns; (4) digital nudges in the
context of rehabilitation and interventions aimed at children.

Conclusion

In our systematic review of the literature, we aimed to address the following research question: “How can digital
nudges be used within digital health technologies in healthcare settings to support patient treatment, safety, and
management?” First, digital nudges are successful in the treatment and management of lifestyle-related diseases. This
systematic review shows that digital feedback nudges can significantly change the behavior and attitudes of patients
needing to get more physical exercise or lose weight. However, our findings also show the importance of keeping in
mind that those types of messages and notifications can lead to a decrease in intrinsic motivation, meaning that the
person may get less joy from performing those tasks. Furthermore, cognitive bias retraining or priming were effective
methods in DHTSs tackling addiction diseases. Second, digital nudges have a significant impact on adherence to
treatment and improvements in mental health. Advances in technologies that rely on sensors and other similar wearable
or nearable sensor-based devices simplify the process of sharing information regarding treatments, both from patients
and healthcare professionals, leading to improved treatment adherence. Our findings also show that there is a range
of creative ways to inform and educate patients, from relying on novel use of gamification elements to television-
based drama about diabetes. Furthermore, biofeedback and social support from robots seem promising in the context
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of mental health. Commitment and goal setting are also impactful, for example, for the treatment of obsessive-
compulsive disorder. Third, there are opportunities for further research and development regarding digital nudging for
rehabilitation and interventions aimed at children. Social support and shared experience play a vast role in motivating
people to seek and complete rehabilitation programs. Additionally, the ease and convenience of being able to take part
in such programs at home or work while being monitored by healthcare professionals remotely has proven to have a
high impact [74]. This systematic review shows that motivating children is a difficult challenge, and the digital nudges
in DHTSs were unsuccessful in most cases. There may be ample gain from changing the behavior of children as they
are young and have their lives ahead of them. Their age and undeveloped social skills are also a concern for the ethical
aspects of digital nudging, and that is why it is important to design methods alongside and with parents and caregivers,
allowing them to take an active part in the design process. Finally, our paper shows that there is a need to carefully
consider the digital nudges embedded into DHTSs, as digital nudging is powerful but should be used carefully.
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Abstract

Persuasive system design (PSD) that guides individuals’ decision-making in a digital environment
can be a powerful tool that needs to be handled with responsibility. VVulnerable user groups, such
as teenagers and young adults are proving more likely to be influenced by PSD. In light of that,
we conducted a case study with 273 fourteen-year-old girls in Scandinavia to understand the
recognition of teenage girls towards the two sides of PSD, namely digital nudging and dark
patterns. Our findings show that the teenage girls had a hard time recognizing specific features of
PSD. Based on our findings, we offer two main contributions. Firstly, we offer in-depth insights
into the way teenage girls recognize PSDs. Secondly, we contribute with design guidelines for
designers and educators for ethical nudge design.

Keywords: Digital nudging, dark patterns, digital responsibility, persuasive system design

1. Introduction

As humans, we face choices every day. Choice architecture refers to the way choices are presented,
and the presentation itself can affect the decisions made by individuals following that presentation
of choices (Thaler and Sunstein, 2008). The choice architecture is rarely neutral and most often
includes a target for how the preferred choice is (Weinman et al., 2016). Influencing peoples’
decision-making process with cues laid out within the choice architecture has recently been coined
as nudging (Thaler and Sunstein, 2008). With the rise of technology that can hold persuasive
powers, digital nudging has emerged in the literature (Schmitz et al., 2024). For the past few years,
the interest in and understanding of digital nudging, specifically within the field of IS, has been
maturing. Digital nudging outlines an approach where people's cognitive biases are actively used
and applied to the design elements embedded within the user interface to affect the digital choice
architecture presented to the users (Mirsch et al. 2017; Schneider et al. 2018). The purpose of
nudges is to serve the users and aid them in making better decisions as judged by themselves. This
is described by Thaler as libertarian paternalism, which is arguably what makes nudges ethically
acceptable (Thaler and Sunstein, 2008). Nudging in general and digital nudging, in particular, is
therefore intricately linked to upholding the person's freedom of choice while guiding them toward



a decision that is deemed fruitful for their own long-term goals or societal well-being, in an ethical
manner and without removing options (Mettler and Stephanovic, 2023).

Persuasive System Design (PSD) is an approach to make technology capable of persuading users
to change their behaviors or attitudes and is often defined as behavioral influence without using
coercion or deception (Spahn, 2012). PSD is suggested to target the cognitive reflective system of
the brain, while digital nudging way target the cognitive automatic system (Gram-Hansen, S. B.,
2021). However, digital nudges are seen as ethical as they are based on social values, and they fall
under the umbrella of PSD (Lembcke et al. 2020). The less ethical part of PSD, namely dark
patterns, also falls under the umbrella of PSD but outlines the dark side of digital nudging as their
motives are those of the designers of the information system, without preserving the freedom of
choice for the users (Gray et al., 2018, Clausen et al., 2022). The intentions of the designer are
sometimes unclear, making it hard to understand if the PSD should be categorized as digital nudges
or dark patterns.

There is a need to pay serious attention to the way PSD, in general, and digital nudges and dark
patterns, in particular, are understood by users, as the trends of utilizing PSD have been growing
rapidly and are likely to continue to grow in the foreseeable future (Bergram et al., 2022).
Consequently, this is an important research topic, especially as vulnerable user groups, such as
teenagers and young adults, are proving more likely to be influenced by PSD, in comparison to
grown-ups who may apply an increasingly critical filter to the use of PSD (Selnes, 2023).
Furthermore, teenagers and young adults spend a considerable amount of their daily activities
online (Rogers, 2019; Susser et al., 2019; Bristol & Mangleburg, 2005), which gives rise to
increased exposure to and impact by PSD. When examining the topic further, girls are more likely
to use the internet for schoolwork and social networking compared to boys (Stoilova et al., 2021)
and have been shown to spend more time online on their smartphones (Smahel et al., 2020). Ethics
should be considered a defining feature of PSD, and the targeting of vulnerable groups such as
children should be considered unethical (Fogg, 2003). In cases of digital nudges and dark patterns,
seemingly similar methods are often used but in different contexts, and distinguishing between
those is vital. Due to the transformational power of PSDs in connection with vulnerable groups of
users, such as teenage girls, their design and utilization calls for responsibility and care. The way
choice architecture is presented has also been specifically linked to a greater impact on adolescents
in general and girls in particular (Miller et al., 2016), outlining a specific area of interest in
literature (Reiner et al., 2017; Cebollero-Salinas et al., 2022).

Consequently, the delicate nature of teenagers and young adults in general and teenage girls in
particular is the focal point of this case study. The research problem that emerges here is whether
teenage girls recognize PSD after receiving a lecture on those design methods. Accordingly, we
formulate the following research question (RQ):

RQ1: How well do teenage girls recognize PSD after receiving a lecture on persuasive
design methods?

This study aims to explore how teenage girls perceive and recognize PSD, including digital nudges
and dark patterns, after being educated on these concepts, and to use these insights to inform ethical
and responsible design and educational practices. We assess how factors such as presentation
order, context, and prior exposure influence recognition and attitudes toward digital nudges and
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dark patterns. We also highlight the importance of including vulnerable user groups, like teenage
girls, in the design and discussion process, advocating for participatory design and critical digital
education. To answer the research question above, we conducted a case study with 273 teenage
girls. The main contribution is two-fold. Firstly, we contribute with insights that teenage girls have
a hard time pinpointing features of PSDs. Secondly, we contribute with design guidelines for
persuasive system design to be used by designers and educators.

2. Related work

2.1 Understanding nudges

Thaler and Sunstein coined the term nudge as an important element in the choice architecture
(Thaler and Sunstein, 2008).. Thaler received the Nobel Prize in Economics in 2017 for his
research on nudges, pointing towards the significance of the work. If we examine the origin and
meaning of nudging theory, which derives from behavioral economics, it acknowledges that
individuals do not always make informed decisions about their health, welfare, and life in general
(Thaler and Sunstein, 2008). Instead, people utilize shortcuts that help simplify the decision-
making process. These shortcuts are referred to as heuristics or cognitive biases (Tversky and
Kahneman, 1974). Because of the inherent link to cognitive biases, nudging has been illustrated
as being heavily reliant on human cognition (Kahneman, 2003). Nudges are defined as intentional
and targeted interventions to modify the choice architecture and alter an individual's behavior in
the desired direction by taking advantage of cognitive biases (Cho and Bates, 2018). One of the
most significant examples is when the default option of organ donation was changed from opt-in
to opt-out, which nearly doubled the participation in organ donation (Johnson and Goldstein,
2003). Analysis reveals that 62% of empirical nudging studies are statistically significant (Hummel
and Maedche, 2019). A systematic review and meta-analysis also revealsthat nudges result in an
average 15% increase in healthier dietary or nutritional choices, as measured by a change in
frequency of health choices or change in overall caloric consumption (Arno and Thomas, 2016).
Following the large-scale impact in physical settings, the development of digital nudging has
grown as digital choice architecture increasingly influences peoples' lives (Lembcke et al., 2019).
Digital nudging has been shown to have a significant impact on decision-making, and the effects
in digital settings are comparable to traditional nudging (Zhang et al., 2015).

Designers can improve digital choices with digital nudging to support individuals in making
beneficial decisions and enjoying an enhanced user experience, ultimately increasing user
satisfaction (Mirsch, Lehrer, and Jung, 2018). Relying on heuristics and cognitive biases makes
digital nudging a powerful tool for designers of digital choice environments because people are
subconsciously influenced in their decisions. These persuasive user interface design elements are
embedded elements in PSD and include graphic design, content, wording, and other small features
such as user reviews, ratings, or push notifications on smartphones that remind the user to be more
active (Weinmann et al., 2016). Designers are often not aware of their role in the design of PSD,
or if they are aware of it, they lack a systematic approach to designing digital nudges. Therefore,
digital choice environments are often designed by trial and error, where best practices are copied
from competitors and often modified ineffectively to have an unintended influence on choice
architecture, which ultimately impacts the decision-making of the users (Mirsch, Lehrer, and Jung,
2018). This can result in “mindlessness” when designing and implementing digital choice
architectures (Salovaara et al., 2019). The answer to designing without a clear goal lies in the
consideration of responsibility. Responsibility allows us to evaluate transformational digital
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technologies and the use of PSD in a balanced manner, by factoring in both harmful and positive
outcomes from the engagement with such artifacts (Voegtlin et al., 2022). A systematic approach
to designing digital nudges, considering responsibility and ethics, should be the guiding light for
designers when designing user interfaces, user experiences, choice architecture, and digital
services in general. That brings us to the discussion on ethics in design and how it supports
designers to positively leverage the transformational powers of digital technologies.

2.2 Ethics in Persuasive System Design

The importance of ethical consideration in persuasive design is often addressed in the persuasive
technology community. Persuasion is generally understood as an ethical approach to behavior
change, yet the ethical implications seem to be more recognized by academics rather than generally
applied in persuasive technology (Kight & Gram-Hansen, 2019). The “golden rule” principle that
“creators of a persuasive technology should never seek to persuade a person or persons of
something they themselves would not consent to be persuaded to do” (Berdichevsky &
Neuenschwander, 1999) is a common guideline for designers to follow. It is based on the
perspective that ethics should be viewed through the motivation and methods of the designers, as
the technologies are simply performing the methods developed by the designers, and technology
itself is not capable of intent. Another viewpoint is that computers themselves are powerful
persuaders because they represent in public opinion a kind of mathematical precision that may
serve as a role model of ‘true and accurate’ feedback (Fogg, 2003). Studying moral and ethical
principles, along with human rights, can move us beyond subjective individualism and allow us to
define ethical principles as the “right and responsible action” (Atkinson, 2006). There have been
developed design methods to support responsible PSD. The Value Sensitive Design was developed
based on “human values” such as “privacy”, “autonomy”, and “moral beliefs of the technology”
rather than usability (Davis, 2009). Another method is the Participatory Design, which allows the
users to be part of the design process and “is very much concerned with social learning and multi-
stakeholder negotiation” (Davis, 2009).

Spahn (2011) explores if guidelines for the field of persuasive technology can be grounded in the
speech-act aspect. The speech-act theory expands the scope of the philosophical efforts to
understand the ‘meaning of words’ beyond the strictly propositional aspects of language (Austin,
1962 and Searle, 1969). There are four implicit validity claims inherent in every speech-act
(Habermas, 1993). Based on them, Spahn created four guidelines that are relevant for the usage
and development of persuasive technology: (i) comprehensibility, (ii) truth, (iii) truthfulness, and
(iv) appropriateness. Comprehensibility is the most basic precondition for communication and
refers to the utterance of words being comprehensible. In the context of digital technology, that
would translate to the user being able to understand the feedback given by PSD. The designers of
persuasive design should consider whether their design is easy to understand. Truth can be
regarded as the most important validity claim of speech-acts from a philosophical perspective. In
many cases, PSD communicates with the user through various feedback mechanisms. The truth
requirement demands that the feedback mechanism gives true information. Truthfulness is the
property in human communication, to tell the truth in each context, also called ‘honesty’ or
‘truthfulness’ of the speaker. In PSD, it is not always clear who is the ‘author’ of the persuasion.
It could be the PSD itself, the designer of the PSD, or the company or institution that implemented
it. It might be enough to interpret ‘truthfulness’ in the case of PSD as the reliability and accuracy
of a given feedback mechanism. Finally, appropriateness concerns the context of the given speech
act. For example, a judge can say the word ‘guilty’ and establish a new social fact. But this is true
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only if spoken under very specific circumstances by a judge in a courtroom, who is entitled to do
s0. The elements from the speech-act theory can function as guidelines for understanding and
designing ethically acceptable PSD. It is something that designers can apply, and the guidelines
can also support the teaching and learning process.

It raises the question: Can these guidelines shed light on the difference between a digital nudge
and a dark pattern? The user’s experience of the PSD in the digital environment and the context
determines whether a PSD is perceived as a digital nudge or a dark pattern. Given that the users
understand the elements of the design (comprehensibility), the real question is how they perceive
the content (truth), the motives of the designer (truthfulness), and the context (appropriateness).
Let us look at how a single PSD, such as loss aversion, can be incorporated into both digital nudges
and dark patterns. Loss aversion is commonly applied in digital environments and relies on the
automatic cognitive response of acting because failing to do so might lead to a lost opportunity.
Loss aversion can be applied in the context of an online health program where feedback containing
a nudge informs the user that time is running out to perform a certain task on time within a health
program. If the user understands the message and the content of the message is true, let us focus
on the motives of the designer and the context. The designer (or author) of the loss aversion
message could be perceived as the health program itself, the designers of the health program, the
institution that implements it (the user's healthcare provider or workplace), or simply the user
herself if she freely installed it. Irrelevant to that, the motive of the designer is for the user to follow
the health program. The context of being reminded to follow a health program is appropriate and,
assuming it benefits the user, makes this an example of an ethical nudge. If we look at another
example of loss aversion in the context of online shopping, where the interface would highlight
that only a few items were left in stock. The message could be easily understood, but the user
might question if it was true. In this example, the perceived designers could be the shopping site
itself or the owners of the shopping site. The motive of this online shopping design could be to
take advantage of the cognitive biases of the users to shift them towards making a purchase, fearing
that if they do not act, the opportunity is lost. The motive of the user might be to only buy what
they need and nothing more. If the context of this design has made the user buy something she did
not need or want, then this design can be seen as an attempt at ‘manipulation’ rather than
‘persuasion’. This example could therefore be categorized as a dark pattern. As illustrated in these
examples of loss aversion, the contrast in the design of digital nudges vs. dark patterns lies in how
the behavior change that they are intended to bring about aligns with the will of the users. This
review of ethical considerations in PSD brings us to the discussion of how to successfully teach
and learn about PSD.

2.3 Teaching and Learning about PSD

Technostress, technology addiction, and cyberbullying have been illustrated as the dark sides of
social media use, specifically for vulnerable user groups such as teenage girls (Tarafdar et al.,
2020; Califf et al., 2020; Lee et al., 2014; Chan et al., 2021). The way some social media and other
digital means are designed can have a lasting impact, and while some digital infrastructures, such
as social media, continue to be structurally faulty, there is a higher need to educate the users (Wang
et al., 2023). One element of the structural issues can be attributed to the excessive use of PSD. As
a call for action to reduce the impact of the use of dark design practices, ethical design, and
educating designers and users on ethics in design has become an emerging area of interest. The
definition of what ethics entail is, however, as one might suspect, widely debated (Mingers &
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Walsham, 2010; Mulvenna, Boger, et al., 2017; Mulvenna, Hutton, et al., 2017). Our view on
ethics in general draws from an understanding of moral principles that govern decision-making
processes and choice architecture for a user. Mulvenna , Boger et al. (2017) define the concept of
being ethical by design as a design philosophy that can be used for designers, while Islind and
Willermark (2022) call for a pathway of educating both designers and users on PSD that is ethical
by design and on how to utilize those. Although we see the value of applying an overarching design
philosophy, we in this paper instead draw on ethical design as a practical concept, which is derived
from the abovementioned design philosophy but entails two practical aspects of an ethical design
process: i) an ethical way of illuminating the meaning behind PSD for the users by outlining ways
of educating them, and; ii) the cultivation of ethical design as output, as a specific gain for the
users by carving out pathways to point PSD out. In addition to that, teaching and learning the way
ethical design, in contrast to less ethical use of design elements, can be spotted to vulnerable users,
is a hot topic (Gray et al., 2023). Even though there is not yet consensus in the literature regarding
ways in which ethical by design can be cultivated, most researchers agree that ethics: i) entail
morality, goodness, care, and virtue; ii) can be understood as a field of philosophy and iii) hold
discipline-specific standards in particular that are an addition to morality in general (Fore & Hess,
2020). The position of this paper is that all these aspects of ethics are relevant for design and use,
and that there may be pivotal elements to how the introduction of PSD takes place. However, ethics
can only partly be learned by increased knowledge of philosophy and standards. To address these
issues of transfer, it becomes important to contextualize ethical dilemmas concerning aspects of
morality, goodness, and virtue in practice through lived experience. Thus, teaching ethics through
rules and codes of conduct outlines a static way, as rules are set in a reactive manner instead of in
a proactive manner (Fore & Hess, 2020). Rules are in place to follow, but still, we face the issue
of PSD everywhere we look online. Engaging in ethical design and use, understanding ethical
dilemmas, and developing an ethical compass guided by morality, responsibility, goodness, and
virtue from an early age entails a process of de-emphasizing objectivity and increased subjectivity
through ‘lived activity’ (Riley & Lambrinidou, 2015; Islind & Willermark, 2022).

Based on the vast literature illustrated above, it is safe to say that educating vulnerable users and
understanding the depth of the impact of specific elements used in our everyday internet life,
specifically on teenage girls, can have a lasting impact. With that backdrop, we craft our case study
with teenage girls, to examine their views on PSD in general and on digital nudging and dark
patterns in particular to outline ways in which users can be informed and, in turn, how those can
be designed, to be prepared when browsing the internet.

3. Methodology

The research approach for this paper is based on a case study. The approach in this case study is
interpretive, where we study teenage girls' recognition of PSD, such as digital nudges and dark
patterns. The data collected for our case study was of both a qualitative and quantitative nature.
We collected the data through questionnaires (conducted in 2022, further elaborated on in 3.1) and
open-ended questions. The empirical setting consists of fourteen-year-old girls in 9" grade
attending an event hosted by a university in Scandinavia to encourage enrollment in informatics
[country name removed for anonymity purposes]. The invitation to partake in this case study was
extended to girls in 9™ grade, and no other data collection was completed to identify gender
nonconforming, queer, or nonbinary participants. Hence, everyone who identified as non-male was
allowed to partake, not only those who were born as girls.



3.1 Case Study Design and Methods

For this paper, we conducted a one-step empirical data collection where 273 girls who participated
in our data collection were randomly divided into groups. At the beginning of the workshop, the
girls were informed that we would be collecting anonymous data for further analysis and research,
and informed consent was granted before each data collection. The girls received two short
presentations on PSD, followed by a guided discussion. They were asked to complete a
questionnaire after each section. The subjects of the presentations were digital nudges, dark
patterns, and a discussion on the design elements. We altered the order of the presentations on
digital nudges and dark patterns to evaluate if the order had an impact on the results. We split the
girls into two groups, where 47% of the girls (n=128) started with a presentation and questionnaire
on digital nudging, hereinafter referred to as the digital nudging group. The girls then received a
presentation and questionnaire on dark patterns. Followed by a discussion and a questionnaire with
qualitative open-ended questions in written format. The other 53% (n=145) of the girls started with
a presentation and questionnaire on dark patterns, hereinafter referred to as the dark pattern group,
followed by a presentation and questionnaire on digital nudges. They also completed their
participation with a final questionnaire reflecting on the design patterns in open-ended questions
in written format. Figure 1 shows how we split the girls into groups, how we ordered the
presentations and questionnaires, alongside the participation rates in each data collection step. The
participation rate diminished with every data collection step presented during the session.

Figure 1. Data collection and answer rate
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3.1.1 Presentations and Questionnaires

We used an active teaching method for the short lectures on digital nudges and dark patterns, where
the lecturer plays the main role in communicating with students and explaining, encouraging them
to discuss, and engaging them in the topic (Good & Lavigne, 2017). This method makes high
demands on the lecturer in terms of knowledge of the subject and the ability to communicate,
arouse interest, explain, and provoke thought. The role of the students is primarily to observe
attentively and try to remember and understand, or reflect on the material (Wilen et al., 2000;
Smaldino et al., 2008). We used a four-step interactive lecture structure for the presentations of
PSDs.

1. Connect — At the beginning, we used an opener or a hook to draw the girl’s attention to the
material. In our case, it was the title of the presentation “Decision making on the Internet — Are
we sometimes being tricked?”

2. Organize — Very briefly, we explained to the girls that our session would be split into three
parts and that they would need their smartphones in case they were willing to participate. Then
we moved on to the definition of either digital nudges or dark patterns, depending on which
group we were addressing.

3. Reinforcement — We used a variety of methods to make the material more memorable,
including pictures, examples, and guided imagery. In the presentation on digital nudges, we
talked about examples of healthy eating, learning a new language, healthy choices while
grocery shopping, considering environmental sustainability, and opting for organ donation. In
the lecture on dark patterns, we shared examples where people were tricked into subscriptions,
continuous computer game playing, and buying unhealthy food.

4. Exercise — We paused the lecture to pose different questions to get the girls to reflect and think
about the design methods. For example, in the section on digital nudges, we asked, “Do you
sometimes feel like it would be good to get a little help making decisions?” In the end, the girls
were asked to take out their smartphones to scan a QR code that would lead them to a
questionnaire with screenshots of examples of either digital nudges or dark patterns. We
walked through each screenshot with the girls, in case they were unfamiliar with the digital
activity presented. Three areas in every screenshot were circled as options A, B, or C, and the
girls were asked to mark the example of a digital nudge. They also had the option to answer
that there was no digital nudge presented in the screenshot or that they did not recognize any
digital nudging feature. The girls received a similar questionnaire after the lecture on dark
patterns.

Three examples used for Digital Nudging:

The first screenshot was an example from a digital therapeutic application. We asked the girls
if they recognized a message that was an example of a digital nudge. See Figure 2 below. (The
right answer is a loss aversion notification informing the user that time is running out to follow
the health program accordingly — option B). The second screenshot was an example of a flight
booking engine with an overview of flight details, access to travel constraints, and default
settings for carbon offsetting. See Figure 2 below. (The right answer is the default option being
set for carbon offsetting — option C). The third screenshot was an example of a workout
application with the app’s favorite classes, filters, and search options. See Figure 2 below. (The
right answer is an example of appealing to social horms by selecting “our favorite classes” —
option A)



Figure 2. Examples of digital nudges
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Three examples used for Dark Patterns:

The first screenshot was an example of a shopping site displaying an offer along with shopping
terms. See Figure 3 below. (The right answer is an example of deception with terms written in
very small letters — option C). The second screenshot was an example of a subscription site for
a streaming service displaying applicable conditions, free offers with terms in very small
letters, and detailed information. See Figure 3 below. (The right answer was the default
subscription for a streaming service that was in small letters — option B). The third screenshot
was an example of a hotel booking site displaying the number of rooms left, reviews, and
service included. See Figure 3 below. (The right answer was the loss aversion example in the
context of booking a hotel room — option A).

Figure 3. First example of a dark pattern
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We also asked the girls about their attitudes towards every design example, which is covered in
more detail in the appendix of this paper. We repeated this process from the definition through to
step 4 with the other design method, depending on whether we started the session with a
presentation on digital nudges or dark patterns.



3.1.2 Guided discussion

We closed every session with a guided discussion. The main goal of discussion and questioning
methods is to engage students in discussion, debate, and the exchange of opinions. The lecturer's
main task is to find challenging questions or other topics for students to discuss and to organize
the discussions. This technique tests the lecturer’s ability to create a situation where students feel
they can express themselves freely. The role of the students is to take an active part in what is
happening, show interest, discuss, and draw conclusions (Wilen, 2004). We guided the discussion
towards trust and the internet and displayed guided imagery. At the end of the discussion, we
summarized the material and encouraged the girls to also share their thoughts in writing in the
third and final data collection.

3.2 Data Analysis

First, descriptive statistics were used to analyze the fixed response types. We used a two-
proportion Z test to compare the share of correct scores between the groups. Second, the open-
ended written answers were analyzed through qualitative thematic analysis. Details on the analysis
of attitudes can be found in the appendix of this paper.

4. Results

In this section, we present the results of how well the girls recognize PSD after receiving
presentations on persuasive design methods. We will also summarize the results from the guided
discussion. In this paper, we focus on digital nudging, teaching, and learning. We published
another paper that takes a deeper dive into the design, law, and dark patterns aspect of the dataset
(Visescu et al., 2024).

4.1 Teenage girls’ ability to recognize digital nudging and dark patterns

Overall, the girls had a hard time recognizing PSD. We measured how well the girls recognized
the PSDs on the screenshots. On average, the girls were better at recognizing examples of dark
patterns. They marked the correct answer for dark patterns at a slightly higher rate, 48.8%,
compared to digital nudges, which were, on average, 41.0%. However, the difference is not
significant. When we compared the groups, we saw that the girls in the dark pattern group, who
were first exposed to dark patterns, did significantly better at recognizing PSD in three out of six
screenshots. See a detailed analysis of how well the girls scored in Table 1 below.

Table 1. Recognition of PSD (% share of identifying the correct answer)

Questionnaire PSD method All (%) D'g':gllj;li%)mg Dagl:oﬂztgzrns z-score
. . Loss aversion 32.0 34.0 29.8 0.629
Digital nudging Default 45.9 37.0 55.3 -2.550%

Social norms 454 48.0 42.6 0.762
Deception 39.8 26.2 50.0 -3.370*
Dark patterns Default 49.5 58.3 42.9 2.145*
Loss aversion 57.1 48.8 63.4 -2.042*
Note: The percentage shows the share of correct answers.




4.2 Synthesis of the guided discussion

During our session with the girls, we spent an equal amount of time exploring digital nudges and
dark patterns. However, dark patterns seemed to have a stronger impact on the girls. As mentioned
above, the girls who were first exposed to dark patterns performed better in recognizing PSD and
they had a stronger negative attitude towards dark patterns compared to the girls who were first
exposed to digital nudges (see detailed discussion on attitudes in the appendix). This was also
evident in the guided discussion, where the girls were asked to share an example of either digital
nudging or dark patterns. Most of the girls shared an example of a dark pattern (68%), such as
hidden costs or hidden subscriptions when shopping for clothes or make-up online. They also
mentioned dark patterns in computer games and some social media apps. Only 32% mentioned
nudges, such as those when grocery shopping or from language apps. We also saw this in the girls'
answers to the question about their feelings towards PSD. Even though we talked about how PSD
can be applied for the benefit of the users, only 16% of the girls had an overall positive attitude
towards these design methods, mentioning they were “Interesting”, “Smart”, “It is smart for
companies”, and “Nudges can be positive”. However, 31% of the girls had an overall negative
attitude towards the design patterns, mentioning “I feel it is unfair that we are being played with”,
“It is annoying”, and “They make me feel uncomfortable”. These answers suggest that some of
the girls understand the motives of the designer (i.e., companies) and have negative feelings when
the PSDs are not applied in the appropriate context. See Figure 4 (left) below for the summary of
the girls’ feelings toward PSDs.

Figure 4. Distribution of responses regarding questions about PSDs

How do you feel about PSDs? Do you feel it is acceptable to use PSDs?
. Neutral,
Positive, 10.2% Positive,

16.3%

21.4%
Neutral,
32.7%

Ambivalent,
29.6%

Negative,
30.6%

A]l;l:]i\;;ent. Negative,
20.4% 38.8%

Moreover, we asked the girls if it was acceptable to use these design methods. See Figure 4 (right)
above. A common answer was that digital nudges were acceptable while dark patterns were not,
indicating that the girls understood the message from the lectures: “Nudges are good, dark patterns
are bad”. We also saw the tendency towards nudges in the answers we categorized as positive
towards these design methods (21%): “Yes for nudges”, “Yes, at moderation”, “Yes, if the
intention is good”, and “Nudges should be used more often”. 39% of the girls who had a negative
response to the application of PSD simply wrote: “No, not dark patterns”. Then there were some
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unique answers such as: “Good for companies, bad for people”, “It is okay, but depends if there
is real manipulation going on”, and “Nudges are cool, and I understand why companies would
use dark patterns, but | would rather support a company that tries to make the world a better
place” illustrating a higher level of understanding of PSD. Again, we can see from the open-ended
questions that even though the girls had a hard time recognizing PSD in the exercises after the
presentations, some girls could clearly articulate that there are underlying motives behind these
design patterns and that they can be applied in contexts that are appropriate or not. This can be
related to the elements from the speech-act theory (Spahn, 2011) that can function as guidelines
for understanding and designing ethically acceptable PSD. In the following section, we will
develop practical guidelines for educators and designers for ethical PSD.

5. Discussion

Human cognition consists of two interconnected systems: one is unreflective, automatic, and based
on emotional responses; the other is reflective, slow, and rational (Kahneman, 2003; Thaler and
Sunstein, 2008; Meske and Amojo, 2020). Digital nudges are designed to influence that quick,
instinctive side of our brains, what we might call our mental autopilot. Dark patterns do the same,
but often with more questionable intent. This paper focuses on how these subtle design strategies,
whether helpful or manipulative, tap into our cognitive shortcuts, a concept known as bounded
relationality, and how they’re understood and used within the field of persuasive system design
(PSD) in information systems.

Our case study contributes to the discourse surrounding ethics and responsibility within design and
use, which delineates an emerging interest in research. Although the interest in the topic of ethics
and responsibility is rising, the precise definition of ethics and responsibility through design and
use remains a subject of extensive debate, as highlighted in various scholarly works (Mingers and
Walsham, 2010; Mulvenna, Boger, et al., 2017; Mulvenna, Hutton, et al., 2017). Our conception
of ethics and responsibility in this paper stems from a comprehension of moral principles
governing an individual's decision-making processes, or lack thereof, by contributing with an
enhanced understanding of how digital nudging and dark patterns are understood, and how they
should be utilized through design.

While some scholars, such as Mulvenna, Boger et al. (2017), conceptualize ethical design as a
comprehensive design philosophy, our approach in this paper deviates slightly. Here, we focus on
ethical design as a practical concept, rooted in the overarching design philosophy but emphasizing
two practical dimensions: first, an ethical compass guiding the designer, and second, the generation
of ethical services as a tangible output that can serve the users. However, to understand the essence
of ethics and responsibility when it comes to bounded relationality and the effects of digital
nudging and dark patterns on our way of thinking and acting, we need to examine the roots of the
users’ Views on the topic, especially those in a vulnerable situation, hence our focus on teenage
girls (Stahl, 2012).

We examined teenage girls' sense of recognition when faced with examples of PSDs. The findings
explore teenage girls' comprehension of PSD, specifically digital nudges and dark patterns, and
offer multifaceted insights into their understanding and ethical perceptions of these design
elements. The approach adopted, captured through an interpretive case study, delved into the
nuanced understanding of 273 fourteen-year-old girls. Notably, the order of presentation impacted
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the results, hinting at the influence of sequence on perception. In light of our results and focusing
on the design aspects of digital nudges and dark patterns, we have developed some practical
suggestions on the “do’s and don’ts” of designing with PSDs including deception, default options,
loss aversion, and social reference.

In the case study, we presented the girls with ethical dilemmas concerning aspects of morality,
goodness, and virtue in screenshots that they could have come across in real life when browsing
the Internet. Deception is one of the designed methods that we tested on the girls as a dark pattern
where the user interface was difficult to understand with very small letters. This method breaks
the most basic precondition of communication, that is comprehensibility, referring to the first
element of the guidelines based on the speech-act (Spahn, 2011). Designers of persuasive design
should consider whether their design is easy to understand. Furthermore, this approach goes
against the “golden rule” principle that states that “creators of a persuasive technology should
never seek to persuade a person or persons of something they themselves would not consent to be
persuaded to do” (Berdichevsky & Neuenschwander, 1999). We were surprised to realize that the
girls only demonstrated a moderate ability to recognize examples of PSDs. The line between
positive and negative implications of digital technologies is not always clear, even for users with
strong digital literacy. That has been illustrated in the literature, for example, where personal data
can help individuals live healthier and longer lives, but can also challenge individual rights,
obligations, and sense of dignity (Leidner and Tona, 2021; Tam et al., 2019). We suggest that
designers should try to avoid using deception as a design method and focus on transparency. In
particular, when targeting vulnerable groups such as children (Fogg, 2003). Adding transparency
information to the interface, either explaining the digital nudge or its intended purpose or both,
does not decrease its effectiveness (Bruns et al., 2018; Michels et al., 2024). We suggest that
educators raise awareness of unethical design patterns, such as deception, among teenagers during
classes in media literacy or digital education.

We presented the girls with examples of both digital nudges and dark patterns using the design
methods of default options and loss aversion. Even though the contexts of the screenshots were
not completely compatible (flight booking and streaming subscriptions for default options) and
(health application and hotel booking for loss aversion examples) it was interesting to see that the
girls recognized the dark patterns slightly better over digital nudges. Furthermore, the group that
was initially exposed to dark patterns exhibited better recognition in several scenarios. Default
options and loss aversion methods have the potential to significantly improve decision-making
(Jachimowicz et al., 2019; Smith et al., 2019). Our suggestion for designers regarding loss aversion
is perhaps to set some boundaries regarding the truth of the messages they are presenting (Spahn,
2011). Are they, for example, truly displaying the number of rooms left? When designing with
responsibility, it is important to define ethical principles as the right and responsible action
(Atkinson, 2006). Concerning default options, we suggest that the designer tries to make the design
easily understood, perhaps signaling that the user is making a default choice of some sort, while
respecting the autonomy of the user rather than only focusing on usability (Davis, 2009). When
teaching about the design methods of default options and loss aversion, we suggest that educators
focus on empowering teenagers and discuss human values such as “privacy” and “autonomy” so
that they can navigate the Internet more independently. Designing ethical nudges is not only about
making designs that are easily understood and present accurate information. Designers and
educators should also reflect on the design and consider whether it is clear to the user who is the
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“speaker” in the digital design. This is what the speech-act theory refers to as truthfulness (Spahn,
2011). For example, sharing with employees that default options to improve security have been
applied to a computer system at a workplace could perhaps increase trust, user experience, and be
considered as ethical or legitimate nudging (Janson and Barev, 2024). Furthermore, it could be
straightforward to suggest default options with the motive of increasing safety at the workplace.
However, using loss aversion to perhaps nudge employees to complete tasks on time could also be
considered manipulation in some circumstances, if employees are already overworked. This brings
us to the final guideline of the speech-act theory appropriateness (Spahn, 2011), which is
something that both designers and educators need to consider regarding default options and loss
aversion methods. To some extent, we need to trust the moral compass of the designers and let
them bear the responsibility, but we also need to educate and raise strong teenagers who must rely
on critical thinking. That is perhaps more sustainable in the long run. Moreover, our findings reveal
that the way knowledge about dark patterns and digital nudging is cultivated through a practical
understanding through exposure and education on responsible design, on the one hand, and
responsible use, on the other hand, is imperative.

Finally, we presented the girls with an example of a digital nudge relying on social references.
Considering social references, it is not only important to focus on transparency and responsibility,
but it is also very relevant to explore the participation of users in the design process. A useful
method for that would be the Participatory Design, which allows the users to be part of the design
process and “is very much concerned with social learning and multi-stakeholder negotiation”
(Davis, 2009). Social media plays a big role in the everyday life of teenagers, and the digital
landscape is everchanging (Tarafdar et al., 2020; Califf et al., 2020; Lee et al., 2014; Chan et al.,
2021), making it even more important to include vulnerable groups in the design process.
Regarding attitudes, the girls displayed a more positive disposition towards digital nudges
compared to dark patterns. The sequence of exposure significantly influenced their attitudes, with
the girls in the digital nudging group introduced to digital nudges first, showcasing a more
favorable view of subsequent dark pattern examples. Furthermore, our analysis of the qualitative
findings also revealed interesting insights. While some perceived PSDs as intriguing and
interesting, others felt manipulated and uncomfortable, especially when it came to the dark
patterns. This range in emotions is expected as social norms and emotional regulation skills are
still in active formation at the age of fourteen (Baccarella et al., 2018; Bristol and Mangleburg,
2005). The ethical dimension emerged prominently, with distinctions drawn between acceptable
digital nudges and objectionable dark patterns. Ambivalence existed as well in some of our
findings, underscoring a nuanced view that acknowledged contextual appropriateness and intent
as key elements in the PSD elements. Digital artifacts are not created in a vacuum; designers play
acrucial role and should consider that teenage girls are vulnerable users who are sensitive to social
references. Our suggestion to educators is to encourage participation in digital design discussions.
The level of social in-/exclusion of an information system, in particular concerning gender, is often
not the result of good or poor choices or the lack of will but is simply the result of unawareness of
inclusive social aspects (Olbrich et al., 2015). Furthermore, designers and system developers
should be aware that (i) not all women everywhere constitute a homogenous group that possesses
the same thoughts, feelings, and expectations about technology use, and (ii) the assumption that
something such as a “women-friendly” design could exist (Olbrich et al., 2015). One does not need
to have a technical background to have an opinion on how things should be presented in a digital
environment. It is essential to emphasize that everyone’s voice should be heard, particularly those

13



from marginalized groups, such as children, teenagers, and girls. Designers and developers who
use PSD should be aware of the existing asymmetrical power dynamics that enable them to
influence users’ attitudes, behaviour, and decision-making (Benner et al., 2022). They must
balance transparency between users’ needs and the PSD effects and effectiveness (Benner et al.,
2022). Therefore, responsible and ethical PSD requires constant awareness of these asymmetrical
power dynamics. The human-computer interaction literature provides guidelines, principles, and
theory that aid designers and system developers in meeting the needs of diverse users
(Schneiderman and Plaisant, 2010), as well as publicly available standards, such as those available
from the World Wide Web Consortium (W3C, 2025).

These findings illustrate the importance of context and presentation order in shaping perceptions
of PSDs among teenage girls, which in turn underscores the importance of ethical and responsible
use of PSD for designers of information systems and those teaching about information systems.
Additionally, the ethical considerations and diverse attitudes expressed highlight the need for
responsible implementation of these design strategies for designers and outline the importance of
cultivating an understanding amongst users. With responsibility, we can factor in both harmful and
positive outcomes from the engagement with PSDs (Voegtlin et al., 2022).

5.1 Design Guidelines for Ethical Persuasive System Design

Based on our cumulative findings derived through our engagement with the empirical material,
alongside our engagement with the literature through the discussion section of this paper, the
contribution can be summarized in a set of design guidelines for ethical persuasive system design,
which can be used by designers and educators. The design guidelines are three in total: (i)
transparency, (ii) responsibility, and (iii) inclusion. We will present each of those in more detail
below.

Transparency should be the main priority for designers and educators when designing or teaching
user interfaces. For designers, this means making the design easily understood for teenage girls,
always based on true content, while keeping in mind the needs and vulnerabilities of teenage girls.
For educators, this means sharing the knowledge and awareness of the truthfulness and
appropriateness of PSD.

Responsibility should be considered a defining feature of PSD when designing for vulnerable
groups such as teenagers or children. Our case study shows that teenage girls were more accepting
of dark patterns if they were first exposed to the benefits of digital nudges.

Inclusion refers to engaging users, including underrepresented groups like teenagers, directly in
the design process. Gather their feedback and insights to ensure that design decisions meet user
needs, while also preventing the creation of harmful usage patterns that could exploit
vulnerabilities.

5.2 Limitations and Future Work

This paper has limitations that should be noted, and those can also serve as areas for future
research. First, we did not follow each participant through all three data collections, as we did not
see it as ethically justifiable to do so due to their young age and that type of design would have
called for parental consent. It meant that we were limited in analyzing the drop-out throughout the
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three data collection steps, and it would be interesting to analyze responses from the girls who
participated in all three data collections. Second, we adopted five questions from the AttrakDiff
scale for measuring attitudes that are traditionally used to measure user experience. Perhaps
another method for measuring attitude would have been more appropriate for this type of case
study. Third, in this case study we rely on teaching the girls about the design methods before asking
them to identify different patterns and measuring their attitudes. Initially priming the participants
about digital nudges and dark patterns may impact their experience. Fourth, in this case study we
presented the teenage girls with screenshots of different PSDs. That limited us in following a strict
digital nudge design method (Mirsch et. al., 2018), as we could not evaluate the actual outcome of
the PSDs if the teenage girls had used the digital technology that was being explored. Fifth, we
examined various contexts in the case study, such as online shopping, streaming, and hotel
booking, which are distinctly different experiences. Some of the contexts might not be relevant for
the demographic of teenage girls and therefore could impact their interest in participating in the
case study. Sixth, educational practices vary internationally e.g. in Scandinavia there is a high
focus on critical reflection as part of learning. This makes the general application of the results
challenging whereas this can be significantly different in other countries. Finally, further research
could explore these nuances across broader demographic spectra to inform more inclusive and
ethically sound design practices while also exploring other vulnerable user groups to further the
understanding of responsibility in the future of design and use.

6. Conclusions

Our paper shows that PSD is a powerful tool that needs to be handled with responsibility and care,
in the appropriate context. We show with the findings drawn from our case study with the 273
teenage girls, that it is pivotal to cultivate an understanding amongst designers and users on the
depth of the impact of PSD used in our everyday internet life, as the use of PSD can have a
significant impact and need to be handled with care. We designed a case study where we examined
teenage girls’ recognition of PSD, both in the context where it is considered as digital nudges as
well as in contexts considered as dark patterns. Furthermore, we explored teenage girls’ views on
PSD in general and on digital nudging and dark patterns in particular. The sequence of exposure
significantly influenced the teenage girls' attitudes, where the girls who were first introduced to
digital nudges, showcased a more favorable view of subsequent dark pattern examples. This is
important when designing teaching material or information systems for teenage girls. The results
suggest that exposure to digital nudges before dark patterns can bias users toward a positive
attitude toward a possibly harmful context of a design element. This needs to be considered when
teaching teenage girls about PSDs, and designers also need to be aware of this bias in attitudes.
Teenage girls should not only be informed and educated about the impact of PSDs in different
contexts but they should also be made aware of the bias that is related to the order of perception
and educated on the dark side of PSD. This paper offers two main contributions. Firstly, we offer
in-depth insights into the way teenage girls recognize PSDs. Our results show that teenage girls
demonstrated a moderate ability to recognize PSD in feature design. We show both quantitatively
and qualitatively what attitude teenage girls have towards digital nudges and dark patterns.
Teenage girls have a significantly more positive attitude towards digital nudging compared to dark
patterns. Furthermore, while some perceived PSDs as intriguing and interesting, others felt
manipulated and uncomfortable, especially when it came to dark patterns. Second, we offer three
concrete design guidelines to future designers and educators: (i) Transparency should be the main
priority for designers and educators when designing or teaching about user interfaces, (ii)

15



Responsibility should be considered a defining feature of PSD when designing for vulnerable
groups such as children or teenagers, and (iii) Inclusion refers to engaging users, including
underrepresented groups like teenagers, directly in the design process. Summed up, our findings
offer valuable insights into how teenage girls perceive and navigate digital nudges and dark
patterns, emphasizing the pivotal role of context, presentation sequence, responsibility, and ethical
considerations in shaping their attitudes and comprehension of persuasive design strategies.
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Appendix:

Method for Measuring Attitudes Towards PSD

Following the presentations on digital nudges and dark patterns, we asked the girls to answer
questionnaires with screenshot examples (see section 3.1.1. above for details). After every
example, the girls were asked to rate how they felt about the screenshot by answering 5 questions
drawn from the AttrakDiff scale (AttrakDiff, 2023). See Table 2 below with the scales. The
AttrakDiff scale is designed to measure user experience, and we adapted and shortened the scale
to measure the girls' attitudes. In this case study, we used four scales that measure attraction and
the global appeal of the examples (Hassenzahl, 2018). In addition to that, we used one scale
measuring the pragmatic quality of the examples (confusing to clearly structured), referring to
what makes people able to fulfill their goals using the proposed digital elements and finding out
how to use it on their own (Isleifsdottir and Larusdottir, 2008).

Table 2. The scales that the girls were asked to rate their attitude toward PSD examples

How did you find the example in the screenshot on a scale from 0 to 10?
Bad Good
Confusing Clearly structured
Discouraging Motivating
Unpleasant Pleasant
Disagreeable Likeable

To assess the attitudes, we designed a full factorial design with factors group and test type. Figure
5 below illustrates the different components of the methodology. We take the order of the group
into account as the digital nudging group first received a presentation on digital nudging and the
dark patterns group first received a presentation on dark patterns. We also consider if the girls are
evaluating an example of digital nudging or dark patterns. For each example, the girls evaluated
five scales, and the score used in the full factorial design for each example is the average score of
the five scales.

Figure 5. Research methodology components
Factorial design

Group: Test type:
Digital nudging group Digital nudging example Attitudes according to
V. Vs, - the feelings scale
Dark patterns group Dark patterns example

Note: Attitudes are scored on a scale inspired by the AttrakDiff scale
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Data Analysis of Attitudes

We used a two-sample t-test assuming equal variance to compare the different attitude scores
between the groups. In the factorial analysis, we analyze how the two factors and their interaction
- group and test type - affect the scoring of attitudes by the teenage girls. Lastly, we applied analysis
of variance (ANOVA) with interaction effects on the dataset.

Results on the Attitudes Towards Digital Nudges and Dark Patterns

A factor analysis of the groups of girls and types of tests gives us information about the impact of
each factor on the scoring of attitudes. For this analysis, 100 teenage girls in the digital nudging
group and 112 teenage girls in the dark patterns group are included (Factor group where the digital
nudging group started with digital nudging and the dark pattern group started with dark patterns).
Out of this population, 582 digital nudging examples were scored, and 588 dark patterns examples
were scored (Factor Test type). The results of the full factorial analysis can be observed in Table
3 below. We find that both the factor group and test type, as well as their interaction, are strongly
significant, which means that the girls in the digital nudging group are more positive toward these
types of PSD and that teenage girls are also more positive toward digital nudging compared to
dark patterns.

Table 3. Factor analysis for attitude scoring

Df Sum Sq | Mean Sq F value Pr(>F)
Group 1 63 62.2 18.07 2.29e-05 ***
Test type 1 335 3354 96.38 < 2.29e-05 ***
Group:Test type 1 66 66.4 19.09 1.36e-05 ***
Residuals 1166 4058 35
Signif. codes: 0 “****0.001 “***0.01 “*> 0.05 > 0.1 “* 1

In Figure 6 we present a means plot that shows that the interaction effect between group and test
type is significant. The plot shows that the mean attitude score on the nudging test is similar for
both groups, with the mean score for the dark patterns group being slightly higher. The difference
between the two groups is much greater when looking at the attitude score for dark patterns, where
the digital nudging group scored significantly higher than the dark patterns group. It is evident
from this plot, that the order of the presentation mattered for the girls’ attitude.
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Figure 6. Means plot of attitude scoring by groups and test type
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As can be seen in Figure 7, the girls had a more positive attitude towards digital nudging compared
to dark patterns. In addition, the teenage girls in the digital nudging group had a more positive
attitude towards the dark patterns compared to the girls in the dark patterns group.

Figure 7. Boxplot of attitude scoring
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Overall, the girls had a significantly more positive attitude towards the examples displaying digital
nudges compared to examples of dark patterns. Of the five elements that measure the attitudes on
a scale from 0-10, digital nudges scored 5.92 while dark patterns scored 4.90. When we compared
the attitude of the girls in each group there was no significant difference towards digital nudges.
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However, the digital nudging group, who first received a presentation on digital nudges, had a
significantly more positive attitude towards dark patterns. See Table 4 below for the results of the
significant tests on the difference in attitudes of the groups of girls by each example.

Table 4. Attitudes Towards Digital Nudges and Dark Patterns by each example

Questionnaire PSD method Digital nudging Dark patterns p-value
group mean group mean

Nudging Loss aversion 5.98 6.04 0.336
Nudging Default option 5.78 5.73 0.364
Nudging Social norms 5.90 6.09 0.09
Dark patterns Deception 5.43 4.37 <0.001*
Dark patterns Default 5.35 4.46 <0.001*
Dark patterns Loss aversion 5.36 4.76 <0.001*
Note: Calculated the mean score of the five attitude answers for each example

The results from the analysis of attitudes can be summarized in a practical guideline for educators.
If the educator aims to raise awareness of the harmfulness of dark patterns, then it is better to
structure the lecture by starting with a presentation on dark patterns instead of digital nudges. Then
teenage girls are more likely to have a stronger negative attitude towards dark patterns.
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