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1 Introduction
The perpetual advances in information technology are a double-edged sword. On the one hand, they bring an
unparalleled improvement of life quality for the society [77]. On the other hand, they unveil new possibilities
for evildoers to carry out their mischievous deeds. Besides merely increasing the attack surface [15, 41, 140],
digital innovation also may provide new weapons for cyberattackers, best exemplified by the recent emergence
of “weaponized” or “offensive” AI [92, 138]. In light of such a constantly evolving threat landscape, modern
organizations, in both the public and private sector [116], habitually rely on Cyber Threat Intelligence (CTI) to
adapt their defenses to novel threats.

The prime objective of CTI is to reveal novel attack traits by analyzing the behavior of cybercriminals. Such
insights help defenders to stay up-to-date with current offensive strategies, techniques and tactics, and to
potentially defuse incoming attacks before they hit their targets [5, 141]. Despite being a time-consuming activity
for security analysts [34], gathering CTI is known to be effective to thwart even advanced forms of cyberattacks
[23]. It is hence hardly surprising that a substantial body of research addressed problems related to CTI (see
[39, 128, 131] for literature reviews). Exemplary works propose techniques for identification of specific security
events, e.g., vulnerability exploitation [94] or malware installation [44], or for extraction of generic knowledge,
e.g., in form of knowledge graphs [120], from underground forums or other pertinent data sources.

Recent reports suggest, however, that a large share of CTI extraction is still performed manually [34]. This
adversely affects the cost and the timeliness of CTI in practice. While manual investigation is certainly indis-
pensable for precise understanding of complex CTI matters, we argue that such investigation can be facilitated
by narrowing the analyst’s attention to specific topics of interest. Specifically, we demonstrate how Natural
Language Processing (NLP) techniques can be leveraged to learn characterizations of topics of potential interest
from reliable data sources, which can be subsequently deployed for extraction of threat intelligence related to
such topics.

While using NLP in the context of CTI is by no means unknown (see [17] for a recent review of related
literature), most of such works have hardly addressed the practical side of CTI, as shown in this article. Based on
this observation, we developed a novel topic modeling technique which enables one to transfer knowledge across
various data sources and hence increase the accuracy and the confidence of identified topics. We demonstrate the
high practicality of the proposed approach by studying to what extent cybercriminals are interested in applying
AI for malevolent purposes and shed light on their specific interests. Our technique is primarily concerned with
the extraction of generic threat intelligence knowledge, yet the generality of our method makes it also applicable
for investigation of more specific CTI tasks. In addition, we present a post hoc survey with contributions from 24
CTI practitioners, which justifies and validates our research and design choices.

Contributions. The underlying motif of this work is to simultaneously account for both the research and practical
aspects of CTI, aiming to build a bridge between, and then enhance, each of these ends. Hence, our scientific
contributions encompass “technical,” “conceptual,” and “analytical” areas. Specifically:

—We review prior literature on CTI under a practical lens (Section 2). We find that no technical paper concerned
with application of NLP techniques for CTI has fully accounted for practitioners’ perspective. We suggest
recommendations to rectify this disconnection—which we follow in our work.
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—We propose TopTran, a new method to facilitate a common CTI task: the analysis of underground forums
(Section 3). TopTran enables “transferring” topic models built on reliable data with known thematic focus,
e.g., legitimate discussion forums, to investigate unknown data—hence facilitating exploratory work of CTI
experts.

—We demonstrate a practical implementation of TopTran (Section 4). We showcase how to develop a topic
model that is ready for operational deployment. We publicly release our tool [42].

—We perform a realistic CTI campaign by applying our fine-tuned model (Section 5). Through three case
studies, entailing 6.9 M threads from 18 underground forums spanning over 9 years, we investigate if these
communities are interested in abusing AI for malicious purposes. We find scarce evidence of advanced
attacks.

—We validate all of the above with a user study with 24 CTI practitioners (Section 7) whose findings can guide
future research. To the best of our knowledge, this is the first paper on CTI whose technical contributions
are also validated with a user study with practitioners.

We also provide further assessments and critically analyze our article under a practical lens (Section 8). Finally,
we report extensive technical discussions and in-depth qualitative analyses in Appendix C through Appendix D.

2 The Gap between Research and Practice in CTI
As our first contribution, which also serves as a motivation for subsequent development, we survey prior research
in CTI (Section 2.1) and then illustrate limitations of scientific literature from the perspective of CTI practitioners
(Section 2.2). We conclude by outlining the possibilities for bridging the gap between research and practice in this
field (Section 2.3), which we will use as a guide in the remaining sections of the article.

2.1 The State of Research in CTI
A large amount of scientific works have CTI as their core focus. Aside from literature surveys (e.g., [39, 128, 131])
and SoK papers (e.g., [70]), prior research on CTI can be divided into two categories:

—Technical papers, which advance the state-of-the-art by proposing solutions that either facilitate existing CTI
tasks, or enable the exploration of new CTI insights. For instance, Shin et al. [121] propose a word-based
algorithm to quickly identify critical security events in large data pools whereas Jo et al. [72] propose a
management system for entire CTI pipelines (from data collection to utilization).

—Case studies, which carry out exploratory or longitudinal analyses on a certain data source and contribute
with novel findings that are useful to the cybersecurity community (e.g., as an avenue for future research, or
to proactively improve operational cyber defense systems). For instance, underground forums [94], darknet
marketplaces [57], security feeds [32, 60], as well as social media [1], have all been widely investigated by
prior works.

There are also papers that fall into both of these categories. For instance, Sun et al. [129] propose a new solution
to investigate private interactions in underground forums, which is then used to analyze data from the real world
and yield novel findings usable for CTI. Other notable examples are in the papers by Chiba et al. [38] and Kim
et al. [74].

2.2 Practical Shortcomings of CTI Research
Unfortunately, most scientific works connecting NLP with CTI exhibit some intrinsic shortcomings that diminish
the practical value of the corresponding contributions. Indeed, the two previously identified categories of research
papers are affected by two subtle issues which, despite being common in security-related research, are particularly
important for CTI. Our reflective analysis of these issues is aimed to rectifying such shortcomings in current and
future research.
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2.2.1 Untimely Findings. The foundation of CTI is to continuously analyze the digital world in order to be
“one step ahead” of cyber criminals [131]. It is hence mandatory that the results of any CTI campaign reach
relevant personnel (e.g., decision-makers or system administrators) as quickly as possible. Unfortunately, scientific
literature can hardly achieve such an objective; this is due to the lengthy publication process that research papers
must undergo before being credited as “peer-reviewed work.” For instance, conferences require 2–5 months from
submission to acceptance, whereas journals can take years;1 and this long timespan does not account for potential
“rejections” (which not necessarily are due to flaws in the findings themselves). Consequently, while findings
provided by research papers can be inspiring for future academic work, their value in practice is questionable.2
This issue is noteworthy for measurement papers; technical papers are also affected since a given solution may
become outdated during the timespan between submission and acceptance of an article.

2.2.2 Lack of Practitioner Input. Among the recipients of CTI solutions (or findings), there are practitioners, i.e.,
security operators, policy-makers, and corporate managers [5]. However, prior research overlooks the viewpoint
of practitioners—especially technical papers. To understand why this lack is problematic, consider the following:

—Any software tool must be developed and maintained. Without (i) inquiring practitioners if the tool addresses
a meaningful purpose, and (ii) measuring how costly it is to setup such a tool, its practical value would be
questionable.

—Any CTI tool requires data to be analyzed. Without asking if such data sources are relevant for practitioners,
the overall credibility of the findings would be undermined.

—After analyzing some data, the tool must provide an output. Such an output may not be easy to interpret for
practitioners, which would discourage its usage in the real world.

Put simply, neglecting to account for the practitioners’ know-how prevents emphasizing the practical value of a
given technical research paper, thereby intrinsically inhibiting its real-world utility.

2.2.3 Validation: Literature Analysis on “Practitioner Viewpoint.” To provide exemplary evidence of the gap
between CTI research and practice, we carry out a thorough analysis of prior technical papers that use NLP
methods to analyze textual data, since this is the focus of our technical contribution (discussed in Section 3). Our
analysis was performed by two authors, who frequently interacted and exchanged opinions. At a high level, we
proceeded as follows.

(1) Search. We queried Google Scholar between October and November 2023. We started with a keyword search
and applied backward snowballing to avoid bias in favor of some publishers [136].3 Since we are interested
in recent (peer-reviewed) works, we consider papers published from January 2018 to November 2023.

(2) Filtering. Overall, we reviewed over 70 “technical” papers related to CTI, proposing tools or solutions to
extract CTI (e.g., we excluded literature reviews or position papers).4 Our inclusion criteria entail papers
that use one or more of the following data sources: (a) security reports, (b) darknet webpages/marketplaces,
(c) underground forums, and (d) social media. For instance, we exclude works (e.g., [9]) that focus on
“internal intelligence” [114] (such as [74]), due to it being an area orthogonal to the one addressed in this
paper.5

(3) Analysis. We eventually collected a total of 26 papers that aligned with our scope, which we analyze in
detail. We questioned whether the paper accounted for the practitioners’ viewpoints. These viewpoints

1For example, a recent work [24] was submitted in July 2022 and accepted in August 2023.
2Unfortunately, uploading a pre-print online is not helpful. Lack of any peer-review makes the resulting findings of dubious utility, especially
for practitioners, who would hardly invest their limited time by looking at unpublished works.
3We used keywords such as “CTI,” “Cyber Threat Intelligence,” “Threat Intelligence,” combined with “tools” or “solution.”
4We also exclude works such as the one by Griffioen et al. [60], whose contribution is a longitudinal analysis of CTI feeds (which hence does
not fall in our category of “technical” paper).
5Internal intelligence includes, e.g., network logs from IDS/IPS, databases, servers, routers, and other network devices of an organization.

Digital Threats: Research and Practice, Vol. 6, No. 4, Article 32. Publication date: December 2025.



Topic Modeling for Cyber Threat Intelligence • 32:5

Table 1. Technical Papers on CTI Proposing Original Solutions/Tools Reliant on NLP

Year Paper
(1st Author)

Data Source Open
Source?

Practitioner Validation
Sec. Rep. Dknet/Mktpl Udg. For. Soc. Med. Other Data Purpose Output

2018

Williams et al. [135] ×
Almukaynizi et al. [10] × ×
Ebrahimi et al. [52] ×
Tavabi et al. [130] × ×
Deb et al. [44] ×

Nunes et al. [97] × ×
Deliu et al. [47] ×

2019

Zenebe et al. [142] ×
Arnold et al. [18] × ×
Schäfer et al. [120] ×
Sakar et al. [118] ×

2020

Marin et al. [86] × ×
Ampel et al. [11] × ×

Yang and Lam [141] ×
Adewopo et al. [1] × ×
Ebrahimi et al. [51] × 3 3

Samtani et al. [117] × 3 3

Shin et al. [121] ×
Zhao et al. [145] × × ×

2021
Vahedi et al. [133] × 3

Gao et al. [56] ×
Zhang et al. [143] ×

2022 Ji et al. [71] ×
Jo et al. [72] ×

2023 Bayer et al. [24] × 3

Moreno-Vera et al. [94] × 3

For each work, we report: the data source (security reports, darknet/marketplaces, underground forums, social media, others) used for
the assessment; whether the source code is publicly available; and whether the proposal (i.e., the chosen data source, the envisioned
purpose, or the provided output) was scrutinized by practitioners.

entail: whether the data source for the analysis is appropriate; whether the task falls in CTI practitioners’
routines; and whether the output of the tool is actionable; importantly, we scrutinize whether the paper
provided factual evidence that a CTI practitioner was inquired about any of such dimensions. We also
examine whether the paper open sourced the technical implementation of the proposed method.

We summarize the results of our literature analysis in Table 1. The rightmost columns refer to the bullet points
discussed in the previous subsection (Section 2.2.2). From Table 1, we see that no paper fully accounted for the
viewpoint of practitioners. Importantly, only three papers explicitly reached out to practitioners to justify some
aspects of their research. Specifically:

—Ebrahimi et al. [51] selected four underground forums for their study after having “consulted with cy-
bersecurity experts and researchers well versed in Dark Web analytics and the underground economy.”
Additionally, to confirm the choice of these forums, they stated that “these platforms are well-known within
the Dark Web ecosystem.”

—Samtani et al. [117] selected one large underground forum with the motivation that “[it was] suggested
by several cybersecurity experts who are well versed in Dark Web analytics from academic and industry
perspectives.”
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—Vahedi et al. [133] identified “three prevailing paste sites for collection based on feedback from cybersecurity
experts.”

However, neither of these works inquired the practitioners’ opinion on the purpose or the output of their technical
contribution. We use this finding as an inspiring motivation to try to bridge the gap we brought to light.

2.3 Aligning CTI Research and Practice
Rectifying the disconnect between research and practice is challenging, but it can be done. The long time
before publication can be addressed by early dissemination of results (e.g., in workshops or technical venues);
moreover, discovery of critical security issues should be followed by preemptive communication of the uncovered
vulnerability to the respective organization (e.g., Bai et al. [21] found some malware in the Android marketplace
and communicated this to Google). With regard to inquiring the practitioners’ viewpoint, this can be done via
user studies.

2.3.1 Prior User Studies (Related Work). Some prior works have carried out user studies with security prac-
titioners. For instance, [7] interviewed 22 SOC analysts, whereas [89] focuses on the security of Smart Grids
(interviewing 14 practitioners). However, these (and other [16, 33]) papers have nothing to do with CTI. After
extensively analyzing prior literature, we found only three peer-reviewed6 papers entailing user studies with
CTI practitioners. Ahmad et al. [3] carry out a user study revolving around the analysis of information security
management and incident response in one organization. Zibak et al. [149] perform a review of CTI literature
and inquire 30 CTI practitioners about quality dimensions in CTI. Kotsias et al. [76] review the integration and
adoption practices of CTI in one organization. Finally, we also mention the 2020 USENIX Security paper by
Bouwman et al. [31], which focuses on investigating the perceived quality of “commercial threat intelligence”
according to interviews with 14 security professionals. These works, despite their undeniable value, do not provide
any technical contribution.

2.3.2 Proposed Recommendations. Our literature review serves to motivate our call to action: we seek to
improve the practical value of CTI research in the real world. To this purpose, we advocate for the following:

—Researchers Should “Go beyond the Lab.” First, to account for the “untimely findings,” researchers should
proactively communicate (via means of dissemination different from research articles) any security-critical
finding to the respective stakeholders; then, to account for the “lack of practitioners’ input,” we endorse
researchers to reach out to CTI practitioners. This holds especially true for technical papers, for which we
recommend to use the practitioners’ know-how to validate the following design choices: (i) is the purpose
meaningful? (ii) is the data source appropriate? (iii) is the output useful? (iv) is the cost manageable?

—Practitioners Should “Lend a Hand.” The current disconnect is not just due to researchers who are “lazy.”
Multiple papers (e.g., [7, 89]) have pointed out that obtaining the cooperation of security professionals can
be prohibitive. Given that practitioners will also benefit from providing their input, we hence endorse them
to be more willing to cooperate with researchers.

We acknowledge that bridging the gap requires efforts from both research and practice. However, it can be done.
This is why, in the remainder of this article, we will showcase how to embrace our recommendations7 when (i)
proposing a new method for CTI—questioning (Section 3.1) whether it addresses real routines; (ii) implementing

6We searched Google Scholar based on keywords such as “CTI,” “Cyber Threat Intelligence,” “Threat Intelligence” combined with “user survey,”
“expert survey,” “study,” “expert,” “user,” “expert.” In addition, we also applied the snowball method [136] and reviewed the references of other
papers related to CTI, included in this article. This analysis was done by two authors. We also found only two white papers [34, 53], which
survey current practices in CTI.
7Note: even though our recommendations can be broadly applied to “bridge the research-practice” gap in other domains (e.g., intrusion
detection [16]), we stress that our focus is on CTI.
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it in a practical tool—questioning (Section 4.1) its purpose as well as the validity of the data source; (iii) using such
a tool to analyze data from the real world, questioning (Section 5.2) the utility of its output; and (iv) assessing its
feasibility, questioning (Section 6.1) the work time practitioners would need to accomplish a similar purpose. The
answers to all these “questions” are provided in our user study (Section 7.3).

3 Analysis of Underground Forums: Challenges and Our Solution
We now shift our focus to our technical contribution: TopTran, an original method to facilitate the analysis of
underground forums—a common activity for CTI practitioners [53, 106, 114, 144]. We first describe underground
forums (Section 3.1) and then discuss state-of-the-art techniques to analyze such data source (Section 3.2) and
their related deployment challenges (Section 3.3). Finally, we present TopTran (Section 3.4).

3.1 Overview of Underground Forums (and Related NLP Applications)
Underground forums can be seen as online social networks for cybercrime [96, 115] where users engage in
(potentially illicit) activities, share (potentially criminal) ideas, and discuss (potentially offensive) technologies and
security incidents [54, 108]. Therefore, analyzing underground forums provides proactive threat intelligence, thereby
favoring the prevention of security breaches [142]. Previous work examined underground forums from a variety
of perspectives. Examples include investigation of trust relationships between mutually distrustful parties [96],
analyzing the economy of darkweb shops [99], studying attackers’ assets and tools [115], and identification of
malicious actors [2, 58, 67, 81, 100, 105]. A recent review [8] has summarized the existing literature on underground
forums.

The most common methods for the analysis of underground forums use NLP techniques. For example, Latent
Dirichlet Allocation (LDA) [28] has been applied to identify topics discussed in certain threads [54, 120], to
cluster source code [115], or to analyze user’s discussion preferences [67]. More advanced NLP techniques, such as
word embeddings, have also been applied for classification tasks. Examples include classifying exploit source code
[11], predicting exploitability of vulnerabilities [130], and classification of threads as malicious or benign [46].

In the aforementioned works that involved classification tasks, ground truth was available, i.e., samples were
associated to pre-defined sets of classes. Unfortunately, such an assumption may not align with the real world : such
annotation must be done manually8 and can be prohibitively expensive [33]. Although these methods can be used
in research, they may not be enticing for solutions also meant for CTI practitioners, who already spend abundant
time in carrying out manual analyses; additional data labeling would further aggravate their duties. This problem
is further aggravated by considering that such methods require additional labeled data for any future update,
which is a necessary duty to ensure that the overarching CTI tool provides answers that reflect current trends.

3.2 Topic Modeling (State-of-the-Art)
When ground truth is not available, one can resort to unsupervised techniques: despite still requiring a training
phase, these methods do not require any labeling. The most notable family of unsupervised NLP techniques is
topic modeling [103], designed to detect thematic structures (e.g., word/phrase patterns, or “topics”) in documents.
Such a property makes topic modeling methods much more advantageous than searches based on hard-coded
keywords [137].

A well-known topic modeling method is LDA [28], but it cannot account for context, i.e., the relationship
between adjacent words in the text. The topics in LDA can only include words contained in the training corpus,
hence LDA cannot handle unseen words by design [27]. Furthermore, using LDA (or its variants [125]) yields topics
that are often misaligned with human judgment [63] and are of poor quality for underground forums [54].

8For instance, the authors in [46] manually annotated 10 K posts, and hired five students to validate only 50 of them—and the margin of error
was 10%.
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A further step in the evolution of topic modeling was to deploy the idea of pre-trained word embeddings9 used
for other NLP tasks [91]. Intuitively, pre-training on a large data corpus enables the capture of a multitude of
contextual dependencies for any given language. The state-of-the-art is represented by Contextualized Topic
Models (CTM) [27], which can handle words and documents not seen at training time [26]. Moreover, CTM can
be enhanced to analyze full sentences, and not just words, by combining it with recent advances in transformers,
such as SBERT [111].

Takeaway. By combining CTM with SBERT, one can (i) account for context and (ii) generalize to sentences not
seen during training, thereby enabling exploratory analyses in underground forums.

3.3 Practical Application of Topic Modeling
To appreciate our contribution, let us introduce the problems involved in practical applications of topic modeling
methods to analyze underground forums. Suppose that we want to carry out an exploratory analysis, focused
on a certain task (e.g., “finding threads that match a given topic”), on a given data source (e.g., an underground
forum), for which no labeled data are present.

One can develop an ad hoc topic model for the data source and then apply it to such a data source. Such
an approach is not viable—due to noise. Topic modeling methods are primarily concerned with characterizing
prevalent topics of a given set of documents. As an example, the authors of [29] revealed that a straightforward
application of topic modeling in the Yale Law Journal would yield topics tagged as “tax,” “labor,” and “speech.”
However, finding prevalent topics in a given document corpus is not necessarily something that may interest a
CTI practitioner, who may rather want to see if the corpus contains specific topics.10

We argue that one can use pre-trained embedding models (e.g., CTM and SBERT) to “find threads that match
a given topic.” However, a few questions arise: does the data used for such pre-training enable gathering the
desired (specific) CTI insights?11 Furthermore, how can one be certain that the “blind” application of any pre-
trained model on an unknown data corpus (i.e., the underground forum) will yield accurate results?12 Indeed,
applying pre-trained models to carry out exploratory analyses in data sources such as underground forums is
not straightforward. This is because we (and especially CTI practitioners!) do not know in advance “what lies in
an underground forum.” Depending on the given task, some training sets may be inappropriate; this is an issue
given that the subjects of interest to CTI practitioners tend to be highly technical.13

We argue that, despite the aforementioned difficulties, applying pre-trained topic modeling methods for
analyzing underground forums can be done—but two requirements must be fulfilled: (i) choosing a suitable
dataset for fine-tuning the models and (ii) pre-validating their performance before their deployment. We ob-
serve that while the first requirement can be addressed with domain expertise (there are many publicly avail-
able data sources usable for fine-tuning), the second presents subtle pitfalls that necessitate an elaborated
treatment.

9A word embedding maps phrases into high-dimensional spaces used for the final inference. This enables accounting for word context, e.g.,
realizing that “Air Canada” is a different notion than the set of words “Air” and “Canada” [91].
10As an intriguing (and even somewhat anecdotal) example, Goupil et al. [59] studied IT security job advertisements with the goal of revealing
“key technical skills” expected by this industry and found a large share of topics to be related to general HR issues, employer descriptions,
and employee benefits—none of which being useful for the overarching task of identifying “key technical skills.”
11For instance, using the topic model pre-trained in [29] would yield topics related to “tax,” “labor,” and “speech.”
12Topic models simply return the documents in a document corpus that are the closest to the topics they are pre-trained to find—even if the
overall relevance of the returned documents to such topics is low.
13For example, one would not search for evidence on the potential usage of AI by attackers by using a model pre-trained on documents older
than 30 years.
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Fig. 1. Schematic description of the TopTran protocol. The conventional topic modeling is built based on the training corpus
from a known domain and validated on two other corpora from a related and an unrelated domain. Subsequently, the model
can be “transferred” for searching for topics from a known domain in the unknown one.

3.4 Our Proposed Solution: TopTran
Here, we describe TopTran, short for “Topic Transfer,” a simple but original14 protocol to gauge whether pre-
trained topic model can be safely transferred to analyze unknown data (e.g., underground forums).

The key idea of TopTran, illustrated in Figure 1, is to first build a topic model for the knowledge that may
interest a CTI expert from a reliable source of data (step “Train”). Subsequently, the model can be assessed on the
CTI data source (potentially unrelated to the “training data”) to verify if discovered topics appear in the data (step
“Search”). The challenge of the search step, akin to finding a needle in a haystack, is to ensure the validity of a
positive search result. To this end, TopTran entails the validation step comprising two control experiments that
verify the sufficiency of the true-positive and the false-positive rates of the derived topic models. The details of
the respective steps are elucidated in the ensuing subsections.

3.4.1 Intuition: From Topic Modeling to Topic Transfer. Topic models analyze some documents (i.e., textual data)
and return the probabilities that such documents match a given topic. However, these probabilities are normalized
on the basis of the analyzed data [27, 147]. For instance, even if the topics contained in a given document are
all irrelevant for the task, a topic model would still return the “most relevant” topic. This may yield impractical
findings and a waste of time when transferring the model. To address this issue, we propose an original heuristic.
Inspired by [62], we observe that if a document is unrelated to the topics captured by the model, the probability
distribution computed by the model is approximately uniform. Hence, for = topics inferred by the model, their
probabilities are ≈ 1/=. Conversely, if some topics are relevant for the document, their probabilities should be
≫ 1/= (we validate these claims empirically in Section C.2.3). Therefore, we can see the probabilities as a measure
of the relevance of a topic in a given document: if the calculated relevance of a topic is above a certain value d ,
then such a topic can be claimed to be “relevant” for the document. Such d can be tuned to optimize the tradeoff
between true- and false-positive rates.15 In our demonstration, we show how to calibrate d .

14We are not aware of existing evaluation protocols that have the same goal as ours.
15Note, however, that due to the intrinsic lack of ground truth which entails the application of topic modeling techniques, it may not be
possible to systematically compute the false-positive or true-positive rate (even at the development phase). The purpose of d is simply to
prevent flagging topics that, despite being potentially present in a collection of documents, are not relevant for the overarching task.
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3.4.2 Validation Method. Our method is a high-level evaluation protocol used to validate the practical utility
of a given topic modeling method for CTI applications. To apply TopTran, the following elements are required: a
topic modeling model,M; a CTI task,16 T ; the minimum relevance, d ; and four datasets:

T: A training dataset, which contains topics relevant for T (according to d), used to fine-tune (i.e., train)M;
N: A dataset for a negative control experiment, which should contain topics that are not relevant for T

(according to d);
P: A dataset for a positive control experiment, which should contain topics that are relevant for T (according

to d);
S: The dataset for the actual search, which will be used to investigate the CTI task T by means ofM.

It is implicitly assumed that T ≠ P ≠ N ≠ S. These elements are used to apply our proposed evaluation protocol,
TopTran, which entails the following steps (depicted in Figure 1):

(1) Prepare. The modelM is trained on T, and d is identified (potentially using a combination of N, P, or T).
(2) Self-Check. The modelM is assessed on T. The expectation is thatM finds many relevant topics.
(3) Positive Control. The modelM is assessed on P. The expectation is that the model identifies many learned

topics.
(4) Negative Control. The modelM is assessed on N. The expectation is that few matches will be found.
(5) Search. The modelM is “transferred” to S: topic transfer is performed to the unknown target domain.

Depending on the outcome of steps 2 and 3, two situations can occur: if the expectations are met, then the topics
found during Search can be claimed to be present in S; otherwise, any result on S is of dubious utility (and we
recommend not to carry out any analysis). This can be due to a poor selection of T, P, N; but also due to an
intrinsic incompatibility between T or S, or an inappropriate choice ofM or T .

3.4.3 Observations. We make three observations. First, TopTran is agnostic to (a) the data type and (b) the
topic modeling technique. In other words, TopTran can be used to assess the proficiency of any topic modeling
method reliant on sentence embeddings, which must not necessarily be tested on underground forums. Second,
the benefit of TopTran is that it warns the developer that the results may (or may not) be accurate before the
analysis is carried out, saving time for CTI practitioners. Third, once a modelM is validated via TopTran, it can
be used on any S (assuming the same CTI task T ) without any retraining or revalidation (we will show this in
our demonstration).

Disclaimer. The goal of TopTran is to enable the application of topic modeling for CTI. We do not claim (or
aim) to “outperform existing methods.” TopTran facilitates the workload of CTI experts—researchers and
practitioners alike.

4 Demonstration and Implementation
As a complementary part of our technical contribution, we demonstrate a practical application of TopTran. Our
aim is to showcase how topic transfer can be leveraged to investigate underground forums for CTI. We first define
the envisioned CTI task (Section 4.1) and then describe the datasets considered in our case study (Section 4.2).
Next, we present our low-level implementation of TopTran (Section 4.3) and conclude with the validation of the
results (Section 4.4).

4.1 Goal and Research Question (RQ) (CTI Task)
We seek to analyze underground forums aiming to answer the RQ: “is AI on attackers’ minds?” The reasons that
led us to consider such an RQ can be summarized as follows:
16We consider a CTI “task” as a collection of topics that are of interest for CTI.
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—Timeliness. The advances of AI are apparent [15, 36, 139]. Given that such technologies can also be used
by attackers (as suggested by prior works [49, 92, 128]), scrutinizing the “maturity level” of AI-powered
offensive strategies is helpful to counter future threats.

—Novelty. To the best of our knowledge, there is no prior work which investigated our RQ by using topic
modeling in underground forums.

—Feasibility . Our case study is likely to yield positive results: despite the lack of ground truth, there are plenty
of public sources which we can use to setup our models for our envisioned topic transfer application.

Therefore, the findings related to analyzing our RQ will be a yet another contribution of this article to the state of
the art.

4.2 Datasets (Description and Rationale)
Recall (Section 3.4) that TopTran requires four datasets: one for training the topic model (T); two for valida-
tion—positive (P) and negative (N) control experiments; and one for the actual search (S).

—Training: StackEx. Stack Exchange is a legitimate question-and-answer discussion forum, with large com-
munities of IT enthusiasts. To derive a representative data corpus to train our models, we considered the
forums related to “Data Science” and “AI.” We collected StackEx by extracting (and then merging) the
corresponding data dumps [126] in September 2022. Overall, StackEx contains 92, 576 threads, representing
our T.

—Positive Control: Kaggle. Kaggle is an online discussion forum that attracts users with expertise in AI/ML to
participate in competitions and solve challenges. Users can download datasets, explore codebases, or discuss
with other users to receive support or give feedback. We extracted the data [113] in September 2022; the
dataset consisted of 242, 217 threads, representing our P.

—Negative Control: Speeches. We required a corpus having no relevance with AI. We collected (from [110]) a
dataset with 622 speeches given by the Presidents of the United States from 1789 to 2010, which represents
our N. We performed a keyword search to ensure that neither ML nor AI was discussed.

—Search: CrimeBB. CrimeBB is a dataset created [106] by scraping cybercriminal communities (spanning
across both clearnet and darknet), making it ideal for investigating our RQ (and to use as S). Notably,
CrimeBB is constantly updated: each update may add data (e.g., including new forums) or modify data (e.g.,
change existing threads). We only considered forums that were in the English language, for which data were
available starting from 2014 (i.e., when deep learning became popular [77]). We further discuss how we use
CrimeBB in the next section (Section 5.1).

We provide detailed descriptions on how we preprocessed each dataset in Appendix C.1. We stress that we used
only CrimeBB to answer our RQ; the other datasets served only to setup TopTran (see Section 3.4.2). Moreover,
the datasets used for our setup (i.e., StackEx, Kaggle, Speeches) were chosen because, according to our own
knowledge, they met the criteria for their respective role (i.e., T, P, N) in the implementation of TopTran.
However, in principle, any dataset that meets such criteria could have been used.

4.3 Application of TopTran (Workflow)
We outline our implementation workflow, now that we have our four required datasets (T, P, N, S) to apply
TopTran.

(i) Get state-of-the-art “vanilla” topic models, i.e.,M (Section 4.3.1).
(ii) Fine-tune (i.e., “train”) the topic modelM on StackEx, i.e., T (these technical analyses are covered in

Appendix C.2).
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Table 2. Topics and Meta-Topics Considered by Our Topic Model

Meta-Topic Topics

Learning Algorithms Genetic Algorithms, Tree-Based ML, Reinforcement Learning, Proba-
bilistic Learning, Regression Analysis, Clustering, ML Algorithms

Neural Networks Convolutional NN, NN, NN Modeling
NLP Text Mining, NLP: Transformers, Text Analytics
Time Series Sequence Model, Time Series Analysis

Model Training,
Tuning, Evaluation

Model Tuning, Model Train: Data Issues, Cost Function Optimization,
Classification, Setup, Model Train.: Train and Test, Model Validation,
Model Tun.: Overfitting, Model Train.: NN, Model Tun.: Optimization

Data Preparation
Data Input Formatting, Feature Engineering, Feature Transformation,
Data Visualization, Data Representation, Statistics, Image Prepr., Data
Prepr.

Python/AI Setup Python/AI Library Setup, AI Environment/System Setup

AI Education Skill Requirements/Learning, AI Resources, Object Detection (Toy
Prob.), Demand Forecasting (Toy Prob.)

Support Request Support Request, Recommendation
Human-Techn. Int. Human-Techn. Interaction

Topics (50) are found during training (they yield the best results—see Appendix C.2.2) whereas meta-topics
(10) are derived after internal discussions.

(iii) Derive a list of topics to search for in S, which should be present in T and P, but not in N (reported in
Table 2).

(iv) Determine an appropriate minimum relevance, i.e., d (Section 4.3.2).
(v) Validate (i.e., “test”) ourM on StackEx, Speeches, Kaggle, i.e., T, N, and P (Section 4.4).
(vi) TransferM to CrimeBB, i.e., S, and analyze its findings (Section 5).

Disclaimer. Our experiments are meant to (i) practically demonstrate TopTran and (ii) find novel CTI insights.
Despite our extensive evaluation, we do not claim our implementation to be the only way to apply TopTran.

Fig. 2. Preliminary assessment—We ran a vanilla CTM (with
SBERT) to search for the topic “object detection” on StackEx
and generated the resulting word cloud. The results confirm
that our chosen topic models worked well and can be further
fine-tuned.

4.3.1 Selection and Tuning of Topic Models. We se-
lected CTM as our topic model (for the reasons ex-
plained in Section 3.2), for which we use the variant
by Bianchi et al. [27]. CTM can be integrated with pre-
trained language models, with SBERT representing the
state-of-the-art language model. Since we sought to
analyze English data, we used a monolingual SBERT
model [25]. In particular, we found an SBERT model17
that was also pre-trained on Stack Exchange data, mak-
ing it an optimal choice to integrate with CTM. We
initially assessed our “vanilla” topic model by using it
(off-the-shelf) on StackEx, and we found it produced
good results. Figure 2 illustrates the example word
cloud for the topic “Object Detection,” which confirms

17More precisely, we used the open source paraphrase-distilroberta-base-v2 [104].
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Fig. 3. Calibration of the minimum relevance (d)—[Top] Probability distributions for the topics (= = 50, each line is a topic) in
each thread, with d = 0.2. [Bottom] Validation of our selection: for Speeches (StackEx), few (many) threads are > d .

accurate modeling of the topic.18 We then improved the performance of our models by fine-tuning (i.e., training)
them with StackEx, identifying the optimal parameter configurations (extensively covered in Appendix C.2).
After training, we found that considering the entire list of 50 topics (reported in Table 2) yields models with the
best quality. This was confirmed by both quantitative and qualitative analyses (carried out on StackEx, i.e., T).

4.3.2 Calibrating the Minimum Relevance (d). After training, we must determine an appropriate value of d to
ensure that the analysis will yield satisfactory results (see Section 3.4.1). Recall that TopTran assumes that P and
N (and, of course, T) are “known.” Hence, we take the fine-tuned model and test it on StackEx (i.e., T) and on
Speeches (i.e., N); we do not consider Kaggle (i.e., P). This is because we are aware that in StackEx, there are
going to be matches (as also confirmed by our preliminary evaluation and extensive fine-tuning operations); we
also know that in presidential speeches, there should be no relevance to AI. Therefore, we omit Kaggle from this
analysis because it is not necessary, but also for fairness: we expect that our choice of d will lead to a positive
validation also on Kaggle (discussed in the next section). Hence, for this calibration exercise, our goal is to
identify a value of d that yields “many matches” on StackEx and close to no matches on Speeches. For this, we
examined the probability distributions of our considered topics (= = 50, in Table 2) for each thread in StackEx
and Speeches (shown in Figure 3, top row; each line represents a topic). We found that the topic probabilities are
very low (≪ 0.2) for a large majority of threads (both in StackEx and Speeches). Inspired by this, we set d = 0.2
and evaluated its effects19 by measuring the ratio of threads (in both StackEx and Speeches) whose probability
is above the minimum relevance, i.e., > 0.2 (shown in Figure 3, bottom row). The results confirm our choice: in
StackEx, there are “many” topics above d , whereas for Speeches there are almost none. We shed further light on
these results in Appendix C.2.3 (which validates our heuristic in Section 3.4.1).

18At first glance, the words “yolo” and “anchor” might be confusing. In Object Detection, however, “anchor” refers to a parameter to identify
irregular objects [75], whereas “yolo” is an algorithm for Object Detection [4].
19We note that, since we have 50 topics (i.e., = = 50), our chosen d = 0.2 is 10 times higher than the uniform topic probability. See Section 3.4.1.
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Table 3. Validation Experiments

Self-Check Positive Negative
Meta-Topic StackEx Kaggle Speeches

Learning Algorithms ◯ 11.66 2.08 0.32
Neural Networks ◯ 3.93 0.55 0.00

Model Training/Tuning/Eval ◯ 9.48 3.19 0.00
NLP ◯ 3.52 0.56 0.00

Time Series ◯ 1.81 0.47 0.00
Data Preparation △ 8.29 3.89 0.00
AI Education △ 6.66 5.41 0.00

Python/AI Setup △ 2.28 8.68 0.00
Support Request ◻ 0.84 3.72 0.00

Human-Tech. Interaction ◻ 2.09 0.36 4.82
Total Percentage 50.55 28.91 5.14

We report the distribution of meta-topics found in the threads of each dataset (T, P, N).

4.4 Validation Results
We validated our topic models by testing them on StackEx (T), Kaggle (P), and Speeches (N). We note that this
operation (i.e., validating our topic model by testing on StackEx and Speeches, which we used to calibrate d) is
legitimate: we did not use these datasets to “train” or “fine-tune” our models. We simply used them to find an
optimal threshold (rooted on our domain knowledge of these datasets and our proposed heuristics) that would
not trigger an unmanageable number of noisy results when deploying the model for the actual investigation
(which will be done on data that has never been used in the development of the topic model). We did not use
Kaggle for calibration.

To simplify the interpretation of the results, we coalesce the 50 identified topics into 10 meta-topics (see
Table 2). We further distinguish between three types of meta-topics: AI Core Topics (◯), AI Supporting Topics
(△), and AI Surrounding Topics (◻).20 These results are reported in Table 3, wherein rows list the meta-topic, and
columns report the percentage of threads (in each dataset) for which a match was found. As listed in Table 3, we
found the following:

—Self-Check (3).We can see that over 50% of the threads in StackEx are related to AI. This result was expected.
—Positive Control (3). Our fine-tuned model found ≈ 30% threads in Kaggle related to AI. This (not very
surprising) result confirms that this experiment is successful.

—Negative Control (3). Our fine-tuned model found that only 5% of the threads in Speeches are related to AI.
We manually reviewed these results, which are due to noise (a more detailed analysis is in Appendix D.1.3).
Given the low occurrence of “false positives,” we can conclude that this experiment was also successful.

We provide an in-depth analysis of these findings in Appendix D.1.

Takeaway. Our validation was successful. Therefore, if we transfer our fine-tuned topic models to CrimeBB, we
will find matches if and only if they are relevant. We can now investigate our RQ.

20AI Supporting Topics are less concerned about the statistical perspective of algorithms (e.g., “loss function optimization”), but rather focus
on the application of AI.
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Fig. 4. Timeline of our investigation. We collected two snapshots of underground forums from CrimeBB [106] (one from 2014
to January 2021 and another from January 2021 to June 2023) which we used for our case studies. We sought to identify (and
analyze) threads about AI-related topics in these communities.

5 Investigation and Results
The fourth contribution of our article is the results of our exploratory analysis on underground forums, whose rel-
evance was confirmed by CTI practitioners (see Section 4.1). We first describe how we structured our investigation
(Section 5.1) and then present the results of our case studies (Sections 5.2–5.4).

5.1 Design of Our Exploratory Analysis
To investigate our RQ, we searched for evidence of AI-related threads among the underground forums in CrimeBB.

5.1.1 Approach. To simulate a realistic CTI scenario (and also to provide more intriguing findings), we carried
out our exploratory analysis at two different points in time (see Figure 4). The first was in September 2022, before
the public release of ChatGPT. The second was in September 2023, after the release of ChatGPT. In this way, we
can also perform a temporal comparison of our results, thereby allowing one to identify trends in the attackers’
interest toward AI, which is likely to have changed after the 30 November 2022 rollout of ChatGPT. Such an
approach was enabled by CrimeBB ’s authors constantly maintaining the dataset with periodic updates using new
scrapes from underground forums. We stress that our analysis is fair : we were not aware, in September 2022, of
ChatGPT’s release (in a sense, we were “lucky”).

5.1.2 Categories of Underground Forums. Recall that CrimeBB spans both darknet and clearnet underground
forums (Section 4.2). For a fine-grained analysis, we grouped them into five categories:

—Darknet Cybercrime Forums (DCF), focusing on malware, hiring hackers, selling drugs, social engineering.
—Clearnet Cybercrime Forums (CCF), with the same focus as DCF, but for clearnet.
—Clearnet Gaming Forums (CGF), focusing on game cheating.
—Clearnet Mixed Forums (CMF), focusing on malware, advanced hacking, hacking tutorials (including
games), scams.

—Clearnet Other Forums (COF), focusing on illegal downloads of movies, and black-hat marketing tech-
niques.

To preserve the confidentiality of CrimeBB (for which we signed a Non-disclosure Agreement), we cannot provide
specific details on “who” posted any given message we found during our investigation, nor the names of these
forums. Nonetheless, we can report that, overall, our categories encompass 18 individual forums.

5.1.3 Case Studies. We organized our search by devising three case studies (depicted in Figure 4). The first
two leveraged TopTran: we ran the fine-tuned topic model (tasked to identify the 50 AI-related topics in Table 2)
on two “snapshots” of CrimeBB. The third was done with a manual search. Let us outline the methodology and
focus on each case study.
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Table 4. Comparison of CrimeBB Datasets

Timespan DCF CCF CGF CMF COF Total

January 2014→January 2021 91,462 (4) 4,738,647 (7) 924,674 (3) 400,248 (2) 656,323 (2) 6,811,354 (18)

January 2021→30 November 2022 N/A 47,808 (4) 18,263 (2) 8,808 (1) 52,889 (1) 127,768 (8)
30 November 2022→June 2023 N/A 1,039 (2) 306 (2) 848 (1) 753 (1) 2,946 (6)

January 2014→June 2023 91,462 (4) 4,787,494 (7) 943,243 (3) 409,904 (2) 709,965 (2) 6,942,068 (18)

We report the # of threads (and # of forums) included in each group of underground forums (columns) for the three subsets of CrimeBB
considered in our case studies.

(1) Pre-ChatGPT (Section 5.2). We downloaded the CrimeBB dataset in September 2022. This snapshot included
data until January 2021, containing 18 underground forums with a total of 6.8 M threads. The goal of this
case study was to investigate the viewpoint of underground communities on the possibility of using AI for
offensive purposes, as of January 2021.

(2) Pre/Post-ChatGPT (Section 5.3). We downloaded the CrimeBB data again in September 2023. As a result of
an update to CrimeBB in June 2023, eight underground forums were populated with new entries. The goal
of this case study was to detect potential changes in the attractiveness of AI for attackers due to the release
of ChatGPT. Hence, we perform a temporal split of the CrimeBB snapshot: “before,” having threads from
January 2021 to 29 November 2022 (≈130 K threads); and “after,” having data from 30 November 2022 to
June 2023 (≈3 K threads).

(3) Offensive AI Tools in the Wild (Section 5.4). We scrutinized whether underground communities talked about
the offensive AI tools discussed in the literature. To this purpose, we (i) identified a list of well-known
AI-powered “attacks” proposed in prior work, and (ii) performed a keyword search on the latest CrimeBB
snapshot (having data until June 2023).

In Table 4, we provide the details of the CrimeBB snapshots (threads and number of forums) of our case studies.

5.2 First Case Study (Pre-ChatGPT)
“Do underground communities talk about using AI for malicious purposes?” We ran our topic model on the
CrimeBB data spanning from 2014 until January 2021; we report coverage rates (i.e., percentages of matching
threads) in Table 5. We first analyze these results quantitatively (Section 5.2.1) and then underscore three relevant
findings for CTI (Section 5.2.2). Detailed qualitative analyses, which also encompass discussions entailing AI-
specific threats, are provided in Appendix D.2.

5.2.1 Overview (Quantitative). By analyzing Table 5, we see that the coverage rates for AI-related topics in
underground forums range between 10% and 20%. This reveals that such topics are subjects of discussion in
these communities, but, of course, to a lesser degree than in AI-specific communities (such as those of StackEx
and Kaggle). Besides the two general topics Support Request and Human-Technology Interaction, a large share of
discussions focus on using or learning AI techniques, such as Python/AI Setup (20.94%) and AI Education (8.90%),
followed by discussions on AI Core Topics like Learning Algorithms (1.61%), Data Preparation (0.91%), NLP (0.64%).
Moreover, to determine if any “false positives” were raised by our topic model, we manually analyzed (by reading
through all posts) the top-10 ranked discussions for each topic: we found that the only instances that had little
to do with AI were a large minority (around 5%) and predominantly included those in the category of human-
computer interaction (a finding which aligns with that of our validation experiment on Speeches, discussed in
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Table 5. Results of the First Case Study (Pre-ChatGPT)

Case Study 1 (CrimeBB) January 2014→January 2021
Meta-Topic DCF CCF CMF CGF COF

Learning Algorithms ◯ 0.04 0.48 0.18 0.87 0.04
Neural Networks ◯ 0.00 0.00 0.00 0.01 0.00

NLP ◯ 0.03 0.08 0.09 0.04 0.40
Time Series ◯ 0.00 0.00 0.00 0.00 0.00

Model Training/Tuning/Eval ◯ 0.01 0.02 0.02 0.08 0.00
Data Preparation △ 0.04 0.38 0.09 0.29 0.12
AI Education △ 1.51 1.06 1.13 0.52 4.68

Python/AI Setup△ 1.58 6.28 2.92 7.65 2.50
Support Request ◻ 6.97 10.75 6.55 9.69 7.75

Human-Techn. Interaction ◻ 0.63 1.51 0.23 0.66 0.80
Total Percentage 10.80 20.55 11.22 19.81 16.31

Cells report the coverage rate of the 50-topic model (fine-tuned on StackEx) when transferred
to the underground forums in CrimeBB (until January 2021).

Appendix D.1.3).21 Overall, we can conclude that these findings support the soundness of our implementation of
TopTran when applied to this use case.
5.2.2 Intriguing Findings. By analyzing the threads found by our topic model, we made three intriguing

discoveries.

—Lack of Innovation. Users in CrimeBB seem to favor the adoption of existing (and ready-to-use) AI tech-
niques/tools rather than developing new ones. We found a substantial amount of requests inquiring for
support on well-known AI libraries (e.g., scikit-learn, PyTorch, Pandas).

—Low Technical Expertise. We found it striking that the amount of Support Requests in underground commu-
nities is 10× larger than in AI-specific communities, cf. 41.71% in CrimeBB (Table 5) with 0.84% in StackEX
and 3.72% in Kaggle (Table 3). We speculate that this is due to an overall low technical expertise of most
underground forums’ users (who sometimes receive responses such as “Google it, this kind of sh*t is all
over the surface net”).

— (Offensive) AI-as-a-Service. Users in CrimeBB ask for “AI services” which, at those points in time, were not
provided in the underground economy. This is a problem: the more attackers request for a certain service,
the more likely a similar service will be released on the market [69].

Nevertheless, our analysis reveals that (at least as of 2021) most “attackers” were just approaching the “offensive
AI” domain. This is in stark contrast with some claims made by contemporary researchers (e.g., [92], whose first
submission dated-back to 2021) which warned about sophisticated adversarial threats.

Takeaway. Underground communities talk about AI. However, most discussions entail simple applications of
AI.

5.3 Second Case Study (Pre/Post-ChatGPT)
“Did the situation change after January 2021 (and what are the effects of ChatGPT)?” We ran our topic model (the
exact same one used for the first case study) only on the new CrimeBB data added in the June 2023 update. We

21We do not attempt to estimate the “false-positive rate” of our topic model, given the size of our considered datasets and the lack of ground
truth.
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Table 6. Results of the Second Case Study (Pre/Post-ChatGPT)

Case Study 2 (CrimeBB) January 2021→29 November 2022 30 November 2022→June 2023
Meta-Topic CCF CMF CGF COF CCF CMF CGF COF

Learning Algorithms ◯ 0.22 0.09 1.53 0.06 0.00 0.24 1.96 0.13
Neural Networks ◯ 0.00 0.00 0.02 0.00 0.00 0.00 0.00 0.00

NLP ◯ 0.08 0.18 0.01 0.33 0.00 0.12 0.00 0.53
Time Series ◯ 0.00 0.00 0.01 0.01 0.00 0.00 0.00 0.00

Model Train/Tuning/Eval ◯ 0.08 0.09 0.05 0.01 0.29 0.12 0.00 0.00
Data Preparation △ 0.21 0.14 0.27 0.05 0.00 0.12 0.00 0.00
AI Education △ 0.55 0.11 0.49 0.65 0.58 0.12 0.33 0.40

Python/AI Setup △ 4.33 6.46 13.69 1.90 4.23 1.77 8.82 1.73
Support Request ◻ 7.78 6.73 9.75 10.86 4.62 4.01 10.78 13.94
Hum-Tech. Int. ◻ 0.61 0.09 0.37 1.21 1.51 0.00 0.00 0.27
Total Percentage 13.86 13.90 26.19 15.09 10.88 6.49 21.90 17.00

We compare the coverage rate of the 50-topic model (fine-tuned on StackEx) transferred to the underground forums in CrimeBB (“Before
ChatGPT” and “After ChatGPT”).

distinguish “before ChatGPT” (January 2021→29 November 2022) and “after ChatGPT” (29 November 2022→June
2023). We report the coverage rates in Table 6 (note that DCF is excluded because none of those forums were
updated; see Table 4). We summarize the results (Section 5.3.1) and then present intriguing findings (Section
5.3.2). Detailed analyses are in Appendix D.3.

5.3.1 Overview (Quantitative). By observing Table 6, we see that our topic model found matches in both
subsets: on average, there are matches for 17.26% of the threads in the “before” subset and for 14.06% of the “after”
subset. As we did for the first case study (Section 5.2.1), we carried out a (small-scale) manual validation of these
matches, and the outcome was similar, i.e., the majority were indeed relevant to AI. By comparing our results
over the temporal axis, we notice some changes over the findings of our first case study (cf. Table 5 with Table 6).
For instance, 13.69% of the threads in CGF that matches the Python/AI Setup topic during January 2021→29
November 2022 timeframe, whereas the percentage was 7.65% during January 2014→January 2021. A statistical
test confirms the change to be statistically significant (p ≈ 0). Intriguingly, the percentage decreases to 8.82% after
the rollout of ChatGPT: this may indicate that users of underground communities are using ChatGPT to setup
their development environments. There are also other statistically significant “decreasing” trends. For instance, in
CCF, there are 20.55% overall matches for January 2014→January 2021, which goes down to 13.86% in January
2021→29 November 2022, and further drop to 10.88% during 30 November 2022→June 2023. This may indicate
that the overall interest toward AI in CCF is relatively decreasing, being replaced by different and more enticing
subjects for its users.

5.3.2 Intriguing Findings. We highlight three intriguing findings derived from our manual review.

—AI-Powered Evasion. After ChatGPT, we saw many discussions entailing the (ab)use of AI for highly technical
tasks, such as circumventing CAPTCHAs, or building malware with ChatGPT (one user wrote “I just made
ChatGPT build me a Python malware that resulted in 0/58 on virus total”).

—Breaking AI. After ChatGPT, many threads discuss possibilities to “break” AI-based systems.
—Future of Malware. Before ChatGPT, we found a “philosophical” conversation on whether AI will better
benefit the defensive or offensive side of malware in the long run.
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Table 7. Offensive AI Tools (Third Case Study)

Offensive AI Tool Pub. Date Purpose
CodeQL [43] 2007 Vulnerability Discovery

PhishGen [102] 2015 Social Engineering/Phishing
DeepDGA [13] 2016 Fake Domain Generation

DeepGenerator [45] 2017 Web Appl. Hacking
DeepHack [109] 2017 Web Appl. Hacking
EagleEye [50] 2017 Social Engineering
LyreBird [85] 2017 Social Engineering

DeepLocker [127] 2018 Evasive Malware
GyoiThon [88] 2019 Web Appl. Hacking
PassGAN [64] 2019 Password Attacks
uriDeeP [132] 2019 Fake Domain Generation

attackGAN [146] 2021 Evasive Malware
CyberBattleSim [90] 2021 Autonomous Agent

CyberEvo [95] 2022 Autonomous Agent
IDSGAN [84] 2022 Evasive Malware

MalwareGAN [66] 2022 Evasive Malware
PassFlow [101] 2022 Password Attacks

BlackMamba [122] 2023 Evasive Malware
EyeSpy [123] 2023 Cognitive Threat Agent

We list the 19 offensive AI tools identified during our literature
review, including the publication date and their intended (or
potential) offensive purpose.

Altogether, our analyses confirm our hypotheses during the first case study: “attackers” are turning their attention
to AI techniques, which are facilitated by the easiness of some “cheaply” available solutions, such as ChatGPT.
Finally, a pivotal finding is that we obtained all these results by using the exact same topic model used for the first
case study. This denotes the power of topic model transfer for CTI, which is enabled by our proposed TopTran.

Takeaway. The interest toward AI has changed in the last 2 years. The topic model developed with our TopTran
can be used in the future with no effort to gather AI-related CTI.

5.4 Third Case Study (Offensive AI Tools in the Wild)
A recent paper claimed that “Real attackers don’t compute gradients” [14], but the evidence supporting this claim
was scarce. Hence, we question whether users of underground forums at least mention the names of sophisticated
AI-powered attacks proposed in prior work (thereby indicating that real attackers “may” use gradients!).

5.4.1 Method. We are interested in “Offensive AI tools,” i.e., techniques or software toolkits that (i) have
unique names, (ii) rely on AI, and (iii) have been (or can be) used to carry out cyberattacks. As a starting point,
we looked for tools mentioned in papers about offensive AI [35, 61, 73, 92, 138] and expanded our analysis by
looking at references on Google Scholar. We only included entries for which the authors gave a name22 (e.g.,
PassFlow [101]). The final list of offensive AI tools, reported in Table 7, includes research papers (e.g., [146]),
industry publications (e.g., [88]), and even repositories (e.g., [45]). After identifying 19 tools, we performed a
manual keyword search covering the entire CrimeBB data (from 2014 until June 2023), and then inspected any
thread that yielded a match.

5.4.2 Results. Out of the 19 tools, only three yielded some matches. We found the following:

22From this, it follows that we had to exclude a high number of papers, such as [107].
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—EagleEye: We had many hits for this term in Gaming forums. However, manual review revealed that such hits
were all false positives (unrelated to TopTran): the discussions were about a Playstation3 game converter
that enables the usage of a keyboard and mouse to play instead of a traditional controller.

—DeepLocker : We had less than five hits, entailing discussions about the capabilities of this tool.
—Lyrebird : We also had less than five hits. Discussions were about its usage for eWhoring and identity
obfuscation.

Takeaway. Underground forum communities scarcely discuss the offensive AI tools proposed in prior works.

6 Further Analyses and Reflections
So far, we have presented TopTran (Section 3), implemented it in a practical tool (Section 4), and used it to
investigate a meaningful RQ for real-world CTI. Here, we further substantiate our contributions. We first perform
an assessment of the costs to develop TopTran (Section 6.1) and then demonstrate the impracticality of using
ChatGPT as an alternative to topic transfer (Section 6.2). Next, we carry out an ablation study to justify TopTran
(Section 6.3).

6.1 Cost Assessment (How Much Time Does It Require?)
To investigate our RQ, we had to invest resources, including time. We kept track of the time expenditure required
to accomplish most of the operations required for our implementation of TopTran.

—Qualitative Analyses. We manually labeled the word clouds of the 50 identified topics. The initial annotations
for each of the 50 topics were separately conducted by three experts (duration 3 hours each) and then
discussed as a group (duration 1 hour). For 45 of the 50 topics, experts suggested the same label, in some
cases with differences in language. For the remaining five topics, differences in the labeling were discussed
and resolved by consensus. Therefore, labeling of the 50 topics took a total of 12 human working hours.

—Definition of Meta-Topics. The definition of the 10 meta-topics (from the 50 topics) entailed three experts.
For the definition, each expert coded their own meta-topics (for 30 minutes). Then, a group discussion (of 1
hour) was held to derive the final list. This totaled 4.5 human working hours.

—Computational Runtime. To carry out all the experiments discussed in this article (training and testing
of the topic models), our server (see Appendix C for the hardware specifications) required ≈51 hours of
computation. Specifically, it took: 1 hour to analyze StackEx; 1 hour for Kaggle; 0.5 hours for Speeches,
48.5 hours for CrimeBB (with 45 hours for the first case study and 3.5 hours for the second case study).

Hence, in terms of overall human working hours, “setting-up-the-stage” to investigate our RQ required 16.5 hours
(≈2 workdays). As demonstrated with our case studies (Section 5), our fine-tuned topic model (developed thanks
to our proposed TopTran) can be used without any additional human effort to analyze new data streams.

6.2 ChatGPT: An Alternative? (Negative Result)
Since the release of ChatGPT, the question of “could it also be done with ChatGPT?” almost naturally comes
up. Therefore, we briefly illustrate why we cannot use ChatGPT for the tasks performed in this article (at least
“today”). To do this, we performed a proof-of-concept experiment; we present a technical analysis.

6.2.1 Experiment. We scrutinize whether we can use ChatGPT for a crucial part of our analysis: Identify
50 topics related to AI in discussion forums, which we do via topic modeling. We asked ChatGPT to identify
the 50 most prevalent topics in AI discussion forums, such as “Stack Exchange AI” and “Stack Exchange Data
Science.” We instructed ChatGPT (using GPT Turbo 3.5) to provide the 50 AI topics requested, including the top
keywords defining each topic, as well as the percentages that describe the relevance of the keyword for the topic.
We performed the following step-by-step analysis (on 19 October 2023), whose results are publicly observable
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(currently provided as an HTML file in our repository [42]). The steps we took, and the output we received for
each, were:

(1) When we asked ChatGPT to perform the aforementioned task for the first time, we only got five topics
related to AI. We had to ask ChatGPT two more times to get 50 topics (and not five).

(2) When ChatGPT finally provided 50 AI-related topics, only the first four are directly related to AI, and
from Topic 5 onward the results only listed topics like: “AI in Real Estate” (which appears twice) or “AI in
agriculture.” Also, most percentages exceed 100%.

(3) When we asked ChatGPT again and raised our concern that these topics are unlikely to be the most
prevalent topics in those AI forums, it said “I apologize” and made the same mistake again.

Disclaimer. This is only an attempt to use ChatGPT (in Q3 2023) for the tasks envisioned in our investigation.
We do not claim any more recent versions of ChatGPT (or other commercial models) to yield the same results.

6.2.2 Analysis. There are no other alternatives to obtain the 50 most prevalent AI topics from ChatGPT: We
cannot upload a large file for analysis, and we cannot copy-paste the text from Stack Exchange AI and Stack
Exchange Data Science due to their size (>90,000 threads). The limit of input that can be provided to ChatGPT
has also been highlighted in previous research [119]. According to OpenAI, the maximum input length is limited
to 4,096 tokens (≈3,000 words) or 16, 385 tokens (≈12,300 words) for GPT-3.5, considering that one token is on
average 1.33 words. For GPT-4 the maximum input length is 25,000 words. Therefore, ChatGPT cannot be used for
the topic modeling task and, for sure, not for the analysis of underground forums—our CrimeBB dataset had, at
the time we carried out our analysis (Q4 2023), over 7 M threads.

6.2.3 Other Uses. Previous research also raised concerns regarding keywords on specific topics provided by
ChatGPT [119]. However, they also highlight that it is difficult to objectively evaluate such results. After all, we
do not know which exact data ChatGPT uses to determine the 50 AI-related topics. ChatGPT can, however, be
used for the interpretation of topics [112]. Although it is not a “one-size-fits-all” solution, ChatGPT can reduce
the time it takes to label topics created by topic modeling, and some research even shows that it creates better
topic labels than humans [82].23

6.3 Ablation Study
For our first two case studies (Sections 5.2 and 5.3), we used the fine-tuned topic model developed through our
TopTran (see Section 4). A legitimate question arises: “is TopTran necessary in practice?” Indeed, setting the
minimum relevance (d), fine-tuning (on StackEx), and validating (on Kaggle and Speeches) requires some effort
(quantified in Section 6.1). Hence, to justify the contribution of TopTran, we carried out an ablation study. We
measured the performance of the “vanilla” topic model when not performing any changes on the original model
from [27], i.e., keeping the default parameters and removing the minimum relevance d . The performance was
assessed both on StackEx and on CrimeBB, and we compared it with the performance of the topic model obtained
with TopTran, both qualitatively and quantitatively (refer to Appendix C.2.1 for a detailed explanation, which
we also used to setup TopTran). We proceed as follows:

—Quantitative Comparison on StackEx. The common quantitative criteria to gauge a topic model is the Topic
Quality (TQ), which is expressed as the product of the normalized pointwise mutual information [30]
with the topic diversity [48]. Higher TQ implies a better topic model. By running our vanilla topic model

23We did not leverage ChatGPT for topic labeling in our study since we performed the labeling with three experts to ensure human-based
scientific results. However, in practice, the use of ChatGPT can dramatically decrease labeling time: we will do so for our ablation study
(Section 6.3).
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on StackEX, we obtained TQ = 0.072, whereas TopTran yielded a model with TQ = 0.096, showing that
TopTran provides a factual improvement.

—Qualitative Comparison on StackEx. The vanilla model identified 10 topics in StackEx, resulting in a lower
granularity than the 50 topics identified by the fine-tuned model. We used ChatGPT for topic labeling and
reviewed the labels manually, as suggested in Section 6.2. Manual analysis of these 10 topics showed that (i)
the topics are very general, e.g., the topics “Computing Resources” or “Machine Learning Metrics”; and (ii)
the words used to characterize these topics lack specificity, thereby leading to ambiguity in the interpretation
of the results. These findings highlight that lack of fine-tuning leads to a (very likely) worse topic model,
which is impractical for analyzing our RQ. Moreover, from a broader viewpoint, the lack of specificity of the
topics found by the vanilla topic model suggests that such a topic model is unlikely to be of much utility for
CTI-related tasks.

—Real-World Assessment on CrimeBB. Lastly, we applied the vanilla topic model to an excerpt of CrimeBB. The
excerpt includes 25 forum threads for which the model fine-tuned with TopTran identified an AI-related
topic and 25 forum threads for which it did not identify any topic. The vanilla model identified one topic for
each of the 50 provided threads, despite 25 of the threads from CrimeBB being unrelated to AI (i.e., these are
all false positives). This emphasizes the importance of the minimum relevance d introduced in TopTran.

Takeaway. Using TopTran ensures that transferring topicmodels yields practical results (e.g., low false positives).

7 User Study with Practitioners
A complementary contribution of this article is the expert survey conducted with real practitioners of CTI. As
identified by Ainslie et al. [5], researchers need to bridge the theory-practice gap by collecting evidence from
practitioners. Besides serving as a validation of our claims, our survey is also a source of inspiration for future
work, shedding additional insight in the practical domain.

7.1 Description and Design
Our user study is rooted on transparency and fairness. We will now describe how we performed it.

Eligibility Criteria. It is notoriously difficult to obtain the cooperation of professionals (especially in cybersecu-
rity) for research purposes (e.g., [7, 33, 89]). Hence, we recruited our participants via convenience sampling [55]
(as also done in [16]). We looked for practitioners with experience in CTI-related roles. To increase diversity, we
reached out to practitioners associated with various organizations, spanning across both the public and private
sectors, and including both small and large companies. For instance, we contacted practitioners with experience
in (i) CTI research, (ii) law enforcement, and (iii) CTI services. We did not offer any form of compensation,
and participation was voluntary. We only reached out to practitioners with more than 5 years of experience
in CTI-related roles. To ensure fairness, we were unaware of the participants’ opinions on any of the subjects
touched by our user study beforehand.

Survey Design. We carried out our user study during October and November 2023. During this time frame, we
contacted CTI practitioners (via e-mail or private messaging) and asked them to participate in an anonymous
online questionnaire. The questionnaire did not have any time limit. After informing the participant about the
goals of the study, the first three questions focused on demographics. Then, 11 closed (and 2 optional open)
questions related to CTI followed. The questionnaire (available in our repository [42]) has four pages:

(1) Demographics (gender, work area, and knowledge of CTI).
(2) Rating of the interest on our RQ (used to drive our investigation in Section 5).
(3) Cyber Threat Analysis: How would the practitioner investigate our RQ, how long it would take, and whether

the output of our analysis and tool would be of interest to them.
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(4) Rating of practitioner’s opinion on academic research in CTI.

To avoid duplicate answers, we asked each participant to give us feedback after they filled the questionnaire.
Timeline. Importantly, we carried out our user study after having done our analyses, but before writing this

article. This is why, when writing this article, we aligned it with the practitioners’ viewpoints, but our results are
due to our own efforts as researchers.

7.2 Sample Description
The final population includes 24 practitioners, 83% male and 17% female; 79% of the survey participants work in a
role related to CTI, and 21% work in a broader cybersecurity role (despite having experience in CTI); 54% of the
survey participants consider their CTI knowledge as expert level (“I have extensive knowledge and experience in
CTI”), 25% as advanced level (“I have a solid understanding of CTI and its practices”), and 21% as intermediate level
(“I have a basic understanding of CTI”). Nobody identified as a beginner. Our practitioners work in organizations
located in the USA, the UK, and the EU. The participants have worked or do work at public law enforcement,
SOC, or world-leading cybersecurity companies and/or have a reputable track record of publications at industry
conferences in the domain. To preserve participants’ privacy, we cannot reveal more information about our
sample.

7.3 Main Results (What Do Practitioners Say?)
The following are the major results of our user study, which we use to validate the various claims made throughout
our article (see also the end of Section 2). We provide additional results in Appendix A.

—What Do Practitioners Think About Research? We inquired our participants if they “…ever turn to research
papers to improve [their] expertise or discover new tools/methods.” While 12 (50%) answered that they do
so regularly,24 the remainder have a more skeptical opinion of research, stating that “there is a disconnect
between research papers and the reality,” that “academic papers can become obsolete due to publishing time”
(stated twice), and also that research “is not practical/necessary as no attackers are doing that […] it is theory
that might be used in the future.”

—Do CTI Practitioners Perform Manual Analyses? Yes. In our user study, 21 (87.5%) participants resort to manual
analyses for analyzing forums (potentially by coding simple scripts). Only 3 (12.5%) leverage full-fledged
tools.

— Is Our Chosen CTI Purpose Meaningful? Yes. According to our user study, 23 (95.8%) CTI practitioners
considered our RQ25 to be of interest. Only 1 (4.2%) rated it as not very interesting.

— Is Our Data-Source Appropriate? Yes. In our user study, 23 (95.8%) CTI practitioners would have considered26
“underground forums” for our RQ, with “darknet websites” being the second most popular option (20 votes).

—How Costly Would It Be in Practice? We inquired CTI practitioners howmuch time it would take to investigate
our RQ: 18 (75%) reported 1 week or more; 4 (17%) 2 − 4 days; 2 (8%) stated it would take 1 day (see Figure A3).

— Is Our Tool Interesting? We inquired CTI practitioners whether they would be interested in “a tool that
identifies discussion trends among cybercriminals in underground forums.” Out of 24 participants, 21 (87.5%)
stated they were interested, with 14 (58%) reporting to be “very interested” (see Figure A4).

— Is Our Visualized Output Useful? We presented a snippet of a “draft” version of Table 5 to CTI practitioners
and asked whether they would find the insights to be of interest. The opinion varied, with half of our
participants leaning toward a yes and half toward a no27 (see Figure A5).

24Even these, however, stated that “papers on threat actors are more interesting than technical papers” and “academic papers are not super useful.”
25The actual phrasing of our RQ in the questionnaire was “what cybercriminals think about using AI for their malicious deeds.”
26Intriguingly, only eight (33%) CTI practitioners knew CrimeBB—which is only available to researchers upon explicit request to its creators.
27However, among the nos, some reported that “they would look at trends on fora.” Our second case study (in Section 5.3) shows that TopTran
enables these analyses.
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Altogether, the results of our user studies can serve to validate our research. For instance, practitioners agree that
research and practice in CTI may be disconnected; that our RQ is interesting; that our data source is appropriate;
and that even though only half of our participants found our output to be of use, their comments (i.e., that they
would rather look at trends) supported the idea of carrying out the analysis discussed in our second case study
(in Section 5.3). We stress that the participants of our user study were not aware of our investigations.

8 Discussion, Limitations, and Future Work
We now perform a reflective exercise wherein we scrutinize our “contributions.” We pinpoint limitations, highlight
practical implications, and identify avenues for future work.

—Literature Review: To ensure broad coverage, two authors extensively reviewed and critically analyzed related
literature. However, we acknowledge that we may have overlooked some works that met our inclusion
criteria (and which should have been considered in Table 1).

—Performance andQuality: We performed extensive parameter searches (see Appendix C), but we acknowledge
that our model could have been further tuned; moreover, we did not manually review every thread identified
by the model developed via TopTran (overall, our datasets include over 7 M threads; see Section 4.2 and
Table 4). We acknowledge that more manual analyses and further tuning could have led to “better” results
(albeit at higher implementation costs; see Section 6.1). As we stated in Section 4.3, we do not claim our
implementation to be the best, but our results, confirmed by our qualitative analyses (see Appendix D),
suggest that our transferred topic model works well.

—Data Source and RQ: The intent of our RQ is to investigate what attackers want to do with AI. However,
users of underground forums in CrimeBB are not necessarily “attackers.” Yet, our survey revealed that even
CTI practitioners would have looked into underground forums for investigating our RQ (see Section 4.1).
Furthermore, we consider CrimeBB due to it being widely recognized in the research community. However,
we acknowledge that there exists other sources that could be used to investigate our RQ. For instance, it is
possible to scrape additional underground forums, as was done in [120], whose proposed scraping tool is,
unfortunately, not publicly available.

—Utility of Our Findings: We do not claim that our tool can provide “actionable” CTI over a single run (as also
hinted by one of our participants; see Section 5). To provide “actionable” CTI in the context of analyzing
underground forums, topic transfer is useful if run over time, so that it allows an analyst to identify trends.
Our case studies revealed that our topic model retains its performance even after years, thereby making it
appropriate for long-term deployment (without any sort of maintenance). Nevertheless, our tool still enables
one to ascertain whether “it makes sense” to even carry out some (manual) analyses: if it yields no matches
(which can be done without any manual effort), then it would be pointless to even begin an investigation.

—User Study: A total of 24 CTI practitioners participated in our survey. Such a population does not allow
one to make general claims about the whole spectrum of CTI practitioners, but we never made this claim.
Regardless, it is acknowledged that user studies with security practitioners are hard (e.g., two recent USENIX
Security papers interviewed 22 and 14 practitioners, respectively [7, 31]).

—Applicability of Our Method : At a high level, our proposed methodology can be used in two orthogonal ways.
On the one hand, one can develop a given topic model by fine-tuning it on AI-related topics (like we did)
and, if it passes the validation of TopTran, then use such a model to analyze a wide array of data sources of
similar nature that are of interest for CTI (e.g., multiple underground forums including those not included
in CrimeBB and also certain Telegram channels or Discord servers which may be frequented by malicious
actors [65]). On the other hand, one can develop another topic model by fine-tuning it on data that have
little in common with AI (e.g., quantum computing) and, if it passes the validation of TopTran, then use
such a model to analyze one or more data sources with proven traces of malicious actors. Regardless, it is
implicitly assumed that, to extract CTI, our model should be used on data sources that are frequented by
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malicious actors (such as underground forums). For instance, using our fine-tuned topic model on Stack
Exchange may find some topics, but such findings would hardly have any value for CTI given that the users
in this platform are unlikely to be malicious.

—Practical Implementation of Our Tool: In this work, we have proposed TopTran, and we have used it to
carry out an exemplary (but original) analysis of underground forums for CTI “as academic researchers.”
However, our tool can be used by industry practitioners, too. Let us explain how this can be done. First,
the implementation of TopTran requires access to underground forum data, which practitioners working
on these topics do have (as also evidenced by our user study in Section 7.3). Next, practitioners need to
define their topic of interest (such as AI in our work) and identify legitimate discussion forums focusing
on their topic of interest (in our work: Stack Exchange “Data Science” and “AI,” i.e., the StackEx dataset,
see Section 4.2). Stack Exchange offers a wide array of different sub-forums and may thus also represent a
valuable source for various technical topics (beyond AI, e.g., “Quantum Computing”) that can be attractive
for cybercriminals. Then, practitioners should apply TopTran by following the steps proposed in Section
3.4: Setup, Validation, and Transfer. Based on our work focusing on AI-related discussions in underground
forums (see Section 6.1), we can estimate that practitioners can implement TopTran within 2 workdays.
Once implemented, TopTran allows practitioners to track any changes in discussions over time and without
any additional human effort. This facilitates a strategic analysis of changes in the threat landscape.

In this article, we made many “disclaimers,” but we want to make one last one to avoid harmful misunderstandings:

Disclaimer. In our recommendations (Section 2.3.2), we advocate for future research to account for the practi-
tioners’ viewpoint. Yet, from a scientific perspective, a “technical paper” does not need to undergo any form
of validation by practitioners to be valuable. However, doing so would increase the impact of the paper’s
contributions.

9 Ethical Considerations
We discuss the precautions we took to ensure that our research complies with established ethical standards
and then elaborate on a potential “ethical dilemma” that may trouble future researchers attempting to carry out
similar efforts.

We consulted with our institutions’ IRB to determine any ethical concerns related to the data and research
protocols used. We were granted an exemption from IRB oversight, since all data were anonymized by the source
and the analysis was considered “secondary research.” For our user study, we followed the Menlo report [22]:
our participants were transparently informed of the purpose of our questionnaire, and the participation was
voluntary. Their data are anonymous, and they know our identity so they can ask us to delete their responses. We
cannot disclose actual data from CrimeBB due to NDA with its creators [106].

Nevertheless, when tackling topics similar to ours, a researcher may wonder: is it ethical to use data from
underground forums for CTI? Research may be regarded as ethical when the potential benefits surpass the
possible harms [106]. In this article, we do not scrape the data ourselves, but we analyze the data provided from
CrimeBB. Unfortunately, obtaining informed consent from individuals (who typically use handles or pseudonyms
to conceal their real-world identity) participating in underground forums with illegal activities is not feasible [106].
According to established ethical principles and guidelines, such as the statement of ethics of the British Society of
Criminology [98], informed consent may not be explicitly required when the analyzed data are publicly accessible
on the Internet, and the focus of the research lies on the analysis of collective behavior, without the aim of
identifying particular members [106]. In our work, the objective is to extract information about novel attack traits
by analyzing discussions in underground forums to allow defenders to stay up to date with offensive strategies
and ultimately prevent cybercrime. Thus, in this context and with these premises, employing underground forums
for CTI is ethically justifiable from a research viewpoint.

Digital Threats: Research and Practice, Vol. 6, No. 4, Article 32. Publication date: December 2025.



32:26 • S. L. Schröer

Finally, for responsible disclosure, we disseminated our most critical findings prior to submission (following
our recommendations in Section 2.3.2).

10 Conclusions
By scrutinizing prior literature on CTI, we found that the viewpoint of practitioners tends to be overlooked. This
is not acceptable given that CTI is meant to be used by security analysts to protect real assets.

In this article, we took the first step toward aligning research and practice in CTI. We proposed an original
method, TopTran, that enables the application of “topic modeling” to analyze unknown data in underground
forums. We then implement TopTran in a proof-of-concept tool, for which we released the source code [42].
Next, we used our tool to investigate whether communities of underground forums talk about AI, potentially for
offensive purposes. We found scarce interest in sophisticated AI-powered attacks. We also show that our tool
retains its capabilities over time and requires no maintenance. All these contributions are connected to a user
study that we carried out with 24 CTI practitioners, which we used as a guide to demonstrate the relevance,
validity, and interest of our research.

We endorse future endeavors in CTI to embrace our overarching message. Researchers should reach out to CTI
practitioners and inquire about their routines. Practitioners should facilitate the collaboration with researchers
and share their insights.
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Appendices

A User Study: Results
In Figures A1 to A5, we show the responses to the questions included in our user study. We cannot include open
answers to protect the privacy of our participants. However, we reviewed the tools listed by our participants
(summarized in Table A1). Moreover, we report below our “re-elaborated” version of some comments we received.

The single participant who was not interested in our RQ stated that they were interested in attack monetization
and coordination.

Participants who found our output visualization to be not interesting stated that quantitative analyses are not
useful and that results should be pre-filtered, for example, for threat actor reputation; another stated that their
job only entails qualitative analyses (for which even a single positive hit would be precious); another reported
that discussions are not actionable because sophisticated threat actors are not active therein; another stated that
a single discussion with a powerful threat actor could be a more relevant find than simple percentages.

Participants who commented on why they do not read research papers stated that they would rather go to
venues; or that there is a disconnection between research and reality; or that data analysis is less important than
the fact itself; two participants stated that research papers become obsolete quickly; another stated that research
papers are not practical.

Fig. A1. Would the question of what cybercriminals think about using AI for their malicious deeds be of interest to you as a
CTI analyst?

Fig. A2. In most cases, as an analyst, you have access to different data sources. Which of the following sources would you
select to investigate what cybercriminals think about AI?
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Fig. A3. How long would it take to investigate this question and make a confident statement about what cybercriminals
think about using AI for their purposes? Also account for the time used by your colleagues.

Fig. A4. Would you be interested in a tool that identifies discussion trends among cybercriminals in udg. forums or similar
sources?

Fig. A5. The results table (which is similar to Table 5) describes different topics related to AI and the percentages of posts
discussing the specific topics in underground forums. Would this insight be of interest to you?

Table A1. CTI Tools Listed by Practitioners in the User Survey

Tool Data Sources Udg. For. Incl. Use of ML/AI? Any Details?
CyberSixGill Clear, deep and darknet sources, incl. forums and markets, messaging groups, code repositories, paste sites Yes Yes No
FlashPoint Social media, messaging apps, finished intelligence, deep and darknet data, threat actor communities Yes Yes No
Ceberus Deep and darknet sources Yes No No
DarkIQ Darknet marketplaces, forums, and onion sites, code repositories, chats, CVEs, domains, phishing sites Yes Yes No

Intel471—Titan Darknet marketplaces, forums, and chat rooms Yes Yes No
Maltego Social media, company data, other OSINT data; darknet data only as integration No No No
DarkOwl Deep and darknet sources, incl. forums, markets, and chat rooms, Telegram Yes Yes No

For each tool, we report: its data sources; whether underground forums are analyzed; whether ML/AI is used, and whether details on the exact use case and or application of ML/AI are
provided.

Digital Threats: Research and Practice, Vol. 6, No. 4, Article 32. Publication date: December 2025.

https://cybersixgill.com/
https://flashpoint.io/platform/data-as-a-service/
https://www.slcyber.io/dark-web-security-products/cerberus/
https://www.slcyber.io/dark-web-security-products/darkiq/
https://intel471.com/titan
https://www.maltego.com/blog/where-to-gather-intelligence-for-deep-dark-web-investigations/
https://www.darkowl.com/products/


32:34 • S. L. Schröer

B Background on CTI
Although the term CTI is commonly used in the cybersecurity domain, practitioners and researchers have a
varying understanding of the term [5, 78, 80]. We denote CTI as the process and outcome of collecting and
analyzing cyber threat-related data to (i) understand the motivation, targets, and attack behaviors of adversaries,
and (ii) empower short- and long-term decision-making of organizations. CTI should not be confused with threat
modeling, a proactive approach to identify security risks in systems, e.g., voice assistants [40], or assessing threats,
e.g., in cloud environments [12].

CTI can be divided into three types: strategic, operational, and tactical (or technical) [5, 78, 80, 114, 131]. Strategic
CTI refers to the analysis of longer-term changes in adversary behavior to understand future risks.28 Operational
CTI refers to short- or medium-term changes in adversary behavior to manage day-to-day priorities. Tactical CTI
is the most actionable, describing current threats, e.g., in the form of IP addresses or file hashes [80].

The collection of CTI data is a complex process that ideally combines different data sources [6], such as in [93].
CTI data can be extracted from security blogs, as in [83], cyber threat reports, as in [80], DNS logs, as in [38],
URLs, as in [9], honeypots, as in [20, 87], underground forums, as in [129, 148], or similar.

Some works even focus on the “next step” of applying CTI in an organization, e.g., how to best defend against
malicious domain names [37] or how to aggregate CTI data from external sources to generate automatic security
rules [74]. Another common research area in CTI focuses on predicting future threats, such as in [38].

C Technical Details
We provide further details of our implementation. We ran our experiments on a 32 core/64 thread Xeon Gold
6226 R at 2.90 GHz equipped with 384 GiB of RAM and an NVIDIA Quadro RTX8000 GPU with 48 GiB of RAM.
The OS was Ubuntu 20.04.5.

C.1 Data Preprocessing
We preprocessed our data to improve its quality. Specifically:

—Thread-Level Merge. Our analysis is at the thread level, since entire discussions yield more powerful topics
compared to single posts [68]. To create threads, we merge posts (taken from the same thread in the actual
source) into a single thread (i.e., as seen from our dataset). For StackEx, we merge based on post id, for
Kaggle on forum topic id, and for CrimeBB on thread id.

—Data Cleansing. While each dataset provider already removed the so-called “junk” data, we performed
additional data cleansing steps to reinforce consistency. Removing extraneous information ensures that the
topic model derives high-quality topics. We stripped out attachment information, e.g., file attachments, web
URIs, removed named XML or HTML tags, special characters such as hex characters, and forum-specific
markup tags such as ***IMG***, added during the CrimeBB data collection process. We also removed special
characters such as hex characters that indicate newlines or text flow.

—Filtering. Following the recommendations of prior work [68], we filtered out threads that (a) contain less
than 50 words, or (b) contain more than 10 K words, which overall accounts for 0.15% of all threads. We
filtered out these threads for two reasons: (a) they were not long enough for the proper discussion of any
topic or (b) they were too long, potentially containing large code samples or numerous diverse discussions.

—Stop Words. As suggested by [27], we removed stop words only for the topic-word matrix creation, which
defines the words belonging to a specific topic. To ensure that no stop words were included in our topic-word
matrix, we retrieved stop words from several renown AI frameworks (namely NLTK, WEKA, SpaCy, and
Onix), examined their union, and removed duplicates, resulting in 714 stop words.

28Our solution falls in the category of strategic CTI.
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C.2 Fine-Tuning (Training)
A variety of parameters can be tuned to increase the performance of our “vanilla” models. In this Appendix, we
discuss how we carried out our analyses. We stress that these operations were performed by taking the “vanilla”
models (i.e., CTM using SBERT) and using them to analyze StackEx (i.e., our training dataset, T). This ensures no
“data-snooping” [19], yielding a fair assessment.

C.2.1 Model Evaluation Criteria.
The quality of topic models can measured quantitatively and qualitatively and taken as a reference for hyperpa-
rameter tuning. In our article, we measure TQ by following the guidelines of prior works. Specifically:

—Quantitative. We empirically measure topic coherence via Normalized Pointwise Mutual Information
(NPMI) [30] and Topic Diversity (TD) [48]. A coherent topic has words with high mutual information,
which implies better interpretability by humans [124]. Topic diversity refers to the percentage of unique
words among the top : words of all topics. Overall TQ is measured as the product of NPMI and TD [48], i.e.:
TQ = NPMI × TD.

—Qualitative. An intuitive visual representation of the semantics of extracted topics is provided by word
clouds. The words are randomly positioned in a picture, and their size is chosen according to the importance
of a word in a topic [147]. The assessment is done by manually reviewing the word clouds, gauging how
much they reflect the considered topic. To remove bias, such an assessment can entail the participation of
multiple individuals. In our case, three authors independently reviewed the word clouds, and discussions
were held to reach a consensus.

C.2.2 Parameter Selection.
There are three parameters that we extensively analyze: vocabulary size (Vocab), denoting the most frequent
words from the documents; number of topics (TopNum), denoting the number of topics the model attempts to
identify; and number of samples, denoting the number of samples to estimate the final distribution of topics. Here,
we discuss TopNum and Vocab, for which we proceed as follows. (1) We first set Vocab = 5,000 and then vary
TopNum (=20{,}304{,}050), using our quantitative metrics to find a “sweet spot,” which we found with TopNum = 50.
(2) Next, we do the same by fixing value of TopNum and varying Vocab (= 1,000, 2,000, 5,000, 10,000), and study
the resulting performance to find an optimal value (which we identified as Vocab = 5,000). (3) For both of these
analyses, we repeat the quantitative experiments 10 times to mitigate bias, and we validate our selection by
qualitatively analyzing the resulting model. We report in Table C1 the results.29

For number of samples, we set it to 100 (up from 20) to enhance consistency and reduce variance [26] (we
confirm this empirically). For other parameters (e.g., number of epochs), we kept the default values provided by
the authors of CTM [27] (our source code has more details [42]). Finally, we report in Table 2 the list of topics30
and Meta-Topics; (see Section 4.4) considered by our fine-tuned model.

C.2.3 Verification of the Heuristic.
Inspired by [62], topic probabilities of incorrect and out-of-distribution examples tend to be lower than the topic
probability for correct samples (from Section 3.4.1). Therefore, we review the topic probabilities provided for
StackEx (regarded as correct samples) and for Speeches (regarded as incorrect samples). We manually review
the histograms of the provided probabilities for the threads of StackEx and Speeches to define the minimum
relevance d and visualize these results in Figure C1; we stress that we consider 50 topics (as explained in Section
4). We see that, as expected, for StackEx there are some topics that have very high relevance ( y-axis). In contrast,
29NPMI ranges from −1.0 to 1.0; higher values correspond to higher coherence [79]. A TD close to 1.0 indicates more diverse topics [48].
30We use the term “toy problems” when a complex problem is explored based on a simplified use case. For AI, toy problems are used to test
functionalities of Python libraries, e.g., trying features for Object Detection, resembling AI tutorials.
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Table C1. Evaluation of Hyperparameters
(Avg. 10 Runs)

Hyperparameter NPMI TD TQ = NPMI×TD
TopNum = 20 0.098 0.840 0.0821
TopNum = 30 0.117 0.817 0.0959
TopNum = 40 0.129 0.783 0.1013
TopNum = 50 0.134 0.740 0.0995

Hyperparameter NPMI TD TQ = NPMI×TD
Vocab = 1,000 0.152 0.492 0.0749
Vocab = 2,000 0.149 0.646 0.0960
Vocab = 5,000 0.131 0.740 0.0964
Vocab = 10,000 0.117 0.756 0.0884

We select TopNum = 50 since it provides the highest coherence
(NPMI) and more granular topics (while having high TD). We
also examined the word clouds and observed more interpretable
topics for this value. We choose Vocab = 5,000 since the overall
TQ is similar and we prefer a higher number of vocabulary.

for Speeches, all topics tend to have a comparatively low-but-similar relevance. Importantly, for Speeches, we
see that all topics tend to have relevance around 0.02 = 1/50 = 1/= (which confirms our conjecture in Section
3.4.1).

Fig. C1. Validation of our heuristic—We plot the relevance ( y-axis) for the 50 chosen topics on StackEx and Speeches.

D In-Depth Analysis of our Original Findings
We provide an in-depth analysis of the results of all our experiments.

D.1 Validation Experiments (on T,P,N)
We extensively discuss (qualitatively) the results shown in Table 3 (Section 4.4).

Digital Threats: Research and Practice, Vol. 6, No. 4, Article 32. Publication date: December 2025.



Topic Modeling for Cyber Threat Intelligence • 32:37

D.1.1 Self-Check (StackEx).
The main outcome is that the 50 topics derived from StackEx represent ≈ 50% of its threads. Stack Exchange
forums are very heterogeneous and are likely to contain more than 50 topics. Hence, it is not surprising that only
about half of this data corpus is covered by a 50-topic model. A thread can remain without a topic assignment if
(i) it discusses some topics unrelated to AI,31 (ii) it discusses some AI-related topics which are different from the
ones selected during model training, or (iii) it is weakly related to a large number of learned topics and hence
none of them passes the likelihood threshold. A characteristic example for the latter case is a thread with a topic
probability of 18.70% for Data Input Formatting, meta-topic Data Preparation, which does not exceed the minimum
relevance d . This thread discusses image dataset in Python and how similar datasets can be manually created. A
weak discussion about data preparation is present, but due to the focus on the manual part, we correctly denoted
it as unclassified. It is also interesting to see that discussions on StackEx have a substantial focus on technical
topics, either related to core AI or the supporting infrastructure. Topics related to “surrounding” questions, such
as Support Requests and Human-Technology Interaction, are not very prominent in StackEx.

D.1.2 Positive Control Experiment (Kaggle).
The goal of the positive control experiment is to demonstrate that a topic model attains similar coverage rates
on a different AI-related dataset. Table 3 reveals that 28.91% of threads in Kaggle discuss at least one of the 50
topics learned from StackEx. The difference in coverage rates is in line with our expectations. Even though Stack
Exchange and Kaggle are both platforms for AI-related discussions, they also have some inherent differences.
Kaggle’s focus lies on AI challenges and competitions, and it is hence not surprising that a large share of threads
on Kaggle is not among the 50 topics considered in our study (refer to Table 2). Also the difference in coverage
rates of specific meta-topics highlights the diversity of these two forums. For example, the coverage rates of
discussions on Python/AI Setup and Support Requests are higher on Kaggle than on StackEx, aligning with the
intrinsic characteristics of Kaggle competitions.

D.1.3 Negative Control Experiment (Speeches).
The coverage rates in the negative control experiment can be interpreted as false-positive rates, and hence, we
expect them to be low. Our results show that “AI-related topics” are found in about 5% of Speeches. These hits
were mainly on meta-topics Human-Technology Interaction (4.82%) and very few on Learning Algorithms (0.32%),
the topic Reinforcement Learning to be precise. Our manual examination revealed some correlations between
the vocabulary of Speeches and certain AI-related topics. For example, words such as world, people, human, law,
life, and system are part of the topic Human-Technology Interaction and obviously not uncommon in Speeches.
The two hits on Reinforcement Learning, barely exceeding minimum relevance (d  = 0.2), contained words such as
policy, action, and reward.

D.2 First Case Study (Pre-ChatGPT)
We discuss the results in Table 5, focusing on each meta-topic (Section 5.2).

D.2.1 AI Core Topics.
We observed a relatively small percentage of threads associated with AI Core Topics. Still, the identified threads
for AI Core Topics cover a large spectrum of AI techniques.

◯ Learning Algorithms. For the meta-topic Learning Algorithms, we observed threads in DCF, referring to
the use of experimentation techniques that help researchers in testing Tor’s performance and discovery of

31For example, we have seen discussions related to driver’s decision-making (in the context of autonomous driving). A decision of which
topics to discuss is made entirely by users.
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related security problems, specifically highlighting Hidden Markov Modeling. Threads from CCF discuss
Regression Analysis, Binary Tree Search, Linear Tree Search, Genetic Algorithms, Q-learning, and Rein-
forcement Learning. The discussions are very precise, e.g., about the difference between Q-Learning [134]
and Temporal Difference Learning in the context of Reinforcement Learning. On the other hand, threads
on gaming forums discuss path-finding algorithms, such as �∗ or Dijkstra’s Algorithm. In some cases, the
discussions even include shared Python code.

◯ NLP. In this category, we observed many threads discussing password cracking and dictionary lists and a
strong interest in word semantics. As an example, a user was looking for “good” dictionary lists, which
are commonly used for password brute-force attacks. In another thread, someone offers to sell the Oxford
English Dictionary as an XML file. This thread advertises that the dictionary contains 290 K words and
compares it to the well-known WordNet lexical database, which has 150 K words. In other threads, the
use of statistical algorithms for password cracking was discussed, with one thread referring to a GitHub
repo related to “Probable Wordlists.” The repository organizes the most probable passwords and provides
statistical probabilities for the use of different passwords, with the goal to understand the human reasoning
behind them. We also observed a high interest in open source intelligence, e.g., for phishing as well as
(ab)use of tools designed for defensive purposes. As NLP can be instrumental for crafting phishing content,
it is not surprising to see NLP discussions related to phishing kits in cybercrime forums. Other threads
assigned to NLP discuss black-hat Search Engine Optimization techniques used to improve search engine
ranking based on content analysis of sites. Users discuss practices such as keyword usage, keyword bloating,
keyword density, and TF-IDF.

◯ Model Training/Tuning/Evaluation. This topic is rarely discussed. We have identified, for instance, threads
discussing how an optimal model can be obtained via grid search and further tuned for a programming
contest. Overall, we identified that adversaries are mostly interested in Learning Algorithms and NLP
techniques when it comes to AI Core Topics. We also understand that even if AI Core Topics are not a
prevalent topic in underground forums in general, based on the above examples, we can deduce that
underground forums are still a place to seek answers in regard to AI Core Topics. This is also confirmed by
results presented below in the section regarding AI Education.

D.2.2 AI Supporting Topics.
We categorize Data Preparation, AI Education, and Python/AI Setup as topics supporting AI.

△ Data Preparation. We saw clear examples of interest in data analytics among discussion threads, and
threads mostly fall into this category as they focus on preliminary data processing. Threads were found
related to logarithmic scaling, vectorization, dimensionality reduction, and transformation through matrix
multiplication. Overall, discussions on Data Preparation are mostly related to three main areas: formatting
issues; explanations on the mathematical handling of data; and regex. Many of these discussions refer to
the handling of data dumps for malicious purposes, preparing data for phishing campaigns or specific code
injection attacks. This reveals attackers’ activities related to handling leaked data, raising the question of
what adversaries will do next with the preprocessed data dumps. Interestingly, when a question classified
as Data Preparation is too specific, e.g., addresses Python coding related to data preprocessing, users are
often referred to Stack Overflow.

△ AI Education. There are four topics in this category: Skill Requirements/Learning, AI Resources, Object
Detection (AI Toy Problem), and Demand Forecasting (AI Toy Problem). Object Detection and Demand
Forecasting are common toy problems referred to by AI tutorials to illustrate relevant Python libraries.
However, even for such elementary problems, we could observe characteristic traits of offensive intent. For
instance, in one conversation tagged as Object Detection, a user wants to apply color and image recognition
to detect an item and click on it, further revealing that he wants to gain this understanding to build a
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bot. In another thread, a user asks about circumventing image plagiarism detection and inquires if this is
achievable with AI. Discussions on AI-related programming languages and on how to learn these languages
are also prevalent in underground forums. A common recommendation for implementation of various
hacking techniques is Python and specifically Luna for game hacking. These discussions often go beyond
programming languages, e.g., users inquire about AI usage in general, discuss specific AI techniques, and
ask about easy-to-use AI libraries, such as numpy, pandas, keras, pytorch, scikit-learn, and so on. Also, the
use of CPU vs. GPU for specific algorithms and libraries is compared. Similarly to the topic Data Preparation,
we also see users referring others to the clearnet if they think the questions are too AI-specific. Some users
also ask for advice on AI and hacking techniques in the same thread. One user, for instance, is looking for
general advice on Neural Networks, rootkits, making money online, and hiding online presence. These
terms clearly reveal an offensive purpose behind the intended use of AI. Some users do not just ask for
advice or directions, but rather share knowledge from certain AI techniques, e.g., Google’s research on
determining the location of any image, weather forecasting using Time Series and Neural Networks, and
cheating in online games using Neural Networks. An example of AI-assisted online game cheating from the
threads is AimBot, which uses object detection to automatically identify a target and to point the crosshair
at the target. Additionally, we observed a large number of posts looking for developers specializing in
AI. Python programming, Big Data and AI are the most common requirements in such threads. Some
users express explicit interest in hiring individuals with proficiency in Data Mining, NLP, and Database
Management, with an additional required knowledge of the darknet.

△ Python/AI Setup. The meta-topic Python/AI Setup often appears in underground forums in connection with
the Python Interactive Disassembler, various Python packages, AI library issues as well as system setup for
AI development. Similarly, there were discussions on setting up or configuring the system environment
for various hacking purposes, not necessarily in a clear context of AI. Discussions about non-AI-related
environment setups in the underground forum is of no surprise, as exemplified in a thread in which the
Python setup of a phishing tool named “SocialFish” to clone websites or login pages is explored.

D.2.3 AI Surrounding Topics.
Surrounding topics often occur in AI discussions but do not directly address AI techniques. Examples of such
surrounding topics are threads in which users ask for help or discuss the impact of technology on society.

◻ Support Request. For CMF, we observed a very high occurrence of Support Requests. The support requests
on the darknet forums are of diverse nature, e.g., getting access to someone’s website, hacking someone’s
account, asking about the correct link to another darknet forum, or phishing. For CGF, the discussions are
more related to attacking gaming servers or asking about specific hacks. We also did observe interest in
the setup of virtual environments, as well as to Python-related topics such as code requirements, library
updates, and installation.

◻ Human-Technology Interaction. Threads on this topic discuss the threat of AI to society from different
viewpoints, e.g., the role/impact of robots or whether robots can outsmart humans.

D.3 Second Case Study (Pre/Post-ChatGPT)
We stress that these analyses entail a data corpus having a different size than the one considered in the first case
study (see Table 4 and Section 5.3). Therefore, some comparisons may be not possible (i.e., there is no new darknet
data added in the June 2023 update to CrimeBB).

For the “before” ChatGPT period (January 2021→29 November 2022), we identified a conversation about the
future of malware in the context of AI for the topic Human-Technology Interaction in CCF. This thread discusses
whether the defensive or offensive side benefits more from AI. One side argues that malware will be eliminated
by the advanced AI capabilities of the defense and the centralization of traffic, while the other side argues that it
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is a constant cat-and-mouse game, emphasizing that AI will cause malware to become more sophisticated. In
another thread from CGF, assigned to the topic Learning Algorithms, a user is designing a deep reinforcement
learning bot with Python and wonders how he can best extract certain data from a game. Other threads discuss
AI bots or AI-driven cheating for gaming, e.g., an algorithm that learns the behavior of players to mimic them
and then mimics their gameplay.

For the “after” ChatGPT period (30 November 2022→June 2023), the amount of datapoints is small, which requires
cautious interpretation and additional analysis. Reviewing the identified threads, we found new discussion topics
related to DANs (Do Anything Now) exploits and jailbreaking ChatGPT for AI/Python Setup. For AI Education
in CN-CF, we observed threads in which a user asks for a Data Scientist, another referring to Data Science
as the perfect balance of hacking and math skills, and others looking for advice on hacking with Python. For
Human-Technology Interaction in CCF, we see threads asking if anyone has used AI for anything nefarious before.
While some users believe that AI is still “too much in its infancy” to be useful for the average threat actor, others
bring up the use case of ChatGPT and similar tools for social engineering. For social engineering, however, the
users emphasize that some level of human supervision is still required. Apart from AI being used to circumvent
CAPTCHAs, users do not provide any answer to whether they have used AI for malicious purposes. Other threads
indicate discussions related to using different large language models and how they can be used to create viruses
or malware, with explicit reference to keyloggers. Specifically, a user leveraged ChatGPT to write a keylogger in
PowerShell with startup and persistence using scheduled tasks. The user highlights that ChatGPT suggested a
(commonly known) User Account Control bypass (to evade security measures). One user even states that it is
only a matter of time until we see a huge hack that would never have been possible without AI. For Learning
Algorithms in CGF, we observe similar discussions to the previous datasets, e.g., related to AimBot or autonomous
survival bots.
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