
RESEARCH ARTICLE OPEN ACCESS

Stability of EEG-Biometrics: The Role of Artifacts in
Within vs. Cross Session Authentication
Yvonne Höller1 | Arne C. Bathke2 | Andreas Uhl2

1Faculty of Psychology, University of Akureyri, Akureyri, Iceland | 2Department of Artificial Intelligence and Human Interfaces, Paris Lodron University,

Salzburg, Austria

Correspondence: Yvonne Höller (yvonne@unak.is)

Received: 8 September 2025 | Revised: 22 August 2026 | Accepted: 26 August 2026

Academic Editor: Pradeep Kanchan

Keywords: autoregressive model | biometrics | cognition | cross-validation | electroencephalography | pattern recognition

ABSTRACT
Artifacts in the electroencephalogram (EEG) have not been investigated systematically regarding their effect on EEG biometric

performance. Since artifacts vary over time, they can be expected to lower EEG biometric performance in cross session cross-

validation. However, because of their presumed uniqueness, they might increase within session cross-validation performance of

an EEG biometric system. We examined the EEG biometric performance of 15 features within and across 6 sessions recorded over

3 days, including 3 different cognitive conditions, before and after artifact exclusion in a sample of up to 90 individuals. Our results

revealed significant effects of artifact exclusion depending on the cross-validation scenario and the feature. Overall, within session

cross-validation was not systematically affected differently by artifact exclusion as compared to cross session cross-validation, but

depending on the feature and the type of cognitive task employed, artifact exclusion led to better or worse results, with some

frequency-dependent features performing better when artifacts were excluded. Our results emphasize the overestimation of

biometric performance in within session cross-validation (with equal error rates (EERs) down to 0) as compared to cross session

cross-validation (with EERs for the same feature above 30) and the low reliability of results obtained when evaluating EEG

biometric performance in small samples. We recommend that future developments of EEG biometrics must test their robustness

against artifacts in the data.

1 | Introduction

Electroencephalographic (EEG) characteristics have been

praised to be universal and impossible to circumvent or to forge

[1]. Nevertheless, there exists doubt whether the EEGwill ever be

a useful biometric since there are imponderable obstacles when

putting EEG biometrics into practice [2]. Specifically, variability

of the EEG over time is a major challenge to achieve the stability

in EEG biometrics [3–6]. Only a few studies tested the potential

of the EEG as a biometric feature against its limitations due to the

poor stability of EEG biometrics over time. The scientific gain of

many studies published so far is limited because they did not
account for EEG-variability over time, and the very same prob-
lem will prevent further progress in this field if scientists do not
use longitudinal EEG data with at least two EEG recordings that
are at least several hours, if not days or even months, apart. The
size of this problem is evident by the accuracy of EEG biometrics
reaching 100% in systems relying on one EEG recording but
close-to-chance performance in cross-session validation with
EEG recordings acquired on different days [7]. The brain activity
captured with the EEG depends on current thoughts, amount of
sleep in the night before the measurement, intake of any
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substance that affects brain activity such as nicotine, caffeine,
psychoactive medication, and also the time since the intake,
affective state, mental state, and time of day in interaction with
the chronotype of the individual. Furthermore, artifacts that
appear in the data but do not stem from brain activity but from
muscular or ocular activity, or from a variation in the quality of
the contact between the electrode and the skin, play a role and
are hard to control. Finally, virtually all medical conditions that
are related to brain health, such as neurological and psychiatric
diseases, affect reliability, with, for example, higher stability over
time of epileptiform activity [8]. In view of all these factors affect-
ing the replicability of any pattern in the EEG, it is of utmost
importance that the performance of biometric systems based on
EEG-features is evaluated with cross-session cross-validation
[9, 10] and that the factors that affect the stability of EEG bio-
metrics are investigated systematically. However, only a few pub-
licly available data sets allow for benchmarking across several
sessions. A recent data set [11] includes 95 individuals observed
during two sessions, but the time interval between the two ses-
sions varies across individuals. Probably due to a lack of adequate
data, only limited investigation was conducted into the potential
factors that affect stability over time. In the following, we review
the approaches taken to analyze and establish the stability of
EEG biometrics.

Session invariant features can be identified more reliably if more
than two sessions are available: two sessions are used to extract
session invariant features, and the third is used to test the model’s
performance. An early study with a sample size of n= 9 and three
sessions on three different days [4] found that increasing the time
between enrollment and authentication decreases biometric
accuracy and claimed that training the system over multiple ses-
sions recorded on three different days increased the performance.
A more recent study developed a model based on a convolutional
neural network (CNN) and achieved moderate performance in a
small sample of 10 people with three sessions that were separated
by 7–14 days [12]. Unfortunately, with these small sample sizes,
the true performance can hardly be estimated, as it has been
suggested that adding individuals to small samples decreases
the accuracy of an EEG authentication system that seems to
perform well on the smaller sample [13].

The second approach to boost the detection of invariant features
of individual brain activity is therefore to acquire the EEG during
specifically induced states, for example, obtained by visual stim-
ulation [14–16], cognitive stimulation [17–20], or by a combina-
tion of multiple tasks [21, 22]. The idea behind this is to evoke a
specific, reproducible brain activation, while recording the EEG
at rest is prone to capturing the electric signature of mind-wan-
dering thoughts a user experiences at the moment of acquisition.
Early research in the field also suggested that an individual task
for each person can enhance the uniqueness of the extracted
features, as the individual task produces a mental password [4].
However, only a few studies that controlled the mental state
implemented cross-session cross-validation, and those that did
so were done on very small samples (Table 1 in [10]). The only
studies with a larger sample of n= 50 found comparable perfor-
mance of the system with and without cognitive stimulation
[7, 26], and could not replicate the finding of an earlier study
in n= 9 where performance was higher during a movement con-
dition as compared to rest [5].

Nevertheless, it seems plausible that the choice of the cognitive
stimulation also matters [22]. Therefore, the question remains of
which kind of cognitive stimulation is best suited to generate the
so-called mental password [4]. While the individual reaction to
flashing lights might be similar across individuals, triggering
memory provides access to a plethora of interindividual differ-
ences in semantic representations that could be measured as
individual mental states [25]. As such, the cognitive task might
not only decrease intraindividual variability over time by induc-
ing a reproducible pattern of brain activation, but it might also
increase interindividual variability, because cognitive perfor-
mance relies on prior training and memories. It has been found
that even within a single experiment, different stimuli can yield
different equal error rates (EER) [26].

Another twist regarding cognitive stimulation is the lack of large-
scale research using multisession data. It must be considered that
cognitive task performance increases over multiple sessions, rais-
ing the question of how many sessions would be necessary to
enroll a person in a biometric system based on EEG signatures
obtained during cognitive activation. This is especially relevant
for difficult cognitive tasks such as motor imagery, where indivi-
duals improve at eliciting consistent brain activity with repeti-
tion, that is, through training. Accordingly, it was found that
EEG-biometric systems relying on motor imagery benefited
from training the model over multiple sessions [4]. Most inter-
estingly, another study examined imagined speech [28] and
found that when training was performed in one session and
testing data obtained from another session, the accuracy of the
system was, on average, lower when the first session was com-
bined with other sessions (average accuracy 88.73%) as compared
to configurations where sessions two, three, and four (average
accuracy 94.88%) were combined. Unfortunately, these studies
were based on small sample sizes of n= 9 [4] and n= 6 [28]. A
later study with n= 50 did not show a systematic advantage of
combining session two with session three compared with com-
bining session one with the other sessions [26]. Although it must
be considered that the first recording session is not an ideal
source of data for EEG biometrics, especially when cognitive
stimulation is used, the usability of a system requiring multises-
sion enrollment is not satisfactory.

More recently, EEG biometric features have been challenged
towards more realistic settings by testing the interstate stability
of features using different cognitive stimulation during enroll-
ment and authentication [6, 30, 32]. This approach mimics the
situation that even the same cognitive task might produce differ-
ent patterns of brain activity in the very same individual. This is
intuitively understandable if we consider a memory that is
formed but will change slightly each time it is recalled, and it
also changes with the experience of situations similar to that
specific memory. Therefore, testing features against their perfor-
mance when one cognitive task is used for enrollment and
another for authentication mimics intraindividual variance in
brain activity over time under controlled conditions, thereby
allowing the experimental situation to study the effects of exter-
nally or internally induced cognitive states that vary across
authentication sessions. As with cross session cross-validation,
the correct recognition rate drops significantly from same-task
to different-task scenarios [30, 32] unless the classifier is trained
and tested on multiple states [32]. In this scenario, functional
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connectivity measures generalize better over diverse human
states [31]. However, all studies employing cross-task cross-vali-
dation were performed for data collected in one session only
(Table 1). We advocate that cross session/cross-task cross-valida-
tion is a more valid scenario.

The finding that functional connectivity measures are more stable
across different cognitive tasks [31] leads to the third approach to
finding session-invariant features, which focuses on the features
themselves, with the hypothesis that some features are more stable
than others. The event-related potential (commonly known as the
ERP) is the most basic EEG feature. It was used in a study that
combined several cognitive tasks with stunningly stable results
even after years [22]. However, a protocol that requires several
cognitive stimulations is highly time-consuming and cannot real-
istically be used as an authentication system. Furthermore, the

signal quality of the ERP depends on the number of repetitions,
so to achieve adequate biometric performance, a longer recording
time is required to obtain sufficient repetitions, increasing the time
needed to enroll and authenticate an individual. For example, in a
prior study, 75 repetitions were required to obtain an ERP with
satisfactory biometric properties [25].

In contrast, autoregressive components and features derived from
the multivariate autoregressive (MVAR) model were found to be
highly promising even with relatively short data [7, 10]. It was also
proposed that the best feature vector of functional connectivity
measures, as derived from MVAR coefficients, can be extracted
using deep learning [31]. However, while this finding highlights
the stability of the derived features across cognitive states, it was
not tested across EEG sessions captured on different days. More-
over, the test–retest reliability of MVAR models and the features

TABLE 1 | Studies examining EEG biometric features in multiple sessions with cross session or cross-task cross-validation.

Study N
No. of
sessions Time

Cross-
validation Artifact Conditions Features Database

Marcel [4] 9 3 1 d Cross session Filtering 3 PSD 8–30Hz Own

Näpflin [23] 20 2 ≥1 y Cross session Exclusion 1 PSD Own

Kostilek [5] 9 2 1 y Cross session Filtering 3 AR 8–13Hz Own

Rocca [24] 9 2 1–3w Cross session Filtering 1 AR Own

Armstrong [25] 9–15 2–3 1w–6m Cross session None 1 ERP Own

Das [26] 50 3 7–49 d Cross session None 1 Bandpower Own

Maiorana [7] 50 3 7–34d Cross session Filtering 1 AR, PSD, COH Own

Wang [27] 4 2 ≥1w Cross session ICA 1 Wavelet Own

Ruiz [22] 20 2 48–516 d Cross session Filtering 4 ERPs Own

Höller [10] 70 2 2w Cross session Exclusion 1 AR/connectivity Own

Brigham [28] 6 1 — Cross-task Exclusion 2 PSD from AR Own

Yang [29] 108 1 — Cross-task None 6 Wavelet Physionet

Fraschini [30] 108 1 — Cross-task ICA 6 CC, PLI, AEC, PLV Physionet

Wang [31] 59/109 1 — Cross-task ICA 4 AR, PSD, En Own/physionet

Wang [32] 59/109 1 — Cross-task ICA/MARA 4 AR/connectivity Own/physionet

Wang [6] 109 1 — Cross-task Correction 4 CC, PSI Physionet

Mota [33] 109 1 — Cross-task Filtering 4 DL Physionet

Di [34] 10 3 ≥2w Cross session Filtering 1 PSD, PLI, coherence Own

Rahman [35] 10 10 ? Cross session VMD 1 PSD Own

Ashenaei [36] 109 1 — Cross-task Filtering 4 Connectivity Own/physionet

Plucinska [37] 29 20 >43 d Cross session Filtering 1 PSD Own

Xu [38] 109 1 — Cross-task Filtering 4 DL Physionet

Abdel-Ghaffar [39] 32/40 1 — Cross-task Correction ≥2 Various, DL DEAP/SAM

Liu [40] 14/9 2 ~ 23d Cross session Filtering 1/4 DL Own

Fallahi [41] 345 >1 >1? Cross-? Filtering ? AR, PSD, DL PEERS

Usman [42] 21 1–3 ? Cross session Correction 1 Various BED

Abbreviations: AEC, amplitude envelop correlation; AR, autoregressive reflection components; CC, correlation coefficient; d, days; DL, deep learning; m,
months; N, sample size; PLI, phase lag index; PLV, phase locking value; PSD, power spectral density; PSI, phase synchronization index; time, time
between sessions; VMD, variational mode decomposition; w, weeks; y, years; ?, manuscript is not sufficiently clear on this item.
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derived from them is severely affected by artifacts [43], such that a
very common and inexpensive solution is to use only artifact-free
segments of the recorded signal. In research on EEG biometrics,
artifacts were handled in many ways, including correction and
even retention, with models designed to be invariant to added
muscular artifacts [43]. One study claimed that an unpublished
pilot work demonstrated that artifact rejection or filtering did not
impact classifier accuracy when using the ERPs as a feature [25]. It
was even suggested that artifacts can be fairly predictive and lead
to high recognition rates because artifact patterns are more indi-
vidually distinguishable than brain activity [28]. At worst, the
excellent performance of an EEG biometric system might be due
solely to individual user artifacts. Artifacts are an important factor
that have been studied in EEG research in general, for example,
with respect to various artifact removal techniques, but have
largely been neglected in research on EEG biometrics and deserve
systematic investigation for this specific application.

Table 1 lists prior studies with multiple sessions or multiple tasks
and their handling of artifacts. To our best knowledge, there is no
study that systematically compared the biometric performance of
several EEG features across several sessions and different cogni-
tive tasks, depending on the inclusion or exclusion of artifacts.
Particularly, even very advanced studies comparing many data-
sets depending on whether they were collected in one or multiple
sessions and that clearly state that the lack of multisession
research is a shortcoming, do not adequately distinguish between
multisessions collected on the same day or on different days [44],
although the importance of this detail was emphasized clearly
[35]. None of the prior studies implemented both cross-session
and cross-task cross-validation. Also, for most studies, the tasks
for cross-task cross-validation were drastically different, for
example, rest vs. motor imagery or motor imagery vs. attention
task, with a few exceptions where the same task with different
stimuli was used [28]. We advocate that using the same task but
with different stimuli better simulates the realistic scenario of
changing brain responses over time to cognitive tasks due to
learning, forgetting, and other unknown factors.

In summary, there is a need to investigate the following research
questions:

• How does artifact exclusion affect biometric performance?

• How does biometric performance of different features ben-
efit (or not) from the exclusion of artifacts?

• How does artifact exclusion affect biometric performance in
different cognitive tasks?

• How does artifact exclusion affect cross session authentica-
tion performance?

• Do artifacts in the data affect how cross session validation
performance is affected by the first vs. other sessions for
enrollment/authentication?

• Do artifacts in the data affect how cross session validation
performance varies as a function of days since enrollment?

The innovative contributions of this paper are represented by
testing the following hypotheses:

1. Keeping artifacts in the data might augment uniqueness;
however, it is possible that artifacts are subject to the cur-
rent configuration of the EEG recording and underly other,
currently unknown factors. We therefore hypothesize that
artifacts might inflate within session performance but dete-
riorate cross-section performance.

2. We analyze EEG biometric performance across three differ-
ent cognitive tasks, and each of them in 6 slightly different
versions for the 6 sessions, each separated by at least 10 h,
hypothesizing that biometric performance depends on the
type of task used.

3. Since different features were found to vary in reliability
over time depending on the inclusion or exclusion of arti-
facts [43], we expect that this is reflected in biometric per-
formance, too.

2 | Methods

2.1 | Experimental Data

2.1.1 | Sample

The data collection of the sample used in this study was described
previously [45–49]. These related publications provide details on
the sample and recordings, but please note that the EEG data
during cognitive stimulation have not been analyzed in any publi-
cation, so far. In the following, we summarize the most important
details on data collection. The study and the analysis were not
preregistered in an independent registry, but the study protocol
was registered and approved by the ethical commission of the
Region of Salzburg, Austria (Approval No. 415-E/1755/202016).
The study was carried out in compliance with the Declaration of
Helsinki, and written informed consent was obtained from all
participants. We recruited and examined 106 people in the Epi-
lepsy Monitoring Unit at the Department of Neurology, Paracelsus
Medical University, Salzburg, Austria, between 2016 and 2018
within a larger study about the effect of epilepsy on memory. After
excluding participants due to issues with cognitive testing and/or
recording procedures, 90 participants remained for analysis. The
first two participants were excluded because the cognitive testing
procedure was changed thereafter. We excluded three patients
who underwent invasive recordings instead of scalp recordings
and four patients where the markers for the cognitive tasks were
not registered in the EEG due to a connection failure in the hard-
ware. Further participants dropped out because the cognitive
recording session was missing. All participants underwent testing
on the evening of the first night (6–8 pm) and then on each morn-
ing (8–10 am) and evening, up to 6 times in total. In each session
they performed a verbal learning condition, which consisted of 60
presented word pairs, fingertapping (FT) of all individual fingers
except for the thumb of the nondominant hand, and third, virtual
reality (VR) recognition of scenes, which consisted in the presen-
tation of 20 words describing objects to be remembered from a
previous VR exploration of a town. Table 2 shows the total number
of participants available for each cognitive task type and for the
scenario before and after artifact exclusion.

The number of participants included for each cognitive task and
for the artifact inclusion vs. exclusion scenario varies because we
required a minimum of data available for each participant so that
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the creation of enrollment templates and authentication experi-
ments would be comparable between the two scenarios. For the
same reason, the number of participants dropped over the course
of the six sessions. The number of individuals for the artifact
inclusion scenario for the VR task is lower than for the artifact
excluded scenario because in two individuals themodel estimation
for the MVAR model did not converge due to low data quality.

2.1.2 | Data Registration

EEG was digitally recorded with the medical system SystemPlus
Evolution SD LTM 46 Express Amplifier (Micromed S.p.A,
Mogliano, Italy). Recordings began on the day of admission
and lasted for up to 4 days (~96 h of continuous EEG) using 29
standard electrodes placed according to the 10–20 system. This
setup of 29 electrodes was according to clinical routine require-
ments. The sampling rate was 1024Hz and online filtering
included a 0.1Hz high-pass and 50Hz notch filter (ground at
Fpz and reference at Oz). Impedances were brought below 10 kΩ
initially and monitored daily.

2.1.3 | Data Preparation

From the continuous 24h recordings, we first segmented the rele-
vant data according to markers that were placed during the 6 cog-
nitive testing sessions. These segments were preprocessed with
Brain Vision Analyzer (Version 2.1, Brain Products GmbH). Ocular
correction according to the Gratton & Coles algorithm [50] was
performed, using a vertical electrooculographic channel. Please
note that although the ocular blinking pattern in the EEG repre-
sents an artifact that would be worth investigating within the
research question of the present study, this artifact is so frequent
in the EEG that it would lead to the exclusion of the majority of the
data and, thus, making the artifact exclusion scenario unfeasible.
Ocular artifacts stem from eye movements, usually blinking, and
represent large deflections (hundreds of microvolts) of the signal
beyond the variation of neurophysiological activity during wakeful-
ness (tens of microvolts). This type of artifact distributes over the
scalp with the fraction of the ocular signal decreasing with the
distance of the scalp sensor from the eye.

2.1.4 | Artifact Removal

For the artifact exclusion scenario, an automatic artifact detec-
tion was carried out to exclude data contaminated by artifacts

with the following thresholds as predefined in the well-estab-
lished artifact removal in Brain Vision Analyzer: Maximal
allowed voltage step per sampling point was 50 µV (values that
exceeded this threshold were marked within a range ofÆ100ms);
maximal allowed absolute difference on an interval of 200ms was
200 µV, and lowest allowed absolute difference during an interval
of 100ms was 0.5 µV (values that exceeded this were marked with
a surrounding of Æ500ms). This method reliably detects muscu-
lar artifacts, sweat artifacts, movement artifacts, and other pat-
terns that are not of neural origin.

2.1.5 | Data Segmentation

From the preprocessed data, we extracted single epochs for the
three conditions. Continuous EEG data was segmented into
epochs from 500ms before stimulus onset to 1500ms after stim-
ulus onset for verbal learning and VR recognition and 50ms
before typing to 500ms after typing for individual finger move-
ments on the keyboard in the FT task. The preprocessed and
segmented data was exported into a generic data format and
imported to Matlab (release R2018b, The Mathworks, Massachu-
setts, USA).

2.2 | Feature Extraction

We used data from the 17 channels F7, F3, Fz, F4, F8, T7, C3, Cz,
C4, T8, P7, P3, Pz, P4, P8, O1, and O2. These channels represent
the international 10–20 system and were chosen a priori without
optimizing the selection of channels towards biometric perfor-
mance. We would like to emphasize that this choice was solely
based on the definition of these channels, representing the core
minimum of electrodes in a typical low-resolution EEG setup.
The other channels were excluded because these clinically
required sensors are spatially closed to the selected electrodes
and would mostly deliver redundant information. Thus, proceed-
ing with a smaller set of electrodes reduced the computing time
and allowed the feature optimization to run more efficiently.
MVAR coefficients were estimated based on the MVAR model
[51, 52], as given in Equation (1):

Y tð Þ ¼ ∑
P

k¼1
A kð Þ Y t − kð Þ þ U tð Þ; ð1Þ

where the vector Y (t)= [y1(t),…,yM(t)]
T holds the values of theM

sensors at time t, P represents the model order (in the present
case 10), A(k) are coefficient matrices of size M×M with ele-
ments aij(k) describing the dependence of yi(t) on yj(t− k).
Finally, U(n) is the innovation process segments of the signal
of length n. We relied on the BioSig toolbox [53] and used the
functions mvfreqz.m and mvar.m to fit the model using partial
correlation estimation with unbiased covariance estimates [51],
which was recommended previously [54]. The model order was
chosen to be P¼ 10 to keep our analysis comparable to prior
work [7]. The matrices A(k) represent the multivariate autore-
gressive coefficients (AR), that is, the main feature analyzed in
the present study.

To illustrate the problem’s range across features, we additionally
extracted a set of features commonly used in the literature to keep
our analysis comparable to previous work (Table 1). Please refer to

TABLE 2 | Sample size in each cognitive task condition and session

before (all) and after (AE) exclusion of artifacts.

Session n all/AE FT n all/AE WP n all/AE VR

Session 1 86/85 90/74 68/70

Session 2 83/78 87/64 64/54

Session 3 75/69 81/52 62/40

Session 4 67/64 76/41 45/26

Session 5 60/53 58/26 32/16

Session 6 39/31 40/15 20/7

Abbreviations: AE, artifacts excluded; FT, Fingertapping; n, number; VR,
virtual reality; WP, word-pair task.
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a previous study where we describe these features in more detail
[10], although their extraction in that reference was based on
slightly different parameters (i.e., a higher model order and a
different dataset). The single-sided amplitude spectrum from the
Fast Fourier Transform of the signal served as the power spectral
density (PSD), that is, another feature analyzed in the present
study. The PSD was obtained with the Matlab function fft after
removing constant mean trends from each segment’s time course.
Another set of features can be extracted from the estimated MVAR
model by transforming it from the time domain into the z-domain
and the f-domain, yielding two transfer functions. The other mul-
tivariate parameters were derived from these transfer functions for
1Hz frequency steps between 1 and 48Hz (literature indicating
the details on how to derive these features is referenced alongside
with each feature but please see Ref. [10] for further explanations
on the individual features): spectrum (S) [55], transfer function
(hh) and transfer function polynomial (AF) [56], coherence
(COH) [57], partial coherence (pCOH) [58], partial directed coher-
ence (PDC) and partial directed coherence factor (PDCF), gener-
alized partial directed coherence (GPDC) [59], directed transfer
function (DTF) [60], direct directed transfer function (dDTF),
full frequency directed transfer function (ffDTF) [61], and
Geweke’s Granger Causality (GGC) [62, 63]. Additionally, direct
causality (DC) [64] was obtained as a frequency-independent mea-
sure. PSD and all frequency-dependent measures of interaction
were averaged in classical frequency ranges delta (1–4Hz), theta
(5–7Hz), lower alpha (8–10Hz), higher alpha (11–13Hz), lower
beta (14–20Hz), higher beta (21–30Hz), and gamma (31–48Hz).

2.3 | Feature Vectors

Depending on whether the feature was directed or not, the
obtained interaction matrices were symmetric (not-directed mea-
sures, e.g., COH) and therefore contained redundant elements, or
not symmetric (directed measures, e.g., DTF). The feature vectors
were obtained by concatenating all nonredundant values. There-
fore, the feature vectors were of length 17× 17= 289 (DC without
frequency dimension) up to 17× 17× 7= 2023 for directed
measures.

2.4 | Templates for Enrollment and Authentication

Enrollment in an authentication system requires registering a
biometric data template that can be matched to the user during
authentication. For authentication, previously unseen data is
compared to that template. In our study, template creation for
enrollment and authentication follows the same process. A tem-
plate was formed by the average of the feature vectors v of several
epochs e1…ek that were recorded from one participant p. Thus,
one element i in the template feature vector V for a template of
participant p can be described as follows in Equation (2):

Vp ið Þ ¼ 1
k
∑
k

l¼1
vp;el ið Þ: ð2Þ

Each template could be a template for enrollment or authentica-
tion. We averaged over k= 8 epochs for the verbal condition, 3
epochs for the VR condition, and 12 for the FT condition in order
to obtain 5 templates for each condition and each participant p.
Note that these epochs do not necessarily need to be all of the

epochs that belong to one participant, but these numbers were a
compromise to use all data available for the participants with the
lowest amount of data available. Therefore, for participants with
more data, the redundant epochs were discarded from the end of
the data stream. Creation of a template for the enrollment or
authentication process for the verbal condition required record-
ing 16 s of EEG, 6 s for the VR condition, and 6.6 s for the FT
condition. For the scenario when artifacts were excluded, data for
individual sessions and participants were used if there was a
minimum number of epochs left for the creation of the templates
after exclusion of epochs overlapping with artifacts. The mini-
mum was 40 epochs for the verbal learning condition (out of a
total of 60), 15 epochs for the VR condition (out of a total of 20),
and 60 epochs for the FT condition (out of a variable total num-
ber, depending on typing speed).

2.5 | Comparison Scores for Enrollment and
Authentication

To verify whether a person is in the biometric database, the
biometric data the person provided during the authentication
process must be compared to the templates stored in the data-
base. To this end, a comparison score needs to be computed
between the person’s template that serves as the authentication
probe and all templates in the database. In the present study, the
comparison score Z in Equation (3) was the Pearson correlation ρ
of two templates V from person pa and person pb.

Z ¼ ρ Vpa ;Vpb

� �
: ð3Þ

Templates Vpa and Vpb match the same person if a= b. The Pear-
son correlation coefficient between feature vectors as an index of
similarity between two templates allows for adequate scaling
across varying feature vector length.

2.6 | Computation of Performance Metrics

Mated scores are obtained as Pearson correlation coefficients
between all 5 templates of one individual. Accordingly, the non-
mated scores were obtained for each individual by calculating the
Pearson correlation coefficients between each individual’s tem-
plates and all templates from all other individuals. All mated
scores (i.e., template correlations within subjects) and nonmated
scores (i.e., template correlations between subjects) were col-
lected in two separate distributions from which we determined
the equal error rate (EER) as the intersection of the two empirical
distributions, that is, the point at which the false acceptance rate
(FAR) equals the false rejection rate (FRR).

2.7 | Feature Selection Algorithm

The feature vectors likely contained redundant information due
to similar values across adjacent channels or frequency ranges.
Therefore, a feature subset selection algorithm was implemented
in a three-layered cross-validation procedure:

1. In the outer layer we implemented 5-fold cross-validation.
We left 1/5 of the participants out in each iteration as the
test set, while the other 4/5 formed the set for feature selec-
tion and training, submitted to the middle layer. This par-
tition was random, but to ensure comparability across
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features, we used the same partition into 5 sets for all fea-
tures, all conditions, sessions, and session combinations for
cross-session cross-validation.

2. In the middle layer, these 4/5 of the sample were again
divided for a 5-fold cross-validation. In each iteration, 1/5
of the participants were left out, the other 4/5 were submit-
ted to the inner layer as the training set. Also here, a ran-
dom partition was created that was used for all features,
conditions, sessions, and session combinations.

3. In the inner layer, the training set was used to sort and
select features:
• For each entry in the feature vector, we divided the

mean of all participants’ p standard deviation across
all epochs σe—which should be small for a good
feature—by the standard deviation over all participants
average epoch σp (i.e., the standard deviation across all
templates V of all subjects p), which should be large for a
good feature as described in Equation (4):

σδ ið Þ ¼ σe vp; i
� �

σp  V ið Þð Þ : ð4Þ

• We sorted the entries i= 1… k of the feature vector by the
ratio σδ from smallest to largest. This approach efficiently
shortens the feature selection procedure and is a viable
alternative [10, 65] to principal component analysis [66,
67] or independent component analysis (ICA) [68].

• The first 4 entries of the sorted feature vector formed the
initial subset of selected features.

• We calculated the EER for this subset.

• Then, we iterated over the feature vector by adding one
entry at a time to the subset of selected features and calcu-
lating the EER for this new feature subset. If the resulting
EER was smaller as compared to the last EER, the added
feature was kept in the selected feature subset, but it was
excluded otherwise. When 50 consecutively tested entries
were tested but not kept, we stopped the procedure and did
not iterate over the rest of the feature vector.

4. The selected features formed the optimized feature vector.
Since this feature subset selection was done 5 times, this

resulted in 5 optimized feature vectors. The average length
of the 5 feature vectors was calculated, and the features
from the 5 vectors were sorted according to how often
they were selected in the 5 iterations. The final feature
vector included the top-most selected features and had
the length equal to the average length of the 5 optimized
feature vectors.

5. The final feature vector was then used to calculate the EER
based on the initially left-out test set from the outer layer.
However, since the mated and nonmated scores were based
on 5 different lists of feature vectors, we once again ranked
the features by how often they were chosen in those 5
outer-layer loops and selected the most frequently chosen
features from this list. The final number of the topmost
selected features was the average length of the 5 feature
vectors across the 5 cross-validation iterations. From this
final list, we calculated the final EER that was used to
compare the different scenarios.

Figure 1 illustrates the cross-validation procedure.

2.8 | Statistical Comparisons

We tested…

1. … the effect of artifact removal for all 3 conditions, 15
features, and 21 cross-validation scenarios by comparing
the EERs with vs. without artifact removal.

2. … differences between the EERs obtained in within-session
and cross-session cross-validation by comparing session 1
to the other 5 within-session scenarios as well as to the
cross-session scenarios 12, 1–3, 1–4, 1–5, and 1–6. We lim-
ited this analysis to session 1 vs. all others because that
allowed us to substantiate the analysis with the largest
sample sizes.

3. … the effect of an increasing time between enrollment and
authentication on EERs by comparing cross session cross-
validation from session 1–2 vs. 1–3, 1–4, 1–5, and 1–6.

In order to compare two EERs we designed the following ran-
domization test procedure: We merged the matching scores of

Outer layer 1...5
Test set

Middle layer 1...5

Inner layer 1...5
Left-out

Feature selection

Feature sets

Final feature vector

FIGURE 1 | Procedure of cross-validation and feature selection. Test set performance metrics are calculated from the five outer-layer feature sets

(green). Final performance metrics are calculated from the final feature vector (red).
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both conditions, AwithN= 1…namatching scores and condition
BwithN= 1…nbmatching scores, and randomly drew two sets of
matching scores of size na and nb that would include matching
scores from both conditions A and B. We performed the same
procedure for the impostor scores. With these 4 sets of random
matching and impostor scores, we calculated again the two ran-
dom EERs, that is, EERR

A and EERR
B. We calculated the differ-

ence between these two EERs, that is, EERR
Δ under random

conditions. We repeated this procedure a P¼ 1000 times. Then,
we compared the actually observed difference EERobs

Δ=EERA−
EERB to the distribution of 1000 random EER differences EERR

Δ.
The proportion of random EER differences that was more
extreme, that is, larger in its absolute value than the original EER
difference, will from now on be denoted as the p-value of the test
(Equation (5)). Although strictly speaking, it does not fulfill all
the properties of p-values in statistical hypothesis testing, it may
be interpreted in a somewhat analogous way.

p¼ P    EERΔ
Rj j  ≥   EERΔ

obs

�� �� jH0

� �
: ð5Þ

Because the different within session and cross-session scenarios
include a varying number of individuals, we also conducted an
additional test for the purpose of conducting an overall compari-
son of the artifact inclusion vs. exclusion scenario, separately
for the within- and cross-session cross-validation scenarios. To
this end, we merged all matching scores across all within-session
scenarios and all nonmatching scores across all within-session sce-
narios and calculated an overall EER for the within-session
scenarios, but separately for each feature. We repeated the
same procedure for the cross session scenarios. We conducted
the same statistical comparison of artifact inclusion vs. exclu-
sion as described above for these EERs.

The resulting p-values were corrected with Bonferroni–Holm
correction by merging all p-values of all tests conducted. Accord-
ing to this procedure, only test results with a p-value p <0:00004
were declared to be significant.

3 | Results

Supporting Information Figures S1–S15 in the supporting section
show for all 15 features the sub-selection of feature vector entries
that were most commonly chosen across all cross-validation sce-
narios and tasks. For several features, autocorrelation of chan-
nels was more likely to be selected in the optimization procedure
(features Af, DC, DTF, ffDTF, GPDC, hh, pCOH, PDC, PDCF,
and S) and channels in the occipital and parietal lobe (features
Af, AR, COH, DC, GGC, hh, pCOH, PDC, PDCF, PSD, and S) For
the AR feature, lower indices indicating a shorter time gap in the
regression model were more likely chosen, indicating the relative
importance of faster repetitive patterns in the EEG. This is also
consistent with the frequency-dependent features, which showed
a higher likelihood of features to be chosen in the frequency
range of 14Hz and higher, and especially 31–48Hz (features
COH, dDTF, ffDTF, hh, pCOH, PSD, and S) with some excep-
tions where slower frequencies where more important (feature
GGC, PDC, and to some extent PDCF).

Table 3 shows the average and minimum EERs across features
for the different cognitive tasks, cross-validation scenarios, and

artifact exclusion scenarios. For all three tasks, within-session
cross-validation led to lower EERs than cross-session cross-vali-
dation. For all tasks and cross-validation scenarios, excluding
artifacts led to lower EERs than keeping them in the data.
When looking only at the reliable results from cross-session
cross-validation, the best results were obtained in the word-pair
task, followed by the VR task and finally the FT task.

Table 4 shows the average and minimum EERs for cross-session
cross validation only, each feature individually, averaged across
the tasks and across the 15 combinations of sessions. On average,
most features benefit from artifact exclusion, resulting in a lower

TABLE 3 | EER averages/minima across features and sessions.

Task Cross-validation

Average
EER

Minimum
EER

AE AI AE AI

Finger tapping Within 9.42 20.06 0.19 7.79

Cross 24.61 26.86 9.05 12.84

Virtual reality Within 14.49 14.43 0.27 1.96

Cross 26.27 29.55 4.72 13.58

Word-pair Within 6.24 10.24 0.01 1.26

Cross 21.17 24.23 2.95 8.34

Abbreviations: AE, artifacts excluded; AI, artifacts included; cross, cross
session cross-validation; EER, equal error ratio; Within, within session
cross-validation.

TABLE 4 | EER averages/minima across tasks and sessions for cross-

session cross validation.

Feature

Average EER Minimum EER

AE AI AE AI

S 25.22 33.28 5.89 22.68

DC 30.94 28.32 18.65 22.21

AR 30.17 23.57 19.91 15.83

hh 16.76 23.72 2.95 14.20

PDC 26.14 27.60 15.50 17.99

COH 19.67 25.73 6.72 13.80

DTF 22.86 30.14 11.47 19.01

dDTF 20.83 22.26 5.10 12.60

ffDTF 18.08 23.93 5.35 12.84

pCOH 17.36 18.94 5.08 8.34

PDCF 30.90 30.99 20.37 22.00

Af 21.07 22.03 9.89 14.40

GPDC 26.63 29.44 18.09 21.06

PSD 22.58 30.29 6.72 23.85

GGC 31.01 32.94 21.06 22.74

Abbreviations: AE, artifacts excluded; AI, artifacts included; EER, equal
error ratio.
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EER. However, for the features, DC and AR show lower EER
averages and minima when artifacts are kept in the data. Lowest
EERs under 10 are found after artifact exclusion for the features
S, hh, COH, dDTF, ffDTF, pCOH, Af, and PSD. pCOH is the only
feature resulting in minimum EERs below 10 both with and
without artifacts in the data.

Figure 2 gives an overview over the EERs obtained for each cross-
validation scenario (on the y-axis), all features (on the x-axis), for
the three cognitive tasks (three rows of plots), and depending on

whether artifacts were excluded or not (columns of plots). Before
addressing the research questions individually in separate sub-
sections of the results, it is of interest to point out several general
observations. Firstly, a core observation from Figure 2 is that, as
expected, within-session cross-validation (the first 6 rows in all
plots) yielded, in general, lower EERs than cross-session cross-
validation with perfect EERs= 0, for example, for features COH
and PCOH, for most sessions 1–6. EERs were considerably higher
in the cross-session cross-validation with EERs >30 for most
session-combinations and features. Secondly, the figure gives
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FIGURE 2 | Color-coded EERs for cross-validation scenarios on the y-axis, features on the x-axis, the three cognitive tasks fingertapping, virtual

reality, and verbal memory in the three rows of plots, and depending on whether artifacts were excluded (left column) or not (right column of plots).
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the impression that artifact exclusion might yield lower EERs for
most features, especially for within session cross-validation.

3.1 | How Does Artifact Exclusion vs. Inclusion
Affect Biometric Performance?

According to Tables 3 and 4, on average, artifact exclusion ben-
efits biometric performance for most features. However, to
answer the research question of how artifact exclusion affects
biometric performance, we statistically compared the EERs
obtained from data after artifact exclusion with the EER obtained
from data where artifacts were included. Figure 3 shows the
result of this comparison separately for features (columns), cog-
nitive tasks (rows), and within session (top plot), as well as cross-
session (bottom plot) cross-validation, but merged across the 6
sessions. Most features and tasks benefited more from excluding
artifacts, both in the single session and cross-session cross-vali-
dation scenario (dark blue).

3.2 | HowDoes Biometric Performance of Different
Features Benefit (or Not) From the Exclusion of
Artifacts?

Regarding our second research question on how the biometric
performance of different features benefits (or not) from the exclu-
sion of artifacts there were several differences between features
that we could note (Figure 3). Keeping artifacts in the data was
advantageous across all three tasks and both cross-validation

scenarios for the feature DC only. The features ffDTF, Af, and
PSD consistently benefitted from excluding artifacts for all tasks
and both within- and cross-session cross-validation scenarios.
Notably, the features of ffDTF and PSD are frequency-dependent
features, while DC is a frequency-independent feature.

3.3 | How Does Artifact Exclusion Affect Biometric
Performance in Different Cognitive Tasks?

The EER in the single session cross-validation for the FT task was
lower after exclusion of artifacts for most features (Figure 3). The
EER obtained from the verbal memory task showed a similar
pattern, but the VR task showed lower EER when artifacts
were included for several features, especially in the single session
cross-validation scenario.

3.4 | How Does Artifact Exclusion Affect Cross
Session Authentication Performance?

Figure 4 shows the significance test results for comparing EERs
in the artifact inclusion vs. exclusion scenario for the three cog-
nitive tasks and all cross-validation scenarios individually. As is
evident already from Figure 3, cross-session cross-validation did
not systematically differ in terms of the advantage or disadvan-
tage of excluding artifacts. Rather, the artifact exclusion affected
the performance of different features differently. The only excep-
tion to this trend was the cross-session cross-validation scenario
of the 5th vs. 6th session, which consistently yielded significantly
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FIGURE 3 | Color-coded significance of statistical comparison of EERs of artifact exclusion vs. artifact inclusion for all within-session cross-

validation scenarios based on single sessions (top) and all cross-session cross-validation scenarios based on pairs of sessions (bottom). The three cognitive

tasks fingertapping (FT), virtual reality (VR), and verbal memory (WP) are given as separate rows on the y-axis and features on the x-axis. Dark blue

indicates significantly lower EER when artifacts were excluded from the data, yellow indicates significantly lower EER when artifacts were kept in the

data.
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lower EER for artifact exclusion data across all features and tasks.
This result could most plausibly be explained by the very small
subsample of participants in this scenario.

3.5 | Do Artifacts in the Data Affect How Cross
Session Cross-Validation Performance Is Affected by
the First vs. Other Sessions for Enrollment/
Authentication?

Figure 5 shows the results of comparing biometric performance
from within session cross-validation based on session 1 to all

other cross-validation scenarios. Within session cross-validation
yielded lower EERs than cross-validation scenarios regardless of
whether artifacts were kept in the data or excluded for the verbal
memory task and for the FT task after exclusion of artifacts, as
well as the VR task when including artifacts into the data. We
expected no significant differences between within session cross-
validation scenarios but found that they did differ significantly in
many instances.

3.6 | Do Artifacts in the Data Affect How Cross-
Session Cross-Validation Performance Varies as a
Function of Days Since Enrollment?

According to the statistical results shown in Figure 6 there was
no overall pattern suggesting that the EER deteriorates with
increasing time since enrollment (which would be indicated by
dark blue in the figure). Especially when artifacts were excluded,
there were several features, which seemed to show the opposite
pattern, that EER was lower in cross-task session combinations
with longer time in between sessions. When artifacts were
included, for some features, the shorter time between enrollment
and authentication was beneficial. However, the pattern was not
consistent across all features and tasks.

4 | Discussion

In the present research, we aimed to examine how artifact exclu-
sion from EEG data affects biometric performance. In the follow-
ing, we answer our research questions, based on the results
presented in the previous sections.

4.1 | How Does Artifact Exclusion Affect Biometric
Performance?

As a main conclusion, whether to exclude artifacts depends
mainly on the feature and on other factors, such as the cognitive
task. However, by tendency, EERs are lower after exclusion of
artifacts from the data.

4.2 | How Does the Biometric Performance of
Different Features Benefit (or Not) From the
Exclusion of Artifacts?

Our data suggested that EERS obtained from some frequency-
dependent features performed better for data after artifact exclu-
sion, while for some frequency-independent features, the artifacts
seemed to provide additional information. However, it should be
noted that the advantage of excluding artifacts could not be
observed clearly across all tasks, and this pattern was not replica-
ble across all cross-validation scenarios. While the coefficients
represented in the feature AR are a popular feature in EEG bio-
metrics, our research shows that its sensitivity to artifacts in the
data within- and cross-session cross-validation scenarios and dif-
ferent tasks deserves more attention. Notably, all other features
presented here, except for the PSD, are derived from the AR, so it
seems to be, to some extent, possible to circumvent this sensitivity
to artifacts with further processing of these coefficients.
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FIGURE 4 | Color-coded significance of statistical comparison of EERs

obtained from artifacts exclusion vs. no exclusion data for all cross-valida-

tion scenarios on the y-axis, features on the x-axis, the three cognitive tasks

fingertapping, virtual reality, and verbal memory in the three rows of plots.

Dark blue indicates significantly lower EER for artifact exclusion, yellow

indicates significantly lower EER for the artifact inclusion.
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4.3 | How Does Artifact Exclusion Affect Biometric
Performance in Different Cognitive Tasks?

We compared three cognitive tasks. While the comparison is lim-
ited due to a varying amount of data available for each task, it
allowed to assess whether the effect of artifact inclusion or

exclusion would be consistent across these different scenarios.

Only a minority of features showed consistent results across the

three cognitive tasks regarding the effect of artifact exclusion. It

must be considered that the FT task differed from the other two

tasks (a) in terms of the brain regions involved, (b) the available
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sample size, and (c) the short segments extracted from the data due
to the nature of this task. The length of epochs for analysis likely
affects the calculation of the MVAR model because of a larger
number of samples available for model estimation. Also, the FT
task aimed at movement-related EEG correlates where the most
prominent activity changes are confined to the motor cortex, cov-
ered mostly by 2 sensors, while the other two tasks recruited neural
networks of episodic (VR task) and semantic (verbal memory task)
memory that rely on spatially widespread neocortical memory stor-
age. Since biometric performance in scenarios with different cogni-
tive conditions during enrollment and authentication depends on
channel density [6] it is possible that the effect of artifacts also
changes as a function of sensor density in interaction with cognitive
tasks. Furthermore, cognitive conditions had a varying number of
epochs in the average that formed the template, with more epochs
in FT and verbal memory (12 and 8) and fewer in the VR task (3
epochs). We would have expected that a larger number of epochs
contributing to the template average, as it is the case for the FT and
wordpair task, would make the results more resilient against arti-
facts. However, we did not note a larger difference between artifact
inclusion vs. exclusion for the VR task as compared to the verbal
memory task. The number of epochs used to create a template,
thus, seems to play a minor role with respect to artifacts in the data.

4.4 | How Does Artifact Exclusion Affect Cross-
Session Authentication Performance?

Since within-session cross-validation is not a valid way to assess
the performance of a biometric system, emphasis should be given
to the effect of artifact exclusion on cross-session cross-valida-
tion. The low validity of within-session cross-validation is further
underscored by the variation in results when comparing different
sessions, tasks, and features. We would have expected to find no
difference among the various within-session cross-validation sce-
narios regarding whether artifacts are excluded, but considerable
differences emerged, which might be explained by differing sam-
ple sizes and sample compositions across these scenarios (as
mentioned in [13]). Although it is not obvious why the EER
should be sample-size-dependent, any associated “p-value” or
“significance” would certainly be expected to vary across sample
sizes and compositions. Our results also emphasize that within-
session cross-validation should not be used to benchmark an
EEG biometric system and that the performance of EEG bio-
metrics should not be evaluated on small samples. However,
artifact exclusion did not consistently improve cross-session
cross-validation results. The effect of artifact exclusion depended
more on the feature than on the cross-validation scenario.
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FIGURE 6 | Color-coded significance of statistical comparison of EERs of cross-session cross-validation for sessions 1 and 2 vs. 1 and all other

sessions obtained from artifacts exclusion (left column) vs. no exclusion (right column) data. Comparison of cross-validation scenarios is represented on

the y-axis, features on the x-axis, and the three cognitive tasks, fingertapping, virtual reality, and verbal memory, in the three rows of plots. Dark blue

indicates significantly lower EER for cross-session cross-validation with enrollment in session 1 and authentication in session 2, yellow indicates

significantly lower EER for the other cross-validation scenario.
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4.5 | Do Artifacts in the Data Affect How Cross-
Session Validation Performance Is Affected by the
First vs. Other Sessions for Enrollment/
Authentication?

Most features yielded varying patterns over sessions and cogni-
tive task conditions. For most features, excluding artifacts did not
make different sessions more comparable to each other. Only for
the FT task, excluding artifacts led to slightly more similar results
across features in the within session cross-validation.

4.6 | Do Artifacts in the Data Affect How Cross
Session Validation Performance Varies as a Function
of Days Since Enrollment?

There was no clear pattern that would suggest that artifacts in the
data affect how cross-validation performance varies as a function
of days since enrollment. More generally, we did not see a clear
decline of biometric performance as a function of days, whether it
was based on data including or excluding artifacts. By tendency,
keeping artifacts in the data led to better results when the time-
span between enrollment and authentication was shorter for
some features and some conditions.

4.7 | Future Directions

The tests in the present work were limited to handcrafted fea-
tures, but deep learning-based algorithms are considered highly
effective for EEG–based biometrics [12, 43]. Deep-learning-based
algorithms are powerful, but it still needs to be demonstrated
how deep learning models are robust against artifacts, and the
excellent performance of deep-learning algorithms needs to be
verified in larger databases of longitudinal EEG data. In addition
to varying state of mind and artifacts, it was also claimed that the
electrode positions might change from recording to recording,
thus making it difficult to handle several sessions as comparable
data sets [5]. In the present work, electrodes were glued onto the
head on the day of the first recording and, therefore, were the
same up to the last recording session. While we were able to
exclude the effect of slight variations in electrode positions, it is
worth considering a systematic investigation of the variation of
electrode positions between sessions with realistic distances in
the millimeter range.

Our results could also be interpreted as suggesting that the time
of day might play a role for some features. While sessions 1, 3,
and 5 took place in the evening, sessions 2, 4, and 6 took place in
the evening. So far, only a few studies investigating cross-session
stability of EEG biometrics controlled the time of the day, with all
recordings being performed between 9 am and 12 am [23] or with
both sessions taking place at the same time of the day [10]. While
we found no overall systematic effect of time of day in relation to
the artifacts, some features showed an on–off pattern in the sig-
nificance of test results. We suggest that it might be worth look-
ing into the effect of time of the day in the sense of enrollment at
one time, for example, the morning, and authentication at
another time, for example, the evening. This effect should be
examined alongside with information on the chronotype of the
individuals, which is, to our best knowledge, not available in the
open databases that have been used for EEG biometrics, so far.

Progress in the field is also hampered by a lack of consistency in
terminology. In our research, we refer to cross-session cross-vali-
dation if the two EEG recordings are separated by several hours,
in the present work, at least 10 h when one recording took place
in the morning and the other one in the evening. However,
recent work did consider different runs of an experiment as dif-
ferent sessions [36].

The EEG can reveal sensitive information, such as medication
[69]. Therefore, privacy is an issue [70]. This is especially true for
the present data set, which was acquired in a clinic and, there-
fore, cannot be shared. Because of privacy concerns, crypto-
graphic components were introduced into biometric systems
that rely on EEG [71]. This sensitive nature of the signal prevents
quick progress in research, as large open-access EEG data sets
that allow for testing biometric systems under realistic circum-
stances are not easily available to allow benchmarking of techni-
cal achievements [11]. Additionally, the time and effort required
to record an EEG contribute to high dropout rates in studies
aiming to obtain multiple EEG recordings over a longer period
[22, 25]. Future endeavors to establish large databases, including
data from neurologically healthy individuals as well as neurodi-
verse participants with at least two sessions will help the field to
develop inclusive and robust EEG biomarkers.

4.8 | Limitations

While we systematically investigated the effect of artifacts in the
data, it was not possible to keep all other factors constant across
the scenarios we examined. Most importantly, we observed dif-
ferences between scenarios with larger vs. smaller sample sizes,
which is most likely explained by the sample size. We could have
based the whole analysis on the subsample for which data are
available across all scenarios to factor out this confounder. How-
ever, that would have led to overall unstable results as our data
shows. Another alternative would have been to use ICA to cor-
rect artifacts in the data. However, correcting artifacts rather
than removing them with ICA can lead to spurious connectivity
patterns, thereby limiting comparisons among the different fea-
tures examined here. Nevertheless, since our work points to an
almost general advantage of artifact removal for biometric pur-
poses, future work should test different artifact removal methods
to determine the most favorable approach and specifically com-
pare artifact-free data with artifact-corrected data.

Template creation in the present approach relied on averaging
across several trials. In contrast, EEG biometrics should work
efficiently at the single-trial level [36]. However, this criticism
was mainly targeted at situations where the ERP is used as a basis
to extract EEG biometric features, which requires at least 20, ide-
ally more than 100 repetitions. We averaged over 12, 8, or 3 repeti-
tions for the three different conditions, which is relatively feasible.
Our motivation for averaging was that it is intended to reduce the
likelihood that templates rely on outliers in the data, which can
easily arise from noise or artifacts. However, while we did not
systematically investigate this, the effect seemed to be minor.

While we excluded artifacts, we corrected ocular movements
rather than excluding contaminated data segments. Prior research
often relied on eyes-closed data to avoid the confounding ocular
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artifacts. Please note that this would not have been possible since
the tasks were administered with visual instructions to partici-
pants. If we had excluded all artifacts, including ocular artifacts,
the amount of data available would have been too low. A system-
atic variation in including vs. excluding different types of artifacts
from the data (ocular, muscular, movement, and sweating), with
provoked artifacts, is recommended for future research. Specifi-
cally, the natural occurrence of artifacts in this work prevented us
from systematically investigating ocular artifacts, which are too
frequent to be excluded. Therefore, we suggest that future work
should systematically induce ocular andmuscular artifacts to com-
pare the differential effects on biometric performance and the
stability of the extracted features when keeping these artifacts
(ocular, muscular, or both) and when excluding them.

An additional limitation concerns the restricted diversity of cogni-
tive tasks. We tested only three conditions (verbal learning/word
pairs, FT, and VR recognition). A broader range of cognitive tasks,
including motor imagery and resting-state paradigms, would allow
to compare the results to existing studies, which often rely on
PhysioNet. Conducting the analysis with datasets that include
additional cognitive tasks would allow for systematic assessment
of the generalizability of the presented task-dependent effects of
artifact exclusion. Recent deep learning approaches to EEG bio-
metrics increasingly explore this task diversity systematically
within the context of task-invariant representations [72, 73]. How-
ever, datasets that provide both a large number of individuals and
a large variety of tasks are still rare.

A further limitation concerns the artifact exclusion criteria them-
selves. We relied on fixed, predefined voltage-based thresholds, as
implemented in Brain Vision Analyzer, to flag and exclude con-
taminated segments. While these criteria are well-established,
highly practical, and widely used, fixed thresholds may fail to
detect subtler artifacts that nonetheless distort biometric features.
Adaptive or data-driven artifact detection, including recent deep-
learning-based approaches [74], may offer a more nuanced alter-
native and should be compared systematically against threshold-
based exclusion in future work.

Additionally, it should be noted that participant numbers declined
substantially across the six sessions (Table 2), most markedly for
the more demanding word-pair and VR tasks. This progressive
dropout reduces statistical power in the later sessions and limits
the comparability of estimates obtained early versus late in the
protocol; results for sessions 5 and 6 in particular should be inter-
preted with caution given the smaller and potentially nonrepre-
sentative subsamples retained at that point.

Finally, the sample includes mainly individuals with epilepsy,
whichwere shown to exhibit greater distinctiveness and reliability
in their EEG data [10, 75]. It is possible that the results would look
different when the tests were carried out in a different population.

5 | Conclusion

Our results underscore the importance of considering whether to
include or exclude artifacts, depending on the feature chosen for an
EEG biometric system. Different cognitive tasks, alongside their
different involvement of brain regions and, consequent to the

experimental procedure, different lengths of individual data seg-
ments, lead to varying effects of artifacts in the data, but this effect
also depends on the type of feature. We recommend the following:

1. In absence of further knowledge about the effect of arte-
facts on a specific feature, artefacts should be excluded. On
average, artifact exclusion led to lower error rates of EEG
biometrics in our dataset.

2. For frequency-dependent features, artifact exclusion should
be considered, as it is likely to enhance biometric perfor-
mance and reduce error rates. For frequency-independent
features, artifacts in the data might carry additional informa-
tion. We suggest that the role of artifacts should always be
examined to confirm whether their additional value is pres-
ent only if the artifacts are of human origin, for example,
when artifacts are attributable to the individual as unique
and stable patterns of muscular artifacts.

3. Further efforts should be directed toward designing a bio-
metric system that is robust to artifacts, in favor of generat-
ing larger sample sizes for future studies and enhancing the
system’s usability.

4. EEG biometrics should no longer be evaluated within ses-
sions, regardless of whether the data includes or excludes
artifacts.

5. Small sample sizes are not a valid approach to assess EEG
biometric performance. We need robust evidence generated
in large samples. To this end, we need large, open-source
EEG databases with multiple sessions from different days.
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Information section. Supporting Information. Figures S1–S15 show the
subselection results for individual features. Selection likelihood across
cross-validation scenarios is indicated as a percentage of how often a
feature was selected, which is illustrated in heat-map color coding (see
the colormap legend, normalized to the interval 0 to 1). Figure S1: Af.
Figure S2: AR. Figure S3: COH. Figure S4: DC. Figure S5: dDTF. Figure S6:
DTF. Figure S7: ffDTF. Figure S8: GGC. Figure S9: GPDC. Figure S10: hh.
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