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Abstract
Byzantine Agreement and Broadcast are traditionally studied in

one of two extremes: the authenticated setting, where a public

key infrastructure (PKI) enables universally verifiable signatures

and yields higher fault tolerance, and the unauthenticated setting,

where no PKI is available and resilience necessarily drops. Moti-

vated by Proof-of-Stake blockchains, where only a stable subset of

participants (e.g., validators) have registered long-term keys while

others do not, we initiate a systematic study of consensus in the par-
tially authenticated setting, where a subset of parties are registered
in a PKI and the remaining parties are unregistered.

We provide a nearly complete feasibility characterization of

the resilience as a function of the number 𝑠 of registered parties

among 𝑛 total parties. First, we show that Byzantine Agreement

or Byzantine Broadcast with an unregistered sender is possible if

and only if 𝑡 ≤ max{⌈𝑠/2⌉, ⌈𝑛/3⌉} − 1, matching a simple protocol

and an impossibility bound. Second, for Byzantine Broadcast with

a registered sender, we give a deterministic synchronous broadcast

protocol tolerating up to 𝑡 ≤ 𝑠 + ⌈(𝑛 − 𝑠)/3⌉ − 1 Byzantine faults

(equivalently, 3𝑡 < 𝑛 + 2𝑠); while we present the binary case in

the main body for clarity, our techniques extend to an efficient

multivalued protocol. We complement this with a matching lower

bound in a strengthened leakage model in which the adversary

learns each party’s private state at the end of every round, ruling

out both deterministic protocols and randomized protocols that

rely only on short-lived secrets and the basic signing/verification

interface.
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1 Introduction
Byzantine Agreement and Broadcast [23] are fundamental problems

in distributed computing that ask 𝑛 parties to agree on a common

and non-trivial output by running a joint protocol Π. Crucially, Π
should remain secure and live even in the presence of up to 𝑡 < 𝑛

Byzantine parties that may deviate from the protocol arbitrarily.

A long line of literature has studied protocols for the synchronous
model in which all messages are delivered within a known upper

bound Δ on network delay and protocols proceed in lock-step

rounds. Existing work mainly considers two types of protocols:

Authenticated protocols. In the authenticated setting, parties

share a pre-established public key infrastructure (PKI) that assigns

to every party 𝑃𝑖 a public key pk𝑖 . Using its corresponding secret
key sk𝑖 , 𝑃𝑖 can generate a signature that everyone can efficiently

verify using pk𝑖 . Under these conditions, it is well-known that deter-
ministic synchronous Byzantine Agreement is efficiently solvable

tolerating 𝑡 corruptions if and only if 2𝑡 < 𝑛 and deterministic

synchronous Byzantine Broadcast is solvable for any 𝑡 < 𝑛 corrup-

tions [10, 20].

Unauthenticated protocols. In the unauthenticated setting, par-

ties do not have access to a PKI and it is assumed only that parties

are connected via pairwise authenticated channels. It is well-known

that deterministic synchronous Byzantine Agreement and Broad-

cast are possible if and only if 3𝑡 < 𝑛 [5, 20].

Partially Authenticated Protocols. A natural question is what

resilience a protocol can achieve when a subset S ⊆ P of registered
parties holds a public key, whereas the remaining partiesN := P\S
are unregistered parties and have no registered key. We refer to this

setting as the partially authenticated setting. Indeed, this setting was
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already explored in the pioneering work of Dolev and Strong [10],

who showed that broadcast is possible if |S| ≥ 𝑡 + 1. It immediately

follows that Byzantine Agreement is possible if |S| ≥ 𝑡 + 1 and

2𝑡 < 𝑛, and the latter condition is trivially necessary. Protocols that

assume such a partially authenticated PKI have recently come into

focus due to practical motivation from the blockchain space. While

dynamic participation models capture the temporal fluctuations

of permissionless networks, they often abstract away the crypto-

graphic asymmetry inherent in Proof-of-Stake blockchains such as,

e.g., the Ethereum blockchain. Such systems typically distinguish

two types of nodes: 1) validator nodes who participate in proposing

and voting on blocks and hold registered long-term public keys
1
and

2) non-validator nodes who may join and leave freely without regis-
tering a public key. This shows that in reality, participation is not

just about being “online"; it is also about which parties have keys

and which parties do not. In this work, we give a nearly complete

characterization of Byzantine Agreement and Byzantine Broadcast

in the partially authenticated setting with 𝑠 = |S| by showing the

following results.

• Byzantine Agreement or Byzantine Broadcast with an un-
registered sender 𝑃𝑆 ∈ N is possible if and only if 𝑡 ≤
max{⌈𝑠/2⌉, ⌈𝑛/3⌉} − 1. Our upper bound is simple (see sec-

tion 5): if the maximum is attained by ⌈𝑛/3⌉, we can run a

standard protocol ignoring the PKI. Otherwise, registered

parties in S decide their output by running a consensus

protocol among themselves. They then send their output to

unregistered parties inN who decide their output by taking

a majority vote on the messages they received from regis-

tered parties in S. Our lower bound shows that this is the

tight protocol for this setting.

• We then turn our attention to the much more interesting and

challenging problem of Byzantine Broadcast with a regis-

tered sender 𝑃𝑆 ∈ S. On the positive side, we give a broadcast
protocol for a registered sender 𝑃𝑆 ∈ S that is secure against

up to 𝑡 ≤ 𝑠 + ⌈(𝑛 − 𝑠)/3⌉ − 1 Byzantine corruptions. We

complement this result with a matching lower bound for a

setting where the private state of a party is leaked to the

adversary at the end of each round 𝑟 (including random

coins sampled in round 𝑟 ). Since long-term keys do not exist

in this model, signatures are instead provided exclusively

through a suitable idealized functionality F S,N
sign

. Our bound

rules out deterministic protocols as well as randomized 𝑅-

round ones that (i) succeed with probability 1 − 𝑜 (1/𝑅) and
(ii) rely only on short-term secrets and the basic proper-

ties of a signature scheme, i.e., the ability to sign a message

and verify a signature. Interestingly, this probability thresh-

old is asymptotically tight: we show that a simple protocol

achieves success probability 1 −𝑂 (1/𝑅) based on a shared

coin.

1.1 Technical Overview
As already explained above, we focus here exclusively on the inter-

esting case of Byzantine Broadcast where the sender 𝑃𝑆 is registered,

i.e., 𝑃𝑆 ∈ S. We first present a simplified version of our protocol for

the case of exactly 𝑡 = 𝑠 many corruptions, then explain how it can

1
This is usually achieved by validators staking funds.

be extended to 𝑡 ≤ 𝑠 + ⌈(𝑛 − 𝑠)/3⌉ − 1 corruptions (as well as the

special cases 𝑡 ∈ {𝑠 + 1, 𝑠 + 2}).
Recap: The Dolev-Strong Protocol. Our starting point is the

classic Dolev-Strong authenticated broadcast protocol [10], which

is secure against up to 𝑡 Byzantine corruptions, where 𝑡 < 𝑛. This

deterministic broadcast protocol has 𝑡 + 1 rounds and it tolerates

any 𝑡 < 𝑛 Byzantine corruptions. In each round 𝑘 ≤ 𝑡+1, each party
extends (by signing it) and forwards any valid (𝑘 − 1)-signature
chain (or simply chain, for short) that it has received in round 𝑘 − 1,

to all other parties. Here, a 𝑘-chain is defined to be valid in the view

of a party 𝑃𝑖 on a value 𝑣 if the chain contains valid signatures of 𝑘

different parties that do not include 𝑃𝑖 and the first signer on the

chain is the sender 𝑃𝑆 . At the end of round 𝑡 + 1, each party either

outputs the unique value corresponding to the (only) valid signature

chain it received during the course of the protocol or it outputs a

default value in case such a unique value/signature chain does not

exist. Validity, i.e., that for honest sender only the sender’s value is

received, follows immediately from unforgeability of the underlying

digital signature scheme. Consistency, i.e., identical output at honest

parties, follows from the fact that for rounds 𝑘 < 𝑡 + 1, a party can

be sure that if it extends and forwards an accepted chain, then all

other parties will either do the same in the next round, or they have

already accepted it. If a party receives a (𝑡 + 1)-chain in round 𝑡 + 1,

then that chain must include at least one honest signer who would

have forwarded it to all other parties in the previous round 𝑡 .

The main obstacle in transferring this protocol to our setting is

that if an unregistered party 𝑃𝑖 ∈ N receives and accepts a 𝑘-chain

in some round 𝑘 , then it cannot extend it so that other parties will

accept the extended chain in the next round. As already observed by

Dolev and Strong, this issue is easy to overcome as long as 𝑠 ≥ 𝑡 + 1.

In this case, the protocol can proceed in 𝑡 + 1 super-rounds which

each consist of two actual rounds (referred to as phases below).
During the first phase of super round 𝑘 , an unregistered party

𝑃𝑖 ∈ N receiving a signature chain of length 𝑘 accepts it without

reservation. It then forwards the chain to all registered parties in S
in the second phase of this super round. Hence, registered parties

in S can receive and accept chains in the second phase of a super

round 𝑘 and extend them in the same manner as they would in

the regular Dolev-Strong protocol. This allows to carry over the

same reasoning for validity and consistency to this protocol as well.

Unfortunately, this approach crucially relies on there being at least

one honest registered party 𝑃 𝑗 ∈ S to extend any chain that an

unregistered party 𝑃𝑖 ∈ N accepts during the protocol. Thus, for

|S| ≤ 𝑡 , a new insight is required.

A protocol for 𝑠 = 𝑡 .We start by adding a third phase to each super

round. Moreover, we will require a total of only 𝑠 = 𝑡 super rounds

as opposed to 𝑡 + 1 of them, as described above. We structure each

super round 𝑘 as follows. In the first phase, registered parties in S
extend and forward any chain that they accepted in the previous

super round (they can accept a chain during any phase of a super

round). In the second phase, unregistered parties in N accept and

echo any 𝑘-chain received in the first phase from a registered party.

Finally, in the third phase, unregistered parties accept any 𝑘-chain

that they were forwarded by another unregistered party during the

previous phase and once again forward it to registered parties. But

an unregistered party ignores 𝑘-chains it receives during this phase

of super round 𝑘 . For super rounds 𝑘 < 𝑡 , the logic is relatively

283



Byzantine Consensus in the Partially Authenticated Setting PODC ’26, July 6–10, 2026, Egham, United Kingdom

straight forward. If a registered party 𝑃𝑖 accepts a chain, every other

party will accept it in the next super round 𝑘 + 1 upon 𝑃𝑖 extending

and forwarding it during phase 1 of that super round.

If an unregistered party 𝑃𝑖 accepts a 𝑘-chain in phase 2, then

every other unregistered party 𝑃 𝑗 accepts it in phase 3 of super

round 𝑘 . Now, for super round 𝑡 , our key insight is the following:

if an unregistered party 𝑃 𝑗 accepts a 𝑡-chain in phase 3 of super

round 𝑡 from another unregistered party 𝑃𝑖 , it can be certain that

all parties on this chain are corrupt, as otherwise, 𝑃 𝑗 would have

received this chain in phase 1 of super round 𝑡 . But this implies

that all unregistered parties must be honest (as there are exactly

𝑡 = 𝑠 corruptions). Hence, 𝑃𝑖 is honest and would have forwarded

the 𝑡-chain to all other unregistered parties as well, who will reach

the same conclusion. Therefore, it is safe for 𝑃 𝑗 to accept this chain

from 𝑃𝑖 .

A protocol for 𝑡 = 𝑠 + ⌈(𝑛 − 𝑠)/3⌉ − 1 (or 𝑡 = 𝑛 if 𝑡 ≤ 𝑠 + 2).
We observe that the above protocol can be viewed as a specific

instantiation of a more general protocol blueprint. Namely, we can

view the decision taken by unregistered parties in phase 3 of super

round 𝑡 as an instance of consensus on whether or not a specific

chain should be accepted in this super round. We focus here on

the binary case; hence assume that we simply run two separate

agreement routines for each bit among the unregistered parties. It

is clear that if all 𝑠 registered parties are corrupted, then at most

⌈(𝑛 − 𝑠)/3⌉ − 1 are corrupted among unregistered parties. This

would allow unregistered parties to reach a decision on whether

or not to accept a specific chain via an unauthenticated agreement

protocol Π with security for up to ⌈(𝑛 − 𝑠)/3⌉ − 1 many parties.

Unfortunately, unregistered parties cannot know whether S is fully

corrupted. This poses an additional issue compared to our simple

protocol from above, since no guarantee on Π’s behaviour can
be made in case ⌈(𝑛 − 𝑠)/3⌉ or more parties are corrupted. For

this reason, our construction follows a more modular and nuanced

design pattern. We first build a special gradecast protocol in which

parties additionally output a grade 𝑔 ∈ {0, 1} to indicate their

confidence in their output 𝑣 . If an honest party outputs 𝑣 with

𝑔 = 1, then all honest parties output 𝑣 (although possibly with

grade 𝑔 = 0). In addition to the common definition of validity,

graded consistency and termination [11], our protocol has a special

property: it guarantees that if any registered party is honest, then

all honest parties will output a value 𝑣 with the high-confidence

grade 𝑔 = 1. Our routine follows the 3-phase super round pattern

from above, but introduces some additional protocol logic to set

the grades correctly. We stress that this turns out to be particularly

subtle for the multivalued case in the full version of the paper [21]

and constitutes the main technical challenge of our protocol.

With this gradecast in place, unregistered parties can conclude

the protocol by inputting their output 𝑣 from the graded consen-

sus routine to a single instance of the unauthenticated agreement

protocol Π. A party that outputs 𝑣 with grade 𝑔 = 1 in gradecast

simply ignores the output of Π and outputs 𝑣 as the final output of

the broadcast protocol. However, all parties participate in Π so as

to help parties who output in gradecast with grade 0. These low-

confidence parties will then decide their output of the broadcast

protocol as the output of Π. By the above discussion, if there exists

at least one honest registered party, all unregistered parties ignore

the output of Π and decide on a consistent output for the broadcast

protocol. On the other hand, if the set of registered parties is fully

corrupt, then the parties inN can successfully run Π. Since a single
honest party with grade 𝑔 = 1 guarantees that all parties input

the same value 𝑣 to Π in this case, validity of Π guarantees that all

honest registered parties output consistently.

Note that this implies that 𝑡 must be such that theΠ has resilience

𝑡 −𝑠 . This results in the classic resilience of strictly less than |N |/3—
except when |N | < 3. While of course a single party can trivially

solve consensus, the case of |N | = 2 breaks the pattern due to a

subtlety. Since the inputs to Π are signed by the sender, any signed

value can be verified to be a feasible output, even a party did not

receive it as input to Π. Thus, the two parties in N may exchange

their inputs, if there is a unique value signed by the sender output it,

and otherwise output a default value. We build a broadcast protocol

in the section 6 that solves this special case.

1.2 Lower Bounds
We complete our study of the partially authenticated setting with

two matching lower bounds. For the case of byzantine agreement

or broadcast with an unregistered sender, our lower bound follows,

more or less, the standard template of impossibility proofs in this

area. To illustrate the idea for the case of broadcast, our proof can

leverage that the corrupted receivers can simulate the behavior of

the sender with two different input bits (as it does not have a key).

Unfortunately, this strategy fails completely once the sender is

registered. To illustrate our technical contribution, we describe the

difficulty our proof with two strawman approaches that do not

work (or only lead to a suboptimal lower bound). As our final proof

mainly goes through the case of 𝑛 = 4, 𝑠 = 1, and 𝑡 = 2, which

it then generalizes to all other settings, our discussion below will

mainly focus on this case as well. We will assume a protocol Π that

solves broadcast for this setting and try to arrive at a contradiction.

Strawman 1:Aswe have explained, it is not possible for a corrupted
party to simulate an honest sender’s behaviour on two different

input bits during an execution where the sender is actually honest.

However, parties need to output consistently in the protocol even

if the sender has crashed. For the sake of simplicity, suppose that Π
is deterministic and parties output 0 after 𝑅 rounds of not hearing

anything from the sender. Thus, a more promising proof strategy

might be to attempt to start from an execution in which the sender

𝑃𝑆 is honest and has input 1. Two of the other parties, 𝑃2 and

𝑃3, are corrupted and feign, to the remaining honest party 𝑃1, an

execution in which the sender has crashed. We then move to a

second execution in which the sender is dishonest, 𝑃1 and 𝑃2 are

honest, and 𝑃3 is corrupted. It is easy for 𝑃𝑆 and 𝑃3 to behave in

such a way that 𝑃1 cannot tell these first two executions apart, and

so 𝑃1 must output 1 in this second execution as well. Hence, also

𝑃2 outputs 1 in execution 2. By a symmetrical argument, we can

extend this strategy to a third execution in which 𝑃3 and 𝑃2 are

honest so as to force 𝑃3 to output 1 as well. However, to arrive

at a contradiction, we would need an argument for why it is not

possible that in this execution 1 is the output. Certainly, as the

sender pretends to crash immediately, there is no way for 𝑃3 to

conclude that 1 is a valid output? Unfortunately, in order to facilitate

the deception, the sender must provide signatures to the dishonest

parties, so that they may “fool” 𝑃 𝑗 , 𝑗 ∈ {1, 2, 3} into not seeing
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the difference between execution 𝑗 and 𝑗 + 1. As the protocol may

require the sender to sign the proposed output value 1, this overly

optimistic approach fails.

Strawman 2: Having illustrated the main difficulty of this scenario,

we now move to a proof strategy that is significantly closer to

our actual one, except that it does not cover the case of 𝑡 ≤ 𝑠 <

⌊𝑛/4⌋. We have illustrated above why it is not possible for a corrupt

receiver to simulate an honest execution on behalf of 𝑃𝑆 with input

1 when 𝑃𝑆 has, in actuality, benignly crashed at the beginning of the

execution (and it is thus impossible to discern its input). So our key

idea is instead to incrementally delay the receipt of a message in the

view of an honest receiver that would be consistent with such an

execution inwhich 𝑃𝑆 is honest with input 1 to a later and later point

in the protocol. Our strategy can achieve this while keeping the

view of one honest party consistent through any two neighbouring

executions while eventually pushing the receipt of a signedmessage

from 𝑃𝑆 all the way back past round 𝑅. Once this has happened,

we can easily switch to an execution in which 𝑃𝑆 has actually

crashed, since any party who has not received a message from 𝑃𝑆
by round 𝑅 would have had to terminate with output 0 already. Our

strategy to achieve this works as follows: in the first execution, the

sender is honest, whereas parties 𝑃2 and 𝑃3 are corrupt and feign an

execution where they do not receive any messages from 𝑃𝑆 through

the first three rounds of the protocol. In the next execution, 𝑃1 and

𝑃2 are honest and 𝑃𝑆 and 𝑃3 create a view that is consistent with

the first execution for 𝑃1. Note that now, 𝑃2 first receives a message

consistent with an honest 1-execution that has originated from 𝑃𝑆
only at round 2 (relayed through 𝑃1). This implies that in the next

step, an honest receiver 𝑃3 will first receive such a message from

𝑃𝑆 by round 3. By keeping 𝑃𝑆 corrupted and rotating the remaining

corruption through one of the three receivers, we can successively

delay the receipt of a message that was sent from 𝑃𝑆 to a later and

later point in the protocol, as explained above.

Restrictions of Strawman 2: To make the above work, we have

assumed that the protocol is deterministic and that parties can

simulate the behaviour of honest protocol parties. This is possible

only if parties do not keep long-term secrets on which their ex-

ecutions implicitly depend. As such, we restrict the scope of our

proof strategy to protocols in which registered parties can only sign

through an idealized functionality F S,N
sign

that simultaneously al-

lows unregistered parties to verify signatures (but not to sign them).

In addition, we will assume that the adversary learns the internal

state of all honest parties at the end of each round. This restricts

protocol parties to rely only on short term keys and randomness.

Note, however, that this still covers some very strong assumptions,

like a random oracle providing unpredictable, shared randomness

to all parties at the beginning of each round.

There is an additional wrinkle in this simplified strategy: it does

not cover the regime where 𝑠 < ⌊𝑛/4⌋. To see why, we will explain

the issue with translating the bound for the four party setting to

the 𝑛-party setting when 𝑠 < ⌊𝑛/4⌋. Similar issues occur when

attempting a direct proof of a bound for the 𝑛-party setting, given

that 𝑠 < ⌊𝑛/4⌋. We assume for simplicity that all fractions in this

informal discussion are integers.

The conventional template for this proof strategy is to turn an

𝑛-party protocol Π′
into a 4-party protocol Π by having each of

the 4 protocol parties in Π simulate 𝑛/4 parties in Π′
. This, how-

ever, presents an immediate obstacle in the partially authenticated

setting: which parties in Π′
should each of the registered parties

running Π simulate? Consider the following idea for the case of

𝑠 = 𝑛/4: 𝑃𝑆 in Π simulates 𝑃𝑆 in Π′
. All other registered parties in S

(which are also simulated by 𝑃𝑆 ) are crashed in Π′
. The remaining

unregistered parties that make upN are divided up equally and sim-

ulated by the remaining parties 𝑃1, 𝑃2, 𝑃3 ∈ N that are also running

Π with 𝑃𝑆 . Now, suppose that 𝑠 < 𝑛/4. Hence, each of the receiver

parties 𝑃𝑖 ∈ N has to simulate (𝑛 − 𝑠)/3 > 𝑛/4 > 𝑠 many parties

in Π′
. But this poses an issue: if e.g. 𝑃2 and 𝑃3 become corrupted

in Π (as was indeed the case for the first execution in our attack

strategy described above), then there are 2(𝑛 − 𝑠)/3 > 𝑠 + (𝑛 − 𝑠)/3
many corrupted parties in Π′

. But Π′
is only proven secure against

at most 𝑡 < 𝑠 + (𝑛 − 𝑠)/3 many corruptions. Similar issues arise for

different strategies of the parties in Π simulating the parties in Π′
.

Our Final Proof Strategy. Our final proof strategy follows a sim-

ilar idea as above. The main technical difference is that we will

start from an execution in which the sender 𝑃𝑆 has crashed and

then gradually delay the point of its crash further and further into

the protocol. Meanwhile, we carefully restore the messages that an

honest sender 𝑃𝑆 would send on input 1 for those rounds where

𝑃𝑆 is now once again sending. This argument turns out to be very

delicate and requires, in some cases, to restore messages only to

some of the recipients (rather than to all of them at once) and the

specific round during which the sender crashes. This makes the

approach work when corrupting 𝑃𝑆 and at most one other party

𝑃 𝑗 . This covers the entire parameter regime after translating to the

general case.

Failure Probability.We note that our results show that this par-

ticular broadcast problem is structurally different. In contrast to

the full-PKI or no-PKI scenarios, a sender with signing capability

can successfully broadcast with probability arbitrarily close to 1,

against any number of corruptions. This comes at the cost of a large

number of rounds, however: our lower bound yields a failure prob-

ability of Ω(1/𝑅) for any 𝑅-round protocol (subject to our model

assumptions), and a simple protocol given in Section 4.3 succeeds

with probability 1 −𝑂 (1/𝑅).

1.3 Related Work
The Byzantine Agreement and Broadcast problems have been ex-

tensively studied in the literature, both in the computational set-

ting [10] and in the unconditional setting [5, 14], as well as in

the unconditional setting with pseudo-signatures [3, 24]. We note

that Dolev and Strong [10] also considered the case where only

𝑡 + 1 parties sign and disseminate messages. They give a Byzantine

Broadcast protocol in the partially authenticated setting with 𝑠 reg-

istered parties and up to 𝑡 = 𝑠 − 1 Byzantine parties.

There are several partially authenticated models that have been

considered in the past literature. Specifically, Borcherding [7, 8]

considers the case where signatures are only used in some rounds.

We note that their setting still requires each party to hold a key. Gor-

don et al. [16] and Gupta et al. [17] consider a related setting with a

partially compromised PKI in which the adversary is able to obtain

secret keys or forge signatures on behalf of up to 𝑡𝑐 of the hon-

est parties, while corrupting another 𝑡𝑎 many parties. Their work
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shows that broadcast is possible iff 2𝑡𝑎 + min{𝑡𝑎, 𝑡𝑐 } < 𝑛. Bansal

et al. [2] extend the partially compromised PKI setting [16, 17] to

arbitrary (undirected) graphs. A key difference compared to our set-

ting is that in their setting, the set of parties with uncompromised

keys is not publicly known, that is, any honest party’s key may

become exposed. As will become clear in our technical overview,

our protocol crucially leverages that parties know which parties

are registered and which parties are not.

Fitzi et al. [12] show that Broadcast (and multi-party computa-

tion) with unanimous abort is possible for 𝑡 < 𝑛 corruptions in

the unauthenticated setting, assuming only that secure signature

schemes exist. In their protocol, parties generate keys for a signa-

ture scheme on the fly, and they use them to bootstrap a broadcast

routine. We remark that their protocols would not be possible in

our delayed public state model with F S,N
sign

. This is because only

signature keys that are originally registered with this functionality

(and are therefore part of the partial PKI) remain secure from the

adversary over the execution of the protocol. Another example of a

popular cryptographic tool that falls outside of our model are veri-

fiable random functions (VRFs). For practical purposes, VRFs [22]

can be seen as a special type of signature scheme in which sig-

natures produced through the signing algorithm have a random,

close to uniform distribution. This can be used, e.g., to sample small

sub-committees or justify a particular (random) choice in a proto-

col to another party after the fact. VRFs have been used to great

effect in randomized protocols such as Algorand [15], as well as

the protocols of Abraham et al. [1] and Blum et al. [6] to achieve

𝑜 (𝑛2) communication complexity.

It would be interesting to explore whether one can circumvent

our lower bound by leveraging such tools and techniques (or prove

a more general lower bound that rules them out, too). More gener-

ally, it would be interesting to see if or how the picture changes if

protocols rely on long-term secrets beyond signing keys. For exam-

ple, a common technique in multi-party computation protocols is

to have parties publicly commit to some secret value 𝑣 through a

cryptographic commitment and later open it (if necessary) [4, 18].

We believe these are interesting directions for future work.

2 Preliminaries
2.1 Model
NetworkModel.We consider a complete network of 𝑛 parties P =

{𝑃1, . . . , 𝑃𝑛} and write [𝑛] = {1, . . . , 𝑛} for the set of party indices.

We work in the synchronous model where protocol proceeds in

rounds; messages sent at the beginning of a round are guaranteed

to be received by all receivers at the end of the round.

Cryptographic Setup. We consider a (bulletin) PKI setup for a

subset of parties. Let S ⊆ P denote the set of parties whose public

keys are registered in the PKI and let 𝑠 := |S|. Let N := P \ S
denote the set of unregistered parties. The registered parties in S
have public/secret key pairs for an ideal digital signature scheme,

and their corresponding public keys are known to all parties (while

the secret keys are known only to the respective parties). We de-

note a signature of the party 𝑃𝑖 on a message𝑚 by sign(𝑚, 𝑖). For
simplicity, we also refer to the tuple (𝑚, 𝑠𝑖𝑔𝑛(𝑚, 𝑖)) as a signature
on𝑚 of the party 𝑃𝑖 .

Adversary Model. We consider an adaptive adversary that can

choose up to 𝑡 parties to corrupt at any time and get full control of

the corrupted parties. The adversary is computationally bounded,

meaning that it cannot break the security of the aforementioned

signature schemes and forge signatures. We note that our lower

bounds even rule out protocols in the presence of a static adversary,

which makes the lower bounds even stronger.

2.2 Definitions
Definition 2.1 (Byzantine Agreement (BA)). Let Π be a protocol

executed among parties P = {𝑃1, . . . , 𝑃𝑛} where each party 𝑃𝑖 ∈ P
starts with an input value 𝑣𝑖 and outputs a value𝑜𝑖 upon termination.

Π solves BA against an adversary corrupting up to 𝑡 parties if it

satisfies the following properties:

• Termination: Every honest party 𝑃𝑖 terminates.

• Agreement: For any two honest parties 𝑃𝑖 , 𝑃 𝑗 ∈ P with

outputs 𝑜𝑖 and 𝑜 𝑗 , respectively, it holds that 𝑜𝑖 = 𝑜 𝑗 .

• Validity: If each honest party 𝑃𝑖 starts with the same input

value 𝑣 , then every honest party outputs 𝑜𝑖 = 𝑣 .

Definition 2.2 (Byzantine Broadcast). LetΠ be a protocol executed

among parties P = {𝑃1, . . . , 𝑃𝑛}. Denote the designated sender

by 𝑃𝑆 . In a broadcast protocol, 𝑃𝑆 starts with an input value 𝑣

and each party 𝑃𝑖 ∈ P outputs a value 𝑣𝑖 upon terminating. Π
solves broadcast against an adversary corrupting up to 𝑡 parties if

it satisfies the following properties:

• Termination: Every honest party terminates.

• Consistency: For any two honest parties 𝑃𝑖 , 𝑃 𝑗 ∈ P, it holds

that 𝑣𝑖 = 𝑣 𝑗 .

• Validity: If the sender 𝑃𝑆 is honest with input 𝑣 , then every

honest party outputs 𝑣𝑖 = 𝑣 .

Definition 2.3 (Gradecast). Let Π be a protocol executed among

parties P = {𝑃1, . . . , 𝑃𝑛}. Denote the designated sender by 𝑃𝑆 . 𝑃𝑆
starts with an input value 𝑣 , and each party 𝑃𝑖 ∈ P outputs a

value 𝑣𝑖 upon terminating. Π solves gradecast against an adversary

corrupting up to 𝑡 parties if it satisfies the following properties:

• Termination: Every honest party terminates.

• Graded Consistency: If some honest party 𝑃𝑖 ∈ P outputs

(𝑣𝑖 , 𝑔𝑖 ) with 𝑔𝑖 = 1, it holds that 𝑣𝑖 = 𝑣 𝑗 for any honest party

𝑃 𝑗 ∈ P that outputs (𝑣 𝑗 , 𝑔 𝑗 ).
• Validity: If the sender 𝑃𝑆 is honest and it starts with input

𝑣 , then every honest party outputs (𝑣𝑖 , 𝑔𝑖 ) such that 𝑣𝑖 = 𝑣

and 𝑔𝑖 = 1.

3 Broadcast with a Registered Sender in the
Partially Authenticated Setting

In this section, we present the main positive result of our work: a

broadcast protocol with a registered sender 𝑃𝑆 ∈ S and resilience

𝑡 = 𝑠 + ⌈(𝑛 − 𝑠)/3⌉ − 1.

3.1 Gradecast in the Partially Authenticated
Setting

This subsection introduces the main primitive behind our broad-

cast protocol: a (binary) gradecast protocol ΠGC in the partially

authenticated setting described in Fig. 1. Informally, gradecast [11]
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is a weakened form of broadcast in that each party additionally

outputs a grade reflecting its confidence. Concretely, at the end of

ΠGC, each honest party 𝑃𝑖 outputs a pair (𝑣𝑖 , 𝑔𝑖 ), where 𝑣𝑖 ∈ {0, 1}
is its tentative decision for the sender’s bit and 𝑔𝑖 ∈ {0, 1} is a grade
indicating whether 𝑃𝑖 believes that agreement on 𝑣𝑖 holds for all

honest parties. Our validity and graded consistency matches the

standard gradecast definition [19]. Our ΠGC protocol also achieves

a special conditional grade-1 property, that if there exists an honest

registered party, all honest parties output with grade 1; we will

show this in Lemma 3.10. Crucially, ΠGC works for any number of

corruptions. We first recall the signature chains. Similar as in the

classic Dolev-Strong authenticated broadcast protocol [10],

Definition 3.1 (Signature Chains). A 𝑘-signature chain 𝐶𝑘 (for

𝑘 > 0) with sender 𝑃𝑆 on value 𝑣 is recursively defined as follows:

a 1-signature chain on 𝑣 is a pair (𝑣, sign(𝑣, 𝑆)). For 𝑘 > 1, a 𝑘-

signature chain on 𝑣 is a pair (𝐶𝑘−1, sign(𝐶𝑘−1, 𝑖)), where 𝐶𝑘−1 is a
(𝑘 − 1)-signature chain on 𝑣 that does not contain a signature from

𝑃𝑖 . A 𝑘-signature chain on a value 𝑣 is valid for 𝑃𝑖 if the following

conditions are satisfied:

• 𝐶𝑘 begins with a signature of 𝑃𝑆 on the value 𝑣 .

• All 𝑘 signers are distinct.

• 𝐶𝑘 does not contain a signature of 𝑃𝑖 (this trivially holds for

𝑃𝑖 ∈ N ).

We first prove several useful lemmas for our protocol ΠGC that

tolerates 𝑡 Byzantine parties with resilience 𝑡 < 𝑛.

Lemma 3.2. There is no registered party 𝑃𝑖 ∈ S that sets acc𝑠𝑖 = 1

in the super round 𝑠 .

Proof. 𝑃𝑖 only accepts an 𝑠-chain 𝐶𝑠 if 𝐶𝑠 contains signatures

from 𝑠 different parties and it does not contain the signature of 𝑃𝑖 .

Since there exist at most 𝑠 parties that can sign on the chain, there

exists no such 𝐶𝑠 that 𝑃𝑖 can accept in the super round 𝑠 . □

Lemma 3.3. If there is an honest registered party 𝑃𝑖 ∈ S that
outputs (𝑣𝑖 , 𝑔𝑖 ) such that 𝑣𝑖 = 1, then 𝑣 𝑗 = 1 for any honest party 𝑃 𝑗

that outputs (𝑣 𝑗 , 𝑔 𝑗 ).

Proof. Since each registered party 𝑃𝑖 ∈ S outputs 𝑣𝑖 only if

it has accepted a 𝑘-chain in super round 𝑘 , from Lemma 3.2, the

accepted chain must be a 𝑘-chain for 𝑘 < 𝑠 . Therefore, 𝑃𝑖 creates

a valid 𝑘 + 1-chain 𝐶𝑘+1 and sends (𝐶𝑘+1, Extension) to all parties

in the phase 1 in super round 𝑘 + 1. Each party 𝑃 𝑗 with 𝑣 𝑗 = 0 sets

𝑣 𝑗 = 1 in the phase 2 of super round 𝑘 + 1. Furthermore, 𝑃 𝑗 never

sets 𝑣 𝑗 = 0 once it has 𝑣 𝑗 = 1 according to the protocol, so 𝑃 𝑗 must

output 𝑣 𝑗 = 1 at the end of the protocol ΠGC. □

Lemma 3.4. If there is an honest registered party 𝑃𝑖 ∈ S that
outputs (𝑣𝑖 , 𝑔𝑖 ) such that 𝑣𝑖 = 0, then 𝑣 𝑗 = 0 for any honest party 𝑃 𝑗

that outputs (𝑣 𝑗 , 𝑔 𝑗 ).

Proof. Assume 𝑃𝑖 ∈ S outputs (𝑣𝑖 , 𝑔𝑖 ) such that 𝑣𝑖 = 0. This

means it has not accepted any chain during any super round of

the protocol. Toward a contradiction, let 𝑃 𝑗 be an honest party that

sets 𝑣 𝑗 = 1. We consider two cases: first, if 𝑃 𝑗 is registered, then

by Lemma 3.3, 𝑃𝑖 must output 𝑣𝑖 = 1 at the end of the protocol,

contradicting to the assumption that 𝑣𝑖 = 0. In the second case, we

have 𝑃 𝑗 to be unregistered. Then, 𝑃 𝑗 sets 𝑣 𝑗 = 1 in super round 𝑘 for

(Binary) Gradecast Protocol ΠGC

Input and Initialization. Denote the Sender 𝑃𝑆 ∈ S. Each party

𝑃𝑖 sets its grade 𝑔𝑖 = 1 and value 𝑣𝑖 = 0 at the beginning of the

protocol. Each registered party 𝑃𝑖 initializes a flag acc𝑘𝑖 = 0 to

indicate whether 𝑃𝑖 has accepted a 𝑘-chain in super round 𝑘 , for

𝑘 < 𝑠 . If 𝑃𝑖 = 𝑃𝑆 and 𝑏 = 1, set 𝑣𝑖 := 1 and acc0
𝑖
= 1 (treated as

accepting a valid 0-chain).

For 𝑘 = 1, . . . , 𝑠 , execute super round 𝑘 as described below:

Phase 1: PKI Extension. Each registered party 𝑃𝑖 : if acc𝑘−1𝑖
= 1

(which means 𝑃𝑖 has accepted a valid (𝑘 − 1)-chain that does not

contain the signature of 𝑃𝑖 in super round 𝑘 − 1), create 𝑘-chain

𝐶𝑘 = sign(𝐶𝑘−1, 𝑖 ) and send Extension message (𝐶𝑘 , Extension) to
all parties.

Phase 2: Echo from Non-PKI Parties.
• Each registered party 𝑃𝑖 that received a valid 𝑘-chain𝐶𝑘 in

an Extension message (𝐶𝑘 , Extension) in Phase 1: if 𝑣𝑖 = 0,

set 𝑣𝑖 = 1 and acc𝑘
𝑖
= 1.

• Each unregistered party 𝑃𝑖 that received a valid 𝑘-chain𝐶𝑘

in an Extension message (𝐶𝑘 , Extension) in Phase 1:

– if 𝑣𝑖 = 0, set 𝑣𝑖 = 1 and send Echo1 message (𝐶𝑘 , Echo1 )
to all parties.

– if 𝑣𝑖 = 1 and 𝑔𝑖 = 0, set 𝑔𝑖 = 1 and send Echo1 message

(𝐶𝑘 , Echo1 ) to all parties.

Phase 3: Chain Acceptance from N.
(1) • Each registered party 𝑃𝑖 : if 𝑣𝑖 = 0 and 𝑃𝑖 received a valid

𝑘-chain 𝐶𝑘 in an Echo1 message (𝐶𝑘 , Echo1 ) in Phase 2

set 𝑣𝑖 = 1 and acc𝑘
𝑖
= 1.

• Each unregistered party 𝑃𝑖 : if 𝑣𝑖 = 0 and it received a valid

𝑘-chain in an Echo1 message (𝐶𝑘 , Echo1 ) in Phase 2, set

𝑣𝑖 = 1, 𝑔𝑖 = 0 and send (𝐶𝑘 , Echo2 ) to all parties.

(2) • Each registered party 𝑃𝑖 : if 𝑣𝑖 = 0 and it received a valid

𝑘-chain 𝐶𝑘 in an Echo2 message in the last round, set

acc𝑘
𝑖
= 1 and 𝑣𝑖 = 1.

• Each unregistered party 𝑃𝑖 : if it received a valid 𝑘-chain

𝐶𝑘 in an Echo2 message (𝐶𝑘 , Echo2 ) in the last round and

𝑣𝑖 = 0: set 𝑔𝑖 = 0 and send Echo3 message (𝐶𝑘 , Echo3 ) to
all registered parties.

At the end of Phase 3: For each registered party 𝑃𝑖 : if it received a

valid 𝑘-chain𝐶𝑘 in an Echo3 message (𝐶𝑘 , Echo3 ) in the last round

and 𝑣𝑖 = 0, set acc𝑘
𝑖
= 1 and 𝑣𝑖 = 1.

Output Rule. At the end of super round 𝑠 , for each party 𝑃𝑖 : output

(𝑣𝑖 , 𝑔𝑖 ) .

Figure 1: (Binary) Gradecast Protocol ΠGC

some 𝑘 < 𝑠 . Since the 𝑘-chain 𝐶𝑘 that 𝑃 𝑗 received cannot contain

the signature of 𝑃𝑖 (as we have assumed that it never accepts a

chain in any super round), 𝑘 < 𝑠 . There are the following sub-cases:

• If 𝑃 𝑗 ∈ N sets 𝑣 𝑗 = 1 in phase 2 of super round 𝑘 , 𝑃𝑖 must

receive the Echo1 message containing 𝐶𝑘 of 𝑃 𝑗 in phase 2 of

super round 𝑘 . 𝑃𝑖 sets 𝑣𝑖 = 1 and outputs (𝑣𝑖 , 𝑔𝑖 ) with 𝑣𝑖 = 1

at the end of the protocol.

• If 𝑃 𝑗 ∈ N sets 𝑣 𝑗 = 1 in phase 3 of super round 𝑘 , 𝑃𝑖 must

receive the chain either from an Echo2 message or Echo3
message from 𝑃 𝑗 in phase 3 of super round 𝑘 . Upon receiving

the 𝑘-chain𝐶𝑘 as part of one of those messages, 𝑃𝑖 sets 𝑣𝑖 = 1

and outputs (𝑣𝑖 , 𝑔𝑖 ) with 𝑣𝑖 = 1 at the end of the protocol.
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Clearly, both of these cases lead to a contradiction with 𝑃𝑖 out-

putting (𝑣𝑖 = 0, 𝑔𝑖 ). Therefore, in conclusion, each party 𝑃 𝑗 must

output (𝑣𝑖 , 𝑔𝑖 ) such that 𝑣𝑖 = 0 at the end of the protocol. □

Lemma 3.5. If there is an honest registered party 𝑃𝑖 ∈ S that
outputs (𝑣𝑖 , 𝑔𝑖 ), each honest party 𝑃 𝑗 outputs (𝑣 𝑗 , 𝑔 𝑗 ) with 𝑣 𝑗 = 𝑣𝑖 .

Proof. The proof follows directly fromLemma 3.3 and Lemma 3.4.

□

Lemma 3.6. The Gradecast protocol ΠGC satisfies Validity.

Proof. If the sender 𝑃𝑆 is honest and it starts with input 1,

each honest party 𝑃𝑖 sets 𝑣𝑖 = 1 in phase 2 of super round 1 upon

receiving a 1-chain from 𝑃𝑆 . Hence, all honest parties in N must

output (1, 1) at the end of the protocol. Each honest party 𝑃 𝑗 ∈ S
receives the Extension message from the leader 𝑃𝑆 in, they must

set 𝑣𝑖 = 1 in the phase 2 and output (1, 1) at the end of the protocol.
If the sender 𝑃𝑆 is honest and it starts with input 0, we note that

in our protocol, the leader does not accept any valid 0-chain and

it will not set 𝑣𝑆 := 1 if 𝑏 = 0. As a result, no honest party accepts

any chain during the protocol from the unforgeability of the ideal

signature scheme. In conclusion, any honest party must output

(0, 1) at the end of the protocol. □

Lemma 3.7. The protocol ΠGC satisfies Graded Consistency.

Proof. Assume an honest party 𝑃𝑖 outputs (𝑣𝑖 , 𝑔𝑖 ) such that

𝑔𝑖 = 1. If there exists an honest party 𝑃 𝑗 (𝑃 𝑗 could be 𝑃𝑖 ) ∈ S, from
Lemma 3.5, all honest parties must output the same value as 𝑣 𝑗 . So

assume instead that all honest parties are in the set N . There are

following different cases:

• Case 1. 𝑣𝑖 = 1. In this case, 𝑔𝑖 = 1 only happens if 𝑃𝑖 sets

𝑣𝑖 = 1 in phase 2 in a super round 𝑘 . 𝑃𝑖 will send an Echo1
message to all other parties in phase 2 of super round 𝑘 . Thus,

each party 𝑃 𝑗 ∈ N sets 𝑣 𝑗 = 1 in phase 3 of super round 𝑘

and output (𝑣 𝑗 , 𝑔 𝑗 ) such that 𝑣 𝑗 = 1.

• Case 2. 𝑣𝑖 = 0. In this case, 𝑔𝑖 = 1 only happens if there is

no honest party 𝑃 𝑗 that sets 𝑣 𝑗 = 1 in any super round 𝑘 < 𝑠 .

Now consider the last super round 𝑠 . If any honest party

𝑃 𝑗 ∈ N sets 𝑣 𝑗 = 1 in phase 2 or the first round of phase 3,

𝑃 𝑗 either sends an Echo1 message or an Echo2 message to 𝑃𝑖 .

Thus, 𝑃𝑖 would set 𝑣𝑖 = 1 in phase 3, which is a contradiction.

As a result, each honest party 𝑃 𝑗 must output (𝑣 𝑗 , 𝑔 𝑗 ) such
that 𝑣 𝑗 = 0 at the end of the protocol.

In conclusion, the protocol ΠGC satisfies Graded Consistency. □

Lemma 3.8. The protocol ΠGC satisfies Termination.

Proof. Each party 𝑃𝑖 in the protocolΠGC terminates and outputs

(𝑣𝑖 , 𝑔𝑖 ) after 𝑠 super rounds where each super rounds consist of 4

rounds. □

Theorem 3.9. The protocol ΠGC is a Gradecast protocol.

Proof. Directly from Lemma 3.8, Lemma 3.7 and Lemma 3.6. □

Moreover, our Gradecast protocol ΠGC has a specialized grade-1

property in the partially authenticated setting, that if there exists

an honest registered party 𝑃𝑖 ∈ S, each honest party 𝑃 𝑗 outputs

(𝑣 𝑗 , 𝑔 𝑗 ) with grade 𝑔 𝑗 = 1 at the end of the protocol ΠGC:

Lemma 3.10. If there exists an honest registered party 𝑃𝑖 ∈ S
(including the leader 𝑃𝑆 ), each honest party 𝑃ℎ outputs (𝑣ℎ, 𝑔ℎ) such
that 𝑔ℎ = 1 at the end of the protocol ΠGC.

Proof. Assume an honest party 𝑃𝑖 ∈ S outputs (𝑣𝑖 , 𝑔𝑖 ) at the
end of the protocol. Throughout the protocol, 𝑃𝑖 ∈ S only outputs

with grade 𝑔𝑖 = 1. Now we distinguish two cases for the value 𝑣𝑖
and an arbitrary honest party 𝑃 𝑗 ∈ N :

• If 𝑣𝑖 = 1, from Lemma 3.2, 𝑃𝑖 only accepts a 𝑘-chain and

sets 𝑣𝑖 = 1 in super round 𝑘 < 𝑠 . Since 𝑃𝑖 only accepts a

chain which it isn’t itself a part of, it can extend the chain

by adding its own signature to it and send an Extension
message (𝐶𝑘+1, Extension) for the extended (𝑘 + 1)-chain
𝐶𝑘+1 in super round 𝑘 + 1. Thus, each honest party 𝑃 𝑗 sets

𝑣 𝑗 = 1 and it must have 𝑔 𝑗 = 1 in phase 2 of super round

𝑘 + 1.

• If 𝑣𝑖 = 0, assume there is an honest party 𝑃 𝑗 ∈ N that outputs

(𝑣 𝑗 , 𝑔 𝑗 ) with 𝑔 𝑗 = 0. Since 𝑔𝑖 = 1, by graded consistency

(Lemma 3.7), 𝑃 𝑗 must output 𝑣 𝑗 = 𝑣𝑖 = 0. 𝑃 𝑗 only sets 𝑔 𝑗 = 0

in phase 3 of some super round 𝑘 ≤ 𝑠 , upon receiving a valid

𝑘-chain 𝐶𝑘 in an Echo2 message. If 𝑘 = 𝑠 , the chain must

contain the signature of 𝑃𝑖 . Thus 𝑣𝑖 = 1, contradicting the

assumption that 𝑣𝑖 = 0. If 𝑘 < 𝑠 , 𝑃 𝑗 sends an Echo3 message

containing the 𝑘-chain 𝐶𝑘 to every party in S, including 𝑃𝑖 .
Therefore, 𝑃𝑖 sets 𝑣𝑖 = 1 at the end of Phase 3 of super round

𝑘 < 𝑠 , contradicting the assumption that 𝑣𝑖 = 0. □

3.2 Broadcast in the Partially Authenticated
Setting

We are now ready to introduce our broadcast protocol ΠBC that

builds on top of ΠGC, assuming a deterministic unauthenticated

BA protocol Πunau (with inputs that come from the outputs of ΠGC)

among 𝑛− 𝑠 unregistered parties that tolerates up to ⌈(𝑛− 𝑠)/3⌉ − 1

Byzantine parties (for example, the one in [5]). In particular, for

each party 𝑃𝑖 that outputs (𝑣𝑖 , 𝑔𝑖 ) in the ΠGC protocol with 𝑔𝑖 = 1,

𝑃𝑖 outputs 𝑣𝑖 at the end of ΠBC. Each unregistered party 𝑃𝑖 ∈ N
inputs its value 𝑣𝑖 to the deterministic unauthenticated BA protocol

Πunau, denote its output as 𝑚𝑖 . If 𝑔𝑖 = 1, 𝑃𝑖 outputs 𝑣𝑖 , if 𝑔𝑖 = 0,

𝑃𝑖 outputs𝑚𝑖 . We note that only unregistered parties may output

with grade 0 from our description of the ΠGC protocol.

Lemma 3.11. The protocol ΠBC satisfies Validity if 𝑡 ≤ 𝑠 + ⌈(𝑛 −
𝑠)/3⌉ − 1.

Proof. Assume the sender is honest and starts with input 𝑏.

According to the validity of the protocol ΠGC, each honest party 𝑃 𝑗

must output (𝑣 𝑗 , 𝑔 𝑗 ) = (𝑏, 1) at the end of the protocol. According

to the output rule of the protocol ΠBC, for each honest party 𝑃𝑖 ∈ S,
𝑃𝑖 must output 𝑣𝑖 = 𝑏. For each honest party 𝑃 𝑗 ∈ N , we make a

case distinction:

• Case 1. 𝑏 = 0. Since 𝑣 𝑗 = 0 and 𝑔 𝑗 = 1, 𝑃 𝑗 must output 0

according to the output rule of ΠBC.

• Case 2. 𝑏 = 1. We have 𝑣 𝑗 = 1 and 𝑔 𝑗 = 1, none of the two

conditions in the output rule are satisfied, and the party 𝑃 𝑗

must outputs 1.

In conclusion, each honest party outputs 𝑏. □
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Broadcast Protocol ΠBC

Input and Initialization. Denote the sender 𝑃𝑆 ∈ S. Each party

𝑃𝑖 sets value 𝑣𝑖 = 0 at the beginning of the protocol. If 𝑃𝑖 = 𝑃𝑆 and

𝑏 = 1, set 𝑣𝑖 := 1.

Gradecast. Each party 𝑃𝑖 : participate in the Gradecast protocol

ΠGC with sender 𝑃𝑆 and its input 𝑏. Denote the output of party 𝑃𝑖

to be (𝑣𝑖 , 𝑔𝑖 ) .
Consensus of Non-PKI parties.

• Each unregistered party 𝑃𝑖 ∈ N: input 𝑣𝑖 to the deterministic

unauthenticated BA protocol Πunau, denote the output of 𝑃𝑖

to be𝑚𝑖 .

• Each registered party 𝑃𝑖 in S: do not participate in the deter-

ministic unauthenticated BA and wait for it to terminate; we

use a fixed-round unauthenticated BA (e.g., the one in [5],

which takes 3( ⌈ (𝑛 − 𝑠 )/3⌉ − 1) + 1 rounds).

Output Rule.
• Each registered party 𝑃𝑖 ∈ S: output 𝑣𝑖 .
• Each unregistered party 𝑃 𝑗 ∈ N:

– If 𝑔𝑗 = 1, output 𝑣𝑗 .

– Otherwise, output𝑚 𝑗 .

Figure 2: Byzantine Broadcast Protocol ΠBC in the partially
authenticated setting

Lemma 3.12. The protocol ΠBC satisfies Consistency if 𝑡 ≤ 𝑠 +
⌈(𝑛 − 𝑠)/3⌉ − 1.

Proof. We consider two cases:

• Case 1. There exists an honest party 𝑃𝑖 ∈ S. In this case,

denote its output of ΠGC as (𝑣𝑖 , 𝑔𝑖 ). From special grade-1

property (Lemma 3.10), each honest party 𝑃ℎ outputs (𝑣ℎ, 𝑔ℎ)
such that 𝑔ℎ = 1 at the end of the protocol ΠGC. From the

graded consistency, each honest party 𝑃ℎ must output 𝑣ℎ = 𝑣𝑖 .

According to the output rule, each party 𝑃𝑥 ∈ S therefore

outputs 𝑣𝑥 = 𝑣𝑖 and outputs 𝑣𝑖 , and each party 𝑃 𝑗 in N has

𝑔 𝑗 = 1, so it outputs 𝑣𝑖 from our output rule. This means that

each honest party 𝑃 𝑗 outputs 𝑣𝑖 , finishing this case.

• Case 2. All parties in S are Byzantine. Since 𝑡 ≤ 𝑠 + ⌈(𝑛−
𝑠)/3⌉ − 1, we have 3(𝑡 − 𝑠) ≤ 3⌈(𝑛 − 𝑠)/3⌉ − 3 < 𝑛 − 𝑠 . If

all parties in S are Byzantine, then there are at most 𝑡 − 𝑠

Byzantine parties in N , which means that the deterministic

unauthenticated BA among parties in N must be secure. As

a result, all honest parties in the set N must have the same

output𝑚 for the unauthenticated BA.

– Case 2a. There exists an honest party 𝑃 𝑗 ∈ N that out-
puts (𝑣 𝑗 , 𝑔 𝑗 ) with𝑔 𝑗 = 1. In this case, from the graded con-

sistency (Lemma 3.7), each honest party 𝑃ℎ must output

(𝑣ℎ, 𝑔ℎ) in the Gradecast protocol ΠGC such that 𝑣ℎ = 𝑣 𝑗 .

From the validity of the unauthenticated BA, all honest

parties output the same value𝑚 at the end of ΠBC.

– Case 2b. All honest parties have grade 0. In this case,

their output value is fully determined by their outputs of

the unauthenticated BA, according to the output rule. As

we have already established that all honest parties have

the same output𝑚 in the unauthenticated BA protocol,

consistency follows in this case.

□

Theorem 3.13. The protocolΠBC is a Byzantine Broadcast protocol
that tolerates 𝑡 ≤ 𝑠 + ⌈(𝑛 − 𝑠)/3⌉ − 1 Byzantine parties, given the
condition that 𝑠 parties (including the sender) are registered.

Interestingly, in the special case when 𝑛 − 𝑠 < 3, we can even tol-

erate 𝑡 ≤ 𝑠+1 corruptions. We state the result here and leave proofs

as well as protocol ΠBCS constructions (Fig. 4) in our Appendix 6.

Theorem 3.14. If 𝑛 − 𝑠 < 3, there exists a Byzantine Broadcast
protocol that tolerates any number of corruptions, given the condition
that the sender is registered.

Theorem 3.15. The communication complexity of the Binary
Byzantine Broadcast protocolΠBC in Figure. 2 is𝑂 (𝑠 ·𝑛2)+𝑂 ((𝑛−𝑠)3).

4 Lower Bounds
4.1 Lower bounds for BA in the Partially

Authenticated Setting
We now show that the resilience bound for Byzantine Agreement

𝑡 ≤ max

{⌈
𝑠/2

⌉
,
⌈
𝑛/3

⌉}
− 1

is indeed optimal. In particular, when 𝑠 = 0, i.e., no PKI is available,

it is well-known that 𝑡 ≤ ⌈𝑛/3⌉ − 1 is the tight bound. When 𝑠 = 𝑛,

i.e., all parties are registered with PKI setup, it is also well-known

that 𝑡 ≤ ⌈𝑠/2⌉ − 1 is the tight bound. We first prove it is optimal

for broadcast with respect to an unregistered sender (recall that in

the Corollary 5.2, we show there exists a Broadcast protocol that

tolerates up to 𝑡 ≤ max

{⌈
𝑠/2

⌉
,
⌈
𝑛/3

⌉}
− 1 Byzantine parties, if the

sender is unregistered).

Theorem 4.1. Assume there exist 𝑠 registered parties and up to
𝑡 parties may be Byzantine. Then there is no Byzantine Broadcast
protocol if

𝑡 ≥ max

{⌈
𝑠/2

⌉
,
⌈
𝑛/3

⌉}
.

Corollary 4.2. Assume there exists 𝑠 registered parties and 𝑡

parties can be Byzantine. Then there is no Byzantine Agreement
protocol if

𝑡 ≥ max

{⌈
𝑠/2

⌉
,
⌈
𝑛/3

⌉}
.

4.2 Lower bounds for BC in the Partially
Authenticated Setting with Public State

We now give a lower bound for broadcast protocols in the partially

authenticated setting. The bound holds in a model in which regis-

tered parties can securely use digital signatures, but otherwise all

state of parties is known to the adversary, and consequently using

digital signatures and related cryptographic primitives does not

help parties.

The lower bound works in the same model as discussed in Sec-

tion 2, with the following two modifications:

Delayed Public State Model. The adversary can base its actions

in round 𝑟 on the full state of all parties at the end of the preceding

round 𝑟 − 1 (or the initial state, if 𝑟 = 1). More precisely, at the

end of each round, the full internal state
2
of each party is leaked to

the adversary. Parties may generate and use any kind of private or

2
When modeling parties as interactive Turing machines, the full internal state consists

of all tapes, the position of the head, its state transition function, and its state register.
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shared randomness. However, any randomness generated in round

𝑟 is leaked to the adversary at the end of round 𝑟 as well. Thus,

the adversary must choose which messages corrupted parties send

in round 𝑟 without knowledge of the private randomness honest

parties generate in round 𝑟 , but gains complete information about

round 𝑟 once it ends.

Partial Signing Functionality. All parties (and the adversary)

have access to a special ideal functionality F S,N
sign

parameterized

by the sets S,N (see Section 2). The ideal functionality internally

maintains an initially empty set Auth and offers the following in-

terfaces:

• F S,N
sign

.Sign(𝑚), called by Party 𝑖 ∈ S: Set Auth := Auth ∪
{(𝑖,𝑚)}.

• F S,N
sign

.Verify(𝑖,𝑚), called by Party 𝑗 ∈ S ∪ N : Return 1 if

(𝑖,𝑚) ∈ Auth. Otherwise, return 0.

Notably, unregistered parties in N cannot call F S,N
sign

.Sign(𝑚). In-
tuitively, this models that unregistered parties cannot use digital

signatures (in a meaningful way): while they could still sign with

a digital signature scheme without calling the ideal functionality,

their secret key would be accessible by the adversary as part of

their state.

Remark. The way we defined the signature functionality implies

that we consider protocols in which signatures are not used in

any other way than for signing and verification. For instance, the

model does not allow parties to encrypt or hash signatures. For

our purposes, this minimalistic ideal functionality is sufficient, and

we refer to [9] for a discussion on ideal functionalities for digital

signatures.

Theorem 4.3. Suppose that 𝑡 − 𝑠 ≥ (𝑛 − 𝑠)/3 with 𝑛 − 𝑠 ≥ 3.
Then there is no broadcast protocol that terminates in 𝑅 rounds and
succeeds with probability 1 − 1/(8𝑅), even for a registered sender,
according to the model defined above.

4.3 The Probability Bound is Tight up to
Constants

It is worth noting that it is not an artifact of the proof strategy we

employed in deriving Theorem 4.3 that it leaves room for a success

probability of 1 − 1/Ω(𝑅). To the contrary, a very simple protocol

similar to the one of Fitzi et al. [13] achieves this, granted access to

a shared coin. For simplicity, we assume that the coin is unbiased;

a biased coin reduces the success probability accordingly.

(1) The sender multicasts its signed input.

(2) For 𝑅− 1 rounds, honest parties echo the first two signatures

they receive (all other messages are ignored).

(3) Afterwards, a shared coin is used to pick a value 1 ≤ 𝑟 ≤ 𝑅

uniformly at random.

(4) Each honest party outputs the default value if it received no

or two conflicting signed values by round 𝑟 . Otherwise, the

signed value received first is the output.

This protocol runs for 𝑅 + 1 rounds. If the sender is honest, it

succeeds deterministically. Otherwise, before the shared coin is

evaluated, the adversary must commit to the rounds

Simple Byzantine Agreement Protocol ΠSBA

Input and Initialization. Each party 𝑃𝑖 ∈ P has input𝑚𝑖 .

Consensus of Registered Parties. Each registered party 𝑃𝑖 (∈ S):
participate in a deterministic authenticated Byzantine Agreement

protocol (denoted as Πauth) with input𝑚𝑖 , denote the output of 𝑃𝑖

as 𝑏𝑖 .

Message Dissemination. Each registered party 𝑃𝑖 : sign 𝑏𝑖 and

send (𝑏𝑖 , sign(𝑏𝑖 , 𝑖 ) ) to each unregistered party 𝑃 𝑗 (∈ N).

Majority Output Rule.
• Each unregistered party 𝑃 𝑗 : denote the majority value (with

any prefixed tie-breaking rule) received by 𝑃 𝑗 in the Message

Dissemination phase to be 𝑣𝑗 , output 𝑣𝑗 .

• Each registered party 𝑃𝑖 : output 𝑏𝑖 .

Figure 3: Byzantine Agreement Protocol ΠSBA

• 1 ≤ 𝑟1 ≤ 𝑅 when the first honest party receives some signed

value 𝑥 (if there is no such round, set 𝑟1 := 𝑅 + 1; in case of a

tie, use any value 𝑥 that an honest party echoes) and

• 𝑟1 ≤ 𝑟2 ≤ 𝑅 in which the first honest party sees a signature

on a different value than 𝑥 (again, 𝑟2 := 𝑅 + 1 if there is no

such round).

Observe that the echoing ensures that each honest party sees 𝑥 by

round 𝑟1 + 1 and each honest party sees conflicting values by round

𝑟2 + 1 (unless 𝑟1 = 𝑅 or 𝑟2 = 𝑅, respectively). Thus, the only two

values of the shared coin for which the outputs of honest parties

might not satisfy consistency are 𝑟1 and 𝑟2. As the probability that

𝑟 = 𝑟1 or 𝑟 = 𝑟2 is at most 2/𝑅, the protocol thus succeeds with
probability at least 1 − 2/𝑅.

5 Upper Bounds for BA and BC with an
Unregistered Sender in the Partially
Authenticated Setting

We show a simple Byzantine Agreement protocol ΠSBA in the par-

tially authenticated setting that tolerates at most 𝑡 < 𝑠/2 Byzantine
parties (Fig. 3). We note that when 𝑠 ≤ 2𝑛/3, 𝑡 < 𝑠/2 implies 𝑡 < 𝑛/3.
Since it is well-known that an unauthenticated Byzantine Agree-

ment protocol suffices to solve the BA problem [5], we focus on the

interesting case when 𝑠 > 2𝑛/3.

Theorem 5.1. Assume that Πauth is a deterministic protocol that
solves authenticated Byzantine Agreement among 𝑠 parties against
up to 𝑡 Byzantine corruptions whenever 2𝑡 < 𝑠 . Then the above proto-
col ΠSBA solves Byzantine Agreement in the partially authenticated
setting against up to 𝑡 Byzantine corruptions whenever 2𝑡 < 𝑠 .

Discussion. Independently, ignoring the PKI and running any

deterministic unauthenticated BA protocol among all 𝑛 parties

yields feasibility when 3𝑡 < 𝑛. Combining these two approaches

implies that BA is achievable for 𝑡 ≤ max{⌈𝑠/2⌉, ⌈𝑛/3⌉} − 1.

Corollary 5.2. There exists a Byzantine Agreement protocol in
the partially authenticated setting where 𝑠 parties have PKI setups
that tolerates 𝑡 ≤ max{⌈𝑠/2⌉, ⌈𝑛/3⌉} − 1 Byzantine parties.

We note that the Agreement protocol ΠSBA can be easily trans-

formed into a broadcast protocol with the same number of key-

holders that tolerates the same number of Byzantine parties: the
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(Binary) Broadcast Protocol ΠBCS

Input and Initialization. Denote the Sender 𝑃𝑆 ∈ S. Each party

𝑃𝑖 sets value 𝑣𝑖 = 0 at the beginning of the protocol. If 𝑃𝑖 = 𝑃𝑆 and

𝑏 = 1, set 𝑣𝑖 := 1.

Gradecast. Each party 𝑃𝑖 : participate in the Gradecast protocol

with input value 𝑏 ∈ {0, 1} iff 𝑃𝑖 = 𝑃𝑆 . Denote the output of party

𝑃𝑖 to be (𝑣𝑖 , 𝑔𝑖 ) .
Weak Consensus of Non-PKI parties (among at most 2

parties).
(1) Each unregistered party 𝑃 𝑗 ∈ N: send 𝑣𝑗 to all parties ∈ N.

(2) Each unregistered party 𝑃 𝑗 ∈ N: set𝑚 𝑗 = 1 if it received at

least one 𝑣𝑖 = 1 from 𝑃𝑖 ∈ N in the last round. Otherwise,

set𝑚 𝑗 = 0.

Output Rule.
• Each registered party 𝑃𝑖 ∈ S: output 𝑣𝑖 .
• Each unregistered party 𝑃 𝑗 ∈ N:

– If 𝑔𝑗 = 1, output 𝑣𝑗 .

– Otherwise, output𝑚 𝑗 .

Figure 4: (Binary) Byzantine Broadcast Protocol ΠBCS in the
partially authenticated setting (special case)

sender first sends its input to all parties, then all parties run this

ΠSBA protocol and output ΠSBA’s output.

6 Broadcast with a Registered Sender: The
Special Case of 𝑛 − 𝑠 < 3

Theorem 3.14. If 𝑛 − 𝑠 < 3, there exists a Byzantine Broadcast
protocol that tolerates any number of corruptions, given the condition
that the sender is registered.

If 𝑠 ≥ 𝑛 − 1, the proof is immediate from the paper of Dolev and

Strong [10]. So it remains to argue about the case of 𝑠 = 𝑛 − 2.

Lemma 6.1. The protocol ΠBCS satisfies consistency if 𝑠 = 𝑛 − 2

and 𝑡 ≤ 𝑛 − 2.

Proof. Suppose there exists an honest party 𝑃𝑖 ∈ S. In this case,

denote its output of ΠGC as (𝑣𝑖 , 𝑔𝑖 ). From Lemma 3.10, each honest

party 𝑃 𝑗 outputs (𝑣 𝑗 , 𝑔 𝑗 ) such that 𝑔 𝑗 = 1 at the end of the protocol

ΠGC. From the graded consistency, all honest parties must have

𝑣 𝑗 = 𝑣𝑖 . According to the output rule, each party 𝑃 𝑗 ∈ S therefore

outputs 𝑣 𝑗 = 𝑣𝑖 . For each party 𝑃 𝑗 inN , we have argued above that

it has 𝑔 𝑗 = 1. So it outputs 𝑣 𝑗 = 𝑣𝑖 from our output rule. This means

that all honest parties output 𝑣𝑖 , completing this case.

So assume instead that all parties in S are Byzantine. Since

𝑠 = 𝑛 − 2, and all of those parties are corrupted, 𝑠 = 𝑡 = 𝑛 − 2. So

the set N is of size 2 and both of these parties are honest. There

are two cases:

• An honest 𝑃 𝑗 ∈ N has (𝑣 𝑗 , 𝑔 𝑗 = 1). In this case, from

the graded consistency (Lemma 3.7), each honest party 𝑃ℎ
must output (𝑣ℎ, 𝑔ℎ) in the gradecast protocol ΠGC such that

𝑣ℎ = 𝑣 𝑗 . If 𝑣 𝑗 = 0, each honest party 𝑃ℎ outputs𝑚ℎ = 0 in

the non-PKI weak consensus, all honest parties (note they

all belong to N ) output 𝑣 = 0 according to our output rule

of ΠBCS. If 𝑣 𝑗 = 1, from description of the non-PKI weak

consensus of the protocolΠBCS, each honest party 𝑃ℎ outputs

𝑚ℎ = 1, all honest parties output 1 according to our output

rule of ΠBCS.

• All honest parties 𝑃 𝑗 ∈ N have (𝑣 𝑗 , 𝑔 𝑗 = 1). In this case,

the outputs of both honest parties are fully determined by

the messages they exchange in the weak consensus phase

of the protocol. As they see the same messages, they output

the same value.

In conclusion, the consistency is satisfied if 𝑠 = 𝑛 − 2 and 𝑡 ≤
𝑛 − 2. □
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