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A Type-Theoretic Approach to Smart-Contract Safety

Stian Lybech

Abstract

Type systems are routinely employed in many modern programming languages to
statically ensure various notions of runtime safety. We explore issues of typability
and notions of safety in two different fields:

Firstly, we focus on process calculi with composite channel names, where the
type of a channel must somehow be derived from the types of its constituents. This
collection of results includes a simple type system for the 𝜌-calculus, along with some
results of expressivity w.r.t. the 𝜋-calculus; a generic type system for the Higher-Order
Ψ-calculus, extending a similar type system for the ‘first-order’ Ψ-calculus; and a
simple type system for 𝑒𝜋, which aims to highlight a connexion to type structures
from class-based/object-oriented languages.

Secondly, we focus on the language TinySol, which models core features of the
smart-contract language Solidity. Smart contracts are immutable programs with
publicly visible code, that run atop a blockchain and are used to manage financial
assets of users. Guided by insights from our work in process calculi, we develop type
systems for ensuring three different properties: non-interference, call-integrity, and
absence of out-of-gas exceptions.

Lastly, we seek to tackle some of the shortcomings of the conventional, syntactic
approach to type soundness, which had become evident in our previous developments.
In particular, we study a peculiar construct in Solidity, known as the fallback function,
which is untypable by syntactic type rules. Hence, we turn to a semantic approach
to type soundness which allows type safety to be shown, even in cases where well-
typedness cannot be proved by ordinary syntactic type rules. We use this approach
to propose a method by which type safety may be recovered, even for contracts
containing fallback functions, by allowing the programmer to supply a manual proof
of type-safety for untypable pieces of code. This method does not depend on specific
features of the fallback function, or even of TinySol or Solidity, and it may therefore
also be developed for other smart-contract languages.



We shall not cease from exploration
And the end of all our exploring
Will be to arrive where we started
And know the place for the first time.

T.S. Eliot, Four Quartets
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Part I

Preliminaries





1 Introduction

Type systems are a cornerstone in the field of static analysis techniques for ensuring
program safety. Within the discipline of data types, the notion of safety relates to
properties of the data that flow through the program and are stored in its memory.
For example, in an imperative setting, a typical property could state: ‘the value
stored in variable 𝑥 is always one from set 𝒱 .’ We express such properties by using
types to denote the different sets of values, and by assigning types to the various
syntactic constructs that may contain such values. We then judge a program to be safe
w.r.t. the restrictions imposed by our type assignments, if all the properties remain
true for all execution steps of the program. A type system is then a proof system,
consisting usually of syntax-directed inference rules, by which we can statically
decide, i.e. without actually running the program, whether it in fact will obey the
type restrictions for all its execution steps.

Type systems have proved immensely useful in preventing program errors, and
many modern programming languages are equipped with a type system that allows
the programmer to statically check his programs in various ways, such as preventing
unwanted data flows, incorrect data conversions, unauthorised data access, shared
pointers, and many other forms of runtime errors. However, type systems seem par-
ticularly relevant in a setting where such errors can have catastrophic consequences,
and where updating the program after deployment to correct the errors would be
difficult or outright impossible. Such is for example the case in the setting of smart
contracts, which are immutable programs that run atop a blockchain and are used
to manage financial assets of users, including storing, transferring, receiving, and
controlling access to these assets. In the present thesis we investigate how type
systems may be used to ensure program safety in such a setting.

1.1 Blockchains and smart contracts

Although our ultimate goal is to use type systems to ensure safety properties of smart
contracts, we shall work with a variety of languages, not all of which are directly
related to smart-contract languages. Thus, detailed knowledge of the blockchain
architecture is not required for understanding our results in general, and the necessary



4

details will be mentioned where needed. However, as the field of blockchains and
smart contracts is relatively new, compared to the other programming models we
consider, we shall provide a brief overview here at the outset.

A blockchain is an immutable, distributed data structure, which first and fore-
most is used to implement digital currency; see e.g. [116] for an overview of the
architecture. The original blockchain platform, called Bitcoin, was described in a
whitepaper [87] from 2009, authored by one or more unknown persons writing under
the pseudonym ‘Satoshi Nakamoto.’ It came in the wake of the financial crisis of
2007, which had highlighted the fragility of a financial system, where trust is based
on central authorities (e.g. banks) to verify transactions. As an alternative, Nakamoto
proposed a decentralised (peer-to-peer based) system, where the users themselves are
collectively responsible for verifying transactions. It was named blockchain, because
validated transactions are collected into blocks, with each block containing a pointer
to the previous block, similar to a linked list, and the structure thus contains the
entire validated transaction history of the network.

A blockchain network can abstractly be viewed as a replicated state machine,
where the current state records the distribution of assets (currency) amongst users
of the network, and each participating node in the network executes a transition
function 𝑓, updating the state 𝑠𝑖 to state 𝑠𝑖+1. Most importantly, this implies two key
features, which are characteristic of blockchains; namely immutability and public
visibility. The entire transaction history is visible to all users, which also allows
them to validate the steps that produced the current state; and once a block has been
validated and has become part of the chain, it cannot be changed.

The state update can be simple currency transfers between users of the network,
but, additionally, many newer blockchain platforms also allow transactions to invoke
code supplied by the users, in the form of smart contracts. The idea of smart contracts
predates the blockchain technology, as it goes back to 1997, to Nick Szabo [120], who
proposed that features of ordinary ‘pen and paper’ legal contracts could be replaced
by computer programs. The idea is to provide, in programmatic form, the equivalent
of a legally binding contract, yet without requiring a legal system, or some other
third-party trusted authority, to enforce its execution. Instead, the smart contract
simply executes itself (or, in the context of blockchains, is executed by all validator
nodes in the network as part of the state transition) when the conditions in the
contract are met.

The original proposal of smart contracts by Szabo does not mention any specific
platform on which they might be implemented, but with the advent of blockchain
technology, with its focus on anonymity and verification of transactions in a ‘trustless’
environment, a form of smart contracts eventually came to be added as a layer on
top of several blockchain platforms. In particular, the Ethereum platform introduced
a Turing-complete, low-level, imperative language called EVM (Ethereum Virtual
Machine language), and a high-level, Java-like language called Solidity [41]. Since
then, a plethora of other blockchain platforms have appeared, each with their own,
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particular smart-contract language; see [14] for an overview and comparison of the
six most well-known languages. However, Solidity remains the language that has
seen the most widespread adoption.

A core tenet of blockchain technology is to minimise the needed level of trust
between users; thus users should not be assumed to trust each other, nor the programs
(smart contracts) themselves. The code of a smart contract is therefore deployed onto
the blockchain itself, simultaneously rendering it immutable and publicly visible. The
benefit of this approach is twofold:

1. Due to public visibility, any user can (at least in principle) verify for himself that
the contract will do exactly what he expects it to do; no more and no less. He
does not need to trust any claims made by the creator of the contract regarding
its behaviour.

2. Due to immutability, the user can be assured that the contract creator can-
not suddenly change the contract. Thus, if the user has already verified the
behaviour of a contract once, he will not need to do it again at a later stage.

However, the combination of public visibility and immutability is a doubled-edged
sword:

1. Public visibility of the code means that any vulnerabilities in a contract may be
easily found and exploited by malicious users.

2. Immutability of the code means that the contract creator cannot create and
deploy a fix for a vulnerability, even if it is known.1

This combination has resulted in large financial losses in the past (see e.g. [77] for a
list of examples on the Ethereum platform). Hence, it is clearly desirable that a smart
contract should be safe to execute before it is deployed onto the blockchain.

Not surprisingly, this situation has spurred a substantial research effort within
the formal methods community on developing formal techniques to prove safety
properties of smart contracts; see [124; 115] for comprehensive surveys. The literature
on the subject is vast, with a multitude of approaches being applied. This includes
model checking andwriting contracts in specialisedmodelling languages, that compile
to the desired target language [28; 29; 95; 21; 13; 39]; specialised static-analysis tools
[40; 68; 114; 125] and formal models of the semantics of the smart-contract language
[51; 55; 66]; verification using theorem provers [56; 78]; and smart-contract synthesis
[79; 31]. The list is by no means exhaustive.

1Some blockchain architectures, such as Ethereum, have features that do allow a contract to be
updated, for example to provide a fix for a vulnerability. This can be done either through the pointer-to-
implementation pattern [38], or by self-destructing the original contract and replacing it with an updated
version at the same address. However, it is generally discouraged to change a contract, since doing so
contradicts the desirable properties of immutability and public visibility.
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Several of the aforementioned approaches rely on contracts or properties being
written in a separate specification language, which then compiles to the actual smart
contract language (the target language); the point being that the specification language
rules out certain classes of errors or vulnerabilities by design. This is impractical,
because it requires the developer to learn yet another language, which furthermore
may produce only a partial implementation, so that the developer still has to write
parts of the contract in the smart-contract language. Rather than using a single
language, the developer now has to use two (or more, if several different specification
languages ward against different classes of errors).

In contrast, the type system approach seeks to rule out vulnerabilities directly at
the level of the target language itself, or a suitable model thereof, thereby making its
adoption easier. Two notable examples are the works by Crafa et al. [33] and Hu et
al. [58], both of which develop type systems for a ‘core part’ of the smart-contract
language Solidity. In the former, the authors present a standard type system for
preventing runtime errors resulting from attempts to access non-existing contract
members; and in the latter, the authors create a type system to enforce security
policies on the data flows. However, there is also a vast literature on type systems for
languages outside of the field of smart contracts, which ensure properties that may
also be desirable in a smart contract setting. In the present thesis we shall therefore
consider a variety of languages and properties.

1.2 Contents and contributions

The contents of this dissertation consist of four published papers [76; 64; 4; 6], in-
terspersed with some unpublished material. Each chapter investigates a different
problem, but the common theme unifying them is an application of a type system
to discipline the data flow in a computational model. Hence, we begin in Chapter 2
by giving a high-level overview of the core concepts and underlying intuitions of
type systems. These concepts will reappear in various guises in each of the following
chapters.

As previously mentioned, we shall work with a variety of languages, not all of
which are directly related to smart contracts. In some cases, a programming construct
may be better understood in a simpler setting, where its features stand out clearer,
and then later be transferred to a more complex setting by means of an encoding.
Hence, issues of encodability and relative expressiveness of languages are a secondary,
recurring theme in several of the chapters.

Chapters 3–8 contain the core contributions of this thesis. They can be divided
into two groups:

• The contributions in the first group, presented in chapters 3–5, focus on a family
of computational models known as process calculi. They are small, theoretical
models with a primary focus on concurrency, such as is found in threaded or
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distributed applications. This is first and foremost seen in the fact that the
primary construct for program composition in these languages is the so-called
‘parallel composition’ operator, written 𝑃1 | 𝑃2, which denotes that the processes
(or programs, or threads) 𝑃1 and 𝑃2 are executing in parallel. However, these
languages also have a clear connexion to imperative, class-based or object-
oriented languages, which we make explicit in Chapter 5. Hence, they are also
well-suited to study imperative features in a minimalistic setting.

• The contributions in the second group, presented in chapters 6–8, focus on
a particular modelling language for Solidity smart contracts, called TinySol,
originally proposed by Bartoletti et al. [12]. It is an imperative, class-based
language, and already much more complex than the aforementioned process
calculi, despite still only being a model of the full Solidity language [41]. A
distinguishing feature of this language is that method calls are of the form

call 𝑒1.𝑓( ̃𝑒)$𝑒2

i.e. they carry an extra parameter 𝑒2, which is the amount of currency trans-
ferred along with the call. This is the mechanism by which currency is trans-
ferred between contracts (corresponding to classes), and it implies that a cur-
rency flow is always also a control flow.

In the remainder of this section, we shall review and relate the contributions of
each individual chapter. We shall present the results in the order given above, to
emphasise how ideas appearing in one setting are later transformed and reapplied in
a different setting. As several of the results pertain to particular features of different
computational models, we shall also have to give a few details about some of the
languages. A full description is given at the start of each of the respective chapters.

1.2.1 Typing reflection

In Chapter 3 we study the 𝜌-calculus (Reflective Higher-Order calculus), a language
superficially resembling the𝜋-calculus [83; 86], but equippedwith a form of reflection.2
This gives the 𝜌-calculus some unusual features, notably, structured names, runtime
generation of free names, and the lack of an operator for scoping visibility of names,
all of which pose some interesting difficulties for proofs of encodability and type
system soundness.

Very briefly, communication between processes in the 𝜌-calculus is on named
channels, as in the 𝜋-calculus, but the channel names themselves are not atomic

2The 𝜌-calculus is also the theoretical foundation for the language Rholang (cf. https://rholang.
org), which is a smart-contract language focused on concurrency. However, it has not seen widespread
adoption.

https://rholang.org
https://rholang.org
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identifiers. Instead, they are built from a syntax, which is the same as the syntax for
processes; hence, if 𝑃 is a process, then ⌜𝑃⌝ is a name. Communication is on the form

⌜𝑃1⌝ ⟨|𝑃2|⟩ | ⌜𝑃1⌝(𝑦).𝑃3 → 𝑃3 {⌜𝑃2⌝/𝑦}

meaning that the process 𝑃2 is quoted, thereby turning it into the name ⌜𝑃2⌝, which is
sent along the channel ⌜𝑃1⌝, whence it is received and substituted for 𝑦 within the
continuation 𝑃3. Lastly, a quoted process can be turned back into a running process
by the drop operator, ⌝𝑦⌜. This combination of quote and drop gives the 𝜌-calculus
higher-order characteristics as a by-product.

In the original presentation of this language [80], the authors claimed that the
𝜌-calculus can encode the 𝜋-calculus, claiming full abstraction up to weak, barbed
bisimilarity as correctness criterion for their encoding. However, we give two counter-
examples contradicting this claim. Then, we give a new encoding and prove its
correctness, using a set of encodability criteria close to those proposed by Gorla
in [48], but with some adaptations necessitated by the fact that the 𝜌-calculus uses
structured channel names, which furthermore can be composed at runtime, rather
than atomic identifiers. We also prove a separation result, showing that there cannot
exist an encoding of the 𝜌-calculus into the 𝜋-calculus satisfying the same correctness
criteria. This result is interesting, because it shows that the reflective capabilities of
the 𝜌-calculus make it more expressive than the 𝜋-calculus.

There is a rich body of research on type systems for the 𝜋-calculus; e.g. [83; 126;
100; 37] to name but a few classic works. However, the aforementioned separation
result means that we cannot hope to obtain typability in the 𝜌-calculus through an
encoding into the 𝜋-calculus. Instead we create a type system for the 𝜌-calculus,
similar to the classic simple type system for correct channel usage by Milner [83].
This type system is capable of typing certain ‘well-behaved’ terms, which in particular
include those that are encodings of 𝜋-calculus terms.

This result is in itself hardly surprising, since we already know that the 𝜋-calculus
is typable. Hence, we would expect 𝜌-calculus terms, that behave like 𝜋-calculus
processes, to be typable as well. The interesting point here is rather the limitations we
have to impose on 𝜌-calculus processes to ensure that the subject-reduction theorem
can be proved.3 Specifically, we must require that a process never, during its course
of evaluation, will generate a name of a particular shape.

Name-generation in the 𝜌-calculus is comparable to pointer arithmetics in an
imperative setting, so this requirement can be viewed as a saying that a program
must never generate a pointer to a certain, limited area of the address space. This
property is not a purely syntactical property of the program, and it cannot be ensured
by the type system. Hence, this provides a glimpse of the limitations of the purely

3The Subject-Reduction theorem is the main theorem to be shown in the so-called ‘syntactic approach
to type soundness’ that we follow in most of the chapters, cf. Chapter 2.
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syntactical approach to types that we employ in chapters 3–7. We return to this
matter in a different setting in Chapter 8.

1.2.2 A generic type system

The Ψ-calculus [18; 19] is an ‘abstract process calculus’ or framework, in the sense
that some parts of its syntax and semantics, known as parameters, are left unspecified.
By making different choices for these unspecified parts, subject to a few constraints,
one can obtain concrete instances of the language. In this way, many well-known
process calculi can be obtained as instances, and the Ψ-calculus thus allows all these
to be treated in a uniform way. The Higher-Order Ψ-calculus (HOΨ) [98] is then an
extension of the ‘first-order’ Ψ-calculus with a construct for process mobility, which
further allows higher-order process calculi to be instantiated.

In [61], Hüttel created a generic type system for the ‘first-order’Ψ-calculus, which
allows concrete type systems for Ψ-calculus instances to be obtained as instances of
the type system. In Chapter 4, we extend this work to the Higher-Order Ψ-calculus.
This result is interesting for at least three reasons:

• Firstly, the fact that some of the syntactic categories of HOΨ are left unspecified
(specifically, terms, conditions and assertions) means that we have to impose
certain constraints on the syntactical structure of these sets, in order to ensure
that the subject-reduction theorem holds. These constraints are interesting
in their own right, because they, like the constraint we had to impose on
name generation in the 𝜌-calculus, yield insights into the syntactical features
a language must seemingly possess in order to be typable by the syntactic
approach.

• Secondly, we use the generic type system to create instances of other type sys-
tems, including one for termination in the Higher-Order 𝜋-calculus (HO𝜋) [36];
and one for non-interference in HO𝜋, inspired by the security model of Goguen
and Meseguer [47]. Both of these ensure properties that are also desirable to
have in smart contracts, and we return to both of them in chapters 6–7.

• Thirdly, it turns out that HOΨ, unlike the𝜋-calculus, in fact is able to encode the
𝜌-calculus, as we also show in this chapter. This means we can also instantiate
the generic type system to obtain a type system for the 𝜌-calculus, which is
different from the one we created in Chapter 3. In particular, it imposes a
different kind of restriction on the runtime-generated names; namely, that
name-equivalent names must have the same type. As was the case in Chapter 3,
the type system cannot by itself ensure that this property holds for a 𝜌-calculus
program, so this requirement, in effect, means that the programmer must know
in advance all the names that might be generated at runtime.
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1.2.3 Type correspondence

In Chapter 5, we focus on a third process calculus, 𝑒𝜋, which is an extension of the
𝜋-calculus with polyadic synchronisation vectors. This means that communication
in 𝑒𝜋 is of the form

𝑥1 ⋅ … ⋅ 𝑥𝑛<𝑣> | 𝑥1 ⋅ … ⋅ 𝑥𝑛(𝑦).𝑃 → 𝑃 {𝑣/𝑦}

where each of the names 𝑥𝑖 in the so-called ‘subject vector’ must match, in order for
the communication to succeed. In other words, 𝑒𝜋 uses composite channel names,
rather than just single atomic identifiers. This gives it some similarity to the 𝜌-
calculus, although channels in 𝑒𝜋 are only built from a simple composition of names,
which are themselves atomic identifiers.

The Ψ-calculus can be instantiated to languages with composite channel names
such as 𝑒𝜋, and the generic type system for the (first-order) Ψ-calculus can therefore
also be instantiated to obtain type systems for such calculi. However, all the examples
save one in [61] are for calculi with single, atomic channels, and the sole exception (a
type system for a language with subject vectors of length 2) does not seem adequate
as a type system for 𝑒𝜋, where subject vectors can be of arbitrary length.

On the other hand, there is an obvious similarity between outputs on composite
subjects and ‘name-spaced’ method calls, such as those found in class-based and
object-oriented languages. The 𝑒𝜋 output construct 𝑐 ⋅ 𝑓<𝑣>, which sends out the
value 𝑣 on the composite channel 𝑐 ⋅ 𝑓, is reminiscent of a method call

call 𝑐.𝑓(𝑣)

where the method or procedure 𝑓 is declared in a name space 𝑐, which e.g. could
be a class name. A method definition would then obviously correspond to an input,
𝑐 ⋅ 𝑓(𝑦).𝑃, where 𝑃 is the method body. Using this intuition, we create a simple, class-
based imperative language called WC (While with Classes), along with an encoding of
WC into 𝑒𝜋. Besides method calls, we also have field declarations, which are represented
as outputs, and with reads then corresponding to inputs. Hence, interestingly, fields
(declarations and reads), and methods (declarations and calls) can both be represented
by the same constructs in 𝑒𝜋, but used oppositely.

There does exist a type system for 𝑒𝜋, created by Carbone in [26, Chapter 6.5],
but the structure of the types does not bear any particular semblance to the usual
structures of object-oriented languages. We therefore create a new type system with
named types, which resemble interfaces with signatures for interface members. Then
we carry the correspondence with object-oriented languages further, by giving an
‘expectable’ type system for WC, wherein classes are given interface types, and then
showing that these types can be encoded in the type language for 𝑒𝜋, such that well-
typed WC-terms yield well-typed 𝑒𝜋-processes, when they are passed through the
encoding. This comparison contributes to understanding the relationship between
our types and conventional types for object-oriented languages.
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1.2.4 Types for currency flows

In Chapter 6, we study a safety property for Solidity smart contracts known as call
integrity [51]. This property is desirable, because contracts satisfying it are immune
to reentrancy attacks, which are a form of attack that has resulted in large financial
losses in the past. The property essentially states that a contract 𝐶 satisfies call
integrity, if, for any two execution contexts, all method calls emanating from 𝐶 will
be exactly the same. In other words, the two call-traces, when restricted to calls from
𝐶, must be equal. This is important, because method calls are also used to transfer
currency between contracts. Thus, the property ensures that changing the execution
context (which might be controlled by an attacker) cannot affect the currency flows
from 𝐶.

Unfortunately, showing that a contract satisfies call integrity is difficult, because
the definition involves a quantification over all possible execution contexts. However,
we notice a similarity between call integrity and another, well-known property, namely
non-interference [47]. Both involve a notion of one part of a program being unaffected
by changes in another part, although the notion of ‘effect’ differs: specifically, non-
interference speaks about the memory being unaffected, rather than the execution
trace. This initially means that the two properties are incomparable, as we show in the
chapter. However, surprisingly, we also show that call integrity can be approximated
by a type system that also ensures non-interference. This is possible precisely because
a control-flow in this setting also is a currency-flow, which therefore involves reading
from, and writing to, the memory; specifically to the balance associated with each
contract, which is a special field that holds the amount of currency currently stored
in each contract.

The call integrity property is originally formulated for the language EVM, which
is the low-level bytecode language of the Ethereum blockchain architecture. However,
to make it easier to work with, we first reformulate it in terms of the language
TinySol [12], which models aspects of the Solidity language. In particular, it is able
to model reentrancy attacks. The type system we then create is an adaptation of a
classic type system created by Volpano, Smith and Irvine in [130], using types with
security levels to control the data flow. This type system is originally formulated for a
small, imperative language, without any class-based/object-oriented features, whereas
TinySol represents contracts with a class-like structure. Thus, an important part of
our development lies in determining an appropriate type structure for contracts, such
that the non-interference theorem would still hold.

It turns out that contracts need a pair-type, consisting of both an interface compo-
nent describing the signatures of the contract members (as in WC), and a security level
component. Contracts exist at specific addresses, which can be passed as values, and
the members of a contract are accessed through this address reference. The security
level can therefore be thought of as the type of the address itself, and the interface as
the type of the structure stored at the address.
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Although not explicitly mentioned in the chapter, this realisation goes back to
one of the instantiations of type systems for the Ψ-calculus in Chapter 4, mentioned
above, which also concerned non-interference and security types. The version of
TinySol used in this chapter is little more than WC, with every method having an
extra, mandatory argument for the value parameter, which is easily encodable in
‘plain WC,’ and this could then further be represented in 𝑒𝜋, via the encoding from
Chapter 5. When viewed at the level of 𝑒𝜋, it is clear that each name (corresponding
to addresses, field names and method names) has a dual nature, since names in 𝑒𝜋
can be used both as channels on their own, and in compositions with other names to
build composite channels. The two-component type of addresses can be considered a
reflection of this observation.

1.2.5 Termination by Typing

In Chapter 7, we consider a different, desirable property of smart contracts, namely
termination. As previously mentioned, all validator nodes must execute the code of a
smart contract, if it is invoked in a transaction. This creates a problem, if the smart-
contract language is Turing-complete, since it would allow a malicious user to create
a smart contract containing an infinite loop, which, if invoked by a transaction, would
mean that the state-update function would never terminate. This would effectively
cause a denial-of-service on the network.

The Ethereum blockchain architecture includes a Turing-complete smart-contract
language (EVM, and the high-level language Solidity), so to counter the adverse
effects of infinite loops, it uses a mechanism called gas, which essentially is a fee the
user must pay to schedule a transaction, and which is proportional to the number of
computational steps required to execute the transaction. Hence, the user must pay
(in advance) for the number of computational steps he requests to have executed. In
this way, if the transaction exceeds the number of steps that have been paid for, the
transaction is aborted, and its effects are rolled back, but the user has still paid for
the execution. This prevents infinite loops, and it also gives users an incentive to
schedule shorter transactions.

The gas construct solves the problem for the network, but it simultaneously
creates a new problem for the users: One user may wish to invoke functionality in
a smart contract created by another user, which therefore requires him to know in
advance how many computation steps it will need. If he does not supply sufficient
gas, the transaction will abort, even if it eventually would have terminated, if more
gas had been supplied; and even though any excess gas is paid back to the user, when
the transaction completes, it still might not be desirable to pay too much in advance,
since this excess amount cannot be used for other purposes while the transaction is
running. Furthermore, a user might be faced with a choice between several contracts
that all seemingly provide the same functionality, but nevertheless might differ in the
number of steps they require. In that situation, it is therefore clearly desirable for the
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user to be able to assess which one will require the least amount of computational
steps.

To model this problem in TinySol, we first extend the language with a gas
mechanism, and equip it with a new, small-step operational semantics to be able
to reason about the number of computational steps. Then we devise a type system
which ensures termination of well-typed contracts. This type system is based on one
by Deng and Sangiorgi [37] for the 𝜋-calculus, and also using the same technique as
the instance of the Ψ-calculus type system from Chapter 4. It works by assigning
positive integers to statements, and ensuring that this number always decreases after
a computational step. Thus, the integer associated to a method call acts as an upper
bound on the number of required computational steps, which therefore also means
that we can use this number to provide an upper bound on the amount of gas required
to execute the method call.

The type system is quite straightforward, as it reuses most of the structure from
the type system of Chapter 6, which again is based on the one from Chapter 5 for
WC. The downside is that it disallows all forms of recursive method calls, since the
number associated to a method is part of the type of that method. Hence, if a method
𝑓 requires at most 𝑛 steps, then its body must be typable as using at most 𝑛 − 1 steps,
and it therefore cannot contain calls to methods using more than 𝑛 − 1 steps, which
therefore excludes calls to 𝑓 itself. This limitation is inherited from the type system
in [37], but that paper also provides refinements of this basic type system, which
seek to relax this restriction. Thus, our work in this chapter is only a first step in this
direction. It opens an avenue of future work on similarly extending the type system
for TinySol, which likewise may be guided by the encoding from Chapter 5.

1.2.6 Semantic Typing

In Chapter 8, we extend TinySol with two new programming constructs, delegate
calls and fallback functions, and we provide another small-step operational semantics
for these constructs, extending the work from Chapter 7. We also provide a new
version of the type system from Chapter 6 with a type rule for delegate calls, and we
incorporate the type rules for stacks from the type system in Chapter 7.

In these developments, we also tackle a separate issue with the subtyping of
interfaces used in the type systems of the aforementioned chapters: The subtyping
relation in these type systems all use structural subtyping, meaning that an interface
𝐼1 is judged as a subtype of another interface 𝐼2, if 𝐼2 is a substructure of 𝐼1. This can
lead to infinite recursions, if e.g. a method signature in 𝐼2 itself can take an address of
type 𝐼1 as an input parameter. We solve this problem in Chapter 8 by instead using
explicit inheritance, which also leads to a much simpler subtyping relation.

Delegate calls and fallback functions are needed to model the so-called Parity
Wallet attack [77], which involves an unwanted data flow to a variable, that should
not have been modifiable by an outside user. Hence, this attack should be preventable
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by using the same techniques as the type system with security types from Chapter 6.
However, unfortunately, it is not possible to extend our type system with a type rule
for fallback functions. This construct is untypable by ordinary, syntactic type rules,
because it admits a limited form of reflection into the language, which causes problems
w.r.t. typability, just as we saw in the case of the type systems for the 𝜌-calculus
in Chapter 3 and Chapter 4. Again, we encounter a limitation of the approach to
type soundness, known as the syntactic approach, which we have hitherto employed.
This approach is straightforward and well-suited to handle safety properties that are
essentially syntactic in nature, but is equally ill-suited when this is not the case.

In Chapter 8 we therefore employ a different approach, sometimes called the
semantic approach [23; 9; 8; 7; 67; 123]. The key idea is that the semantics of the types
(i.e. theirmeaning) is defined separately, and the type rules are then proved admissible,
i.e. proved to preserve the semantics of the types, rather than simply given a priori.
Types and type judgments are thus more akin to logical predicates, rather than just
‘tags’ on various syntactical constructs, and any piece of code that can be shown
to behave in accordance with the constraints imposed by the types (predicates) are
therefore safe, regardless of whether this is inferred by the type rules or shown by a
separate ‘manual’ proof.

Using the semantic approach, we can take advantage of the immutable nature of
the blockchain and allow contract creators to supply ‘manual proofs’ of safety for
usages of untypable constructs such as the fallback function, along with the code
itself as a form of ‘proof-carrying code’ [88]. This gives us a mechanism by which
users of such code can still obtain guarantees about its safety, even when the code
cannot be judged type-safe.

Our approach to semantic typing is based on coinduction, following the work
of Caires [23]. This allows us to adapt the work of Pous and Sangiorgi [106] on
enhancements of the bisimulation proof-technique, to create up-to techniques for
typing interpretations, which can be used to reduce the size of manual proofs of type
safety. These techniques allow proofs to be smaller, and thereby both easier to find
and to verify, which is important for the practical applicability of our approach. The
work by Pous and Sangiorgi is formulated in the field of process calculi, so this also
serves as another example of how tools and techniques from this area may be used in
the (seemingly) quite different setting of an imperative, class-based smart-contract
language. Thus, Chapter 8 ties together the strands of all the previous chapters.

* * *

In this chapter, we have presented a broad overview of our results, and how they
relate to each other. To summarise, our main results are (1) a simple type system for
the 𝜌-calculus, which was motivated by the encodability and separation results w.r.t.
the 𝜋-calculus; (2) a generic type system for HOΨ, which provides a guiding structure
for our later developments of type systems; (3) a typed encoding of the language WC
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into 𝑒𝜋, which relates our work on process calculi to the class-based/object-oriented,
imperative paradigm; (4) a type system with security types for TinySol, which
ensures non-interference and also can be used to ensure call-integrity; (5) a small-step
operational semantics for TinySol, extended with a gas mechanism, and a simple type
system for preventing out-of-gas exceptions; and finally (6) a semantics of security
types for a version of TinySol extended with delegate calls and fallback functions.
As type systems are the common theme in our results, we shall give a short, high-
level introduction to this topic in the next chapter, before embarking on the detailed
presentation of our results.
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2 Some background on type systems

Any type system should be seen as a compositional, decidable, and
(usually incomplete) proof system for a specialized logic.

Luís Caires [23]

Type systems are routinely employed in most programming languages to rule
out terms, that are well-formed according to the syntax, but nevertheless might not
be well-behaved, in the sense that they might give rise to a runtime error. They are
usually divided into typing disciplines based on what the types represent; e.g. data
types, behavioural types, dependent types, and so forth. In this dissertation we focus
specifically on type systems for data types, in which base types represent sets of data,
and the notions of safety, that we are interested in, are some form of invariant on
how these data are used during the execution of a program.

Despite the differences in the type systems we shall present, they nevertheless
share a common structure, which we shall review in the present chapter at a high
level, to provide the reader with a view of the intuitions and guiding principles behind
these type systems. For a more thorough introduction to type systems see e.g. [101].

2.1 Types and safety

Assumewe have a programming languageℒ ≜ (𝒫,→), where𝒫 is the set of programs,
ranged over by 𝑃, and→ is the transition relation→ ⊆ 𝒫×𝒫, giving the operational
semantics in terms of a transition system. We write→∗ for the reflexive and transitive
closure of→. An example of such a language could be the following:1

𝑃 ∶∶= halt terminate the thread
|| 𝑃1 par 𝑃2 parallel execution
|| func 𝑓(𝑥) { 𝑃 } function declaration
|| call 𝑓(𝑧) function call
|| new 𝑥 in 𝑃 private name declaration
|| rep 𝑃 repeated execution

1This language is of course just the asynchronous 𝜋-calculus [83] with a slightly modified syntax.
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However, we do not need to assume any specific details about the syntax, semantics
or even the programming paradigm for the purpose of this high-level description.

We shall assume a language of types 𝒯, ranged over by 𝑇. Exactly what it makes
sense to ascribe types to will depend on the specific features of the language, as well
as the intended notion of safety. In an imperative language, types would usually be
given to variables, function names, and other named constructs, such as records or
classes. In a functional language, they would be given to variable names and function
abstractions, and so on. In the case of ℒ above, we assign types to the set of identifier
names𝒩 occurring in the programs (variable names and function names), ranged
over by 𝑓, 𝑥, 𝑦, 𝑧.

Next, we need the notion of a type environment

Γ ∈ ℰ ∶∶= 𝒩 ⇀ 𝒯

to record assumptions about the types of names. It is defined as a partial function
from names to types, which can be viewed as a list of tuples (𝑥1, 𝑇1),… , (𝑥𝑛, 𝑇𝑛),
where the 𝑥𝑖 are pairwise distinct, alternatively written as 𝑥1 ∶ 𝑇1,… , 𝑥𝑛 ∶ 𝑇𝑛. Thus
we denote by Γ, 𝑥 ∶ 𝑇 the type environment Γ extended with the assumption that 𝑥
has type 𝑇.

The notion of a runtime error is captured by an error predicate WrongΓ(𝑃), which
is defined syntactically and depends on Γ; i.e. we should be able to conclude whether
WrongΓ(𝑃) holds now for any 𝑃, by inspecting only the syntax of 𝑃 (and the assump-
tions in Γ). As an example, suppose the set𝒩 is partitioned into function names 𝒩𝑓,
and value names 𝒩𝑣. We distinguish them by assigning a type nil to value names, and
we add types to the declarations of new names, i.e. we now write new 𝑥 ∶ 𝑇 in 𝑃
to indicate that 𝑥 is of type 𝑇. A simple example of an error predicate could then be

WrongΓ(halt) ≜ F

WrongΓ(func 𝑓(𝑥) { 𝑃 }) ≜ Γ(𝑓) = nil

WrongΓ(call 𝑓(𝑧)) ≜ Γ(𝑓) = nil

WrongΓ(𝑃1 par 𝑃2) ≜ WrongΓ(𝑃1) ∨WrongΓ(𝑃2)

WrongΓ(new 𝑥 ∶ 𝑇 in 𝑃) ≜ WrongΓ,𝑥∶𝑇(𝑃)

WrongΓ(rep 𝑃) ≜ WrongΓ(𝑃)

The predicate expresses that it is wrong to use a value-name as a function. Thence
we can define the now-safe predicate

NSafeΓ(𝑃) ≜ ¬WrongΓ(𝑃)

which expresses that 𝑃 is safe to execute for at least one step. Thus, if NSafeΓ(𝑃)
holds, we say that 𝑃 is now-safe. We can now define a family of step-indexed safety
predicates 𝑛-SafeΓ(𝑃), such that (𝑛 + 1)-SafeΓ(𝑃) implies
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1. NSafeΓ(𝑃), and

2. 𝑃 → 𝑃′ ⟹ 𝑛-SafeΓ(𝑃′)

andwith 1-SafeΓ(𝑃) ≜ NSafeΓ(𝑃). Thus 𝑛-SafeΓ(𝑃) expresses that 𝑃 is safe to execute
for up to 𝑛 steps. Then, in the limit where 𝑛 → ∞, we obtain a set of terms that will
be safe to execute for all steps. If∞-SafeΓ(𝑃) holds, then 𝑃 is invariantly now-safe,
hence we say that it is runtime safe, or simply just safe. We shall denote this as
SafeΓ(𝑃), defined thus:

SafeΓ(𝑃) ≜ 𝑃 →∗ 𝑃′ ∧ NSafeΓ(𝑃′)

Now, for each 𝑛, let 𝑛-SafeΓ denote the largest set of programs satisfying the
𝑛-SafeΓ(⋅) predicate, i.e.

𝑛-SafeΓ ≜ { 𝑃 ∣ 𝑛-SafeΓ(𝑃) }

and with SafeΓ ≜ { 𝑃 ∣ SafeΓ(𝑃) }. Then it should be clear that

𝒫 ⊇ 1-SafeΓ ⊇ 2-SafeΓ ⊇ … ⊇ 𝑛-SafeΓ ⊇ … ⊇ SafeΓ

2.2 Typing interpretations

Another way to view the matter is to consider a Γ-indexed family of sets of programs
ℛΓ, that all satisfy the type assumptions in Γ. Following Caires [23] we shall call such
a set a typing interpretation of Γ; the basic idea is that the semantics (i.e. meaning) of
a type can be expressed as the set of terms that behave according to that type. The
definition of ℛΓ will be coinductive, closely mirroring the definition of the 𝑛-SafeΓ(⋅)
predicate above; i.e. something like the following:

Definition 1 (Typing interpretation). A typing interpretationℛΓ is a Γ-indexed family
of sets of programs, such that
𝑃 ∈ ℛΓ ⟹

1. NSafeΓ(𝑃), and

2. 𝑃 → 𝑃′ ⟹ 𝑃′ ∈ ℛΓ. �

Other conditions may also have to be added, depending on specific features of the
language. For example, if the transition is on a declaration of a new variable 𝑥 of type
𝑇, it would have to be appended to the type environment, and in that case we would
instead have to find a new typing interpretation for this extended type environment,
such that it contains the reduct 𝑃′.

The definition of a typing interpretation for some Γ can also be given in terms of
a monotonic endofunction 𝑓Γ (parametrised by Γ) over the complete lattice (2𝒫, ⊆),
defined thus:
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Definition 2 (Function 𝑓). Let ℛ ⊆ 𝒫 and let 𝑓Γ ∶ 2𝒫 → 2𝒫 be defined such that
𝑃 ∈ 𝑓Γ (ℛ) iff

1. NSafeΓ(𝑃), and

2. 𝑃 → 𝑃′ ⟹ 𝑃′ ∈ ℛ. �

Lemma 1. 𝑓Γ is monotonic.

Proof. We must show that

ℛ1 ⊆ ℛ2 ⟹ 𝑓Γ (ℛ1) ⊆ 𝑓Γ (ℛ2) .

Thus we assume that ℛ1 ⊆ ℛ2, and we must now show that

∀𝑃 . 𝑃 ∈ 𝑓Γ (ℛ1) ⟹ 𝑃 ∈ 𝑓Γ (ℛ2) .

Therefore, assume that 𝑃 ∈ 𝑓Γ (ℛ1). We then check the conditions for 𝑃 ∈ 𝑓Γ (ℛ2):

1. NSafeΓ(𝑃). We know that 𝑃 ∈ 𝑓Γ (ℛ1), which implies that NSafeΓ(𝑃) (condi-
tion 1). Thus this holds.

2. 𝑃 → 𝑃′ ⟹ 𝑃′ ∈ ℛ2. We know that 𝑃 ∈ 𝑓Γ (ℛ1), which implies that 𝑃′ ∈ ℛ1
(condition 2). By assumption, ℛ1 ⊆ ℛ2, so we conclude that 𝑃′ ∈ ℛ2. Thus
this holds.

This proof would of course have to be extended for any extra conditions added to
Definition 1.

We now have that ℛ is a typing interpretation for Γ precisely when ℛ ⊆ 𝑓Γ (ℛ),
i.e. when ℛ is a post-fixed point of 𝑓Γ. Now, by Tarski’s fixed-point theorem (see e.g.
[60]), the greatest fixed-point for 𝑓Γ, written 𝜈ℛΓ, is given by

𝜈ℛΓ ≜⋃{ℛ ∈ 2𝒫 ∣ ℛ ⊆ 𝑓Γ (ℛ) }

i.e. by the union of all the post-fixed points of 𝑓Γ. We say 𝜈ℛΓ is the typing of Γ.
Even in this very generic setting, we can use this definition to show a few proper-

ties of our typing interpretations:

Corollary 1. For any Γ, 𝜈ℛΓ is the largest typing interpretation of Γ.

Proof. We must show two things:

1. That for any choice of Γ, every ℛΓ is contained in 𝜈ℛΓ. This follows directly
from the definition of 𝜈ℛΓ.
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2. 𝜈ℛΓ is itself a typing interpretation. Here we check the conditions of Defini-
tion 1: If 𝑃 ∈ 𝜈ℛΓ then we know there exists a ℛΓ such that 𝑃 ∈ ℛΓ. We can
therefore conclude:

a) Since 𝑃 ∈ ℛΓ we know that NSafeΓ(𝑃).
b) If 𝑃 → 𝑃′ then we know that 𝑃′ ∈ ℛΓ. Since ℛΓ ⊆ 𝜈ℛΓ, we therefore

conclude that also 𝑃′ ∈ 𝜈ℛΓ.

We note that this formulation of 𝜈ℛΓ is very reminiscent of the definition of bisimi-
larity over a transition system as the largest bisimulation.

Conversely, we also have that the least fixed point is the intersection of all pre-fixed
points of 𝑓Γ. This yields the empty set ∅, which then is the least typing interpretation
for any Γ. We can also easily show this by checking the conditions of Definition 1,
since both of them hold vacuously. Then, since ∀ℛ ⊆ 𝒫, we have that ∅ ⊆ ℛ, and
we therefore have that ∅ is the least set of programs satisfying the conditions in
Definition 1. Thus, the least typing interpretation is rather uninteresting, since all
it tells us is that we may be able to find two typing interpretations for the same Γ
which nevertheless have no elements in common.

Corollary 2 (Runtime safety). For any Γ, if 𝑃 ∈ 𝜈ℛΓ then SafeΓ(𝑃).

Proof. From 𝑃 ∈ 𝜈ℛΓ, and by the definition of 𝜈ℛΓ, we know there exists a typing
interpretationℛΓ such that 𝑃 ∈ ℛΓ. We shall first show a slightly different statement:

𝑃 ∈ ℛΓ ∧ 𝑃 →∗ 𝑃′ ⟹ NSafeΓ(𝑃′)

Now assume that 𝑃 →∗ 𝑃′. Then we know there exists a transition sequence of
length 𝑛 ≥ 0 such that

𝑃 = 𝑃0 → …→ 𝑃𝑛 = 𝑃′

We proceed by induction on the length of the transition sequence.

• Case 𝑛 = 0 (base case): Here 𝑃0 = 𝑃, and by Condition 1 of Definition 1, we
have that 𝑃 ∈ ℛΓ ⟹ NSafeΓ(𝑃).

• Inductive case: Assume the statement holds for all 𝑘, such that 0 < 𝑘 < 𝑛. We
show that it holds for 𝑘 + 1 as well.
By Condition 2 of Definition 1, we have that 𝑃𝑘 → 𝑃𝑘+1 ⟹ 𝑃𝑘+1 ∈ ℛΓ, and
by Condition 1 we have that 𝑃𝑘+1 ∈ ℛΓ ⟹ NSafeΓ(𝑃𝑘+1).

Hence, 𝑃 ∈ ℛΓ implies that NSafeΓ(𝑃′) holds for any 𝑃′ such that 𝑃 →∗ 𝑃′,
which is precisely the definition of SafeΓ(𝑃).

We can also show the converse of Corollary 2:
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Corollary 3. For any Γ, if SafeΓ(𝑃) then 𝑃 ∈ 𝜈ℛΓ.

Proof. Assume SafeΓ(𝑃); then by definition, 𝑃 ∈ SafeΓ. We then show that SafeΓ is a
typing interpretation by checking the conditions of Definition 1:

Pick any 𝑄 ∈ SafeΓ. Then from the definition of SafeΓ, we know that SafeΓ(𝑄)
holds.

• From the definition of SafeΓ(⋅), we know that SafeΓ(𝑄) implies NSafeΓ(𝑄).
This satisfies the first condition.

• From the definition of SafeΓ(⋅), we know that SafeΓ(𝑄) implies that if 𝑄 → 𝑄′,
then SafeΓ(𝑄′) holds as well. This satisfies the second condition.

Thus we conclude that SafeΓ indeed is a typing interpretation. By Definition 1,
we therefore also have that SafeΓ ⊆ 𝜈ℛΓ.

By Corollary 2 and Corollary 3 we thus get that 𝜈ℛΓ ⊆ SafeΓ and SafeΓ ⊆ 𝜈ℛΓ,
and therefore that 𝜈ℛΓ = SafeΓ. This is indeed what we would expect a sensible
definition of the largest typing interpretation to mean.

2.3 Well-typedness

While generic, the results in the preceding section give us a proof technique for show-
ing that a term 𝑃 is safe, relative to the set of typing assumptions in Γ. By Corollary 2,
we just need to find a typing interpretation ℛΓ such that 𝑃 ∈ ℛΓ. However, this task
may be difficult, since even the least typing interpretation containing 𝑃 may be large,
and we have to check that the conditions hold for every element in our candidate
typing interpretation. This is of course problematic, since we want an efficient and
automatic decision procedure for checking the safety of our programs.

Rather than using typing interpretations directly, the core idea in a type system
is instead to define another, decidable predicate, which we for now shall refer to as
WellTypedΓ(𝑃). If WellTypedΓ(𝑃) holds, we say that 𝑃 is well-typed ; and, conversely,
if ¬WellTypedΓ(𝑃) holds, we say that 𝑃 is ill-typed.

The idea is that the predicate WellTypedΓ(𝑃) must be defined such that it is a
sound approximation to the set of programs that are runtime safe. Like above, we can
also consider WellTypedΓ to be the largest set of programs for which the predicate
WellTypedΓ(⋅) holds; i.e.

WellTypedΓ ≜ { 𝑃 ∣ WellTypedΓ(𝑃) }

Now note the following:

• The fact that it is a sound approximation means precisely that WellTypedΓ ⊆
SafeΓ, or equivalently that WellTypedΓ ⊆ 𝜈ℛΓ.
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Well-typed

Slack

All programs
1-SafeΓ programs
2-SafeΓ programs

∞-SafeΓ = SafeΓ = 𝜈ℛΓ

Figure 2.1: The relationship between the sets of safe and well-typed programs for a
sound, but incomplete, type system. The difference between these two sets constitute
the slack of the type system, here depicted as the hatched area.

• If instead it were a complete approximation, then we would have that SafeΓ ⊆
WellTypedΓ, which would mean thatWellTypedΓ also might contain terms that
are not in SafeΓ, thereby defeating the purpose of the type system.

• If it were both sound and complete, we would have that WellTypedΓ ⊆ SafeΓ
and SafeΓ ⊆ WellTypedΓ, and thus that WellTypedΓ = SafeΓ, which is rarely
possible, lest the type system would become undecidable.2

Precisely because WellTypedΓ is only a sound approximation to SafeΓ, we will
therefore generally have that WellTypedΓ ∩ SafeΓ ≠ ∅, and the difference between
these two sets, SafeΓ \WellTypedΓ, is commonly referred to as the slack of the type
system. We illustrate this concept in figure 2.1

Another way to characterise the notion of slack is the following: Within systems of
formal reasoning, we distinguish between statements that are provable and statements
that are true. Statements that are true are those that can be considered true with
respect to some structure; whilst the provable statements are those for which we can
construct a proof using a system of deduction, i.e. a system of inference rules. This
difference is captured by the use of two different turnstile symbols:

2Setting WellTypedΓ to be the empty set of programs would trivially yield a sound approximation
of SafeΓ. On the other hand, defining WellTypedΓ as the set of all programs would give us a complete
approximation of SafeΓ. However, neither of those approximations would be typically meaningful, since
we expect at least some program to be well-typed and some other to be ill-typed.
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• The syntactic consequence ⊢ represents provability; i.e. Γ ⊢ 𝜑 reads the state-
ment 𝜑 is provable, given Γ.

• The semantic consequence ⊨ indicates truth; i.e. Γ ⊨ 𝜑 reads the statement 𝜑 is
true, given Γ.

To further illustrate the difference between provable and true statements, we note
that it is possible for a statement to be provable, but at the same time not be true. In
this case, we say that the proof system is unsound. Conversely, we say that a proof
system is sound if it is the case that every provable statement is also true, as illustrated
by the following implication:

Γ ⊢ 𝜑 ⟹ Γ ⊨ 𝜑

which has a counterpart in the form of completeness, that holds when it is the case
that every statement that is true also has a proof, illustrated as follows:

Γ ⊨ 𝜑 ⟹ Γ ⊢ 𝜑

In summary, we say that a deductive system is sound if it only allows us to prove
statements that are true; and complete if every true statement can be proved using the
system. This gives rise to a formal characterisation of the slack of a type system, as
the programs that are not well-typed, but nevertheless are well-behaved ; i.e. runtime
safe. In terms of provability and truth, if we consider the statements 𝜑 to be about
the safety of programs, the slack of the type system consists of the statements that
are true (here SafeΓ(𝑃)), but are not provable with the rules of the system (here, by
the predicate WellTypedΓ(𝑃)).

2.4 Syntactic typing

The common approach to type soundness, sometimes known as syntactic typing, was
introduced by Wright and Felleisen in [133]. It begins by defining the WellTypedΓ(𝑃)
predicate as a typing relation⊢⊆ ℰ×𝒫 between type environments and terms, which
is given in terms of a set of syntax directed, compositional inference rules of the form

[t-rule]
Γ ⊢ 𝑃1 … Γ ⊢ 𝑃𝑘
Γ ⊢ op (𝑃1,… , 𝑃𝑘)

Here, the statement Γ ⊢ 𝑃 is known as a (syntactic) type judgment and reads 𝑃 is
well-typed, given Γ.3 We recognise the use of the single turnstile symbol here in the
type judgement, since it precisely denotes that we can prove the statement Γ ⊢ 𝑃 by
using the rules defining the typing relation ⊢.

3Note that, if we were giving explicit types to programs, then the statement would instead be Γ ⊢
𝑃 ∶ 𝑇 , and we would say that 𝑃 is well-typed (relative to Γ) if it can be given any type 𝑇 .
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The syntactic typing approach relies on two results to show soundness for the
type system. The first is variously known as safety or progress,4 and is of the following
general form:

Theorem 1 (Safety). Γ ⊢ 𝑃 ⟹ NSafeΓ(𝑃).

This is proved by showing that the set 1-SafeΓ of all now-safe terms is closed
forward under the rules for type judgments. Thus we proceed by induction in the
rules for type judgments, by checking at each step that the NSafeΓ(⋅) predicate is
satisfied (i.e. that the WrongΓ(𝑃) predicate does not apply). By this result, we know
that, if Γ ⊢ 𝑃, then at least NSafeΓ(𝑃) holds too. In terms of figure 2.1, 𝑃 is at least
within the set of 1-SafeΓ programs.

The second result is variously known as subject reduction or preservation, and it
states that the property of well-typedness is preserved by the semantics:

Theorem 2 (Preservation). Γ ⊢ 𝑃 ∧ 𝑃 → 𝑃′ ⟹ Γ ⊢ 𝑃′.

This result assures us that a well-typed term cannot reduce to an ill-typed term.
The proof proceeds again by induction, but this time on the rules defining the oper-
ational semantics; i.e. the relation →⊆ 𝒫 × 𝒫. It is somewhat more involved than
the other theorem, as it usually (depending on the language and the type system)
requires a number of auxiliary lemmas; most notably strengthening and weakening of
the type environment. Let fn (𝑃) denote the set of free names of 𝑃:

Lemma 2 (Strengthening). Γ, 𝑥 ∶ 𝑇 ⊢ 𝑃 ∧ 𝑥 ∉ fn (𝑃) ⟹ Γ ⊢ 𝑃.

The strengthening lemma states that we can throw away unused type assumptions;
i.e. assumptions about the type of a name, if that name does not occur free in the
program we are typing. Thus we ‘strengthen’ Γ by discarding unused assumptions.
Its converse, or counterpart, is the weakening lemma:

Lemma 3 (Weakening). Γ ⊢ 𝑃 ∧ 𝑥 ∉ fn (𝑃) ⟹ Γ, 𝑥 ∶ 𝑇 ⊢ 𝑃.

It states that we can add assumptions about types of names, if those names do not
occur free in the program we are currently typing. Thus we ‘weaken’ Γ by adding
more assumptions than we actually need. Both of the aforementioned two lemmas
are usually simple to prove by induction on the type rules. Other lemmas may also
be needed, depending on the language and exact formulation of the semantics.

On a side note, it might here be worth noting an interesting property of weaken-
ing and strengthening in light of our previous discussion of typing interpretations:
We speak of weakening of a type environment, when we extend it with extra type

4The name progress comes from a particular application of type systems, where the notion of now-
safety checks that the program is not stuck. Hence, the theorem ensures that the program can make
progress, by taking at least one more computational step.
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information, e.g. Γ, 𝑥 ∶ 𝑇, and conversely of strengthening, when we remove an
unused type entry. However, when we consider the largest typing interpretation
for some Γ, then weakening the type environment will correspond to strengthening
the typing interpretation, in the sense that 𝜈ℛΓ,𝑥∶𝑇 ⊆ 𝜈ℛΓ. This is quite intuitive,
since the type entries in Γ can be regarded as constraints on the usage of names, and
thus adding more constraints can at most remove some programs from the set of
programs that use all names in accordance with these constraints. Weakening (of the
type environment) thus resembles a property of monotonicity of a certain function on
the set of typing interpretations.

The preservation theorem does not mention the SafeΓ(⋅) predicate, but by com-
bining the two theorems, we obtain the desired result of type system soundness:

Corollary 4 (Soundness). Γ ⊢ 𝑃 ⟹ SafeΓ(𝑃).

Proof. By the definition of SafeΓ(𝑃), we have that 𝑃 → 𝑃′ and NSafeΓ(𝑃′). We shall
first show a slightly different statement:

Γ ⊢ 𝑃 ∧ 𝑃 →∗ 𝑃′ ⟹ NSafeΓ(𝑃′)

Now assume that 𝑃 →∗ 𝑃′. Then we know there exists a transition sequence of
length 𝑛 ≥ 0 such that

𝑃 = 𝑃0 → …→ 𝑃𝑛 = 𝑃′

We proceed by induction on the length of the transition sequence.

• Base case (𝑛 = 0): Here 𝑃 = 𝑃′, since no transitions are performed. Then by
Theorem 1 (Safety) we know that Γ ⊢ 𝑃 ⟹ NSafeΓ(𝑃)

• Inductive case: Assume the statement holds for all 𝑘, such that 0 ≤ 𝑘 ≤ 𝑛. We
show that it holds for 𝑘 + 1 as well.
We know Γ ⊢ 𝑃𝑘. If 𝑃𝑘 → 𝑃𝑘+1, then by Theorem 2 (Preservation) we also have
that Γ ⊢ 𝑃𝑘+1, and by Theorem 1 (Safety) that NSafeΓ(𝑃𝑘+1).

Hence, Γ ⊢ 𝑃 implies that NSafeΓ(𝑃′) holds for any 𝑃′ such that 𝑃 → 𝑃′, which
is precisely the definition of SafeΓ(𝑃).

Notice the similarity between the proof of Corollary 4 and Corollary 2 above. The
Soundness result thus expresses that well-typedness is preserved by all transition
steps, and as well-typedness implies now-safety, we therefore get that well-typedness
implies invariant now-safety, which is the definition of safety.

* * *
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In this chapter, we have described the general concepts and structure of the syntactic
approach to type soundness. The reasoning is quite intuitive and straightforward,
which is one of the great advantages of this approach. We shall see these concepts
appearing in slightly different guises throughout Chapters 3–7.

However, the presentation has also illustrated a drawback of the syntactic ap-
proach: There will always be programs 𝑃 that reside in the slack of a syntactic type
system. This is a fundamental limitation, since the typing relation ⊢ can only provide
a sound approximation to the set SafeΓ of runtime safe programs.

Furthermore, even in case we can formally prove that 𝑃 in fact would be safe to
execute, for example by directly giving a typing interpretation ℛΓ such that 𝑃 ∈ ℛΓ,
we cannot readily use this knowledge to make any program containing 𝑃 typable.
That is, we cannot use the type system to reason about ‘unsafe code’ such as 𝑃, even
if we could encapsulate 𝑃 in an abstraction and formally show that the abstraction
actually is safe to use (i.e. that it still preserves the invariant(s) of the safety predicate).
This is a limitation, since abstractions (procedures, functions, classes etc.) are common
in programming: a syntactic type system cannot easily be used to reason at the level
of abstractions, since it analyses the syntax. Thus, we cannot use abstractions to ‘hide’
(i.e. encapsulate) the unsafe portions of the code without breaking well-typedness.
We shall return to this matter in Chapter 8.
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Part II

Contributions





3 The Reflective Higher-Order Calculus:
Encodability, Typability and Separation1

3.1 Introduction

Process calculi are formalisms for modelling and reasoning about concurrent and
distributed computations; a prominent example is the 𝜋-calculus of Milner, Parrow
and Walker [86; 83]. These languages commonly begin by assuming a countably
infinite set of atomic names 𝒩, ranged over by 𝑥, 𝑦, 𝑧. This is not an unreasonable
assumption for most purposes, but it does leave open the question of how this set of
names actually should be interpreted, e.g. if we were to create an implementation of
the 𝜋-calculus or one of its variants [126; 103; 42].

A similar issue arises with the scoping operator (𝛎𝑥)𝑃, which is used to declare a
new name 𝑥 with visibility limited to 𝑃. Here the question becomes how in practice to
implement this limited visibility. One possibility is to use the Barendregt convention
[11] and choose all bound names such that they are unique, but this, in turn, begs the
question of how we should choose a new name 𝑥, such that it is actually ensured to
be unique. For a process modelling a program running on a single computer, this can
easily be solved, e.g. with a counter; but if the process models a distributed system,
with programs running on distinct computers, the solution is less obvious. These
issues are not directly handled in the 𝜋-calculus model, but only become apparent
when we consider a more practical implementation of the set of names.

A radically different approach is taken in the Reflective Higher-Order (RHO or
𝜌) calculus proposed by Meredith and Radestock in [80]. These authors instead
begin by positing that the set of names is built by a syntax, similar to the syntax
for processes, and thus generated from a finite set of elements. One could imagine
different possibilities for this syntax, but Meredith and Radestock here make the
unusual choice of letting names be ‘quoted’ processes, written ⌜𝑃⌝. Thus, if 𝑃 is

1The material in this chapter first appeared in a short abstract presented at the 32nd Nordic Workshop
on Programming Theory (NWPT) in 2021 [73]. A more expanded version then appeared in the proceedings
of EXPRESS/SOS in 2022 [74]. Finally, I was invited to submit a journal version of the paper, which was
published in Information & Computation in 2024 [76]. This revision included a correction of a fatal error in
the separation result (see Section 3.8). The present chapter is equivalent to the journal version, except for
some minor, typographical adjustments.
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a process, then ⌜𝑃⌝ is a name. This creates a mutually recursive definition, since
processes also contain names.

In the 𝜌-calculus, runtime name generation is handled by the lift construct 𝑥 ⟨|𝑃|⟩,
which quotes the process 𝑃, thereby creating the name ⌜𝑃⌝, and outputs it on 𝑥; thus
name generation is handled explicitly in the 𝜌-calculus, rather than implicitly by a
𝜋-calculus style 𝜈-operator. The newly generated name can then be received by an
input construct as in the 𝜋-calculus. Reductions in the 𝜌-calculus are thus of the form

𝑥(𝑦).𝑃1 | 𝑥 ⟨|𝑃2|⟩ → 𝑃1 {⌜𝑃2⌝/𝑦}

This is the second peculiarity of this calculus, since the newly generated name will
be free in the continuation of the corresponding input and therefore also observable
if substituted for the subject of an input or lift. As we shall see in section 3.8, this
feature is crucial for showing a separation result w.r.t. the 𝜋-calculus.

Another special construct in this calculus is the drop construct, written ⌝𝑥⌜, which
removes the quotes of the name to run the process within them similar to a process
variable 𝑋 in e.g. HO𝜋 [110; 109]. The combination of the lift and drop constructs,
and the duality of processes and names, thus enable higher-order behaviour (i.e.
process mobility), and it is also the reason for the ‘reflective’ epithet in the name of
this calculus. It derives from Smith [117], who defined reflection as the ability of
a program to turn code into data, compute with it, modify it, and turn it back into
running code.

Although superficially quite similar to the 𝜋-calculus, these features suggest that
the 𝜌-calculus is actually rather different. As argued above, the use of structured terms
as names and explicit name generation seem more realistic from an implementation
perspective, as it places the problems of choosing the next name and of ensuring
freshness within the language itself, rather than simply assuming that these features
just work behind the scenes. However, providing a solution to these problems is
not trivial, as we shall see below. For example, in [80] Meredith and Radestock also
propose an encoding of the asynchronous, choice-free fragment of the 𝜋-calculus
into the 𝜌-calculus, reviewed in section 3.3, but as we shall show in section 3.4, this
encoding contains two fatal errors invalidating their correctness result.

In what follows, we shall instead propose a different encoding of the 𝜋-calculus
into the 𝜌-calculus (Section 3.6) and formally prove its correctness w.r.t. a number
of encodability criteria closely related to those proposed by Gorla [48] (Section 3.5),
but with some adaptations necessitated by the aforementioned peculiar features of
the 𝜌-calculus (Propositions 1-5 and Corollary 5). Then, in section 3.7, we create a
simple type system for the 𝜌-calculus to check that the names generated at runtime
in the encoding of the 𝜋-calculus are used correctly. This serves as an example to
illustrate the second peculiarity of the 𝜌-calculus, namely that the newly generated
names are free in the continuation of an input. Lastly, we return to the matter of
encodability in section 3.8, where we use the same encodability criteria to derive a
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separation result, showing that there cannot be an encoding of the 𝜌-calculus into
the 𝜋-calculus satisfying the same criteria (Theorem 4). This result, too, relies on the
visibility of the generated names.

The separation result is quite surprising, and it suggests that we cannot always
just reduce higher-order behaviour to the first-order paradigm, as Sangiorgi was able
to do with HO𝜋 in [109]. This is because higher-order behaviour in the 𝜌-calculus is
not just an extension on top of an already computationally complete language, as it is
the case with HO𝜋 which extends the ‘first-order’ 𝜋-calculus, but rather appears as a
special case of the more general phenomenon of reflection, where processes (code)
are communicated without modification.

This chapter is an extended and revised version of a previous paper [74]. Addi-
tional explanations and examples have been added to the presentation of the 𝜌-calculus
(section 3.2) and the definition of the encoding (section 3.6), as well as full proofs of
correctness of the encoding (Propositions 1-5). Furthermore, the type system and
associated proofs presented in section 3.7 are also new. Longer proofs are deferred to
the end of the chapter; they can be found in Section 3.11.

3.2 The Reflective Higher-Order calculus

In this section, we first review the 𝜌-calculus, following Meredith and Radestock in
[80], and then proceed to give some examples of its usage.

Definition 3 (𝜌-calculus syntax). The syntax of the 𝜌-calculus is:

𝑃 ∈ 𝒫𝜌 ∶∶= 𝟎 nil
|| 𝑃1 | 𝑃2 parallel
|| 𝑥 ⟨|𝑃|⟩ lift
|| 𝑥(𝑦).𝑃 input
|| ⌝𝑥⌜ drop

𝑥, 𝑦 ∈ 𝒩 ∶∶= ⌜𝑃⌝ quote �

The lift and drop constructs have already been described above. The remaining
three constructs are as in the 𝜋-calculus: The nil process is the inactive process; the
parallel construct is the parallel composition of processes 𝑃1 and 𝑃2; and the input
construct is a blocking operation, awaiting a communication on the channel 𝑥 of
some name, which upon reception will be bound to 𝑦 in the continuation 𝑃.

The semantics is given in terms of a reduction system. As usual, we shall firstly
need a notion of structural congruence on processes, written ≡. We shall postpone its
precise definition slightly, but the intuition is that 𝑃1 ≡ 𝑃2 denotes that 𝑃1 and 𝑃2 are
the same process, up to some insignificant structural change, such as reordering of
components in parallel composition or a change of bound names (𝛼-conversion).
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Now, since names are quoted processes, this notion of structural congruence is
extended to the set of names:

Definition 4 (Name equivalence). The name equivalence relation, written ≡𝒩 , is the
least equivalence on names closed under the following rules:

[n-struct]
𝑃1 ≡ 𝑃2

⌜𝑃1⌝ ≡𝒩 ⌜𝑃2⌝
[n-drop]

𝑥1 ≡𝒩 𝑥2
⌜⌝𝑥1⌜⌝ ≡𝒩 𝑥2 �

The point of [n-struct] is that if the processes within quotes have the same
structure (up to structural congruence), then the quoted processes should also repre-
sent the same name. Furthermore, by [n-drop], nested levels of quotes and drops are
allowed to ‘cancel out.’

Next, we shall need the notions of free and bound names, fn (𝑃) and bn (𝑃), which
are defined in the usual (syntactic) way, with input being the only formal binder in
the language:

Definition 5 (Free and bound names). The sets of free and bound names of a process,
denoted fn (𝑃) resp. bn (𝑃), are defined thus:

fn (𝟎) = ∅
fn (𝑃1 | 𝑃2) = fn (𝑃1) ∪ fn (𝑃2)
fn (𝑥 ⟨|𝑃|⟩) = { 𝑥 } ∪ fn (𝑃)

fn (𝑥(𝑦).𝑃) = { 𝑥 } ∪ (fn (𝑃) \ { 𝑦 })
fn (⌝𝑥⌜) = { 𝑥 }

bn (𝟎) = ∅
bn (𝑃1 | 𝑃2) = bn (𝑃1) ∪ bn (𝑃2)
bn (𝑥 ⟨|𝑃|⟩) = bn (𝑃)

bn (𝑥(𝑦).𝑃) = { 𝑦 } ∪ bn (𝑃)
bn (⌝𝑥⌜) = ∅

We write n (𝑃) ≜ fn (𝑃) ∪ bn (𝑃) for the set of all names of 𝑃. �

The definition of n (𝑃) can now be used to build the notion of a fresh name. In
calculi with atomic names, such as the 𝜋-calculus, it would suffice to say that 𝑥 is
fresh for 𝑃 if 𝑥 ∉ n (𝑃). However, with structured names we need a more elaborate
definition:

Definition 6 (Fresh name). A name 𝑥 is fresh for a process 𝑃, written 𝑥#𝑃, if 𝑥 is
not name-equivalent to any name in the set of names of 𝑃:

𝑥1#𝑃 ≜ ∀𝑥2 ∈ n (𝑃) . 𝑥1 ≢𝒩 𝑥2 �

Lastly, we write 𝑃 {𝑥/𝑦} for the safe substitution of 𝑥 for 𝑦 within 𝑃. However,
given our considerations about ≡𝒩 above, 𝑃 {𝑥/𝑦} will not only replace 𝑦, but also
any name that is name equivalent to 𝑦. Note also, in particular, that substitution does
not recur into processes under quotes. Thus:

⌜𝑃⌝ {𝑥/𝑦} = {
𝑥 if ⌜𝑃⌝ ≡𝒩 𝑦
⌜𝑃⌝ otherwise
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[s-trans]
𝑃1 ≡ 𝑃2 𝑃2 ≡ 𝑃3

𝑃1 ≡ 𝑃3

[s-com]𝑃1 | 𝑃2 ≡ 𝑃2 | 𝑃1

[s-par]
𝑃1 ≡ 𝑃2 𝑄1 ≡ 𝑄2
𝑃1 | 𝑄1 ≡ 𝑃2 | 𝑄2

[s-out]
𝑥1 ≡𝒩 𝑥2 𝑃1 ≡ 𝑃2
𝑥1 ⟨|𝑃1|⟩ ≡ 𝑥2 ⟨|𝑃2|⟩

[s-refl]𝑃 ≡ 𝑃

[s-sym]
𝑃2 ≡ 𝑃1
𝑃1 ≡ 𝑃2

[s-nil]𝑃 | 𝟎 ≡ 𝑃

[s-drop]
𝑥1 ≡𝒩 𝑥2
⌝𝑥1⌜≡⌝𝑥2⌜

[s-ass]
𝑃1 | (𝑃2 | 𝑃3) ≡ (𝑃1 | 𝑃2) | 𝑃3

[s-in]
𝑥1 ≡𝒩 𝑥2 𝑃1 {𝑧/𝑦1} ≡ 𝑃2 {𝑧/𝑦2}

𝑥1(𝑦1).𝑃1 ≡ 𝑥2(𝑦2).𝑃2
(𝑧#𝑃1, 𝑃2)

Figure 3.1: The rules and axioms for structural congruence in the 𝜌-calculus.

We shall now return to the definition of structural congruence: it is defined as
the usual least congruence on processes, containing 𝛼-equivalence and the abelian
monoid rules for parallel composition with 𝟎 as the unit element. The rules are given
in Figure 3.1. However, with structured terms as names, the congruence rules take on a
slightly unusual form, since we now also need to compare names (rules [s-out], [s-in]
and [s-drop]). This yields another mutual recursion, this time between structural
congruence and name equivalence.

Definition 7 (𝜌-calculus semantics). The reduction relation is given by the following
rules:

[𝜌-par]
𝑃1 → 𝑃′1

𝑃1 | 𝑃2 → 𝑃′1 | 𝑃2
[𝜌-struct]

𝑃1 ≡ 𝑃′1 𝑃′1 → 𝑃′2 𝑃′2 ≡ 𝑃2
𝑃1 → 𝑃2

[𝜌-com]
𝑥1 ≡𝒩 𝑥2

𝑥1(𝑦).𝑃1 | 𝑥2 ⟨|𝑃2|⟩ → 𝑃1 {⌜𝑃2⌝/𝑦}

We write→∗ for the reflexive and transitive closure of→. �

The [𝜌-par] and [𝜌-struct] rules are standard (as in e.g. the 𝜋-calculus); the
former lets us conclude a reduction of one component in a parallel composition,
whilst the latter allows us to rewrite the process, using structural congruence ≡, to
build a redex that can match the conclusion of one of the other rules.
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The [𝜌-com] rule is also almost standard: The process 𝑃2 is quoted and sent out
over 𝑥2, and the matching input receives it as the name ⌜𝑃2⌝ and substitutes it for 𝑦 in
the continuation 𝑃1. However, since names in the 𝜌-calculus have structure, we must
be able to explicitly conclude the equivalence 𝑥1 ≡𝒩 𝑥2 between the two subjects in
a communication. This is thus different from calculi with atomic names where exact
syntactic equality is (usually implicitly) required between subjects.

One last detail concerns substitution: In structural congruence, including 𝛼-
equivalence, 𝑃 {𝑥/𝑦} is defined as the usual capture-avoiding substitution of names
for names. In particular, the clause for drop is

⌝𝑥1⌜{𝑧/𝑥2} = {
⌝𝑧⌜ if 𝑥1 ≡𝒩 𝑥2
⌝𝑥1⌜ otherwise

However, the substitution used in the semantics is slightly different, as it is also
used to handle the ⌝𝑥⌜ construct, which was not given a reduction rule above. The
semantic substitution has the following clause for drop instead of the aforementioned:

⌝𝑥1⌜{⌜𝑃⌝/𝑥2} = {
𝑃 if 𝑥1 ≡𝒩 𝑥2
⌝𝑥1⌜ otherwise

thus replacing the process ⌝𝑥1⌜ with 𝑃. This is the only way in which a ⌝𝑥⌜ is ever
executed, and it implies that the drop of a free name is a deadlock, as it can never
be touched by a substitution at runtime. Apart from the aforementioned difference,
syntactic and semantic substitution behave in exactly the same way, and, notably,
neither of them recur into processes under quotes.

3.2.1 Examples

Before proceeding to the technical details, we shall firstly give a few examples of the
usage of the 𝜌-calculus to give the reader an intuition of its capabilities, and also show
how we can encode some common operators found in other calculi. These notational
short-hands will become useful later, when we give the encoding of the 𝜋-calculus
into the 𝜌-calculus.

Example 1 (Reflection and name generation). Consider the process

𝑥(𝑦). (𝑦 ⟨|𝟎|⟩ | ⌝𝑦⌜) | 𝑥 ⟨|𝑃|⟩

where 𝑃 is some process. By rule [𝜌-com] we can conclude the reduction

𝑥(𝑦). (𝑦 ⟨|𝟎|⟩ | ⌝𝑦⌜) | 𝑥 ⟨|𝑃|⟩ → ⌜𝑃⌝ ⟨|𝟎|⟩ | 𝑃

where the process 𝑃 is quoted, sent out on 𝑥, and received by the matching input
as the name ⌜𝑃⌝. It is then substituted for the bound name 𝑦 in the continuation,
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which appears in two places: in subject position of 𝑦 ⟨|𝟎|⟩, and inside the process
⌝𝑦⌜ appearing in parallel composition with the lift. In the former case, the name 𝑦
is substituted for the name ⌜𝑃⌝, whilst in the latter case, the entire process ⌝𝑦⌜ is
replaced by 𝑃. As a result, we obtain the new process ⌜𝑃⌝ ⟨|𝟎|⟩ | 𝑃. �

The above example illustrates both the reflective and name-generating capabilities
of the 𝜌-calculus. In one reduction step, we have both created a new name, ⌜𝑃⌝, and
composed a new process ⌜𝑃⌝ ⟨|𝟎|⟩ | 𝑃 at runtime. This is essentially all we can do in
the 𝜌-calculus.

Note also that

⌜𝑃⌝ ∉ fn (𝑥(𝑦). (𝑦 ⟨|𝟎|⟩ | ⌝𝑦⌜) | 𝑥 ⟨|𝑃|⟩)

but we do have that ⌜𝑃⌝ is free in the continuation after the reduction, i.e.

⌜𝑃⌝ ∈ fn (⌜𝑃⌝ ⟨|𝟎|⟩ | 𝑃)

because ⌜𝑃⌝ now appears in subject position of the lift. Thus, this name will now
also be observable, whereas it was not before the reduction. We shall formalise this
notion of observability later, in Definition 9.

Example 2 (Output). In calculi such as the 𝜋-calculus, we can only send names
around, and not processes. The output of a name 𝑧 on channel 𝑥 is written 𝑥<𝑧>. We
can simulate this in the 𝜌-calculus as follows. Consider the process

𝑥<𝑧> ≜ 𝑥 ⟨|⌝𝑧⌜|⟩

If 𝑧 is a free name, then the resulting name sent out on 𝑥 will be ⌜⌝𝑧⌜⌝. However,
by the rule [n-drop] we have that 𝑧 ≡𝒩 ⌜⌝𝑧⌜⌝, so using ⌜⌝𝑧⌜⌝ will be the same as
using 𝑧 itself.

Conversely, if 𝑧 is a bound name, the extra level of quotes on the received name
will be removed by the drop, so the level of quotes does not increase unboundedly.
Consider for example the following process and reduction sequence:

𝑥(𝑦).𝑤<𝑦> | 𝑥<𝑧>
= 𝑥(𝑦).𝑤 ⟨|⌝𝑦⌜|⟩ | 𝑥 ⟨|⌝𝑧⌜|⟩
→ 𝑤 ⟨|⌝𝑧⌜|⟩
= 𝑤<𝑧>

The [n-drop] rule thus lets us simulate output of names. �

The 𝜌-calculus does not contain an operator for creating copies of processes;
yet this can also be achieved by combining the lift, drop and input operators, as the
following examples show:
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Example 3 (Divergence). Consider the process

𝐷 (𝑥) ≜ 𝑥(𝑦). (⌝𝑦⌜ | 𝑥 ⟨|⌝𝑦⌜|⟩)

This process will execute whatever it receives on 𝑥, whilst simultaneously making
it available again on 𝑥. It is, in a sense, a copying machine. Now consider what
happens, when we send the copying machine a copy of itself, i.e. 𝐷 (𝑥) | 𝑥 ⟨|𝐷 (𝑥)|⟩.
One reduction step gives us the following:

𝐷 (𝑥) | 𝑥 ⟨|𝐷 (𝑥)|⟩
= 𝑥(𝑦). (⌝𝑦⌜ | 𝑥 ⟨|⌝𝑦⌜|⟩) | 𝑥 ⟨|𝐷 (𝑥)|⟩
→ 𝐷 (𝑥) | 𝑥 ⟨|𝐷 (𝑥)|⟩

The process recreates itself after a single reduction step, thus creating a diverging
process with an infinite reduction sequence:

𝐷 (𝑥) | 𝑥 ⟨|𝐷 (𝑥)|⟩ → 𝐷 (𝑥) | 𝑥 ⟨|𝐷 (𝑥)|⟩ → 𝐷 (𝑥) | 𝑥 ⟨|𝐷 (𝑥)|⟩… �

The process in Example 3 is reminiscent of the Ω-combinator (𝜆𝑥.𝑥𝑥)𝜆𝑥.𝑥𝑥 from
the 𝜆-calculus, which also recreates itself in a single step, similar to an infinite loop.
Using this construction, we can also encode replication of a process 𝑃, written !𝑃,
which is usually taken as a first-class operator in first-order languages such as the
𝜋-calculus.

Example 4 (Unbounded replication). Let 𝐷 (𝑥) be defined as in Example 3. Consider
now the process

!𝑃 ≜ 𝐷 (𝑥) | 𝑥 ⟨|𝑃 | 𝐷 (𝑥)|⟩
where 𝑃 is any process such that 𝑥 ∉ fn (𝑃). Here is a reduction sequence (other
possible sequences might involve reductions of 𝑃 as well):

𝐷 (𝑥) | 𝑥 ⟨|𝑃 | 𝐷 (𝑥)|⟩
→ 𝑃 | 𝐷 (𝑥) | 𝑥 ⟨|𝑃 | 𝐷 (𝑥)|⟩
→ 𝑃 | 𝑃 | 𝐷 (𝑥) | 𝑥 ⟨|𝑃 | 𝐷 (𝑥)|⟩
→ … �

In the above example, !𝑃 creates an unbounded number of copies of 𝑃, using just
a single name 𝑥, which must not appear elsewhere, lest it might interfere with the
replication. As the encoding depends on the choice of this name, it might be more
precise to write e.g. !(𝑥)𝑃, yet we shall omit this in the sequel and instead describe
some techniques for obtaining a name that is ensured to be fresh.

Having unbounded replication is not always desirable, since the process diverges.
Alternatively, we can also encode input-guarded replication, !𝑢(𝑣).𝑃, which only
creates a new copy of 𝑃 when a communication is received on 𝑢. This can be achieved
by prefixing the object of the lift with an input.
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Example 5 (Input-guarded replication). Consider the process:

!𝑢(𝑣).𝑃 ≜ 𝐷 (𝑥) | 𝑥 ⟨|𝑢(𝑣). (𝐷 (𝑥) | 𝑃)|⟩

After a single reduction step

!𝑢(𝑣).𝑃
= 𝐷 (𝑥) | 𝑥 ⟨|𝑢(𝑣). (𝐷 (𝑥) | 𝑃)|⟩
→ 𝑢(𝑣). (𝐷 (𝑥) | 𝑃) | 𝑥 ⟨|𝑢(𝑣). (𝐷 (𝑥) | 𝑃)|⟩

the process blocks, until it receives a communication on 𝑢. After receiving such a
communication (say, the name 𝑧), we obtain the process

𝐷 (𝑥) | 𝑃 {𝑧/𝑣} | 𝑥 ⟨|𝑢(𝑣). (𝐷 (𝑥) | 𝑃)|⟩
≡ 𝑃 {𝑧/𝑣} | 𝐷 (𝑥) | 𝑥 ⟨|𝑢(𝑣). (𝐷 (𝑥) | 𝑃)|⟩
= 𝑃 {𝑧/𝑣} | !𝑢(𝑣).𝑃

which then is ready to perform one further replication step, before it again blocks.
Thus, this encoding does not introduce divergence. �

In the remainder of the chapter, we shall often make use of short-hands or ‘syn-
tactic sugar’ such as 𝑥<𝑧>, 𝐷 (𝑥) and !𝑢(𝑣).𝑃 as defined in the preceding section.

3.3 The encoding of Meredith and Radestock

In [80], Meredith and Radestock proposed an encoding of the asynchronous, choice-
free 𝜋-calculus, taking full abstraction w.r.t. weak, barbed bisimilarity as their correct-
ness criterion. Unfortunately, that encoding is not correct, as we shall now show. The
counter-examples are instructive, as they highlight some of the difficulties inherent
in working with a calculus without the assumption of an infinite set of atomic names
and explicit scoping operators.

First, we recall the syntax and semantics of the asynchronous choice-free 𝜋-
calculus, as given e.g. in [96]. Note that some of the constructs and concepts are
similar to those found in the 𝜌-calculus. We shall therefore reuse some of the symbols
and rely on context to distinguish whether a 𝜋-calculus or 𝜌-calculus construct is
meant. Assume a countably infinite set of atomic names𝒩, ranged over by 𝑥, 𝑦, 𝑧;
then the syntax is as follows:

𝑃 ∈ 𝒫𝜋 ∶∶= 𝟎 nil
|| 𝑃1 | 𝑃2 parallel
|| 𝑥(𝑦).𝑃 input
|| 𝑥<𝑧> output
|| (𝛎𝑥)𝑃 new
|| !𝑃 replication
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The nil, parallel and input constructs are similar to their 𝜌-calculus counterparts.
The output construct, 𝑥<𝑧>, outputs the name 𝑧 on the channel named 𝑥. The
new construct, (𝛎𝑥)𝑃, declares a fresh name 𝑥, with scope limited to 𝑃. Lastly, the
replication construct, !𝑃, creates infinitely many copies of the process 𝑃.

The semantics is given in terms of a reduction system with the following rules:

[𝜋-com]
𝑥(𝑦).𝑃 | 𝑥<𝑧> → 𝑃{𝑧/𝑦}

[𝜋-struct]
𝑃1 ≡ 𝑃′1 𝑃′1 → 𝑃′2 𝑃′2 ≡ 𝑃2

𝑃1 → 𝑃2

[𝜋-res] 𝑃 → 𝑃′

(𝛎𝑥)𝑃 → (𝛎𝑥)𝑃′

[𝜋-par]
𝑃1 → 𝑃′1

𝑃1 | 𝑃2 → 𝑃′1 | 𝑃2
Structural congruence ≡ over 𝒫𝜋 contains the same rules as in the 𝜌-calculus, but

with syntactic equality replacing name equivalence, and also the following rules for
scoping and replication:

(𝛎𝑥)𝟎 ≡ 𝟎
(𝛎𝑥)(𝛎𝑦)𝑃 ≡ (𝛎𝑦)(𝛎𝑥)𝑃

!𝑃 ≡ 𝑃 | !𝑃
(𝛎𝑥)𝑃1 | 𝑃2 ≡ (𝛎𝑥) (𝑃1 | 𝑃2) if 𝑥 ∉ fn (𝑃2)

Now for the encoding, assume a function 𝜑 ∶ 𝒩 → 𝒩 from 𝜋-calculus atomic
names to 𝜌-calculus names. Since the set of 𝜋-calculus names is countably infinite,
it can for example be mapped to the set of natural numbers. The function 𝜑 could
then be regarded as an enumeration of names (or a successor function), starting e.g.
from ⌜𝟎⌝ for the name 𝑥0, and then letting the name 𝑥𝑖+1 be defined in terms of the
name 𝑥𝑖 as for example 𝑥𝑖+1 ≜ ⌜𝑥𝑖 ⟨|𝟎|⟩⌝. In the sequel, we shall use the following
definitions:

Definition 8 (Static name generation). We let the one-step left (resp. right) increment
of a name 𝑥, and the composition of two names 𝑥, 𝑦 be defined thus:

+𝑥 ≜ ⌜𝑥 ⟨|𝟎|⟩⌝
𝑥+ ≜ ⌜𝑥(⌜𝟎⌝).𝟎⌝

𝑥 ⋅ 𝑦 ≜ ⌜𝑥 ⟨|𝟎|⟩ | 𝑦(⌜𝟎⌝).𝟎⌝ �

Using left increments, we can generate a countably infinite sequence of names
𝑥0, 𝑥1, 𝑥2,…, starting from any name 𝑥 = 𝑥0, as

𝑥1 = +𝑥
𝑥2 = +𝑥1 = ++𝑥

⋮
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and so on. This shows that the set of 𝜋-calculus names can be implemented as 𝜌-
names, as, by the definition of name equivalence and structural congruence, we have
that 𝑥 ≢𝒩 ⌜𝑥 ⟨|𝟎|⟩⌝.

Alternatively, we can use right increments, which gives us another countably
infinite sequence 𝑥+ = 𝑥1, 𝑥++ = 𝑥1+ = 𝑥2,…; or we can use name composition,
which yields yet another sequence with 𝑥2 = 𝑥 ⋅ 𝑥, 𝑥3 = 𝑥2 ⋅ 𝑥, 𝑥4 = 𝑥3 ⋅ 𝑥,… and so
on.

These are all examples of static quoting techniques for consistent name genera-
tion, and each could be used to implement the function 𝜑. Given such techniques,
Meredith and Radestock then begin by assuming that all 𝜋-calculus names are already
implemented as 𝜌-names. Their translation function J𝑃K𝑛0,𝑝0 requires two names as
parameters, which must be chosen such that they are distinct from all the names in 𝑃,
and furthermore that no name within 𝑃 can ever be generated from 𝑛0 or 𝑝0 by means
of the aforementioned methods of static name generation. One way of ensuring this
is by letting

𝑛0 = ⌜ ∏
𝑥∈fn(𝑃)

𝑥 ⟨|𝟎|⟩⌝ and 𝑝0 = ⌜ ∏
𝑥∈fn(𝑃)

𝑥(⌜𝟎⌝).𝟎⌝

where∏ denotes generalised parallel composition. The translation J𝑃K = J𝑃K𝑛0,𝑝0
[80, p. 13] is then given by the following recursive equations:2

J𝟎K𝑛,𝑝 = 𝟎
J𝑥<𝑦>K𝑛,𝑝 = 𝑥<𝑦>

J𝑥(𝑦).𝑃K𝑛,𝑝 = 𝑥(𝑦).J𝑃K𝑛,𝑝
J𝑃1 | 𝑃2K𝑛,𝑝 = J𝑃1K+𝑛,+𝑝 | J𝑃2K𝑛+,𝑝+
J(𝛎𝑥)𝑃K𝑛,𝑝 = 𝑝(𝑥).J𝑃K+𝑛,+𝑝 | 𝑝<𝑛>

J!𝑃K𝑛,𝑝 = 𝑛 ⋅ 𝑝 ⟨||𝑛+(𝑛).𝑝+(𝑝). (J𝑃K𝑛,𝑝 | 𝐷 (𝑛 ⋅ 𝑝) | 𝑛+ ⟨|𝑛<𝑛>|⟩ | 𝑝+ ⟨|𝑝<𝑝>|⟩)||⟩
| 𝐷 (𝑛 ⋅ 𝑝) | 𝑛+<+𝑛> | 𝑝+<+𝑝>

where 𝑥<𝑦> and 𝐷 (𝑥) are notational short-hands as defined in Example 2 and Exam-
ple 3.

A central element in this translation is the encoding of replication, J!𝑃K𝑛,𝑝, so
we shall give some further details about its underlying intuitions. Firstly, it uses the
encoding of unguarded replication described in Example 4. As the reader may recall,
this encoding required a single name, which must not be name equivalent to any
name used by any other process, lest it might interfere with the replication. This is
achieved in the above encoding by composing the two name parameters, 𝑛 and 𝑝, to
obtain a new name 𝑛 ⋅ 𝑝.

2The translation has been adapted to use our notation for name increments, which we find more
intuitive than 𝑥𝑙 and 𝑥𝑟, which is used in the original presentation. We also use 𝑥<𝑦> rather than 𝑥[𝑦]
for output, which is more in line with standard 𝜋-calculus notation.
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Secondly, if J𝑃K𝑛,𝑝 were simply copied as in the encoding in Example 4, any usage
of the parameters 𝑛 and 𝑝 within the translation of 𝑃 would also be copied, which
thus could create a name clash. Therefore, the inner process is prefixed with two
inputs that bind 𝑛 and 𝑝 within the continuation. In parallel, we then have two other
processes, 𝑛+<+𝑛> and 𝑝+<+𝑝>, that output the new names +𝑛 and +𝑝, which will
be substituted for 𝑛 and 𝑝. These processes are also copied, and in the next round
of replication they will instead create the names ⌜+𝑛<+𝑛>⌝ and ⌜+𝑝<+𝑝>⌝, and so
on, thereby implementing a runtime form of name generation, similar to our static
quoting technique.

For the purpose of defining a notion of behavioural equivalence that is comparable
to that of other calculi that do feature a 𝜈-operator, Meredith and Radestock define a
name-restricted observation predicate ↓𝒩 for the 𝜌-calculus, parametrised with a set
of names𝒩. The idea is to only allow observation of names in this set. We follow
their definition, but also allow the observation predicate to distinguish between input
𝑥, and output 𝑥:3

Definition 9 (Observation predicate). The𝒩-restricted observation predicate is de-
fined by the rules:

[b-out𝜌]
𝑥1 ≡𝒩 𝑥2 𝑥1 ∈ 𝒩

𝑥1 ⟨|𝑃|⟩ ↓𝒩 𝑥2
[b-in𝜌]

𝑥1 ≡𝒩 𝑥2 𝑥1 ∈ 𝒩
𝑥1(𝑦).𝑃 ↓𝒩 𝑥2

[b-par𝜌]
𝑃1 ↓𝒩 ̂𝑥 ∨ 𝑃2 ↓𝒩 ̂𝑥

𝑃1 | 𝑃2 ↓𝒩 ̂𝑥

where ̂𝑥 ranges over 𝑥, 𝑥. �

Definition 10 (𝒩-restricted barbed bisimulation). An𝒩-restricted barbed bisimu-
lation is a symmetric, binary relation ℛ𝒩 on processes, parametrised with a set of
names𝒩, such that (𝑃1, 𝑃2) ∈ ℛ𝒩 implies:

• If 𝑃1 → 𝑃′1 then there exists a 𝑃′2 such that 𝑃2 → 𝑃′2 and (𝑃′1 , 𝑃′2 ) ∈ ℛ𝒩 .

• If 𝑃1 ↓𝒩 ̂𝑥 then 𝑃2 ↓𝒩 ̂𝑥.

We say that 𝑃1 is𝒩-restricted barbed bisimilar to 𝑃2, written 𝑃1 ∼𝒩 𝑃2, if there exists
an𝒩-restricted barbed bisimulation ℛ𝒩 such that (𝑃1, 𝑃2) ∈ ℛ𝒩 . �

Definition 11 (Weak observation predicate). The ‘weak’ observation predicate is
defined thus:

𝑃 ⇓𝒩 ̂𝑥 ≜ ∃𝑃′ . 𝑃 →∗ 𝑃′ ∧ 𝑃′ ↓𝒩 ̂𝑥 �

3The added distinction between input and output observations is only for use in our later development
of a correct encoding, and does not invalidate our claim that the encoding by Meredith and Radestock is
incorrect, since our counter-examples shall only rely on observing outputs.
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By replacing 𝑃2 ↓𝒩 ̂𝑥 with 𝑃2 ⇓𝒩 ̂𝑥, and 𝑃2 → 𝑃′2 with 𝑃2 →∗ 𝑃′2 in Definition 10,
we obtain the corresponding notion of a weak 𝒩-restricted barbed bisimulation:

Definition 12 (Weak𝒩-restricted barbed bisimulation). A weak𝒩-restricted barbed
bisimulation is a symmetric, binary relation ℛ𝒩 on processes, parametrised with a
set of names𝒩, such that (𝑃1, 𝑃2) ∈ ℛ𝒩 implies:

• If 𝑃1 → 𝑃′1 then there exists a 𝑃′2 such that 𝑃2 →∗ 𝑃′2 and (𝑃′1 , 𝑃′2 ) ∈ ℛ𝒩 .

• If 𝑃1 ↓𝒩 ̂𝑥 then 𝑃2 ⇓𝒩 ̂𝑥.

We say that 𝑃1 is weakly𝒩-restricted barbed bisimilar to 𝑃2, written 𝑃1 ≈𝒩 𝑃2, if
there exists a weak𝒩-restricted barbed bisimulation ℛ𝒩 that relates them. �

The corresponding observation predicate for the 𝜋-calculus is built by the follow-
ing rules for observation on output, restriction and replication

[b-out𝜋]
𝑥 ∈ 𝒩

𝑥<𝑦> ↓𝒩 𝑥 [b-res𝜋]
𝑃 ↓𝒩 ̂𝑥

(𝛎𝑧)𝑃 ↓𝒩 ̂𝑥
(𝑥 ≠ 𝑧) [b-rep𝜋]

𝑃 ↓𝒩 ̂𝑥
!𝑃 ↓𝒩 ̂𝑥

and with rules similar to [b-par𝜌] and [b-in𝜌] in the 𝜌-calculus for observation
on parallel composition and input, with strict syntactic equality replacing name
equivalence in the premise of the latter rule. The notions of a weak observation
predicate, and (strong resp. weak)𝒩-restricted barbed bisimulation and bisimilarity
for the 𝜋-calculus are then defined as in the 𝜌-calculus. We write 𝑃 ↓ ̂𝑥, 𝑃 ⇓ ̂𝑥,
𝑃1 ∼ 𝑃2 and 𝑃1 ≈ 𝑃2 when𝒩 is the set of all names, corresponding to no restriction
on the names we can observe. This yields the familiar notions of (strong resp. weak)
barbed bisimilarity in the 𝜋-calculus (as defined in e.g. [83]).

Given these notions of behavioural equivalence, Meredith and Radestock then
state the following as a theorem [80, p. 14, Theorem 5.3], but without providing a
proof:

𝑃1 ≈ 𝑃2 ⟺ J𝑃1K ≈fn(𝑃1)∪fn(𝑃2) J𝑃2K (3.1)

with observation in the 𝜌-calculus restricted to fn (𝑃1) ∪ fn (𝑃2), i.e. the free names in
𝑃1 and 𝑃2, implemented as 𝜌-names.4

4Note that the original presentation [80, p. 14, Theorem 5.3] only has 𝑃1 ≈ 𝑃2 ⟺ J𝑃1K ≈fn(𝑃1)

J𝑃2K, but we regard this as a simple omission, since it trivially would not hold for the implication from
right to left: Take for example 𝑃1 ≜ 𝑥<𝑧> and 𝑃2 ≜ 𝑥<𝑧> | 𝑤<𝑧>. Then we have that fn (𝑃1) = {𝑥, 𝑧 },
and indeed J𝑃1K ≈{ 𝑥,𝑧 } J𝑃2K since for 𝑖 ∈ { 1, 2 } we have that J𝑃𝑖K ↛ and J𝑃𝑖K ↓{ 𝑥,𝑧 } 𝑥; but obviously
𝑃1 ≉ 𝑃2, since 𝑃2 ↓ 𝑤 but 𝑃1 ↓̸ 𝑤.
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3.4 The errors

We shall now see why the claim stated in (3.1) does not hold. Firstly, consider the
following 𝜋-calculus processes:

𝑃1 ≜ !(𝛎𝑧)𝑢<𝑧> and 𝑃2 ≜ (𝛎𝑧)!𝑢<𝑧>

Clearly, they represent different behaviours: 𝑃2 will continuously send out the
same fresh name 𝑧 on 𝑢, whilst 𝑃1 will send out different fresh names, as we can see by
applying 𝛼-conversion after unfolding the replication. We can also easily construct a
testing context 𝐶, containing a single hole [ ], such that they can be distinguished by
the (𝜋-calculus) ⇓ 𝑥 predicate, for example

𝐶 ≜ [ ] | 𝑢(𝑛1).𝑢(𝑛2). (𝑛1 | 𝑛2.𝑥)

where the objects for the input/output of 𝑛1, 𝑛2 and 𝑥 are ignored, as this only requires
pure synchronisation. Clearly, if the two names received on 𝑢 are the same, then 𝑛1
and 𝑛2 will be the same name, so they can synchronise and we will therefore be able
to observe 𝑥 after 3 reduction steps. And conversely, if the two names are distinct,
then we will not observe 𝑥. Thus 𝐶 [𝑃1] ⇓̸ 𝑥 whilst 𝐶 [𝑃2] ⇓ 𝑥 as argued above.

Now we make a slight adjustment to the two terms. By composing an arbitrary
process 𝑄 with the inner output process 𝑢<𝑧> we obtain the following:

𝑃′1 ≜ !((𝛎𝑧)𝑢<𝑧> | 𝑄) and 𝑃′2 ≜ (𝛎𝑧)!(𝑢<𝑧> | 𝑄)

The actual shape and behaviour of 𝑄 is irrelevant, as long as 𝑢, 𝑥 ∉ fn (𝑄); it is
there solely to induce the parameter pair (𝑛, 𝑝) to be split into a ‘left pair’ (+𝑛, +𝑝)
and a ‘right pair’ (𝑛+, 𝑝+) that are passed to the translations of the left (resp. right)
parts of the parallel composition. The simplest choice would thus be to pick 𝑄 = 𝟎.
Note also that this composition changes nothing w.r.t. observability of 𝑥: we still
have that 𝐶 [𝑃′1 ] ⇓̸ 𝑥 and 𝐶 [𝑃′2 ] ⇓ 𝑥.

We shall now perform the actual translation. To make it more readable, we
tabulate the names generated by static quoting during the translation and rename
them as follows:

𝑛 ⋅ 𝑝 = 𝑎 𝑝+ = 𝑐 +𝑝 = 𝑒 (+𝑝)+ = 𝑔 ++𝑛 = 𝑖
𝑛+ = 𝑏 +𝑛 = 𝑑 (+𝑛)+ = 𝑓 (+𝑛) ⋅ (+𝑝) = ℎ ++𝑝 = 𝑗

Note that none of these names will be observable by the ⇓fn(𝑃1)∪fn(𝑃2) predicate,
because they are generated by the translation, and hence are not in the set fn (𝑃1) ∪
fn (𝑃2) of free names of 𝑃1 and 𝑃2. Now, here is the translation:

J𝑃′1 K𝑛,𝑝 = 𝑎 ⟨||𝑏(𝑛).𝑐(𝑝). (𝑒(𝑧).𝑢<𝑧> | 𝑒<𝑑> | J𝑄K𝑓,𝑔 | 𝐷 (𝑎) | 𝑏 ⟨|𝑛<𝑛>|⟩ | 𝑐 ⟨|𝑝<𝑝>|⟩)||⟩

| 𝐷 (𝑎) | 𝑏<𝑑> | 𝑐<𝑒>
J𝑃′2 K𝑛,𝑝 = 𝑝(𝑧).ℎ ⟨||𝑓(𝑑).𝑔(𝑒). (𝑢<𝑧> | J𝑄K𝑓,𝑔 | 𝐷 (ℎ) | 𝑓 ⟨|𝑑<𝑑>|⟩ | 𝑔 ⟨|𝑒<𝑒>|⟩)||⟩

| 𝐷 (ℎ) | 𝑓<𝑖> | 𝑔<𝑗> | 𝑝<𝑛>
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By performing the reductions, we see (not surprisingly) that J𝑃′2 K𝑛,𝑝 firstly per-
forms the communication on 𝑝, which causes 𝑧 to be replaced by 𝑛, and the process
afterwards expands into arbitrarily many instances of 𝑢<𝑛> (see [75, p. 12] for a
reduction sequence). On the other hand, the translated process J𝑃′1 K𝑛,𝑝 will immedi-
ately go through the replication steps, thereby creating arbitrarily many instances
of the process 𝑒(𝑧).𝑢<𝑧> | 𝑒<𝑑> corresponding to the translation of (𝛎𝑧)𝑢<𝑧>. This
process obviously reduces to 𝑢<𝑑> in one step. However, precisely because of the
aforementioned split of (𝑛, 𝑝) over the translation of parallel composition, the name
𝑑 will not be updated by the replication context. This process will therefore also
repeatedly output the same name 𝑑 on 𝑢, and the (translated) form of our testing
context can therefore no longer distinguish the processes.

Both J𝑃′1 K and J𝑃′2 K thus reduce to arbitrarily many copies of either 𝑢<𝑑> (for 𝑃′1 )
or 𝑢<𝑛> (for 𝑃′2 ), and 𝑢 is the only name we can observe, as all the other names are
created by the translation. This then gives us our desired counter-example: by also
translating the testing context we obtain a pair of processes where

𝐶 [𝑃′1 ] ≉ 𝐶 [𝑃′2 ] but J𝐶 [𝑃′1 ]K ≈fn(𝐶[𝑃′1])∪fn(𝐶[𝑃′2]) J𝐶 [𝑃′2 ]K

in contradiction of the implication from right to left in the claim stated in (3.1).
The detailed analysis above gives us a clear idea of the root cause of the problem:

The translation of replication creates a context with the purpose of ensuring that
the names (𝑛, 𝑝) used within it will repeatedly be substituted with new, fresh names
(+𝑛, +𝑝) dynamically built from the previous names, and these act as sources of new
names for any occurrence of (𝛎𝑧)𝑃 within a replicated process. The point is precisely
to ensure that each instance of a replicated 𝜈 operator will generate a unique new
name, and the parameters (𝑛, 𝑝) on the translation function act as ‘handles’ to access
this resource; they are the names that have most recently been replicated.

The problem arises because this property of being the ‘most recently replicated
names’ is not preserved by the translation of parallel composition: It splits the pair into
a left and a right pair, used in the translation of the left and right parallel components:

J𝑃1 | 𝑃2K𝑛,𝑝 = J𝑃1K+𝑛,+𝑝 | J𝑃2K𝑛+,𝑝+

Thus, the access to the most recently replicated names is lost in the translation of the
inner processes, because, as we noted above, substitution does not recur into processes
under quotes. Therefore, when the replication context increments (𝑛, 𝑝) at runtime,
this update cannot touch the 𝑛 and 𝑝 embedded in the statically incremented names
(+𝑛, +𝑝) and (𝑛+, 𝑝+) which the translation function generates for the translation
of parallel composition. This is why we added an arbitrary 𝑄 to create a parallel
composition in our counter-example above.

However, the error above is not the only one in the claim by Meredith and
Radestock: whilst its root cause was the splitting of names over the translation of
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parallel composition, we can also create another example that is more directly related
to the interplay between (𝛎𝑥)𝑃 and replication. Consider the following processes:

𝑃1 ≜ !(𝛎𝑧)𝑢<𝑧> and 𝑃2 ≜ !(𝛎𝑞)(𝛎𝑧)𝑢<𝑧>

Note that 𝑃1 and 𝑃2 are structurally congruent, since the new name 𝑞 in 𝑃2 is never
used. Thus 𝑃1 ≈ 𝑃2 also holds. Both processes should thus continuously generate
fresh, distinct names. Yet when we translate those terms, the name incrementation in
the translation of a term of the form (𝛎𝑥)𝑃 means that we again lose access to the
most recently replicated names from the translation of replication:

J(𝛎𝑥)𝑃K𝑛,𝑝 = 𝑝(𝑥).J𝑃K+𝑛,+𝑝 | 𝑝<𝑛>

This creates a problem, which can be easily seen if we perform the translation
stepwise, using the same tabulated list of names as before. For both processes, the
translation of replication is the same:

J!𝑃K𝑛,𝑝 = 𝑎 ⟨||𝑏(𝑛).𝑐(𝑝). (J𝑃K𝑛,𝑝 | 𝐷 (𝑎) | 𝑏 ⟨|𝑛<𝑛>|⟩ | 𝑐 ⟨|𝑝<𝑝>|⟩)||⟩
| 𝐷 (𝑎) | 𝑏<𝑑> | 𝑐<𝑒>

Now let 𝑃′1 ≜ (𝛎𝑧)𝑢<𝑧> and 𝑃′2 ≜ (𝛎𝑞)(𝛎𝑧)𝑢<𝑧> and replace J𝑃K𝑛,𝑝 above with
J𝑃′1 K𝑛,𝑝 and J𝑃′2 K𝑛,𝑝 respectively. The translations of the inner processes yield:

J(𝛎𝑧)𝑢<𝑧>K𝑛,𝑝 = 𝑝(𝑧).𝑢<𝑧> | 𝑝<𝑛>

J(𝛎𝑞)(𝛎𝑧)𝑢<𝑧>K𝑛,𝑝 = 𝑝(𝑞). (𝑒(𝑧).𝑢<𝑧> | 𝑒<𝑑>) | 𝑝<𝑛>

which reduce to 𝑢<𝑛> and 𝑢<𝑑> respectively. The names 𝑛, 𝑝 are bound in the
replication context and will therefore be updated whenever the process replicates.
However, in the case of 𝑃2, these names are statically incremented in the translation
of (𝛎𝑞) to yield the names +𝑛 = 𝑑 and +𝑝 = 𝑒, and these two names will therefore
not be updated at runtime, just as in the previous counter-example. Consequently, in
the case of 𝑃2 the names sent out on 𝑢 will not be distinct; they will all be the name
+𝑛 = 𝑑. We can therefore use the same testing context 𝐶 as in the previous example
and proceed as before to generate another contradiction of the claim in (3.1); this
time by distinguishing the translated terms, although we have 𝐶 [𝑃1] ≈ 𝐶 [𝑃2] in the
𝜋-calculus. In summary, neither of the implications in the claim in (3.1) hold.

3.5 Our criteria for encodability

Both of the previous examples illustrate the difficulties involved in reasoning about a
parametrised translation. Usually, the parameters represent a property or invariant
that is assumed to be preserved throughout the translation, and a proof of correctness
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of the translation must therefore also include a proof that this invariant or property
is indeed preserved. For example, in the present case, the invariant assumed to hold
for the parameters is precisely that they always refer to the most recently replicated
names. However, this assumption is never formally stated in the original 𝜌-calculus
paper [80], and as the examples above show, it does not hold either. Thus, a naive
attempt to show correctness of the translation by induction on the clauses of the
translation function may therefore seemingly go through, if the parameters are not
considered. This is doubly problematic in the present case, because the observation
predicate used in the bisimulation relation over 𝜌-calculus terms is parametrised so
that we precisely do not observe the names created by the translation function.

Full abstraction, of which the claim in 3.1 is an instance, may also not be the most
informative correctness criterion, as argued by Gorla and Nestmann [49], since it says
more about the process equivalences chosen for the source and target languages than
about the encoding itself. For example, it does not necessarily prevent the translation
from introducing divergence. Also, as we are here more interested in showing that
the 𝜋-calculus is ‘implementable’ in the 𝜌-calculus than in transferring equations
between the source and target language, we shall instead follow the approach of such
authors as Gorla [48], Carbone and Maffeis [27] and others, and state a number of
criteria for what we consider a valid encoding, where we also take the presence of
parameters into account:

Definition 13 (Language). A language ℒ is a tuple ℒ ≜ (𝒫,𝒩,→,≃), where 𝒫 is
a set of terms, 𝒩 is a set of names, → ⊆ 𝒫 × 𝒫 is the reduction relation, with →∗

denoting the reflexive and transitive closure of →, and ≃ ⊆ 𝒫 × 𝒫 is a notion of
behavioural equivalence. �

We say a term 𝑃 ∈ 𝒫 diverges, written 𝑃 →𝜔, if 𝑃 has an infinite reduction
sequence. We use 𝜎 ∶ 𝒩 → 𝒩 to denote a substitution in ℒ, and we write 𝑃𝜎
and 𝜎(𝑥) to denote the application of a substitution to a process resp. a name. For
encodings, we need the notion of a source and a target language, and we shall generally
use the convention of subscripting 𝑠 (for source) and 𝑡 (for target) to a language ℒ or
its components, including substitutions, and we let 𝑆 ∈ 𝒫𝑠 and 𝑇 ∈ 𝒫𝑡.

Definition 14 (Encoding). An encoding of ℒ𝑠 into ℒ𝑡 is a tuple (J K𝑁 , 𝜑, 𝛿), where
J K𝑁 ∶ 𝒫𝑠 → 𝒫𝑡 is a translation function, parametrised with a finite list of names
𝑁 ∈ 𝒩𝑘

𝑡 ; and 𝜑 ∶ 𝒩𝑠 → 𝒩𝑡 is a renaming policy, mapping names in the source
language into names in the target language; and 𝛿 ∶ 𝒩𝑘

𝑡 →𝒩𝑘
𝑡 is a name derivation

function, mapping 𝑘-ary tuples of target names to tuples of equal arity for some
𝑘. �

The name derivation function 𝛿 allows us to express that the list of name param-
eters 𝑁 may evolve in some predictable way during the course of translation. This
seems necessary in particular, when we are working with a language with structured
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terms as names. In some cases we may also need to derive multiple tuples of names
from the same input tuple; thus to comply with the requirement that 𝛿 is a single
function, we could e.g. envision using an extra, designated name as an argument to
control the derivation method used by 𝛿. However, to abstract away from such details,
we say that a tuple of names 𝑁2 is derivable from some tuple of names 𝑁1, written
𝑁1  𝑁2, if 𝛿 (𝑁1) = 𝑁2, and likewise that 𝑁1  𝑛 if 𝑛 ∈ 𝑁2. Note that we abuse
the notation slightly and treat the lists as sets when the position of each individual
component does not matter.

Definition 15 (Valid encoding). We shall regard an encoding as valid, if it satisfies
at least the following criteria:

1. Compositionality:

J𝑆1 | … | 𝑆𝑛K𝑁 = 𝐶 | J𝑆1K𝑁1 | … | J𝑆𝑛K𝑁𝑛

where 𝐶 is an optional coordinating context and

fn (𝐶) ⊆ 𝜑 (fn (𝑆1 | … | 𝑆𝑛)) ∪ 𝑁

and for each 𝑖 ∈ { 1,… , 𝑛 } we have that 𝑁  𝑁𝑖.

2. Substitution invariance:
J𝑆𝜎𝑠K𝑁 ≃ J𝑆K𝑁𝜎𝑡

for each 𝜎𝑠, where 𝜑 (𝜎𝑠 (𝑥)) = 𝜎𝑡 (𝜑 (𝑥)).

3. Operational correspondence:

𝑆 →∗ 𝑆′ ⟺ ∃𝑇 ′ . J𝑆K𝑁 →∗ 𝑇 ′ ∧ 𝑇 ′ ≃ J𝑆′K𝑁′

and 𝑁  𝑁′

4. Observational correspondence:

𝑃 ↓𝒩 ̂𝑥 ⟺ J𝑃K𝑁 ⇓𝜑 (𝒩) 𝜑 ( ̂𝑥)

and we require that 𝑁 ∩ 𝜑 (𝒩) = ∅ for any set of observable names𝒩.

5. Divergence reflection:
J𝑃K𝑁 →𝜔 ⟹ 𝑃 →𝜔

6. Parameter independence:
J𝑃K𝑁1 ≃ J𝑃K𝑁2

for each finite 𝑁1, 𝑁2. �
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These criteria are very close to those proposed by Gorla [48], except that we have
chosen observational correspondence, rather than the less specific success testing; i.e.
𝑃 →∗↓ ✓ implies J𝑃K𝑁 →∗↓ ✓. This can easily be obtained, simply by choosing a
specific name 𝑥 and then defining ✓ as a process with 𝑥 in subject position, as we
did in our counter-examples above.

Furthermore, as we are here allowing parameters to appear on the translation, we
have also added the criterion of parameter independence, which does not appear in
[48]. This is just to ensure that the behaviour of the translated terms will not depend
on the exact choice of the parameters. Likewise, we have also added name restriction
to the observation predicate for observational correspondence ⇓𝒩 , and we require
that 𝑁 ∩ 𝜑 (𝒩) = ∅; i.e. that the parameters should not be observable. This seems
a natural requirement, since we also require that 𝑁 ⊆ 𝒩𝑡; i.e. that the parameters
belong to the target language. They should therefore not be observable on the source
terms.

3.6 A correct encoding

As the previous examples have illustrated, the main difficulty in creating an encoding
of the 𝜋-calculus in the 𝜌-calculus is how to achieve a robust source of fresh names
at runtime that are guaranteed never to cause a name clash. One way is to use a
dedicated process for this purpose. Consider the following process, where 𝐷 (𝑥) is
defined as in Example 3:

!𝑁(𝑥, 𝑧, 𝑣, 𝑠) ≜ 𝑥 ⟨||𝑧(𝑎).𝑣(𝑟).(𝐷 (𝑥) | 𝑟 ⟨|⌝𝑎⌜|⟩ | 𝑧 ⟨|𝑎 ⟨|𝟎|⟩|⟩)||⟩

| 𝐷 (𝑥) | 𝑧 ⟨|⌝𝑠⌜|⟩

This process is a name server ; it consistently generates names corresponding to
consecutive left-increments of the initial name 𝑠 and outputs them on the ‘return
address’ 𝑟 received on 𝑣. The parameter 𝑥 is the replication name, used in the encoding
of replication. We refer to the above form as the initial state of the name server, which
we shall also write as !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init. After two reductions it evolves to the form

𝑣(𝑟).(𝐷 (𝑥) | 𝑟 ⟨|⌝𝑠⌜|⟩ | 𝑧 ⟨|⌜⌝𝑠⌜⌝ ⟨|𝟎|⟩|⟩)

| 𝑥 ⟨||𝑧(𝑎).𝑣(𝑟).(𝐷 (𝑥) | 𝑟 ⟨|⌝𝑎⌜|⟩ | 𝑧 ⟨|𝑎 ⟨|𝟎|⟩|⟩)||⟩

which we refer to as its ready state, written !𝑁(𝑥, 𝑧, 𝑣, 𝑠)ready, where it blocks, awaiting
a request for a new name on 𝑣. The first request will return ⌜⌝𝑠⌜⌝; a second request
will return ⌜⌜⌝𝑠⌜⌝ ⟨|𝟎|⟩⌝ = +𝑠, and so on. It takes two steps to complete a request,
after which the name server returns to the initial state, but with the parameter 𝑠 now
left-incremented once. A sequence of transitions for the name server thus looks as
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follows:

!𝑁(𝑥, 𝑧, 𝑣, 𝑠)init →→ !𝑁(𝑥, 𝑧, 𝑣, 𝑠)ready →→ !𝑁(𝑥, 𝑧, 𝑣, +𝑠)init

where we assume a request was received at the ready state. We shall refer to the
‘internal’ states between init and ready as proc states, written !𝑁(𝑥, 𝑧, 𝑣, 𝑠)proc, where
the name server is processing a request.

We can verify that the names generated by the name server will all be distinct, by
considering the quote depth of a name (resp. process) defined thus:

Definition 16 (Quote depth). The quote depth qd (𝑥) of a name 𝑥 is computed by
the recursive equations:

qd (⌜𝑃⌝) = {
qd (𝑥) if 𝑃 ≡⌝𝑥⌜
1 + qd (𝑃) otherwise

qd (𝑃) = {
max {qd (𝑥) ∣ 𝑥 ∈ fn (𝑃) } if fn (𝑃) ≠ ∅
0 otherwise

�

The quote depth of a name 𝑥1 corresponds to the maximum number of calls to
[n-struct] used to conclude name equivalence 𝑥1 ≡𝒩 𝑥2 for some name 𝑥2. The
leaves of the derivation tree of 𝑥1 ≡𝒩 𝑥2 will all be of the form 𝟎 ≡ 𝟎, provided all
processes are rewritten to a form with the smallest number of parallel 𝟎 processes,
since 𝟎 is the only process constructor in the syntax (Definition 3) that does not
contain names. Thus, a necessary (but not sufficient) condition for two names to
be name equivalent is that they have the same quote depth. Names are therefore
automatically stratified based on their quote depth:

Lemma 4 (Stratification). 𝑥1 ≡𝒩 𝑥2 ⟹ qd (𝑥1) = qd (𝑥2).

Proof. Assume for the sake of obtaining a contradiction that for some names 𝑥1, 𝑥2
we have that that 𝑥1 ≡𝒩 𝑥2 but qd (𝑥1) = 𝑛 and qd (𝑥2) = 𝑘, with 𝑛 < 𝑘. Then in the
derivation tree, there must exist a branch where the 𝑛’th application of [n-struct]
will have ⌜0⌝ ≡𝒩 ⌜𝑃⌝ as its conclusion, for some 𝑃, with qd (⌜𝑃⌝) = 𝑘 − 𝑛. The
premise of this rule would then be of the form 𝟎 ≡ 𝑃 for some process 𝑃 with
qd (𝑃) = 𝑘 − 𝑛. But the only process that is structurally congruent to 𝟎, is 𝟎 itself,
and qd (𝟎) = 0. Thus 𝑘−𝑛 = 0, thereby contradicting our assumption that 𝑛 < 𝑘.

We can also partition names into namespaces in the following way:
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Definition 17 (Namespace). let𝒩[ ] be a collection of name contexts, ranged over
by 𝑁, with one or more holes occurring in the position of free names. If 𝑠 is a name,
then so is 𝑁 [𝑠] for some 𝑁 ∈ 𝒩[ ]. We write

𝒩[𝑠] ≜ {𝑁 [𝑠] ∣ 𝑁 ∈ 𝒩[ ] }

and we say that𝒩[𝑠] is a namespace rooted at 𝑠. �

Clearly, if qd (𝑁) = 𝑛 (counting qd ([ ]) = 0), and qd (𝑠) = 𝑖 and qd (𝑠′) = 𝑗, then
qd (𝑁 [𝑠]) = 𝑛 + 𝑖 and qd (𝑁 [𝑠′]) = 𝑛 + 𝑗. Thus, by the contrapositive of Lemma 4,
we know that 𝑁 [𝑠] ≢𝒩 𝑁 [𝑠′] if 𝑖 ≠ 𝑗.

Using the concepts of name contexts, we can describe the aforementioned static
quoting techniques of Definition 8 as three distinct name space ‘templates,’ built by
the following grammars:

+𝑁 ∈ +𝒩[ ] ∶∶= [ ] || ⌜+𝑁 ⟨|𝟎|⟩⌝

𝑁+ ∈ 𝒩+
[ ] ∶∶= [ ] || ⌜𝑁+(⌜𝟎⌝).𝟎⌝

𝑁∘ ∈ 𝒩∘
[ ] ∶∶= [ ] || ⌜𝑁∘ ⟨|𝟎|⟩ | 𝑁∘(⌜𝟎⌝).𝟎⌝

We shall use these namespace templates to implement the name derivation func-
tion 𝛿. Thus, if we let 𝑁 denote any of the name contexts +𝑁,𝑁+, 𝑁∘ then 𝑠 𝑠′ if
there exists a name context 𝑁 such that 𝑠′ ≡𝒩 𝑁 [𝑠]. This assures us that even if two
namespaces use the same structure, e.g. +𝒩[ ], all their names will still be distinct if
their roots are not name equivalent, and neither is derivable from the other.

In case of the name server, we see that it generates the namespace +𝒩[𝑠], i.e. the
namespace of left-increments rooted at 𝑠, where 𝑠 is a parameter. Thus if 𝑠1 ≢𝒩 𝑠2
and neither is derivable from the other, then !𝑁(𝑥, 𝑧, 𝑣, 𝑠1) and !𝑁(𝑥, 𝑧, 𝑣, 𝑠2) will
generate similarly structured namespaces, +𝒩[𝑠1] and

+𝒩[𝑠2], but consisting of different
sets of names. Yet we can easily construct a mapping +𝒩[𝑠1] ↦

+𝒩[𝑠2] simply by
replacing every occurrence of 𝑠1 within +𝒩[𝑠1] by 𝑠2. This will be important in the
proof for parameter independence below.

Definition 18 (Namespace mapping). We write +𝜎𝑠1,𝑠2 ∶
+𝒩[𝑠1] →

+𝒩[𝑠2] to denote
the substitution mapping +𝑁 [𝑠1] ↦ +𝑁 [𝑠2] for every +𝑁 ∈ +𝒩[ ]. �

Based on these considerations we can now construct our encoding. We let the
encoding be defined as

J𝑃K ≜ J𝑃K𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)

where we assume we can choose the names 𝑛, 𝑣, 𝑥, 𝑧, 𝑠 such that they are distinct
from all free names in 𝑃 and 𝑛, 𝑣, 𝑥, 𝑧 ∉ +𝒩[𝑠]. As in the encoding by Meredith and
Radestock, we shall assume that all 𝜋-calculus names are implemented as 𝜌-names,
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and thus we shall generally omit explicit reference to the renaming policy 𝜑 in the
following.

We shall also limit ourselves to the 𝜋-calculus fragment with only input-guarded
replication, i.e. we shall only allow replicated 𝜋-calculus terms of the form !𝑥(𝑦).𝑃,
rather than !𝑃. This ensures that the encoding does not introduce divergence, unlike
the encoding by Meredith and Radestock which replicates eagerly and therefore
always diverges.5 As we saw in Example 5, input-guarded replication can be encoded
in the 𝜌-calculus without introducing divergence.

Given these considerations, the translation function J K𝑛,𝑣 is then given by the
following equations:

J𝟎K𝑛,𝑣 = 𝟎
J𝑃1 | 𝑃2K𝑛,𝑣 = J𝑃1K+𝑛,𝑣 | J𝑃2K𝑛+,𝑣

J𝑥(𝑦).𝑃K𝑛,𝑣 = 𝑥(𝑦).J𝑃K𝑛,𝑣
J𝑥<𝑧>K𝑛,𝑣 = 𝑥<𝑧>
J(𝛎𝑥)𝑃K𝑛,𝑣 = 𝑣<𝑛> | 𝑛(𝑥).J𝑃K𝑛2,𝑣

J!𝑥(𝑦).𝑃K𝑛,𝑣 = 𝐷 (𝑛) | 𝑛 ⟨||𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣)||⟩

The idea is that we simplify the ‘bookkeeping’ involved in runtime name gen-
eration by isolating it to a single, contextual process. This prevents errors of the
first kind in the encoding by Meredith and Radestock, which resulted from processes
losing access to the most recently replicated names. Here, the name 𝑣 is used by
all processes to contact the name server, and since it is never updated, this access
can never be lost. Conversely, the name 𝑛, which is used for the ‘return address,’ as
well as for replication, is always updated incrementally, during the translation. It is
never bound or reused, unlike in the translation by Meredith and Radestock, where
the replication context used +𝑛, +𝑝 but also bound 𝑛, 𝑝 and passed them to the inner
translation of 𝑃, which resulted in the second kind of error. We say that a name is
unique for the translation if it is never generated more than once by the translation
function, and this is the invariant that should hold for the parameter 𝑛:

Lemma 5 (Uniqueness). For each clause J𝐶 [𝑃]K𝑛,𝑣 = J𝐶K𝑛,𝑣 [J𝑃K𝑛′,𝑣], where 𝑛 𝑛′,
and J𝐶K𝑛,𝑣 contains a set of names 𝑁′ = { 𝑛1,… , 𝑛𝑘 } such that 𝑛 𝑁′, it holds that if
𝑛 is unique for the translation, then so are 𝑛1,… , 𝑛𝑘 and 𝑛′.

Proof. If a name 𝑛′ is unique for a translation, then it will never be generated twice.
We prove this by examining the clauses of the translation function, assuming at each
step that 𝑛 is unique.

The cases for J𝟎K𝑛,𝑣 and J𝑥<𝑧>K𝑛,𝑣 are immediate, as the translation does not
recur. The remaining cases are more interesting:

5This is only a slight limitation, as we can use input-guarded replication to encode full replication.
Note also that having only input-guarded replication would not have prevented any of the errors described
in section 3.4.
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• Case J𝑥(𝑦).𝑃K𝑛,𝑣: Holds, as the translation does not use 𝑛, so 𝑛 = 𝑛′.

• Case J𝑃1 | 𝑃2K𝑛,𝑣: Here we have two recursive calls to the translation: J𝑃1K+𝑛,𝑣
and J𝑃2K𝑛+,𝑣. We have that +𝑛 ≢𝒩 𝑛+ and from the definition of name incremen-
tation we see that +𝑛 cannot be derived from 𝑛+, nor vice versa. By Lemma 4,
𝑛 cannot be derived from either +𝑛 or 𝑛+.

• Case J(𝛎𝑥)𝑃K𝑛,𝑣: We have a single, recursive call to J𝑃K𝑛2,𝑣 where we pass
on 𝑛2, and from the definition of name composition we see that 𝑛 cannot be
derived from 𝑛2.

• Case J!𝑥(𝑦).𝑃K𝑛,𝑣: We have a single, recursive call to J𝑃K𝑛2,𝑣 where we pass
on 𝑛2, and from the definition of name composition we see that 𝑛 cannot be
derived from 𝑛2.

This concludes the proof.

For every usage of 𝑛 in a clause, we always either increase the quote depth of the
parameter we pass to the inner call to the translation, or we shift the parameter into
a new namespace by composition.

3.6.1 Committing and internal steps

The encoding presented here is non-prompt, in the sense that the 𝜌-calculus target
term may be able to perform some reduction steps, which do not correspond to
anything in the 𝜋-calculus source term, before actually performing the reduction
matching a reduction in the source term. These steps are all internal, and may derive
from the name server, as it progresses from its initial state to its ready state, or from
a request for a new name by the encoding of (𝛎𝑥)𝑃, or from a replicated term.

Every reduction in the 𝜋-calculus must ultimately derive from a communication,
since [𝜋-com] is the only axiom in the semantics. We say that the corresponding
communication in the 𝜌-calculus is the committing step, and this step must therefore
be a communication on a pair of names that came from the 𝜋-calculus. Any other
step in the 𝜌-calculus is an internal (or non-committing) step.

We can formalise this intuitive notion of committing and internal steps as follows:
By assumption, 𝜋-calculus names are implemented as 𝜌-names, which thus allows
us to syntactically distinguish them from the names produced by the translation. As
an example, we could let all 𝜋-calculus names be drawn from the +𝒩[𝑡] name space,
which is similar to the name space +𝒩[𝑠] generated by the name server, but choosing
a distinct root 𝑡, such that 𝑡 is not derivable from 𝑠 or vice versa. This would make
the 𝜋-calculus names structurally similar to the names produced by the name server,
whilst still not being name equivalent to any of them; i.e. both would be of the shape
⌜+𝑁 ⟨|𝟎|⟩⌝, which immediately can be distinguished from names coming from any of
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the other name spaces. We shall assume the 𝜋-calculus names are indeed generated
thus in the following.

Definition 19 (Committing and internal steps). Let 𝑇, 𝑇 ′ be 𝜌-calculus terms, such
that J𝑃K →∗ 𝑇 → 𝑇 ′ for some translated 𝜋-calculus term 𝑃; and let 𝑥1, 𝑥2 be the
names used in the premise of the [𝜌-com] rule used in the derivation of 𝑇 → 𝑇 ′. We
say

• 𝑇 → 𝑇 ′ is a committing step, if 𝑥1, 𝑥2 ∈ +𝒩[𝑠] ∪
+𝒩[𝑡]

• 𝑇 → 𝑇 ′ is an internal step, if 𝑥1, 𝑥2 ∉ +𝒩[𝑠] ∪
+𝒩[𝑡]

where +𝒩[𝑠] is the namespace generated by the name server, and +𝒩[𝑡] is the namespace
used to implement the renaming policy 𝜑.

We write ↦ for an internal reduction step, and ↦𝑘 for a reduction sequence
𝑃 ↦ … ↦ 𝑃′ of at most 𝑘 internal steps. We write ⤇𝑘 for a reduction sequence
𝑃 ↦𝑘1→↦𝑘2 𝑃′ containing exactly one committing step, where 𝑘 = 𝑘1 + 𝑘2. �

A name generated by the name server corresponds to a name declared by (𝛎𝑥) in
the 𝜋-calculus. A reduction on any of these names, or on any free name coming from
the 𝜋-calculus, is therefore a committing step, whereas reductions on names of any
other shape is an internal (non-committing) step.

For any translated term, the number of enabled internal steps is finite and de-
termined by the structure of the source term. The name server initially requires
two steps to evolve to the ready state; these steps are enabled for every translated
process. Servicing a request for a new name requires two steps, and then two further
steps to return to the ready state. Thus every unguarded subterm of the form (𝛎𝑥)𝑄
will give rise to four steps, plus the number of internal steps enabled in 𝑄. Lastly,
every replicating term requires one step to expose the input guard. As these are all
structural properties of the source term, we can therefore easily bound the maximum
number of such non-committing steps by analysing the source term:

Definition 20 (Step-function). Let 𝒮 ∶ 𝒫𝜋 → ℕ be defined as

𝒮(𝑃) = 2 + 4𝒮𝜈(𝑃) + 𝒮!(𝑃)

where 𝒮!(!𝑥(𝑦).𝑃) = 1 and 𝒮𝜈((𝛎𝑥)𝑃) = 1 + 𝒮𝜈(𝑃), and for the remaining cases we
have for ∗ ∈ { 𝜈, ! } that 𝒮∗(𝑃1 | 𝑃2) = 𝒮∗(𝑃1) + 𝒮∗(𝑃2) and 𝒮∗(𝑃) = 0 otherwise. �

Lemma 6 (Maximum internal steps). For any 𝜋-calculus source term 𝑃, and for any
𝜌-calculus term 𝑇 ′ such that 𝒮(𝑃) = 𝑘 and J𝑃K ↦𝑘 𝑇 ′, it holds that 𝑇 ′↦̸.

The proof is by induction on the structure of 𝑃. It can be found in Section 3.11.1.
Lemma 6 expresses that any translated target term J𝑃K at most can perform a

finite number of internal steps, before it either blocks or must perform a committing
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step, corresponding to a reduction step 𝑃 → 𝑃′ by the source term. After the
reduction, further non-committing stepsmay become enabled, if the reduction exposes
a replication or a (𝛎𝑥)𝑄 subterm, but the number of such steps is always finite and
determined by the structure of the source term.

Lemma 7 (Sum internal steps). If 𝑃 → 𝑃′ and there exist terms 𝑇, 𝑇 ′ and a number 𝑘
such that J𝑃K ⤇𝑘 𝑇↦̸ and J𝑃′K ↦𝒮(𝑃′) 𝑇 ′↦̸ then 𝑘 = 𝒮(𝑃) + 𝒮(𝑃′) − 2.

Proof. By Definition 19, we have that⤇𝑘 = ↦𝑘1→↦𝑘2 and 𝑘 = 𝑘1+𝑘2. By Lemma 6,
𝑘1 ≤ 𝒮(𝑃) since some enabled internal steps may not have been performed before
the committing step. However, any such residual steps are then transferred to 𝑘2,
since we require that 𝑇↦̸. Thus

𝑘2 = 𝒮(𝑃) − 𝑘1 + 4𝒮𝜈(𝑃′) + 𝒮!(𝑃′) by Definition 20
= 𝒮(𝑃) − 𝑘1 + 𝒮(𝑃′) − 2

𝑘1 + 𝑘2 = 𝒮(𝑃) + 𝒮(𝑃′) − 2

where we subtract the two extra steps from the name server, since it is not initialised
twice.

3.6.2 Correctness of the encoding

We can now proceed to show that our encoding in fact satisfies the validity criteria of
Definition 15. Firstly, we show that the behaviour of the translated process does not
depend on the structure of the name parameters 𝑛 and 𝑠, as long as these names are
unique for the translation:

Proposition 1 (Independence of parameters). If 𝑛, 𝑛′, 𝑠, 𝑠′# n (𝑃) and all are unique
for the translation, then

J𝑃K𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠) ∼fn(𝑃) J𝑃K𝑛′,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)

Proof. The translation only generates finitely many names, and this generation is
deterministic (dependent only on the structure of the process). Changing the initial
name from 𝑛 to 𝑛′ does not alter the number or structure of the generated names (up
to the change from 𝑛 to 𝑛′), and by Lemma 5, all the names are unique, regardless of
the choice of the initial name.

Consider first the case where 𝑠 = 𝑠′: By applying the namespace mapping +𝜎𝑛,𝑛′
to our translated process, we have that

(J𝑃K𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)) +𝜎𝑛,𝑛′ = (J𝑃K𝑛′,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠))

Consider now ℐ, the identity relation on 𝒫𝜌, which is trivially a bisimulation. We
construct a new relation ℛ as follows:

ℛ ≜ { (𝑄,𝑄 +𝜎𝑛,𝑛′) ∣ (𝑄, 𝑄) ∈ ℐ }
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and as argued above, we have that

(J𝑃K𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠), J𝑃K𝑛′,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)) ∈ ℛ

We now have to show that ℛ indeed is an fn (𝑃)-restricted bisimulation. Here
it should suffice to note that for all pairs of processes (𝑄, 𝑄′) ∈ ℛ, 𝑄 and 𝑄′ are
identical, except on the names replaced by the namespace mapping +𝜎𝑛,𝑛′ . But as
none of these names are in fn (𝑃), they will therefore not be observable by the ↓fn(𝑃)
predicate.

A similar argument can then be used for the case where 𝑠 ≠ 𝑠′, since by construc-
tion neither of these names are in the set n (𝑃), nor are any of the names derivable from
𝑠 or 𝑠′. Thus changing the root name of the namespace generated by the name server
cannot lead to any difference in the set of observable names, and as the name genera-
tion method corresponds to a successor function, we can again create a namespace
mapping +𝜎𝑠𝑖,𝑠′𝑖 for each 𝑠𝑖, 𝑠

′
𝑖.

Next, we formulate a (mostly) standard result relating substitution in the two
calculi:

Proposition 2 (Substitution). Let 𝜎𝑠 ≜ {𝑢/𝑤} denote substitution in the 𝜋-calculus,
and let 𝜎𝑡 ≜ {𝑢/𝑤} denote substitution in the 𝜌-calculus. Then J𝑃𝜎𝑠K𝑛,𝑣 = J𝑃K𝑛,𝑣𝜎𝑡
if 𝑢,𝑤#𝑃, 𝑛, 𝑣,𝒩[𝑛], where 𝒩[𝑛] is the finite subset of names in +𝒩[𝑛] ∪ 𝒩+

[𝑛] ∪ 𝒩
∘
[𝑛]

generated by the translation.

The proof is by induction on the clauses of the translation function. It can be
found in Section 3.11.2.

The condition 𝑢,𝑤#𝑃, 𝑛, 𝑣,𝒩[𝑛] ensures that the substitution cannot touch any
of the names created by the translation, which is reasonable, since the substitutions
we care about should derive from communications in the 𝜋-calculus, and not from
some of the internal reductions in the 𝜌-calculus that are used to simulate replication
or requests for new names.

Our next result establishes that our translation preserves observability of subjects,
as long as we restrict observations to the set of free names in 𝑃. However, as the
encoding is non-prompt, we may need to perform some (finite) number of internal
reductions first in the translated term, to ensure all subjects deriving from subjects
in the 𝜋-calculus are unguarded. However, the number of such internal steps can at
most be 𝒮(𝑃), so we can actually show a stronger version than what is required in
Property 4:

Proposition 3 (Observational correspondence). 𝑃 ↓ ̂𝑥 iff there exists a 𝑇 such that
J𝑃K ↦𝒮(𝑃) 𝑇 ∧ 𝑇↦̸ and 𝑇 ↓fn(𝑃) ̂𝑥.
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The proof is by induction on the rules of the two observation predicates; the
𝜋-calculus observation predicate for the forward direction, and the 𝜌-calculus obser-
vation predicate for the other direction. The proof is given in Section 3.11.3.

The next result we desire to have is that the encoding should satisfy the property
of operational correspondence (Property 3), which ensures that the encoding in fact
preserves the semantics of the source language. It can be stated in two parts: opera-
tional completeness for the forward direction, and operational soundness for the other
direction. We shall break it up accordingly, since both proofs are quite lengthy.

However, just as with observational correspondence above, we can also show a
stronger version of operational correspondence than what is required in Property 3,
since the translation only introduces a finite number of internal steps for each term,
some of which may occur either before or after the committing step. The committing
step itself may then expose some further internal steps, but the maximum number
remains finite and bounded by the structure of the source term.

Proposition 4 (Operational completeness). If 𝑃 → 𝑃′ then there exist terms 𝑇1, 𝑇2
such that J𝑃K ⤇𝒮(𝑃)+𝒮(𝑃′)−2 𝑇1 and J𝑃′K ↦𝒮(𝑃′) 𝑇2 and 𝑇1 ∼fn(𝑃) 𝑇2.

The first part of this statement is given by Lemma 7, so our task is to show that
the two reducts 𝑇1 and 𝑇2 actually correspond. The proof then proceeds by induction
on the reduction rules. It can be found in Section 3.11.4.

For the other direction of operational correspondence, we can also state a stronger
version of the result than that required in Property 3, by using Lemma 6. Being able to
distinguish the 𝜋-calculus names enables us to force the translated terms to perform
exactly one committing step, and then reduce by↦ until no further internal steps are
possible. The result of operational soundness, which we can show for the encoding,
is therefore as follows:

Proposition 5 (Operational soundness). If there exists a term 𝑇 ′
1 such that J𝑃K ⤇𝑘

𝑇 ′
1↦̸, then 𝑃 → 𝑃′ and there exists a term 𝑇 ′

2 such that J𝑃′K ↦𝒮(𝑃′) 𝑇 ′
2↦̸ and 𝑇 ′

1 ∼fn(𝑃)

𝑇 ′
2 and 𝑘 = 𝒮(𝑃) + 𝒮(𝑃′) − 2.

The proof is by induction on the structure of translated terms. It can be found in
Section 3.11.5.

Operational soundness assures us that a translated term can only perform finitely
many non-committing steps before it must perform a committing step, matching one
reduction in the 𝜋-calculus. Thus, if a translated target term can take infinitely many
steps, it must also take infinitely many committing steps, corresponding to infinitely
many steps in the 𝜋-calculus. Divergence reflection therefore follows as a simple
corollary of Proposition 5:

Corollary 5 (Divergence reflection). J𝑃K →𝜔 ⟹ 𝑃 →𝜔.
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In summary, let us consider how the encoding conforms to the criteria given in
Definition 15:

1. Compositionality is not proved directly, but it can be verified by inspecting
the clauses of the translation function that the encoding does not reduce the
degree of parallelism of the source term. The role of the coordinating context
𝐶 is here played by the name server.

2. Substitution invariance is shown in Proposition 2.

3. Operational correspondence is shown in Proposition 4 (operational complete-
ness) and Proposition 5 (operational soundness).

4. Observational correspondence is shown in Proposition 3.

5. Divergence reflection follows as a corollary of the stricter formulation of oper-
ational correspondence (Corollary 5).

6. Parameter independence is shown in Proposition 1.

Thus we conclude that the encoding indeed is valid according to the presented criteria.

3.7 Correct name-usage in the 𝜌-calculus

To write meaningful programs in the 𝜌-calculus, one needs a reliable source of fresh
names, such as the name server !𝑁(𝑥, 𝑧, 𝑣, 𝑠). A main point here is that only the
structure of these names matters, not their behaviour if they were to be executed
as processes. Their behaviour would likely be meaningless, and they are therefore
never intended to be dropped and run. Thus we would like to ensure that this never
happens.

One obvious way to ensure this would be by means of a type system along the
lines of Milner’s simple type system for the 𝜋-calculus [83]. However, this is actually
not trivial to achieve, because of the reflective nature of the 𝜌-calculus, and specifically
the fact that names are constructed at runtime rather than being defined syntactically
with (𝛎𝑥)𝑃, since it leaves us no place in the syntax to write the types for the names.
In this section, we shall see how it nevertheless may be done, by creating a very
simple type system for the 𝜌-calculus. This is illustrative, because it highlights another
peculiar feature of the 𝜌-calculus; namely that the generated names are free in the
continuation of an input.

3.7.1 The type system

The purpose of our simple type system is to ensure correct name-usage; i.e. that
names intended to be used as channels will never be dropped, and conversely that
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processes, that have been quoted for the purpose of process mobility, will not be used
as names. We can capture this with a simple language of types, consisting of three
different ‘tags’.

Definition 21 (Language of types). The ‘type tags’ are:

𝜏 ∈ 𝒯 ∶∶= nch || pch || proc �

Here nch denotes that the name is used as a channel to carry a channel (name);
pch denotes that the name is used as a channel to carry a process; and proc denotes
that the name is a process, intended to be dropped.

Next, we shall need the notion of a type environment Γ ∶ 𝒩 → 𝒯 to record the
types of names. In most type systems, this is given as a finite, partial function from
names to types, written as a list of pairs 𝑥1 ∶ 𝜏1,… , 𝑥𝑛 ∶ 𝜏𝑛. We shall do the same
here, but also add a ‘default’ value to be returned for all names not found in Γ, thus
creating a total function. We shall write ∅ for the empty list.

Definition 22 (Γ lookup). Let the lookup of a name 𝑥 in Γ be defined thus:

(𝑥′ ∶ 𝜏, Γ)(𝑥) = {
𝜏 if 𝑥 = 𝑥′

Γ(𝑥) otherwise

∅(𝑥) = nch �

The reason for this slightly unusual definition of Γ is precisely the aforementioned
peculiarity that new names will be free in the continuation of an input, and hence
will require a type to be found in the type environment.

Since Γ is now a full function, we shall also need a different way to refer to the
names recorded in Γ, as opposed to the domain of Γ; hence, we shall use n (Γ), defined
thus:

Definition 23 (Names in Γ). Let n (Γ) denote the names recorded in Γ, with

n (𝑥 ∶ 𝜏, Γ) = { 𝑥 } ∪ n (Γ)

and n (∅) = ∅. We write

𝑥1#Γ ≜ ∀𝑥2 ∈ n (Γ) . 𝑥1 ≢𝒩 𝑥2 �

Definition 24 (Well-formed Γ). We say that Γ is well-formed, if it holds for all pairs
of names 𝑥1, 𝑥2 ∈ n (Γ), that 𝑥1 ≢𝒩 𝑥2. �

In the following, we shall always require, that Γ is well-formed; i.e. that Γ never
contains name-equivalent names.

Type judgments are of the form Γ ⊢ 𝑃 for processes and Γ ⊢ 𝑥 ∶ 𝜏 for names,
and are defined by the rules in Figure 3.2. Note the two different rules for lift: if
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[t-var]
Γ ⊢ 𝑥1 ∶ Γ(𝑥2)

(𝑥1 ≡𝒩 𝑥2)

[t-nil]Γ ⊢ 𝟎

[t-par]
Γ ⊢ 𝑃1 Γ ⊢ 𝑃2
Γ ⊢ 𝑃1 | 𝑃2

[t-lift-n]Γ ⊢ 𝑥 ∶ nch
Γ ⊢ 𝑥 ⟨|𝑃|⟩

[t-lift-p]
Γ ⊢ 𝑥 ∶ pch Γ ⊢ 𝑃

Γ ⊢ 𝑥 ⟨|𝑃|⟩

[t-drop]
Γ ⊢ 𝑥 ∶ proc

Γ ⊢⌝𝑥⌜

[t-in]
Γ ⊢ 𝑥 ∶ 𝜏1 Γ, 𝑦 ∶ 𝜏2 ⊢ 𝑃

Γ ⊢ 𝑥(𝑦).𝑃 (𝜏2 = {
nch if 𝜏1 = nch
proc if 𝜏1 = pch

)

Figure 3.2: Rules for type judgments for names and processes.

𝑥 has type nch, then the lifted process is intended to be used as a name, and we
type it with the rule [t-lift-n], which does not recur into the process 𝑃, since it is
not intended to be run. Conversely, if the type of 𝑥 is pch, then 𝑃 may be dropped,
and it must therefore also be checked, as is done in the premise of [t-lift-p]. This
distinction appears again in the [t-in] rule, where the type 𝜏2 of 𝑦, which is added as
an assumption for the typing of the continuation 𝑃, will depend on the type of the
subject, 𝑥. In all three cases, we require the subject to have a channel type, either
nch or pch, whereas in [t-drop] we require 𝑥 to have a process type, proc. Thus,
the rules capture our intended notion of correct name usage.

3.7.2 Properties of the type system

The property we wish to show for our type system is a classic subject-reduction
property in the style of Wright and Felleisen [133], which says that well-typedness is
preserved by the semantics; i.e.

Γ ⊢ 𝑃 ∧ 𝑃 →∗ 𝑃′ ⟹ Γ ⊢ 𝑃′

To obtain this result, we shall need a few auxiliary lemmas, showing that well-
typedness is preserved by weakening and strengthening of Γ, and by substitution and
rewrites of 𝑃 under structural congruence.

Lemma 8 (Weakening). If Γ ⊢ 𝑃 and 𝑥#Γ, 𝑃 then Γ, 𝑥 ∶ 𝜏 ⊢ 𝑃 for some 𝜏.

Lemma 9 (Strengthening). If Γ, 𝑥 ∶ 𝜏 ⊢ 𝑃 and 𝑥# fn (𝑃) then Γ ⊢ 𝑃.

Both results are easily shown by induction on the structure of 𝑃, so we omit the
details. The substitution result is more interesting, since here we need to distinguish
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between the syntactic and semantic substitution. Thus we break it up into two
separate lemmas:

Lemma 10 (Syntactic substitution). Let 𝜎 = {𝑧/𝑥} be a syntactic substitution. If
Γ, 𝑥 ∶ 𝜏 ⊢ 𝑃 and 𝑧#Γ, 𝑃 then Γ, 𝑧 ∶ 𝜏 ⊢ 𝑃 {𝑧/𝑥}.

Proof. Induction on the structure of 𝑃.

• Case 𝟎: immediate.

• Case 𝑃1 | 𝑃2: Then Γ, 𝑥 ∶ 𝜏 ⊢ 𝑃1 | 𝑃2 was concluded by [t-par], with Γ, 𝑥 ∶
𝜏 ⊢ 𝑃1 and Γ, 𝑥 ∶ 𝜏 ⊢ 𝑃2 as premises. By induction hypothesis, Γ, 𝑧 ∶ 𝜏 ⊢ 𝑃1𝜎
and Γ, 𝑧 ∶ 𝜏 ⊢ 𝑃2𝜎 then hold. As 𝑃1𝜎 | 𝑃2𝜎 = (𝑃1 | 𝑃2)𝜎, we then conclude
Γ, 𝑧 ∶ 𝜏 ⊢ (𝑃1 | 𝑃2)𝜎.

• Case 𝑥1 ⟨|𝑃|⟩: Then Γ, 𝑥 ∶ 𝜏 ⊢ 𝑥1 ⟨|𝑃|⟩ was concluded by either [t-lift-n]
or [t-lift-p]. We consider only the latter case, since the former is simpler.
From the premise, we have that Γ, 𝑥 ∶ 𝜏 ⊢ 𝑥1 ∶ nch and Γ, 𝑥 ∶ 𝜏 ⊢ 𝑃, so
Γ, 𝑧 ∶ 𝜏 ⊢ 𝜎(𝑥1) ∶ nch and Γ, 𝑧 ∶ 𝜏 ⊢ 𝑃𝜎 hold by the induction hypothesis. As
𝜎(𝑥1) ⟨|𝑃𝜎|⟩ = 𝑥1 ⟨|𝑃|⟩ 𝜎, we then conclude Γ, 𝑧 ∶ 𝜏 ⊢ 𝑥1 ⟨|𝑃|⟩ 𝜎.

• Case 𝑥1(𝑦).𝑃: Then Γ, 𝑥 ∶ 𝜏 ⊢ 𝑥1(𝑦).𝑃 was concluded by [t-in]. From the
premise, we have that Γ, 𝑥 ∶ 𝜏 ⊢ 𝑥1 ∶ 𝜏1 and Γ, 𝑥 ∶ 𝜏, 𝑦 ∶ 𝜏2 ⊢ 𝑃, with
𝜏2 determined by the side condition. As the substitution is required to be
safe, we know that 𝑦#𝜎. By the induction hypothesis, Γ, 𝑧 ∶ 𝜏 ⊢ 𝜎(𝑥1) ∶ 𝜏1
and Γ, 𝑧 ∶ 𝜏, 𝑦 ∶ 𝜏2 ⊢ 𝑃𝜎 then hold. By factoring 𝜎 as before, we get that
Γ, 𝑧 ∶ 𝜏, 𝑦 ∶ 𝜏2 ⊢ 𝑥1(𝑦).𝑃𝜎, and by applying Lemma 9 we conclude Γ, 𝑧 ∶ 𝜏 ⊢
𝑥1(𝑦).𝑃𝜎.

• Case ⌝𝑥1⌜: Then Γ, 𝑥 ∶ 𝜏 ⊢⌝𝑥1⌜ was concluded by [t-drop], with Γ, 𝑥 ∶ 𝜏 ⊢
𝑥1 ∶ proc as premise. By the induction hypothesis, Γ, 𝑧 ∶ 𝜏 ⊢ 𝜎(𝑥1) ∶ proc
then holds. As ⌝𝜎(𝑥1)⌜=⌝𝑥1⌜𝜎 (since this is syntactic substitution), we therefore
conclude Γ, 𝑧 ∶ 𝜏 ⊢⌝𝑥1⌜𝜎.

• Case 𝑥1: Then Γ, 𝑥 ∶ 𝜏 ⊢ 𝑥1 ∶ 𝜏′ was concluded by [t-var]. If 𝑥 ≢𝒩 𝑥1, the
result is immediate. Otherwise, 𝜏 = 𝜏′ and 𝑥1 {𝑧/𝑥} = 𝑧, and thus Γ, 𝑧 ∶ 𝜏 ⊢
𝑧 ∶ 𝜏 is seen to hold.

This concludes the proof.

Lemma 11 (Semantic substitution). Let 𝜎 = {⌜𝑄⌝/𝑥} be a semantic substitution. If
Γ, 𝑥 ∶ proc ⊢ 𝑃, 𝑥#𝑄 and Γ ⊢ 𝑄 then Γ, 𝑥 ∶ proc ⊢ 𝑃 {⌜𝑄⌝/𝑥}.

Proof. Induction on the structure of 𝑃. Most of the cases are as in Lemma 10, so we
shall not repeat them. The interesting case is that of ⌝𝑥1⌜:
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• If 𝑥 ≢𝒩 𝑥1 the result is immediate, since no substitution is performed.

• Otherwise, we have that ⌝𝑥1⌜{⌜𝑄⌝/𝑥} = 𝑄, and Γ, 𝑥 ∶ proc ⊢ 𝑄 holds by
assumption.

This concludes the proof.

Next, we shall need a result showing that well-typedness is preserved by rewrites
under structural congruence.

Lemma 12 (Structural congruence). If Γ ⊢ 𝑃1 and 𝑃1 ≡ 𝑃2 then Γ ⊢ 𝑃2

Proof. Induction on the rules for concluding 𝑃1 ≡ 𝑃2 (Figure 3.1).
For [s-refl], the result is immediate, and for [s-sym] and [s-trans] by straight-

forward application of the induction hypothesis. For [s-com], [s-nil], [s-par] and
[s-ass], the result follows by using the type rule [t-par] either once or twice, and
then by the induction hypothesis for the premises.

The interesting cases are the remaining, [s-drop], [s-out] and [s-in]:

• Case [s-drop]: We know that ⌝𝑥1⌜≡⌝𝑥2⌜ and Γ ⊢⌝𝑥1⌜, which was concluded
by [t-drop], and, from the premise, we therefore have that Γ ⊢ 𝑥1 ∶ proc,
which was concluded by [t-var]. By well-formedness of Γ and this rule, since
𝑥1 ≡𝒩 𝑥2, we therefore conclude that Γ ⊢ 𝑥2 ∶ proc. Thus, by [t-drop] we
can conclude Γ ⊢⌝𝑥2⌜.

• Case [s-out]: We know that 𝑥1 ⟨|𝑃1|⟩ ≡ 𝑥2 ⟨|𝑃2|⟩, and, from the premise, that
𝑥1 ≡𝒩 𝑥2 and 𝑃1 ≡ 𝑃2. We also know that Γ ⊢ 𝑥1 ⟨|𝑃2|⟩, which must have been
concluded by [t-lift-n] or [t-lift-p]. Assume the latter rule was used, since
the other case is simpler. Then, from the premise, we have that Γ ⊢ 𝑥1 ∶ pch
and Γ ⊢ 𝑃1. The former was concluded by [t-var], and by this rule, and by well-
formedness of Γ, we can therefore conclude that Γ ⊢ 𝑥2 ∶ pch. Since 𝑃1 ≡ 𝑃2,
then by the induction hypothesis, Γ ⊢ 𝑃2. Thus we conclude by [t-lift-p] that
Γ ⊢ 𝑥2 ⟨|𝑃2|⟩.

• Case [s-out]: We know that 𝑥1(𝑦2).𝑃1 ≡ 𝑥2(𝑦2).𝑃2, and, from the premise,
that 𝑥1 ≡𝒩 𝑥2 and 𝑃1 {𝑧/𝑦1} ≡ 𝑃2 {𝑧/𝑦2}, where 𝑧 is chosen fresh for both 𝑃1, 𝑃2.
We also know that Γ ⊢ 𝑥1(𝑦1).𝑃1, which was concluded by [t-in]. From the
premise of that rule, we then have that Γ ⊢ 𝑥1 ∶ 𝜏1 and Γ, 𝑦1 ∶ 𝜏2 ⊢ 𝑃.
By a reasoning similar to above, we conclude that since 𝑥1 ≡𝒩 𝑥2, then also
Γ ⊢ 𝑥2 ∶ 𝜏1.
Assume 𝑧#Γ, or otherwise apply Lemma 9 (Strengthening) until the statement
holds. By Lemma 10 (Syntactic substitution) we can then conclude that Γ, 𝑧 ∶
𝜏2 ⊢ 𝑃1 {𝑧/𝑦1}, and we know from the premise of [s-in] that 𝑃1 {𝑧/𝑦1} ≡ 𝑃2 {𝑧/𝑦2}.
Then Γ, 𝑧 ∶ 𝜏2 ⊢ 𝑃2 {𝑧/𝑦2} by the induction hypothesis. By applying Lemma 10
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again, we get that Γ, 𝑦2 ∶ 𝜏2 ⊢ 𝑃. Thus we can conclude Γ ⊢ 𝑥2(𝑦2).𝑃2 by
[t-in].

This concludes the proof.

Note in the last case, for [s-out], that we used the lemma for syntactic substitution
(Lemma 10), and not the lemma for semantic substitution (Lemma 11). This works,
since the substitution used in the definition of structural congruence (Figure 3.1) is
only syntactic substitution.

Before we can state and prove our main result of subject reduction, we need an
assumption about the names that will be generated at runtime. For this purpose, we
shall annotate the reduction relation with the object of a communication. Thus we
shall write 𝑃

𝑥
−→ 𝑃′. This annotation is introduced in the [𝜌-com] rule, where we

conclude
𝑥1(𝑦).𝑃1 | 𝑥2 ⟨|𝑃2|⟩

⌜𝑃2⌝−−−→ 𝑃1 {⌜𝑃2⌝/𝑦}

and it is then straightforwardly extended to the [𝜌-par] and [𝜌-struct] rules. For
the reflexive and transitive closure of

𝑥
−→, we shall write→∗ as before.

Definition 25 (Name generation safe). We say that a process 𝑃 is name generation
safe for an environment Γ, written NSafeΓ(𝑃), if it holds that

𝑃 →∗ 𝑃″
𝑥
−→ 𝑃′ ⟹ Γ(𝑥) = nch �

This requirement can manifest itself in two different ways:

1. If 𝑃
𝑥1−→ 𝑃′ and there exists a name 𝑥2 ∈ n (Γ) such that 𝑥1 ≡𝒩 𝑥2, then 𝑥2

must be of type nch.

2. Conversely, if no such name 𝑥2 exists in n (Γ), i.e. 𝑥2 ∉ n (Γ), then Γ(𝑥1) = nch
by default.

Thus in effect, this requirement states that 𝑃 must never, during the course of its
reductions, create a name 𝑥1 that is name equivalent to any name 𝑥2 that is assumed
to have type pch or proc in Γ. This limitation is necessitated by the fact that names
are free in the continuation of an input. We return to this matter in the following
section.

Theorem 3 (Subject reduction). If NSafeΓ(𝑃) and Γ ⊢ 𝑃 and 𝑃 → 𝑃′ then Γ ⊢ 𝑃′.

Proof. Induction on the rules of 𝑃 → 𝑃′ (Definition 7). We have three cases to examine,
but the interesting case is the rule [𝜌-com]:

• Case [𝜌-par]: We have Γ ⊢ 𝑃1 | 𝑃2 by [t-par], and, from the premise, that
Γ ⊢ 𝑃1 and Γ ⊢ 𝑃2. Now 𝑃1 | 𝑃2 → 𝑃′1 | 𝑃2, and by the induction hypothesis
Γ ⊢ 𝑃′1 . Then by [t-par] we conclude that Γ ⊢ 𝑃′1 | 𝑃2.
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• Case [𝜌-struct]: We have by assumption that Γ ⊢ 𝑃, and 𝑃 → 𝑃′ was
concluded by [𝜌-struct]. From the premise, 𝑃 ≡ 𝑃1, and by Lemma 12, we
have that Γ ⊢ 𝑃1. Then 𝑃1 → 𝑃′1 in the premise, and by the induction hypothesis
Γ ⊢ 𝑃′1 . Then 𝑃′1 ≡ 𝑃′, and we conclude Γ ⊢ 𝑃′ by another application of
Lemma 12.

• Case [𝜌-com]: We have by assumption that Γ ⊢ 𝑥1(𝑦).𝑃1 | 𝑥2 ⟨|𝑃2|⟩, which was
concluded by [t-par], and [t-in] and either [t-lift-n] or [t-lift-p] for the
premises. We examine each case separately:

1. If [t-lift-n] was used, then we know Γ ⊢ 𝑥1 ∶ nch, and by well-
formedness of Γ that also Γ ⊢ 𝑥2 ∶ nch since 𝑥1 ≡𝒩 𝑥2. By the side
condition of [t-in], we then have that 𝜏2 = nch, so Γ, 𝑦 ∶ nch ⊢ 𝑃1. Now

𝑥1(𝑦).𝑃1 | 𝑥2 ⟨|𝑃2|⟩ → 𝑃1 {⌜𝑃2⌝/𝑦}

by [𝜌-com]. We know that ⌜𝑃2⌝ will be used as a name inside 𝑃, so there
will only be a substitution of a name for a name. Thus by Lemma 10
(Syntactic substitution), we have that Γ, ⌜𝑃2⌝ ∶ nch ⊢ 𝑃1 {⌜𝑃2⌝/𝑦}.
Now, if there exists a name 𝑥 ∈ n (Γ) such that 𝑥 ≡𝒩 ⌜𝑃2⌝, then we know
that Γ ⊢ 𝑥 ∶ nch, since we require that NSafeΓ(𝑃). Thus the assumption
⌜𝑃2⌝ ∶ nch can be removed, to comply with the well-formedness require-
ment. Conversely, if there does not exist such an 𝑥, then the assumption
can still be omitted, since we then have Γ(⌜𝑃2⌝) = nch as default value by
Definition 23. Thus we can conclude Γ ⊢ 𝑃1 {⌜𝑃2⌝/𝑦}.

2. If [t-lift-p] was used, then we know that Γ ⊢ 𝑃2 and Γ ⊢ 𝑥1 ∶ pch, and
by well-formedness of Γ that also Γ ⊢ 𝑥2 ∶ pch. By the side condition of
[t-in], we then have that 𝜏2 = proc, so from the premise we know that
Γ, 𝑦 ∶ proc ⊢ 𝑃1.
As before, following the reduction, we have 𝑃1 {⌜𝑃2⌝/𝑦}, and we know that
⌜𝑃2⌝ will be used as a process inside 𝑃1. Furthermore, we know that the
substitution is safe (capture-avoiding), so 𝑦#𝑃2. We can therefore apply
Lemma 11 (Semantic substitution) to obtain Γ, 𝑦 ∶ proc ⊢ 𝑃1 {⌜𝑃2⌝/𝑦}.
Since 𝑦#𝑃2, and all occurrences of 𝑦 (and name equivalent names) within
𝑃1 are replaced, we have that 𝑦#𝑃1 {⌜𝑃2⌝/𝑦}, so we can apply Lemma 9 to
obtain Γ ⊢ 𝑃1 {⌜𝑃2⌝/𝑦}.

This concludes the proof.

By a simple, inductive argument and Theorem 3, we then obtain our desired safety
result:

Corollary 6. NSafeΓ(𝑃) ∧ Γ ⊢ 𝑃 ∧ 𝑃 →∗ 𝑃′ ⟹ Γ ⊢ 𝑃′
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3.7.3 Safety of the encoding

We wish to show that programs using the name server !𝑁(𝑥, 𝑧, 𝑣, 𝑠) will use the gen-
erated names correctly, i.e. that they will not be dropped. One particularly important
class of such programs are of course those created by the encoding of the 𝜋-calculus
into the 𝜌-calculus.

We need to make a few, insignificant changes to the encoding, to make it fit with
our type rules: we introduce an extra name parameter 𝑝 to be used in the encoding
of replication. Formerly, the encoding just used 𝑛 for this, but now we want to give 𝑛
the type nch, since it is used for sending names, and we therefore need a different
name with type pch for sending processes. With these changes, the encoding is now
as follows:

J𝟎K𝑛,𝑝,𝑣 = 𝟎
J𝑃1 | 𝑃2K𝑛,𝑣,𝑝 = J𝑃1K+𝑛,𝑝,𝑣 | J𝑃2K𝑛+,𝑝,𝑣

J𝑥(𝑦).𝑃K𝑛,𝑝,𝑣 = 𝑥(𝑦).J𝑃K𝑛,𝑝,𝑣
J𝑥<𝑧>K𝑛,𝑝,𝑣 = 𝑥<𝑧>

J(𝛎𝑥)𝑃K𝑛,𝑝,𝑣 = 𝑣<𝑛> | 𝑛(𝑥).J𝑃K𝑛2,𝑝,𝑣
J!𝑥(𝑦).𝑃K𝑛,𝑝,𝑣 = 𝐷(𝑝) | 𝑝 ⟨||𝑥(𝑦). (𝐷(𝑝) | J𝑃K𝑛,𝑝2,𝑣)||⟩

We now need to find an environment Γ1, containing all the names of the translated
process, to show that it is well-typed. This is quite easy:

• For a 𝜋-calculus process 𝑃, we assign all names 𝑥 ∈ fn (𝑃) the type 𝑥 ∶ nch
and add them to Γ1.

• Assign 𝑣 ∶ nch and add it to Γ1.

• For all names 𝑛 generated by the translation, we assign 𝑛 ∶ nch and add them
to Γ1.

• For all names 𝑝 generated by the translation, we assign 𝑝 ∶ pch and add them
to Γ1.

Note that we can simply count all the names 𝑛 (resp. 𝑝) generated by the transla-
tion. We could also build Γ1 alongside the encoding, but we omit that to avoid clutter
in the notation. It should now be clear that any process J𝑃K𝑛,𝑝,𝑣 generated by this
translation is well-typed:

Proposition 6. With Γ1 built as described above, Γ1 ⊢ J𝑃K𝑛,𝑝,𝑣 for any 𝜋-calculus
process 𝑃.

Proof. By induction on the clauses of the translation:
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• Case 𝟎: Immediate from [t-nil].

• Case J𝑃1K+𝑛,𝑝,𝑣 | J𝑃2K𝑛+,𝑝,𝑣: By [t-par], and we apply the induction hypothesis
for the premises.

• Case 𝑥(𝑦).J𝑃K𝑛,𝑝,𝑣: By [t-in]. By construction, 𝑥 ∶ nch since this name
came from the 𝜋-calculus. Thus we get 𝑦 ∶ nch from the side condition.
The premise holds by the induction hypothesis, and thus we get that Γ1, 𝑦 ∶
nch ⊢ 𝑥(𝑦).J𝑃K𝑛,𝑝,𝑣. Applying Lemma 9 then allows us to conclude Γ1 ⊢
𝑥(𝑦).J𝑃K𝑛,𝑝,𝑣.

• Case 𝑥<𝑧>: By [t-lift-n]. By construction, Γ1 (𝑥) = nch since it came from
the 𝜋-calculus.

• Case 𝑣<𝑛> | 𝑛(𝑥).J𝑃K𝑛2,𝑝,𝑣: Firstly by [t-par], and then [t-lift-n] and [t-in]
for the premises. By construction of Γ1, we have that Γ1 (𝑣) = nch (and Γ1 (𝑛) =
nch), so Γ1 ⊢ 𝑣<𝑛>. Similarly for 𝑛(𝑥).J𝑃K𝑛2,𝑝,𝑣, since we know that Γ1 (𝑛) =
nch, and this case is thus similar to the case for input above.

• Case𝐷(𝑝) |𝑝 ⟨||𝑥(𝑦). (𝐷(𝑝) | J𝑃K𝑛,𝑝2,𝑣)||⟩: Firstly by [t-par], and then by [t-in]
and [t-lift-p] for the premises. By construction, we have that Γ1 (𝑝) = pch.

This concludes the proof.

This result is hardly surprising: All names coming from the 𝜋-calculus are of
course used as channels to communicate names, and so are the names introduced
by the translation, except 𝑝 and its derivates, which are used to encode replication.
Furthermore, all occurrences of ⌝𝑥⌜ are in the copying process 𝐷(𝑝), where the name
is bound by an input; hence, there are no drop of free names, and therefore no names
recorded with a type proc in Γ1.

Next, we consider the name server process !𝑁(𝑥, 𝑧, 𝑣, 𝑠) itself, which we recall is
defined as follows:

𝐷(𝑥) | 𝑥 ⟨|𝑧(𝑎).𝑣(𝑟). (𝐷(𝑥) | 𝑟<𝑎> | 𝑧 ⟨|𝑎<⌜𝟎⌝>|⟩)|⟩ | 𝑧<𝑠>

The key part here is the process 𝑧 ⟨|𝑎<⌜𝟎⌝>|⟩, which is the part that actually outputs
the next new name to the requesting process.

Firstly, the free names in the name server must be recorded in a Γ2 with the
following type assignments: 𝑣 ∶ nch (matching the type used in the translation
function), 𝑥 ∶ pch, 𝑧 ∶ nch, 𝑠 ∶ nch. Now, by using the typing rules, it should be
easy to see that we can conclude that

Γ2 ⊢ 𝐷(𝑥) | 𝑥 ⟨|𝑧(𝑎).𝑣(𝑟). (𝐷(𝑥) | 𝑟<𝑎> | 𝑃)|⟩ | 𝑧<𝑠>
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relative to some Γ2 containing the above assignments, if it is the case that

Γ2, 𝑎 ∶ nch, 𝑟 ∶ nch ⊢ 𝑃

for some 𝑃. Here 𝑃 represents the name-generating part of the code, in this case
𝑧 ⟨|𝑎<⌜𝟎⌝>|⟩. We have that 𝑎 gets the type nch from 𝑧, and 𝑟 gets the type nch from 𝑣,
both by the side condition in the rule [t-in]. Lastly,

Γ2, 𝑎 ∶ nch, 𝑟 ∶ nch ⊢ 𝑧 ⟨|𝑎<⌜𝟎⌝>|⟩

can be concluded by [t-lift-n], with Γ2, 𝑎 ∶ nch, 𝑟 ∶ nch ⊢ 𝑧 ∶ nch for the premise,
which holds by construction of Γ2. The inner process, 𝑎<⌜𝟎⌝>, is precisely not checked
by this rule, since it is assumed to be a name; hence, we are done. Combining this
with Proposition 6 then immediately gives us the following:

Corollary 7. Γ1, Γ2 ⊢ J𝑃K𝑛,𝑝,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)

Finally, we must argue that the encoding satisfies the requirement in Definition 25,
i.e. that NSafeΓ1,Γ2(J𝑃K𝑛,𝑝,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)). For this, let Γ = Γ1, Γ2. We must argue
that no name created at runtime by J𝑃K, including communicated processes, will be
name equivalent to any name in Γ that has type pch or proc.

Firstly, notice that the translation produces no drop processes ⌝𝑥⌜ where 𝑥 is not
bound, except inside lifts where the subject has type nch. These free drops occur in
J𝑥<𝑧>K𝑛,𝑝,𝑣 = 𝑥<𝑧> in the translation function, where we recall that this notation
is a short-hand for 𝑥 ⟨|⌝𝑧⌜|⟩. However, since both 𝑥 and 𝑧 come from the 𝜋-calculus,
they are given the type nch in the construction of Γ, if they are free. Thus, as the
subject has type nch, these lifts are typed with the rule [t-lift-n], which does not
check the lifted process in object position; hence it does not cause a type error that 𝑧
in ⌝𝑧⌜ is given the type nch, rather than proc.

The same applies to the lifts that derive from the translation of (𝛎𝑥)𝑃, i.e. 𝑣<𝑛>,
and the two subterms in the name server 𝑧 ⟨|𝑎<⌜𝟎⌝>|⟩ and 𝑧<𝑠>. ⌜𝟎⌝ is not given a
type at all in Γ, and 𝑛 and 𝑠 (for all statically generated choices of these names) are
given the type nch in the construction of Γ. Thus we conclude that there are no
names of type proc in Γ.

Now consider the names 𝑝, 𝑝2,… generated by the translation: These all belong
to the namespace𝒩∘

[𝑝0], generated from the root 𝑝0. This is a parameter which, by
requirement, must be chosen such that it does not overlap with the namespace +𝒩[𝑠0]
generated at runtime by the name server, and this is assumed in the definition of the
encoding itself.

This leaves us with a single case to check: We must ensure that no lifted process
ever coincides with any name in the namespace 𝒩∘

[𝑝0]. Again, this can be verified
by inspecting the definition of the encoding: Lifted processes, where the subject has
type pch, only occur in two places:
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• In the encoding of replication, where the lifted process is of the form

𝑥(𝑦). (𝐷(𝑝) | J𝑃K𝑛,𝑝2,𝑣)

But names in the namespace 𝒩∘
[𝑝0] are of the shape ⌜𝑁∘ ⟨|𝟎|⟩ | 𝑁∘(⌜𝟎⌝).𝟎⌝.

Thus, such a quoted process cannot be name equivalent to any name in𝒩∘
[𝑝0],

since the process within cannot be structurally congruent to the lifted process.

• In the name server, which also uses process mobility to replicate. Here, the
lifted process is of the form

𝑧(𝑎).𝑣(𝑟). (𝐷(𝑥) | 𝑟<𝑎> | 𝑧 ⟨|𝑎<⌜𝟎⌝>|⟩)

The same argument as above therefore applies.

Thus we may conclude that NSafeΓ1,Γ2(J𝑃K) indeed holds, so we can apply Corol-
lary 6 to conclude that the translation indeed uses all names safely.

3.7.4 On typing the 𝜌-calculus

The type system works for the present purpose, but is, in general, quite limiting.
However, it serves to illustrate some of the difficulties involved in reasoning about
structured names, which may be generated at runtime. We had to impose two major
restrictions in the type system:

1. We disallow sending of any names of type pch.

2. We only allow names to be created with the type nch.

These limitations are a consequence of our choice to make nch the ‘default’ type
returned for any name not found in Γ. This solves a key problem in the 𝜌-calculus:
If new, free names can be created at runtime, what type should they then be given?
There are two obvious solutions to this problem:

1. Names are structured entities, so the type of a name should somehow be
derived from the structure of the name. This would in a sense be similar to
the approach we used in the proof of Proposition 5 to distinguish committing
and non-committing steps. For example, one could say all names built from
+𝒩[ ] had type nch, and all names from 𝒩∘

[ ] had type pch and so on. We are
not aware of any type system that employs this approach.

2. All new names are free. Thus, another possibility is to assign a type in advance
to all names that ever will (or might) be created by the program at runtime.
This is the solution employed in the type system by Hüttel et al. in [64] (see
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Chapter 4). However, it then obviously necessitates that the programmer should
know in advance all the names that eventually might be created by the program
at runtime.

The present type system employs a simpler strategy than the second approach
by always just assigning the same type to all created names; namely nch. In one
sense, this is less flexible, but on the other hand it is easier, since we do not need
to pre-assign types to all the names in advance. However, it then necessitates the
NSafeΓ(𝑃) restriction, which must be checked ‘outside’ of the type system itself,
since it would be unsound if it were possible to create the same name twice with
two different types. This restriction also applies to the type system in [64], albeit
indirectly, since it requires that name-equivalent names must have the same type.

In the specific case of the name server and the 𝜋-calculus encoding, this possibility
is ruled out by construction, because the parameters 𝑝 and 𝑠 are chosen from distinct
namespaces. And, as shown in section 3.6, a name from a namespace𝒩1

[ ] can never
be used to construct a name from a namespace𝒩2

[ ], and vice versa, as long as they
have distinct roots.

3.8 A separation result

The 𝜌-calculus can encode the 𝜋-calculus, as we saw in section 3.6. However, the
converse does not hold. Under some general assumptions about the behavioural
equivalence ≃ used in the target language, we can show that there cannot be an
encoding of the 𝜌-calculus into the 𝜋-calculus, that satisfies our validity criteria
from Definition 15. This result relies on a few, simple facts about substitution and
observability in the 𝜋-calculus:

Lemma 13. Let 𝜎𝑡 = {𝑥/𝑛} be a substitution in the 𝜋-calculus, with 𝑛 ∈ fn (𝑃) and
𝑥#𝑃. Then 𝑃 → 𝑃′ ⟹ 𝑃𝜎𝑡 → 𝑃′𝜎𝑡.

This can easily be shown by induction on the semantic rules, and then with an
extra induction on structural congruence for the [𝜋-struct] rule.

Lemma 14. 𝑃 ↓ ̂𝑥 ⟹ 𝑥 ∈ fn (𝑃).

This is shown by induction on the rules of the observation predicate. It follows
from the quite obvious fact that the only names we can observe are the free names in
subject position of unguarded input and output operations.

Lemma 15. 𝑃 ⇓ ̂𝑥 ⟹ 𝑥 ∈ fn (𝑃).

This is shown by induction on the length of the reduction sequence, applying
Lemma 14 at each step. Again, this is quite intuitive, as the only way to declare a new
name in the 𝜋-calculus is by the (𝛎𝑧)𝑃 operator, but this name is precisely bound and



70

hence not observable. Thus, the set of free names in a process can only decrease or
remain constant under reduction, but never increase.

Next, we consider our requirements for the notion of behavioural equivalence:
First of all, ≃ should obviously be an equivalence relation. Secondly, it should in some
sense preserve the semantics of the processes it equates: as we are here working in
a reduction system, it should at least preserve reductions and observability, and it
should be preserved under substitution:

Definition 26 (Behavioural equivalence requirements). We require that ≃ be at least
an equivalence relation over 𝜋-terms satisfying the following:

1. 𝑃1 ≃ 𝑃2 ∧ 𝑃1 →∗ 𝑃′1 ⟹ ∃𝑃′2 . 𝑃2 →∗ 𝑃′2 ∧ 𝑃′1 ≃ 𝑃′2

2. 𝑃1 ≃ 𝑃2 ∧ 𝑃1 ⇓ ̂𝑥 ⟹ 𝑃2 ⇓ ̂𝑥

3. 𝑃1 ≃ 𝑃2 ⟹ 𝑃1𝜎𝑡 ≃ 𝑃2𝜎𝑡 �

The requirements suggest that ≃ should be at least weak, barbed congruence,
which does not seem too demanding. However, we prefer to keep the formulation
general, without committing to one specific notion of behavioural equivalence, to
emphasise that other, stronger choices are also possible. The following result will
then hold for any such choice:

Theorem 4 (Separation). If ≃ satisfies the requirements of Definition 26, then there is
no encoding of the 𝜌-calculus into the 𝜋-calculus satisfying the criteria of Definition 15.

Proof. Assume to the contrary that there exists a translation

J K𝑁 ∶ 𝒫𝜌 → 𝒫𝜋

with a renaming policy 𝜑 and a name-derivation function 𝛿, satisfying the cri-
teria of Definition 15. We show that this leads to a contradiction. Firstly, let
𝑢 ≜ ⌜⌝𝑥1⌜ | ⌝𝑥2⌜⌝, and consider the processes 𝑃 and 𝑃′ where

𝑃 ≜ 𝑃1 | 𝑃2
𝑃1 ≜ 𝑎 ⟨|⌝𝑥1⌜ | ⌝𝑥2⌜|⟩
𝑃2 ≜ 𝑎(𝑛).𝑛 ⟨|𝟎|⟩
𝑃′ ≜ 𝑢 ⟨|𝟎|⟩

Thus
𝑃 = 𝑎 ⟨|⌝𝑥1⌜ | ⌝𝑥2⌜|⟩ | 𝑎(𝑛).𝑛 ⟨|𝟎|⟩

and clearly 𝑃 ↓̸ 𝑢 and 𝑢 ∉ fn (𝑃), but

𝑃 → ⌜⌝𝑥1⌜ | ⌝𝑥2⌜⌝ ⟨|𝟎|⟩ = 𝑢 ⟨|𝟎|⟩ = 𝑃′
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and 𝑃′ ↓ 𝑢.
Consider now the 𝜋-calculus substitution 𝜎𝑡 ≜ {𝑚/𝜑 (𝑢)} for some fresh name 𝑚,

i.e. 𝑚 ≠ 𝜑 (𝑢) and with 𝑚 ∉ fn (J𝑃K𝑁). By the contrapositive of Lemma 15, we have
that 𝑚 ∉ fn (J𝑃K𝑁) ⟹ J𝑃K𝑁 ⇓̸ 𝑚.

Now consider the term J𝑃K𝑁𝜎𝑡: Lemma 13 yields

J𝑃K𝑁𝜎𝑡 →∗ 𝑇 ′𝜎𝑡 ≃ J𝑃′K𝑁′𝜎𝑡

and by criterion 2 (substitution invariance) J𝑃′K𝑁′𝜎𝑡 ≃ J𝑃′𝜎𝑠K. As we know that
𝑃′ ↓ 𝑢, this implies that 𝑃′𝜎𝑠 ↓ 𝜎𝑠 (𝑢), which again implies that J𝑃′𝜎𝑠K𝑁′ ⇓ 𝜎𝑡 (𝜑 (𝑢)),
which implies J𝑃′K𝑁′𝜎𝑡 ⇓ 𝑚. This establishes that

J𝑃K𝑁𝜎𝑡 →∗ 𝑇 ′𝜎𝑡 ∧ 𝑇 ′𝜎𝑡 ≃ J𝑃′K𝑁′𝜎𝑡 ∧ J𝑃′K𝑁′𝜎𝑡 ⇓ 𝑚

as expected. By requirement 2 in Definition 26, since J𝑃′K𝑁′𝜎𝑡 ≃ 𝑇 ′𝜎𝑡, it must
therefore also be the case that 𝑇 ′𝜎𝑡 ⇓ 𝑚, and hence that J𝑃K𝑁𝜎𝑡 ⇓ 𝑚.

However, consider now the effect of applying the substitution J𝑃K𝑁𝜎𝑡. By crite-
rion 1 (compositionality), we have that

J𝑃K𝑁𝜎𝑡 = 𝐶𝜎𝑡 | J𝑃1K𝑁1𝜎𝑡 | J𝑃2K𝑁2𝜎𝑡 = 𝐶 | J𝑃1K𝑁1𝜎𝑡 | J𝑃2K𝑁2𝜎𝑡

where we can eliminate the substitution from 𝐶, since 𝜑 (𝑢) ∉ 𝑁 ∪ 𝑁1 ∪ 𝑁2, as this
immediately would violate criterion 6 (parameter independence); and as we know
that 𝑢 ∉ fn (𝑃), we therefore also know that 𝜑 (𝑢) ∉ fn (𝐶), since 𝐶 at most can
contain a subset of the (𝜑-translated) free names of the process and the parameters.
Thus the substitution has no effect on 𝐶.

Now consider the two subterms J𝑃1K𝑁1𝜎𝑡 and J𝑃2K𝑁2𝜎𝑡. By criterion 2, J𝑃1K𝑁1𝜎𝑡 ≃
J𝑃1𝜎𝑠K𝑁1 and J𝑃2K𝑁2𝜎𝑡 ≃ J𝑃2𝜎𝑠K𝑁2 , but when we apply the substitution, we get that

𝑃1𝜎𝑠 = (𝑎 ⟨|⌝𝑥1⌜ | ⌝𝑥2⌜|⟩) 𝜎𝑠 = 𝑎 ⟨|⌝𝑥1⌜ | ⌝𝑥2⌜|⟩ = 𝑃1
𝑃2𝜎𝑠 = (𝑎(𝑛).𝑛 ⟨|𝟎|⟩) 𝜎𝑠 = 𝑎(𝑛).𝑛 ⟨|𝟎|⟩ = 𝑃2

since obviously 𝑢 ∉ fn (𝑃1) and 𝑢 ∉ fn (𝑃2), so the substitution has no effect on any
of the subterms. This establishes that

𝐶 | J𝑃1𝜎𝑠K𝑁1 | J𝑃2𝜎𝑠K𝑁2 = 𝐶 | J𝑃1K𝑁1 | J𝑃2K𝑁2

and thus that J𝑃𝜎𝑠K𝑁 = J𝑃K𝑁 .
Criterion 2 (substitution invariance) requires that J𝑃𝜎𝑠K𝑁 ≃ J𝑃K𝑁𝜎𝑡, but since we

now know that J𝑃𝜎𝑠K𝑁 = J𝑃K𝑁 , it must therefore be the case that J𝑃K𝑁 ≃ J𝑃K𝑁𝜎𝑡.
This then yields the desired contradiction, since, as established above, J𝑃K𝑁𝜎𝑡 ⇓ 𝑚
but J𝑃K𝑁 ⇓̸ 𝑚, whilst by requirement 2 of Definition 26 it must then hold that

J𝑃K𝑁𝜎𝑡 ≃ J𝑃K𝑁 ∧ J𝑃K𝑁𝜎𝑡 ⇓ 𝑚 ⟹ J𝑃K𝑁 ⇓ 𝑚

thus contradicting our conclusion that J𝑃K𝑁 ⇓̸ 𝑚.
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The above proof exploits the reflective capability of the 𝜌-calculus to create new,
free names at runtime, which are therefore also observable and substitutable. Thus, a
substitution can affect the reduct of a process, without affecting the process itself, if
the reduction step creates a new name. Stated otherwise: in the 𝜌-calculus, the set of
free names of a process can increase under reduction. This cannot be mimicked in the
𝜋-calculus, where names have no structure and cannot be composed at runtime. Any
new free name appearing at runtime can therefore only come from the translation
parameters, since it cannot come from the source term; but this would then violate
the criterion of parameter independence, since we would then have to choose the
parameters such that they correspond to the names that will be created at runtime.

This result does not directly depend on the higher-order characteristics of the
𝜌-calculus, and adding higher-order behaviour to the 𝜋-calculus would not suffice
to enable it to encode the 𝜌-calculus. In [109], Sangiorgi gave an encoding of the
Higher-Order 𝜋-calculus, HO𝜋, in the 𝜋-calculus. His encoding also satisfies our
criteria from Definition 15, and we therefore also have the following result:

Corollary 8. There is no encoding of the 𝜌-calculus into HO𝜋 satisfying the criteria of
Definition 15, when ≃ satisfies the requirement in Definition 26.

Indeed, if such an encoding existed, we could compose it with the encoding
of HO𝜋 into the 𝜋-calculus, to obtain an encoding of the 𝜌-calculus into the 𝜋-
calculus, in contradiction of Theorem 4. This also indicates that the key feature
of the 𝜌-calculus, which cannot be represented in the 𝜋-calculus, is not its higher-
order characteristics per se, but rather its capability for reflection, which gives it
higher-order characteristics as a by-product.

3.9 Related works

The issues of encodability and assessing the relative expressiveness of various process
calculi has been considered by several authors. In particular, Gorla [48] proposed a
framework for reasoning about encodability and separation w.r.t. a set of criteria that
also served as inspiration for the criteria used in the present chapter. Towards the end
of his paper, Gorla also discusses some of the difficulties involved in formulating a
general framework for encodability in the presence of parameters, which particularly
pertain to the question of which language the names belong to (the source or the
target). In the present case, the answer is clearly the target language, which is further
underscored by our restrictions on observability and compositionality; i.e. that the
parameters should not be observable in the source term; and that, for each recursive
call to the translation function, the parameters should be derivable from the initial set.
Furthermore, we have added the criterion of parameter independence. We believe
that such a criterion will generally be necessary for encodings that allow the set of
parameters to ‘evolve’ or be updated in some structured way during the course of the
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translation, which seems particularly likely when we are working with structured
names or terms. More recently, van Glabbeek [46] has also proposed a definition of a
valid encoding, which he derives from a notion of a semantic equivalence or preorder,
rather than basing it on a list of commonly agreed-upon criteria (as we have done
in the present chapter, following Gorla). However, this work also does not consider
parametrised translations.

Also related is the work by Carbone and Maffeis [27] on expressivity of polyadic
synchronisation. Their 𝑒𝜋-calculus substitutes names for names (as in the 𝜋-calculus),
but allows 𝑛-ary vectors of names 𝑥1 ⋅ … ⋅ 𝑥𝑛 of arbitrary length 𝑛 ≥ 0 to appear in
subject position of input/output prefixes, and subjects must then match on all 𝑛 names
to yield a reduction. Thus name vectors can be altered at runtime, but they cannot
grow in length as in the 𝜌-calculus. However, we could conceive of a (purposefully
ill-sorted) variant of 𝑒𝜋 that would allow entire vectors of names to be substituted
for single names, thereby allowing new vectors of increasing length to be composed
at runtime. We do not know if such a calculus could encode the 𝜌-calculus, but we
suspect that it might, if equipped with an appropriate notion of name equivalence.

Another approach to using structured terms as names is given by Bengtson et al.
[18; 19] and Parrow et al. [98] in their work onΨ-calculi, which is based on the theory
of nominal sets and datatypes by Gabbay and Pitts [43]. Ψ-calculi allow both subjects
and objects to be terms from an arbitrary nominal datatype, and with substitution
of terms for names. This enables runtime composition of terms, and, notably, the
𝜌-calculus can be instantiated as a (higher-order) Ψ-calculus, as the present author
and others have shown in [64]. That paper also describes a generic type system for Ψ-
calculi, which also can be instantiated to yield a type system for the 𝜌-calculus. Thus,
it provides an alternative approach to creating a type system for the 𝜌-calculus, as we
have also explored in the present chapter. However, as mentioned in section 3.7.4, it
does not avoid the limitations and restrictions on name generation, which we also
had to impose.

3.10 Conclusion

The original 𝜌-calculus paper [80] by Meredith and Radestock raises some interesting
questions about the nature of names in process calculi. By including name generation
in the language, it forces any process to give an explicit account of the source of
any fresh names required during its execution, whilst this is entirely implicit in the
𝜋-calculus with the (𝛎𝑥)𝑃 operator. This adds a degree of realism to the 𝜌-calculus,
which may be relevant from an implementation perspective, but also requires some
extra care when we wish to reason about it formally. For example, Meredith and
Radestock attempted to show that the 𝜋-calculus can be interpreted in the 𝜌-calculus,
but their encoding did not properly account for the invariant that must hold for the
names used as parameters in their encoding; i.e. that the parameters always refer
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to the most recently replicated names, leading to two errors that invalidate their
correctness result. The purpose of the present chapter has been to describe these
errors and then give a new encoding of the 𝜋-calculus, for which we have shown
correctness w.r.t. a set of criteria for encodability close to those proposed by Gorla [48].
The main difference is that we here use a parametrised translation, and we therefore
had to take parameters into account in our criteria. This seems unavoidable when
we are working with a calculus with structured names like the 𝜌-calculus, where all
names are globally visible and can be generated at runtime.

Furthermore, we have created a simple type system for the 𝜌-calculus to ensure
correct usage of names. This type system is in general rather limited, since it e.g.
disallows the creation of new higher-order channels; yet it suffices to show that
the encoding of the 𝜋-calculus is well-typed, because this encoding only requires
finitely many higher-order channels to encode replication, and these can therefore
be generated statically by the translation function. As such, it provides another
perspective on the difficulties involved in reasoning about structured names with
global visibility and runtime generation.

Our encoding works, modulo the criteria in Definition 15; yet it may not be an
entirely satisfactory solution in at least one regard: the name server acts as a single,
central source of fresh names. If we consider the scenarios one might wish to model
in the 𝜋-calculus, having such a single central process might be acceptable for e.g.
models of programs running on a single computer, or models of client-server systems
with a star topology. However, for distributed systems with a different network
topology, the translation would not yield an adequate representation. Thus, the
encoding may preserve the semantics of a program, but not necessarily the intuitions
underlying its structure.

We could instead conceive of a more elaborate encoding, where e.g. each replica-
tion also instantiates its own copy of a name server to service the replicated processes.
This would be closer to the intention in the encoding by Meredith and Radestock;
but as we have seen, one would then have to be careful to ensure that each replica
of the name server will generate a distinct namespace to avoid the possibility of a
name clash. This could be achieved by letting each replica first request fresh names
for all its parameters, including the namespace root 𝑠 which must then be composed
or otherwise shifted into a new namespace. Yet this creates a scaffolding problem,
where, in order to instantiate a new source of fresh names, one must first have a
source of fresh names. It does not remove the need for an initial, ‘top level’ instance
of the name server.

These considerations illustrate some of the difficulties involved in working with,
and reasoning about, structured names with global visibility. None of these problems
are present in the 𝜋-calculus, yet any implementation of a 𝜋-calculus program would
need to include a solution to the problem of obtaining fresh names. In the words of
Meredith and Radestock [80], the 𝜋-calculus does not provide a ‘theory of names.’

Lastly, we have shown that the 𝜋-calculus cannot encode the 𝜌-calculus in a way
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that satisfies the same encodability criteria, modulo some requirements on the notion
of behavioural equivalence ≃ used in Definition 26. The key to this separation result
seems precisely to be the ability of the 𝜌-calculus to create new free names at runtime,
which cannot be mimicked in the 𝜋-calculus. This ability is a consequence of reflection
in the 𝜌-calculus, which also gives it higher-order characteristics as a by-product.

In process calculi, higher-order behavior is communication of processes. Yet, as
the 𝜌-calculus illustrates, higher-order behaviour can alternatively be viewed as just
a special case of reflection; i.e. the ability to compute with, modify and re-execute
a piece of code. When process calculi model computation as communication, a
process precisely computes with another process by communicating it, and higher-
order behaviour is then simply reflection without modification of the communicated
data. Thus, the separation result is also interesting in light of a remark by Sangiorgi
regarding the encodability of HO𝜋 into the 𝜋-calculus:

[…] HO𝜋 is representable within the 𝜋-calculus. This proves that the first-order
paradigm, being by far simpler, should be taken as basic. Such a conclusion takes
away the interest in the opposite direction, namely the representability of the 𝜋-
calculus within a language using purely communications of agents … [110, p. 8].

But as we have seen, this does not seem to hold in the more general case where
higher-order characteristics derive from the capability of reflection. The 𝜌-calculus is
indeed purely using communication of agents (processes), because, in the 𝜌-calculus,
names and processes are the same thing.
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3.11 Proofs

3.11.1 Proof of Lemma 6

Proof. By induction on the structure of 𝑃.

• Case 𝟎: Then 𝒮(𝟎) = 2, and

J𝟎K = 𝟎 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init

↦2 !𝑁(𝑥, 𝑧, 𝑣, 𝑠)ready

after which it blocks.

• The cases for 𝑥(𝑦).𝑃 and 𝑥<𝑧> are similar to the above, since both processes
block.

• Case 𝑃1 | 𝑃2: Then

𝒮(𝑃1 | 𝑃2) = 2 + 4𝒮𝜈(𝑃1 | 𝑃2) + 𝒮!(𝑃1 | 𝑃2)
= 2 + 4𝒮𝜈(𝑃1) + 𝒮!(𝑃1) + 4𝒮𝜈(𝑃2) + 𝒮!(𝑃2)

Say 4𝒮𝜈(𝑃1) + 𝒮!(𝑃1) = 𝑖 and 4𝒮𝜈(𝑃2) + 𝒮!(𝑃2) = 𝑗. Performing the translation,
we obtain

J𝑃1 | 𝑃2K = J𝑃1K+𝑛,𝑣 | J𝑃2K𝑛+,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init

where the name server can perform 2 steps, and by hypothesis

J𝑃1K+𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)ready ↦𝑖 𝑇 ′
1↦̸

J𝑃2K𝑛+,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)ready ↦𝑗 𝑇 ′
2↦̸

which yields 2 + 𝑖 + 𝑗 steps in total.

• Case (𝛎𝑥)𝑃: Assume the statement holds for𝑃, so𝒮(𝑃) = 2+4𝒮𝜈(𝑃)+𝒮!(𝑃) = 𝑘.
Adding the restriction and performing the translation and enabled reductions,
we observe:

J(𝛎𝑥)𝑃K = 𝑣<𝑛> | 𝑛(𝑥).J𝑃K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init

↦2 𝑣<𝑛> | 𝑛(𝑥).J𝑃K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)ready

↦4 J𝑃K𝑛2,𝑣 {𝑠/𝑥} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready

which yields 2+ 4+𝑘 steps. We omit showing that the number of steps cannot
be increased by a substitution. In this case it should be clear, since 𝑠 came from
the name server, and hence cannot be used to perform an internal step, and the
bound name 𝑥 came from the 𝜋-calculus.
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• Case !𝑥(𝑦).𝑃: Perform the translation and internal reductions:

J!𝑥(𝑦).𝑃K𝑛,𝑣 = 𝐷 (𝑛) | 𝑛 ⟨||𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣)||⟩
↦1 𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣) | 𝑛 ⟨||𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣)||⟩

and with two steps from the name server. This matches 𝒮(!𝑥(𝑦).𝑃) = 3.

3.11.2 Proof of Proposition 2

Proof. Note firstly that the names in 𝒩[𝑛] are only used internally: they are never
bound in the translation, hence they cannot be affected by any substitution that occurs
at runtime. Thus

∀𝑛′ ∈ 𝒩[𝑛] . (
(𝐷 (𝑛′))𝜎𝑡 = 𝐷 (𝑛′)

∧ (𝑣<𝑛′>)𝜎𝑡 = 𝑣<𝑛′>
∧ (𝑛′(𝑥).𝑃)𝜎𝑡 = 𝑛′(𝑥).(𝑃)𝜎𝑡

)

We can therefore ignore them in the proof.
Secondly, note that J𝜎𝑠(𝑥)K = 𝜎𝑡(𝑥), since, by construction, the names in the 𝜋-

calculus are assumed to be implemented as 𝜌-calculus names. Hence, the translation
just directly maps each name to itself.

We then proceed by induction on the clauses of the translation function. Most of
the cases are simple: the interesting ones are the cases for (𝛎𝑥)𝑃 and replication:

• Case (𝛎𝑥)𝑃:

J((𝛎𝑥)𝑃)𝜎𝑠K𝑛,𝑣
= J(𝛎𝑥)𝑃𝜎𝑠K𝑛,𝑣
= 𝑣<𝑛> | 𝑛(𝑥).J𝑃𝜎𝑠K𝑛2,𝑣

J(𝛎𝑥)𝑃K𝑛,𝑣𝜎𝑡
= (𝑣<𝑛> | 𝑛(𝑥).J𝑃K𝑛2,𝑣)𝜎𝑡
= 𝑣<𝑛> | 𝑛(𝑥).(J𝑃K𝑛2,𝑣)𝜎𝑡

and by the induction hypothesis, J𝑃𝜎𝑠K𝑛2,𝑣 = J𝑃K𝑛2,𝑣𝜎𝑡.

• Case !𝑥(𝑦).𝑃:

J(!𝑥(𝑦).𝑃)𝜎𝑠K𝑛,𝑣
= J!𝜎𝑠(𝑥)(𝑦).(𝑃)𝜎𝑠)K𝑛,𝑣
= 𝐷 (𝑛) | 𝑛 ⟨||J𝜎𝑠(𝑥)K(𝑦). (𝐷 (𝑛) | J𝑃𝜎𝑠K𝑛2,𝑣)||⟩
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J!𝑥(𝑦).𝑃K𝑛,𝑣𝜎𝑡
= (𝐷 (𝑛) | 𝑛 ⟨||𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣)||⟩)𝜎𝑡
= 𝐷 (𝑛) | 𝑛 ⟨||𝜎𝑡(𝑥)(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣𝜎𝑡)||⟩

and by the induction hypothesis, J𝑃𝜎𝑠K𝑛2,𝑣 = J𝑃K𝑛2,𝑣𝜎𝑡. And as argued above,
J𝜎𝑠(𝑥)K = 𝜎𝑡(𝑥).

In both cases we make use of the fact that the substitution cannot affect the names
𝑛′ ∈ 𝒩[𝑛] created by the translation, nor the name 𝑣, and that names in the 𝜋-calculus
are implemented as 𝜌-names.

3.11.3 Proof of Proposition 3

Proof. By Lemma 6, we know there always exists a 𝑇 such that J𝑃K ↦𝒮(𝑃) 𝑇 and 𝑇↦̸,
because the number of enabled internal steps has been exhausted, and this number
is only finitely large. These steps must be performed to ensure that the name ̂𝑥 is
exposed, if it were inside the scope of some (other) restriction in the source term, or
if it is the subject of an input-guard for replication.

For both directions, we let𝒩 on the 𝜌-calculus observation predicate denote the
set of free names in the top-level process, to avoid confusion with the continuation 𝑃
in the subterms.

For the forward direction we then proceed by induction on the observation
predicate ↓. We wish to show that 𝑃 ↓ ̂𝑥 ⟹ J𝑃K ↦𝒮(𝑃) 𝑇 and 𝑇 ↓fn(𝑃) ̂𝑥.

• The cases for 𝟎, 𝑥(𝑦).𝑃 and 𝑥<𝑧> are immediate. The greatest number of
internal steps is here just 2, deriving from the name server going from the
initial to the ready state.

• Case 𝑃1 | 𝑃2 ↓ ̂𝑥: If 𝑃1 | 𝑃2 ↓ ̂𝑥 then either 𝑃1 ↓ ̂𝑥 or 𝑃2 ↓ ̂𝑥 by [b-par𝜋]. Then
by our induction hypothesis either

J𝑃1K+𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠) ↦𝒮(𝑃1) 𝑇1 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠1)

or
J𝑃2K𝑛+,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠) ↦𝒮(𝑃2) 𝑇2 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠2)

and 𝑇1 | 𝑇2 ↓𝒩 ̂𝑥 by [b-par𝜌]. We can then take

𝑇 = 𝑇1 | 𝑇2 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)

where 𝑠′ is derived from 𝑠 by the sum of the increments used to derive 𝑠1 and
𝑠2 respectively, and then conclude 𝑇 ↓𝒩 ̂𝑥 by applying [b-par𝜌] twice.
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• Case !𝑥(𝑦).𝑃 ↓ 𝑥: Then this must have been concluded by [b-rep𝜋], and with
the premise, in turn, concluded by [b-in𝜋]. We have 𝒮(!𝑥(𝑦).𝑃) = 3 and
performing the translation and reductions we get:

J!𝑥(𝑦).𝑃K

= 𝐷 (𝑛) | 𝑛 ⟨||𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣)||⟩ | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init

↦2 𝐷 (𝑛) | 𝑛 ⟨||𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣)||⟩ | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)ready

↦1 𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣)
| 𝐷 (𝑛) | 𝑛 ⟨||𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣)||⟩ | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)ready

which has no internal steps enabled, and 𝑥(𝑦). (𝐷 (𝑛) | J𝑃K𝑛2,𝑣) ↓𝒩 𝑥 by
[b-in𝜌], so we can conclude by (twice) applying [b-par𝜌].

• Case (𝛎𝑧)𝑃: Then (𝛎𝑧)𝑃 ↓ ̂𝑥 must have been concluded by [b-res𝜋] and 𝑧 ≠ 𝑥.
We can also express this by 𝛼-converting 𝑧 and choosing instead another
name that is distinct from 𝑥 and all the free names in 𝑃. We pick the name
𝑠; i.e. the next name that will be returned from the name server, and thus
the premise becomes 𝑃 {𝑠/𝑧} ↓ ̂𝑥. Our induction hypothesis is therefore that
J𝑃 {𝑠/𝑧}K ↦𝑘 𝑇 ∧ 𝑇 ↓𝒩 ̂𝑥 with 𝑘 = 𝒮(𝑃 {𝑠/𝑧}) = 𝒮(𝑃).
We then perform the translation and reductions:

J(𝛎𝑧)𝑃K
= 𝑣<𝑛> | 𝑛(𝑧).J𝑃K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init

↦2 𝑣<𝑛> | 𝑛(𝑧).J𝑃K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)ready

↦4 J𝑃K𝑛2,𝑣 {𝑠/𝑧} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready

= J𝑃 {𝑠/𝑧}K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready by Proposition 2

By Proposition 1, the choice of parameters does not affect the observable names.
Then by the induction hypothesis

J𝑃 {𝑠/𝑧}K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready ↦𝑘−2 𝑇 ∧ 𝑇 ↓𝒩 ̂𝑥

Note: we subtract two steps from 𝑘, since the name server is in the ready state,
rather than the initial state.

For the other direction, we proceed by induction on the observation predicate ↓𝒩
for the 𝜌-calculus and the clauses of the translation function. We wish to show that
J𝑃K ↦𝒮(𝑃) 𝑇 ∧ 𝑇 ↓𝒩 ̂𝑥 ⟹ 𝑃 ↓ ̂𝑥.

• If the source term 𝑃 was 𝟎, 𝑥(𝑦).𝑃 or 𝑥<𝑧>, the result is again immediate
(vacuously; by [b-in𝜌] and [b-in𝜋]; or by [b-out𝜌] and [b-out𝜋], respectively).
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• If the source term was 𝑃1 | 𝑃2, then we obtain two terms 𝑇1 and 𝑇2 by the same
steps as described above for the forward case. We know that 𝑇1 | 𝑇2 cannot in-
teract, since only internal reductions are allowed, and an interaction would cor-
respond to a committing step. Thus we know that J𝑃1K+𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠) ↦𝑘1

𝑇1 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠1) and J𝑃2K𝑛+,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠) ↦𝑘2 𝑇2 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠2), with
𝑘1 = 𝒮(𝑃1) and 𝑘2 = 𝒮(𝑃2) and 𝑘1 + 𝑘2 − 2 = 𝒮(𝑃1 | 𝑃2).
Now if 𝑇1 | 𝑇2 ↓𝒩 ̂𝑥, then either 𝑇1 ↓𝒩 ̂𝑥 or 𝑇2 ↓𝒩 ̂𝑥 by [b-par𝜌]. Therefore,
by the induction hypothesis, 𝑃1 ↓ ̂𝑥 or 𝑃2 ↓ ̂𝑥, so we conclude 𝑃1 | 𝑃2 ↓ ̂𝑥 by
[b-par𝜋].

• If the source term was (𝛎𝑧)𝑃, then we know the target term is blocked by the
input, requesting a name from the name server. This must first be reduced
away, taking 6 steps.
Assume then that

J𝑃K𝑛2,𝑣 {𝑠/𝑧} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready ↦𝑘 𝑇 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠″)ready

and 𝑇 ↓𝒩 ̂𝑥 then holds. We can then move the substitution under the transla-
tion by Proposition 2 and obtain

J𝑃 {𝑠/𝑧}K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready ↦𝑘 𝑇 ′ | !𝑁(𝑥, 𝑧, 𝑣, 𝑠″)ready

and 𝑇 ′ ↓𝒩 ̂𝑥 then also holds, since 𝑧 ∉ 𝒩 Then by the induction hypothesis
𝑃 {𝑠/𝑧} ↓ ̂𝑥, and since we know that 𝑠 ≠ 𝑥, we can therefore also conclude
(𝛎𝑠)𝑃 {𝑠/𝑧} ↓ ̂𝑥 by [b-res𝜋]. Therefore also (𝛎𝑧)𝑃 ↓ ̂𝑥 by 𝛼-conversion.

This concludes the proof.

3.11.4 Proof of Proposition 4

Proof. The first part of this statement is given by Lemma 7, so our task is here to
show that the two reducts 𝑇1 and 𝑇2 actually correspond. We proceed by induction
on the reduction rules. We shall use𝒩 on ∼𝒩 to denote the set of free names in the
top-level source term to avoid confusion with the free names of the subterm under
consideration.

• Case [𝜋-com]: If this rule was used to conclude the committing step, then, from
the conclusion, we have that 𝑃 = 𝑥(𝑦).𝑄 | 𝑥<𝑧> and 𝑃 → 𝑄 {𝑧/𝑦} = 𝑃′. We
then have that

J𝑥(𝑦).𝑄 | 𝑥<𝑧>K𝑛,𝑣
= J𝑥(𝑦).𝑄K+𝑛,𝑣 | J𝑥<𝑧>K𝑛+,𝑣
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= 𝑥(𝑦).J𝑄K+𝑛,𝑣 | 𝑥<𝑧>
→ J𝑄K+𝑛,𝑣 {𝑧/𝑦} by [𝜌-com]
= J𝑄 {𝑧/𝑦}K+𝑛,𝑣 by Proposition 2

∼𝒩 J𝑄 {𝑧/𝑦}K𝑛,𝑣 by Proposition 1

which is precisely the translation of the reduct 𝑃′. Note that we have here
disregarded the name server, as it is not involved in this reduction. Thus, this
reduction would actually be concluded by the rule [𝜌-par], and with [𝜌-com]
used for the premise. The name server itself may at most be the source of
two extra reductions, as argued in Lemma 6, and the total number of internal
reductions will therefore be 𝒮(𝑃) + 𝒮(𝑃′) − 2.

• Case [𝜋-par]: By application of the induction hypothesis and Proposition 1 to
change the parameter 𝑠′ on the name server, which may have been incremented,
if either of 𝑃1 | 𝑃2 contained any (𝛎𝑥)-requests.

• Case [𝜋-res]: If this rule was used to conclude the reduction, then, from the
conclusion, we have that 𝑃 = (𝛎𝑥)𝑄 → (𝛎𝑥)𝑄′ = 𝑃′, and, from the premise,
that 𝑄 → 𝑄′. We then have that

J(𝛎𝑥)𝑄K
= 𝑣<𝑛> | 𝑛(𝑥).J𝑄K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init

↦6 J𝑄K𝑛2,𝑣 {𝑠/𝑥} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready

= J𝑄 {𝑠/𝑥}K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready by Proposition 2

where the number 6 is the number of steps required to service the request for
the new name. Now 𝑄 {𝑠/𝑥} → 𝑄′ {𝑠/𝑥}, so by the induction hypothesis

J𝑄 {𝑠/𝑥}K | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)init ⤇𝑘 J𝑄′ {𝑠/𝑥}K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠″)ready

for some number of steps 𝑘 and names 𝑠′, 𝑠″.
Consider then the translation of the reduct 𝑃′ = (𝛎𝑥)𝑄′: We have that

J(𝛎𝑥)𝑄′K
= 𝑣<𝑛> | 𝑛(𝑥).J𝑄′K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init

↦6+𝑘 J𝑄′K𝑛2,𝑣 {𝑠/𝑥} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready

= J𝑄 {𝑠/𝑥}K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready by Proposition 2

which is the same result as we obtained above, up to a change of the name
parameters 𝑠′, 𝑠″ by Proposition 1.
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• Case [𝜋-struct]: By application of the induction hypothesis, and then with a
case analysis of the possible reduction-enabling rewrites under structural con-
gruence. Here, the interesting cases are the rules for scope intrusion/extrusion,
unfolding replication, and removing unused restrictions, since these rewrites
correspond to reductions in the 𝜌-calculus. We shall give some examples:

– Case 𝑃1 = !𝑥(𝑦).𝑄 | 𝑥<𝑧>: In this case, the rewrite unfolds a replication
that then communicates with some output process. Note that since we
only allow input-guarded replication, this rewrite can precisely only give
rise to a reduction, if there exists another process in composition, using
the same name for output. We then have that

!𝑥(𝑦).𝑄 | 𝑥<𝑧>
≡ !𝑥(𝑦).𝑄 | 𝑥(𝑦).𝑄 | 𝑥<𝑧>
→ !𝑥(𝑦).𝑄 | 𝑃 {𝑧/𝑦} = 𝑃2

Performing the translation and reductions yields:

J!𝑥(𝑦).𝑄 | 𝑥<𝑧>K

= 𝐷 (+𝑛) | +𝑛 ⟨||𝑥(𝑦). (𝐷 (+𝑛) | J𝑄K+𝑛2,𝑣)||⟩ | 𝑥<𝑧>

↦ 𝐷 (+𝑛) | +𝑛 ⟨||𝑥(𝑦). (𝐷 (+𝑛) | J𝑄K+𝑛2,𝑣)||⟩
| 𝑥(𝑦). (𝐷 (+𝑛) | J𝑄K+𝑛2,𝑣) | 𝑥<𝑧>

→ 𝐷 (+𝑛) | +𝑛 ⟨||𝑥(𝑦). (𝐷 (+𝑛) | J𝑄K+𝑛2,𝑣)||⟩ | J𝑄K+𝑛2,𝑣 {𝑧/𝑦}
= J!𝑥(𝑦).𝑄K+𝑛,𝑣 | J𝑃K+𝑛2,𝑣 {𝑧/𝑦}
= J!𝑥(𝑦).𝑄K+𝑛,𝑣 | J𝑄 {𝑧/𝑦}K+𝑛2,𝑣

with the last step by Proposition 2, which gives us the form of the trans-
lation of our reduct 𝑃2, up to a change of parameters by Proposition 1.
The name server has been omitted, since it is not involved in the com-
mitting step, but it contributes two internal steps as usual. We then have
𝒮(!𝑥(𝑦).𝑃 | 𝑥<𝑧>) = 3 as expected.

– Case 𝑃1 = (𝛎𝑥)𝑄1 | 𝑄2 ≡ (𝛎𝑥) (𝑄1 | 𝑄2) where 𝑥#𝑄2: In this case, the
rewrite extrudes the scope of (𝛎𝑥) to cover 𝑄2, which may require 𝛼-
conversion, and this rewrite may then enable a communication between
𝑄1 and 𝑄2. Thus (𝛎𝑥)𝑄1 | 𝑄2 ≡ (𝛎𝑥)(𝑄1 | 𝑄2) → (𝛎𝑥)(𝑄′

1 | 𝑄′
2) = 𝑃2.

We can then use 𝛼-conversion for the premise by choosing some fresh
name 𝑠 and thus obtain (𝑄1 |𝑄2) {𝑠/𝑥} → (𝑄′

1 |𝑄′
2) {𝑠/𝑥}. Here we use the

same trick as for the rule [𝜋-res] above, and pick the next name delivered
by the name server as our fresh name 𝑠.
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This rewrite does not correspond to anything in the 𝜌-calculus, as all
names are globally visible. Performing the translation and reductions
then yields

𝑣<+𝑛> | +𝑛(𝑥).J𝑄1K+𝑛2,𝑣 | J𝑄2K𝑛+,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)
↦6 J𝑄1K+𝑛2,𝑣 {𝑠/𝑥} | J𝑄2K𝑛+,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready

= (J𝑄1K+𝑛2,𝑣 | J𝑄2K𝑛+,𝑣) {𝑠/𝑥} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready

with the last step by 𝑥#𝑄2. We can now use Proposition 1 to change the
parameters on the translations to +𝑛 and 𝑛+:

∼𝒩 (J𝑄1K+𝑛,𝑣 | J𝑄2K𝑛+,𝑣) {𝑠/𝑥} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′) by Prop. 1
= (J𝑄1 | 𝑄2K𝑛,𝑣) {𝑠/𝑥} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′) by trans.
= J(𝑄1 | 𝑄2) {𝑠/𝑥}K𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′) by Prop. 2

⤇𝑘 J(𝑄′
1 | 𝑄′

2) {𝑠/𝑥}K𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′) by i.h.
= J𝑄′

1 {𝑠/𝑥} | 𝑄′
2 {𝑠/𝑥}K𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)

Consider now the reduct 𝑃2: Performing the translation and reduction
yields:

J(𝛎𝑥) (𝑄′
1 | 𝑄′

2)K𝑛,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init

= 𝑣<𝑛> | 𝑛(𝑥).J𝑄′
1 | 𝑄′

2K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠)init

↦6 (J𝑄′
1 | 𝑄′

2K𝑛2,𝑣) {𝑠/𝑥} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready

= J(𝑄′
1 | 𝑄′

2) {𝑠/𝑥}K𝑛2,𝑣 | | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready by Prop. 2

which is of the same form as the reduct we obtained above, up to a change
of parameters by Proposition 1.

– The remaining cases proceed in a similar fashion, by translating the
initial source term and the reduct, and performing the reductions in the
𝜌-calculus, using Proposition 1 to alter the parameters so that they match,
and Proposition 2 to move a substitution under the translation. The
greatest number of steps required is then determined by the structure of
the source term as in Lemma 6.

This concludes the proof.

3.11.5 Proof of Proposition 5

Proof. We proceed by induction on the structure of translated terms. The statement
holds trivially for terms of the form J𝟎K, J𝑥(𝑦).𝑃K and J𝑥<𝑧>K, since they cannot
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perform any committing steps, but only two non-committing steps deriving from
the name server. Likewise it trivially holds for J!𝑥(𝑦).𝑃K, which can perform one
non-committing step because of the replication, and two deriving from the name
server, after which it blocks. Thus J(𝛎𝑥)𝑃K and J𝑃1 | 𝑃2K are the only interesting cases.
Here we shall only consider the case for (𝛎𝑥)𝑃, since it also covers the case for when
𝑃 = 𝑃1 | 𝑃2, but is slightly more complicated, due to the presence of the restriction.

Consider the term 𝑃 = J(𝛎𝑥)𝑄K: It must perform 6 non-committing steps, deriving
from the restriction and the name server. This yields the term

J𝑄K𝑛2,𝑣 {𝑠/𝑥} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready

= J𝑄 {𝑠/𝑥}K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready by Proposition 2

Now assume

J𝑄 {𝑠/𝑥}K𝑛2,𝑣 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′)ready ↦𝑘1→↦𝑘2 𝑇 ′
1 | !𝑁(𝑥, 𝑧, 𝑣, 𝑠″)

for some numbers of non-committing steps 𝑘1, 𝑘2, where 𝑘1 ≤ 𝒮(𝑄) as argued above,
and where 𝑇 ′

1↦̸. Hence 𝑘1 + 𝑘2 = 𝒮(𝑄) + 𝒮(𝑄′) − 2.
This term corresponds to J𝑄 {𝑠/𝑥}K, up to a change of parameters by Proposition 1.

By construction, 𝑠#𝑄, so we have by the induction hypothesis that𝑄 {𝑠/𝑥} → 𝑄′ {𝑠/𝑥}.
By 𝛼-conversion and rule [𝜋-res], we can therefore also conclude (𝛎𝑥)𝑄 → (𝛎𝑥)𝑄′.
Performing the translation and all non-committing steps then gives us

J(𝛎𝑥)𝑄′K ↦6 J𝑄′K𝑛2,𝑣 {𝑠/𝑥} | !𝑁(𝑥, 𝑧, 𝑣, 𝑠′) ↦𝒮(𝑄′) 𝑇 ′
2

We must now argue that 𝑇 ′
1 ∼𝒩 𝑇 ′

2 , where 𝒩 is the set of free names in the
top-level source term. We proceed by case analysis of the source of the committing
step. From the syntax of the 𝜌-calculus, we see that every process is of the form

𝑃1 | … | 𝑃𝑛

and from the semantics that every reduction is concluded with [𝜌-com] as axiom; i.e.
the committing step must be a communication with a redex of the form

𝑥1(𝑦).𝑃1 | 𝑥2 ⟨|𝑃2|⟩

with 𝑥1 ≡𝒩 𝑥2. This redex is built by applying some combination of [𝜌-struct] and
[𝜌-par]. As this is a committing step, we know 𝑥1, 𝑥2 came from the 𝜋-calculus or
the name server, so in fact 𝑥1 = 𝑥2, and we shall therefore just write 𝑥1.

By the translation, there are only two ways in which such a redex could have been
built from the subterms of J𝑄K: 𝑄 must have contained an output 𝑥1<𝑢> for some
name 𝑢, and then either an input 𝑥1(𝑦).𝑅 or an input-guarded replication !𝑥1(𝑦).𝑅.
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• If it was a plain input, then the translation must be of the form

J𝑄K𝑛2,𝑣 = J𝑄1K𝑛1,𝑣 | … | 𝑥1<𝑢> | … | 𝑥1(𝑦).J𝑅K𝑛𝑖,𝑣 | … | J𝑄𝑛K𝑛𝑘,𝑣

up to a reordering of the terms, and 𝑛1,… , 𝑛𝑘 derived from 𝑛2. Thus we con-
clude 𝑥1(𝑦).J𝑅K𝑛𝑖,𝑣 | 𝑥1<𝑢> → J𝑅K𝑛𝑖,𝑣 {𝑢/𝑦} = J𝑅 {𝑢/𝑦}K𝑛𝑖,𝑣 by Proposition 2,
after which J𝑅 {𝑢/𝑦}K𝑛𝑖,𝑣 may perform at most 𝑘2 non-committing steps. This
gives us the shape of our 𝑇 ′

1 :

𝑇 ′
1 = (J𝑄1K𝑛1,𝑣 | … | J𝑅′ {𝑢/𝑦}K𝑛𝑖,𝑣 | … | J𝑄𝑘K𝑛𝑘,𝑣) {𝑠/𝑥}

Likewise, we can conclude 𝑥1<𝑢> | 𝑥1(𝑦).𝑅 → 𝑅 {𝑢/𝑦} in the 𝜋-calculus.
Adding back the restriction gives us the form of 𝑄′:

𝑄′ = (𝛎𝑥) (𝑄1 | … | 𝑅 {𝑢/𝑦} | 𝑄𝑘)

and by performing the translation and the non-committing reductions we
obtain:

J(𝛎𝑥) (𝑄1 | … | 𝑅 {𝑢/𝑦} | 𝑄𝑘)K
= 𝑣<𝑛> | 𝑛(𝑥). (J𝑄1K𝑛1,𝑣 | … | J𝑅 {𝑢/𝑦}K𝑛𝑖,𝑣 | J𝑄𝑘K𝑛𝑘,𝑣)

↦4 (J𝑄1K𝑛1,𝑣 | … | J𝑅 {𝑢/𝑦}K𝑛𝑖,𝑣 | J𝑄𝑘K𝑛𝑘,𝑣) {𝑠/𝑥}

Then J𝑅 {𝑢/𝑦}K𝑛𝑖,𝑣 may perform at most 𝑘2 non-committing steps to become
J𝑅′ {𝑢/𝑦}K𝑛𝑖,𝑣, which then gives us our 𝑇 ′

2 . Thus we conclude that 𝑇1 and 𝑇2
are not only equivalent, but actually equal, up to a reordering of terms and a
change of parameters by Proposition 1.

• If it was a restricted communication, with 𝑥1 = 𝑥, i.e. the subject was the
restricted name from the outer (𝛎𝑥), then we proceed exactly as above, but
apply the substitution {𝑠/𝑥} in the 𝜌-calculus first, such that the committing
step is concluded with 𝑠 as subject. Then in the 𝜋-calculus, we use the same
trick as before, by using 𝛼-conversion and picking 𝑠 as the fresh name.

• If it was an input-guarded replication, then the case is almost exactly similar
to above, since an input-guarded replication reduces to a plain input plus a
blocked lift after one non-committing step. In this case, we know that the
reduct J𝑅 {𝑢/𝑦}K𝑛𝑖,𝑣 will be of the form

𝐷(𝑛𝑖) | 𝑛𝑖 ⟨||𝑥1(𝑦). (𝐷(𝑛𝑖) | J𝑅K𝑛2𝑖 ,𝑣)
||⟩ | J𝑅 {𝑢/𝑦}K𝑛𝑖,𝑣

whichwill perform one non-committing step to ready the replication for another
input, plus the 𝑖2 steps performed by J𝑅 {𝑢/𝑦}K𝑛𝑖,𝑣 to yield J𝑅′ {𝑢/𝑦}K𝑛𝑖,𝑣.
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In the 𝜋-calculus, we likewise get !𝑥1(𝑦).𝑅 | 𝑅 {𝑢/𝑦}, and when we translate
this term and perform the non-committing steps, we again obtain the same
result, up to a reordering of terms and a change of parameters by Proposition 1.

We omit the case analysis for 𝑃1 | 𝑃2, since it proceeds exactly as above, with the
input and output terms found either in 𝑃1 or 𝑃2, or one in each.



4 A Generic Type System for Higher-Order
Ψ-calculi1

4.1 Introduction

Process calculi are formalisms for modelling and reasoning about concurrent and
distributed computations; a prominent example being the 𝜋-calculus of Milner et
al. [83; 113], which models computation as communication between processes, by
passing messages on named channels.

Since its inception, a multitude of variants of the 𝜋-calculus have appeared; e.g.
D𝜋 [53], the calculus of explicit fusions [44], the spi-calculus with correspondence
assertions [1] and the 𝑒𝜋-calculus [27]. These calculi are all first-order, in the sense
that only atomic channel names can be passed around, not processes themselves.
Moreover, the calculi have semantics that share characteristics such as the treatment
of scope extension and name passing but also differ in specific aspects that pertain to
the calculus under consideration.

Bengtson et al. [18; 19] created Ψ-calculi as a generalisation of the first-order
variants and extensions of the 𝜋-calculus, allowing them to be expressed as instances
of the Ψ-calculus framework through appropriate settings of a small number of
parameters. One of these parameters is the set of messages or terms, which can be
passed around and used as channels, and the choice of this set is subject only to some
very mild constraints. Thus, even in the ‘first-order’ Ψ-calculus, the set of terms may
be chosen such that it contains the set of processes, thereby allowing processes to be
passed around as messages.

However, the Ψ-calculus lacks the one feature that is common to process calculi
with higher-order communication, namely, the ability to execute a received message
as a process. This feature was added as an extension to the framework by Parrow
et al. [98], who thus created the Higher-Order Ψ-calculus, HOΨ. This framework

1The material presented in this chapter is joint work with Hans Hüttel, Bjarke Bredow Bojesen and
Alex Rønning Bendixen and originates from ideas developed during the writing of our Master’s thesis [16].
The material was first published in the proceedings of EXPRESS/SOS in 2022 [15]. We were invited to
submit a journal version of the paper, which was published in Information & Computation in 2024 [64],
which includes a full redoing of all major proofs, as well as a rewrite of much of the material. The present
chapter is identical to the journal version, except for some minor, typographical adjustments.
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can be parametrised to yield instances corresponding to higher-order calculi such as
HO𝜋 and CHOCS, as well as every calculus that can be expressed in the first-order
Ψ-calculus. One advantage of this generalised framework is the ability to reason
about these many extensions and variants of the 𝜋-calculus collectively. For example,
in [19; 98], the authors define a notion of strong bisimilarity for the Ψ-calculus, which
then is automatically inherited by every instance of the calculus.

An important approach for reasoning about processes is that of type systems. For
process calculi, this approach originates with Milner [83] whose first type system
deals with the notion of correct usage of channels in the 𝜋-calculus: In a well-typed
process, only names of the correct type can be communicated. Pierce and Sangiorgi
[100] later described a type system that uses subtyping and capability tags to control
the use of names as input or output channels. Many of the aforementioned first-order
extensions of the 𝜋-calculus have also been given type systems that capture properties
such as secrecy, authenticity and safe migration.

In [61], Hüttel noted that these type systems, despite arising in different settings,
share certain characteristics: The type judgments for processes 𝑃 are all of the form
Γ ⊢ 𝑃 where Γ is a type environment recording the types of the free names in 𝑃, so
processes are only classified as being either well-typed or not. On the other hand,
terms𝑀 are given a type 𝑇 , so type judgements for terms are of the form Γ ⊢ 𝑀 ∶ 𝑇 .
Based on these shared characteristics, Hüttel then created a generic type system for
the first-order Ψ-calculus framework, that generalises several of the type systems for
the 𝜋-calculus and its variants. This generic type system can similarly be instantiated
through parameter settings to yield both well-known and new type systems for the
calculi that are representable as first-order Ψ-calculi. An important advantage of this
approach is that a general result of type system soundness can be formulated, which
is then inherited by all instances of the type system. The soundness result is one of
subject reduction along with a generalized version of the channel usage property
from Milner’s original system.

There has been other work on generic type systems, notably work by König [70],
Caires [23] and Igarashi and Kobayashi [65]. As these contributions demonstrate, the
notion of genericity can understood in different ways. The type system by Caires [23]
is formulated only for the first-order monadic 𝜋-calculus, but is parametrised with a
subtyping relation, which allows different typing disciplines to be expressed. These
include a simple, sorting-like system for correct channel, input/output-capabilities
and certain behavioural properties. Seen in this light, the type system by Caires
generalises more typing disciplines, but it is only formulated for a specific calculus,
whereas other generic type systems can only express a more narrow collection of
properties directly, but can be instantiated for a broad range of calculi.

However, all generic type systems mentioned in the above are formulated for
variants of the first-order 𝜋-calculus. This means that they cannot be instantiated
to yield type system for higher-order calculi, such as HO𝜋 or CHOCS. Both of these
higher-order calculi can be encoded into the first-order 𝜋-calculus, as shown by
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Sangiorgi in [109], and may therefore also be represented in just the first-order
Ψ-calculus. Not surprisingly, there is therefore little work on type systems for higher-
order calculi, since these encodings allow us to disregard the higher-order behaviour
and instead just type the first-order translations.

One exception is the type system for termination in variants of HO𝜋, due to
Demangeon et al. [36]. As the authors argue, it may not always be desirable (or
even possible) to type a higher-order language through a first-order representation, if
the language contains features that are difficult (or impossible) to encode. Another
example of this is the Reflective Higher-Order (RHO or 𝜌) calculus of Meredith and
Radestock [80], which is a name-passing process calculus in which names are gener-
ated by “quoting” process expressions and higher-order communication is obtained
by passing around such names which can then be “unquoted” (or “dropped”). The
𝜌-calculus cannot be uniformly encoded in the 𝜋-calculus, as shown in [76] (see Chap-
ter 3) so we here have an example of a language that cannot easily be represented in
the first-order paradigm. This makes it difficult (even impossible) to adapt any of the
existing first-order type systems to this language.

In the present chapter, we create a new, generic type system for higher-order
Ψ-calculi, which extends the generic type system of Hüttel [61] for the first-order
Ψ-calculus, and we show both how existing type systems for higher-order calculi can
be expressed as instances of this generic type system, and how new type systems can
be obtained. Like its predecessor, our generic type system satisfies a general subject
reduction property that is inherited by all instances.

Our generic type system is able to handle subtyping at the level of terms, as
the type rules for terms are specific for each instance of it. It is therefore simple
to incorporate a subsumption rule. Other forms of polymorphism can be handled
by means of the channel compatibility predicate. On the other hand, the type rule
for parallel composition reveals that we cannot handle linear type systems since the
premise says that the type environment to be used for typing each parallel component
is the same; this will also be clear by our requirement that every instance must satisfy
the notions of weakening and strengthening.

We use our generic type system to formulate simple type systems for HO𝜋, and
show that the type system for termination by Demangeon et al. can also be captured
as an instance of our type system. Moreover, we present new type systems. First,
we demonstrate that our generic type system can be instantiated to yield a type
system for the 𝜌-calculus, and this establishes that our type system is richer than the
first-order type systems. Finally we use the generic type system to present a new
type system for non-interference for mobile code.

The chapter is structured as follows: In Section 4.2 we introduce the syntax and
semantics of the higher-order Ψ-calculus. Then, in Section 4.3, we present the generic
type system, and in Section 4.4 we establish important properties of the type system.
In particular, we prove a subject reduction property (Theorem 5) for the type system
and introduce a general notion of safety. Finally, in Section 4.5 we give some examples
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of instantiations to show how a number of existing type systems for higher-order
calculi can be seen as instances of the generic type system; and also how the generic
type system can be instantiated to yield new type systems.

The present chapter is an extension of [15]. Compared to the previous version,
the review of the HOΨ-calculus and the presentation of the generic type system
and the instance assumptions have been substantially rewritten and expanded to
provide a more thorough and detailed presentation. We also provide full proofs
for the subject reduction property (Theorem 5) and most of the associated lemmas
(Lemmas 16–23), and for the property of operational correspondence for the 𝜌-calculus
instance (Theorem 7). Lastly, the type system instance for non-interference presented
in Section 4.5.4 is also new.

4.2 The Higher-Order Ψ-calculus

The first-order Ψ-calculus [18; 19] generalises the common characteristics of variants
of the𝜋-calculus that allow for transmission of structuredmessage terms𝑀, including,
in principle, also processes. The Higher-Order Ψ-calculus then extends the original
Ψ-calculus with an invocation construct, run𝑀, which allows a received message to
be executed as a running process. In this section we first review the syntax of HOΨ
as given in [98], and then proceed to give a reduction semantics for the calculus.

4.2.1 Parameters

The Higher-OrderΨ-calculus is a general framework, which is intended to allowmany
different calculi to be obtained as instances, by setting a small number of parameters
in the form of definitions of three (not necessarily disjoint) sets of terms, conditions
and assertions, and four operations on these sets. Elements of these sets appear in the
syntax of the Ψ-calculus, and thus different calculi can be obtained as instances by
making different choices for the definitions of these sets.

To allow the framework to be as general and flexible as possible, the authors of
[18; 98] identify only a few restrictions that must be imposed on the sets of terms,
conditions and assertions: they must be nominal datatypes. Informally, a nominal
set, in the sense of Gabbay and Pitts [43], is a set whose members can be affected by
names being bound or swapped. Firstly, assume a countably infinite set of names𝒩,
ranged over by 𝑎,… , 𝑧. If 𝑎, 𝑏 are names and 𝑋 is an element of a nominal set, then
the transposition of 𝑎 and 𝑏 on 𝑋 , written (𝑎, 𝑏)⋅𝑋 , swaps all occurrences of 𝑎 for 𝑏 in
𝑋 and vice versa. A function 𝑓 on a nominal set is equivariant, if it is unaffected by
name swapping; i.e. if (𝑎, 𝑏)⋅𝑓(𝑋) = 𝑓((𝑎, 𝑏)⋅𝑋), and a nominal datatype is a nominal
set together with a set of equivariant functions on it. This requirement is very mild
and allows e.g. non-well-founded sets to be used in an instantiation; for example, the
set of processes can itself be included in the sets of terms, conditions or assertions.
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Two other, important notions are those of support and freshness: if 𝑋 is an
element of a nominal set, a name 𝑎 is said to occur in 𝑋 , if it can be affected by
transposition, and the support of 𝑋 , written n (𝑋), is the set of names that occur in 𝑋 .
Conversely, a name 𝑎 is fresh for 𝑋 , written 𝑎#𝑋 , if 𝑎 ∉ n (𝑋). This notion extends
to sets of names 𝐴, such that 𝐴#𝑋 if it is the case that ∀𝑎 ∈ 𝐴.𝑎 ∉ n (𝑋), and this
is pointwise extended to lists of elements 𝑋1,… , 𝑋𝑛, so we write 𝐴#𝑋1,… , 𝑋𝑛 for
𝐴#𝑋1 ∧… ∧ 𝐴#𝑋𝑛.

As mentioned above, any Ψ-calculus instance requires a specification of three
nominal datatypes: the terms, conditions and assertions. Unlike in the original
presentations of Ψ-calculi [18; 19; 98], we shall be using a typed syntax, with types
appearing in the name binders, so we therefore add a fourth parameter to be specified
in an instantiation, namely the nominal datatype of types. This is further described
in section 4.3.1. The sets to be specified are thus:

𝑀,𝑁 ∈ T Terms
𝜑 ∈ C Conditions
Ψ ∈ A Assertions
𝑇 ∈ 𝒯 Types

Terms 𝑀,𝑁 are used as subjects and objects in communication; they could be
e.g. single names, as in the monadic 𝜋-calculus, vectors of names as in 𝑒𝜋 and the
polyadic 𝜋-calculus; or elements of a composite datatype. Conditions 𝜑 are used in
conditional expressions; e.g. matching and mismatch checks. Lastly, assertions Ψ can
appear in the syntax and become enabled during the execution of a process, where
they can affect the evaluation of conditions.

Each of the nominal datatypes must include the definition of an equivariant
substitution function 𝜎, written (⋅) [ ̃𝑎 ∶= 𝑀̃] for the non-trivial part, which is the
substitution of tuples of terms 𝑀̃ for tuples of names ̃𝑎 of equal arity. It must be
defined such that it satisfies the following substitution laws:

• If ̃𝑎 ⊆ n (𝑋) and 𝑏 ∈ n(𝑌) then 𝑏 ∈ n(𝑋[ ̃𝑎 ∶= 𝑌])

• If ̃𝑢#𝑋, ̃𝑣 then 𝑋[ ̃𝑣 ∶= 𝑌] = (( ̃𝑢, ̃𝑣)⋅𝑋)[ ̃𝑢 ∶= 𝑌]

These requirements are quite general and should be satisfied by any ordinary
definition of substitution: The first law states that names cannot be lost in substitution,
i.e. the names present in 𝑌 must also be present when the substitution has been
performed. The second law states that substitution cannot be affected by transposition.

For the purpose of defining the type system, we need to impose two further
restrictions on the definition of the nominal sets, which are not present in the original
formulation of Ψ-calculi: We require that the nominal sets of terms, conditions,
assertions and types can be described as term algebras; i.e. that they are generated by
a signature of constructors. This follows the presentation of abstract syntax given in
[52].
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Since we allow term constructors with binders, we define capture-avoiding sub-
stitutions as follows, also following [52]. For any 𝑛-ary term constructor 𝑓 with
arity (𝑠1.𝑠1,… , 𝑠𝑛.𝑠𝑛) and substitution 𝜎 = [ ̃𝑥 ↦ 𝑀̃] we require that 𝜎 satisfies the
following conditions.

1. 𝑥𝜎 = 𝑀 if 𝜎(𝑥) = 𝑀 and 𝑦𝜎 = 𝑦 if 𝑦 ∉ dom (𝜎)

2. (𝑓(𝑥1.𝑀1,… , 𝑥𝑛.𝑀𝑛))𝜎 = 𝑓(𝑥1.𝑀′
1,… , 𝑥𝑛.𝑀′

𝑛) where for each 1 ≤ 𝑖 ≤ 𝑛 we
require that 𝑥𝑖#𝑀𝑖 and we have𝑀′

𝑖 = 𝑀′
𝑖𝜎 if ̃𝑥#𝑥𝑖 and𝑀′

𝑖 = 𝑀𝑖 otherwise.

In other words, term substitution distributes over function symbols. These require-
ments are is also imposed in the type system proposed in [61], and they will ensure
that a standard substitution lemma for type judgments will hold in our generic type
system introduced later.

The Ψ-calculus allows arbitrary terms to be used as channels. Any Ψ-calculus
instance therefore requires a definition of two equivariant operators, channel equiva-
lence •←→ and assertion composition⊗, a unit element 𝟏 of assertions, and an entailment
relation ⊩, defined on the respective nominal datatypes and with the following
signatures:

•←→ ∶ T ×T→ C channel equivalence
⊗ ∶ A ×A→ A assertion composition

𝟏 ∈ A assertion unit
⊩⊆ A × C entailment relation

We write the entailment relation as Ψ ⊩ 𝜑 to denote that the condition 𝜑 holds,
given the assertions Ψ. Our notation differs from e.g. that of [18], since we use the ⊢
symbol in the type judgements introduced later. Note that comparison by channel
equivalence 𝑀1

•←→ 𝑀2 is itself a condition, which may or may not be entailed by
some assertions Ψ, according to the definition of the entailment relation.

In HOΨ, higher-order communication is handled by declaring handles for pro-
cesses, written𝑀 ⇐ 𝑃, which denotes that the term𝑀 is a handle for the process 𝑃.
We assume the existence of conditions of the form 𝑀 ⇐ 𝑃 in the definition of the
set of conditions C, such that the entailment Ψ ⊩ 𝑀 ⇐ 𝑃 is always well-defined.
Note that the set of processes may itself be included in the set of terms, thus allowing
conditions of the form 𝑃 ⇐ 𝑃 whereby a process becomes a handle for itself.

The authors of [98] impose two restrictions for the parameter settings to be
valid: Channel equivalence must be symmetric and transitive, and⊗ must satisfy the
commutative monoidal laws, with 𝟏 as the unit element.

Finally, for the purpose of defining the type system, we need to impose a constraint
on the entailment of some conditions, specifically channel equivalence and handles.
Both must have a weakening property:

• If Ψ ⊩ 𝑀1
•←→ 𝑀2 then Ψ⊗Ψ′ ⊩ 𝑀1

•←→ 𝑀2.
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• If Ψ ⊩ 𝑀 ⇐ 𝑃 then Ψ⊗Ψ′ ⊩ 𝑀 ⇐ 𝑃.

These requirements ensure that an extension of the assertionsΨ cannot invalidate
channel equivalence, nor delete a handle for a process 𝑃. This could of course be
generalised by requiring the weakening property to hold for all conditions, but since
this requirement is not present in the original presentation of Ψ-calculi [18; 19; 98],
we prefer this less constraining formulation.

In summary, we say that a Ψ-calculus instance is valid, if its parameter settings
satisfy the following requirements:

Definition 27 (Valid instance). A Ψ-calculus instance is valid, if the parameter
settings satisfy the following:

1. Substitution for each nominal datatype satisfies the substitution laws:

̃𝑎 ⊆ n (𝑋) ∧ 𝑏 ∈ n(𝑌) ⟹ 𝑏 ∈ n(𝑋[ ̃𝑎 ∶= 𝑌])
̃𝑢#𝑋, ̃𝑣 ⟹ 𝑋[ ̃𝑣 ∶= 𝑌] = (( ̃𝑢, ̃𝑣)⋅𝑋)[ ̃𝑢 ∶= 𝑌]

2. T, C, A and 𝒯 are generated by a signature of constructors, and term substitu-
tions 𝜎 distribute over function symbols 𝑓:

𝑓(𝑀1,… ,𝑀𝑛)𝜎 = 𝑓(𝑀1𝜎,… ,𝑀𝑛𝜎)

3. Handles are included in the set of conditions: 𝑀 ⇐ 𝑃 ∈ C.

4. Channel equivalence •←→ is symmetric and transitive.

5. (A,⊗, 𝟏) is a commutative monoid w.r.t. an equivalence on assertions, written
Ψ1 ≃ Ψ2. This equivalence is defined such that Ψ1 ≃ Ψ2 if for all 𝜑 it holds
that that Ψ1 ⊩ 𝜑 ⟺ Ψ2 ⊩ 𝜑.

6. Entailment satisfies a weakening property for channel equivalence and handles:

Ψ ⊩ 𝑀1
•←→ 𝑀2 ⟹ Ψ⊗Ψ′ ⊩ 𝑀1

•←→ 𝑀2

Ψ ⊩ 𝑀 ⇐ 𝑃 ⟹ Ψ⊗Ψ′ ⊩ 𝑀 ⇐ 𝑃

7. Entailment is compositional for assertion equivalence:

Ψ ≃ Ψ′ ⟹ Ψ⊗Ψ″ ≃ Ψ′ ⊗Ψ″. �

We shall only consider valid instances in the following.
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4.2.2 Syntax

The set of HOΨ-calculus processes 𝒫Ψ is built by the formation rules

𝑃 ∈ 𝒫Ψ ∶∶= 𝟎 Nil
|| 𝑃1 | 𝑃2 Parallel
|| 𝑀𝑁.𝑃 Output
|| 𝑀(𝜆 ̃𝑥 ∶ 𝑇)𝑁.𝑃 Input
|| run𝑀 Invocation
|| case 𝜑 ∶ 𝑃 Selection
|| (𝛎𝑥 ∶ 𝑇)𝑃 Restriction
|| !𝑃 Replication
|| ⦇Ψ⦈ Assertion

where the shorthand 𝜑 ∶ 𝑃 denotes a list of cases 𝜑1 ∶ 𝑃1 [] … [] 𝜑𝑛 ∶ 𝑃𝑛.
The nil, parallel, restriction and replication constructs are those of the 𝜋-calculus.
The input and output prefixes generalise those of the 𝜋-calculus, since here both

subject and object are terms rather than just names. Thus𝑀𝑁.𝑃 outputs the term 𝑁
on 𝑀 and continues as 𝑃, whilst 𝑀(𝜆 ̃𝑥 ∶ 𝑇)𝑁.𝑃 receives a term (e.g. 𝐾) on 𝑀 that
must match the pattern 𝑁. Here, ̃𝑥 is a list of pattern variables, binding into 𝑁 and
𝑃: they are used to extract subterms from 𝐾 that will then be substituted for the
occurrences of ̃𝑥 within the continuation 𝑃. Any term 𝐾 received on𝑀 must match
this pattern for the communication to succeed; this means that it must be possible
to obtain 𝐾 from 𝑁 by instantiating the variables ̃𝑥 = 𝑥1,… , 𝑥𝑘 in 𝑁 with terms
𝑁1,…𝑁𝑘, such that 𝑁[𝑥1,… , 𝑥𝑘 ∶= 𝑁1,… ,𝑁𝑘] = 𝐾.

Unlike the presentation in [98], we here use an explicitly typed version of the
language: the types of the pattern variables are found in the list 𝑇 where | ̃𝑥| = |𝑇|.
Likewise, in the restriction (𝛎𝑥 ∶ 𝑇)𝑃, we annotate the name 𝑥 bound in 𝑃 with its
type 𝑇.

The selection construct case 𝜑 ∶ 𝑃 is a shorthand for a list of cases and is to be
understood as saying: If condition 𝜑𝑖 is entailed by the assertions Ψ, we continue as
𝑃𝑖. If more than one condition is entailed, the process is chosen non-deterministically
among those where the condition holds. This construct thus generalises the choice
and matching operators of the 𝜋-calculus.

Higher-order communication is achieved by declaring terms as handles for pro-
cesses; this may typically be done in an assertion. If the condition𝑀 ⇐ 𝑃 is entailed,
we can then send 𝑃 by sending its handle𝑀, and 𝑃 may thence be executed by using
the invocation construct run𝑀.

Finally, the authors in [98] impose the restriction that processes must be well-
formed, which is defined as follows:
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Definition 28 (Assertion-guarded processes). An assertion ⦇Ψ⦈ is said to be guarded,
if it occurs as a sub-process within an input or output, and unguarded otherwise. A
process is assertion guarded if all its assertions are guarded. �

Definition 29 (Well-formed processes). Let 𝐺 be an assertion-guarded process. A
process 𝑃 is well-formed if it satisfies the following:

• In every sub-process of 𝑃, every process in replication, case expressions and
handles are assertion-guarded: !𝐺, case 𝜑 ∶ 𝐺 and𝑀 ⇐ 𝐺.

• In input prefixes𝑀(𝜆 ̃𝑥)𝑁, ̃𝑥 ⊆ n(𝑁) is a sequence without duplicates.

• If𝑀 ⇐ 𝑃 then n(𝑃) ⊆ n(𝑀). �

The third criterion states that if𝑀 is a handle for 𝑃, then𝑀 must contain at least
all the names of 𝑃. This is imposed in [98] to ensure that a bound name cannot be
sent out of its scope and become exposed by means of the invocation construct.

4.2.3 Reduction semantics

Previous presentations ofΨ-calculi [18; 19; 98] give the semantics in terms of a labelled
transition system, and the type system by Hüttel [61] also used the labelled semantics.
In this presentation, we shall instead give a reduction semantics for HOΨ, to simplify
some of the proofs for the type system.

There already exists a reduction semantics for the first-order Ψ-calculus, given
by Åman Pohjola in [136], but this has not been extended to the higher-order Ψ-
calculus, and also uses reduction contexts, rather than inference rules and structural
congruence, to handle the unfolding of case expressions. In the Higher-Order Ψ-
calculus, we also need to handle the unfolding of run𝑀 terms, but this seems difficult
to achieve with reduction contexts, since the process 𝑃, for which𝑀 is a handle, does
not have be to explicitly mentioned. For example, it could be defined as part of the
entailment relation that 𝑀 ⇐ 𝑃. Thus, we shall instead give a more conventional
reduction semantics, where processes may be rewritten to build redexes.

Firstly, we define a notion of structural congruence, ≡, containing 𝛼-equivalence
≡𝛼, nil-absorption, the commutative monoidal rules for parallel composition, and the
rule for scope extrusion:

Definition 30 (Structural congruence). Structural congruence is the least congruence
on process terms containing the following rules:

[s-alpha] 𝑃1 ≡𝛼 𝑃2 ⟹ 𝑃1 ≡ 𝑃2
[s-scope] (𝛎𝑥 ∶ 𝑇)𝑃1 | 𝑃2 ≡ (𝛎𝑥 ∶ 𝑇) (𝑃1 | 𝑃2) if 𝑥#𝑃2
[s-res1] (𝛎𝑥 ∶ 𝑇)𝟎 ≡ 𝟎
[s-res2] (𝛎𝑥1 ∶ 𝑇1)(𝛎𝑥2 ∶ 𝑇2)𝑃 ≡ (𝛎𝑥2 ∶ 𝑇2)(𝛎𝑥1 ∶ 𝑇1)𝑃
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[e-rep]Ψ ⊳ !𝑃⋙𝑃 | !𝑃

[e-case]
Ψ ⊩ 𝜑𝑖

Ψ ⊳ case 𝜑 ∶ 𝑃⋙𝑃𝑖

[e-struct] 𝑃 ≡ 𝑃′
Ψ ⊳ 𝑃⋙𝑃′

[e-run] Ψ ⊩ 𝑀 ⇐ 𝑃
Ψ ⊳ run𝑀⋙𝑃

[e-res]
Ψ ⊳ 𝑃⋙𝑃′

Ψ ⊳ (𝛎𝑥 ∶ 𝑇)𝑃⋙(𝛎𝑥 ∶ 𝑇)𝑃′ (
𝑥#Ψ)

[e-par]
Ψ⊗ℱΨ (𝑃2) ⊳ 𝑃1⋙𝑃′1
Ψ ⊳ 𝑃1 | 𝑃2⋙𝑃′1 | 𝑃2

(ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃1) , 𝑃1)

Figure 4.1: The rules defining the evaluation relation.

[s-ident] 𝑃 | 𝟎 ≡ 𝑃
[s-assoc] 𝑃1 | (𝑃2 | 𝑃3) ≡ (𝑃1 | 𝑃2) | 𝑃3
[s-comm] 𝑃1 | 𝑃2 ≡ 𝑃2 | 𝑃1 �

Next we shall need the notion of a frame of a process. In Ψ-calculi, new assertions
⦇Ψ⦈ may appear in the syntax and therefore become enabled during the evolution of
the program. These are collected by the functions, ℱΨ (𝑃) and ℱ𝜈 (𝑃), which extract
respectively the free assertions and locally declared names from 𝑃 (the latter of which
may bind into the assertions). We call the pair (ℱ𝜈 (𝑃) , ℱΨ (𝑃)) the frame of 𝑃.

Definition 31 (Frame of a process). The relevant clauses for ℱΨ (𝑃) and ℱ𝜈 (𝑃) are:

ℱΨ (𝑃1 | 𝑃2) ≜ ℱΨ (𝑃1) ⊗ ℱΨ (𝑃2)
ℱΨ ((𝛎𝑥 ∶ 𝑇)𝑃) ≜ ℱΨ (𝑃)

ℱΨ (⦇Ψ⦈) ≜ Ψ

ℱ𝜈 (𝑃1 | 𝑃2) ≜ ℱ𝜈 (𝑃1) ∪ ℱ𝜈 (𝑃2)
ℱ𝜈 ((𝛎𝑥 ∶ 𝑇)𝑃) ≜ { 𝑥 } ∪ ℱ𝜈 (𝑃)

and with all remaining clauses of the forms ℱΨ (𝑃) ≜ 𝟏 and ℱ𝜈 (𝑃) ≜ ∅ respectively.
�

Structural congruence will be used for rewriting terms, but as this relation is
symmetric, we cannot use it to unfold case expressions and run𝑀 terms, since that
would also allow a reverse reading of the rules. Instead, we introduce a parametrised,
asymmetric evaluation relation ⋅ ⊳ ⋅⋙⋅ to properly handle unfolding, which may
depend on the assertions currently in effect. It is defined as the least preorder closed
under the rules given in Figure 4.1. It replaces the usual structural congruence rule in
the reduction semantics to ensure that neither of these operations may be reversed
by a reverse reading of the rules, whilst including ≡ for the other kinds of process
rewrites where symmetry is unproblematic.
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[r-com]
Ψ ⊩ 𝑀1

•←→ 𝑀2

Ψ ⊳ 𝑀1𝑁[ ̃𝑥 ∶= 𝐾].𝑃1 | 𝑀2(𝜆 ̃𝑥 ∶ 𝑇)𝑁.𝑃2 → 𝑃1 | 𝑃2[ ̃𝑥 ∶= 𝐾]

[r-eval]
Ψ ⊳ 𝑃1⋙𝑃′1 Ψ ⊳ 𝑃′1 → 𝑃2

Ψ ⊳ 𝑃1 → 𝑃2

[r-res] Ψ ⊳ 𝑃 → 𝑃′

Ψ ⊳ (𝛎𝑥 ∶ 𝑇)𝑃 → (𝛎𝑥 ∶ 𝑇)𝑃′ (
𝑥#Ψ)

[r-par]
Ψ⊗ℱΨ (𝑃2) ⊳ 𝑃1 → 𝑃′1
Ψ ⊳ 𝑃1 | 𝑃2 → 𝑃′1 | 𝑃2

(ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃1) , 𝑃1)

Figure 4.2: The rules defining the reduction relation.

Lastly, the reduction relation ⋅ ⊳ ⋅ → ⋅ is given by the rules in Figure 4.2. Re-
ductions are thus on the form Ψ ⊳ 𝑃 → 𝑃′, i.e. relative to a global Ψ containing the
assertions currently in effect.

The frame of a process is used in the [r-par] and [e-par] rules, where the free
assertions ⦇Ψ⦈ occurring in the second component 𝑃2 of a parallel composition are
composed with the global Ψ, since they may affect the evaluation (resp. reduction)
of the first component, 𝑃1. However, 𝑃2 may also contain local, new names (𝛎𝑥 ∶ 𝑇),
which may bind into ⦇Ψ⦈, and it must therefore be ensured that these are fresh w.r.t.
both the free and locally declared names in 𝑃1, as well as any names found in the
global Ψ. This is stated in the side conditions of these rules, where the local names
are collected by ℱ𝜈 (𝑃2).

The reduction relation defined above does not coincide exactly with the 𝜏-labelled
transition relation

𝜏
−→ from the original presentation in [98]. It is slightly larger,

since, in the ‘unfolding rules’ [e-case], [e-rep] and [e-run], we allow the respective
constructs to unfold to a process 𝑃, regardless of whether 𝑃 itself can perform a
reduction step or not. In contrast, the labelled semantics requires that a transition
𝑃

𝛼
−→ 𝑃′ can be concluded for the unfolded process. However, the following result

can be shown:

Proposition 7. Ψ ⊳ 𝑃
𝜏
−→ 𝑃′ ⟹ Ψ⊳ 𝑃 → 𝑃′ where

𝜏
−→ is the 𝜏-labelled transition

relation given in [98].

The proof in itself is not difficult: it proceeds by induction in the derivation of
Ψ ⊳ 𝑃

𝜏
−→ 𝑃′, where we show that for each possible transition of this form, we

can derive a corresponding conclusion of the form Ψ ⊳ 𝑃 → 𝑃′ by using the rules
of the reduction semantics. The main importance of this is that even though →
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only approximates the relation
𝜏
−→, it will suffice for the purpose of showing subject

reduction.

4.3 The generic type system

As in other type systems, we need to describe when processes are well-typed, but
since we in the HOΨ-calculus can have arbitrary terms, conditions and assertions,
we shall also need a way to decide when they are well-typed. As they are parameters
to the HOΨ-calculus, we cannot specify a set of type rules for them, as we can with
processes. Instead, such rules must likewise be provided as parameters to create an
instance of the generic type system. The parameters to be specified consist of rules
for concluding type judgments of the form

Γ,Ψ ⊢ 𝑀 ∶ 𝑇 Γ,Ψ ⊢ 𝜑 Γ,Ψ ⊢ Ψ′

and two predicates 𝑇1 ↫ 𝑇2 and 𝑇 ↶ Γ. These rules must then satisfy a number of
requirements, here denoted instance assumptions, which we shall need in the proof
for subject reduction. These are described in the following sections.

4.3.1 Types and environments

In type systems for process calculi, types can contain names, as exemplified by the
instances considered in the work on first-order typed psi-calculi [61]. We therefore
assume that the set of types 𝒯 is a nominal datatype ranged over by 𝑇 and that
substitutions can affect types. Furthermore, we need the concept of a type environ-
ment Γ to record the types of free names; thus Γ is a partial function with finite
support Γ ∶ 𝒩 ⇀ 𝒯. Sometimes it can be convenient to think of Γ as a set of tuples
Γ ⊆ 𝒩 × 𝒯 where (𝑥, 𝑇) ∈ Γ if Γ(𝑥) = 𝑇. We write Γ, 𝑥 ∶ 𝑇 to denote the type
environment Γ extended by the name 𝑥 with type 𝑇.

As usual, our type judgments will be relative to a type environment Γ. However,
due to the presence of assertions which may affect the well-typedness of a process,
term, condition, or indeed an assertion, our type judgments must also be relative to a
global assertion Ψ. Thus, type judgements for processes will be of the form Γ,Ψ ⊢ 𝑃.
As the global assertion may be composed with assertions appearing in a process, we
shall therefore also need the notion of a extension ordering on assertions, and we
also define a corresponding notion for type environments. To this end, we identify
assertions up to commutativity and associativity of composition. The resulting notion
of equivalence is denoted =Ψ.

Definition 32 (Extension ordering). We say that Ψ1 ≤ Ψ2 if n (Ψ1) ⊆ n (Ψ2) and
there exists a Ψ such that Ψ1⊗Ψ =Ψ Ψ2. Likewise, we say that Γ1 ≤ Γ2 if dom (Γ1) ⊆
dom (Γ2) and there exists a Γ such that Γ1, Γ = Γ2. �
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The extension ordering is superficially similar to the notion of static implication,
but differs from it as no notion of assertion entailment is involved. We deliberately
use the notation Ψ1 ≤ Ψ2 in order to be reminiscent of the extension ordering for
type environments.

Lastly, the environments Γ,Ψ appearing in type judgments must be well-formed.
As 𝒯 is a nominal datatype, names can also appear inside a type 𝑇, and we must
therefore require that if Γ contains a type annotation 𝑥 ∶ 𝑇, with names with type
annotations appearing inside 𝑇, then these must coincide with those found in Γ.

Example 6. Consider a size-dependent list type List(𝑥 ∶ Int) where the size 𝑥 has
been annotatedwith a type. Then for a type environmentΓ = 𝑥 ∶ 𝑇𝑥, 𝑦 ∶ List(𝑥 ∶ Int)
we require that 𝑇𝑥 ∶ Int. �

Definition 33 (Well-formed environments). Let Γ𝑇 denote the type annotations
extracted from a type 𝑇 and let an(𝑇) denote the set of annotated names occurring
in 𝑇. We say the environments Γ,Ψ are well-formed if fn (Ψ) ⊆ dom(Γ), and for all
names 𝑥 ∈ dom(Γ) the following holds:

Γ(𝑥) = 𝑇 ⟹ fn (𝑇) ⊆ dom (Γ)
Γ(𝑥) = 𝑇 ⟹ ∀𝑦 ∈ an(𝑇) . Γ𝑇(𝑦) = Γ(𝑦) �

4.3.2 Channel compatibility

When we type an input or output prefix term, the type of the subject 𝑀 and the
type of the object (the term transmitted on channel 𝑀) must be compatible w.r.t.
a compatibility predicate ↫ that describes which types of values can be carried by
channels of a given type. Thus, 𝑇1 ↫ 𝑇2 denotes that channels of type 𝑇1 can carry
terms of type 𝑇2, and we require that the set of types be defined such that this
holds. Furthermore, we distinguish between output compatibility ↫+, and input
compatibility↫−, and we write 𝑇1 ↫ 𝑇2 if both 𝑇1 ↫+ 𝑇2 and 𝑇1 ↫− 𝑇2.

Example 7. Consider the channel types in the sorting system by Milner [83]. Here, a
name has type ch(𝑇), if it is a channel that can be used to transmit names of type 𝑇 , so
in that case we would therefore require that↫ be defined such that ch(𝑇) ↫ 𝑇 . �

In our definition of compatibility, we assume given a subtype ordering ≤ on types.
If 𝑇1 ≤ 𝑇2, a term of type 𝑇1 can be used wherever a term of type 𝑇2 is needed. Thus
we require the usual subsumption rule for types, namely that a term of a given type
𝑇1 can also be typed with a supertype 𝑇2:

[t-subs]
Γ,Ψ ⊢ 𝑀 ∶ 𝑇1
Γ,Ψ ⊢ 𝑀 ∶ 𝑇2

(𝑇1 ≤ 𝑇2)

The compatibility predicate for a type 𝑇 must further satisfy the following require-
ments w.r.t. the subtyping relation:
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1. If a channel type can carry two distinct types, then the types have to be related
by the subtype ordering. That is, if ∗ ∈ {+,−}, 𝑇 ↫∗ 𝑇1 and 𝑇 ↫∗ 𝑇2 with
𝑇1 ≠ 𝑇2, then 𝑇1 ≤ 𝑇2 or 𝑇2 ≤ 𝑇1.

2. Output compatibility is contravariant. That is, if 𝑇 ↫+ 𝑇2 and 𝑇1 ≤ 𝑇2, then
also 𝑇 ↫+ 𝑇1. This requirement mirrors that of [100]. If 𝑇1 ≤ 𝑇2, then a term
of type 𝑇1 can be used wherever a term of type 𝑇2 is needed, and a channel that
outputs terms of the more general type 𝑇2 can therefore be used, wherever a
channel of the specialized type 𝑇1 is required.

3. Input compatibility is covariant. That is, if 𝑇 ↫− 𝑇1 and 𝑇1 ≤ 𝑇2, then also
𝑇 ↫− 𝑇2. This requirement, too, mirrors that of [100]. Here, if 𝑇1 ≤ 𝑇2, a
channel that accepts terms of type 𝑇1 can also be used to accept terms of type
𝑇2.

Like the other assumptions, the compatibility assumptions are needed to ensure
soundness. Consider, for instance, the requirement that channels cannot carry values
that are not related by subtyping. Here is an example that illustrates the need for this
particular requirement:

Example 8. Assume that the constant + has its type given by + ∶ Int → Int → Int,
that Int ≰ Bool and Bool ≰ Int. Finally, assume that 𝑐 ∶ 𝑇 where 𝑇 ↫ Int and
𝑇 ↫ Bool. The process

𝑐17 | 𝑐true | 𝑐(𝜆𝑥).𝑐𝑥 + 𝑥

can reduce to an ill-typed process, namely

𝑐17 | 𝑐true + true

If we require that all types carried by a channel must be related by the subtype
ordering, the problem disappears, as we can then type the subject 𝑥 of the input prefix
in the receiving subprocess with the least supertype of the message terms that can be
bound to 𝑥. �

4.3.3 Instance assumptions

The type rules for terms, assertions and conditions will depend on how these parame-
ters are defined for a specific instance of the HOΨ-calculus, and they must therefore
be provided as part of the instantiation of the generic type system.

However, like type judgments for processes, they must also be relative to a type
environment Γ and a global Ψ, so we require that they be of the form Γ,Ψ ⊢ 𝒥, where
𝒥 is defined by the formation rules:

𝒥 ∶∶= 𝑀 ∶ 𝑇 || 𝜑 || Ψ
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We introduce a collection of assumptions that must hold for an instance of the
generic type system to be valid. They pertain to the rules for type judgments Γ,Ψ ⊢ 𝒥
for terms, conditions and assertions, on which we must impose certain restrictions to
allow us to prove subject reduction for the generic type system. Whether or not the
following requirements are minimal is an open problem at the time of writing.

Definition 34 (Qualified judgement). We say a judgement Γ,Ψ ⊢ 𝒥 is qualified, if
Γ,Ψ are well-formed, and if fn (𝒥) ⊆ dom(Γ). �

Type rules have zero or more premises and a conclusion that are qualified judge-
ments of the form Γ,Ψ ⊢ 𝒥. They may also include a side condition, which is a
predicate that is not a qualified type judgement, but which can depend on the judge-
ments in the rule. Thus, they are of the following form:

[Name]
Γ,Ψ ⊢ 𝒥1 ⋯ Γ,Ψ ⊢ 𝒥𝑛

Γ,Ψ ⊢ 𝒥 (Pred)

where Pred is a (possibly empty) predicate, and Γ,Ψ ⊢ 𝒥𝑖 is a (possibly empty) list of
premises. We assume the type rules for terms, conditions and assertions are of this
form.

Furthermore, we assume that the type rules for terms, conditions and assertions
are defined such that the usual properties of weakening and strengthening of the type
environment hold for all type judgments 𝒥. These properties are summarised in the
following definition:

Definition 35 (Weakening and strengthening). Judgements of the form Γ,Ψ ⊢ 𝒥
satisfy

1. The environment weakening property, if whenever Γ,Ψ ⊢ 𝒥, then for any
𝑥 ∉ dom (Γ) and type 𝑇 we have Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝒥

2. The environment strengthening property, if whenever Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝒥 and 𝑥#𝒥
we have Γ,Ψ ⊢ 𝒥.

3. The assertion weakening property, if whenever Γ,Ψ ⊢ 𝒥 and Ψ ≤ Ψ′ and
n (Ψ′) ⊆ dom (Γ), then also Γ,Ψ′ ⊢ 𝒥. �

The weakening assumptions in Definition 35 tell us that judgements aremonotonic
w.r.t. the extension ordering: If Γ,Ψ ⊢ 𝒥 and Γ ≤ Γ1 then also Γ1, Ψ ⊢ 𝒥 and ifΨ ≤ Ψ1
then alsoΓ,Ψ1 ⊢ 𝒥. Likewise, the strengthening assumption tells us that the extension
ordering ≤ for type environments is well-founded : If Γ,Ψ ⊢ 𝒥 then there is a least
Γ0 ≤ Γ such that Γ0, Ψ ⊢ 𝒥. We do not need to require a similar well-foundedness
property to hold for the assertion environment, but it would also be quite natural to
assume that there exists a least Ψ0 ≤ Ψ such that Γ,Ψ0 ⊢ 𝒥.
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Weakening and strengthening properties tell us that we can introduce additional
hypotheses and remove superfluous hypotheses and preserve typability. In type
systems for process calculi that have a notion of communication between parallel
components 𝑃 and 𝑄 as well as the notion of restriction known from the 𝜋-calculus,
properties of strengthening and weakening are necessary for soundness because of
scope extrusion. In this setting, the need for these properties mirrors the need for
open/close rules in a labelled semantics for name-passing calculi [85].

Example 9. Consider a process ((𝛎𝑥)𝑃) | 𝑄 where the bound name 𝑥 is sent by 𝑃
and received by 𝑄. Weakening is necessary here if we are to establish that 𝑃 and
𝑄 can be typed within the same context Γ, which includes 𝑥, and strengthening is
needed in order to deal with the fact that the resulting process (𝛎𝑥)(𝑃 | 𝑄) must be
typable in the same Γ, which assumes that the 𝑥 that was local to one component is
still not a free name. �

Next, we must require type judgments for terms to respect channel equivalence
w.r.t. the type annotations in Γ:

[t-equal]Γ,Ψ ⊢ 𝑀 ∶ 𝑇
Γ,Ψ ⊢ 𝑁 ∶ 𝑇 (Ψ ⊩ 𝑀 •←→ 𝑁)

Thus, if two terms are channel equivalent, then they must also have the same type.
Another group of assumptions concern compositionality: for each of the three

nominal datatypes of terms, conditions and assertions, we require that there is a type
rule, that allows us to type a composite element by typing each of its constituents.
These assumptions are similar to those found in [61]. For assertions, the rule must be
of the following form:

[t-comp-ass]
Γ,Ψ ⊢ Ψ1 Γ,Ψ ⊢ Ψ2

Γ,Ψ ⊢ Ψ1 ⊗Ψ2

For conditions and terms, we make use of the assumption that these nominal
datatypes must be describable as term algebras with constructor symbols 𝑓. If a type
rule types a composite condition 𝑓(𝜑1,… , 𝜑𝑛), it must be of the following form:

[t-comp-cond]
Γ,Ψ ⊢ 𝜑𝑖 1 ≤ 𝑖 ≤ 𝑛
Γ,Ψ ⊢ 𝑓(𝜑1,… , 𝜑𝑛)

Likewise for terms, the rule must be of the form

[t-comp-term]
Γ,Ψ ⊢ 𝑀𝑖 ∶ 𝑇𝑖 1 ≤ 𝑖 ≤ 𝑛

Γ,Ψ ⊢ 𝑓(𝑀1,… ,𝑀𝑛) ∶ 𝐹(𝑇1,… , 𝑇𝑛)

where 𝐹(𝑇1,… , 𝑇𝑛) is the type of the composite term and 𝐹 is a function over types.
This assumption will guarantee that the type of a composite term 𝑓(𝑀1,… ,𝑀𝑛) can
be determined from the types 𝑇𝑖 (for 1 ≤ 𝑖 ≤ 𝑛) using 𝐹.
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4.3.4 Higher-order assumptions

In the higher-order Ψ-calculus, terms𝑀 serve a dual purpose: They can be used as
simple terms or as handles, that is, terms for which the run𝑀 primitive can be used
to obtain a process 𝑃. As an example, in the 𝜌-calculus a name can be used both as
the name of a channel and as the handle of a process.

Processes do not have types in our type system; only terms do. However, we can
view the ‘type’ of a process 𝑃 as a type environment Γ that make 𝑃 well-typed. Thus
we require that the type 𝑇 of a term𝑀, and the ‘type’ (environment) of a process 𝑃
must be compatible w.r.t. a higher-order compatibility predicate ↶, if𝑀 is a handle
for 𝑃. Thus 𝑇 ↶ Γ denotes that terms of type 𝑇 can be used to obtain processes that
are well-typed w.r.t. Γ, if the term is executed with the invocation construct. ↶ must
therefore be defined such that the following holds:

[t-handle] Γ,Ψ ⊢ 𝑀 ∶ 𝑇 ∧ Ψ ⊩ 𝑀 ⇐ 𝑃 ⟹ ∃Γ′.𝑇 ↶ Γ′ ∧ Γ′, Ψ ⊢ 𝑃

This requirement is necessitated by the formulation of the HOΨ-calculus itself.
The HOΨ-calculus does not require that a process 𝑃, for which𝑀 is a handle, must
be defined within the syntax of a program where𝑀 may be invoked. It is entirely
possible to define it directly as part of the entailment relation.

Example 10. Assume for some HOΨ-instance that entailment contains the following
definition:

⊩≜ … ∪ { (𝟏,𝑀 ⇐ 𝟎) ∣ 𝑀 ∈ T }
This would make every term 𝑀 be a handle for the 𝟎 process, which would be

entailed by the unit assertion 𝟏. Because of theweakening requirement of Definition 27
(Valid parameters, requirement 6), handles are not allowed to be altered by composing
new assertions onto this minimal assertion environment; hence no other handles can
be declared by this setting. �

In the above example, 𝟎 was chosen for simplicity, but indeed any assertion-
guarded process 𝑃 could have been used. As our type system is syntactic (i.e. it
analyses the syntax of programs), we have no means to check that such processes are
well-typed, and we therefore have no other option than to simply require them to be
well-typed. If handles are defined in this way, well-typedness of the handled process
must therefore be shown manually.

Usually, however, handles would be defined in assertions appearing in the syntax
of a program, e.g. as ⦇{𝑀 ⇐ 𝑃 }⦈, and with the definition of entailment containing
e.g. the following rule:

[h-entail] {𝑀 ⇐ 𝑃 } ∈ Ψ
Ψ ⊩ 𝑀 ⇐ 𝑃

If that is the case, then [t-handle] can be satisfied by including a type rule for typing
handles in the type rules for assertions:
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[t-ass-handle]Γ,Ψ ⊢ 𝑀 ∶ 𝑇 Γ′, Ψ ⊢ 𝑃
Γ,Ψ ⊢ {𝑀 ⇐ 𝑃 } ( 𝑇 ↶ Γ′

Γ′ ≤ Γ )

Example 11. A simple way to define types of handles, such that↶ holds, is to let 𝒯
be defined as

𝑇 ∈ 𝒯 ∶∶= … || (𝑇, Γ)

and then let↶ be defined such that (𝑇, Γ) ↶ Γ. Indeed, we shall do that in our type
system instances in Section 4.5. �

We shall also need to impose a requirement on the definition of↶, when handles
are subjected to a term substitution 𝜎:

[t-subs-handle]

Γ,Ψ ⊢ 𝑀 ∶ 𝑇1
∧ Γ,Ψ ⊢ 𝑀𝜎 ∶ 𝑇2
∧ 𝑇1 ↶ Γ1

⟹ ∃Γ2.𝑇2 ↶ Γ2 ∧ Γ2 ≤ Γ1

This requirement essentially states that if𝑀 has a higher-order type 𝑇1, i.e. such
that 𝑇1 ↶ Γ1, and𝑀 is subjected to a term substitution 𝜎, such that the resulting term
𝑀𝜎 has type 𝑇2, then 𝑇2 too must be a higher-order type. Moreover, the Γ2 we obtain
from the type of 𝑀𝜎 by means of 𝑇2 ↶ Γ2 must be such that Γ2 ≤ Γ1; i.e. it can at
most contain the same names as Γ1. In other words, a substitution is not allowed to
alter the fact that a term has a higher-order type; and the new type must not allow
the substituted term to be used as handle for a process containing more free names
than the type of the original term would allow, prior to substitution. This is easily
satisfied by any ordinary definition of substitution.

Example 12. Consider a HOΨ-instance where terms are just atomic names: T ≜ 𝒩,
and with simple channel types as in Example 7. Assume that Γ,Ψ ⊢ 𝑥 ∶ ch(𝑇) and
Γ,Ψ ⊢ 𝑧 ∶ 𝑇, where 𝑇 = (𝑇 ′, Γ′) for some 𝑇 ′, Γ′, and with ↶ defined such that
(𝑇 ′, Γ′) ↶ Γ′. Thus 𝑧 has a higher-order type, and it may therefore be used as a
handle, so we want to be able to pass it around.

Consider now the reduction:

𝑥(𝜆𝑦 ∶ 𝑇)𝑦.run 𝑦 | 𝑥𝑧.𝟎 → run 𝑦[𝑦 ∶= 𝑧]

[t-subs-handle] amounts to saying that Γ,Ψ ⊢ 𝑦[𝑦 ∶= 𝑧] ∶ 𝑇1 and 𝑇1 ↶ Γ″
such that Γ″ ≤ Γ′, which indeed holds, since 𝑇 = 𝑇1 and therefore Γ′ = Γ″. �

4.3.5 Type rules for processes

Unlike the type rules for terms, conditions and assertions, the type rules for processes
are common to every instance. These are of the form Γ,Ψ ⊢ 𝑃. As before, we only
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[t-case]
Γ,Ψ ⊢ 𝜑𝑖 Γ,Ψ ⊢ 𝑃𝑖
Γ,Ψ ⊢ case 𝜑 ∶ 𝑃

[t-res] Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝑃
Γ,Ψ ⊢ (𝛎𝑥 ∶ 𝑇)𝑃 (𝑥#Ψ)

[t-run] Γ,Ψ ⊢ 𝑀 ∶ 𝑇
Γ,Ψ ⊢ run𝑀 ( 𝑇 ↶ Γ′

Γ′ ≤ Γ )

[t-rep] Γ,Ψ ⊢ 𝑃
Γ,Ψ ⊢ !𝑃

[t-ass] Γ,Ψ ⊢ Ψ′

Γ,Ψ ⊢ ⦇Ψ′⦈

[t-nil]Γ,Ψ ⊢ 𝟎

[t-in]Γ,Ψ ⊢ 𝑀 ∶ 𝑇 Γ, ̃𝑥 ∶ 𝑇,Ψ ⊢ 𝑁 ∶ 𝑇 ′ Γ, ̃𝑥 ∶ 𝑇,Ψ ⊢ 𝑃
Γ,Ψ ⊢ 𝑀(𝜆 ̃𝑥 ∶ 𝑇)𝑁.𝑃

(𝑇 ↫− 𝑇 ′)

[t-out]Γ,Ψ ⊢ 𝑀 ∶ 𝑇 Γ,Ψ ⊢ 𝑁 ∶ 𝑇 ′ Γ,Ψ ⊢ 𝑃
Γ,Ψ ⊢ 𝑀𝑁.𝑃

(𝑇 ↫+ 𝑇 ′)

[t-par]

Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ 𝑃1
Γ,ℱΓ (𝑃1) , Ψ ⊗ ℱΨ (𝑃1) ⊢ 𝑃2

Γ,Ψ ⊢ 𝑃1 | 𝑃2
(
ℱ𝜈 (𝑃1) #Ψ,ℱ𝜈 (𝑃2) , 𝑃2
ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃1) , 𝑃1

)

Figure 4.3: Type judgements for processes.

consider qualified judgements; i.e. where Γ,Ψ are well-formed and fn (𝑃) ⊆ dom(Γ),
so every name mentioned in the process in the judgement is bound in the type
environment.

We shall need away to extract the type annotations of scoped names from a process
𝑃. This will be needed in the rule for typing a parallel composition 𝑃1 | 𝑃2, since the
free assertions in 𝑃2 must be composed onto the global assertion environment for the
typing of 𝑃1, and vice versa. Such a free assertion ⦇Ψ⦈may, however, be declared inside
the scope of a local name (𝛎𝑥 ∶ 𝑇), with 𝑥 binding into ⦇Ψ⦈, so the type information
must therefore be added to the type environment Γ. Thus we shall write ℱΓ (⋅) to
meanℱΓ ((𝛎𝑥 ∶ 𝑇)𝑃) ≜ 𝑥 ∶ 𝑇,ℱΓ (𝑃), and for all other clauses this function is defined
similar to ℱ𝜈 (⋅).

The type rules for processes are given in Figure 4.3; they are mostly similar to
those of [61], except for the rule [t-run] used to type the run𝑀 construct, which is
the only construct that is new to the higher-order setting. Here we require that𝑀
must have a higher-order type, containing a Γ matching the Γ it is typed relative to,
which ensures that no new names are introduced by running the process associated
with the handle𝑀.

In the rule [t-par] we require that for a parallel composition 𝑃1 | 𝑃2 to be typable,
𝑃1 and 𝑃2 must both be typable within type environments and assertions that add
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information extracted from the other component. This is a natural requirement, since
𝑃1 can, among other things, mention handles for processes established in 𝑃2, and vice
versa. The side condition then asserts that all new names declared in 𝑃1, using the
(𝛎𝑥 ∶ 𝑇) construct, must be fresh for Ψ and both the free and new names occurring
in 𝑃2, and vice versa for 𝑃2, similar to the side conditions for the [e-par] and [r-par]
rules in the semantics.

4.4 Properties of the generic type system

Type systems normally ensure two properties of well-typed programs: a subject
reduction property guarantees that a well-typed program remains well-typed under
reduction; and a safety property ensures that if a program is well-typed then a certain
safety predicate holds. The latter may depend on the particular instance of the type
system and must therefore be shown individually, for each instance, but subject
reduction can be shown for the generic type system.

We establish these properties through a series of lemmas, building up to the
main result. Here we shall see the various instance assumptions and parameter
requirements (distributivity and weakening) from section 4.3.3, come into play. We
begin with the usual results of weakening and strengthening of the type environment
Γ:

Lemma 16 (Weakening). If Γ,Ψ ⊢ 𝑃 and 𝑥 ∉ dom(Γ) then Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝑃.

Proof. By induction in the rules of the type judgment Γ,Ψ ⊢ 𝑃.
The case for 𝟎 is immediate, and the cases for 𝑃1 | 𝑃2, (𝛎𝑥 ∶ 𝑇)𝑃 and !𝑃 follow

from straightforward application of the induction hypothesis. The remaining cases
contain either terms 𝑀, conditions 𝜑, or assertions ⦇Ψ⦈, so here the environment
weakening assumption (Definition 35, item 1) is required.

Consider the case for output: By [t-out], we know that Γ,Ψ ⊢ 𝑀𝑁.𝑃, and from
the premises that Γ,Ψ ⊢ 𝑀 ∶ 𝑇1, Γ,Ψ ⊢ 𝑁 ∶ 𝑇2 and Γ,Ψ ⊢ 𝑃. Then Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝑃
holds by induction hypothesis, and Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝑀 ∶ 𝑇1 and Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝑁 ∶ 𝑇2
both hold by the environment weakening assumption (Definition 35, item 1). Thus
we can conclude Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝑀𝑁.𝑃 by [t-out].

The cases for [t-in] and [t-run] are similar. In [t-case], the premise (for each
𝜑𝑖 in 𝜑) that Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝜑𝑖 is also satisfied because of the environment weakening
assumption (Definition 35, item 1), and likewise for the premise Γ, 𝑥 ∶ 𝑇,Ψ ⊢ Ψ′ in
[t-ass].

Lemma 17 (Strengthening). If Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝑃 and 𝑥#𝑃,Ψ then Γ,Ψ ⊢ 𝑃.

Proof. By induction in the rules of the type judgment Γ,Ψ ⊢ 𝑃.
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This proof proceeds in the same way as the proof for Lemma 16 (Weakening), but
this time using the environment strengthening assumption (Definition 35, item 2) for
the cases where terms, conditions or assertions appear in the premise.

We shall also need a weakening result for the global assertion environment Ψ.
This result is necessitated by the syntax of the HOΨ-calculus itself, which allows
guarded assertions in continuations to become unguarded after a reduction, and hence
they may become composed onto the global Ψ. The result we wish to have is thus
that any well-typed process remains well-typed after a composition of any assertion
in the assertion environment, as long as all names in the new assertion environment
are in the support of the type environment:

Lemma 18 (Assertion environment weakening). If Γ,Ψ ⊢ 𝑃 and n(Ψ′) ⊆ dom (Γ)
and Ψ ≤ Ψ′ then Γ,Ψ′ ⊢ 𝑃.

Proof. By induction in the rules of the type judgment Γ,Ψ ⊢ 𝑃.

• For [t-nil], [t-in], [t-out], [t-case], [t-rep], [t-run] and [t-ass] the proof
proceeds in the same way as the proof for Lemma 16 (Weakening), but this
time using the assertion weakening assumption (Definition 35, item 3) for the
cases where terms, conditions or assertions appear in the premise.

• In the cases of [t-res] and [t-par] we must ensure that the freshness require-
ments in the side conditions are satisfied. Thus, consider the case for [t-par],
since the case for [t-res] is simpler: We know that Γ,Ψ ⊢ 𝑃1 | 𝑃2, and from
the premise that Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ 𝑃1, and from the side condition that
ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃1) , 𝑃1 (and conversely for 𝑃2). We then use 𝛼-conversion as nec-
essary to ensure that the condition ℱ𝜈 (𝑃2) #Ψ′ holds, such that ℱΓ (𝑃2) will not
capture any free names in Ψ′ that are not in Ψ. We then do the same for the
other premise, and then they both hold by induction hypothesis. Then we
conclude Γ,Ψ′ ⊢ 𝑃1 | 𝑃2 by [t-par].

Next, we need a result of substitution, which must be shown for both the ‘pa-
rameter’ type judgements Γ,Ψ ⊢ 𝒥 and type judgments for processes Γ,Ψ ⊢ 𝑃:

Lemma 19 (Substitution). Let 𝒢 ∶∶= 𝒥 | 𝑃, and let 𝜎 be a term substitution. If
Γ,Ψ ⊢ 𝒢, dom(Γ) = dom(𝜎), and for all 𝑥 ∈ dom(𝜎) it holds that Γ,Ψ ⊢ 𝜎(𝑥) ∶ Γ(𝑥),
then Γ,Ψ ⊢ 𝒢𝜎.

Proof. There are four different kinds of type judgments to consider, since 𝒢 can be a
term, a condition, an assertion or a process:

If the judgment is of the form Γ,Ψ ⊢ 𝑀 ∶ 𝑇, we proceed by induction in
the structure of 𝑀. If 𝑀 is a name, the result is immediate. Else, 𝑀 must be a
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composite term with 𝑛 immediate constituents; i.e.𝑀 = 𝑓(𝑀1,… ,𝑀𝑛). Thus, this
judgment must have been concluded by the (assumed) compositionality rule for terms,
[t-comp-term], so we must have that

Γ,Ψ ⊢ 𝑀𝑖 ∶ 𝑇𝑖 1 ≤ 𝑖 ≤ 𝑛
Γ,Ψ ⊢ 𝑓(𝑀1,… ,𝑀𝑛) ∶ 𝐹(𝑇1,… , 𝑇𝑛)

By induction hypothesis, we have that Γ,Ψ ⊢ 𝑀𝑖𝜎 ∶ 𝑇𝑖𝜎 for all the constituents,
and by [t-comp-term] we can conclude that

Γ,Ψ ⊢ 𝑓(𝑀1𝜎,… ,𝑀𝑛𝜎) ∶ 𝐹(𝑇1𝜎,… , 𝑇𝑛𝜎)

By the distributivity assumption, we have that

𝑓(𝑀1𝜎,… ,𝑀𝑛𝜎) ∶ 𝐹(𝑇1𝜎,… , 𝑇𝑛𝜎) = 𝑓(𝑀1,… ,𝑀𝑛)𝜎 ∶ 𝐹(𝑇1,… , 𝑇𝑛)𝜎

which thus lets us conclude Γ,Ψ ⊢ 𝑓(𝑀1,… ,𝑀𝑛)𝜎 ∶ 𝐹(𝑇1,… , 𝑇𝑛)𝜎 as desired.
If the judgment is of the form Γ,Ψ ⊢ 𝜑 or Γ,Ψ ⊢ Ψ′, the same reasoning applies,

using the respective compositionality assumption [t-comp-cond] or [t-comp-ass].
If the judgment is of the form Γ,Ψ ⊢ 𝑃, we proceed by induction in the structure of
𝑃:

• For 𝟎, the result is immediate. For assertions ⦇Ψ⦈, it follows from the result
above, and likewise for case constructs case 𝜑 ∶ 𝑃, with Γ,Ψ ⊢ 𝑃𝑖𝜎 from the
induction hypothesis. For replication !𝑃, it follows directly from the induction
hypothesis, and also for (𝛎𝑥 ∶ 𝑇)𝑃, since we know by requirement that 𝑥 ∉
dom(Γ) and dom(Γ) = dom(𝜎); hence 𝜎 cannot affect the name 𝑥.

• For input and output, 𝑀(𝜆 ̃𝑥 ∶ 𝑇)𝑁.𝑃 and 𝑀𝑁.𝑃, the result follows from the
induction hypothesis for the continuation𝑃, and from the above result regarding
substitution on terms for the subject and object𝑀,𝑁, where again we know
that the substitution cannot affect any of the bound names ̃𝑥.

• For parallel composition we have that Γ,Ψ ⊢ 𝑃1 | 𝑃2, and we wish to conclude
that Γ,Ψ ⊢ (𝑃1 | 𝑃2)𝜎. From the premise we know that Γ,ℱΓ (𝑃2) , Ψ⊗ℱΨ (𝑃2) ⊢
𝑃1, and conversely for 𝑃2. Applying the substitution gives us, that we must be
able to conclude

Γ,ℱΓ (𝑃2𝜎) , Ψ ⊗ ℱΨ (𝑃2𝜎) ⊢ 𝑃1𝜎

The substitution cannot introduce new, bound names, which would be collected
by ℱΓ (⋅), hence ℱΓ (𝑃2) = ℱΓ (𝑃2𝜎). Now since we know that Γ,ℱΓ (𝑃2) , Ψ ⊗
ℱΨ (𝑃2) ⊢ 𝑃1, then by Lemma 18 we can conclude that Γ,ℱΓ (𝑃2) , Ψ⊗ℱΨ (𝑃2𝜎) ⊢
𝑃1. We then apply the induction hypothesis and obtain

Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2𝜎) ⊢ 𝑃1𝜎

A similar reasoning then applies for 𝑃2, which allows us to conclude.
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• Finally for run𝑀, we know that Γ,Ψ ⊢ run𝑀, which must have been con-
cluded by [t-run], and we wish to conclude Γ,Ψ ⊢ run𝑀𝜎. From the premise
and side condition we have that Γ,Ψ ⊢ 𝑀 ∶ 𝑇 and 𝑇 ↶ Γ′ and Γ′ ≤ Γ. By
the case for terms above, we therefore have that Γ,Ψ ⊢ 𝑀𝜎 ∶ 𝑇𝜎. Then
by requirement [t-subs-handle] we get that 𝑇𝜎 ↶ Γ″ and Γ″ ≤ Γ′, and by
transitivity of ≤ therefore also Γ″ ≤ Γ. We can then conclude Γ,Ψ ⊢ run𝑀𝜎
by [t-run].

As we here use reduction semantics with an asymmetric evaluation relation to
handle unfolding of case and run expressions, we shall also need two results that
describe how frames can evolve during evaluation. The first result establishes that
the property of being assertion-guarded is preserved by the evaluation relation⋙.

Lemma 20 (Frame post evaluation). If Ψ ⊳ 𝑃⋙𝑃′ and ℱ𝜈 (𝑃) #Ψ and ℱ𝜈 (𝑃′) #Ψ,
then Ψ⊗ℱΨ (𝑃) =Ψ Ψ⊗ℱΨ (𝑃′).

Proof. The proof proceeds by induction in the rules for concluding the evaluation
Ψ ⊳ 𝑃⋙𝑃′ (Figure 4.1).

• The cases for [e-res] and [e-par] are straightforward by application of the
induction hypothesis.

• For [e-struct] we need an extra induction in the rules of structural congruence
(Definition 30), but it is immediately clear from the definition that a rewrite by
structural congruence cannot expose any new assertions which were not free
before.

• For the cases of [e-rep], [e-case] and [e-run], we know from the criterion
of well-formedness for processes that neither of these processes may contain
unguarded assertions. Thus, unfolding !𝑃 or case 𝜑 ∶ 𝑃 or run𝑀 cannot
expose any new assertions.

The second result states that the free assertions in a process at most can increase
after a reduction:

Lemma 21 (Frame post reduction). If Ψ ⊳ 𝑃 → 𝑃′ then ℱΨ (𝑃) ≤ ℱΨ (𝑃′).

Proof. By induction in the rules for concluding the reductionΨ ⊳ 𝑃 → 𝑃′ (Figure 4.2).

• Case [r-par] and [r-res]: by the induction hypothesis.

• Case [r-com]: Here the initial assertions are 𝟏 (the unit assertion), since neither
of the processes contain free assertions. Then after the reduction, we have
𝟏 ≤ ℱΨ (𝑃1 | 𝑃2[ ̃𝑥 ∶= 𝐾]), which is immediately seen to hold.
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• Case [r-eval]: We have Ψ ⊳ 𝑃1 → 𝑃2, and from the premise that Ψ ⊳ 𝑃1⋙𝑃′1
andΨ ⊳ 𝑃′1 → 𝑃2. By induction hypothesisℱΨ (𝑃′1 ) ≤ ℱΨ (𝑃2), and by Lemma 20
we have that ℱΨ (𝑃1) =Ψ ℱΨ (𝑃′1 ). Thus we conclude that ℱΨ (𝑃1) ≤ ℱΨ (𝑃2).

The above lemmas can now be used to prove the subject reduction result, which
states that well-typed processes remains well-typed after reduction. We shall break
it into three parts and first show that well-typedness is preserved by structural
congruence, the evaluation relation, and lastly the reduction relation:

Lemma 22 (Structural congruence). If Γ,Ψ ⊢ 𝑃1 and 𝑃1 ≡ 𝑃2 then Γ,Ψ ⊢ 𝑃2.

Proof. By induction in the rules for concluding 𝑃1 ≡ 𝑃2 (Definition 30).

• The cases for rules for congruence are straightforward by induction hypothesis.

• The case for [s-alpha] is also straightforward, since we only change bound
names, and none of these are found in Γ.

• The cases for the monoidal rules [s-ident], [s-assoc] and [s-comm] simply
require applying the rule [t-par] in different order, or applying it an extra time.

• Case [s-res1]: For the forward direction, we know Γ,Ψ ⊢ (𝛎𝑥 ∶ 𝑇)𝟎 by [t-res],
and Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝟎 holds by the premise. By Lemma 16 (Weakening) therefore
also Γ,Ψ ⊢ 𝟎. For the other direction, we weaken Γ first and then conclude by
rule [t-res].

• Case [s-res2]: By twice application of [t-res].

• Case [s-scope]: For the forward direction, we know that

Γ,Ψ ⊢ (𝛎𝑥 ∶ 𝑇)𝑃1 | 𝑃2

and 𝑥#𝑃2. This judgement must have been concluded by [t-par] with premises

Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ (𝛎𝑥 ∶ 𝑇)𝑃1
Γ,ℱΓ (𝑃1) , Ψ ⊗ ℱΨ (𝑃1) ⊢ 𝑃2

The premise Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ (𝛎𝑥 ∶ 𝑇)𝑃1 was concluded using [t-res]
with

Γ, 𝑥 ∶ 𝑇,Ψ ⊗ ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ 𝑃1

as premise. Since 𝑥#𝑃2, we can then also conclude

Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝑃2
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by Lemma 16 (Weakening). By [t-par] we can then conclude

Γ, 𝑥 ∶ 𝑇,Ψ ⊢ 𝑃1 | 𝑃2

and then by [t-res] we conclude

Γ,Ψ ⊢ (𝛎𝑥 ∶ 𝑇)(𝑃1 | 𝑃2)

For the other direction, apply Lemma 17 to conclude Γ,Ψ ⊢ 𝑃2 from Γ, 𝑥 ∶
𝑇,Ψ ⊢ 𝑃2, and then [t-res] for 𝑃1 and conclude by [t-par].

Lemma 23 (Subject evaluation). If Γ,Ψ ⊢ 𝑃 ∧ Ψ ⊳ 𝑃⋙𝑃′ then Γ,Ψ ⊢ 𝑃′.

Proof. By induction in the rules for concluding Ψ ⊳ 𝑃⋙𝑃′ (Figure 4.1).

• Case [e-res]: By [t-res] and the induction hypothesis.

• Case [e-struct]: By Lemma 22.

• Case [e-rep]: We know that Γ,Ψ ⊢ !𝑃, which was concluded by [t-rep].
From the premise we get Γ,Ψ ⊢ 𝑃, and by well-formedness requirement
(Definition 29) we know that 𝑃 cannot contain free assertions. Thus we can
conclude Γ,Ψ ⊢ 𝑃 | !𝑃 by [t-par].

• Case [e-case]: Straightforward from the premise of [t-case].

• Case [e-par]: We know that Ψ ⊳ 𝑃1 | 𝑃2⋙𝑃′1 | 𝑃2. From the premise and side
condition, we have that

Ψ⊗ℱΨ (𝑃2) ⊳ 𝑃1⋙𝑃′1
ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃1) , 𝑃1

We also know that Γ,Ψ ⊢ 𝑃1 | 𝑃2, which was concluded by [t-par]. From the
premise and side condition, we have that

Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ 𝑃1
Γ,ℱΓ (𝑃1) , Ψ ⊗ ℱΨ (𝑃1) ⊢ 𝑃2

ℱ𝜈 (𝑃1) #Ψ,ℱ𝜈 (𝑃2) , 𝑃2
ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃1) , 𝑃1

By the induction hypothesis, the statement holds for 𝑃1, i.e.:

Γ,Ψ ⊢ 𝑃1 ∧ Ψ ⊳ 𝑃1⋙𝑃′1 ⟹ Γ,Ψ ⊢ 𝑃′1
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Combining the above with Lemma 16 (weakening) and Lemma 18 (assertion
environment weakening), we can then conclude that

Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ 𝑃1
∧Ψ⊗ℱΨ (𝑃2) ⊳ 𝑃1⋙𝑃′1

⟹Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ 𝑃′1

This satisfies the first premise of [t-par].
We must then show that Γ,ℱΓ (𝑃′1 ) , Ψ ⊗ ℱΨ (𝑃′1 ) ⊢ 𝑃2 also holds: By Lemma 20
we know that ℱΨ (𝑃1) =Ψ ℱΨ (𝑃′1 ), since the evaluation cannot expose any new
assertions. We therefore immediately have that Γ,ℱΓ (𝑃1) , Ψ ⊗ ℱΨ (𝑃′1 ) ⊢ 𝑃2.
We now have three cases to consider:

1. If ℱΓ (𝑃1) =Ψ ℱΓ (𝑃′1 ) then Γ,ℱΓ (𝑃′1 ) , Ψ ⊗ ℱΨ (𝑃′1 ) ⊢ 𝑃2 follows from the
definition of =Ψ and associativity and commutativity of⊗.

2. If ℱΓ (𝑃1) ≤ ℱΓ (𝑃′1 ), then we use Lemma 16 (weakening) to conclude that
Γ,ℱΓ (𝑃′1 ) , Ψ ⊗ ℱΨ (𝑃′1 ) ⊢ 𝑃2 holds.

3. Otherwise, if ℱΓ (𝑃1) ≰ ℱΓ (𝑃′1 ), we instead use Lemma 17 (strengthening).

If new bound names are exposed in 𝑃′1 , such that they would be collected by
ℱΓ (𝑃′1 ) and ℱ𝜈 (𝑃′1 ), we use 𝛼-conversion such that

ℱ𝜈 (𝑃′1 ) #Ψ,ℱ𝜈 (𝑃2) , 𝑃2
ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃′1 ) , 𝑃1

both hold. As both premises and side conditions now are satisfied, we can
conclude Γ,Ψ ⊢ 𝑃′1 | 𝑃2 by [t-par].

• Case [e-run]: We know that Ψ ⊳ run𝑀⋙𝑃 and Ψ ⊩ 𝑀 ⇐ 𝑃, and we
wish to conclude Γ,Ψ ⊢ 𝑃. Γ,Ψ ⊢ run𝑀 was concluded by [t-run] with the
premise Γ,Ψ ⊢ 𝑀 ∶ 𝑇 and side condition 𝑇 ↶ Γ′ and Γ′ ≤ Γ. By requirement
[t-handle]we get that Γ′, Ψ ⊢ 𝑃. We can then conclude Γ,Ψ ⊢ 𝑃 by Lemma 16
(Weakening).

Theorem 5 (Subject reduction). If Γ,Ψ ⊢ 𝑃 and Ψ ⊳ 𝑃 → 𝑃′ then Γ,Ψ ⊢ 𝑃′.

Proof. By induction in the rules for concluding Ψ ⊳ 𝑃 → 𝑃′ (Figure 4.2).

• Case [r-eval]: By Lemma 23 (Subject evaluation) and the induction hypothesis.

• Case [r-res]: By [t-res] and the induction hypothesis.
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• Case [r-par]: We know that Γ,Ψ ⊢ 𝑃1 | 𝑃2, which was concluded by [t-par],
and Ψ ⊳ 𝑃1 | 𝑃2 → 𝑃′1 | 𝑃2 which was concluded by [r-par]. Our goal is to
show that Γ,Ψ ⊢ 𝑃′1 | 𝑃2. From the premises and side condition of [t-par] we
have

Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ 𝑃1
Γ,ℱΓ (𝑃1) , Ψ ⊗ ℱΨ (𝑃1) ⊢ 𝑃2

ℱ𝜈 (𝑃1) #Ψ,ℱ𝜈 (𝑃2) , 𝑃2
ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃1) , 𝑃1

and from the premises and side conditions of [r-par] we have:

ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃1) , 𝑃1
Ψ⊗ℱΨ (𝑃2) ⊳ 𝑃1 → 𝑃′1

By the induction hypothesis, the statement holds for 𝑃1, i.e.:

Γ,Ψ ⊢ 𝑃1 ∧ Ψ ⊳ 𝑃1 → 𝑃′1 ⟹ Γ,Ψ ⊢ 𝑃′1

By the above, and Lemma 16 (weakening) and Lemma 18 (assertion environment
weakening) we can then conclude that

Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ 𝑃1
∧Ψ⊗ℱΨ (𝑃2) ⊳ 𝑃1 → 𝑃′1

⟹Γ,ℱΓ (𝑃2) , Ψ ⊗ ℱΨ (𝑃2) ⊢ 𝑃′1

This satisfies the first premise of [t-par].
We must then show that Γ,ℱΓ (𝑃′1 ) , Ψ ⊗ ℱΨ (𝑃′1 ) ⊢ 𝑃2 also holds: By Lemma 21,
we have thatℱΨ (𝑃1) ≤ ℱΨ (𝑃′1 ). From Γ,ℱΓ (𝑃1) , Ψ⊗ℱΨ (𝑃1) ⊢ 𝑃2 and Lemma 18
we can then conclude that Γ,ℱΓ (𝑃1) , Ψ ⊗ ℱΨ (𝑃′1 ) ⊢ 𝑃2. We now have three
cases to consider:

1. If ℱΓ (𝑃1) =Ψ ℱΓ (𝑃′1 ) then Γ,ℱΓ (𝑃′1 ) , Ψ ⊗ ℱΨ (𝑃′1 ) ⊢ 𝑃2 follows from the
definition of =Ψ and associativity and commutativity of⊗.

2. If ℱΓ (𝑃1) ≤ ℱΓ (𝑃′1 ), then we use Lemma 16 (weakening) to conclude that
Γ,ℱΓ (𝑃′1 ) , Ψ ⊗ ℱΨ (𝑃′1 ) ⊢ 𝑃2 holds.

3. Otherwise, if ℱΓ (𝑃1) ≰ ℱΓ (𝑃′1 ), we instead use Lemma 17 (strengthening).

If new bound names are exposed in 𝑃′1 , such that they would be collected by
ℱΓ (𝑃′1 ) and ℱ𝜈 (𝑃′1 ), we use 𝛼-conversion such that

ℱ𝜈 (𝑃′1 ) #Ψ,ℱ𝜈 (𝑃2) , 𝑃2
ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃′1 ) , 𝑃1
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both hold. As both premises and side conditions now are satisfied, we can
conclude Γ,Ψ ⊢ 𝑃′1 | 𝑃2 by [t-par].

• Case [r-com]: We know that

Ψ ⊳ 𝑀1𝑁[ ̃𝑥 ∶= 𝐾].𝑃1 | 𝑀1(𝜆 ̃𝑥 ∶ 𝑇)𝑁.𝑃2 → 𝑃1 | 𝑃2[ ̃𝑥 ∶= 𝐾]

which was concluded by [r-com], and Ψ ⊩ 𝑀1
•←→ 𝑀2 from the premise. We

also know that

Γ,Ψ ⊢ 𝑀1𝑁[ ̃𝑥 ∶= 𝐾].𝑃1 | 𝑀1(𝜆 ̃𝑥 ∶ 𝑇)𝑁.𝑃2

which must have been concluded by [t-par]. As there are no free assertions or
(𝛎𝑥 ∶ 𝑇) in either of the processes, the side condition and extensions of Γ and
Ψ in [t-par] simplify to just

[t-par]
Γ,Ψ ⊢ 𝑀1𝑁[ ̃𝑥 ∶= 𝐾].𝑃1 Γ,Ψ ⊢ 𝑀2(𝜆 ̃𝑦 ∶ 𝑇)𝑁.𝑃2

Γ,Ψ ⊢ 𝑀1𝑁[ ̃𝑥 ∶= 𝐾].𝑃1 | 𝑀2(𝜆 ̃𝑥 ∶ 𝑇)𝑁.𝑃2

with [t-out] and [t-in] used for the premises. From the premises of these
rules we get the following:

Γ,Ψ ⊢𝑀1 ∶ 𝑇1
Γ,Ψ ⊢𝑁[ ̃𝑥 ∶= 𝐾] ∶ 𝑇3
Γ,Ψ ⊢𝑃1
Γ,Ψ ⊢𝑀2 ∶ 𝑇2

Γ, ̃𝑥 ∶ 𝑇,Ψ ⊢𝑁 ∶ 𝑇4
Γ, ̃𝑥 ∶ 𝑇,Ψ ⊢𝑃2

where𝑀1 ↫ 𝑇3 and𝑀2 ↫ 𝑇4 from the side conditions.
Now by the requirement [t-equal], since Ψ ⊩ 𝑀1

•←→ 𝑀2 then 𝑇1 = 𝑇2. By
the assumptions on compatibility, either 𝑇3 ≤ 𝑇4 or 𝑇4 ≤ 𝑇3. Assume that the
common supertype of 𝑇3 and 𝑇4 is 𝑇3. By Lemma 19 (Substitution) we have that
𝑇3 = 𝐹( ̃𝑥)[ ̃𝑥 ∶= 𝐾] for some function 𝐹 over types. By the compositionality
requirement we therefore have that Γ,Ψ ⊢ 𝐾 ∶ 𝑇. Thus Γ,Ψ ⊢ 𝑃2[ ̃𝑥 ∶= 𝐾] by
Lemma 19 and Lemma 17 (Strengthening).
Since we now know that Γ,Ψ ⊢ 𝑃1 and Γ,Ψ ⊢ 𝑃2[ ̃𝑥 ∶= 𝐾], we can conclude

Γ,ℱΓ (𝑃2[ ̃𝑥 ∶= 𝐾]) , Ψ ⊢ 𝑃1
Γ,ℱΓ (𝑃1) , Ψ ⊢ 𝑃2[ ̃𝑥 ∶= 𝐾]
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by Lemma 16 (Weakening), and then

Γ,ℱΓ (𝑃2[ ̃𝑥 ∶= 𝐾]) , Ψ ⊗ ℱΨ (𝑃2[ ̃𝑥 ∶= 𝐾]) ⊢ 𝑃1
Γ,ℱΓ (𝑃1) , Ψ ⊗ ℱΨ (𝑃1) ⊢ 𝑃2[ ̃𝑥 ∶= 𝐾]

by Lemma 18 (Assertion environment weakening). Lastly, we use 𝛼-conversion
as described in the case for 𝑃1 | 𝑃2 above to ensure that the side condition holds,
and thus we can conclude Γ,Ψ ⊢ 𝑃1 | 𝑃2[ ̃𝑥 ∶= 𝐾] as desired.

We now have that the subject reduction result also holds for the 𝜏-labelled tran-
sitions of the labelled semantics for HOΨ as given in [98]. This follows as a simple
corollary:

Corollary 9. If Γ,Ψ ⊢ 𝑃 and Ψ ⊳ 𝑃
𝜏
−→ 𝑃′ then Γ,Ψ ⊢ 𝑃′ where

𝜏
−→ is the 𝜏-labelled

transition relation given in [98].

Proof. By Proposition 7 we have that Ψ,⊳ 𝑃
𝜏
−→ 𝑃′ ⟹ Ψ ⊳ 𝑃 → 𝑃′. Then apply

Theorem 5 to conclude Γ,Ψ ⊢ 𝑃′.

4.4.1 Safety in the generic type system

A type system normally guarantees two properties: A subject reduction property and
a safety property, which must be implied by well-typedness. The notion of safety
will depend on the particular instantiation of the type system, so, unlike with the
result of subject reduction, we cannot prove a general result of safety for the generic
type system. This will instead have to be shown individually for each instance. Such
a result requires a definition of a now-safe predicate NSafeΓ(𝑃), which must ensure
that 𝑃 is safe to perform at least one reduction step (if it can reduce at all). Showing
safety then amounts to showing that well-typedness implies now-safety:

Γ,Ψ ⊢ 𝑃 ⟹ NSafeΓ(𝑃)

If this holds, then by subject reduction,NSafeΓ(𝑃′) also holds for every reduct 𝑃 →∗ 𝑃′
after any number of reductions, so now-safety is invariant under reduction of well-
typed processes. Hence, well-typed processes are invariantly now-safe, so we say
they are safe.

Although this notion of safety will depend on the instance, the generic type
system does guarantee a basic notion of channel safety. This property ensures that
channels are always used to transmit messages whose type is compatible with that of
the channel. It follows as a consequence of the side conditions in the type rules [t-in]
and [t-out]. To see this, we use the definition of a simple now-safety predicate for
channel-safety, given by the rules in Figure 4.4.
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[chns-nil]
NSafechΓ,Ψ(𝟎)

[chns-case]
NSafechΓ,Ψ(𝑃𝑖)

NSafechΓ,Ψ(case 𝜑 ∶ 𝑃)

[chns-rep]
NSafechΓ,Ψ(𝑃)
NSafechΓ,Ψ(!𝑃)

[chns-ass]
NSafechΓ,Ψ(⦇Ψ′⦈)

[chns-par]

NSafechΓ,ℱΓ(𝑃2),Ψ⊗ℱΨ(𝑃2)(𝑃1)
NSafechΓ,ℱΓ(𝑃1),Ψ⊗ℱΨ(𝑃1)(𝑃2)

NSafechΓ,Ψ(𝑃1 | 𝑃2)
(
ℱ𝜈 (𝑃1) #Ψ,ℱ𝜈 (𝑃2) , 𝑃2
ℱ𝜈 (𝑃2) #Ψ,ℱ𝜈 (𝑃1) , 𝑃1

)

[chns-in]Γ,Ψ ⊢ 𝑀 ∶ 𝑇 Γ, ̃𝑥 ∶ 𝑇,Ψ ⊢ 𝑁 ∶ 𝑇 ′

NSafechΓ,Ψ(𝑀(𝜆 ̃𝑥 ∶ 𝑇)𝑁.𝑃)
(𝑇 ↫ 𝑇 ′)

[chns-out]Γ,Ψ ⊢ 𝑀 ∶ 𝑇 Γ,Ψ ⊢ 𝑁 ∶ 𝑇 ′

NSafechΓ,Ψ(𝑀𝑁.𝑃)
(𝑇 ↫ 𝑇 ′)

[chns-run]
NSafechΓ,Ψ(𝑃)

NSafechΓ,Ψ(run𝑀)
(Ψ ⊩ 𝑀 ⇐ 𝑃)

[chns-res]
NSafechΓ,𝑥∶𝑇,Ψ(𝑃)

NSafechΓ,Ψ((𝛎𝑥 ∶ 𝑇)𝑃)
(𝑥#Ψ)

Figure 4.4: The NSafechΓ,Ψ(𝑃) predicate.
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As can be seen, the rules closely mirror the type rules of Figure 4.3, except
that we only examine the prefixes of input and output, without recursing into the
continuations. The side conditions in [chns-in] and [chns-out] ensure compatibility
between the types of subject and object, matching those of the corresponding type
rules.

For run𝑀, we must also examine the process for which 𝑀 is a handle, since
it can be released immediately (i.e. before the next reduction step). Note that this
imposes the restriction that a run𝑀 cannot be unguarded, if𝑀 is not a handle for a
process. This is only a slight limitation, which could also be lifted by adding another
rule to conclude NSafechΓ,Ψ(run𝑀) whenever𝑀 is not a handle for any process; i.e.
Ψ⊮𝑀 ⇐ 𝑃 for any 𝑃. However, we have omitted this for simplicity.

Given this predicate, we can then show the following result:

Lemma 24 (Channel safety). Γ,Ψ ⊢ 𝑃 ⟹ NSafechΓ,Ψ(𝑃).

This is shown by induction in the type rules (Figure 4.3). We omit the proof, since
it should be clear from the close similarity between the type rules and the rules of the
NSafechΓ,Ψ(𝑃)-predicate that it indeed holds. By the result of subject reduction above
(Theorem 5) it then follows that channel now-safety is preserved under reduction of
well-typed processes. Thus well-typed processes are channel-safe, and this property
is then also inherited by every instance of the generic type system.

4.5 Instances of the generic type system

We now show how our generic type system can be applied to provide sound type
systems for higher-order process calculi. We first consider type systems for a version
of the HO𝜋-calculus [109], and then a type system for the 𝜌-calculus [80] introduced
by Meredith and Radestock.

4.5.1 The Higher-Order 𝜋-calculus

Parrow et al. [98] give several examples of HOΨ-instances with process mobility: for
example, by including the set of processes 𝒫Ψ in T, a process 𝑃 may appear as the
object of an output. If for all 𝑃 ∈ 𝒫Ψ.𝑃 ⇐ 𝑃 is entailed by all assertions, a language
similar to Thomsen’s Plain CHOCS [122] is obtained, and by further allowing both
names and processes to appear as objects of an output, we get a simplified version of
Sangiorgi’s HO𝜋-calculus, similar to the one described in [96]. We set the parameters
for T,C and entailment thus:

T ≜ 𝒩 ∪ 𝒫Ψ
C ≜ { 𝑎 •←→ 𝑏 ∣ 𝑎, 𝑏 ∈ 𝒩 } ∪ { 𝑃 ⇐ 𝑄 ∣ 𝑃, 𝑄 ∈ 𝒫Ψ } ∪ { T }
⊩ ≜ { (𝟏, 𝑎 •←→ 𝑎) ∣ 𝑎 ∈ 𝒩 } ∪ { (𝟏, 𝑃 ⇐ 𝑃) ∣ 𝑃 ∈ 𝒫Ψ } ∪ { (𝟏, T) }
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and (initially) with A ≜ {∅ }, ⊗ ≜ ∪ and 𝟏 ≜ ∅. We also include the symbol T in
C to represent a condition that is entailed by all assertions, and use that for every
condition in a case 𝜑 ∶ 𝑃 construct to obtain a representation of non-deterministic
choice. This parameter setting obviously allows unwanted processes such as

𝑎𝑃.𝟎 | 𝑎(𝜆𝑥)𝑥.𝑥𝑏.𝟎 → 𝑃𝑏.𝟎

where the process 𝑃 is substituted for the subject 𝑥 in the output construct 𝑥𝑏.𝟎 after
a reduction step. However, we can now use our generic type system to create an
instantiation that will disallow such possibilities. We define the types of terms as:

𝑇 ∶∶= (𝑇𝑆, Γ) 𝑇𝑆 ∶∶= ch(𝑇) || •

The intention is that higher-order types of the form (•, Γ) are the types of names
that correspond to processes, whereas higher-order types of the form (ch(𝑇), Γ)
would be the types of names that could be used both as channels and as references
to processes. In HO𝜋, we disallow the latter. The behaviour of channels and first-
order variables is captured in the same manner as the simple sorting system for the
𝜋-calculus [83]. In particular, the compatibility predicate is defined by ch(𝑇) ↫ 𝑇.

Run-time errors can be expressed by means of a simple error predicate of the
form WrongΓ(𝑃), which is just the converse of a now-safe predicate; i.e. we can
define NSafeΓ(𝑃) ≜ ¬WrongΓ(𝑃). The most relevant rules in the definition of the
error predicate are the following, which describe that only terms of simple channel
types can be used as channels and only terms of higher order types can be used as
arguments of a run𝑀 operator.

Γ,Ψ ⊢ 𝑀 ∶ (ch(𝑇 ′), Γ)
WrongΓ(𝑀(𝜆𝑥)𝑥.𝑃)

Γ, Ψ ⊢ 𝑀 ∶ ch(𝑇)
WrongΓ(run𝑀)

We now define the instance parameters as follows:

[t-con]Γ,Ψ ⊢ ⊤ [t-ass]𝑃 ∶ (•, Γ) ∈ Ψ′

Γ,Ψ ⊢ ⦇Ψ′⦈
[Term1]

Γ(𝑥) = ch(𝑇)
Γ, Ψ ⊢ 𝑥 ∶ ch(𝑇)

We can now show safety for the type system instance:

Theorem 6. If Γ,Ψ ⊢ 𝑃 then ¬WrongΓ(𝑃).

The proof is by induction in the rules of Γ,Ψ ⊢ 𝑃. Details are given in [17].

4.5.2 A type system for termination

We now turn our attention to an instance of the generic type system that captures
a liveness property. Demangeon et al. [36] present a type system for checking ter-
mination in variants of the HO𝜋-calculus: for any well-typed process 𝑃 we have
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[In]

Γ, 𝑋 ∶ (𝑘 − 1) ⊢𝑃 ∶ 𝑛

Γ(𝑎) = ch𝑘(⋄)
Γ ⊢ 𝑎(𝑋).𝑃 ∶ 𝑛

[var] Γ(𝑋) = 𝑛
Γ ⊢ 𝑋 ∶ 𝑛

[nil]Γ ⊢ 𝟎 ∶ 0

[out]

Γ ⊢ 𝑄 ∶ 𝑚 Γ ⊢ 𝑃 ∶ 𝑛

Γ(𝑎) = ch𝑘(⋄) 𝑚 < 𝑘
Γ ⊢ 𝑎<𝑄>.𝑃 ∶ max(𝑘, 𝑛)

[new]Γ, 𝑎 ∶ ch𝑘(⋄) ⊢ 𝑃 ∶ 𝑛
Γ ⊢ (𝛎𝑎 ∶ 𝑇)𝑃 ∶ 𝑛

[par]Γ ⊢ 𝑃 ∶ 𝑚 Γ ⊢ 𝑄 ∶ 𝑛
Γ ⊢ 𝑃 | 𝑄 ∶ max(𝑚, 𝑛)

Figure 4.5: The type rules of Demangeon et al. [36] for HOpi2

that 𝑃 →∗ 𝑃′ ↛. The version of the HO𝜋-calculus, HOpi2, is a higher-order process
calculus in which only processes can be communicated and replication is absent. Its
syntax is given by the formation rules

𝑃 ∶∶= 𝟎 || 𝑎(𝑋).𝑃 || 𝑎<𝑄>.𝑃 || 𝑃1 | 𝑃2 || (𝛎𝑎 ∶ 𝑇)𝑃 || 𝑋

Type judgements in the type system for HOpi2 are of the form Γ ⊢ 𝑃 ∶ 𝑛, where
𝑛 is a natural number called the level of 𝑃. Names 𝑎 have types of the form ch𝑘(⋄),
where ⋄ denotes the type of processes and 𝑘 is a natural number, the level of 𝑎. The
intention is that names with type ch𝑘(⋄) can only be used to carry processes whose
level 𝑛 is less than 𝑘.

The type rules, shown in Figure 4.5, ensure that the level of processes that are
sent on any channel 𝑎 will be strictly smaller than that of 𝑎. Because of the absence
of replication, this will ensure that well-typed processes will always terminate.

It is straightforward to represent the HOpi2 calculus as an instance of the Higher-
Order Ψ-calculus, using a variant of the parameter setting described in section 4.5.1.
In order to represent the type system, we introduce assertions of the form

Ψ ∶∶= 𝑛 || 𝑛− || 𝑛+

We use assertions to indicate in which way a channel is to be used; an input use can
only be typed in the presence of an assertion 𝑛− and output use must be used with an
assertion 𝑛+. We have that 𝑛 ⊗ 𝑛− = 𝑛− ⊗ 𝑛 = 𝑛; that 𝑛 ⊗ 𝑛+ = 𝑛+ ⊗ 𝑛 = 𝑛; and
that 𝑛1 ⊗ 𝑛2 = max(𝑛1, 𝑛2). We distinguish explicitly between input uses (ch𝑘−(⋄))
and output uses (ch𝑘+(⋄)) of channels.

𝑇 ∈ 𝒯 ∶∶= 𝑛 || ch𝑘−(⋄) || ch𝑘+(⋄)

and we let ch𝑛(⋄) ↫ (𝑛 − 1) and ch𝑛(⋄) ↫ 𝑘 whenever 𝑘 < 𝑛. Type judgements are
of the form Γ,𝑚 ⊢ 𝑀 ∶ 𝑇 for terms and Γ,𝑚 ⊢ 𝑃 for processes. We represent the
judgement Γ ⊢ 𝑃 ∶ 𝑛 as Γ, 𝑛 ⊢ 𝑃. The type rules for channels are the following.
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[Ch-in]
Γ(𝑎) = ch𝑘−(⋄)

Γ, 𝑛− ⊢ 𝑎 ∶ ch𝑘−(⋄)
[Ch-out]

Γ(𝑎) = ch𝑘+(⋄)
Γ, 𝑛+ ⊢ 𝑎 ∶ ch𝑘+(⋄)

4.5.3 The 𝜌-calculus

The Reflective Higher-Order calculus of Meredith and Radestock [80] is less well-
known than e.g. CHOCS and HO𝜋, so we recall it in some detail. Unlike other calculi,
the 𝜌-calculus does not assume an infinite set of names: instead, names and processes
are both built from the same syntax, so names are structured terms, rather than atomic
entities. The syntax for both processes and names is given by the formation rules:

𝑃 ∶∶= 𝟎 || 𝑃 | 𝑃 || 𝑥 ⟨|𝑃|⟩ || 𝑥(𝑦).𝑃 || ⌝𝑥⌜
𝑥, 𝑦 ∶∶= ⌜𝑃⌝

where the syntax for names is ⌜𝑃⌝, pronounced quote 𝑃. Names can be passed around
as in the 𝜋-calculus, as well as un-quoted, written ⌝𝑥⌜ (pronounced drop 𝑥), and thus
higher-order behaviour becomes an inherent property of the calculus, rather than
just an extension on top of an already computationally complete language.

The parallel, and the input construct 𝑥(𝑦).𝑃, are similar to their 𝜋-calculus
counterparts. The lift operation, 𝑥 ⟨|𝑃|⟩ is an output construct that quotes the process
𝑃, thereby creating the name ⌜𝑃⌝, and sends it out on 𝑥; thus the calculus can generate
new names at runtime without the need of a 𝜈-operator. The converse of lift is the
drop operation, ⌝𝑥⌜: it is a request to run the process within a name, by removing
the quotes around it. This is not performed by a reduction, but rather by a form of
substitution

⌝𝑥⌜{⌜𝑃⌝/𝑥′} = 𝑃 if 𝑥 ≡𝒩 𝑥′

where ≡𝒩 is the name equivalence relation, defined further down. Here, the entire
process ⌝𝑥⌜ is replaced with the process 𝑃 found within the substituted name, similar
to how process variables are replaced by processes in e.g. HO𝜋. Notably, this means
that if 𝑥 is a free name, then ⌝𝑥⌜ will be a deadlock, since 𝑥 can never be touched by
a substitution at runtime. Otherwise, substitution is the standard, capture-avoiding
substitution of names for names, and note in particular that substitution does not
recur into processes under quotes; i.e. ⌜𝑃⌝ {𝑥/𝑦} = ⌜𝑃⌝ if 𝑦 ≢𝒩 ⌜𝑃⌝ regardless of
whether the name 𝑦 exists somewhere within ⌜𝑃⌝.

The reduction semantics is given by the standard rules for parallel composition
and structural congruence (as in e.g. the 𝜋-calculus) plus a rule for communication:

[𝜌-par]
𝑃1 → 𝑃′1

𝑃1 | 𝑃2 → 𝑃′1 | 𝑃2
[𝜌-struct]

𝑃1 ≡ 𝑃′1 𝑃′1 → 𝑃′2 𝑃′2 ≡ 𝑃2
𝑃1 → 𝑃2

[𝜌-com]
𝑥1 ≡𝒩 𝑥2

𝑥1(𝑦).𝑃1 | 𝑥2 ⟨|𝑃2|⟩ → 𝑃1 {⌜𝑃2⌝/𝑦}
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One subtlety of this calculus concerns the notion of structural congruence, ≡. It
is the usual least congruence on processes, containing 𝛼-equivalence, ≡𝛼, and the
abelian monoid rules for parallel composition with 𝟎 as the unit element. However,
with structured terms as names, ≡𝛼 in turn requires a notion of name equivalence,
written ≡𝒩 , that is also used for comparing subjects in the [𝜌-com] rule above. It
is defined as the smallest equivalence relation on quoted processes, closed forward
under the rules:

[𝜌-Nameeq1]
𝑃 ≡ 𝑄

⌜𝑃⌝ ≡𝒩 ⌜𝑄⌝ [𝜌-Nameeq2]⌜⌝𝑥⌜⌝ ≡𝒩 𝑥

This yields a mutual recursion between name equivalence, structural congruence
and 𝛼-equivalence, albeit one that always terminates as proved in [80], because both
the sets of names and processes are well-founded; their smallest elements being 𝟎
(the inactive process) and ⌜𝟎⌝ respectively.

4.5.3.1 Instantiation as a Ψ-calculus

The 𝜌-calculus is interesting in the present setting, because it cannot be encoded
in the 𝜋-calculus in a way that satisfies a number of generally accepted criteria of
encodability, similar to those of [48].2 This has been established by one of the authors
in [76] (see Chapter 3).

The key reason for this impossibility lies in the ability of the 𝜌-calculus to generate
new, free, and hence observable, names at runtime, whilst this is not possible in the
𝜋-calculus; and, dually, its use of name equivalence, which will equate more names
than strict syntactic equality. However, the 𝜌-calculus can be represented in the
HOΨ-framework as follows. We define

T ≜ 𝒩 ∪ { ⌜𝑃⌝ ∣ 𝑃 ∈ 𝒫Ψ } ∪ { ⟨|⌜𝑃⌝|⟩ ∣ 𝑃 ∈ 𝒫Ψ }
C ≜ {𝑀 •←→ 𝑁 ∣ 𝑀,𝑁 ∈ T } ∪ { 𝑃1 ≡ 𝑃2 ∣ 𝑃1, 𝑃2 ∈ 𝒫Ψ }
∪ {𝑀 ⇐ 𝑃 ∣ 𝑀 ∈ T ∧ 𝑃 ∈ 𝒫Ψ }

and (initially) with A ≜ {∅ }, ⊗ ≜ ∪ and 𝟏 ≜ ∅ as before. Note the two different
kinds of terms: we use terms of the form ⌜𝑃⌝ to represent a statically quoted name in
the 𝜌-calculus, which can never be dropped and never substituted into. Conversely, we
use ⟨|⌜𝑃⌝|⟩ for the equivalent of the object of a 𝑥 ⟨|𝑃|⟩, which in the 𝜌-calculus is a process
that therefore can be substituted into, and which later may be dropped. Furthermore,
we shall assume that all bound names are implemented as distinct atomic names
𝑥 ∈ 𝒩; this is a trivial conversion, since their structure has no semantic meaning in
the 𝜌-calculus. The encoding is then given by the translation:

2The criteria are: Preserving the degree of parallelism, correspondence of substitutions (the ability to
move a substitution into/out of the translation, up to a notion of behavioural equivalence), observational
correspondence (the same names must be observable in the source and translated target terms), operational
correspondence, and divergence reflection (if a translated target term diverges, then the source term must
diverge).
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J𝟎K = 𝟎
J𝑃1 | 𝑃2K = J𝑃1K | J𝑃2K
J𝑛 ⟨|𝑃|⟩K = J𝑛K ⟨|⌜J𝑃K⌝|⟩ .𝟎

J𝑛(𝑥).𝑃K = J𝑛K(𝜆𝑥) ⟨|𝑥|⟩ .J𝑃K

J⌝𝑥⌜K = run 𝑥
J⌝⌜𝑃⌝⌜K = 𝟎

J⌜𝑃⌝K = ⌜𝒩J𝑃K⌝
J𝑥K = 𝑥

where𝒩J𝑃K is identical to J𝑃K except that𝒩J⌝⌜𝑃⌝⌜K = run ⌜𝒩J𝑃K⌝.
Note the two translations of drop for processes: the process ⌝⌜𝑃⌝⌜ has no reduction

in the 𝜌-calculus and is therefore behaviourally equivalent to 𝟎; but its counterpart
run ⌜𝑃⌝ might have a reduction, since run𝑀 is not evaluated eagerly in the HOΨ-
calculus. For the purpose of preserving operational correspondence, we therefore
translate the drop of a free name ⌜𝑃⌝ as 𝟎, and the drop of an atomic name 𝑥 as
run 𝑥, since atomic names are bound by construction. However, we cannot do this
within names, since name equivalence is determined by the structure, rather than
the behaviour of the process within quotes. Thus we use the second level translation
𝒩J𝑃K for statically quoted names, since these can never be dropped.

Lastly, we shall define entailment such that it contains the rule Ψ ⊩ ⌜𝑃⌝ ⇐ 𝑃,
making every term ⌜𝑃⌝ a handle for the process 𝑃 within, to mirror the duality
of names and processes in the 𝜌-calculus. We furthermore include the following
rules for entailment of channel equivalence •←→, mirroring the rules [𝜌-Nameeq1] and
[𝜌-Nameeq2] for concluding name equivalence:

[Chaneq1]
Ψ ⊩ 𝑃1 ≡ 𝑃2

Ψ ⊩ ⌜𝑃1⌝
•←→ ⌜𝑃2⌝

[Chaneq2]Ψ ⊩ ⌜run𝑀⌝ •←→ 𝑀

including the symmetric and transitive closure of •←→. We then let the entailment
relation for conditions of structural congruence ≡ be defined such that ≡ contains 𝛼-
equivalence; that (𝒫/≡, | , 𝟎) is an abelian monoid; and containing the four congruence
rules derived from the above translation:

[Par]
Ψ ⊩ 𝑃1 ≡ 𝑃2

Ψ ⊩ 𝑃1 | 𝑅 ≡ 𝑃2 | 𝑅

[Run]
Ψ ⊩ 𝑀1

•←→ 𝑀2
Ψ ⊩ run𝑀1 ≡ run𝑀2

[Out]
Ψ ⊩ 𝑀1

•←→ 𝑀2 Ψ ⊩ 𝑃1 ≡ 𝑃2
Ψ ⊩ 𝑀1 ⟨|⌜𝑃1⌝|⟩ ≡ 𝑀2 ⟨|⌜𝑃2⌝|⟩

[In]
Ψ ⊩ 𝑀1

•←→ 𝑀2 Ψ ⊩ 𝑃1[𝑥1 ∶= 𝑧] ≡ 𝑃2[𝑥2 ∶= 𝑧]
Ψ ⊩ 𝑀1(𝜆𝑥1) ⟨|𝑥1|⟩ .𝑃1 ≡ 𝑀2(𝜆𝑥2) ⟨|𝑥2|⟩ .𝑃2

(𝑧#𝑃1, 𝑃2)

Given that this instantiation is a little more involved (i.e. requires a little more
encoding) than the HO𝜋-instantiation, we shall now formally prove that it indeed
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preserves the semantics of the 𝜌-calculus. In other words, we shall prove (strict)
operational correspondence between the two semantics, up to a reasonable notion
of behavioural equivalence ≃. We need not choose any particular notion, but we
require that it contains at least structural congruence and the axiom run ⌜𝑃⌝ ≃
𝑃. This is reasonable to include, since if 𝑃 cannot perform any reductions, then
unfolding run ⌜𝑃⌝ cannot enable any reductions either; and conversely, if 𝑃 → 𝑃′
then run ⌜𝑃⌝ → 𝑃′ after unfolding by the evaluation relation.

As a first step, we need a lemma relating name equivalence in the 𝜌-calculus with
the entailment of channel equivalence in our HOΨ-instance:

Lemma 25. 𝑥1 ≡𝒩 𝑥2 ⟺ ∅⊩ J𝑥1K
•←→ J𝑥2K

Proof sketch. By induction in the rules of name equivalence and structural congruence,
and the entailment of channel equivalence. This is straightforward, as the latter
is defined as a one-to-one match of the rules of name equivalence and structural
congruence.

Secondly, we shall need a lemma relating substitution in the two calculi:

Lemma 26. Let 𝜎𝑠 ≜ {⌜𝑄⌝/𝑥} be a substitution in the 𝜌-calculus (source language),
and let 𝜎𝑡 ≜ [𝑥 ∶= J⌜𝑄⌝K] denote the corresponding substitution in the HOΨ-calculus
(target language). Then J𝑃𝜎𝑠K ≃ J𝑃K𝜎𝑡 and ∅ ⊩ J𝑛𝜎𝑠K

•←→ 𝜎𝑡(J𝑛K).

Proof. By induction in the clauses of the translation function:
The cases for 𝟎, 𝑃1 | 𝑃2 and 𝑥 ⟨|𝑃|⟩ are simple: For the left-hand side apply the

substitution first and then perform the translation, and conversely for the right-hand
side. Then apply the induction hypothesis (where necessary) to conclude.

The other cases are more interesting:

• Case input: We show that J(𝑛(𝑦).𝑃)𝜎𝑠K = J𝑛(𝑦).𝑃K𝜎𝑡. For the left-hand side
we apply the substitution first, and then the translation:

J(𝑛(𝑦).𝑃)𝜎𝑠K
= J𝜎𝑠(𝑛)(𝑦).(𝑃)𝜎𝑠K
= J𝜎𝑠(𝑛)K(𝜆𝑦) ⟨|𝑦|⟩ .J𝑃𝜎𝑠K

Assuming all bound names are distinct, we omit the extra step of 𝛼-converting
𝑦.
For the right-hand side we perform the translation first and then the substitution
and obtain:

J𝑛(𝑦).𝑃K𝜎𝑡
= (J𝑛K(𝜆𝑦) ⟨|𝑦|⟩ .J𝑃K)𝜎𝑡
= 𝜎𝑡(J𝑛K)(𝜆𝑦) ⟨|𝑦|⟩ .(J𝑃K)𝜎𝑡
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Then apply the induction hypothesis to conclude that ∅ ⊩ J𝜎𝑠(𝑛)K
•←→ 𝜎𝑡(J𝑛K)

and J𝑃𝜎𝑠K ≃ J𝑃K𝜎𝑡.

• Case bound drop: We show that J⌝𝑥⌜𝜎𝑠K ≃ J⌝𝑥⌜K𝜎𝑡. Note firstly that of
𝑥 ∉ dom (𝜎𝑠), then we trivially obtain J⌝𝑥⌜K = run 𝑥 in both cases, so we shall
focus on the other case. For the left-hand side we apply the substitution first,
and then the translation:

J⌝𝑥⌜{⌜𝑄⌝/𝑥}K = J𝑄K

For the right-hand side we perform the translation first and then the substitution
and obtain:

J⌝𝑥⌜K[𝑥 ∶= J⌜𝑄⌝K]
= run 𝑥[𝑥 ∶= ⌜J𝑄K⌝]
= run ⌜J𝑄K⌝

and by our requirement to the behavioural equivalence relation, we precisely
get that 𝑄 ≃ run ⌜𝑄⌝.

• Case free drop: We show that J⌝⌜𝑃⌝⌜𝜎𝑠K ≃ J⌝⌜𝑃⌝⌜K𝜎𝑡. Note that ⌜𝑃⌝ here is a
free name, so by construction no atomic names can appear within it. Thus, in
either case, the substitution will have no effect; and by applying our translation
function, we then in both cases get that J⌝⌜𝑃⌝⌜K = 𝟎.

• Case quote: We show that ∅ ⊩ J𝜎𝑠(⌜𝑃⌝)K
•←→ 𝜎𝑡(J⌜𝑃⌝K). Like above, ⌜𝑃⌝ is

a free name which by construction cannot contain any atomic names, so in
either case the substitution has no effect. By applying the translation, we then
trivially obtain that ∅ ⊩ ⌜𝒩J𝑃K⌝ •←→ ⌜𝒩J𝑃K⌝.

• Case atomic: We show that ∅ ⊩ J𝜎𝑠(𝑥)K
•←→ 𝜎𝑡(J𝑥K). For the left-hand side we

apply the substitution first, and then the translation and obtain:
J𝑥 {⌜𝑄⌝/𝑥}K

= J⌜𝑄⌝K
= ⌜J𝑄K⌝

For the right-hand side we perform the translation first and then the substitution
and obtain:

J𝑥K[𝑥 ∶= J⌜𝑄⌝K]
= 𝑥[𝑥 ∶= ⌜J𝑄K⌝]
= ⌜J𝑄K⌝

and we then trivially obtain that ∅ ⊩ ⌜J𝑄K⌝ •←→ ⌜J𝑄K⌝.

This concludes the proof.
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We can now state our desired result. The translation is sound and complete w.r.t.
operational correspondence up to a reasonable notion of behavioural equivalence ≃:

Theorem 7 (Operational correspondence). Let ≃ be a notion of behavioural equiva-
lence for processes of theHOΨ-instance of the 𝜌-calculus, that includes at least structural
congruence and the axiom run ⌜J𝑃K⌝ ≃ J𝑃K. Then

𝑃 → 𝑃′ ⟺ J𝑃K →≃ J𝑃′K

Proof. For the forward direction (completeness), we use induction in the reduction
rules of the 𝜌-calculus semantics. The case for [𝜌-par] and [𝜌-struct] are given by
a straightforward application of the induction hypothesis. Thus, the only interesting
case is for the communication rule, [𝜌-com]: We have that

𝑛1 ⟨|𝑃1|⟩ | 𝑛2(𝑦).𝑃2 → 𝑃2 {⌜𝑃1⌝/𝑦}

with the premise that 𝑛1 ≡𝒩 𝑛2. We perform the translation on both sides and obtain

∅ ⊳ J𝑛1K ⟨|J⌜𝑃1⌝K|⟩ .𝟎 | J𝑛2K(𝜆𝑦) ⟨|𝑦|⟩ .J𝑃2K → 𝟎 | J𝑃2K[𝑦 ∶= J⌜𝑃1⌝K]

This can be concluded by the HOΨ-calculus reduction rule [r-com]. The premise
requires that ∅ ⊩ J𝑛1K

•←→ J𝑛2K, which holds, since by Lemma 25 we have that

𝑛1 ≡𝒩 𝑛2 ⟹ ∅⊩ J𝑛1K
•←→ J𝑛2K

Then by Lemma 26, we have that

J𝑃2K[𝑦 ∶= J⌜𝑃1⌝K] ≃ J𝑃2 {⌜𝑃1⌝/𝑦}K

and by our requirements to the behavioural equivalence relation, that

𝟎 | J𝑃2 {⌜𝑃1⌝/𝑦}K ≃ J𝑃2 {⌜𝑃1⌝/𝑦}K

which is precisely the translation of our reduct. Thus completeness is proved.
For the other direction (soundness), we proceed similarly by examining the re-

duction rules of the HOΨ-calculus semantics. Note that as restriction (𝛎𝑥) does not
appear in our translation, we can disregard the [r-res] rule. The case for [r-par] and
[r-eval] are again given by a straightforward application of the induction hypothesis.
Thus again, the only interesting case is the communication rule, [r-com]: We have
that

∅ ⊳ J𝑛1K ⟨|J⌜𝑃1⌝K|⟩ .𝟎 | J𝑛2K(𝜆𝑦) ⟨|𝑦|⟩ .J𝑃2K → 𝟎 | J𝑃2K[𝑦 ∶= J⌜𝑃1⌝K]

where we know from the premise that ∅ ⊩ J𝑛1K
•←→ J𝑛2K. Let 𝑃 be the redex, and 𝑇 ′

be the reduct. Just like above, we note that

𝟎 | J𝑃2K[𝑦 ∶= J⌜𝑃1⌝K] ≃ J𝑃2K[𝑦 ∶= J⌜𝑃1⌝K] ≃ J𝑃2 {⌜𝑃1⌝/𝑦}K
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where the last rewrite is concluded by Lemma 26. Let this form be our J𝑃′K; thus
𝑃′ = 𝑃2 {⌜𝑃1⌝/𝑦}. Then take the following 𝜌-calculus reduction:

𝑛1 ⟨|𝑃1|⟩ | 𝑛2(𝑦).𝑃2 → 𝑃2 {⌜𝑃1⌝/𝑦}

The redex correspond exactly to the HOΨ redex, so let it be our 𝑃. This reduction
can be concluded by the [𝜌-com] rule. The premise requires that 𝑛1 ≡𝒩 𝑛2, but by
Lemma 25 we have that

∅ ⊩ J𝑛1K
•←→ J𝑛2K ⟹ 𝑛1 ≡𝒩 𝑛2

so the premise holds. Thus soundness is proved.

4.5.3.2 A type system for reflection

Other higher-order calculi such as CHOCS and HO𝜋 can be encoded in the 𝜋-calculus
and may thus be typable through translation, but as we noted above there cannot
be such an encoding of the 𝜌-calculus into the 𝜋-calculus. Thus, we cannot hope
to create a type system for the 𝜌-calculus by adapting an existing first-order type
system. In fact, we are not aware of any general type system for the 𝜌-calculus, so
we shall now create one by instantiating our generic type system.3 We let types for
names be of the form

𝑇 ∈ 𝒯 ∶∶= ⟨𝑇, Γ⟩ || ⟨𝐵, Γ⟩

where 𝐵 is a base type, and Γ is a type environment representing the possibility
of executing the process within the name. Furthermore we shall use assertions as
type environments for processes as we previously did with HO𝜋, so we update the
definition accordingly.

A ≜ 2

{ ⌜𝑃⌝ ∶ 𝑇 ∣ 𝑃 ∈ 𝒫Ψ ∧ 𝑇 ∈ 𝒯 }
∪ { ⟨|⌜𝑃⌝|⟩ ∶ 𝑇 ∣ 𝑃 ∈ 𝒫Ψ ∧ 𝑇 ∈ 𝒯 }

with assertion unit and composition as 𝟏 ≜ ∅ and ⊗ ≜ ∪ respectively. Note that
by construction ∀𝑥 ∈ 𝒩.𝑥#⌜𝑃⌝, so substitution can only occur in terms of the form
⟨|⌜𝑃⌝|⟩ ∶ 𝑇. We then append an assertion to the encoding of input and output:

J⌜𝑅⌝ ⟨|𝑃|⟩K ≜ ⌜𝒩J𝑅K⌝ ⟨|⌜J𝑃K⌝|⟩ .𝟎 | ⦇{ ⌜𝒩J𝑅K⌝ ∶ 𝑇, ⟨|⌜J𝑃K⌝|⟩ ∶ 𝑇 ′ }⦈
J⌜𝑅⌝(𝑥).𝑃K ≜ ⌜𝒩J𝑅K⌝(𝜆𝑥) ⟨|𝑥|⟩ .J𝑃K | ⦇{ ⌜𝒩J𝑅K⌝ ∶ 𝑇 }⦈

3A recent paper, [76] (see Chapter 3), describes a form of type system for checking channel safety
in the 𝜌-calculus. However, it has certain limitations that only make it suitable for checking encoded
𝜋-calculus processes, so we would not describe it as a general type system for the 𝜌-calculus. We discuss
this further at the end of this section.
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Lastly, we also need to take the type information into account when concluding
channel equivalence, to ensure that two terms with initially dissimilar types cannot
become channel equivalent after a substitution. Thus we redefine the entailment rule
[Chaneq1] as follows:

[Chaneq1]
Γ,Ψ ⊩ 𝑃1 ≡ 𝑃2 Γ,Ψ ⊢ ⌜𝑃1⌝ ∶ 𝑇 ⟺ Γ,Ψ ⊢ ⌜𝑃2⌝ ∶ 𝑇

Γ,Ψ ⊩ ⌜𝑃1⌝
•←→ ⌜𝑃2⌝

Now we can instantiate the generic type system by defining the instance parameters:

[Term-1]
⌜𝑃⌝ ∶ ⟨𝑇, Γ′⟩ ∈ Ψ Γ′, Ψ ⊢ 𝑃

Γ,Ψ ⊢ ⌜𝑃⌝ ∶ ⟨𝑇, Γ′⟩

[Term-2] ⟨
|⌜𝑃⌝|⟩ ∶ ⟨𝑇, Γ′⟩ ∈ Ψ Γ′, Ψ ⊢ 𝑃

Γ,Ψ ⊢ ⟨|⌜𝑃⌝|⟩ ∶ ⟨𝑇, Γ′⟩

The rules [Term-1] and [Term-2] tell us that the process found within a termmust
be well-typed w.r.t. the type environment in the second component of its type, and that
the process-type pair must be represented in the assertion. The other instance rules
ensure that names, that are quoted processes according to an assertion Ψ, correspond
to processes that are typable within the same environment (this is expressed by
[T-Ass]) and can carry processes. These are as follows:

[T-Ass]𝑃 ∶ 𝑇 ∈ Ψ′ ⟹ 𝑇 ↶ Γ
Γ,Ψ ⊢ ⦇Ψ′⦈

[T-Chan]
⟨𝑇, Γ⟩ ↫ 𝑇

[T-End]
⟨𝑇, Γ⟩ ↶ Γ

[T-Term-3] Γ(𝑥) = 𝑇
Γ,Ψ ⊢ 𝑥 ∶ 𝑇

Example 13. Consider the 𝜌-calculus process:

𝑃 ≜ 𝑥 ⟨|𝑄|⟩ | 𝑥(𝑦). (𝑦 ⟨|𝟎|⟩ | ⌝𝑦⌜)

for some process 𝑄 and some free name 𝑥 ≜ ⌜𝑋⌝. A single reduction step looks as
follows:

𝑥 ⟨|𝑄|⟩ | 𝑥(𝑦). (𝑦 ⟨|𝟎|⟩ | ⌝𝑦⌜) → ⌜𝑄⌝ ⟨|𝟎|⟩ | 𝑄

so in this simple example, we have both created a new name ⌜𝑄⌝ and released a
process, 𝑄. The HO𝜋-encoding of 𝑃 yields the following:

J𝑃K = ⌜𝒩J𝑅K⌝ ⟨|⌜J𝑄K⌝|⟩ .𝟎 | ⌜𝒩J𝑅K⌝(𝜆𝑦) ⟨|𝑦|⟩ . (𝑦 ⟨|⌜𝟎⌝|⟩ .𝟎 | run 𝑦)

We wish to allow both usages of the newly created name ⌜𝑄⌝, so we append the
following two assertions to the input- and output processes:

⦇{ ⌜𝒩J𝑅K⌝ ∶ ⟨𝑇,∅⟩ }⦈ and ⦇{ ⟨|⌜J𝑄K⌝|⟩ ∶ ⟨𝑇, Γ⟩ }⦈



128

where Γ is a type environment that makes 𝑄 well-typed. The type 𝑇 must describe
the usage of the newly created name ⌜𝑄⌝, when it is used as a name. Here, it is used
to send the process 𝟎; hence we can choose 𝑇 to be a higher-order type with both
the name component and the higher-order component being empty, i.e. 𝑇 = ⟨∅,∅⟩,
since the process 𝟎 contains no names and has no behaviour. �

The type system works, but it does have certain limitations: Since we include
[Chaneq1] in order to properly simulate the 𝜌-calculus, all names, that eventually
become equivalent during reduction, must have the same type. This amounts to
requiring that the programmer must know in advance all the names that will be
generated by the program during execution. This is not entirely satisfactory, since
the 𝜌-calculus can be used to create processes that may generate infinitely many new
names, e.g. a ‘name generator’ process. Such a process is for example needed in the
encoding of the 𝜋-calculus into the 𝜌-calculus given in [76] (see Chapter 3). However,
this encoding would not be typable using the present type system.

The aforementioned paper also offers a different approach to creating a type
system for the 𝜌-calculus, by assuming a default type for names not found in the
type environment Γ. This allows it to be used to type encoded 𝜋-calculus processes.
However, this assumption, in turn, leads to other limitations, since it necessitates
a ‘manual’ proof that the typed process will never generate new names of the non-
default type at runtime (unless they are listed in Γ). Hence, that type system is not
really usable in the general case of typing arbitrary 𝜌-calculus processes. We have yet
to find a type system for the 𝜌-calculus that does not impose such limiting restrictions
on the runtime-generated names.

4.5.4 A type system for non-interference

As our final example, we present a type system for security properties of mobile
code in the version of the higher-order 𝜋-calculus that we studied in Section 4.5.1.
This system makes use of the model of non-interference proposed by Goguen and
Meseguer [47]. Our type system will classify processes according to their security
levels, which can be high (hi) or low (lo), and the system will guarantee that actions of
high-security users do not affect observations of low-security users in that a process
can be high-security or low-security.

In the following we assume that the set of messages is that of the set of names
but this is not essential to the underlying ideas of the type system. Security levels are
described by means of extending the set of assertions such that assertions are now
defined thus:

Ψ ∈ A ∶∶= 𝑥 ⇐ 𝑃 || hi || lo

We define an ordering of the levels by lo ≤ hi. Assertion composition now
corresponds to finding a lower bound of security levels. Thus we define

lo⊗ lo = lo lo⊗ hi = lo = hi⊗ lo hi⊗ hi = hi
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Simple types 𝑇𝑆 are defined as

𝑇𝑆 ∶∶= 𝐵Ψ || drop(Γ)Ψ || chΨ(𝑇)

where 𝐵 ranges over an unspecified set of base types and drop(Γ) is the type of process
handles. The set of types is then defined thus:

𝑇 ∶∶= 𝑇𝑆 || (𝑇𝑆, Γ)

Next, we define the level of a type 𝑇, written level(𝑇), as follows:

level(𝐵Ψ) = Ψ
level(drop(Γ)Ψ) = Ψ

level(chΨ(𝑇)) = Ψ
level(𝑇𝑆, Γ) = level(𝑇𝑆)

In this type system, the idea is that Γ,Ψ ⊢ 𝑀 ∶ 𝑇 holds if𝑀 has type 𝑇 at security
level Ψ. Likewise, we have that Γ,Ψ ⊢ 𝑃 if all communication in 𝑃 communicates
data at security level Ψ.

Channels of type chhi(𝑇) can transmit content with high security level but can
also safely be used to transmit content whose security level is low. On the other
hand, channels of type chlo(𝑇) can only transmit content with low security level. The
definition of the compatibility relation is therefore that 𝑇 ↫ chΨ(𝑇) if level(𝑇) ≤ Ψ.
This allows us to send low-security data on high-security channels but prevents us
from sending high-security data on low-security channels.

[low]Γ, hi ⊢ 𝑀 ∶ 𝑇 lo

Γ, lo ⊢ 𝑀 ∶ 𝑇 lo
[high]Γ, lo ⊢ 𝑀 ∶ 𝑇 lo

Γ, hi ⊢ 𝑀 ∶ 𝑇 lo

Moreover, we must ensure that high-security processes cannot be unleashed in
low-security settings. This is handled by the rule [t-run].

We again express run-time errors by means of an error predicate for which the
central rules reflecting the aforementioned requirements are given below:

Γ, lo ⊢ 𝑀 ∶ 𝑇 Γ, hi ⊢ 𝑁 ∶ 𝑇
WrongΓ(𝑀<𝑁>𝑥.𝑃)

Γ, lo ⊢ 𝑀 ∶ (𝑇𝑆, Γ)hi

WrongΓ(run𝑀)

We have that

Theorem 8. If Γ,Ψ ⊢ 𝑃 then ¬WrongΓ(𝑃).

The proof of this proceeds by induction in the type rules.
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4.6 Conclusions and future work

We have presented a generic type system for higher-order Ψ-calculi, which extends
a previous type system for first-order Ψ-calculi. Like its predecessor [61], type
judgements for processes are of the form Γ ⊢ 𝑃 and are given by a fixed set of rules.
Terms, assertions and conditions are assumed to form nominal datatypes, and only a
few requirements on type rules are imposed.

The generic type system allows us to identify what should be required of type
systems for higher-order process calculi that are instances of the Ψ-calculus; these
requirements take the form of instance assumptions. Thus it may also yield important
insights into the general structure of type systems for higher-order calculi, and it may
therefore also be taken as a starting point for developing more advanced type systems
for any language that can be shown to be an instance of higher-order Ψ-calculi. Note,
however, that we do not know whether the instance assumptions are minimal in
any sense. It is possible that some of the requirements can be relaxed or further
generalised to yield a smaller set of necessary assumptions. This is an open problem
at the time of writing.

Our type system satisfies a general subject-reduction property and can be instan-
tiated to yield type systems with a notion of channel safety for higher-order calculi
such as CHOCS, HO𝜋 and also the 𝜌-calculus. The latter in particular is interesting,
as there is no valid encoding of the 𝜌-calculus into the 𝜋-calculus, and thus we cannot
capture higher-order typability in a purely first-order setting. This establishes that
our generic type system is richer than first-order type systems. However, typability
in the 𝜌-calculus comes at the cost of necessitating that we include type information
directly in the definition of channel equivalence. This amounts to saying that the
programmer must know (and specify) in advance the type of all names that will be
generated during the course of program evaluation. We do not know whether it is
possible to create other (non-trivial) type systems for the 𝜌-calculus without such a
restriction.

There are two important lines of future work in this direction: In [62], Hüttel
extends the generic type system to consider more general notions of subtyping and
resource awareness, and in [63] also considers session types for psi-calculi.

Both of these extensions are formulated for first-order Ψ-calculi only, and would
therefore both relevant to also consider in the higher-order setting. One example
is [135] in which Yoshida defines a type system for a higher-order 𝜋-calculus that
is used in security analyses for higher-order code mobility. In this type system, the
notion of linearity is central. Another is the work of Hepburn and Wright [54] which
considers a type system for non-interference in which different parallel components
are allowed to have different security levels – unlike the one described in the present
chapter, for which all parallel components must agree on a security level. In both of
these type systems, the context splitting rule of linear type systems is essential.



5 Typing Composite Subjects1

5.1 Introduction

Process calculi are formalisms for modelling and reasoning about concurrent and
distributed programs, and one way of reasoning about the safety of such programs
is by means of type systems. In that approach, types are usually assigned to atomic
identifiers, such as variables, function names and, in the case of process calculi with
communication primitives, to channel names. For example, the original 𝜋-calculus
[83; 86] features communication primitives for transmitting single, atomic names
on named channels: 𝑥<𝑧>.𝑃 outputs the name 𝑧 on the channel 𝑥 and continues
as 𝑃, whilst 𝑥(𝑦).𝑃 receives a name on the channel 𝑥 and binds it to 𝑦 within the
continuation 𝑃. In standard 𝜋-calculus terminology, 𝑥 is referred to as the subject, and
𝑦 (resp. 𝑧) as the object of the input (resp. output) construct. This can be compared to
a procedure 𝑥 in an imperative-style language, taking a single parameter, with 𝑦 and
𝑧 as the formal and actual parameters, respectively.

Further extensions of the 𝜋-calculus also allow polyadicity for objects, such
that multiple values can be transmitted in a single communication, written 𝑥( ̃𝑦).𝑃
and 𝑥< ̃𝑧>.𝑃 for input and output, respectively, where ̃𝑦 and ̃𝑧 represent vectors of
names. This is known as the polyadic 𝜋-calculus [113], and although it is well-known
that polyadicity can be encoded in the monadic 𝜋-calculus, this extension makes the
correspondence with imperative procedure calls even clearer, since procedures usually
are able to take multiple arguments. This correspondence between synchronisation
in the 𝜋-calculus, and classic imperative features such as procedures, references and
variables is well-known and has already been explored in a number of papers, e.g.
[57; 69; 89; 107; 111; 129; 131].

However, not all process calculi use only atomic identifiers as channels. For
example, the language 𝑒𝜋 [27] extends the 𝜋-calculus with polyadic synchronisation.
Thus, in 𝑒𝜋, subjects can be vectors of names of arbitrary length, e.g. 𝑥1 ⋅ 𝑥2<𝑧>.𝑃
or 𝑥1 ⋅ 𝑥2 ⋅ 𝑥3(𝑦).𝑃; and since names can be passed around, such name vectors can

1The material presented in this chapter is joint work with Luca Aceto and Daniele Gorla. The material
is unpublished, but a version is made available online in [3]. The chapter is equivalent to the online version,
except for minor typographical changes.
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also be composed at runtime, although they cannot grow in length. Every 𝜋-calculus
process is then also an 𝑒𝜋-process, with the length of subjects restricted to a single
name; hence, the 𝜋-calculus is also referred to as 𝜋1, and every fixed length 𝑛 of
subjects then yields a language 𝜋𝑛, with 𝑒𝜋 being the union of all these languages.

Polyadic synchronisation and runtime composition of channels provide a more
realistic way of expressing communication in a distributed setting, compared to the
standard 𝜋-calculus. Consider for example an IP address in CIDR notation: it is not
an atomic identifier, but rather a composition of elements, which also may be built
at runtime. Unlike the case for polyadic objects, such name compositions cannot be
expressed in the standard 𝜋-calculus without introducing divergence, as was shown
by Carbone and Maffeis in [27]. Admitting polyadic subjects into the language thus
yields increased expressivity.

The aforementioned correspondence with imperative features then poses a new
question: namely, how to view polyadic synchronisation in an imperative setting. Our
proposal in the present chapter is that subject vectors are comparable to name-spaced
procedures and variables, such as in class-based and object-oriented programming,
where methods and fields are grouped under a shared class name. A natural way to
represent a method call

call 𝑋.𝑓(𝑣1,… , 𝑣𝑛)

to a method 𝑓, in a class or object𝑋 , with actual parameters 𝑣1,… , 𝑣𝑛, would therefore
simply be as an output

𝑋 ⋅ 𝑓<𝑣1,… , 𝑣𝑛>

where we assume 𝑋, 𝑓 are names.2 Likewise, an input

𝑋 ⋅ 𝑓( ̃𝑦).𝑃

would correspond to a declaration of a method 𝑓 with body 𝑃 in a class or object
named 𝑋 . We shall explore this correspondence in detail in the following.

This encoding, in itself, is quite trivial as indicated above. However, we can
then use the intuitions afforded by this encoding to guide the development of a type
system for 𝑒𝜋, which again should be such that it corresponds to an “expectable”
type system for a simple, class-based or object-oriented, imperative language. This is
non-trivial, since types are normally given to individual names, whereas subjects in
𝑒𝜋 are composites. Hence, the type of a subject 𝑥1 ⋅ … ⋅ 𝑥𝑛 must somehow be derived
from the types of the individual names 𝑥1,… , 𝑥𝑛. This can be done in several possible
ways, each with some benefits and drawbacks, depending on what subject vectors
are intended to represent.

2This representation technically only makes use of the 𝜋2 sublanguage of 𝑒𝜋, but one could easily
imagine a language with e.g. nested classes, which would require arbitrarily long subject vectors to
represent an arbitrary degree of nesting.



133

5.2 On typing polyadic subjects

Structured channel names pose some interesting problems for the development of
type systems, because types are normally given to atomic identifiers. This is explored
in some detail in [76], which describes the 𝜌-calculus: a language with structured
channels, but without any atomic identifiers. The type system therein is consequently
very limited, and in practice only suitable for encodings of languages that do feature
atomic channel names, such as the 𝜋-calculus.

In 𝑒𝜋, the situation is somewhat better, since even though channels are composable,
they are at least composed of atomic names. However, composing channels at runtime
still means that we cannot assign a single type to each channel, as is otherwise standard
in type systems for the 𝜋-calculus (e.g. [83; 100; 113; 126]).

A third language, that allows polyadic subjects is the Ψ-calculus [18; 19]. Briefly,
the Ψ-calculus is a generalisation of many of the variants and extensions of the
𝜋-calculus. It is a generic framework based on nominal sets [43], and the idea is
that one defines three nominal sets (called terms, conditions and assertions) and three
operations on them (called channel equivalence, assertion composition and entailment),
which are supplied to the Ψ-calculus framework to yield an instance of the Ψ-calculus.
In [18; 19], Bengtson et al. then show how the 𝜋-calculus and several of its variants,
including 𝑒𝜋, can be obtained as instances, by choosing different settings for these
parameters. For example, both subjects and objects of communication are drawn
from the set of terms, so an instance with both polyadic subjects and objects can be
obtained by defining terms as lists of names. In [98], Parrow et al. further extend the
Ψ-calculus with a construct for higher-order communication, and in [64] it is shown
that this variant of the Ψ-calculus can even encode the 𝜌-calculus.

A key point of the Ψ-calculus approach is that certain results (e.g. on bisimulation
equivalences) can be formulated and proved for the abstract Ψ-calculus, and they are
then automatically inherited by every instance. This idea was then taken up by Hüttel
in a series of papers [61; 62; 63], wherein he created generic type systems (of different
typing disciplines) for the Ψ-calculus and proved a general subject-reduction result.
The generic type systems take a number of parameters, including the parameters for
a Ψ-calculus instance, and yield type systems for that instance which then inherit the
subject-reduction property, thereby reducing the amount of work needed in order to
show soundness of the type system.

However, the aforementioned approach also has some disadvantages. Being a
static analysis technique, type systems are closely tied to the syntax of the language,
but in the Ψ-calculus key elements of the syntax are left unspecified (namely, terms,
conditions and assertions). This, in turn, means that the generic type systems must
require type rules for these syntactic categories to be provided as parameters for
the instantiation. The aforementioned papers do give some examples of instances,
including type rules for these syntactic categories; however, all except one of these
instances are for variants of the 𝜋-calculus which only have single names as subjects.
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Thus, these papers do not actually provide much insight on the question of how to
type composite subjects: they merely push the question of how to assign a single
type to a composite subject onto the instance parameters.

The sole exception is an instance described in [61], which is a type system for the
(Ψ-calculus instance of) D𝜋 [53]. In this language, a process 𝑃 executes at a specific
location 𝑙, written 𝑙[𝑃], and can then migrate between locations with the construct
go 𝑙′.𝑃′. The located processes are organised in a single-level network, i.e. without
nested networks occurring inside locations. As was shown in [27], this language can
actually be encoded in 𝑒𝜋, specifically in the sub-language 𝜋2 (where subject vectors
all have length 2). The relevant clauses of the encoding are as follows:

J𝑙[𝑃]K = J𝑃K𝑙
J𝑥<𝑧>.𝑃K𝑙 = 𝑙 ⋅ 𝑥<𝑧>.J𝑃K𝑙

Jgo 𝑘.𝑃K𝑙 = J𝑃K𝑘
J𝑥(𝑦).𝑃K𝑙 = 𝑙 ⋅ 𝑥(𝑦).J𝑃K𝑙

The type language (another parameter) given for the type system in [61] is then
the following:

𝑇 ∶∶= ch(𝑇) || loc { 𝑥𝑖 ∶ ch(𝑇𝑖) }𝑖∈𝐼 || 𝐵

where 𝐼 is a finite index set, 𝑥 is a channel name and 𝐵 denotes base types (integers,
booleans etc.). The type rule for assigning a single type to a subject vector is then
given as

[t-loc]
𝐸 ⊢ 𝑙 ∶ loc { 𝑥𝑖 ∶ ch(𝑇𝑖) }𝑖∈𝐼 ∃𝑗 ∈ 𝐼 . 𝐸 ⊢ 𝑥𝑗 ∶ ch(𝑇𝑗)

𝐸 ⊢ 𝑙 ⋅ 𝑥𝑗 ∶ ch(𝑇𝑗)

where 𝐸 is a type environment. As can be seen, the choice here is to repeat the
type for 𝑥𝑗 , so it must occur both on its own and inside the type of the location. In
effect, this means that there is no difference w.r.t. channel capabilities between using
the composite subject 𝑙 ⋅ 𝑥𝑗 and just using the name 𝑥𝑗 . Furthermore, as channel
names 𝑥𝑖’s appear directly inside the location types loc { 𝑥𝑖 ∶ ch(𝑇𝑖) }𝑖∈𝐼 , this setting
also encounters problems with 𝛼-conversion, in case some of the 𝑥𝑖’s are restricted.
In general, these choices may suffice for this specific instance, since it is limited to
encoded D𝜋-processes, with the encoding ensuring that no processes would lead to
problems with the chosen type language and type rules. However, as a general type
system for 𝜋2, this choice does not seem sufficient, nor does it offer much insight into
how it might be generalised to the full 𝑒𝜋 language, where subject vectors may have
an arbitrary length.

Another approach is described in [26, Chapter 6.5], where Carbone creates two
type systems for 𝑒𝜋: a ‘structural’ one and a ‘nominal’ one. Of these, to our mind, only
the latter provides a satisfactory solution to the problem of deriving a composite type
𝑇 for a subject vector such as 𝑥1 ⋅𝑥2 from the types of the constituents 𝑥1 and 𝑥2. This
is done by using named types with type names 𝐼, and two separate type environments,
Δ and Γ. The first maps single names to type names, e.g. Δ(𝑥1) = 𝐼1 and Δ(𝑥2) = 𝐼2,
and the second maps composite type names to types, e.g. Γ(𝐼1 ⋅ 𝐼2) = 𝑇. This avoids
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the problem with 𝛼-conversion, in case a name is restricted, since names do not
appear directly in the types.

The downside of the aforementioned approach is that this way of structuring
the types bears little semblance to familiar concepts from object-oriented languages,
which is what we are aiming for in the present work. As argued in the preceding
section, the correspondence betweenmethods grouped under a shared class name, and
inputs with a common prefix in their subjects, is straightforward. In OO-terminology,
the type of a class or object is its interface, consisting of the signatures of the fields
and methods it declares, but the correspondence between the type-name vectors and
such interfaces is less obvious.

In the present chapter we shall focus on developing a simple type system for
𝑒𝜋 for ensuring correct channel usage, whilst ensuring that the intuition from the
correspondence with the imperative, object-oriented paradigm remains clear. Our
proposal stems from the observation that the capability of a name to be used as a
channel and its capability to be used in compositions are orthogonal, and, furthermore,
that the order in a composition matters; i.e. 𝑥1 ⋅𝑥2 is different from 𝑥2 ⋅𝑥1, and different
compositionsmay have distinct behaviours. For example, 𝑥1 alone can deliver integers,
𝑥1 ⋅ 𝑥2 can deliver pairs of integers and 𝑥1 ⋅ 𝑥3 can deliver booleans. We use a tree-
structure to represent both capabilities in our types as follows: Each node in such a
‘tree type’ is labelled with a type name 𝐼 and a communication capability 𝐶, describing
whether the vector can be used as a channel or not (and, in that case, what it can
communicate). The root node describes the type of a single name (e.g. 𝑥1); each
sub-tree below the root describes the type of a vector composed with 𝑥1, and so also
which compositions are allowed. Thus, as 𝑒𝜋 allows for name vectors of arbitrary
lengths, types for names are trees of arbitrary height.

The text is structured as follows: We start in Section 5.3 by presenting the syntax
and labelled operational semantics of 𝑒𝜋. We then move to the focus of this chapter
and discuss in Section 5.4 the question of how to type subject vectors. The type
system we propose satisfies the usual properties of subject reduction and safety,
which alone assure us of the quality of our proposal. In fact, it is equivalent to a type
system proposed by Carbone in [26], although his types have a different structure,
as discussed above. However, our proposal of ‘tree-shaped’ types also resembles the
concept of interfaces, known from type systems for object-oriented languages.

We spell out this correspondence in detail, following the approach of [69; 89;
107; 111; 129; 131]. In Section 5.5, we define the simple class-based language WC,
(While with Classes), an imperative language obtained by extending While [92]
with classes, fields and methods, together with an “expectable” type system for WC
programs. Then, in Section 5.6, we propose an encoding of WC into 𝑒𝜋 and show that
the type system presented here for 𝑒𝜋 exactly corresponds to the “expectable” one
for WC. This comparison contributes to understanding the relationship between our
types and conventional types of OO languages and provides 𝑒𝜋 with a type system
that makes it a good metalanguage for the semantics of typed OO languages.
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5.3 The 𝑒𝜋-calculus

The version of 𝑒𝜋 presented in [27] extends themonadic 𝜋-calculus only with polyadic
synchronisation; a natural further extension is to also allow polyadicity for objects,
as in the polyadic 𝜋-calculus [83]. Furthermore, we extend 𝑒𝜋 with: data values 𝑣,
consisting of names, integers and booleans; integer and boolean expressions ̃𝑒 in
outputs ̃𝑥< ̃𝑒>; and a guarded choice operator ∑𝑛

𝑖=1[𝑒𝑖]𝑃𝑖, where the 𝑒𝑖 are boolean
expressions. Hence, the syntax of 𝑒𝜋 processes that we consider in this chapter is:

𝑃 ∈ 𝒫 ∶∶= 𝟎 || ̃𝑥( ̃𝑦).𝑃 || ̃𝑥< ̃𝑒>.𝑃 || 𝑃1 | 𝑃2 || (𝛎 ̃𝑥)𝑃 || !𝑃 || ∑𝑛
𝑖=1[𝑒𝑖]𝑃𝑖

𝑒 ∈ Exp ∶∶= op( ̃𝑒) || 𝑣
𝑣 ∈ Val ∶∶= 𝒩 ∪ ℤ ∪ 𝔹

where𝒩 is the set of names, ranged over by 𝑥, 𝑦; ℤ is the set of integers; 𝔹 = { T, F }
is the set of boolean values, and op denotes a collection of standard operators on
these values. We use a tilde ̃⋅ to denote an ordered sequence of elements, including
for example name vectors (that can occur both as subjects and as objects of prefixes).

Most constructs are as in the 𝜋-calculus: 𝟎 is the stopped process (we usually
omit trailing 𝟎 after prefixes); 𝑃1 | 𝑃2 is the parallel composition of processes 𝑃1 and 𝑃2;
(𝛎 ̃𝑥)𝑃 creates new names ̃𝑥with visibility limited to 𝑃; and the replication operator !𝑃
creates arbitrarily many copies of 𝑃. The input and output operators will synchronise
on the vector of names ̃𝑥, and we likewise allow the data transmitted to be a list
of values ̃𝑣. In the output operator ̃𝑥< ̃𝑒>, we allow expressions to appear in object
position of the output, which must evaluate to a list of values ̃𝑣 to be transmitted. The
guarded choice operator∑𝑛

𝑖=1[𝑒𝑖]𝑃𝑖, which will be often abbreviated to∑[ ̃𝑒]𝑃, allows
us to choose between the processes 𝑃𝑖 for which the associated guards 𝑒𝑖 evaluate to
the boolean value T (true). Henceforth, we shall write if 𝑒 then 𝑃T else 𝑃F in place
of [𝑒]𝑃T + [¬𝑒]𝑃F.

For the operators op appearing in expressions 𝑒, we shall assume that they, and
their arguments, can be evaluated to a single value by some semantics →𝑒, which
we shall not detail further. We shall write ̃𝑒 →𝑒 ̃𝑣 as an abbreviation of 𝑒1 →𝑒
𝑣1,… , 𝑒𝑛 →𝑒 𝑣𝑛. Note that we assume that no operation may yield a name as a value.
Thus, names may appear as arguments to an operator op, e.g. for equality testing, but
an operator may not be used to create a name.

We can give the semantics for processes as a (mostly) standard, early labelled
semantics. First, we define the labels:

𝛼 ∶∶= 𝜏 || ̃𝑥!(𝛎 ̃𝑦) ̃𝑣 || ̃𝑥? ̃𝑣

The 𝜏 label is the unobservable action, and the label ̃𝑥? ̃𝑣 is for inputting values ̃𝑣
from the name vector ̃𝑥. The label ̃𝑥!(𝛎 ̃𝑦) ̃𝑣 is for (bound) output: here, ̃𝑦 is a list of
bound names, such that ̃𝑦 ⊆ ̃𝑣, i.e. they bind into the object vector, and ̃𝑦# ̃𝑥 (meaning
̃𝑦 ∩ ̃𝑥 = ∅), i.e. none of the bound names can appear in the subject vector. Hence, we
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[E-Out]
̃𝑥< ̃𝑒>.𝑃

𝑥!𝑣
−−→ 𝑃

( ̃𝑒 →𝑒 ̃𝑣)

[E-Open] 𝑃
𝑥!(𝛎𝑦)𝑣
−−−−−→ 𝑃′

(𝛎 ̃𝑧)𝑃
𝑥!(𝛎𝑦,𝑧)𝑣
−−−−−−→ 𝑃′

( ̃𝑧 ⊆ ̃𝑣
̃𝑧 # ̃𝑥, ̃𝑦 )

[E-Sum]
𝑃𝑖

𝛼
−→ 𝑃′𝑖

∑[ ̃𝑒]𝑃
𝛼
−→ 𝑃′𝑖

(𝑒𝑖 →𝑒 T)

[E-In]
̃𝑥( ̃𝑦).𝑃

𝑥?𝑣
−−→ 𝑃 { ̃𝑣/ ̃𝑦}

[E-Res] 𝑃
𝛼
−→ 𝑃′

(𝛎 ̃𝑥)𝑃
𝛼
−→ (𝛎 ̃𝑥)𝑃′

( ̃𝑥#𝛼)

[E-Rep]!𝑃 | 𝑃
𝛼
−→ 𝑃′

!𝑃
𝛼
−→ 𝑃′

[E-Com1]
𝑃1

𝑥!(𝛎𝑦)𝑣
−−−−−→ 𝑃′1 𝑃2

𝑥?𝑣
−−→ 𝑃′2

𝑃1 | 𝑃2
𝜏
−→ (𝛎 ̃𝑦) (𝑃′1 | 𝑃′2 )

( ̃𝑦#𝑃2)

[E-Par1]
𝑃1

𝛼
−→ 𝑃′1

𝑃1 | 𝑃2
𝛼
−→ 𝑃′1 | 𝑃2

(bn (𝛼) #𝑃2)

Figure 5.1: Early labelled semantics for the 𝑒𝜋-calculus.

define bn ( ̃𝑥!(𝛎 ̃𝑦) ̃𝑣) = ̃𝑦, and bn (𝛼) = ∅ for all other labels 𝛼. If there are no bound
names, we shall just write ̃𝑥! ̃𝑣 instead of ̃𝑥!(𝛎𝜖) ̃𝑣, which is the label for free output.

The early, labelled semantics is given by the transition relation
𝛼
−→ defined by

the rules in Figure 5.1. In the semantic rules, a substitution, written 𝑃 { ̃𝑣/ ̃𝑥}, is the
pointwise (capture avoiding) replacement of each name 𝑥𝑖 by the corresponding value
𝑣𝑖; thus we require that ̃𝑥 and ̃𝑣 have the same arity, and we therefore assume that
terms are well-sorted. Note that we omit the symmetric versions of the rules [E-Par1]
and [E-Com1]. Furthermore, we assume all rules are defined up to 𝛼-equivalence, and
that bound names within (𝛎 ̃𝑥)𝑃 can be reordered. Lastly, we use the notation ̃𝑥#𝑃 to
say that the names ̃𝑥 are fresh for 𝑃, analogously to the notation used for labels.

The [E-Par1], [E-Res], [E-Open] and [E-In] are standard, similar to e.g. the la-
belled semantics for the 𝜋-calculus given in [96], but extended in the obvious way to
allow both polyadic objects, as in the polyadic 𝜋-calculus [83], and polyadic subjects,
as in [27]. As usual, polyadicity (i.e. polyadic objects) leads to have a bound output
label both in the premise and in the conclusion of the [E-Open] rule. In the rule
[E-Com1], the list of bound names ̃𝑦 in ̃𝑥!(𝛎 ̃𝑦) ̃𝑣 can be empty; thus, it can act both as
an ordinary communication rule and as a close rule.

Finally, as usual, we write
𝜏
−→* to denote the reflexive and transitive closure of

𝜏
−→.
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5.4 A simple type system for 𝑒𝜋

The type system we wish to create is a standard type system for ensuring correct
channel usage, similar to the simple type system for the polyadic 𝜋-calculus [113; 126].
The types are intended to describe data (i.e. channel usage and values), so they will
be assigned once and do not change. In the type system for the polyadic 𝜋-calculus,
the types 𝑇 are of the form ch(𝑇), for names that can be used as channels (subjects)
to send/receive values of types 𝑇, and nil, for names that cannot be used as channels.
Other data values (e.g. integers and booleans) have a base type 𝐵 as usual (e.g. int,
bool). Thus, for example, ch(int, ch(nil)) is the type of a channel that can be used to
communicate two values: an integer and a name of type ch(nil), which in turn can be
used as a channel to send/receive names that cannot be used as channels.

A key problem in devising a type system for 𝑒𝜋 is to decide how type judgments
for subject vectors ̃𝑥 should be concluded, if types are given to individual names. Of
course, this does not have necessarily to be the case: types could be given directly
to vectors of names. However, that is an inflexible solution. Indeed, since subject
vectors can be composed at runtime in 𝑒𝜋, using the above-mentioned approach would
necessitate that the type environment Γmust contain entries for all name vectors that
may potentially be created during the execution of a process. This might be sufficient
in certain scenarios, e.g. with translations from other languages, where the form of
all subject vectors may be known (and known not to change at runtime), but as a
general solution it does not seem satisfactory. Hence, we maintain that types should
be given to individual names. A number of possible solutions then come to mind:

• We can require that all names in a name vector must have the same type to be
well-typed. Thus, if 𝑥1 has type 𝑇 and 𝑥2 has type 𝑇, then 𝑥1 ⋅ 𝑥2 would have
type 𝑇 as well, and so would 𝑥2 ⋅ 𝑥1. This solution does not seem satisfactory,
since it does not distinguish between using the names individually, and using
the composition.

• We can let types be sets of capabilities. The type of a composition of names
could then be the intersection of the sets. For example, if

Γ ⊢ 𝑥1 ∶ { ch(𝑇1), ch(𝑇2) } and Γ ⊢ 𝑥2 ∶ { ch(𝑇2), ch(𝑇3) }

then Γ ⊢ 𝑥1 ⋅ 𝑥2 ∶ { ch(𝑇2) }. However, that would lead to issues of non-well-
foundedness, if we want to allow names to be sent on the vector, which are
also in the vector. For example, to type the process 𝑥1 ⋅ 𝑥2<𝑥1>.𝟎, we would
need the type of 𝑥1 ⋅ 𝑥2 to contain ch(𝑇), which implies that both the types
(sets) of 𝑥1 and 𝑥2 must contain ch(𝑇). But since 𝑇 is the type of 𝑥1, then we
have some non well-foundedness issues.

• We can allow names to appear in types to express which compositions should be
allowed. This is the method used in the type system in [61] for the distributed
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𝜋-calculus D𝜋 [53], as described above in Section 5.1. Suppose, for example,
that we have Γ ⊢ 𝑥1 ∶ { 𝑥2, 𝑥3 }, to signify that 𝑥1 can be followed by either
𝑥2 or 𝑥3 in a composition. This avoids the problem of non-well-foundedness,
since we could then have e.g. that Γ ⊢ 𝑥2 ∶ ch({ 𝑥2, 𝑥3 }), which would make
it possible to type the process 𝑥1 ⋅ 𝑥2<𝑥1>.𝟎. However, having names appear
directly in types creates other problems, if the names are bound. Consider the
process

𝑃 ≜ (𝛎𝑥2 ∶ ch({ 𝑥2, 𝑥3 }))(𝑥1 ⋅ 𝑥2<𝑥1>.𝟎 | 𝑥1 ⋅ 𝑥2(𝑦).𝟎)

with the type annotation added in the restriction. If Γ ⊢ 𝑥1 ∶ { 𝑥2, 𝑥3 } as before,
then 𝑃 is well-typed. However, since 𝑥2 is bound, then 𝑃 is 𝛼-equivalent to
another process 𝑃′ where the name 𝑥2 has been converted to some other, fresh
name, e.g. 𝑧. But 𝑧 does not appear in the type of 𝑥1 in Γ, so 𝛼-conversion
must also be applied to Γ, lest well-typedness would not be preserved by
𝛼-equivalence. This is doable, but at least inelegant, since it would mean
that all restrictions, at least implicitly, must be assumed to have scope over
Γ. Furthermore, it also does not allow us to distinguish between the use of 𝑥2
alone and in the composition 𝑥1 ⋅ 𝑥2.

5.4.1 The language of types

In light of the considerations above, we shall choose our language of types as follows.
Firstly, to avoid using channel names directly in types, we shall instead use named
types as was done in [26]. Thus, we introduce a separate, countably infinite set of
atomic type names ℐ, ranged over by 𝐼, which is distinct from the set of channel names
𝒩. To avoid the issues of non-well-foundedness, we shall give every type a name
from this set, i.e. we shall be using named types.

Secondly, the capability of a name to be used as a channel and its capability to be
used in compositions appear to bemore or less orthogonal. Hence, we shall distinguish
between the ‘channel capabilities’ of a name and its ‘composition capabilities.’ We
shall therefore use a pair for the type of a name: the first component describes whether
the name can be used as a channel or not, and, in the former case, what it can be
used to communicate; the second component describes whether the name can be
composed with other names and, if so, which ones.

Lastly, as 𝑥1 ⋅ 𝑥2 is distinct from 𝑥2 ⋅ 𝑥1, we may want to allow a name to have
different meanings, depending on where it occurs in a composition. The type of a
name is therefore not a single tuple, but a tree of capabilities. One way to view this
is to think of each type name 𝐼 as a declaration of a name space, which in turn may
contain other name space declarations.

Definition 36 (Types). We use the following language of types and type environ-
ments:
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𝐵 ∶∶= 𝐼 || int || bool base types
𝐶 ∶∶= ch(𝐵) || nil capability types

𝑇 ∈ 𝒯 ∶∶= 𝐵 || (𝐶, Δ) types
Γ, Δ ∈ ℰ ∶∶= 𝒩 ∪ ℐ ⇀ 𝒯 type environments

We assume that Γ can be written as an unrodered sequence of pairs 𝑥 ∶ 𝑇, Γ′, with
∅ denoting the empty environment; we use the same notation to denote that the
environment Γ′ is extended with the pair assigning type 𝑇 to 𝑥. �

Γ stores assumptions about the types of names, as well as about type names.
The idea in this type language is that a name 𝑥 should only have one base type 𝐵,
as recorded in Γ. The type of a name should then almost always be a type name 𝐼,
except when we type the continuation after an input, since the bound names here
may also be substituted for the other data types. Furthermore, for a type name 𝐼 to
be meaningful, it must also have its own entry in Γ, which must be a tuple (𝐶, Δ),
where 𝐶 is a capability type and Δ is a type environment that records the meaning of
type names under the present name. We shall use the notation 𝐼 ↦ (𝐶, Δ) to refer to
a type name plus its entry, and we say a type environment Γ is well-formed if all type
names have entries. We shall only consider well-formed type environments in the
following.

We shall henceforth use a typed syntax for processes, with explicit (base) types
added to the declaration of new names, i.e. (𝛎 ̃𝑥 ∶ 𝐵)𝑃, where | ̃𝑥| = |𝐵|. Likewise, types
must also now appear in the list of bound names in labels, so we write ̃𝑥!(𝛎 ̃𝑧 ∶ 𝐵) ̃𝑣.

The type language above is richer than the usual one for the 𝜋-calculus, although
most of the complexities will not appear directly in the syntax of processes, since
the idea is that names should only be given base types 𝐵. However, with this more
complex type language, we can also achieve the same effect as some of the simpler
solutions mentioned above, such as for example requiring that all names in a vector
must have the same type. This can easily be achieved, since types are referred to by
their type name 𝐼, so multiple names can have the same type (and not just structurally
similar types). As an added benefit, named types also allow us to type processes such
as 𝑥<𝑥>.𝟎 without requiring explicit recursive types to be added to the language,
since 𝑥 can now simply be given the type 𝐼 ↦ (ch(𝐼), ∅).

5.4.2 The type system

The type judgement Γ ⊢ 𝑃 ensures that 𝑃 uses channels as prescribed by Γ, ensures
that it only contains well-typed expressions (e.g., by rejecting T + 2), and also rules
out obviously malformed processes such as 𝑥 ⋅ 2(𝑦).𝑃′, since such processes would
lead to the semantics being stuck. As we assume well-sortedness of terms, we do
not check for arity-mismatch in output objects, although this can also be included if
desired.
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[t-nil]Γ ⊢ 𝟎

[t-res] Γ, ̃𝑥 ∶ 𝐵 ⊢ 𝑃
Γ ⊢ (𝛎 ̃𝑥 ∶ 𝐵)𝑃

[t-par]
Γ ⊢ 𝑃1 Γ ⊢ 𝑃2
Γ ⊢ 𝑃1 | 𝑃2

[t-rep] Γ ⊢ 𝑃
Γ ⊢ !𝑃

[t-sum]
∀𝑖.(Γ ⊢ 𝑒𝑖 ∶ bool Γ ⊢ 𝑃𝑖)

Γ ⊢ ∑[ ̃𝑒]𝑃

[t-op]
Γ ⊢ ̃𝑒 ∶ 𝐵 op ∶ 𝐵 → 𝐵

Γ ⊢ op( ̃𝑒) ∶ 𝐵

[t-vec2]
(fst ∘Δ ∘ Γ)(𝑥) = 𝐶

Γ; Δ ⊢ 𝑥 ∶ 𝐶

[t-in]
Γ; Γ ⊢ ̃𝑥 ∶ ch(𝐵) Γ, ̃𝑦 ∶ 𝐵 ⊢ 𝑃

Γ ⊢ ̃𝑥( ̃𝑦).𝑃

[t-val]Γ ⊢ 𝑣 ∶ 𝐵
⎛
⎜⎜
⎝

𝐵 =
⎧

⎨
⎩

int if 𝑣 ∈ ℤ
bool if 𝑣 ∈ 𝔹
Γ(𝑣) if 𝑣 ∈ 𝒩

⎞
⎟⎟
⎠

[t-vec1]
(snd ∘Δ ∘ Γ)(𝑥) = Δ𝑥 Γ; Δ𝑥 ⊢ ̃𝑥 ∶ 𝐶

Γ; Δ ⊢ 𝑥 ⋅ ̃𝑥 ∶ 𝐶

[t-out]Γ; Γ ⊢ ̃𝑥 ∶ ch(𝐵) Γ ⊢ ̃𝑒 ∶ 𝐵 Γ ⊢ 𝑃
Γ ⊢ ̃𝑥< ̃𝑒>.𝑃

Figure 5.2: Type rules for values, subject vectors, and processes.

The rules for values, subject vectors and processes are given in Figure 5.2. For
expressions, if 𝑒 is a value, we use rule [t-val]; if 𝑒 contains an operator op, we
use rule [t-op], that relies on the signature 𝐵 → 𝐵, obtained by considering op as
a function op ∶ Val∗ → Val (e.g. + ∶ int2 → int and ∧ ∶ bool2 → bool). As
expectable, the main peculiarity of these rules is the typing for subject vectors ̃𝑥
(required in the premise of rules [t-in] and [t-out]). This judgment is of the form
Γ; Γ ⊢ ̃𝑥 ∶ 𝐶, and is concluded by the rules [t-vec1] and [t-vec2]. To conclude that
𝑥1 ⋅ 𝑥2 ⋅ … ⋅ 𝑥𝑛 (for 𝑛 > 1) has type 𝐶, we proceed as follows:

1. we start with rule [t-vec2], that takes 𝑥1 and looks it up in Γ; since Γ is well-
formed, this lookup must yield Γ(𝑥1) = 𝐼𝑥1 , with Γ(𝐼𝑥1) = (𝐶𝑥1, Δ𝑥1);

2. we then use function snd to extract the second component of this tuple, i.e. the
environment Δ𝑥1 , that will be used to give the meaning of a selection of type
names below 𝐼𝑥1 (the names that may be composed with 𝑥1 are the names that
occur in the domain of Δ𝑥1);
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[w-par]
WrongΓ(𝑃1) ∨ WrongΓ(𝑃2)

WrongΓ(𝑃1 | 𝑃2)

[w-res]
WrongΓ,𝑥∶𝐵(𝑃)

WrongΓ((𝛎 ̃𝑥 ∶ 𝐵)𝑃)

[w-rep]
WrongΓ(𝑃)
WrongΓ(!𝑃)

[w-in]
Γ ⊢ ̃𝑥 ∶ ch(𝐵) ⟹ |𝐵| ≠ | ̃𝑦|

WrongΓ( ̃𝑥( ̃𝑦).𝑃)

[w-out]Γ ⊢ ̃𝑥 ∶ ch(𝐵) ⟹ Γ ⊬ ̃𝑒 ∶ 𝐵
WrongΓ( ̃𝑥< ̃𝑒>.𝑃)

[w-sum]
∃𝑖.(Γ ⊬ 𝑒𝑖 ∶ bool ∨ WrongΓ(𝑃𝑖))

WrongΓ(∑[ ̃𝑒]𝑃)

Figure 5.3: Error-predicate for processes.

3. we recur on 𝑥2 ⋅ … ⋅ 𝑥𝑛, but we now use Δ𝑥1 for giving a type to 𝐼𝑥2 (= Γ(𝑥2))
in point 1 above.

For vectors of length 1, we use [t-vec1], which consist of the same first two steps
above, except that it uses the function fst to extract the returned channel capability 𝐶.

As an example, imagine that 𝑥1 is a name that: (1) when used alone, it can
carry integers; (2) when followed by 𝑥2, it can carry pairs of integers; (3) when
followed by 𝑥2 and 𝑥3, it can carry booleans; and (4) when preceeded by 𝑥2, it can
carry pairs of booleans. To accommodate this situation, we need to use a typing
environment Γ such that: Γ(𝑥1) = 𝐼1, Γ(𝑥2) = 𝐼2, Γ(𝑥3) = 𝐼3, Γ(𝐼1) = ⟨ch(int), Δ1⟩,
and Γ(𝐼2) = ⟨nil, Δ2⟩, where Δ1(𝐼2) = ⟨ch(int, int), Δ3⟩, Δ2(𝐼1) = ⟨ch(bool, bool), ∅⟩,
and Δ3(𝐼3) = ⟨ch(bool), ∅⟩. Then, the processes 𝑥1<3>, 𝑥1 ⋅ 𝑥2<3, 5>, 𝑥1 ⋅ 𝑥2 ⋅ 𝑥3<T>,
and 𝑥2 ⋅ 𝑥1<T, F> are all typeable under Γ. We only depict a part of the third inference,
since the other ones are similar or simpler:

(snd ∘Γ ∘ Γ)(𝑥1) = Δ1
(snd ∘Δ1 ∘ Γ)(𝑥2) = Δ3

(fst ∘Δ3 ∘ Γ)(𝑥3) = ch(bool)
Γ; Δ3 ⊢ 𝑥3 ∶ ch(bool)

Γ; Δ1 ⊢ 𝑥2 ⋅ 𝑥3 ∶ ch(bool)
Γ; Γ ⊢ 𝑥1 ⋅ 𝑥2 ⋅ 𝑥3 ∶ ch(bool)

Γ ⊢ 𝑥1 ⋅ 𝑥2 ⋅ 𝑥3<T>.𝟎

5.4.3 Run-time errors, Safety, and Soundness results

We formalise the notion of safety as an error-predicate, written WrongΓ(𝑃), which
checks for mismatched types in input/output, and also whether each expression guard
in a sum has a boolean type. It is given by the rules in Figure 5.3. We say that a
process 𝑃 is now-safe, written NSafeΓ(𝑃), if 𝑃 does not satisfy the error-predicate;
and likewise, we say that a process is safe, written SafeΓ(𝑃), if it is now-safe for all
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its 𝜏-labelled transitions:

NSafeΓ(𝑃) ≜ ¬WrongΓ(𝑃)

SafeΓ(𝑃) ≜ ∀𝑃′ . (𝑃
𝜏
−→* 𝑃′ ⟹ NSafeΓ(𝑃′))

Note that the concepts of now-safety and safety only make sense if all the free
names of 𝑃 appear in Γ; hence, in what follows, we shall implicitly assume that
fn (𝑃) ⊆ dom (Γ). Then, our first result is that well-typed processes are now-safe:

Theorem 9 (Safety). If Γ ⊢ 𝑃 then NSafeΓ(𝑃).

The proof is by induction on (the height of) the judgement Γ ⊢ 𝑃; it can be found in
Section 5.8.1

The second result states that well-typedness is preserved by the (labelled) seman-
tics. To express this, we first need the concept of well-typed labels:

Definition 37 (Well-typed label). We say that a label 𝛼 is well-typed for a given Γ if
it can be concluded using one of the following rules:

[t-tau]Γ ⊢ 𝜏

[t-snd]
Γ; Γ ⊢ ̃𝑥 ∶ ch(𝐵2) Γ, ̃𝑧 ∶ 𝐵1 ⊢ ̃𝑣 ∶ 𝐵2

Γ ⊢ ̃𝑥!(𝛎 ̃𝑧 ∶ 𝐵1) ̃𝑣

[t-rcv]Γ; Γ ⊢ ̃𝑥 ∶ ch(𝐵) Γ ⊢ ̃𝑣 ∶ 𝐵
Γ ⊢ ̃𝑥? ̃𝑣 �

The second result we desire to have is then that well-typedness is preserved by
the transition relation:

Theorem 10 (Subject reduction). Let Γ ⊢ 𝑃. If 𝑃
𝛼
−→ 𝑃′ and Γ ⊢ 𝛼, then Γ′ ⊢ 𝑃′,

where Γ′ = Γ, ̃𝑧 ∶ 𝐵 if 𝛼 = ̃𝑥!(𝛎 ̃𝑧 ∶ 𝐵) ̃𝑣, and Γ′ = Γ otherwise.

The proof is by induction on the inference for 𝑃
𝛼
−→ 𝑃′; it can be found in Sec-

tion 5.8.3. Finally, by combining Theorems 9 and 10, we obtain that a well-typed
process remains now-safe after any number of 𝜏-transitions:

Corollary 10 (Soundness). If Γ ⊢ 𝑃, then SafeΓ(𝑃).

Conjecture 1. We conjecture that our type system is equivalent to the nominal type
system of [26, Chapter 6.5].
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𝐷𝐶 ∶∶= 𝜖 || class 𝐴 { 𝐷𝐹 𝐷𝑀 } 𝐷𝐶
𝐷𝐹 ∶∶= 𝜖 || field 𝑝 := 𝑣; 𝐷𝐹
𝐷𝑀 ∶∶= 𝜖 || method 𝑓( ̃𝑥) { 𝑆 } 𝐷𝑀

𝑒 ∶∶= 𝑣 || 𝑥 || this || 𝑒.𝑝 || op( ̃𝑒)
𝑆 ∶∶= skip || var 𝑥 := 𝑒 in 𝑆 || 𝑥 := 𝑒 || this.𝑝 := 𝑒 || 𝑆1;𝑆2

|| if 𝑒 then 𝑆T else 𝑆F || while 𝑒 do 𝑆 || call 𝑒.𝑓( ̃𝑒)

where 𝑥, 𝑦 ∈ VNames (variable names), 𝑝, 𝑞 ∈ FNames (field names), 𝐴, 𝐵 ∈
CNames (class names), 𝑓, 𝑔 ∈ MNames (method names), and 𝑣 ∈ ℤ ∪ 𝔹 ∪ CNames
(values). Throughout the chapter, we assume, without loss of generality, that all field
names are distinct from each other (within a class), and likewise for all method names.

Figure 5.4: The syntax of WC.

We shall not attempt to formally prove the above claim, since it is beside the point
of the present chapter. However, it seems clear that it should be the case, since the
type system in [26, Chapter 6.5] associates a type 𝑇 to each permitted combination
of type names, paralleling the permitted combinations of names in subject vectors.
In our type system, this would correspond to a path from root to leaf in one of the
tree types stored in Γ. Thus, if the combinations 𝐼1 ⋅ 𝐼2 and 𝐼1 ⋅ 𝐼2 exist in the type
environment of [26, Chapter 6.5], this would correspond to a tree (rooted at 𝐼1), with
branches for 𝐼2 and 𝐼3 in our type system. Hence, it should be possible to create a
bidirectional mapping between the type environments of the two type systems.

5.5 The WC language

The intuition that a single-name input 𝑥( ̃𝑦).𝑃 corresponds to a (non-persistent)
function definition, and that an output 𝑥< ̃𝑒> corresponds to a function call, is well-
known from Milner’s 𝜋-calculus encoding of the 𝜆-calculus [82], and also from Pierce
and Turner’s work on the PICT language [102; 126]. Also, the encoding of object-
oriented (OO) languages into (variants of the) 𝜋-calculus is by now well established
[69; 111; 131]; hence, it is not surprising that polyadic synchronisations would make
the latter task even easier. What is less obvious is what kind of typing discipline
corresponds to the type system we have presented in Section 5.4. To answer this
question, we shall define WC (While with Classes), an object-oriented, imperative
language similar to While [92], but extended with classes, fields and methods, and
propose an encoding into 𝑒𝜋. We will prove that the type system presented here for
𝑒𝜋 exactly corresponds to the “expectable” type system one would devise for WC.
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5.5.1 Syntax and (big-step) operational semantics

The syntax of WC is given in Figure 5.4, where, for simplicity, we assume that all name
sets are pairwise disjoint, and that field and methods names are unique within each
class declaration.

To provide a suitable operational semantics, we shall need some environments
to record the bindings of classes, methods, fields, and local variables, including the
‘magic variable’ this. We define them as sets of partial functions as follows:

Definition 38 (Binding model). We define the following sets of partial functions:

env𝑉 ∈ Env𝑉 ∶∶= VNames ∪ { this } ⇀ Val

env𝐹 ∈ Env𝐹 ∶∶= FNames ⇀ Val

env𝑀 ∈ Env𝑀 ∶∶= MNames ⇀ VNames∗ × Stm

env𝑆 ∈ Env𝑆 ∶∶= CNames ⇀ Env𝐹
env𝑇 ∈ Env𝑇 ∶∶= CNames ⇀ Env𝑀

We regard each environment env𝑋 , for any 𝑋 ∈ {𝑉, 𝐹,𝑀, 𝑆, 𝑇 }, as a list of tu-
ples (𝑑, 𝑐), env′𝑋 for some 𝑑 ∈ dom (env𝑋) and 𝑐 ∈ codom (env𝑋). The notation
env𝑋[𝑑 ↦ 𝑐] denotes an update of env𝑋 . We write env∅𝑋 for the empty environ-
ment. �

When two or more environments appear together, we shall use the convention of
writing e.g. env𝑆𝑇 instead of env𝑆, env𝑇 to simplify the notation.

Our bindingmodel then consists of two environments: Amethod table env𝑇 , which
maps class names to method environments, such that we for each class can retrieve
the list of methods it declares; and a state env𝑆, which maps class names to lists of
fields and their values. The method table will be constant, once all declarations are per-
formed, but the state will change during the evaluation of a program. The semantics
of declarations concern the initial construction of the field and method environments,
env𝐹 and env𝑀 , and the state and method table env𝑆 and env𝑇 . We give the semantics
in classic big-step style. Transitions are thus on the form ⟨𝐷𝑋, env𝑋⟩ →𝐷𝑋 env′𝑋 for
𝑋 ∈ { 𝐹,𝑀, 𝐶, 𝑆𝑇 }. The rules are given in Figure 5.5.

In practice, we shall assume that class declarations are simply in terms of the
two environments env𝑆𝑇 , representing the methods and fields declared for each
class. Thus, for every declared class 𝐴, we have that env𝑇(𝐴)(𝑓) = ( ̃𝑥, 𝑆) and
env𝑆(𝐴)(𝑝) = 𝑣, for every method 𝑓 (with formal parameters ̃𝑥 and body 𝑆) and field
𝑝 (with current value 𝑣) declared in𝐴. Furthermore, we shall use another environment,
env𝑉 , to store the bindings of local variables 𝑥, i.e. such that env𝑉 (𝑥) = 𝑣 for every
local variable 𝑥 with current value 𝑣.

Figure 5.6 gives the semantics of expressions 𝑒. Expressions have no side effects,
so they cannot contain method calls, but they can access both local variables and
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[wc-dclf1]
⟨𝐷𝐹, env𝐹⟩ →𝐷𝐹 env′𝐹

⟨field 𝑝 := 𝑣;𝐷𝐹, env𝐹⟩ →𝐷𝐹 (𝑝, 𝑣), env′𝐹

[wc-dclf2] ⟨𝜖, env𝐹⟩ →𝐷𝐹 env𝐹

[wc-dclm1]
⟨𝐷𝑀, env𝑀⟩ →𝐷𝑀 env′𝑀

⟨method 𝑓( ̃𝑥) { 𝑆 } 𝐷𝑀, env𝑀⟩ →𝐷𝑀 (𝑓, ( ̃𝑥, 𝑆)), env′𝑀

[wc-dclm2] ⟨𝜖, env𝑀⟩ →𝐷𝑀 env𝑀

[wc-dclc1]

⟨𝐷𝐹, env∅𝐹 ⟩ →𝐷𝐹 env𝐹
⟨𝐷𝑀, env∅𝑀⟩ →𝐷𝑀 env𝑀
⟨𝐷𝐶, env𝑆𝑇⟩ →𝐷𝐶 env′𝑆𝑇

⟨class 𝐴 { 𝐷𝐹 𝐷𝑀 } 𝐷𝐶, env𝑆𝑇⟩
→𝐷𝐶 ((𝐴, env𝐹), env′𝑆), ((𝐴, env𝑀), env′𝑇)

[wc-dclc2] ⟨𝜖, env𝑆𝑇⟩ →𝐷𝐶 env𝑆𝑇

Figure 5.5: Semantics of WC declarations.

[wc-val]
env𝑆𝑉 ⊢ 𝑣 →𝑒 𝑣

[wc-var]
env𝑆𝑉 ⊢ 𝑥 →𝑒 𝑣

(env𝑉 (𝑥) = 𝑣)

[wc-op]
env𝑆𝑉 ⊢ ̃𝑒 →𝑒 ̃𝑣 op( ̃𝑣) →op 𝑣

env𝑆𝑉 ⊢ op( ̃𝑒) →𝑒 𝑣

[wc-field]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝐴
env𝑆𝑉 ⊢ 𝑒.𝑝 →𝑒 𝑣

(env𝑆(𝐴)(𝑝) = 𝑣)

Figure 5.6: Semantics of WC expressions.

fields of any class. Thus transitions are of the form env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣, i.e. transitions
must be concluded relative to the state and variable environments. We do not give
explicit rules for the boolean and integer operators subsumed under op, but simply
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assume that they can be evaluated to a single value by some semantics op( ̃𝑣) →op 𝑣.
Note that we assume that no operations can yield a class name 𝐴, so we disallow any
form of pointer arithmetic.

A program in WC consists of the class definitions, recorded in the environments
env𝑆𝑇 , plus a single method call. The semantics of statements describes the actual
execution steps of a program. In Figure 5.7 we give the semantics in big-step style,
where a step describes the execution of a statement in its entirety. Statements can
read from the method table, and they can modify the variable and property bindings,
and hence the state. The result of executing a statement is a new state, so transitions
must here be of the form env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉 with env′𝑆𝑉 = env′𝑆, env′𝑉
denoting that both the property values in env𝑆 and the values of the local variables
in env𝑉 may have been modified.

5.5.2 Typed WC

There are also textbook examples of type systems for While-like languages; for
example the language BUMP given in [60, pp. 185-198], which also includes procedure
calls. We can define a similar type system for WC as follows:

Definition 39 (WC-types). We use the following language of types:

𝐼𝐶 ∶∶= 𝜖 || interface 𝐼 { 𝐼𝐹 𝐼𝑀 } 𝐼𝐶
𝐼𝐹 ∶∶= 𝜖 || field 𝑝 : 𝐵; 𝐼𝐹
𝐼𝑀 ∶∶= 𝜖 || method 𝑓 : proc(𝐵); 𝐼𝑀

𝐵 ∶∶= 𝐼 || int || bool
𝑇 ∶∶= 𝐵 || proc(𝐵) || Δ

Γ, Δ ∶∶= 𝒩 ⇀ 𝑇

where 𝐼 ∈ ℐ is a type name and𝒩 ∶∶= CNames∪ FNames∪VNames∪MNames∪
ℐ. �

We use a simple ‘interface definition language’ analogous to the class definitions,
to specify the signatures of fields and methods. We shall henceforth use a typed
version of the syntax, where each class is annotated with a type name 𝐼 (viz., class
𝐴:𝐼 { 𝐷𝐹 𝐷𝑀 }); a type environment Γ then is such that Γ(𝐴) = 𝐼 and Γ(𝐼) = Δ,
where Δ is again a type environment containing the signatures of fields and methods
listed in the interface definition for 𝐼; thus, different classes can implement the same
interface. Finally, also local variables are now declared with a type, i.e. var 𝐵 x :=
𝑒 in 𝑆.

The type rules for WC are given in Figure 5.8 (environment agreement), Figure 5.9
(expressions), and Figure 5.10. Note that we continue to use the abbreviated notation
for environments, and thus write e.g. Γ ⊢ env𝑆𝑉 for Γ ⊢ env𝑆 ∧ Γ ⊢ env𝑉 .

Well-typedness of statements ensures that: types are preserved in assignments
(see rules [t-decv] and [t-assf]), methods are called with the correct number and
types of arguments (rule [t-call]), and classes contain the accessed members (rules
[t-field] and [t-call]). We shall forgo the definition of an explicit SafeΓ(⋅) predicate,
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[wc-skip]
env𝑇 ⊢ ⟨skip, env𝑆𝑉 ⟩ → env𝑆𝑉

[wc-seq]
env𝑇 ⊢ ⟨𝑆1, env𝑆𝑉 ⟩ → env″𝑆𝑉 env𝑇 ⊢ ⟨𝑆2, env″𝑆𝑉 ⟩ → env′𝑆𝑉

env𝑇 ⊢ ⟨𝑆1;𝑆2, env𝑆𝑉 ⟩ → env′𝑆𝑉

[wc-if]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑏 ∈ 𝔹 env𝑇 ⊢ ⟨𝑆𝑏, env𝑆𝑉 ⟩ → env′𝑆𝑉
env𝑇 ⊢ ⟨if 𝑒 then 𝑆T else 𝑆F , env𝑆𝑉 ⟩ → env′𝑆𝑉

[wc-whileT]

env𝑆𝑉 ⊢ 𝑒 →𝑒 T
env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ → env″𝑆𝑉
env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env″𝑆𝑉 ⟩ → env′𝑆𝑉
env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉

[wc-whileF]
env𝑆𝑉 ⊢ 𝑒 →𝑒 F

env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env𝑆𝑉 ⟩ → env𝑆𝑉

[wc-decv]

env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣
env𝑇 ⊢ ⟨𝑆, env𝑆, ((𝑥, 𝑣), env𝑉 )⟩ → env′𝑆, ((𝑥, 𝑣′), env′𝑉 )

env𝑇 ⊢ ⟨var 𝑥 := 𝑒 in 𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉
where:

𝑥 ∉ dom (env𝑉 )

[wc-assv]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣

env𝑇 ⊢ ⟨𝑥 := 𝑒, env𝑆𝑉 ⟩ → env𝑆, env𝑉[𝑥 ↦ 𝑣] (𝑥 ∈ dom (env𝑉 ))

[wc-assf]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣

env𝑇 ⊢ ⟨this.𝑝 := 𝑒, env𝑆𝑉 ⟩ → env𝑆[𝐴 ↦ env𝐹[𝑝 ↦ 𝑣]] , env𝑉
where:

𝑝 ∈ dom (env𝐹)
𝐴 = env𝑉 (this)

env𝐹 env𝑆(𝐴)

[wc-call]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝐴 env𝑆𝑉 ⊢ ̃𝑒 →𝑒 ̃𝑣 env𝑇 ⊢ ⟨𝑆, env𝑆, env′𝑉 ⟩ → env″𝑆𝑉

env𝑇 ⊢ ⟨call 𝑒.𝑓( ̃𝑒), env𝑆𝑉 ⟩ → env″𝑆, env𝑉
where:
( ̃𝑥, 𝑆) = env𝑇(𝐴)(𝑓)

𝑘 = | ̃𝑥| = | ̃𝑣|
env′𝑉 = (this, 𝐴), (𝑥1, 𝑣1),… , (𝑥𝑘, 𝑣𝑘)

Figure 5.7: Semantics of WC statements.
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[t-env∅]
𝑋 ∈ {𝑇, 𝑆, 𝑉,𝑀, 𝐹 }

Γ ⊢ env∅𝑋

[t-env𝑇]
Γ ⊢𝐴 env𝑀 Γ ⊢ env𝑇
Γ ⊢ (𝐴, env𝑀), env𝑇

[t-env𝑆]
Γ ⊢𝐴 env𝐹 Γ ⊢ env𝑆
Γ ⊢ (𝐴, env𝐹), env𝑆

[t-env𝑉 ]
Γ(𝑥) = 𝐵 Γ ⊢ 𝑣 ∶ 𝐵 Γ ⊢ env𝑉

Γ ⊢ (𝑥, 𝑣), env𝑉

[t-env𝑀]

Γ(𝐴) = 𝐼 Γ(𝐼)(𝑓) = proc(𝐵)
Γ, ̃𝑥 ∶ 𝐵 ⊢ 𝑆 Γ ⊢𝐴 env𝑀

Γ ⊢𝐴 (𝑓, ( ̃𝑥, 𝑆)), env𝑀

[t-env𝐹]

Γ(𝐴) = 𝐼 Γ(𝐼)(𝑝) = 𝐵
Γ ⊢ 𝑣 ∶ 𝐵 Γ ⊢𝐴 env𝐹

Γ ⊢𝐴 (𝑝, 𝑣), env𝐹
Figure 5.8: Type rules for WC-environment agreement.

[t-var] Γ(𝑥) = 𝐵
Γ ⊢ 𝑥 ∶ 𝐵

[t-field]
Γ ⊢ 𝑒 ∶ 𝐼 Γ(𝐼)(𝑝) = 𝐵

Γ ⊢ 𝑒.𝑝 ∶ 𝐵

[t-op]
Γ ⊢ ̃𝑒 ∶ 𝐵 op ∶ 𝐵 → 𝐵

Γ ⊢ op( ̃𝑒) ∶ 𝐵

[t-val]Γ ⊢ 𝑣 ∶ 𝐵
⎛
⎜⎜
⎝

𝐵 =
⎧

⎨
⎩

int if 𝑣 ∈ ℤ
bool if 𝑣 ∈ 𝔹
Γ(𝑣) if 𝑣 ∈ 𝒩

⎞
⎟⎟
⎠

Figure 5.9: Type rules for WC-expressions
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[t-skip]Γ ⊢ skip

[t-seq]
Γ ⊢ 𝑆1 Γ ⊢ 𝑆2
Γ ⊢ 𝑆1;𝑆2

[t-call]Γ ⊢ 𝑒 ∶ 𝐼 Γ ⊢ ̃𝑒 ∶ 𝐵
Γ ⊢ call 𝑒.𝑓( ̃𝑒)

where:
Γ(𝐼)(𝑓) = proc(𝐵)

[t-decv] Γ ⊢ 𝑒 ∶ 𝐵 Γ, 𝑥 ∶ 𝐵 ⊢ 𝑆
Γ ⊢ var 𝐵 𝑥 := 𝑒 in 𝑆

[t-assf]
Γ ⊢ this.𝑝 ∶ 𝐵 Γ ⊢ 𝑒 ∶ 𝐵

Γ ⊢ this.𝑝 := 𝑒

[t-if]
Γ ⊢ 𝑒 ∶ bool Γ ⊢ 𝑆T Γ ⊢ 𝑆F
Γ ⊢ if 𝑒 then 𝑆T else 𝑆F

[t-assv]Γ ⊢ 𝑥 ∶ 𝐵 Γ ⊢ 𝑒 ∶ 𝐵
Γ ⊢ 𝑥 := 𝑒

[t-while]Γ ⊢ 𝑒 ∶ bool Γ ⊢ 𝑆
Γ ⊢ while 𝑒 do 𝑆

Figure 5.10: Type rules for WC-statements.

since it is obvious. We can then show the following theorem, which assures us that
the type system is sound:

Theorem 11 (Subject reduction). Let Γ ⊢ env𝑇𝑆𝑉 . If Γ ⊢ 𝑆 and env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ →
env′𝑆𝑉 , then Γ ⊢ env′𝑆𝑉 .

The proof is by induction on the inference for env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉 . It can
be found in Section 5.8.5. This is the ‘expectable’ result for a simple type system for a
language with a big-step semantics, i.e. that a well-typed program, if it terminates
when given a well-typed ‘input’ (in the form of the environments env𝑆𝑉 ), will produce
a well-typed output (environments env′𝑆𝑉 ).

5.6 Encoding WC in 𝑒𝜋

We shall now see how to represent the WC-language in the 𝑒𝜋-calculus. In WC, we
already assume that all field names are distinct from each other (within a class), and
likewise for all method names. Our strategy is to let all class names 𝐴, field names
𝑝, variable names 𝑥 (including this), and method names 𝑓, be names drawn from
the set of 𝑒𝜋 names𝒩, and then create composite names to scope the methods and
fields, such that a field 𝑝 in a class 𝐴 will get the composite name 𝐴 ⋅ 𝑝; and likewise,
a method 𝑓 will now get the composite name 𝐴 ⋅ 𝑓.

To encode imperative variables (and fields) and the memory store (and state)
represented by the environments env𝑆𝑉 , we shall use a technique proposed in [57],
where they show how a reference ℓ (i.e., a location/address) can be represented in
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the 𝜋-calculus simply by means of an asynchronous output:

(𝛎ℓ ∶ 𝐵 := 𝑒)𝑃 ≜ (𝛎ℓ ∶ 𝐵) (ℓ<𝑒> | 𝑃)
ℓ ▷ (𝑦).𝑃 ≜ ℓ(𝑦). (ℓ<𝑦> | 𝑃)
ℓ ◁ <𝑒>.𝑃 ≜ ℓ(𝑥). (ℓ<𝑒> | 𝑃)

where 𝑥 ∉ 𝑓𝑛(𝑃, 𝑒). Here, (𝛎ℓ ∶ 𝐵 := 𝑒)𝑃 declares a new reference ℓ of type 𝐵 in 𝑃,
which is initialised with the expression 𝑒; then, ℓ ▷ (𝑦).𝑃 reads the contents of ℓ
(non-destructively) and binds it to 𝑦 within 𝑃; and ℓ◁ <𝑒>.𝑃 writes the expression 𝑒
into ℓ, overwriting the previous value, and continues as 𝑃.

In [57], ℓ is just a single 𝜋-calculus name, but as we are using this representation
in 𝑒𝜋, the reference will be a vector of names. Thus, we can encode both local variables
and fields, where, in the latter case, ℓ will be the vector 𝐴 ⋅ 𝑝, representing the field
named 𝑝 in the class 𝐴. Note however that, unlike local variables (which are private),
fields are publicly visible; therefore, their declaration must be represented as a plain
output 𝐴 ⋅ 𝑝<𝑒>, i.e. without restricting them. This is safe, since we assume that the
field names and method names are unique within each class, so the encoding of fields
cannot clash with the encoding of method calls.

In the type system for WC, there is no distinction between a value of type 𝐵 and a
variable (or field) capable of containing such a value; however, given our representation
of variables as outputs in 𝑒𝜋, we must now explicitly distinguish between the two. A
value 𝑣 will have a base type 𝐵 as in WC, but variables (and fields) storing such a value
will now be given a ‘container type’ 𝐼𝐵 ↦ (ch(𝐵),∅). Thus, a variable storing e.g. a
boolean value in WC can now be given the type 𝐼bool ↦ (ch(bool), ∅), matching the
encoding in [57] of a channel capable of communicating a single boolean value. We
shall assume one such type is defined for each base type 𝐵 used in the WC-program
to be translated. Furthermore, we shall need one other type, 𝐼ret ↦ (ch(), ∅), called
the return type. As shown below, it denotes a name that can only be used for pure
synchronisation signals; we use such names in the encoding to control the execution
of sequential compositions and to signal the return from method calls.

The encoding must also be parameterised with a type environment Γ of WC-types,
containing the interface definitions for the program; this is necessary because we
are using a typed syntax, and the encoding will introduce some auxiliary names,
which must therefore be given a type. Note, however, that the encoding itself will
not depend on Γ: had we used an untyped syntax, it could have been omitted.

Finally, recall that the semantics of WC is given in terms of transitions of the
form env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉 , since env𝑇 is never modified during transitions.
However, for the purpose of the encoding, we shall slightly change this format
and instead write ⟨𝑆, env𝑇𝑆𝑉 ⟩ → env′𝑇𝑆𝑉 , since all elements of the configuration,
including env𝑇 , must be encoded. Likewise, we shall write transitions for expressions
as ⟨𝑒, env𝑆𝑉 ⟩ →𝑒 ⟨𝑣, env𝑆𝑉 ⟩. The top-level call to the translation function for initial
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and final configurations is then:

J⟨𝑆, env𝑇𝑆𝑉 ⟩KΓ = Jenv𝑇KΓ | Jenv𝑆K | (𝛎𝑟 ∶ 𝐼ret) (Jenv𝑉KΓ [J𝑆KΓ𝑟 ] | 𝑟().𝟎)
Jenv𝑇𝑆𝑉KΓ = Jenv𝑇KΓ | Jenv𝑆K | Jenv𝑉KΓ [𝟎]

where the notation Jenv𝑉KΓ [J𝑆KΓ𝑟 ] (resp. Jenv𝑉KΓ [𝟎]) indicates that the variable
environment env𝑉 is translated as a process context containing a single hole, written
[ ], into which the translation of the statement J𝑆KΓ𝑟 (resp. the stopped process 𝟎) is
inserted. We also declare a new name 𝑟, i.e. the return signal, which is passed as a
parameter to the encoding of 𝑆, and await an input on this name, which signals that
the program has finished. The two other environments are translated as processes
running in parallel; their encoding is given below:

Jenv∅𝑉 KΓ = [ ] J(𝑝, 𝑣), env𝐹K𝐴 = Jenv𝐹K𝐴 | 𝐴 ⋅ 𝑝<𝑣>
Jenv∅𝐹 K𝐴 = 𝟎 J(𝑓, ( ̃𝑥, 𝑆)), env𝑀KΓ𝐴 = Jenv𝑀KΓ𝐴 | !𝐴 ⋅ 𝑓(𝑟, ̃𝑎)

.(𝛎 ̃𝑥 ∶ 𝐼𝐵 := ̃𝑎)(𝛎this ∶ 𝐼Γ(𝐴) := 𝐴) (J𝑆KΓ𝑟 )
where Γ(𝐴) = 𝐼𝐴 and Γ(𝐼𝐴)(𝑓) = proc(𝐵)

Jenv∅𝑀KΓ𝐴 = 𝟎 J(𝐴, env𝑀), env𝑇KΓ = Jenv𝑇KΓ | Jenv𝑀KΓ𝐴
Jenv∅𝑇 KΓ = 𝟎 J(𝐴, env𝐹), env𝑆K = Jenv𝑆K | Jenv𝐹K𝐴
Jenv∅𝑆 K = 𝟎 J(𝑥, 𝑣), env𝑉KΓ = (𝛎𝑥 ∶ 𝐼Γ(𝑥) := 𝑣) (Jenv𝑉KΓ)

There are a few points to note: First, the local variable bindings in env𝑉 are
translated as a process context consisting of a series of declarations and with the
empty environment translated as the hole [ ]; thus, the declarations bind the trans-
lated statement J𝑆KΓ𝑟 , which is inserted into the hole. Second, the encoding of the
environments containing the field and method declarations (i.e., env𝐹 and env𝑀) are
both parameterised with the name of the current class, 𝐴, which is used to compose
the subject vector of the outputs. Third, a method declaration (𝑓, ( ̃𝑥, 𝑆)) is translated
as an input-guarded replication !𝐴 ⋅ 𝑓(𝑟, ̃𝑎) to make it persistent. The actual pa-
rameters will be received and bound to ̃𝑎, and these, in turn, are then bound to the
formal parameters ̃𝑥 in a list of declarations (𝛎 ̃𝑥 ∶ 𝐵 := ̃𝑎). This extra re-binding
step is necessary, since the formal parameters should act as variables (rather than
values) within the body, so they too must follow the protocol of the encoding in
[57]. Likewise, we also add a binding for the special variable this, which is available
within the body 𝑆, so it can be used to access the fields of the current class. Finally,
besides the formal parameters, we also add an extra name 𝑟 to be received by the
input 𝐴 ⋅ 𝑓(𝑟, ̃𝑎); this is the return signal, on which the method will signal when it
finishes.
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Statements are encoded as follows:

JskipKΓ𝑟 = 𝑟<>

Jvar 𝐵 𝑥 := 𝑒 in 𝑆KΓ𝑟 = (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).(𝛎𝑥 ∶ 𝐼𝐵 := 𝑦) (J𝑆KΓ,𝑥∶𝐵𝑟 ))

J𝑥 := 𝑒KΓ𝑟 = (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).𝑥 ◁ <𝑦>.𝑟<>)
where Γ ⊢ 𝑒 ∶ 𝐵

Jthis.𝑝 := 𝑒KΓ𝑟 = (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).this ▷ (𝑌).𝑌 ⋅ 𝑝◁ <𝑦>.𝑟<>)
where Γ ⊢ 𝑒 ∶ 𝐵

J𝑆1;𝑆2KΓ𝑟2 = (𝛎𝑟1 ∶ 𝐼ret) (J𝑆1KΓ𝑟1 | 𝑟1().J𝑆2KΓ𝑟2)
Jif 𝑒 then 𝑆T else 𝑆FKΓ𝑟 = (𝛎𝑧 ∶ 𝐼bool) (J𝑒KΓ𝑧 | 𝑧(𝑦).if 𝑦 then J𝑆TKΓ𝑟 else J𝑆FKΓ𝑟 )

Jwhile 𝑒 do 𝑆KΓ𝑟 = (𝛎𝑟′ ∶ 𝐼ret)(𝑟′<> | !𝑟′().(𝛎𝑧 ∶ 𝐼bool)

(J𝑒KΓ𝑧 | 𝑧(𝑦).if 𝑦 then J𝑆KΓ𝑟′ else 𝑟<>))

Jcall 𝑒.𝑓( ̃𝑒)KΓ𝑟 = (𝛎𝑎 ∶ 𝐼𝐼𝐴, ̃𝑧 ∶ 𝐼𝐵)(J𝑒KΓ𝑎 | J ̃𝑒KΓ𝑧

| 𝑎(𝑌).𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑌 ⋅ 𝑓<𝑟, 𝑦1,… , 𝑦𝑛>)

where Γ ⊢ 𝑒 ∶ 𝐼𝐴 and Γ ⊢ ̃𝑒 ∶ 𝐵 and | ̃𝑒| = | ̃𝑧| = 𝑛
and J ̃𝑒KΓ𝑧 = J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛

Most of this encoding is straightforward: skip does nothing, so it simply emits
the return signal. In a sequential composition 𝑆1;𝑆2, we first declare a new return
signal 𝑟′, which is passed to the first component; then, we wait a synchronisation on
this name before executing the second component, which then will emit a signal on 𝑟.
The if-then-else construct maps directly to our syntactic sugar for guarded choice,
with both branches receiving 𝑟, since only one of them is chosen. We also use this in
the encoding of while, which is just a guarded replication of an if-then-else: the
true-branch will emit a return signal on a fresh name 𝑟′, which will trigger another
replication; the false-branch will emit a return signal on the outer return name 𝑟.
Lastly, in method calls, 𝑟 is passed as the first parameter.

Note that, in each construct containing an expression 𝑒, we translate 𝑒 as a
separate process, rather than mapping it directly to an expression in 𝑒𝜋. This, again,
is a consequence of our use of the encoding from [57]: since expressions in WC can
contain variables, these must be read in accordance with the protocol. The translation
function for expressions is parametrised with a name 𝑧, on which the value resulting
from evaluating the expression will be delivered. It is defined as follows:

J𝑣KΓ𝑧 = 𝑧<𝑣>

J𝑥KΓ𝑧 = 𝑥▷ (𝑦).𝑧<𝑦>
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J𝑒.𝑝KΓ𝑧 = (𝛎𝑧′ ∶ 𝐼𝐼𝐴) (J𝑒KΓ𝑧′ | 𝑧′(𝑌).𝑌 ⋅ 𝑝▷ (𝑦).𝑧<𝑦>)
where Γ ⊢ 𝑒 ∶ 𝐼𝐴

Jop(𝑒1,… , 𝑒𝑛)KΓ𝑧 = (𝛎𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛)(J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛
| 𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑧< op(𝑦1,… , 𝑦𝑛)>)

where Γ ⊢ 𝑒1 ∶ 𝐵1,… , Γ ⊢ 𝑒𝑛 ∶ 𝐵𝑛

Finally we can give the translation of the types and the type environment Γ.
This is complicated by the fact that we now need to add a container type 𝐼𝐵 for each
variable and field of type 𝐵, and for each method of type proc(𝐵). We use a multi-level
encoding, and we assume for the sake of simplicity that duplicate entries in the output
are ignored:

J𝑥 ∶ 𝐵, ΓK = 𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓK
J𝐴 ∶ 𝐼, ΓK = 𝐴 ∶ 𝐼, JΓK
J𝐼 ∶ Δ, ΓK = 𝐼 ∶ (nil, (JΔK2)), JΔK3, JΓK

J𝜖K = 𝜖

J𝑝 ∶ 𝐵, ΔK2 = 𝑝 ∶ 𝐼𝐵, JΔK2

J𝑓 ∶ proc(𝐵), ΔK2 = 𝑓 ∶ 𝐼𝐵, JΔK2
J𝜖K2 = 𝜖

J𝑝 ∶ 𝐵, ΔK3 = 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3

J𝑓 ∶ proc(𝐵), ΔK3 = 𝐼𝐵 ∶ (ch(𝐼ret, 𝐵), ∅), JΔK3
J𝜖K3 = 𝜖

Our main result now states that the two type systems exactly correspond: well-
typed WC-programs are mapped to well-typed 𝑒𝜋-processes, and vice versa for ill-typed
programs. Thus we know that the 𝑒𝜋-type system exactly captures the notion of
well-typedness in WC.

Theorem12 (Type correspondence). Γ ⊢ env𝑇𝑆𝑉 and Γ ⊢ 𝑆 iff JΓK ⊢ J⟨𝑆, env𝑇𝑆𝑉 ⟩KΓ.

The proof of this theorem relies on a collection of lemmas (Lemmas 40–47),
which shows the type correspondence between each of the individual elements in a
WC configuration and its corresponding encoding. These lemmas, and their proofs,
can be found in Section 5.8.6. Using these lemmas, we can then prove the type
correspondence theorem:

Proof of Theorem 12. We have two directions to prove. For the forward direction, we
must show that Γ ⊢ env𝑇 and Γ ⊢ env𝑆 and Γ ⊢ env𝑉 and Γ ⊢ 𝑆 together imply that



155

JΓK ⊢ J⟨𝑆, env𝑇𝑆𝑉 ⟩KΓ. The translation for initial configurations yields:

J⟨𝑆, env𝑇𝑆𝑉 ⟩KΓ = Jenv𝑇KΓ | Jenv𝑆K | (𝛎𝑟 ∶ 𝐼ret) (Jenv𝑉KΓ [J𝑆KΓ𝑟 ] | 𝑟().𝟎)

Assume JΓK ⊢ 𝑃 for some process 𝑃. We then have the following:

Γ ⊢ 𝑆 ⟹ JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟 by Lemma 42
Γ ⊢ env𝑇 ⟹ JΓK ⊢ Jenv𝑇KΓ by Lemma 44
Γ ⊢ env𝑆 ⟹ JΓK ⊢ Jenv𝑆K by Lemma 46
Γ ⊢ env𝑉 ⟹ JΓK ⊢ Jenv𝑉KΓ [𝑃] by Lemma 47

We can then conclude the following:

JΓK ⊢ (𝛎𝑟 ∶ 𝐼ret) (J𝑆KΓ𝑟 | 𝑟().𝟎) by [t-in], [t-par], [t-res]
JΓK ⊢ Jenv𝑉KΓ [(𝛎𝑟 ∶ 𝐼ret) (J𝑆KΓ𝑟 | 𝑟().𝟎)]
JΓK ⊢ (𝛎𝑟 ∶ 𝐼ret) (Jenv𝑉KΓ [J𝑆KΓ𝑟 ] | 𝑟().𝟎)

where the last step follows, because we know that 𝑟#Jenv𝑉KΓ, so the scope can be
extruded. Then we can conclude that

JΓK ⊢ Jenv𝑇KΓ | Jenv𝑆K | (𝛎𝑟 ∶ 𝐼ret) (Jenv𝑉KΓ [J𝑆KΓ𝑟 ] | 𝑟().𝟎)

by [t-res] and [t-par], as desired.
For the other direction, we must show that JΓK ⊢ J⟨𝑆, env𝑇𝑆𝑉 ⟩KΓ implies that

Γ ⊢ env𝑇 and Γ ⊢ env𝑆 and Γ ⊢ env𝑉 and Γ ⊢ 𝑆. First, we unfold the translation of
the initial configuration, which yields:

J⟨𝑆, env𝑇𝑆𝑉 ⟩KΓ = Jenv𝑇KΓ | Jenv𝑆K | (𝛎𝑟 ∶ 𝐼ret) (Jenv𝑉KΓ [J𝑆KΓ𝑟 ] | 𝑟().𝟎)

and thus we know that

JΓK ⊢ Jenv𝑇KΓ | Jenv𝑆K | (𝛎𝑟 ∶ 𝐼ret) (Jenv𝑉KΓ [J𝑆KΓ𝑟 ] | 𝑟().𝟎)

which must have been concluded by the rules [t-in], [t-par] and [t-res]. From their
premises, we get

JΓK ⊢ Jenv𝑇KΓ

JΓK ⊢ Jenv𝑆K

JΓK ⊢ (𝛎𝑟 ∶ 𝐼ret) (Jenv𝑉KΓ [J𝑆KΓ𝑟 ] | 𝑟().𝟎)

Aswe know that the name 𝑟 does not occur in Jenv𝑉KΓ, since the name is introduced by
the translation, we can also conclude that JΓK ⊢ Jenv𝑉KΓ [(𝛎𝑟 ∶ 𝐼ret) (J𝑆KΓ𝑟 | 𝑟().𝟎)]
by intruding the scope.
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By the encoding of env𝑉 , we have that it is translated as a process context con-
sisting of a list of scopes and bound outputs

(𝛎𝑥1 ∶ 𝐼Γ(𝑥1),… , 𝑥𝑛 ∶ 𝐼Γ(𝑥𝑛)) (𝑥1<𝑣1> | … | 𝑥𝑛<𝑣𝑛> | [ ])

so JΓK ⊢ Jenv𝑉KΓ [(𝛎𝑟 ∶ 𝐼ret) (J𝑆KΓ𝑟 | 𝑟().𝟎)] is concluded by [t-res] and [t-par],
and from the premise of the latter, we get that

JΓK, 𝑥1 ∶ 𝐼Γ(𝑥1),… , 𝑥𝑛 ∶ 𝐼Γ(𝑥𝑛) ⊢ (𝛎𝑟 ∶ 𝐼ret) (J𝑆KΓ𝑟 | 𝑟().𝟎)

However, by Lemma 41, applied to JΓK, 𝑥 ∶ 𝐼Γ(𝑥) ⊢ 𝑥, we also know that

Γ, 𝑥 ∶ Γ(𝑥) ⊢ 𝑥 ∶ Γ(𝑥),

hence Γ must already contain a type entry 𝐵 for 𝑥, which is used in the encoding of
env𝑉 given above. Then by the encoding of Γ

J𝑥 ∶ 𝐵, Γ′K = 𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K

so the type entries 𝑥 ∶ 𝐼𝐵 are already in JΓK. Thus, we can simplify the statement
above as

JΓK ⊢ (𝛎𝑟 ∶ 𝐼ret) (J𝑆KΓ𝑟 | 𝑟().𝟎)

which must be inferred by [t-res], and from its premise, we have that

JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟 | 𝑟().𝟎

Now, let 𝑃 ≜ (𝛎𝑟 ∶ 𝐼ret) (J𝑆KΓ𝑟 | 𝑟().𝟎) and note that we know that JΓK ⊢ 𝑃.
Finally, we have that

JΓK ⊢ Jenv𝑇KΓ ⟹ Γ ⊢ env𝑇 by Lemma 44
JΓK ⊢ Jenv𝑆K ⟹ Γ ⊢ env𝑆 by Lemma 46

JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟 ⟹ Γ ⊢ 𝑆 by Lemma 42
JΓK ⊢ Jenv𝑉KΓ [𝑃] ⟹ Γ ⊢ env𝑉 by Lemma 47

which allows us to conclude that Γ ⊢ env𝑇 , Γ ⊢ env𝑆, Γ ⊢ env𝑉 and Γ ⊢ 𝑆, as
desired.

5.6.1 On the quality of the encoding

Theorem 12 above only speaks of the correspondence between the two type systems,
not of the correctness of the encoding itself. However, once we define an encoding, it
is natural to also inquire about its quality, since there is by now a well-established
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literature on the topic (see [127; 128; 48; 49; 97; 99], just to mention the most method-
ological papers). We conjecture that the encoding presented in this chapter satisfies
most of the properties a ‘good encoding’ should have, in particular operational cor-
respondence and divergence sensitiveness. However, proving these properties for
an encoding between languages that rely on different styles of semantics (small-step
for 𝑒𝜋 vs. big-step for WC) is a non-trivial task. For example, the definition of when a
statement diverges under a big-step operational semantics is in general not straightfor-
ward (see, e.g., [30; 71; 105] on this topic). We realise that for WC, divergence coincides
with not having any (big-step) evolution; however, even with this simplifying feature,
proving divergence reflection turned out to be technically challenging. Since the
quality of our encoding is an orthogonal issue to the main aim of this chapter (that
is the study of typing composite names), we prefer to leave this investigation for
future work. One possibility is to keep the big-step semantics for WC and follow the
path put forward in [34]; alternatively, we can abandon the (more straightforward)
big-step semantics in favour of a small-step one, which would simplify the proofs for
the quality of the encoding at the price of complicating those for subject reduction in
WC.

5.7 Conclusion and future works

In the present chapter we have explored the question of how to create a type system
with subtyping for a language with composite channels, when such channels can be
composed at runtime. We conjecture that the core of our type system is equivalent
to the nominal type system given by Carbone in [26, Chapter 6.5], but the structure
of our composite types is different, which yields a more intuitive correspondence
with the concept of interfaces known from OO languages, as is made clear through
our encoding of a small, class-based language. In that sense, our work is in line with
the remark by Milner in [82, p. 120], where he notes the connexion between the
𝜋-calculus and object-oriented programming: both are characterised by transmitting
access to agents (resp. objects), rather than the agents themselves. The polyadic
synchronisation of 𝑒𝜋 makes this connexion even stronger, as evidenced by the
simplicity of our encoding, since it yields a natural way to represent fields and
methods, scoped under a common class name, as synchronisation vectors with a
common prefix. Our ‘tree-shaped’ types then follow naturally from this similarity.

As mentioned in Section 5.2, our work relates to that of Hüttel [61; 62; 63], since
these papers did not provide a general solution to the question of how to type com-
posite subjects. It is therefore also worth emphasising here that our type system can
be used to type the encoding of D𝜋, even in the cases where the location name or
the located subject name might be bound. This can be done by creating types for the
locations 𝑙 of the form

𝐼𝑙 ↦ (nil, (𝐼1 ↦ (ch(𝐵1), ∅),… , 𝐼𝑛 ↦ (ch(𝐵𝑛), ∅)))



158

and with the types 𝐼𝑖 assigned to the subjects 𝑥𝑖 occurring at location 𝑙. This closely
corresponds to our encoding of the WC-types, with location names 𝑙 corresponding to
class names 𝐴. The WC-language could in principle also have been encoded directly
in D𝜋, since the encoding only makes use of the 𝜋2 fragment of 𝑒𝜋. However, WC
could easily be extended to allow nested class declarations, as is found in some
object-oriented languages, i.e. with declarations of the form

𝐷𝐶 ∶∶= 𝜖 || class 𝐴 { 𝐷𝐶 𝐷𝐹 𝐷𝑀 }

which would then necessitate subject vectors of arbitrary length to encode an arbitrary
nesting depth. In the present chapter, we have forgone this possibility for the sake
of simplicity. Nevertheless, our correspondence results contribute to further the
understanding of how a typed, object-oriented language may be represented in the
setting of typed process calculi, whilst still preserving some of the structure afforded
by interface types in such languages.

A natural further step in this direction would be to consider subtyping, as was
done for the 𝜋-calculus by Pierce and Sangiorgi [100], who distinguish between
the input and output capabilities of a channel. Indeed, such a subtyping relation is
also assumed (to be provided as a parameter) in the type systems by Hüttel for the
Ψ-calculus, but none of the instance examples provide any hints as to how it might
be defined. The type system for 𝑒𝜋 in [26] also does not have a subtyping relation, so
the question of how it might be defined is entirely open.

Input/output capabilities can of course easily be introduced for the channel capa-
bility component 𝐶 of our types, so the interesting question in this regard is rather
what a subtyping relation might look like for the composition capability component
Δ. Again, the correspondence with object-oriented languages may provide some
intuitions. For example, it would seem natural to require that the composition ca-
pabilities of the subtype Δ1 should be at least the same as the supertype Δ2; or that
each type name 𝐼 in Δ1 again should be a subtype of an entry in Δ2. This would
correspond to the usual understanding from object-oriented languages, where an
object 𝑂1 is a subtype of another object 𝑂2, if 𝑂1 contains at least the same public
fields and methods as 𝑂2, and the type of each such field, resp. method, in 𝑂1 again is
a subtype of the type of the corresponding field, resp. method, in 𝑂2.
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5.8 Proofs

5.8.1 Proof of Theorem 9

Proof. By induction on (the height of) the judgement Γ ⊢ 𝑃. The base case is when
[t-nil] has been used and it is trivial, since the error predicate has no rule for 𝟎. For
the inductive step, we reason by case analysis on the last type rule used for concluding
Γ ⊢ 𝑃.

• [t-par]: From the premise, we know that Γ ⊢ 𝑃1 and Γ ⊢ 𝑃2. By the induction
hypothesis, this implies that NSafeΓ(𝑃1) and NSafeΓ(𝑃2), hence ¬WrongΓ(𝑃1)
and ¬WrongΓ(𝑃2). The only rule, that can conclude an error in a parallel
composition is [w-par], but by the above, none of the premises can hold. Thus
we conclude that NSafeΓ(𝑃1 | 𝑃2).

• [t-rep]: From the premise, we have that Γ ⊢ 𝑃. By the induction hypothesis,
this implies NSafeΓ(𝑃), hence ¬WrongΓ(𝑃). To conclude that !𝑃 is not safe,
we can only use [w-rep], but by the above, the premise cannot hold. Thus we
conclude that NSafeΓ(!𝑃).

• [t-res]: From the premise, we have that Γ, ̃𝑥 ∶ 𝐵 ⊢ 𝑃, which by the induction
hypothesis implies that NSafeΓ,𝑥∶𝐵(𝑃), hence ¬WrongΓ,𝑥∶𝐵(𝑃). The only rule
that can be used to conclude that WrongΓ((𝛎 ̃𝑥 ∶ 𝐵)𝑃) is [w-res], but by the
above, the premise cannot hold. Thus we conclude that NSafeΓ((𝛎 ̃𝑥 ∶ 𝐵)𝑃).

• [t-sum]: From the premise, we have that every guard 𝑒𝑖 must have a boolean
type, and every 𝑃𝑖 is such that Γ ⊢ 𝑃𝑖. By the induction hypothesis, this implies
NSafeΓ(𝑃𝑖), hence ¬WrongΓ(𝑃𝑖). The only rule that can be used to conclude
WrongΓ(∑[ ̃𝑒]𝑃) is [w-sum], but by the above the premise cannot hold for every
𝑖. Thus we conclude that NSafeΓ(∑[ ̃𝑒]𝑃).

• [t-in]: From the premise, we know that Γ; Γ ⊢ ̃𝑥 ∶ ch(𝐵), and Γ, ̃𝑦 ∶ 𝐵 ⊢ 𝑃,
where the latter implies that | ̃𝑦| = |𝐵|, since every name must be given a type.
The only rule that can be used to conclude an error for input is [w-in], but by
the above, the premises cannot hold. Thus we conclude that NSafeΓ( ̃𝑥( ̃𝑦).𝑃).

• [t-out]: From the premise we have that Γ ⊢ ̃𝑥 ∶ ch(𝐵) and Γ ⊢ ̃𝑒 ∶ 𝐵.
The only rule that can be used to conclude an error for an output is [w-out],
but by the above, none of the premises can hold. Thus we conclude that
NSafeΓ( ̃𝑥< ̃𝑒>.𝑃).
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5.8.2 Auxiliary lemmas for the proof of Theorem 10

The proof of Theorem 10 relies on some standard lemmas, that are all easily shown
by induction on the typing judgement. Weakening and strengthening say that we can
add and remove unused typing assumptions. Substitution says that we can replace a
list of names by a list of values (which may include names), as long as the two lists
have pointwise matching types; hence, no well-typed substitution can alter the type
of (a vector of) names.

Lemma 27 (Weakening). If Γ ⊢ 𝑃 and 𝑥 ∉ fn (𝑃), then Γ, 𝑥 ∶ 𝐵 ⊢ 𝑃.

Lemma 28 (Strengthening). If Γ, 𝑥 ∶ 𝐵 ⊢ 𝑃 and 𝑥 ∉ fn (𝑃), then Γ ⊢ 𝑃.

Definition 40 (Well-typed substitution). We say a substitution 𝜎 is well-typed,
written Γ ⊢ 𝜎, if dom (𝜎) ⊆ dom (Γ) and ∀𝑥 ∈ dom (𝜎) . Γ ⊢ 𝜎(𝑥) ∶ Γ(𝑥). �

Lemma 29 (Substitution). If Γ ⊢ 𝑃 and Γ ⊢ 𝜎, then Γ ⊢ 𝑃𝜎.

The next lemma says that expression evaluation respects typing; this is shown
by induction on the rules of→𝑒, which we have omitted since they depend on the
operators op that we choose to admit in the language.

Lemma 30 (Safety for expressions). If Γ ⊢ ̃𝑒 ∶ 𝐵 and ̃𝑒 →𝑒 ̃𝑣 then Γ ⊢ ̃𝑣 ∶ 𝐵

Lastly, we show that a well-typed process can only originate well-typed (output/𝜏)
labels:

Lemma 31 (Well-typed labels). If Γ ⊢ 𝑃 and 𝑃
𝛼
−→ 𝑃′, for 𝛼 = 𝜏 or 𝛼 = ̃𝑥!(𝛎 ̃𝑧 ∶ 𝐵) ̃𝑣,

then Γ ⊢ 𝛼.

Proof sketch. If the label is 𝜏, then the result is immediate, since Γ ⊢ 𝜏 for any Γ by
[t-tau]. Otherwise, we have a number of cases to examine, depending on which rule
was used to conclude the transition. However, the two most interesting cases are for
the output and open rules:

• If [E-Out] was used, then the conclusion is of the form ̃𝑥< ̃𝑒>.𝑃
𝑥!𝑣
−−→ 𝑃. The

label is a free output. From the premise we have that ̃𝑒 →𝑒 ̃𝑣. Now Γ ⊢ ̃𝑥< ̃𝑒>.𝑃
must have been concluded by [t-out], and from its premises we know that
Γ; Γ ⊢ ̃𝑥 ∶ ch(𝐵) and Γ ⊢ ̃𝑒 ∶ 𝐵. By Lemma 30, we then have that Γ ⊢ ̃𝑣 ∶ 𝐵.
Hence, by [t-snd], we have that Γ ⊢ ̃𝑥! ̃𝑣.

• If [E-Open] was used, then the conclusion is of the form

(𝛎 ̃𝑧 ∶ 𝐵𝑧)𝑃
𝑥!(𝛎𝑦,𝑧∶𝐵𝑦,𝐵𝑧)𝑣
−−−−−−−−−−−→ 𝑃′
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From the premise and side condition, we have that 𝑃
𝑥!(𝛎𝑦∶𝐵𝑦)𝑣
−−−−−−−−→ 𝑃′, ̃𝑧 ⊆ ̃𝑣 and

̃𝑧 # ̃𝑥, ̃𝑦. Now Γ ⊢ (𝛎 ̃𝑧 ∶ 𝐵𝑧)𝑃 must have been concluded by [t-res], and from
its premise we know that Γ, ̃𝑧 ∶ 𝐵𝑧 ⊢ 𝑃. By the induction hypothesis, we then
have that Γ, ̃𝑧 ∶ 𝐵𝑧 ⊢ ̃𝑥!(𝛎 ̃𝑦 ∶ 𝐵𝑦) ̃𝑣. We can then conclude Γ ⊢ ̃𝑥!(𝛎 ̃𝑦, ̃𝑧 ∶
𝐵𝑦, 𝐵𝑧) ̃𝑣 by [t-snd].

For the remaining 𝛼-labelled rules ([E-Par1], [E-Sum], [E-Res] and [E-Rep]), the
result follows directly from the induction hypothesis. For [E-In], the statement holds
vacuously, since the label is not an output- nor a 𝜏-label.

5.8.3 Proof of Theorem 10

Proof. By induction on the inference for 𝑃
𝛼
−→ 𝑃′. The base case can be inferred in

two ways:

• If [E-In] was used. Then the conclusion is of the form

̃𝑥( ̃𝑦).𝑃
𝑥?𝑣
−−→ 𝑃 { ̃𝑣/ ̃𝑦}

Now Γ ⊢ ̃𝑥( ̃𝑦).𝑃 must have been concluded by [t-in], and from its premise we
know that Γ; Γ ⊢ ̃𝑥 ∶ ch(𝐵) and Γ, ̃𝑦 ∶ 𝐵 ⊢ 𝑃. By assumption, Γ ⊢ ̃𝑥? ̃𝑣, which
must have been concluded by [t-rcv], and from the premise we know that
Γ ⊢ ̃𝑣 ∶ 𝐵. By Lemma 29, we can therefore conclude that Γ, ̃𝑦 ∶ 𝐵 ⊢ 𝑃 { ̃𝑣/ ̃𝑦}.
As ̃𝑦# fn (𝑃 { ̃𝑣/ ̃𝑦}), we can then conclude Γ ⊢ 𝑃 { ̃𝑣/ ̃𝑦} by Lemma 28. As we
know that the label here is an input label, we therefore have that Γ′ = Γ.

• If [E-Out] was used. Then the conclusion is of the form

̃𝑥< ̃𝑒>.𝑃
𝑥!𝑣
−−→ 𝑃

and from the premise we have that ̃𝑒 →𝑒 ̃𝑣. Now Γ ⊢ ̃𝑥< ̃𝑒>.𝑃 must have been
concluded by [t-out], and from its premises we know that Γ ⊢ 𝑃, thus giving
us the desired conclusion. As this is a free output, we know that bn (𝛼) = ∅;
so, no new name will be added to the type environment and Γ′ = Γ.

For the inductive step, we reason on the last rule of Figure 5.1 used to conclude
the inference. Note that well-typedness for 𝜏-labels always holds, and well-typedness
for output labels is ensured by Lemma 31; so, it only needs to be assumed for input
labels.

• Suppose [E-Par1] was used. Then the conclusion is of the form

𝑃1 | 𝑃2
𝛼
−→ 𝑃′1 | 𝑃2
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and from the premise and side condition we have that 𝑃1
𝛼
−→ 𝑃′1 and bn (𝛼) #𝑃2.

Now Γ ⊢ 𝑃1 | 𝑃2 must have been concluded by [t-par], and from the premise
we have that Γ ⊢ 𝑃1 and Γ ⊢ 𝑃2, We then have by induction hypothesis that
Γ′ ⊢ 𝑃′1 . Now, if 𝛼 = ̃𝑥!(𝛎 ̃𝑧 ∶ 𝐵) ̃𝑣, then Γ′ = Γ, ̃𝑧 ∶ 𝐵, and we know from the
side condition of [E-Par1] that ̃𝑧#𝑃2. Thus, by Lemma 27 (weakening), we also
have that Γ′ ⊢ 𝑃2. Otherwise, Γ′ = Γ. In either case, we can then conclude
Γ′ ⊢ 𝑃′1 | 𝑃2 by [t-par]. The symmetric case for [Par2] is similar.

• Suppose [E-Sum] was used. Then the conclusion is of the form

∑[ ̃𝑒]𝑃
𝛼
−→ 𝑃′𝑖

and from the premise and side condition we know that 𝑃𝑖 → 𝑃′𝑖 and 𝑒𝑖 →𝑒 T.
Then Γ ⊢ ∑[ ̃𝑒]𝑃 must have been concluded by [t-sum]. From the premise, we
know that Γ ⊢ 𝑒𝑖 ∶ bool and Γ ⊢ 𝑃𝑖 for each 𝑖 ∈ 1,… , | ̃𝑒|. The former will have
been concluded by the type rules for operations and [t-val]. We then have
by induction hypothesis that Γ′ ⊢ 𝑃′𝑖 , where either Γ′ = Γ or Γ′ = Γ, ̃𝑧 ∶ 𝐵
depending on the label.

• Suppose [E-Res] was used. Then the conclusion is of the form

(𝛎 ̃𝑥 ∶ 𝐵)𝑃
𝛼
−→ (𝛎 ̃𝑥 ∶ 𝐵)𝑃′

and from the premise and side condition we know that 𝑃
𝛼
−→ 𝑃′ and ̃𝑥#𝛼. Now

Γ ⊢ (𝛎 ̃𝑥 ∶ 𝐵)𝑃 must have been concluded by [t-res]. From the premise, we
know that Γ, ̃𝑥 ∶ 𝐵 ⊢ 𝑃. Therefore, by the induction hypothesis, we have that
Γ′, ̃𝑥 ∶ 𝐵 ⊢ 𝑃′, where Γ′ = Γ or Γ′ = Γ, ̃𝑧 ∶ 𝐵′ as determined by the label. By
Lemma 28 (strengthening), we can therefore conclude that Γ′ ⊢ (𝛎 ̃𝑥 ∶ 𝐵)𝑃′.

• Suppose [E-Rep] was used. Then the conclusion is of the form !𝑃
𝛼
−→ 𝑃′, and

from the premise we know that !𝑃 | 𝑃
𝛼
−→ 𝑃′. Now Γ ⊢ !𝑃 must have been

concluded by [t-rep], and from its premise we know that Γ ⊢ 𝑃. Thus, by rule
[t-par], we have that Γ ⊢ !𝑃 | 𝑃. By induction, we conclude that Γ′ ⊢ 𝑃′,
where either Γ′ = Γ or Γ′ = Γ, ̃𝑧 ∶ 𝐵 depending on the label.

• Suppose [E-Open] was used. Then the conclusion is of the form

(𝛎 ̃𝑧 ∶ 𝐵𝑧)𝑃
𝑥!(𝛎𝑦,𝑧∶𝐵𝑦,𝐵𝑧)𝑣
−−−−−−−−−−−→ 𝑃′

and from the premise we know that 𝑃
𝑥!(𝛎𝑦∶𝐵𝑦)𝑣
−−−−−−−−→ 𝑃′. Now Γ ⊢ (𝛎 ̃𝑧 ∶ 𝐵𝑧)𝑃

must have been concluded by [t-res], and from its premise we know that Γ, ̃𝑧 ∶
𝐵𝑧 ⊢ 𝑃. Then by induction hypothesis, we have that Γ, ̃𝑦 ∶ 𝐵𝑦, ̃𝑧 ∶ 𝐵𝑧 ⊢ 𝑃′,
where Γ, ̃𝑦 ∶ 𝐵𝑦, ̃𝑧 ∶ 𝐵𝑧 = Γ′.
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• Suppose [E-Com1] was used. Then the conclusion is of the form

𝑃1 | 𝑃2
𝜏
−→ (𝛎 ̃𝑧 ∶ 𝐵) (𝑃′1 | 𝑃′2 )

and from the premises and side condition we know that

𝑃1
𝑥!(𝛎𝑧∶𝐵)𝑣
−−−−−−−→ 𝑃′1

𝑃2
𝑥?𝑣
−−→ 𝑃′2

and ̃𝑧#𝑃2. Now Γ ⊢ 𝑃1 | 𝑃2 must have been concluded by [t-par], and from its
premises we know that Γ ⊢ 𝑃1 and Γ ⊢ 𝑃2. We now have two cases to examine:

1. If the list of bound names ̃𝑧 is empty, then 𝑃1 performs a free output, and
no new name is added to the type environment. Then Γ′ = Γ, and thus
by the induction hypothesis we have that Γ ⊢ 𝑃′1 .
In the case of 𝑃2, we know it performs an input, so here Γ′ = Γ, and
thus by the induction hypothesis we have that Γ ⊢ 𝑃′2 . Likewise, the
restriction in the conclusion is empty, so the conclusion simplifies to
(𝛎𝜖) (𝑃′1 | 𝑃′2 ) = 𝑃′1 | 𝑃′2 . Then Γ ⊢ 𝑃′1 | 𝑃′2 can be concluded by [t-par].

2. Otherwise, 𝑃1 performs a bound output with label 𝛼1 = 𝑥!(𝛎 ̃𝑧 ∶ 𝐵) ̃𝑣 of
the names ̃𝑧, and thus Γ′ = Γ, ̃𝑧 ∶ 𝐵. Hence by the induction hypothesis,
Γ, ̃𝑧 ∶ 𝐵 ⊢ 𝑃′1 .
For 𝑃2, we know from the side condition of [E-Com1] that ̃𝑧#𝑃2. Thus, by
Lemma 27 (weakening), we can also conclude Γ, ̃𝑧 ∶ 𝐵 ⊢ 𝑃2. As we know
that 𝑃2 performs an input with label 𝛼2 = ̃𝑥? ̃𝑣, we also know that the
type environment does not change.
We must now show that Γ, ̃𝑧 ∶ 𝐵 ⊢ 𝛼2. As we know that Γ ⊢ 𝑃1 and

𝑃1
𝑥!(𝛎𝑧∶𝐵)𝑣
−−−−−−−→ 𝑃′1 , we have by Lemma 31 that Γ ⊢ 𝑥!(𝛎 ̃𝑧 ∶ 𝐵) ̃𝑣, which

must have been concluded by [t-snd]. From the premise, we have that
Γ ⊢ ̃𝑥 ∶ ch(𝐵′) and Γ, ̃𝑧 ∶ 𝐵 ⊢ ̃𝑣 ∶ 𝐵′. By [t-rcv] we can then conclude
that Γ, ̃𝑧 ∶ 𝐵 ⊢ ̃𝑥? ̃𝑣.
Now by the induction hypothesis, we have that Γ, ̃𝑧 ∶ 𝐵 ⊢ 𝑃′2 . By [t-par]
we can then conclude Γ, ̃𝑧 ∶ 𝐵 ⊢ 𝑃′1 | 𝑃′2 , and finally by [t-res] we can
conclude Γ ⊢ (𝛎 ̃𝑧 ∶ 𝐵) (𝑃′1 | 𝑃′2 ).

The symmetric case for [Com2] is similar.

5.8.4 Auxiliary lemmas for the proof of Theorem 11

The proof of Theorem 11 relies on some standard lemmas, that can be proved by
straightforward inductions. Firstly, weakening and strengthening express that we
can add and remove unused type assumptions in Γ when typing env𝑉 :
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Lemma 32 (Weakening for env𝑉 ). If Γ ⊢ env𝑉 and 𝑥 ∉ dom (env𝑉 ), then Γ, 𝑥 ∶ 𝐵 ⊢
env𝑉 .

Lemma 33 (Strengthening for env𝑉 ). If Γ, 𝑥 ∶ 𝐵 ⊢ env𝑉 and 𝑥 ∉ dom (env𝑉 ), then
Γ ⊢ env𝑉 .

The next lemma expresses that, if an expression 𝑒 is judged to have type 𝐵 and
𝑒 evaluates to some value 𝑣, then 𝑣 is indeed of type 𝐵. This is shown by induction
on the rules for semantics of expressions (Figure 5.6), and the rules for evaluating
operations op, which we have omitted.

Lemma 34 (Safety for expressions). Let Γ ⊢ env𝑆 and Γ ⊢ env𝑉 . If Γ ⊢ 𝑒 ∶ 𝐵 and
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣, then Γ ⊢ 𝑣 ∶ 𝐵.

The next two lemmas state that we can update an entry (𝑥, 𝑣) in env𝑉 with another
value 𝑣′, if 𝑣 and 𝑣′ are of the same type, and that we can extend env𝑉 with a new
entry (𝑥, 𝑣), as long as 𝑥 and 𝑣 have the same type:

Lemma 35 (Substitution for env𝑉 ). If Γ, 𝑥 ∶ 𝐵 ⊢ env𝑉 and 𝑥 ∈ dom (env𝑉 ) and
Γ, 𝑥 ∶ 𝐵 ⊢ 𝑣 ∶ 𝐵, then Γ, 𝑥 ∶ 𝐵 ⊢ env𝑉[𝑥 ↦ 𝑣].

Lemma 36 (Extension of env𝑉 ). If Γ, 𝑥 ∶ 𝐵 ⊢ env𝑉 and 𝑥 ∉ dom (env𝑉 ) and
Γ, 𝑥 ∶ 𝐵 ⊢ 𝑣 ∶ 𝐵, then Γ, 𝑥 ∶ 𝐵 ⊢ (𝑥, 𝑣), env𝑉 .

We shall need almost the same lemmas for env𝑆, except extension, since new
fields cannot be declared at runtime. As env𝑆 contains nested environments env𝐹 , we
shall use the notation 𝑥#env𝑆 to say that 𝑥 does not occur in env𝑆, i.e. neither in its
domain, or in the domain of any of its nested env𝐹 environments (nor, in principle,
as a value).

Lemma 37 (Weakening for env𝑆). If Γ ⊢ env𝑆 and 𝑥#env𝑆, then Γ, 𝑥 ∶ 𝐵 ⊢ env𝑆.

Lemma 38 (Strengthening for env𝑆). If Γ, 𝑥 ∶ 𝐵 ⊢ env𝑆 and 𝑥#env𝑆, then Γ ⊢ env𝑆.

Lemma 39 (Substitution for env𝑆). Assume 𝐴 ∈ dom (env𝑆) and env𝑆(𝐴) = env𝐹 . If
Γ ⊢ env𝑆
and Γ ⊢ 𝐴.𝑝 ∶ 𝐵 and Γ ⊢ 𝑣 ∶ 𝐵, then Γ ⊢ env𝑆[𝐴 ↦ env𝐹[𝑝 ↦ 𝑣]].

5.8.5 Proof of Theorem 11

Proof. By induction on the inference for env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉 . We have four
possible base cases:
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• Suppose the transition was concluded by [wc-skip]. Then we know that 𝑆 =
skip, and the transition is of the form

env𝑇 ⊢ ⟨skip, env𝑆𝑉 ⟩ → env𝑆𝑉

As neither env𝑆 nor env𝑉 are modified by the transition, we have that Γ ⊢
env𝑆𝑉 by assumption.

• Suppose [wc-whileF] was used. Then we know that 𝑆 = while 𝑒 do 𝑆, and
the transition is of the form

env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env𝑆𝑉 ⟩ → env𝑆𝑉

As neither env𝑆 nor env𝑉 aremodified in the transition, we have that Γ ⊢ env𝑆𝑉
by assumption.

• Suppose [wc-assv] was used. Then we know that 𝑆 = 𝑥 := 𝑒, and the transi-
tion is of the form

env𝑇 ⊢ ⟨𝑥 := 𝑒, env𝑆𝑉 ⟩ → env𝑆, env𝑉[𝑥 ↦ 𝑣]

From the premise of that rule we have that env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣. Now, Γ ⊢ 𝑥 :=
𝑒 must have been concluded by [t-assv], and from the premise of that rule we
have that Γ ⊢ 𝑥 ∶ 𝐵 and Γ ⊢ 𝑒 ∶ 𝐵. We can then conclude the following:

Γ ⊢ 𝑣 ∶ 𝐵 by Lemma 34 (expressions safety),
Γ ⊢ env𝑉[𝑥 ↦ 𝑣] by Lemma 35 (substitution for env𝑉 ),

and Γ ⊢ env𝑆 by assumption, since it is not modified by the transition. Thus
Γ ⊢ env𝑆 and Γ ⊢ env𝑉[𝑥 ↦ 𝑣] as desired.

• Suppose [wc-assf] was used. Then we know that 𝑆 = this.𝑝 := 𝑒, and the
transition is of the form

env𝑇 ⊢ ⟨this.𝑝 := 𝑒, env𝑆𝑉 ⟩ → env𝑆[𝐴 ↦ env𝐹[𝑝 ↦ 𝑣]] , env𝑉

From the premise of that rule we have that env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣, env𝑉 (this) = 𝐴,
and env𝑆(𝐴) = env𝐹 . Now, Γ ⊢ this.𝑝 := 𝑒 must have been concluded by
[t-assf], and from the premise of that rule we have that Γ ⊢ this.𝑝 ∶ 𝐵 and
Γ ⊢ 𝑒 ∶ 𝐵. We can then conclude that

Γ ⊢ 𝑣 ∶ 𝐵 by Lemma 34 (expressions safety),
Γ ⊢ env𝑆[𝐴 ↦ env𝐹[𝑝 ↦ 𝑣]] by Lemma 39 (substitution for env𝑆),

and Γ ⊢ env𝑉 by assumption, since it is not modified by the transition. Thus
Γ ⊢ env𝑉 and Γ ⊢ env𝑆[𝐴 ↦ env𝐹[𝑝 ↦ 𝑣]] as desired.
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For the inductive step, we reason on the rule of Figure 5.7 used for concluding the
transition. Note that, when stating the induction hypothesis in the cases below, we
shall omit some of the premises for brevity, if they hold by assumption; especially
Γ ⊢ env𝑇 and env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉 .

• Suppose [wc-seq] was used. Then we know that 𝑆 = 𝑆1; 𝑆2, and the transition
is of the form

env𝑇 ⊢ ⟨𝑆1; 𝑆2, env𝑆𝑉 ⟩ → env′𝑆𝑉
From the premise of that rule we have that env𝑇 ⊢ ⟨𝑆1, env𝑆𝑉 ⟩ → env″𝑆𝑉 and
env𝑇 ⊢ ⟨𝑆2, env″𝑆𝑉 ⟩ → env′𝑆𝑉 . Now, Γ ⊢ 𝑆1; 𝑆2 must have been concluded by
[t-seq], and from the premise of that rule we have that Γ ⊢ 𝑆1 and Γ ⊢ 𝑆2. By
the induction hypothesis we can then conclude that Γ ⊢ env″𝑆𝑉 and Γ ⊢ env′𝑆𝑉 ,
as desired.

• Suppose [wc-if] was used. Then we know that 𝑆 = if 𝑒 then 𝑆T else 𝑆F,
and the transition is of the form

env𝑇 ⊢ ⟨if 𝑒 then 𝑆T else 𝑆F , env𝑆𝑉 ⟩ → env′𝑆𝑉

From the premise of that rule we have that env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑏 and env𝑇 ⊢
⟨𝑆𝑏, env𝑆𝑉 ⟩ → env′𝑆𝑉 . Now, Γ ⊢ if 𝑒 then 𝑆T else 𝑆F must have been
concluded by [t-if], and from the premise of that rule we have that Γ ⊢ 𝑆T and
Γ ⊢ 𝑆F. By the induction hypothesis we can then conclude that Γ ⊢ env′𝑆𝑉 , as
desired.

• Suppose [wc-whileT] was used. Then we know that 𝑆 = while 𝑒 do 𝑆, and
the transition is of the form

env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉

From the premise of that rule we have that env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ → env″𝑆𝑉 and
env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env″𝑆𝑉 ⟩ → env′𝑆𝑉 . Now, Γ ⊢ while 𝑒 do 𝑆 must
have been concluded by [t-while], and from the premise of that rule we have
that Γ ⊢ 𝑆. As we know the transition was in fact concluded, we also know that
the derivation tree for the transition is of finite height, and we can therefore use
the induction hypothesis. Thus, by the induction hypothesis we can conclude
that Γ ⊢ env″𝑆𝑉 and Γ ⊢ env′𝑆𝑉 , as desired.

• Suppose [wc-decv] was used. Then we know that 𝑆 = var 𝑥 := 𝑒 in 𝑆, and
the transition is of the form

env𝑇 ⊢ ⟨var 𝑥 := 𝑒 in 𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉

From the premise of that rule we have that env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣 and env𝑇 ⊢
⟨𝑆, env𝑆, ((𝑥, 𝑣), env𝑉 )⟩ → env′𝑆, ((𝑥, 𝑣′), env′𝑉 ). Now, Γ ⊢ var 𝑥 := 𝑒 in
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𝑆 must have been concluded by [t-decv], and from the premise of that rule
we have that Γ ⊢ 𝑒 ∶ 𝐵 and Γ, 𝑥 ∶ 𝐵 ⊢ 𝑆. By Lemma 34 (expressions
safety) we conclude that Γ ⊢ 𝑣 ∶ 𝐵 and by Lemma 36 we conclude that
Γ, 𝑥 ∶ 𝐵 ⊢ (𝑥, 𝑣), env𝑉 . As 𝑥#env𝑆, we therefore also have that Γ, 𝑥 ∶ 𝐵 ⊢
env𝑆, by Lemma 37. By the induction hypothesis we can then conclude that
Γ, 𝑥 ∶ 𝐵 ⊢ env′𝑆 and Γ, 𝑥 ∶ 𝐵 ⊢ (𝑥, 𝑣′), env′𝑉 . As we know that 𝑥#env′𝑆 and
𝑥 ∉ dom (env′𝑉 ), we can apply Lemmas 38 and 33 to conclude that Γ ⊢ env′𝑆
and Γ ⊢ env′𝑉 as desired.

• Suppose [wc-call] was used. Then we know that 𝑆 = call 𝑒.𝑓( ̃𝑒), and the
transition is of the form

env𝑇 ⊢ ⟨call 𝑒.𝑓( ̃𝑒), env𝑆𝑉 ⟩ → env′𝑆, env𝑉

From the premise of that rule we have that

env𝑆𝑉 ⊢ 𝑒 →𝑒 𝐴
env𝑆𝑉 ⊢ ̃𝑒 →𝑒 ̃𝑣
env𝑇 ⊢ ⟨𝑆, env𝑆, env″𝑉 ⟩ → env′𝑆𝑉

where env𝑇(𝐴)(𝑓) = ( ̃𝑥, 𝑆) and env″𝑉 = (this, 𝐴), (𝑥1, 𝑣1),… , (𝑥𝑘, 𝑣𝑘) for
some 𝑘 = | ̃𝑒| = | ̃𝑥| = | ̃𝑣|. Now, Γ ⊢ call 𝑒.𝑓( ̃𝑒) must have been concluded
by [t-call], and from the premise of that rule we have that Γ ⊢ 𝑒 ∶ 𝐼 and
Γ(𝐼)(𝑓) = proc(𝐵) and Γ ⊢ ̃𝑒 ∶ 𝐵.
By assumptionΓ ⊢ env𝑇 , whichwas concluded by rules [t-env𝑇] and [t-env𝑀].
From the premise of the latter rule, we get that Γ′, ̃𝑥 ∶ 𝐵 ⊢ 𝑆 where Γ′ =
Γ, this ∶ 𝐼 and Γ′(𝐼)(𝑓) = proc(𝐵).
Now let Γ′ = Γ, this ∶ 𝐼, ̃𝑥 ∶ 𝐵. We can then conclude the following:

Γ ⊢ 𝐴 ∶ 𝐼 by Lemma 34 (expressions safety),

Γ ⊢ ̃𝑣 ∶ 𝐵 by Lemma 34 (expressions safety),

Γ ⊢ env∅𝑉 by [t-env∅],
Γ″ ⊢ env″𝑉 by Lemma 36 (extension of env𝑉 ) and the preceding,
Γ″ ⊢ env𝑆 by Lemma 37 (weakening of env𝑆),
Γ″ ⊢ env′𝑆 by the induction hypothesis.

Note that the env′𝑉 obtained from the execution of 𝑆 is discarded in the conclu-
sion of [wc-call], so we do not need to infer its well-typedness. It is instead
replaced with the original env𝑉 , which is unmodified in the transition, and
by assumption Γ ⊢ env𝑉 . Finally, as we know that this ∉ dom (env𝑆) and
̃𝑥#env𝑆, we can apply Lemma 38 (repeatedly) to conclude that Γ ⊢ env′𝑆. Thus

we have that Γ ⊢ env𝑉 and Γ ⊢ env′𝑆 as desired.



168

5.8.6 Auxiliary lemmas for the proof of Theorem 12

Lemma 40. Γ ⊢ 𝑣 ∶ 𝐵 ⟺ JΓK ⊢ 𝑣 ∶ 𝐵.

Proof. By case analysis of the type of 𝑣.
For the forward direction:

• If 𝑣 ∈ ℤ then Γ ⊢ 𝑣 ∶ int by [t-val]. We can then conclude JΓK ⊢ 𝑣 ∶ int by
[t-val], since this does not depend on Γ.

• If 𝑣 ∈ 𝔹 then Γ ⊢ 𝑣 ∶ bool by [t-val]. We can then conclude JΓK ⊢ 𝑣 ∶ bool
by [t-val], since this does not depend on Γ.

• If 𝑣 ∈ 𝒩 then Γ ⊢ 𝑣 ∶ Γ(𝑣) by [t-val]. By the syntax of WC (Figure 5.4),
the only names that can appear as values are CNames (class names), and not
method names, field names or variable names. Thus, 𝑣 must be a class name 𝐴,
and Γ(𝐴) = 𝐼, so we can expand the type environment as Γ = 𝐴 ∶ 𝐼, Γ′.
By the encoding of Γ, we have that J𝐴 ∶ 𝐼, Γ′K = 𝐴 ∶ 𝐼, JΓ′K, so we can conclude
that

(𝐴 ∶ 𝐼, JΓ′K)(𝐴) = 𝐼

For the other direction:

• If 𝑣 ∈ ℤ then JΓK ⊢ 𝑣 ∶ int by [t-val] for any JΓK. We can then conclude
Γ ⊢ 𝑣 ∶ int by [t-val].

• If 𝑣 ∈ 𝔹 then JΓK ⊢ 𝑣 ∶ bool by [t-val] for any JΓK. We can then conclude
Γ ⊢ 𝑣 ∶ bool by [t-val].

• If 𝑣 ∈ 𝒩 then JΓK ⊢ 𝑣 ∶ JΓK(𝑣) by [t-val]. Hence, JΓK can be expanded
as JΓK = 𝑣 ∶ 𝐵, JΓ′K for some 𝐵. Since we know that Γ is used to type WC-
programs, we also know by the syntax of WC (Figure 5.4) that the only names
that can appear as values are CNames (class names), and not method names,
field names or variable names. Thus, 𝑣must be a class name𝐴, which must have
an interface type 𝐼, so JΓK = 𝐴 ∶ 𝐼, JΓ′K, and therefore (𝐴 ∶ 𝐼, JΓ′K)(𝐴) = 𝐼.
By the encoding of Γ, we have that J𝐴 ∶ 𝐼, Γ′K = 𝐴 ∶ 𝐼, JΓ′K, and thus Γ = 𝐴 ∶
𝐼, Γ′. We can then conclude that (𝐴 ∶ 𝐼, Γ)(𝐴) = 𝐼, as desired.

Lemma 41. Γ ⊢ 𝑒 ∶ 𝐵 ⟺ JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧 .

Proof. We have two directions to prove.
For the forward direction, we must show that Γ ⊢ 𝑒 ∶ 𝐵 ⟹ JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧 .

We proceed by induction on the structure of 𝑒.
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• Suppose the expression is 𝑣, so Γ ⊢ 𝑣 ∶ 𝐵. By the encoding, J𝑣KΓ𝑧 = 𝑧<𝑣>, and
we can then conclude JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ 𝑧<𝑣> as follows: By Lemma 40, we have
that JΓK ⊢ 𝑣 ∶ 𝐵. Then, by [t-vec2],

(JΓK, 𝑧 ∶ 𝐼𝐵); (JΓK, 𝑧 ∶ 𝐼𝐵) ⊢ 𝑧 ∶ ch(𝐵)

since by assumption, type definitions 𝐼𝐵 ↦ (ch(𝐵),∅) are added to JΓK for all
the base types used. Finally, we can conclude

JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ 𝑧<𝑣>

by [t-out], as desired.

• Suppose the expression is 𝑥, so Γ ⊢ 𝑥 ∶ 𝐵. This must have been concluded by
[t-var], and from its premise, we know that Γ(𝑥) = 𝐵. Hence, we can expand
the type environment as Γ = 𝑥 ∶ 𝐵, Γ′. Now, by the encoding of expressions:

J𝑥KΓ = 𝑥▷ (𝑦).𝑧<𝑦> = 𝑥(𝑦). (𝑥<𝑦> | 𝑧<𝑦>)

and by the encoding for Γ:

J𝑥 ∶ 𝐵, Γ′K = 𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K

so by [t-vec2] we can then conclude that

(𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K, 𝑧 ∶ 𝐼𝐵);
(𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K, 𝑧 ∶ 𝐼𝐵) ⊢ 𝑥 ∶ ch(𝐵)
(𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K, 𝑧 ∶ 𝐼𝐵);
(𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K, 𝑧 ∶ 𝐼𝐵) ⊢ 𝑧 ∶ ch(𝐵)

Using this, we can conclude

𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K, 𝑧 ∶ 𝐼𝐵, 𝑦 ∶ 𝐵 ⊢ 𝑥<𝑦>

by [t-out],

𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K, 𝑧 ∶ 𝐼𝐵, 𝑦 ∶ 𝐵 ⊢ 𝑧<𝑦>

by [t-out],

𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K, 𝑧 ∶ 𝐼𝐵, 𝑦 ∶ 𝐵 ⊢ 𝑥<𝑦> | 𝑧<𝑦>

by [t-par], and finally

𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K, 𝑧 ∶ 𝐼𝐵 ⊢ 𝑥(𝑦). (𝑥<𝑦> | 𝑧<𝑦>)

by [t-in], as desired.
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• Suppose the expression is 𝑒.𝑝, so Γ ⊢ 𝑒.𝑝 ∶ 𝐵. This must have been concluded
by [t-field], and from its premise we know that Γ ⊢ 𝑒 ∶ 𝐼𝐴 and Γ(𝐼𝐴)(𝑝) = 𝐵.
Thus, we know that Γ can be written as 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′ for some Δ. By the
encoding of Γ, we then have that

J𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′K = 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)), 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K

However, we shall leave JΓK unexpanded in the following for the sake of read-
ability. Now, by the encoding of expressions:

J𝑒.𝑝KΓ𝑧 = (𝛎𝑧′ ∶ 𝐼𝐼𝐴) (J𝑒KΓ𝑧′ | 𝑧′(𝑌).𝑌 ⋅ 𝑝▷ (𝑦).𝑧<𝑦>)
= (𝛎𝑧′ ∶ 𝐼𝐼𝐴) (J𝑒KΓ𝑧′ | 𝑧′(𝑌).𝑌 ⋅ 𝑝(𝑦). (𝑌 ⋅ 𝑝<𝑦> | 𝑧<𝑦>))

and by the induction hypothesis JΓK, 𝑧′ ∶ 𝐼𝐼𝐴 ⊢ J𝑒KΓ𝑧′ . Using this, we conclude
as follows:

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧′ ∶ 𝐼𝐼𝐴, 𝑦 ∶ 𝐵 ⊢ 𝑧<𝑦>

by [t-out],

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧′ ∶ 𝐼𝐼𝐴, 𝑌 ∶ 𝐼𝐴, 𝑦 ∶ 𝐵 ⊢ 𝑌 ⋅ 𝑝<𝑦>

by [t-out],

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧′ ∶ 𝐼𝐼𝐴, 𝑌 ∶ 𝐼𝐴, 𝑦 ∶ 𝐵 ⊢ 𝑌 ⋅ 𝑝<𝑦> | 𝑧<𝑦>

by [t-par],

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧′ ∶ 𝐼𝐼𝐴, 𝑌 ∶ 𝐼𝐴 ⊢ 𝑌 ⋅ 𝑝(𝑦). (𝑌 ⋅ 𝑝<𝑦> | 𝑧<𝑦>)

by [t-in],

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧′ ∶ 𝐼𝐼𝐴 ⊢ 𝑧′(𝑌).𝑌 ⋅ 𝑝(𝑦). (𝑌 ⋅ 𝑝<𝑦> | 𝑧<𝑦>)

by [t-in],

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧′ ∶ 𝐼𝐼𝐴 ⊢ J𝑒KΓ𝑧′ | 𝑧′(𝑌).𝑌 ⋅ 𝑝(𝑦). (𝑌 ⋅ 𝑝<𝑦> | 𝑧<𝑦>)

by [t-par], and finally

JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ (𝛎𝑧′ ∶ 𝐼𝐼𝐴) (J𝑒KΓ𝑧′ | 𝑧′(𝑌).𝑌 ⋅ 𝑝(𝑦). (𝑌 ⋅ 𝑝<𝑦> | 𝑧<𝑦>))

by [t-res], as desired.



171

• Suppose the expression is op(𝑒1,… , 𝑒𝑛), so Γ ⊢ op(𝑒1,… , 𝑒𝑛) ∶ 𝐵. This must
have been concluded by [t-op], and from its premise we know that

Γ ⊢ 𝑒1 ∶ 𝐵1 … Γ ⊢ 𝑒𝑛 ∶ 𝐵𝑛

and ⊢ op ∶ 𝐵1,… , 𝐵𝑛 → 𝐵. Now, by the encoding of expressions:

Jop(𝑒1,… , 𝑒𝑛)KΓ𝑧 = (𝛎𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛)(J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛
| 𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑧< op(𝑦1,… , 𝑦𝑛)>)

and by 𝑛 applications of the induction hypothesis, we have that JΓK, 𝑧1 ∶ 𝐼𝐵1 ⊢
J𝑒1KΓ𝑧1 , …, JΓK, 𝑧𝑛 ∶ 𝐼𝐵𝑛 ⊢ J𝑒𝑛KΓ𝑧𝑛 . By Lemma 27, we can then also conclude
that

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛 ⊢ J𝑒𝑖KΓ𝑧𝑖

for each 𝑖 ∈ 1..𝑛, and thus by 𝑛−1 applications of rule [t-par], we can conclude

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛 ⊢ J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛

Furthermore, we can conclude

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛, 𝑦1 ∶ 𝐵1,… , 𝑦𝑛 ∶ 𝐵𝑛 ⊢ 𝑧< op(𝑦1,… , 𝑦𝑛)>

by [t-out], and then, by 𝑛 applications of [t-in], we can conclude

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛 ⊢ 𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑧< op(𝑦1,… , 𝑦𝑛)>

Thus, we can conclude

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛

⊢ J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛 | 𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑧< op(𝑦1,… , 𝑦𝑛)>

by another application of [t-par], and finally

JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ (𝛎𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛)(
J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛 | 𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑧< op(𝑦1,… , 𝑦𝑛)>)

by [t-res], as desired.

This concludes the proof for the forward direction.
For the other direction, we must show that JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧 ⟹ Γ ⊢ 𝑒 ∶ 𝐵.

We proceed again by induction on the structure of 𝑒:
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• Suppose the expression is 𝑣, so J𝑣KΓ𝑧 = 𝑧<𝑣>; by [t-out], we have that JΓK, 𝑧 ∶
𝐼𝐵 ⊢ 𝑧<𝑣> and, from its premise, we have that JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ 𝑥 ∶ ch(𝐵) and
JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ 𝑣 ∶ 𝐵. By Lemma 28, we have that JΓK ⊢ 𝑣 ∶ 𝐵, since we know
that 𝑟#𝑣, as the name was introduced by the translation. Then, by Lemma 40,
Γ ⊢ 𝑣 ∶ 𝐵, as desired.

• Suppose the expression is 𝑥, so

J𝑥KΓ = 𝑥(𝑦). (𝑥<𝑦> | 𝑧<𝑦>)

and
JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ 𝑥(𝑦). (𝑥<𝑦> | 𝑧<𝑦>)

which must have been concluded by [t-in], [t-par] and [t-out]. From the
premise of the latter, we get that JΓK; JΓK ⊢ 𝑥 ∶ ch(𝐵), so it must be the case
that JΓK(𝑥) = 𝐼𝐵, and JΓK contains the type assignment 𝐼𝐵 ↦ (ch(𝐵),∅). By
the translation of Γ, we then have that

J𝑥 ∶ 𝐵, Γ′K = 𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K

where Γ = 𝑥 ∶ 𝐵, Γ′, and 𝑥 ∶ 𝐵, Γ′ ⊢ 𝑥 ∶ 𝐵 can then be concluded by [t-var]
as desired.

• Suppose the expression is 𝑒.𝑝, so

J𝑒.𝑝KΓ𝑧 = (𝛎𝑧′ ∶ 𝐼𝐼𝐴) (J𝑒KΓ𝑧′ | 𝑧′(𝑌).𝑌 ⋅ 𝑝(𝑦). (𝑌 ⋅ 𝑝<𝑦> | 𝑧<𝑦>))

and

JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ (𝛎𝑧′ ∶ 𝐼𝐼𝐴) (J𝑒KΓ𝑧′ | 𝑧′(𝑌).𝑌 ⋅ 𝑝(𝑦). (𝑌 ⋅ 𝑝<𝑦> | 𝑧<𝑦>))

which must have been concluded by [t-res], [t-par], [t-in] and [t-out]. We
omit the full derivation here, but see the corresponding case for the forward
direction.
Our goal is to infer Γ ⊢ 𝑒.𝑝 ∶ 𝐵 using [t-field]. The premises of that rule are
Γ ⊢ 𝑒 ∶ 𝐼𝐴 and Γ(𝐼𝐴)(𝑝) = 𝐵, so we must show that they both are satisfied.
Since one of the premises of [t-par] is JΓK, 𝑧′ ∶ 𝐼𝐼𝐴 ⊢ J𝑒KΓ𝑧′ , by the induction
hypothesis we have that Γ ⊢ 𝑒 ∶ 𝐼𝐴.
In another branch of the derivation tree, JΓK, 𝑌 ∶ 𝐼𝐴, 𝑦 ∶ 𝐵 ⊢ 𝑌 ⋅ 𝑝<𝑦> is
concluded by [t-out] (some unused names are omitted for clarity); its premise
requires that

(JΓK, 𝑌 ∶ 𝐼𝐴, 𝑦 ∶ 𝐵); (JΓK, 𝑌 ∶ 𝐼𝐴, 𝑦 ∶ 𝐵) ⊢ ch(𝐵)
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is concluded by [t-vec1] and [t-vec2]. Hence, JΓK must contain 𝐼𝐴 ↦ (nil, (𝑝 ∶
𝐼𝐵, JΔK2)) and 𝐼𝐵 ↦ (ch(𝐵),∅). Hence, by the encoding of Γ, we have that

J𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′K = 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)), 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K

and clearly (𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′)(𝐼𝐴)(𝑝) = 𝐵. Thus, as all premises of [t-field]
are satisfied, we can conclude that Γ ⊢ 𝑒.𝑝 ∶ 𝐵.

• Suppose the expression is op(𝑒1,… , 𝑒𝑛), so

Jop(𝑒1,… , 𝑒𝑛)KΓ𝑧 = (𝛎𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛)(
J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛 | 𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑧< op(𝑦1,… , 𝑦𝑛)>)

and

JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ (𝛎𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛)(
J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛 | 𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑧< op(𝑦1,… , 𝑦𝑛)>)

which must have been concluded by [t-res]. From its premise, we then have
that

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛

⊢ J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛 | 𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑧< op(𝑦1,… , 𝑦𝑛)>

and by 𝑛 applications of the induction hypothesis (and Lemma 28 to remove
unused names), we have that Γ ⊢ 𝑒𝑖 ∶ 𝐵𝑖, for all 𝑖. Furthermore,

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛 ⊢ 𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑧< op(𝑦1,… , 𝑦𝑛)>

must have been concluded by 𝑛 applications of [t-in], and with

JΓK, 𝑧 ∶ 𝐼𝐵, 𝑦1 ∶ 𝐵1,… , 𝑦𝑛 ∶ 𝐵𝑛 ⊢ 𝑧< op(𝑦1,… , 𝑦𝑛)>

as the premise (we omit the full derivation here, but see the corresponding case
for the forward direction). Its premise then requires that JΓK, 𝑧 ∶ 𝐼𝐵; JΓK; 𝑧 ∶
𝐼𝐵 ⊢ 𝑧 ∶ ch(𝐵) (which follows from the presence of 𝑧 ∶ 𝐼𝐵 in accordance with
our use of interface types for basic types) and of ⊢ op ∶ 𝐵1,… , 𝐵𝑛 → 𝐵. Thus
we can conclude Γ ⊢ op(𝑒1,… , 𝑒𝑛) ∶ 𝐵 by [t-op] as desired.

This concludes the proof for the other direction.
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Lemma 42. Γ ⊢ 𝑆 ⟺ JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟 .

Proof. We have two statements to prove. For both directions, we proceed by induction
on the structure of 𝑆.

For the forward direction, we must show that Γ ⊢ 𝑆 ⟹ JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟 .
We first recall that 𝐼ret ↦ (ch(), ∅) is included in the definition of JΓK.

• Suppose the statement is skip, so Γ ⊢ skip. This must have been concluded
by [t-skip], which is an axiom. By the encoding of statements, we have that

JskipKΓ𝑟 = 𝑟<>

and we can therefore conclude JΓK, 𝑟 ∶ 𝐼ret ⊢ 𝑟<> as desired.

• Suppose the statement is var 𝐵 𝑥 := 𝑒 in 𝑆, so Γ ⊢ var 𝐵 𝑥 := 𝑒 in 𝑆.
This must have been concluded by [t-decv], and from its premise we have that
Γ ⊢ 𝑒 ∶ 𝐵 and Γ, 𝑥 ∶ 𝐵 ⊢ 𝑆. By the encoding of statements, we have that

Jvar 𝐵 𝑥 := 𝑒 in 𝑆KΓ𝑟
= (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).(𝛎𝑥 ∶ 𝐼𝐵 := 𝑦) (J𝑆KΓ,𝑥∶𝐵𝑟 ))

= (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).(𝛎𝑥 ∶ 𝐼𝐵) (𝑥<𝑦> | J𝑆KΓ,𝑥∶𝐵𝑟 ))

By Lemma 41, we have that JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧 and, by the induction hypothesis,
that JΓ, 𝑥 ∶ 𝐵K, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ,𝑥∶𝐵𝑟 . By the encoding of Γ, we have that
JΓ, 𝑥 ∶ 𝐵K = 𝑥 ∶ 𝐼𝐵, JΓK where 𝐼𝐵 ↦ 𝐼𝐵 ∶ (ch(𝐵),∅). We then conclude as
follows:

JΓK, 𝑥 ∶ 𝐼𝐵, 𝑟 ∶ 𝐼ret, 𝑦 ∶ 𝐵 ⊢ 𝑥<𝑦>

by [t-out],
JΓK, 𝑥 ∶ 𝐼𝐵, 𝑟 ∶ 𝐼ret, 𝑦 ∶ 𝐵 ⊢ J𝑆KΓ,𝑥∶𝐵𝑟

by Lemma 27,

JΓK, 𝑥 ∶ 𝐼𝐵, 𝑟 ∶ 𝐼ret, 𝑦 ∶ 𝐵 ⊢ 𝑥<𝑦> | J𝑆KΓ,𝑥∶𝐵𝑟

by [t-par],

JΓK, 𝑟 ∶ 𝐼ret, 𝑦 ∶ 𝐵 ⊢ (𝛎𝑥 ∶ 𝐼𝐵) (𝑥<𝑦> | J𝑆KΓ,𝑥∶𝐵𝑟 )

by [t-res],

JΓK, 𝑟 ∶ 𝐼ret, 𝑧 ∶ 𝐼𝐵 ⊢ 𝑧(𝑦).(𝛎𝑥 ∶ 𝐼𝐵) (𝑥<𝑦> | J𝑆KΓ,𝑥∶𝐵𝑟 )
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by [t-in] and Lemma 27,

JΓK, 𝑟 ∶ 𝐼ret, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧

by Lemma 27

JΓK, 𝑟 ∶ 𝐼ret, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧 | 𝑧(𝑦).(𝛎𝑥 ∶ 𝐼𝐵) (𝑥<𝑦> | J𝑆KΓ,𝑥∶𝐵𝑟 )

by [t-par], and finally

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).(𝛎𝑥 ∶ 𝐼𝐵) (𝑥<𝑦> | J𝑆KΓ,𝑥∶𝐵𝑟 ))

by [t-res], as desired.

• Suppose the statement is 𝑥 := 𝑒, so Γ ⊢ 𝑥 := 𝑒. This must have been con-
cluded by [t-assv], and from its premise we have that Γ ⊢ 𝑒 ∶ 𝐵 and Γ ⊢ 𝑥 ∶ 𝐵
By the encoding of statements, we have that

J𝑥 := 𝑒KΓ𝑟 = (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).𝑥 ◁ <𝑦>.𝑟<>)
= (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).𝑥(𝑤). (𝑥<𝑦> | 𝑟<>))

for some unused name 𝑤. By Lemma 41 we have that JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧 , and
so

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).𝑥(𝑤). (𝑥<𝑦> | 𝑟<>))

can be easily shown by rules [t-in], [t-out], [t-par] and concluded by [t-res],
if we can show that JΓK; JΓK ⊢ 𝑥 ∶ ch(𝐵), to be concluded by [t-vec2] for the
premise of [t-in] and [t-out].
We show this as follows: Since we know that Γ ⊢ 𝑥 ∶ 𝐵, then we also know
that Γ can be expanded as Γ = (𝑥 ∶ 𝐵), Γ′. By the encoding of Γ, we have that

J(𝑥 ∶ 𝐵), Γ′K = 𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K

and hence

(𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K)(𝑥) = 𝐼𝐵

(𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K)(𝐼𝐵) = (ch(𝐵),∅)
fst(ch(𝐵),∅) = ch(𝐵)

and thus

(𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K); (𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K) ⊢ 𝑥 ∶ ch(𝐵)

can indeed be concluded by [t-vec2], as required.
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• Suppose the statement is this.𝑝 = 𝑒, so Γ ⊢ this.𝑝 = 𝑒. This must have
been concluded by [t-assf], and from its premise we have that Γ ⊢ this.𝑝 ∶ 𝐵
and Γ ⊢ 𝑒 ∶ 𝐵. By the encoding of statements, we have that

Jthis.𝑝 := 𝑒KΓ𝑟
= (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).this ▷ (𝑌).𝑌 ⋅ 𝑝◁ <𝑦>.𝑟<>)
= (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).this(𝑌). (this<𝑌> | 𝑌 ⋅ 𝑝◁ <𝑦>.𝑟<>))
= (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).this(𝑌). (this<𝑌> | 𝑌 ⋅ 𝑝(𝑤). (𝑌 ⋅ 𝑝<𝑦> | 𝑟<>)))

and, by Lemma 41, we have that JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧 . As in the case for 𝑥 := 𝑒
above, it is then straightforward to show that

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑧 ∶ 𝐼𝐵)(J𝑒KΓ𝑧 | 𝑧(𝑦).this(𝑌)

. (this<𝑌> | 𝑌 ⋅ 𝑝(𝑤). (𝑌 ⋅ 𝑝<𝑦> | 𝑟<>)))

by rules [t-in], [t-out], [t-par] and concluded by [t-res], if we can show
that

JΓK; JΓK ⊢ this ∶ ch(𝐼𝐴)
(JΓK, 𝑌 ∶ 𝐼𝐴); (JΓK, 𝑌 ∶ 𝐼𝐴) ⊢ 𝑌 ⋅ 𝑝 ∶ ch(𝐵)

We show this as follows: Γ ⊢ this.𝑝 ∶ 𝐵 must have been concluded by
[t-field], and from its premise we know that Γ ⊢ this ∶ 𝐼𝐴 and Γ(𝐼𝐴)(𝑝) = 𝐵.
Thus we know that Γ can be expanded as

Γ = this ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′

and by the encoding for Γ, we have that

Jthis ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′K
= this ∶ 𝐼𝐼𝐴, 𝐼𝐼𝐴 ∶ (ch(𝐼𝐴), ∅), 𝐼𝐴 ∶ (nil, J𝑝 ∶ 𝐵, ΔK2), J𝑝 ∶ 𝐵, ΔK3, JΓ′K
= this ∶ 𝐼𝐼𝐴, 𝐼𝐼𝐴 ∶ (ch(𝐼𝐴), ∅), 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)),

𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K

Hence, we can conclude:

(this ∶ 𝐼𝐼𝐴, 𝐼𝐼𝐴 ∶ (ch(𝐼𝐴), ∅), 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)),
𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K)(this)

= 𝐼𝐼𝐴
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and

(this ∶ 𝐼𝐼𝐴, 𝐼𝐼𝐴 ∶ (ch(𝐼𝐴), ∅), 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)),
𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K)(𝐼𝐼𝐴)

= (ch(𝐼𝐴), ∅)

and fst(ch(𝐼𝐴), ∅) = ch(𝐼𝐴) by [t-vec2]. Thus

this(𝑌). (this<𝑌> | 𝑌 ⋅ 𝑝(𝑤). (𝑌 ⋅ 𝑝<𝑦> | 𝑟<>))

can be typed by [t-in], and with the continuation typed as

JΓK, 𝑟 ∶ 𝐼ret, 𝑌 ∶ 𝐼𝐴 ⊢ this<𝑌> | 𝑌 ⋅ 𝑝(𝑤). (𝑌 ⋅ 𝑝<𝑦> | 𝑟<>)

Now, what remains to show is that (JΓK, 𝑌 ∶ 𝐼𝐴); JΓK, 𝑌 ∶ 𝐼𝐴 ⊢ 𝑌 ⋅ 𝑝 ∶ ch(𝐵).
Like before, we get

(this ∶ 𝐼𝐼𝐴, 𝐼𝐼𝐴 ∶ (ch(𝐼𝐴), ∅), 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)),
𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K, 𝑌 ∶ 𝐼𝐴)(𝑌)

= 𝐼𝐴

and

(this ∶ 𝐼𝐼𝐴, 𝐼𝐼𝐴 ∶ (ch(𝐼𝐴), ∅), 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)),
𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K, 𝑌 ∶ 𝐼𝐴)(𝐼𝐴)

= (nil, (𝑝 ∶ 𝐼𝐵, JΔK2))

and snd(nil, (𝑝 ∶ 𝐼𝐵, JΔK2)) = (𝑝 ∶ 𝐼𝐵, JΔK2), which satisfies the first premise
of [t-vec1]. For the second premise, we must conclude JΓK; (𝑝 ∶ 𝐼𝐵, JΔK2) ⊢
𝑝 ∶ ch(𝐵). We have that

(𝑝 ∶ 𝐼𝐵, JΔK2)(𝑝) = 𝐼𝐵

and

(this ∶ 𝐼𝐼𝐴, 𝐼𝐼𝐴 ∶ (ch(𝐼𝐴), ∅), 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)),
𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K, 𝑌 ∶ 𝐼𝐴)(𝐼𝐵)

= (ch(𝐵),∅)

and fst(ch(𝐵),∅) = ch(𝐵) as required for [t-vec1]. Thus

JΓK, 𝑌 ∶ 𝐼𝐴, 𝑦 ∶ 𝐵 ⊢ 𝑌 ⋅ 𝑝<𝑦>

can be concluded by [t-out], as required.
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• Suppose the statement is 𝑆1;𝑆2, so Γ ⊢ 𝑆1;𝑆2. This must have been concluded
by [t-seq], and from its premise we have that Γ ⊢ 𝑆1 and Γ ⊢ 𝑆2. By the
encoding of statements, we have that

J𝑆1;𝑆2KΓ𝑟2 = (𝛎𝑟1 ∶ 𝐼ret) (J𝑆1KΓ𝑟1 | 𝑟1().J𝑆2KΓ𝑟2)

and by the induction hypothesis we have that JΓK, 𝑟1 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟1 and JΓK, 𝑟2 ∶
𝐼ret ⊢ J𝑆KΓ𝑟2 . Thus we can conclude the following:

JΓK, 𝑟1 ∶ 𝐼ret, 𝑟2 ∶ 𝐼ret ⊢ 𝑟1().J𝑆2KΓ𝑟2 by [t-in]
JΓK, 𝑟1 ∶ 𝐼ret, 𝑟2 ∶ 𝐼ret ⊢ J𝑆1KΓ𝑟1 | 𝑟1().J𝑆2KΓ𝑟2 by [t-par]

JΓK, 𝑟2 ∶ 𝐼ret ⊢ (𝛎𝑟1 ∶ 𝐼ret) (J𝑆1KΓ𝑟1 | 𝑟1().J𝑆2KΓ𝑟2) by [t-res]

as desired.

• Suppose the statement is if 𝑒 then 𝑆T else 𝑆F, so

Γ ⊢ if 𝑒 then 𝑆T else 𝑆F

This must have been concluded by [t-if], and from its premise we have that
Γ ⊢ 𝑒 ∶ bool, Γ ⊢ 𝑆T, and Γ ⊢ 𝑆F. By the encoding of statements, we have that

Jif 𝑒 then 𝑆T else 𝑆FKΓ𝑟
= (𝛎𝑧 ∶ 𝐼bool) (J𝑒KΓ𝑧 | 𝑧(𝑦).if 𝑦 then J𝑆TKΓ𝑟 else J𝑆FKΓ𝑟 )
= (𝛎𝑧 ∶ 𝐼bool) (J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆TKΓ𝑟 + [𝑦 = F]J𝑆FKΓ𝑟 ))

where we know that 𝑧, 𝑦#J𝑆TKΓ𝑟 , J𝑆FKΓ𝑟 . Furthermore, by the induction hypothe-
sis, we have that JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑆TKΓ𝑟 and JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑆FKΓ𝑟 ; furthermore, by
Lemma 41, we have that JΓK, 𝑧 ∶ 𝐼bool ⊢ J𝑒KΓ𝑧 . After an application of Lemma 27
to add the type entries 𝑧 ∶ 𝐼bool, 𝑦 ∶ bool, we can then conclude the following:

JΓK, 𝑟 ∶ 𝐼ret, 𝑧 ∶ 𝐼bool, 𝑦 ∶ bool ⊢ [𝑦 = T]J𝑆TKΓ𝑟 + [𝑦 = F]J𝑆FKΓ𝑟

by [t-sum],

JΓK, 𝑟 ∶ 𝐼ret, 𝑧 ∶ 𝐼bool ⊢ 𝑧(𝑦).([𝑦 = T]J𝑆TKΓ𝑟 + [𝑦 = F]J𝑆FKΓ𝑟 )

by [t-in],

JΓK, 𝑟 ∶ 𝐼ret, 𝑧 ∶ 𝐼bool ⊢ J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆TKΓ𝑟 + [𝑦 = F]J𝑆FKΓ𝑟 )

by [t-par], and finally

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑧 ∶ 𝐼bool)(J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆TKΓ𝑟 + [𝑦 = F]J𝑆FKΓ𝑟 ))

by [t-res], as desired.
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• Suppose the statement is while 𝑒 do 𝑆, so Γ ⊢ while 𝑒 do 𝑆. This must
have been concluded by [t-while], and from its premise we have that Γ ⊢ 𝑒 ∶
bool and Γ ⊢ 𝑆. By the encoding of statements, we have that

Jwhile 𝑒 do 𝑆KΓ𝑟

= (𝛎𝑟′ ∶ 𝐼ret)(𝑟′<> | !𝑟′().(𝛎𝑧 ∶ 𝐼bool)

(J𝑒KΓ𝑧 | 𝑧(𝑦).if 𝑦 then J𝑆KΓ𝑟′ else 𝑟<>))

= (𝛎𝑟′ ∶ 𝐼ret)(𝑟′<> | !𝑟′().(𝛎𝑧 ∶ 𝐼bool)

(J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>)))

where we know that 𝑧, 𝑦#J𝑆KΓ𝑟′ , and 𝑟′#J𝑒KΓ𝑧 . Furthermore, by the induction
hypothesis, we have that JΓK, 𝑟′ ∶ 𝐼ret ⊢ J𝑆KΓ𝑟′ and, by Lemma 41, that JΓK, 𝑧 ∶
𝐼bool ⊢ J𝑒KΓ𝑧 . After an application of Lemma 27 to add the type entries 𝑟′ ∶
𝐼ret, 𝑧 ∶ 𝐼bool, 𝑦 ∶ bool, we can then conclude the following:

JΓK, 𝑟 ∶ 𝐼ret, 𝑟′ ∶ 𝐼ret, 𝑧 ∶ 𝐼bool, 𝑦 ∶ bool ⊢ 𝑟<>

by [t-out],

JΓK, 𝑟 ∶ 𝐼ret, 𝑟′ ∶ 𝐼ret, 𝑧 ∶ 𝐼bool, 𝑦 ∶ bool ⊢ [𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>

by [t-sum],

JΓK, 𝑟 ∶ 𝐼ret, 𝑟′ ∶ 𝐼ret, 𝑧 ∶ 𝐼bool ⊢ 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>)

by [t-in],

JΓK, 𝑟 ∶ 𝐼ret, 𝑟′ ∶ 𝐼ret, 𝑧 ∶ 𝐼bool ⊢ J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>)

by [t-par],

JΓK, 𝑟 ∶ 𝐼ret, 𝑟′ ∶ 𝐼ret ⊢ (𝛎𝑧 ∶ 𝐼bool) (J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>))

by [t-res],

JΓK, 𝑟 ∶ 𝐼ret, 𝑟′ ∶ 𝐼ret ⊢ 𝑟′().(𝛎𝑧 ∶ 𝐼bool)

(J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>))

by [t-in],

JΓK, 𝑟 ∶ 𝐼ret, 𝑟′ ∶ 𝐼ret ⊢ !𝑟′().(𝛎𝑧 ∶ 𝐼bool)
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(J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>))

by [t-rep],
JΓK, 𝑟 ∶ 𝐼ret, 𝑟′ ∶ 𝐼ret ⊢ 𝑟′<>

by [t-out],

JΓK, 𝑟 ∶ 𝐼ret, 𝑟′ ∶ 𝐼ret ⊢ 𝑟′<> | !𝑟′().(𝛎𝑧 ∶ 𝐼bool)

(J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>))

by [t-par], and finally

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑟′ ∶ 𝐼ret)(𝑟′<> | !𝑟′().(𝛎𝑧 ∶ 𝐼bool)

(J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>)))

by [t-res], as desired.

• Suppose the statement is call 𝑒.𝑓( ̃𝑒), so Γ ⊢ call 𝑒.𝑓( ̃𝑒). This must have
been concluded by [t-call], and from its premise we have that

Γ ⊢ 𝑒 ∶ 𝐼𝐴
Γ ⊢ 𝑒1 ∶ 𝐵1
⋮

Γ ⊢ 𝑒𝑛 ∶ 𝐵𝑛
Γ(𝐼𝐴)(𝑓) = proc(𝐵1,… , 𝐵𝑛)

By the encoding of statements, we have that

Jcall 𝑒.𝑓( ̃𝑒)KΓ𝑟

= (𝛎𝑎 ∶ 𝐼𝐼𝐴, ̃𝑧 ∶ 𝐼𝐵)(J𝑒KΓ𝑎 | J ̃𝑒KΓ𝑧 | 𝑎(𝑌).𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑌 ⋅ 𝑓<𝑟, 𝑦1,… , 𝑦𝑛>)

where J ̃𝑒KΓ𝑧 = J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛 and ̃𝑧 ∶ 𝐼𝐵 = 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛 for
brevity. By Lemma 41, we have that JΓK, 𝑎 ∶ 𝐼𝐼𝐴 ⊢ J𝑒KΓ𝑎 and that JΓK, 𝑧𝑖 ∶ 𝐼𝐵𝑖 ⊢
J𝑒𝑖KΓ𝑧𝑖 , for all 𝑖 = 1,… , 𝑛. Hence, we can immediately conclude

JΓK, 𝑟 ∶ 𝐼ret, 𝑎 ∶ 𝐼𝐼𝐴, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛 ⊢ J𝑒KΓ𝑎 | J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛

by using rule [t-par] and with Lemma 27 used to add the assumption 𝑟 ∶ 𝐼ret
(since we know that 𝑟#J𝑒KΓ𝑎 , J ̃𝑒KΓ𝑧 ).
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What remains to be shown is that also

JΓK, 𝑟 ∶ 𝐼ret, 𝑎 ∶ 𝐼𝐼𝐴, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛

⊢ 𝑎(𝑌).𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑌 ⋅ 𝑓<𝑟, 𝑦1,… , 𝑦𝑛>

which is shown by using rule [t-in], until we are left with the final premise to
show, which is:

JΓK, 𝑟 ∶ 𝐼ret, 𝑎 ∶ 𝐼𝐼𝐴, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛, 𝑌 ∶ 𝐼𝐴, 𝑦1 ∶ 𝐵1,… , 𝑦𝑛 ∶ 𝐵𝑛
⊢ 𝑌 ⋅ 𝑓<𝑟, 𝑦1,… , 𝑦𝑛>

From Γ(𝐼𝐴)(𝑓) = proc(𝐵1,… , 𝐵𝑛) we know that Γ can be expanded as

Γ = 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′

and by the encoding of Γ we have that

J𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′K
= 𝐼𝐴 ∶ (nil, (J𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), ΔK2)), J𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), ΔK3, JΓ′K
= 𝐼𝐴 ∶ (nil, (𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2)),

𝐼𝐵1,…,𝐵𝑛 ∶ (ch(𝐼ret, 𝐵1,… , 𝐵𝑛), ∅), JΔK3, JΓ′K

Hence, we can conclude

JΓK,… , 𝑌 ∶ 𝐼𝐴; JΓK,… , 𝑌 ∶ 𝐼𝐴 ⊢ 𝑌 ⋅ 𝑓 ∶ ch(𝐼ret, 𝐵1,… , 𝐵𝑛)

by [t-vec1] (and [t-vec2] for its premise), and then

JΓK, 𝑟 ∶ 𝐼ret, 𝑎 ∶ 𝐼𝐼𝐴, 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛,
𝑌 ∶ 𝐼𝐴, 𝑦1 ∶ 𝐵1,… , 𝑦𝑛 ∶ 𝐵𝑛 ⊢ 𝑌 ⋅ 𝑓<𝑟, 𝑦1,… , 𝑦𝑛>

by [t-out]. At last, we can therefore conclude

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑎 ∶ 𝐼𝐼𝐴, ̃𝑧 ∶ 𝐼𝐵)(J𝑒KΓ𝑎 | J ̃𝑒KΓ𝑧

| 𝑎(𝑌).𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑌 ⋅ 𝑓<𝑟, 𝑦1,… , 𝑦𝑛>)

by [t-par] and then [t-res], as desired.

This concludes the proof for the forward direction.
For the other direction, we must show that JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟 ⟹ Γ ⊢ 𝑆 and

again the proof is by induction on 𝑆.
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• Suppose the statement is skip and JΓK, 𝑟 ∶ 𝐼ret ⊢ JskipKΓ𝑟 . Then Γ ⊢ skip
holds for any Γ by [t-skip], as desired.

• Suppose the statement is var 𝐵 𝑥 := 𝑒 in 𝑆, and

JΓK, 𝑟 ∶ 𝐼ret ⊢ Jvar 𝐵 𝑥 := 𝑒 in 𝑆K

Then

Jvar 𝐵 𝑥 := 𝑒 in 𝑆KΓ𝑟
= (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).(𝛎𝑥 ∶ 𝐼𝐵) (𝑥<𝑦> | J𝑆KΓ,𝑥∶𝐵𝑟 ))

Our goal is to infer Γ ⊢ var 𝐵 𝑥 := 𝑒 in 𝑆 using [t-decv]. Thus, we must
show that the premises of that rule, namely Γ ⊢ 𝑒 ∶ 𝐵 and Γ, 𝑥 ∶ 𝐵 ⊢ 𝑆, can be
satisfied.
We know that

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).(𝛎𝑥 ∶ 𝐼𝐵) (𝑥<𝑦> | J𝑆KΓ,𝑥∶𝐵𝑟 ))

which must have been concluded by [t-res], [t-par], [t-in], [t-res] again,
[t-par] again, and finally [t-out]. We omit the full derivation here, but see
the corresponding case in the proof for the forward direction.
From their respective premises, we get that JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧 and JΓK, 𝑥 ∶
𝐼𝐵, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟 . By Lemma 41, the former implies that Γ ⊢ 𝑒 ∶ 𝐵. The
latter implies that JΓK contains an interface definition for 𝐼𝐵 of the form 𝐼𝐵 ↦
(ch(𝐵),∅); by the encoding for Γ, we have that

JΓK, 𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), 𝑟 ∶ 𝐼ret = JΓ, 𝑥 ∶ 𝐵K, 𝑟 ∶ 𝐼ret

and thus JΓ, 𝑥 ∶ 𝐵K, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟 . By the induction hypothesis, Γ, 𝑥 ∶ 𝐵 ⊢ 𝑆;
We can then conclude Γ ⊢ var 𝐵 𝑥 := 𝑒 in 𝑆 by [t-decv], as desired.

• Suppose the statement is 𝑥 := 𝑒, and JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑥 := 𝑒KΓ𝑟 . Then

J𝑥 := 𝑒KΓ𝑟 = (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).𝑥(𝑤). (𝑥<𝑦> | 𝑟<>))

Our goal is to conclude by [t-assv], thus we must show that its premises can
be satisfied, which are Γ ⊢ 𝑥 ∶ 𝐵 and Γ ⊢ 𝑒 ∶ 𝐵.
We know that

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).𝑥(𝑤). (𝑥<𝑦> | 𝑟<>))
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which must have been concluded by [t-res], [t-par], [t-in] (twice) and then
[t-par] and [t-out]. We omit the full derivation here, but see the corresponding
case in the proof for the forward direction. However, in brief, we infer from
the entry 𝑧 ∶ 𝐼𝐵 that 𝑥 must be typable as ch(𝐵). In particular, we get that JΓK
can be expanded as JΓ′K, 𝑥 ∶ 𝐼𝐵 (since 𝑥 is free in the above process). Then
JΓ′K, 𝑥 ∶ 𝐼𝐵, 𝑦 ∶ 𝐵 ⊢ 𝑥<𝑦>, which was concluded by [t-out], and for its
premise that

(JΓ′K, 𝑥 ∶ 𝐼𝐵); (JΓ′K, 𝑥 ∶ 𝐼𝐵) ⊢ 𝑥 ∶ ch(𝐵)

which was concluded by [t-vec2]. This, in turn, requires that JΓ′K must contain
𝐼𝐵 ↦ (ch(𝐵),∅), and, by the encoding for Γ, we have that

JΓ′K, 𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), 𝑟 ∶ 𝐼ret = JΓ′, 𝑥 ∶ 𝐵K, 𝑟 ∶ 𝐼ret

hence, Γ = Γ′, 𝑥 ∶ 𝐵, and clearly Γ′, 𝑥 ∶ 𝐵 ⊢ 𝑥 ∶ 𝐵 by [t-var].
Furthermore, from the premise of [t-res] and [t-par], we have JΓK, 𝑧 ∶ 𝐼𝐵 ⊢
J𝑒KΓ𝑧 that, by Lemma 41, implies Γ ⊢ 𝑒 ∶ 𝐵. Thus we can conclude Γ ⊢ 𝑥 := 𝑒
by [t-assv], as desired.

• Suppose the statement is this.𝑝 := 𝑒, and JΓK, 𝑟 ∶ 𝐼ret ⊢ Jthis.𝑝 := 𝑒KΓ𝑟 .
Then

Jthis.𝑝 := 𝑒KΓ𝑟
= (𝛎𝑧 ∶ 𝐼𝐵) (J𝑒KΓ𝑧 | 𝑧(𝑦).this(𝑌). (this<𝑌> | 𝑌 ⋅ 𝑝(𝑤). (𝑌 ⋅ 𝑝<𝑦> | 𝑟<>)))

Our goal is to conclude by [t-assf], thus we must show that its premises can
be satisfied, which are Γ ⊢ this.𝑝 ∶ 𝐵 and Γ ⊢ 𝑒 ∶ 𝐵.
We know that

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑧 ∶ 𝐼𝐵)(J𝑒KΓ𝑧 | 𝑧(𝑦).this(𝑌)

. (this<𝑌> | 𝑌 ⋅ 𝑝(𝑤). (𝑌 ⋅ 𝑝<𝑦> | 𝑟<>)))

which must have been concluded by [t-res], [t-par], [t-in] and [t-out]. We
omit the full derivation here, but see the corresponding case in the proof for the
forward direction. However, in brief, we infer from the entry 𝑧 ∶ 𝐼𝐵 that 𝑦must
have type 𝐵, and therefore 𝑌 ⋅ 𝑝 must be typable as ch(𝐵), which is required
to type the output 𝑌 ⋅ 𝑝<𝑦>. This, in turn, requires that this has a type 𝐼𝐴,
which must have an interface definition of the form 𝐼𝐴 ↦ (nil, (𝑝 ∶ 𝐼𝐵, Δ)) for
some Δ. Thus we get that JΓK = this ∶ 𝐼𝐼𝐴, 𝐼𝐼𝐴 ∶ (ch(𝐴),∅), 𝐼𝐴 ∶ (nil, (𝑝 ∶
𝐼𝐵, JΔK2)), 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K and, by the translation for Γ, we have
that

this ∶ 𝐼𝐼𝐴, 𝐼𝐼𝐴 ∶ (ch(𝐼𝐴), ∅), 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)),
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𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K
= Jthis ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′K

so Γ = this ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′. Then this ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′ ⊢
this.𝑝 ∶ 𝐵 can be concluded by [t-field].
Like in the previous case, from the premise of [t-res] and [t-par], we have
that JΓK, 𝑧 ∶ 𝐼𝐵 ⊢ J𝑒KΓ𝑧 and, by Lemma 41, Γ ⊢ 𝑒 ∶ 𝐵. Thus we can conclude
Γ ⊢ this.𝑝 := 𝑒 by [t-assf], as desired.

• Suppose the statement is 𝑆1;𝑆2, and JΓK, 𝑟2 ∶ 𝐼ret ⊢ J𝑆1;𝑆2KΓ𝑟2 . Then

J𝑆1;𝑆2KΓ𝑟2 = (𝛎𝑟1 ∶ 𝐼ret) (J𝑆1KΓ𝑟1 | 𝑟1().J𝑆2KΓ𝑟2)

Our goal is to conclude by [t-seq], thus we must show that its premises can be
satisfied, which are Γ ⊢ 𝑆1 and Γ ⊢ 𝑆𝑆.
We know that

JΓK, 𝑟2 ∶ 𝐼ret ⊢ (𝛎𝑟1 ∶ 𝐼ret) (J𝑆1KΓ𝑟1 | 𝑟1().J𝑆2KΓ𝑟2)

which must have been concluded by [t-res] and [t-par], and with the premises:

JΓK, 𝑟1 ∶ 𝐼ret, 𝑟2 ∶ 𝐼ret ⊢ J𝑆1KΓ𝑟1 JΓK, 𝑟1 ∶ 𝐼ret, 𝑟2 ∶ 𝐼ret ⊢ 𝑟1().J𝑆2KΓ𝑟2

By applying [t-in] to the latter, we also know that JΓK, 𝑟1 ∶ 𝐼ret, 𝑟2 ∶ 𝐼ret ⊢ J𝑆2KΓ𝑟2 .
Then, after removing the unused type assumptions by Lemma 28 and by two
applications of the induction hypothesis, we have the desired Γ ⊢ 𝑆1 and
Γ ⊢ 𝑆2.

• Suppose the statement is if 𝑒 then 𝑆T else 𝑆F, and

JΓK, 𝑟 ∶ 𝐼ret ⊢ Jif 𝑒 then 𝑆T else 𝑆FKΓ𝑟

Then

Jif 𝑒 then 𝑆T else 𝑆FKΓ𝑟
= (𝛎𝑧 ∶ 𝐼bool) (J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆TKΓ𝑟 + [𝑦 = F]J𝑆FKΓ𝑟 ))

Our goal is to conclude by [t-if], thus we must show that its premises can be
satisfied, which are Γ ⊢ 𝑒 ∶ bool and Γ ⊢ 𝑆T and Γ ⊢ 𝑆F.
We know that

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑧 ∶ 𝐼bool) (J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆TKΓ𝑟 + [𝑦 = F]J𝑆FKΓ𝑟 ))
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must then have been concluded by [t-res], [t-par], [t-in] and [t-sum] (see the
derivation in the corresponding forward case). From their respective premises,
we get that JΓK, 𝑧 ∶ 𝐼bool ⊢ J𝑒KΓ𝑧 and JΓK, 𝑟 ∶ 𝐼ret ⊢ J𝑆TKΓ𝑟 and JΓK, 𝑟 ∶ 𝐼ret ⊢
J𝑆FKΓ𝑟 . Respectively by Lemma 41 and by two applications of the induction
hypothesis, these imply the desired Γ ⊢ 𝑒 ∶ bool, Γ ⊢ 𝑆T and Γ ⊢ 𝑆F.

• Suppose the statement is while 𝑒 do 𝑆, and JΓK, 𝑟 ∶ 𝐼ret ⊢ Jwhile 𝑒 do 𝑆KΓ𝑟 .
Then

Jwhile 𝑒 do 𝑆KΓ𝑟

= (𝛎𝑟′ ∶ 𝐼ret)(𝑟′<>

| !𝑟′().(𝛎𝑧 ∶ 𝐼bool) (J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>)))

Our goal is to conclude by [t-while], thus we must show that its premises can
be satisfied, which are Γ ⊢ 𝑒 ∶ bool and Γ ⊢ 𝑆.
We know that

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑟′ ∶ 𝐼ret)(𝑟′<> | !𝑟′().(𝛎𝑧 ∶ 𝐼bool)

(J𝑒KΓ𝑧 | 𝑧(𝑦).([𝑦 = T]J𝑆KΓ𝑟′ + [𝑦 = F]𝑟<>)))

must have been concluded by [t-res], [t-par], [t-out], [t-rep], [t-in] and
[t-sum]. We omit the full derivation here, but see the corresponding case in
the proof for the forward direction.
From the respective premises of these rules, we get that JΓK, 𝑧 ∶ 𝐼bool ⊢ J𝑒KΓ𝑧
and JΓK, 𝑟′ ∶ 𝐼ret ⊢ J𝑆KΓ𝑟′ , and with unused type assumptions removed by
Lemma 28. Again by Lemma 41 and by the induction hypothesis, these allow
us to conclude.

• Suppose the statement is call 𝑒.𝑓( ̃𝑒), and JΓK, 𝑟 ∶ 𝐼ret ⊢ Jcall 𝑒.𝑓( ̃𝑒)KΓ𝑟 .
Then

Jcall 𝑒.𝑓( ̃𝑒)KΓ𝑟

= (𝛎𝑎 ∶ 𝐼𝐼𝐴, ̃𝑧 ∶ 𝐼𝐵)(J𝑒KΓ𝑎 | J ̃𝑒KΓ𝑧 | 𝑎(𝑌).𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑌 ⋅ 𝑓<𝑟, 𝑦1,… , 𝑦𝑛>)

where J ̃𝑒KΓ𝑧 = J𝑒1KΓ𝑧1 | … | J𝑒𝑛KΓ𝑧𝑛 and ̃𝑧 ∶ 𝐼𝐵 = 𝑧1 ∶ 𝐼𝐵1,… , 𝑧𝑛 ∶ 𝐼𝐵𝑛 for
brevity.
Our goal is to conclude by [t-call], and to do that, we must satisfy its premises,
which are

Γ ⊢ 𝑒 ∶ 𝐵 Γ ⊢ ̃𝑒 ∶ 𝐵 Γ(𝐼𝐴)(𝑓) = proc(𝐵)
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We have that

JΓK, 𝑟 ∶ 𝐼ret ⊢ (𝛎𝑎 ∶ 𝐼𝐼𝐴, ̃𝑧 ∶ 𝐼𝐵)(J𝑒KΓ𝑎 | J ̃𝑒KΓ𝑧

| 𝑎(𝑌).𝑧1(𝑦1)…𝑧𝑛(𝑦𝑛).𝑌 ⋅ 𝑓<𝑟, 𝑦1,… , 𝑦𝑛>)

must have been concluded by [t-res], [t-par], [t-in] and [t-out]. We omit
the full derivation here, but see the corresponding case in the proof for the
forward direction. From their respective premises, we get that

JΓK, 𝑎 ∶ 𝐼𝐼𝐴 ⊢ J𝑒KΓ𝑎
JΓK, 𝑧1 ∶ 𝐼𝐵1 ⊢ J𝑒1KΓ𝑧1

⋮
JΓK, 𝑧𝑛 ∶ 𝐼𝐵𝑛 ⊢ J𝑒𝑛KΓ𝑧𝑛

and that JΓK, 𝑟 ∶ 𝐼ret, 𝑌 ∶ 𝐼𝐴, 𝑦1 ∶ 𝐵1,… , 𝑦𝑛 ∶ 𝐵𝑛 ⊢ 𝑌 ⋅ 𝑓<𝑟, 𝑦1,… , 𝑦𝑛>,
with unused type assumptions removed by Lemma 28. This must have been
concluded by [t-out], and from its premise we then get that

(JΓK, 𝑟 ∶ 𝐼ret, 𝑌 ∶ 𝐼𝐴, 𝑦1 ∶ 𝐵1,… , 𝑦𝑛 ∶ 𝐵𝑛);
(JΓK, 𝑟 ∶ 𝐼ret, 𝑌 ∶ 𝐼𝐴, 𝑦1 ∶ 𝐵1,… , 𝑦𝑛 ∶ 𝐵𝑛) ⊢ 𝑌 ⋅ 𝑓 ∶ ch(𝐼ret, 𝐵1,… , 𝐵𝑛)

which was concluded by [t-vec1] and [t-vec2]. Again, we omit the full deriva-
tion here, since it appears in the forward case. However, it requires that JΓK
must contain a type definition for 𝐼𝐴, i.e.:

JΓK = 𝐼𝐴 ∶ (nil, (𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2)),
𝐼𝐵1,…,𝐵𝑛 ∶ (ch(𝐼ret, 𝐵1,… , 𝐵𝑛), ∅), JΔK3, JΓ′K

and by the encoding of Γ, we have that

J𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′K
= 𝐼𝐴 ∶ (nil, (J𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), ΔK2)),

J𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), ΔK3, JΓ′K
= 𝐼𝐴 ∶ (nil, (𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2)),

𝐼𝐵1,…,𝐵𝑛 ∶ (ch(𝐼ret, 𝐵1,… , 𝐵𝑛), ∅), JΔK3, JΓ′K

Thus, Γ can be written as Γ = 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′, and clearly

(𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′)(𝐼𝐴)(𝑓) = proc(𝐵1,… , 𝐵𝑛)
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Furthermore, by using Lemma 41, we conclude the desired

Γ ⊢ 𝑒 ∶ 𝐼𝐴
Γ ⊢ 𝑒1 ∶ 𝐵1
⋮

Γ ⊢ 𝑒𝑛 ∶ 𝐵𝑛

This concludes the proof for the other direction.

Lemma 43. Assume Γ(𝐴) = 𝐼𝐴. Then Γ ⊢𝐴 env𝑀 ⟺ JΓK ⊢ Jenv𝑀KΓ𝐴.

Proof. We have two directions to show. For both, we proceed by induction on the
structure of env𝑀 . For the forward direction, we must show that Γ ⊢𝐴 env𝑀 ⟹
JΓK ⊢ Jenv𝑀KΓ𝐴.

• Suppose env𝑀 = env∅𝑀 . Then Γ ⊢𝐴 env∅𝑀 was concluded by [t-env∅], which
is an axiom. The translation for environments then yields Jenv∅𝑀KΓ𝐴 = 𝟎, and
JΓK ⊢ 𝟎 can then be concluded by [t-nil] for any type environment JΓK.

• Suppose env𝑀 = (𝑓, ( ̃𝑥, 𝑆)), env′𝑀 . Then Γ ⊢𝐴 (𝑓, ( ̃𝑥, 𝑆)), env′𝑀 must have
been concluded by [t-env𝑀], and from its premise we have that

Γ(𝐼𝐴)(𝑓) = proc(𝐵) Γ, this ∶ 𝐼𝐴, ̃𝑥 ∶ 𝐵 ⊢ 𝑆 Γ ⊢𝐴 env′𝑀

By the translation for environments, we have that

J(𝑓, ( ̃𝑥, 𝑆)), env′𝑀KΓ𝐴
= Jenv′𝑀KΓ𝐴 | !𝐴 ⋅ 𝑓(𝑟, ̃𝑎).(𝛎 ̃𝑥 ∶ 𝐼𝐵 := ̃𝑎)(𝛎this ∶ 𝐼𝐼𝐴 := 𝐴) (J𝑆KΓ𝑟 )
= Jenv′𝑀KΓ𝐴 | !𝐴 ⋅ 𝑓(𝑟, ̃𝑎).(𝛎𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, this ∶ 𝐼𝐼𝐴)

(𝑥1<𝑎1> | … | 𝑥𝑛<𝑎𝑛> | this<𝐴> | J𝑆KΓ𝑟 )

where Γ(𝐴) = 𝐼𝐴 and Γ(𝐼𝐴)(𝑓) = proc(𝐵). By the induction hypothesis, we
have that JΓK ⊢ Jenv𝑀KΓ𝐴. Thus, to allow us to conclude by [t-par], what
remains to be shown is that

JΓK ⊢ !𝐴 ⋅ 𝑓(𝑟, ̃𝑎).(𝛎𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, this ∶ 𝐼𝐼𝐴)
(𝑥1<𝑎1> | … | 𝑥𝑛<𝑎𝑛> | this<𝐴> | J𝑆KΓ𝑟 )

We note that

JΓK, 𝑟 ∶ 𝐼ret, 𝑎1 ∶ 𝐵1,… , 𝑎𝑛 ∶ 𝐵𝑛, 𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, this ∶ 𝐼𝐼𝐴

⊢ 𝑥1<𝑎1> | … | 𝑥𝑛<𝑎𝑛> | this<𝐴>
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easily holds by using [t-out] and [t-par]. What remains to be shown is that

JΓK, 𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, 𝑟 ∶ 𝐼ret, this ∶ 𝐼𝐼𝐴 ⊢ J𝑆KΓ𝑟

where the entries 𝑎1 ∶ 𝐵1,… , 𝑎𝑛 ∶ 𝐵𝑛 have been removed by Lemma 28, since
none of them occur in J𝑆KΓ𝑟 . As we know that Γ, this ∶ 𝐼𝐴, ̃𝑥 ∶ 𝐵 ⊢ 𝑆, we
have by Lemma 42 that

Γ, ̃𝑥 ∶ 𝐵, this ∶ 𝐼𝐴 ⊢ 𝑆 ⟹ JΓ, ̃𝑥 ∶ 𝐵, this ∶ 𝐼𝐴K, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟

so we must show that

JΓ, ̃𝑥 ∶ 𝐵, this ∶ 𝐼𝐴K = JΓK, 𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, 𝑟 ∶ 𝐼ret

This is seen to be the case from the translation of Γ (local variables), which
gives J𝑥 ∶ 𝐵, ΓK = 𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓK. In the case above, the interface
definition 𝐼𝐵 ∶ (ch(𝐵),∅) is omitted, since it is already assumed to be in JΓK,
since we assume interface types are defined for each base type 𝐵 that is used.
Thus, by using [t-res], we can conclude

JΓK, 𝑟 ∶ 𝐼ret, 𝑎1 ∶ 𝐵1,… , 𝑎𝑛 ∶ 𝐵𝑛 ⊢ (𝛎𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, this ∶ 𝐼𝐼𝐴)
(𝑥1<𝑎1> | … | 𝑥𝑛<𝑎𝑛> | this<𝐴> | J𝑆KΓ𝑟 )

Let

𝑃 ≜ (𝛎𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, this ∶ 𝐼𝐼𝐴)
(𝑥1<𝑎1> | … | 𝑥𝑛<𝑎𝑛> | this<𝐴> | J𝑆KΓ𝑟 )

for readability. What remains to be shown is that

JΓK ⊢ !𝐴 ⋅ 𝑓(𝑟, ̃𝑎).𝑃

which holds by [t-rep] and [t-in], if, by using [t-vec1], we can conclude that

JΓK; JΓK ⊢ 𝐴 ⋅ 𝑝 ∶ ch(𝐼ret, 𝐵)

To show this, recall that we know that Γ(𝐴) = 𝐼𝐴 and Γ(𝐼𝐴)(𝑓) = proc(𝐵).
Thus, we also know that the type environment can be expanded as Γ = 𝐴 ∶
𝐼𝐴, 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵), Δ), Γ′. and by the encoding of Γ we have that

J𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′K
= 𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (J𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), ΔK2)),

J𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), ΔK3, JΓ′K
= 𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2)),

𝐼𝐵1,…,𝐵𝑛 ∶ (ch(𝐼ret, 𝐵1,… , 𝐵𝑛), ∅), JΔK3, JΓ′K
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which lets us conclude that

J𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′K(𝐴) = 𝐼𝐴

and

J𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′K(𝐼𝐴) = (nil, (𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2))

and
snd(nil, (𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2)) = (𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2)

and
(𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2)(𝑓) = 𝐼𝐵1,…,𝐵𝑛

and

J𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′K(𝐼𝐵1,…,𝐵𝑛)
= (ch(𝐼ret, 𝐵1,… , 𝐵𝑛), ∅)

and finally
fst(ch(𝐼ret, 𝐵1,… , 𝐵𝑛), ∅) = ch(𝐼ret, 𝐵1,… , 𝐵𝑛)

as required.

This concludes the proof for the forward direction.
For the other direction, we must show that JΓK ⊢ Jenv𝑀KΓ𝐴 ⟹ Γ ⊢𝐴 env𝑀 .

• Suppose env𝑀 = env∅𝑀 . The translation for environments yields Jenv∅𝑀KΓ𝐴 =
𝟎, and JΓK ⊢ 𝟎 was then concluded by [t-nil], which holds for any type
environment JΓK. Then Γ ⊢𝐴 env∅𝑀 can be concluded by [t-env∅].

• Suppose env𝑀 = (𝑓, ( ̃𝑥, 𝑆)), env′𝑀 . By the translation for environments, we
have that

J(𝑓, ( ̃𝑥, 𝑆)), env′𝑀KΓ𝐴
= Jenv′𝑀KΓ𝐴 | !𝐴 ⋅ 𝑓(𝑟, ̃𝑎).(𝛎𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, this ∶ 𝐼𝐼𝐴)

(𝑥1<𝑎1> | … | 𝑥𝑛<𝑎𝑛> | this<𝐴> | J𝑆KΓ𝑟 )

where Γ(𝐴) = 𝐼𝐴 and Γ(𝐼𝐴)(𝑓) = proc(𝐵). Our goal is to conclude by [t-env𝑀],
which requires us to show that the following premises are satisfied:

Γ(𝐴) = 𝐼𝐴 Γ(𝐼𝐴)(𝑓) = proc(𝐵) Γ, this ∶ 𝐼𝐴, ̃𝑥 ∶ 𝐵 ⊢ 𝑆 Γ ⊢𝐴 env′𝑀
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We know that

JΓK ⊢ Jenv′𝑀KΓ𝐴 | !𝐴 ⋅ 𝑓(𝑟, ̃𝑎).(𝛎𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, this ∶ 𝐼𝐼𝐴)
(𝑥1<𝑎1> | … | 𝑥𝑛<𝑎𝑛> | this<𝐴> | J𝑆KΓ𝑟 )

which must have been concluded by [t-par], and from its premise we then get
that

JΓK ⊢ Jenv′𝑀KΓ𝐴
JΓK ⊢ !𝐴 ⋅ 𝑓(𝑟, ̃𝑎).(𝛎𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, this ∶ 𝐼𝐼𝐴)

(𝑥1<𝑎1> | … | 𝑥𝑛<𝑎𝑛> | this<𝐴> | J𝑆KΓ𝑟 )

By the induction hypothesis applied to the former, we obtain Γ ⊢𝐴 env′𝑀 .
The other premise must have been concluded by a combination of [t-rep],
[t-in], [t-res] and [t-par]. We omit the lengthy derivation here, but see the
corresponding case for the forward direction. However, it yields a premise

JΓK, 𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, 𝑟 ∶ 𝐼ret, this ∶ 𝐼𝐼𝐴 ⊢ J𝑆KΓ𝑟

for one of the applications of [t-par], and by Lemma 42 we have that

JΓ, ̃𝑥 ∶ 𝐵, this ∶ 𝐼𝐴K, 𝑟 ∶ 𝐼ret ⊢ J𝑆KΓ𝑟 ⟹ Γ, ̃𝑥 ∶ 𝐵, this ∶ 𝐼𝐴 ⊢ 𝑆

Finally, typing the input 𝐴 ⋅ 𝑓(𝑟, ̃𝑎).𝑃 with the continuation

𝑃 ≜ (𝛎𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, this ∶ 𝐼𝐼𝐴)
(𝑥1<𝑎1> | … | 𝑥𝑛<𝑎𝑛> | this<𝐴> | J𝑆KΓ𝑟 )

is likewise shown to require the subject 𝐴⋅𝑝 to be typable as ch(𝐼ret, 𝐵1,… , 𝐵𝑛),
which is concluded by [t-vec1] and [t-vec2]. It must therefore be the case that

JΓK = 𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2)),
𝐼𝐵1,…,𝐵𝑛 ∶ (ch(𝐼ret, 𝐵1,… , 𝐵𝑛), ∅), JΔK3, JΓ′K

and, by the encoding of Γ:

J𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′K
= 𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (𝑓 ∶ 𝐼𝐵1,…,𝐵𝑛, JΔK2)),
𝐼𝐵1,…,𝐵𝑛 ∶ (ch(𝐼ret, 𝐵1,… , 𝐵𝑛), ∅), JΔK3, JΓ′K
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Thus, Γ = 𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′, and clearly,

(𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′)(𝐴) = 𝐼𝐴
(𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑓 ∶ proc(𝐵1,… , 𝐵𝑛), Δ), Γ′)(𝐼𝐴)(𝑓) = proc(𝐵1,… , 𝐵𝑛)

Thus, all the premises of [t-env𝑀] are satisfied, and we can therefore conclude
that Γ ⊢ (𝑓, ( ̃𝑥, 𝑆)), env′𝑀 , as desired.

This concludes the proof for the other direction.

Lemma 44. Γ ⊢ env𝑇 ⟺ JΓK ⊢ Jenv𝑇KΓ.

Proof. We have two directions to show. For both, we proceed by induction on the
structure of env𝑇 . For the forward direction, we must show that Γ ⊢ env𝑇 ⟹
JΓK ⊢ Jenv𝑇KΓ.

• Suppose env𝑇 = env∅𝑇 . Then Γ ⊢ env∅𝑇 was concluded by [t-env∅], which
is an axiom. The translation for environments then yields Jenv∅𝑇 KΓ = 𝟎, and
JΓK ⊢ 𝟎 can then be concluded by [t-nil] for any type environment JΓK.

• Suppose env𝑇 = (𝐴, env𝑀), env′𝑇 . Then Γ ⊢ (𝐴, env𝑀), env′𝑇 must have been
concluded by [t-env𝑇], and from its premise we have that Γ ⊢𝐴 env𝑀 and
Γ ⊢ env′𝑇 , where Γ(𝐴) = 𝐼𝐴 for some interface type 𝐼𝐴. By the encoding for
environments, we have that

J(𝐴, env𝑀), env′𝑇KΓ = Jenv′𝑇KΓ | Jenv𝑀KΓ𝐴

By the induction hypothesis, we have that JΓK ⊢ Jenv′𝑇K and, by Lemma 43,
that JΓK ⊢ Jenv𝑀KΓ𝐴. Hence

JΓK ⊢ Jenv′𝑇KΓ | Jenv𝑀KΓ𝐴

can be concluded by [t-par] as desired.

This concludes the proof for the forward direction.
For the other direction, we must show that JΓK ⊢ Jenv𝑇KΓ ⟹ Γ ⊢ env𝑇 .

• Suppose env𝑇 = env∅𝑇 . The translation for environments yields Jenv∅𝑇 KΓ = 𝟎,
and JΓK ⊢ 𝟎must therefore have been concluded by [t-nil], which is an axiom
and holds for any type environment JΓK. Then Γ ⊢ env∅𝑇 can be concluded by
[t-env∅].
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• Suppose env𝑇 = (𝐴, env𝑀), env′𝑇 . By the encoding for environments, we have
that

J(𝐴, env𝑀), env′𝑇KΓ = Jenv′𝑇KΓ | Jenv𝑀KΓ𝐴

and JΓK ⊢ Jenv′𝑇KΓ | Jenv𝑀KΓ𝐴 must therefore have been concluded by [t-par].
From its premise, we then know that JΓK ⊢ Jenv′𝑇KΓ and JΓK ⊢ Jenv𝑀KΓ𝐴. By
the induction hypothesis on the former and Lemma 43 to the latter, we obtain
Γ ⊢ env′𝑇 and Γ ⊢𝐴 env𝑀 . Then we can conclude Γ ⊢ (𝐴, env𝑀), env′𝑇 by
[t-env𝑇], as desired.

This concludes the proof for the other direction.

Lemma 45. Assume Γ(𝐴) = 𝐼𝐴. Then Γ ⊢𝐴 env𝐹 ⟺ JΓK ⊢ Jenv𝐹K𝐴.

Proof. We have two directions to show. For both, we proceed by induction on the
structure of env𝐹 . For the forward direction, we must show that Γ ⊢𝐴 env𝐹 ⟹
JΓK ⊢ Jenv𝐹K𝐴.

• Suppose env𝐹 = env∅𝐹 . Then Γ ⊢ env∅𝐹 was concluded by [t-env∅], which
is an axiom. The translation for environments then yields Jenv∅𝐹 K = 𝟎, and
JΓK ⊢ 𝟎 can then be concluded by [t-nil] for any type environment JΓK.

• Suppose env𝐹 = (𝑝, 𝑣), env′𝐹 . Then Γ ⊢𝐴 (𝑝, 𝑣), env′𝐹 must have been con-
cluded by [t-env𝐹], and from its premise we have that

Γ(𝐴) = 𝐼𝐴 Γ(𝐼𝐴)(𝑝) = 𝐵 Γ ⊢ 𝑣 ∶ 𝐵 Γ ⊢𝐴 env′𝐹

By the encoding of environments, we have that

J(𝑝, 𝑣), env′𝐹K𝐴 = Jenv′𝐹K𝐴 | 𝐴 ⋅ 𝑝<𝑣>

By Lemma 40, we have that JΓK ⊢ 𝑣 ∶ 𝐵 and, by the induction hypothesis,
that JΓK ⊢ Jenv′𝐹K. What remains to be shown is therefore that JΓK; JΓK ⊢
𝐴 ⋅ 𝑝 ∶ ch(𝐵). As we know that Γ(𝐴) = 𝐼𝐴 and Γ(𝐼𝐴)(𝑝) = 𝐵, we can write Γ
as 𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′ for some Δ. By the encoding of Γ, we then have
that

J𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′K
= 𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)), 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K

and we can therefore conclude

(𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)), 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K)(𝐴) = 𝐼𝐴
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and

(𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)), 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K)(𝐼𝐴)
= (nil, (𝑝 ∶ 𝐼𝐵, JΔK2))

and

snd(nil, (𝑝 ∶ 𝐼𝐵, JΔK2)) = (𝑝 ∶ 𝐼𝐵, JΔK2)
(𝑝 ∶ 𝐼𝐵, JΔK2)(𝑝) = 𝐼𝐵

and

(𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)), 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K)(𝐼𝐵)
= (ch(𝐵),∅)

and finally fst(ch(𝐵),∅) = ch(𝐵), by [t-vec1] and [t-vec2]. Then, by [t-out]
and [t-par], we can conclude

JΓK ⊢ Jenv′𝐹K𝐴 | 𝐴 ⋅ 𝑝<𝑣>

as desired.

This concludes the proof for the forward direction.
For the other direction, we must show that JΓK ⊢ Jenv𝐹K𝐴 ⟹ Γ ⊢𝐴 env𝐹 .

• Suppose env𝐹 = env∅𝐹 . The translation for environments yields Jenv∅𝐹 K = 𝟎,
and JΓK ⊢ 𝟎 was concluded by [t-nil] for any type environment JΓK. Then
Γ ⊢ env∅𝐹 can be concluded by [t-env∅].

• Suppose env𝐹 = (𝑝, 𝑣), env′𝐹 . By the encoding of environments, we have that

J(𝑝, 𝑣), env′𝐹K𝐴 = Jenv′𝐹K𝐴 | 𝐴 ⋅ 𝑝<𝑣>

so JΓK ⊢ Jenv′𝐹K𝐴 | 𝐴 ⋅ 𝑝<𝑣> must have been concluded by [t-par], and
from its premise we have that JΓK ⊢ Jenv′𝐹K𝐴 and JΓK ⊢ 𝐴 ⋅ 𝑝<𝑣>. by the
induction hypothesis on the former, we have that Γ ⊢𝐴 env′𝐹 . The latter
must have been concluded by [E-Out], and from its premise we then get that
JΓK; JΓK ⊢ 𝐴 ⋅ 𝑝 ∶ ch(𝐵) and JΓK ⊢ 𝑣 ∶ 𝐵. by Lemma 40 to the latter, we
conclude Γ ⊢ 𝑣 ∶ 𝐵.
What remains to be shown is that Γ(𝐴) = 𝐼𝐴 and Γ(𝐼𝐴)(𝑝) = 𝐵. As we know
that JΓK; JΓK ⊢ 𝐴 ⋅ 𝑝 ∶ ch(𝐵) was concluded by [t-vec1] and [t-vec2], we also
know that JΓK must contain the entries

JΓK = 𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)), 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K
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(see the derivation in the corresponding case in the forward direction). Hence,
by the translation of Γ we then have that

J𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′K
= 𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (nil, (𝑝 ∶ 𝐼𝐵, JΔK2)), 𝐼𝐵 ∶ (ch(𝐵),∅), JΔK3, JΓ′K

and clearly

(𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′)(𝐴) = 𝐼𝐴
(𝐴 ∶ 𝐼𝐴, 𝐼𝐴 ∶ (𝑝 ∶ 𝐵, Δ), Γ′)(𝐼𝐴)(𝑝) = 𝐵

This allows us to conclude Γ ⊢𝐴 (𝑝, 𝑣), env′𝐹 by [t-env𝐹] as desired.

This concludes the proof for the other direction.

Lemma 46. Γ ⊢ env𝑆 ⟺ JΓK ⊢ Jenv𝑆K.

Proof. We have two directions to show. For both, we proceed by induction on the
structure of env𝑆. For the forward direction, we must show that Γ ⊢ env𝑆 ⟹
JΓK ⊢ Jenv𝑆K.

• Suppose env𝑆 = env∅𝑆 . Then Γ ⊢ env∅𝑆 was concluded by [t-env∅], which
is an axiom. The translation for environments then yields Jenv∅𝑆 K = 𝟎, and
JΓK ⊢ 𝟎 can then be concluded by [t-nil] for any type environment JΓK.

• Suppose env𝑆 = (𝐴, env𝐹 , env′𝑆). Then Γ ⊢ (𝐴, env𝐹), env′𝑆 must have been
concluded by [t-env𝑆], and from its premise we have that Γ ⊢𝐴 env𝐹 and
Γ ⊢ env′𝑆, where Γ(𝐴) = 𝐼𝐴 for some interface type 𝐼𝐴. By the encoding of
environments, we have that

J(𝐴, env𝐹), env′𝑆K = Jenv′𝑆K | Jenv𝐹K𝐴

By the induction hypothesis, we have that JΓK ⊢ Jenv′𝑆K and, by Lemma 45,
that JΓK ⊢ Jenv𝐹K𝐴. Hence

JΓK ⊢ Jenv′𝑆K
Γ | Jenv𝐹K𝐴

can be concluded by [t-par] as desired.

This concludes the proof for the forward direction.
For the other direction, we must show that JΓK ⊢ Jenv𝑆K ⟹ Γ ⊢ env𝑆.

• Suppose env𝑆 = env∅𝑆 . Then Jenv∅𝑆 K = 𝟎, and JΓK ⊢ 𝟎 was concluded by
[t-nil], which is an axiom and holds for any JΓK. Then Γ ⊢ env∅𝑆 can be
concluded by [t-env∅].
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• Suppose env𝑆 = (𝐴, env𝐹 , env′𝑆). Then J(𝐴, env𝐹), env′𝑆K = Jenv′𝑆K | Jenv𝐹K𝐴,
and

JΓK ⊢ J(𝐴, env𝐹), env′𝑆K = Jenv′𝑆K | Jenv𝐹K𝐴

was concluded by [t-par], and from its premise we know that JΓK ⊢ Jenv′𝑆K
and JΓK ⊢ Jenv𝐹K𝐴. By the induction hypothesis on the former and Lemma 45
on the latter, we have that Γ ⊢ env′𝑆 and Γ ⊢𝐴 env𝐹 . Then we can conclude
Γ ⊢ (𝐴, env𝐹), env′𝑆 by [t-env𝑆], as desired.

This concludes the proof for the other direction.

Lemma 47. Assume JΓK ⊢ 𝑃 for some process 𝑃. Then Γ ⊢ env𝑉 ⟺ JΓK ⊢
Jenv𝑉KΓ [𝑃].

Proof. We have two directions to show. For both, we proceed by induction on the
structure of env𝑉 . For the forward direction, we must show that Γ ⊢ env𝑉 ⟹
JΓK ⊢ Jenv𝑉KΓ [𝑃].

• Suppose env𝑉 = env∅𝑉 . Then Γ ⊢ env∅𝑉 was concluded by [t-env∅], which is
an axiom. The translation for environments then yields Jenv∅𝑉 KΓ = [ ], hence
Jenv∅𝑉 KΓ [𝑃] = 𝑃, and JΓK ⊢ 𝑃 holds by assumption.

• Suppose env𝑉 = (𝑥, 𝑣), env′𝑉 . Then Γ ⊢ (𝑥, 𝑣), env′𝑉 must have been concluded
by [t-env𝑉 ], and from its premise we have that Γ(𝑥) = 𝐵 and Γ ⊢ 𝑣 ∶ 𝐵 and
Γ ⊢ env′𝑉 .
By the encoding of environments, we have that

J(𝑥, 𝑣), env′𝑉KΓ

= (𝛎𝑥 ∶ 𝐼Γ(𝑥) := 𝑣) (Jenv′𝑉KΓ)
= (𝛎𝑥 ∶ 𝐼𝐵) (𝑥<𝑣> | Jenv′𝑉KΓ)

and since Γ(𝑥) = 𝐵, we can expand Γ as Γ = 𝑥 ∶ 𝐵, Γ′. The translation for Γ
then yields

J𝑥 ∶ 𝐵, Γ′K = 𝑥 ∶ 𝐼𝐵, 𝐼𝐵 ∶ (ch(𝐵),∅), JΓ′K

so we know that the interface definition 𝐼𝐵 ∶ (ch(𝐵),∅) is present in JΓK. Thus
we can conclude

JΓK ⊢ Jenv′𝑉KΓ [𝑃] by the induction hypothesis
JΓK, 𝑥 ∶ 𝐼𝐵 ⊢ 𝑥<𝑣> | Jenv′𝑉KΓ [𝑃] by [t-out] and [t-par]

JΓK(𝛎𝑥 ∶ 𝐼𝐵) (𝑥<𝑣> | Jenv′𝑉KΓ [𝑃]) by [t-res]

as desired.
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This concludes the proof for the forward direction.
For the other direction, we must show that JΓK ⊢ Jenv𝑉KΓ [𝑃] ⟹ Γ ⊢ env𝑉 .

• Suppose env𝑉 = env∅𝑉 , so Jenv∅𝑉 KΓ = [ ], and JΓK ⊢ Jenv∅𝑉 KΓ [𝑃] therefore
holds by assumption. Then Γ ⊢ env∅𝑉 can be concluded by [t-env∅] for any Γ.

• Suppose env𝑉 = (𝑥1, 𝑣1),… , (𝑥𝑛, 𝑣𝑛), env
∅
𝑉 , so

JΓK ⊢ J(𝑥1, 𝑣1),… , (𝑥𝑛, 𝑣𝑛), env
∅
𝑉 KΓ [𝑃]

By the encoding of env𝑉 , we have that it is translated as a process context
consisting of a list of scopes and bound outputs

(𝛎𝑥1 ∶ 𝐼Γ(𝑥1),… , 𝑥𝑛 ∶ 𝐼Γ(𝑥𝑛)) (𝑥1<𝑣1> | … | 𝑥𝑛<𝑣𝑛> | [ ])

So, JΓK ⊢ Jenv𝑉KΓ [𝑃] is concluded by [t-res] and [t-par], and from the
premise of the latter, we get that

JΓK, 𝑥1 ∶ 𝐼Γ(𝑥1),… , 𝑥𝑛 ∶ 𝐼Γ(𝑥𝑛) ⊢ 𝑥1<𝑣1> | … | 𝑥𝑛<𝑣𝑛> | 𝑃

However, by Lemma 41 applied to JΓK, 𝑥 ∶ 𝐼Γ(𝑥) ⊢ 𝑥, we also know that
Γ, 𝑥 ∶ Γ(𝑥) ⊢ 𝑥 ∶ Γ(𝑥), hence Γ must already contain a type entry 𝐵 for 𝑥,
which is used in the encoding of env𝑉 given above. Then by the encoding of Γ

J𝑥1 ∶ 𝐵1,… , 𝑥𝑛 ∶ 𝐵𝑛, Γ′K
= 𝑥1 ∶ 𝐼𝐵1, 𝐼𝐵1 ∶ (ch(𝐵1), ∅),… , 𝑥𝑛 ∶ 𝐼𝐵𝑛, 𝐼𝐵𝑛 ∶ (ch(𝐵𝑛), ∅), JΓ′K

so the type entries 𝑥1 ∶ 𝐼𝐵1,… , 𝑥𝑛 ∶ 𝐼𝐵𝑛 are already in JΓK.
Also by the premise of [t-out], we have that JΓK ⊢ 𝑣𝑖 ∶ 𝐵𝑖 for each of the
object values, where the corresponding subject has type 𝐼𝐵𝑖 , since the definition
of each such interface is 𝐼𝐵𝑖 ↦ (ch(𝐵𝑖), ∅).
Then, by the translation of Γ, we have that entries 𝑥𝑖 ∶ 𝐵𝑖 are translated as
𝑥𝑖 ∶ 𝐼𝐵𝑖 , so we know that Γ can be written as Γ = 𝑥1 ∶ 𝐵1,… , 𝑥𝑛 ∶ 𝐵𝑛, Γ′.
Then by repeated applications of [t-env𝑉 ], we can therefore conclude that

𝑥1 ∶ 𝐵1,… , 𝑥𝑛 ∶ 𝐵𝑛, Γ′ ⊢ (𝑥1, 𝑣1),… , (𝑥𝑛, 𝑣𝑛), env
∅
𝑉

as desired.

This concludes the proof for the other direction.

A technical detail: The entry 𝑥 ∶ 𝐼𝐵 still appears in JΓK, even though the name is
bound in Jenv𝑉KΓ, and can thus be removed afterwards. This happens, because the
actual type assignment is transferred to the encoding of env𝑉 via the parameter Γ.
Hence, even though there might exist a different Γ′, such that JΓ′K does not contain
the entry 𝑥 ∶ 𝐼𝑉 , and JΓ′K ⊢ Jenv𝑉KΓ [𝑃] still holds, then JΓ′K ⊢ Jenv𝑉KΓ′ [𝑃] would
not hold.



6 A Sound Type System for Secure Currency Flow1

6.1 Introduction

The classic notion of noninterference [47] is a well-known concept that has been
applied in a variety of settings to characterise both integrity and secrecy in program-
ming. In particular, this property has been defined by Volpano et al. [130] in terms of
a lattice model of security levels (e.g. ‘High’ and ‘Low’, or ‘Trusted’ and ‘Untrusted’);
the key point being that information must not flow from a higher to a lower level.
Thus, the lower levels are unaffected by the higher ones, and, conversely, the higher
levels are ‘noninterfering’ with the lower ones.

Ensuring noninterference seems particularly relevant in a setting where not only
information, but also currency, flows between programs. This is a core feature of smart
contracts, which are programs that run atop a blockchain and are used to manage
financial assets of users, codify transactions, and implement custom tokens; see e.g.
[116] for an overview of the architecture. The code of a smart contract resides on the
blockchain itself, and is therefore both immutable and publicly visible. This is one
of the important ways in which the ‘smart-contract programming paradigm’ differs
from conventional programming languages.

Public visibility means that vulnerabilities in the code can be found and exploited
by a malicious user. Moreover, if a vulnerability is discovered, immutability prevents
the contract creator from correcting the error. Thus, it is obviously desirable to ensure
that a smart contract is safe and correct before it is deployed onto the blockchain.

The combination of immutability and visibility has led to huge financial losses
in the past (see, e.g., [10; 35; 93; 94; 124]). A particularly spectacular example was
the infamous DAO-attack on the Ethereum platform in 2016, which led to a loss
of 60 million dollars [35]. This was made possible because a certain contract (the
DAO contract, storing assets of users) was reentrant, that is, it allowed itself to be

1The present chapter is joint work with Luca Aceto and Daniele Gorla. It was presented at ECOOP
2024 and published in the conference proceedings [4]. A version with an appendix containing the proofs is
available online in [2]. The text of the present chapter is equivalent to the online version, but several proofs
have been updated with corrections compared to previous versions. A longer journal version, containing
also some material from Chapter 8 of this thesis, is currently in preparation.
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1 contract X {
2 ...
3 f i e l d called := F;
4 func transfer(z) {
5 i f ¬called ∧ this.balance ≥ 1 then
6 c a l l z.deposit(this)$1;
7 this.called := T;
8 e l se skip
9 }

10 }
11

12 contract Y {
13 ...
14 func deposit(x) {
15 c a l l x.transfer(this)$0
16 }
17 }

Figure 6.1: Illustration of reentrancy written in the language TinySol.

called back by the recipient of a transfer before recording that the transfer had been
completed.

Reentrancy is a pattern based on mutual recursion, where one method 𝑓 calls
another method 𝑔 whilst also transferring an amount of currency along with the
call. If 𝑔 then immediately calls 𝑓 back, it may yield a recursion where 𝑓 will keep
transferring funds to 𝑔. We can illustrate the problem as in Figure 6.1, using a simple,
imperative and class-based model language called TinySol [12]. This model language,
which we shall formally describe in Section 6.2, captures some of the core features of
the smart-contract language Solidity [41], which is the standard high-level language
used to write smart contracts for the Ethereum platform. A key feature of this
language is that contracts have an associated balance, representing the amount of
currency stored in each contract, which cannot be modified except through method
calls to other contracts. Each method call has an extra parameter, representing the
amount of currency to be transferred along with the call, and a method call thus
represents a (potential) outgoing currency flow.

In Figure 6.1, X.transfer(z) first does a sanity check to ensure that it has not
already been called and that the contract contains sufficient funds, which are stored in
the balance field. Then it calls z.deposit(this) and transfers 1 unit of currency
along with the call, where z is the address received as parameter. However, suppose
the address received is Y. Then Y.deposit(x) immediately calls X.transfer(z)
back, with this as actual parameter; this yields a mutual recursion, because the field
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called will never be set to T. A transaction that invokes X.transfer(Y) with any
number of currency units will trigger the recursion.

The problem is that currency cannot be transferred without also transferring
control to the recipient, and the execution of X.transfer(z) comes to depend on
unknown and untrusted code in the contract residing at the address received as the
actual parameter. Simply switching the order of lines 6 and 7 in X solves the problem
in this particular case, but it might not always be possible to move external calls to the
last position in a sequence of statements. Furthermore, the execution of a function 𝑓
can also depend on external fields, and not only on external calls. Thus, reentrancy is
not just a purely syntactic property.

The property of reentrancy in Ethereum smart contracts has been formally char-
acterised by Grishchenko et al. in [51]. Specifically, they define another property,
named call integrity, which implies the absence of reentrancy (see [51, Theorem 1])
and has been identified in the literature as one of the safety properties that smart
contracts should have. Informally, this property requires any call to a method in a
‘trusted’ contract (say, 𝑋) to yield the exact same sequence of currency flows (i.e.
method calls) even if some of the other ‘untrusted’ contracts (or their stored values)
are changed. In a sense, the code and values of the other contracts, which could be
controlled by an attacker, must not be able to affect the currency flow from 𝑋 .

A disadvantage of the definition of call integrity given in [51] is that it relies
on a universal quantification over all possible execution contexts, which makes it
hard to be checked in practice. However, call integrity seems intuitively to be related
to noninterference, in the sense that both stipulate that changes in one part of a
program should not have an effect upon another part. Even though we discover that
the two properties are incomparable, one might hope to be able to apply techniques
for ensuring noninterference to also capture call integrity. Specifically, Volpano et al.
[130] show that noninterference can be soundly approximated using a type system.
In the present chapter, we shall therefore create an adaptation of this type system
for secure-flow analysis to the setting of smart contracts and show that the resulting
type system also captures call integrity.

To recap, our main contributions in this chapter are: (1) a thorough study of the
connections between call integrity and noninterference for smart contracts written
in the language TinySol, and (2) a sound type system guaranteeing (noninterference
and) call integrity for programs written in that language. We choose TinySol because
it provides a minimal calculus for Solidity contracts and thus allows us to focus on
the gist of our main contributions in a simple setting. In doing this, we also provide
a simpler operational semantics for this language; this can be considered a third
contribution of our work.

The chapter is organised as follows: In Section 6.2, we describe a revised version
of the smart-contract language TinySol [12]. In Section 6.3, we adapt the definition
of call integrity from [51] and of noninterference from [118] to this language; we then
show that these two desirable properties are actually incomparable. Nevertheless,
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there is an overlap between them. In Section 6.4, we create a type system for ensuring
noninterference in TinySol, along the lines of Volpano et al. [130], and prove a type
soundness result (Theorems 13–16). Our main result is Theorem 17, which shows
that well-typedness provides a sound approximation to both noninterference and
call integrity. This is used on a few examples in Section 6.5, where we also discuss
the limitations of the type system. We survey some related work in Section 6.6 and
conclude the chapter with some directions for future research in Section 6.7. Most
proofs are deferred to the end of the chapter to avoid distracting from the main
narrative of the text; they can be found in Section 6.8.

6.2 The TinySol language

In [12], Bartoletti et al. present the TinySol language, a standard imperative language
(similar to Dijkstra’s While language [92]), extended with classes (contracts) and
two constructs: (1) a throw command, representing a fatal error, and (2) a procedure
call, with an extra parameter 𝑛, denoting an amount of some digital asset, which
is transferred along with the call from the caller to the callee. TinySol captures
(some of) the core features of Solidity, and, in particular, it is sufficient to represent
reentrancy phenomena. In this section, we present a version of TinySol which has
been adapted to facilitate our later developments of the type system. Compared to the
presentation in [12], we have, in particular, added explicit declarations of variables
(local to the scope of a method) and fields (corresponding to the keys in the original
presentation) to have a place for type annotations in the syntax.2

6.2.1 Syntax

The syntax of TinySol is given in Figure 6.2, where we use the notation ̃⋅ to denote
(possibly empty) sequences of items. The set of values, ranged over by 𝑣, is formed
by the sets of integers ℤ, ranged over by 𝑛, booleans 𝔹 = { T, F }, ranged over by 𝑏,
and address names ANames, ranged over by 𝑋, 𝑌 .

We introduce explicit declarations for fields 𝐷𝐹, methods 𝐷𝑀, and contracts
𝐷𝐶. The latter also encompasses declarations of accounts: an account is a contract
that contains only the declarations of a special field balance and of a single special
method send(), which does nothing and is used only for transferring funds to the
account. By contrast, a contract usually contains other declarations of fields and
methods. For the sake of simplicity, we make no syntactic distinction between an
account and a contract but, for the purpose of distinguishing, we can assume that the
set ANames is split into contract addresses and account addresses.

We have four ‘magic’ keywords in our syntax:
2A review of the original presentation of TinySol from [12] can be found in Appendix A.
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𝐷𝐹 ∈ Dec𝐹 ∶∶= 𝜖 || field p := 𝑣;𝐷𝐹
𝐷𝑀 ∈ Dec𝑀 ∶∶= 𝜖 || func 𝑓( ̃𝑥) { 𝑆 } 𝐷𝑀
𝐷𝐶 ∈ Dec𝐶 ∶∶= 𝜖 || contract 𝑋 {

field balance := 𝑛; 𝐷𝐹
func send() { skip } 𝐷𝑀

} 𝐷𝐶
𝑚 ∈ MVar ∶∶= this || sender || value
𝐿 ∈ LVal ∶∶= 𝑥 || this.𝑝
𝑒 ∈ Exp ∶∶= 𝑣 || 𝑥 || 𝑚 || 𝑒.balance || 𝑒.𝑝 || op( ̃𝑒)
𝑆 ∈ Stm ∶∶= skip || throw || var 𝑥 := 𝑒 in 𝑆 || 𝐿 := 𝑒

|| 𝑆1;𝑆2 || if 𝑒 then 𝑆T else 𝑆F || while 𝑒 do 𝑆
|| call 𝑒1.𝑓( ̃𝑒)$𝑒2

𝑣 ∈ Val ∶∶= ℤ ∪ 𝔹 ∪ ANames

where 𝑥, 𝑦 ∈ VNames (variable names), 𝑝, 𝑞 ∈ FNames (field names),
𝑋, 𝑌 ∈ ANames (address names), 𝑓, 𝑔 ∈ MNames (method names).

Figure 6.2: The syntax of TinySol.

• balance (type int), a special field recording the current balance of the contract
(or account). It can be read from, but not directly assigned to, except through
method calls. This ensures that the total amount of currency ‘on-chain’ remains
constant during execution.

• value (type int), a special variable that is bound to the currency amount
transferred with a method call.

• sender (type address), a special variable that is always bound to the address
of the caller of a method.

• this (type address), a special variable that is always bound to the address of
the contract containing the currently executing method.

The last three of these are local variables, and we collectively refer to them as ‘magic
variables’ 𝑚 ∈ MVar. The declaration of variables and fields are very alike: the
main difference is that variable bindings will be created at runtime (and with scoped
visibility), hence we can let the initial assignment be an expression 𝑒; whilst the initial
assignment to fields must be values 𝑣.

The core part of the language is the declaration of expressions 𝑒 and statements 𝑆,
that are almost the same as in [12]. The main differences are: (1) we introduce fields
𝑝 in expressions, instead of keys; (2) we explicitly distinguish between (global) fields
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and (local) variables, where the latter are declared with a scope limited to a statement
𝑆; and (3) we introduce explicit lvalues 𝐿, to restrict what can appear on the left-hand
side of an assignment (in particular, this ensures that the special field balance can
never be assigned to directly).

As in the original presentation of TinySol, we can also use our new formulation
of the language to describe transactions and blockchains. A transaction is simply
a call, where the caller is an account 𝐴, rather than a contract. We denote this by
writing 𝐴->𝑋.𝑓( ̃𝑣)$𝑛, which expresses that the account 𝐴 calls the method 𝑓 on
the contract (residing at address) 𝑋 , with actual parameters ̃𝑣, and transferring 𝑛
amount of currency with the call. We can then model blockchains as follows:

Definition 41 (Syntax of blockchains). A blockchain 𝐵 ∈ ℬ is a list of initial contract
declarations 𝐷𝐶, followed by a sequence of transactions 𝑇 ∈ Tr:

𝐵 ∶∶= 𝐷𝐶 𝑇 𝑇 ∶∶= 𝜖 || 𝐴->𝑋.𝑓( ̃𝑣)$𝑛, 𝑇

Notationally, a blockchain with an empty 𝐷𝐶 will be simply written as the sequence
of transactions. �

6.2.2 Big-step semantics

To define the semantics, we need some environments to record the bindings of
variables (including the three magic variable names this, sender and value), fields,
methods, and contracts. We define them as sets of partial functions as follows:

Definition 42 (Binding model). We define the following sets of partial functions:

env𝑉 ∈ Env𝑉 ∶ VNames ∪MVar ⇀ Val

env𝑆 ∈ Env𝑆 ∶ ANames ⇀ Env𝐹
env𝐹 ∈ Env𝐹 ∶ FNames ∪ { balance } ⇀ Val

env𝑇 ∈ Env𝑇 ∶ ANames ⇀ Env𝑀
env𝑀 ∈ Env𝑀 ∶ MNames ⇀ VNames∗ × Stm

We regard each environment env𝑋 , for any 𝑋 ∈ {𝑉, 𝐹,𝑀, 𝑆, 𝑇 }, as a list of pairs
(𝑑, 𝑐) where 𝑑 ∈ dom (env𝑋) and 𝑐 ∈ codom (env𝑋). The notation env𝑋[𝑑 ↦ 𝑐]
denotes the update of env𝑋 mapping 𝑑 to 𝑐. Wewrite env∅𝑋 for the empty environment.
To simplify the notation, when two or more environments appear together, we
shall use the convention of writing the subscripts together (e.g. env𝑀𝐹 instead of
env𝑀, env𝐹). �

Our binding model consists of two environments: a method table env𝑇 , which
maps addresses to method environments, and a state env𝑆, which maps addresses to
lists of fields and their values. Thus, for each contract, we have the list of methods
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[dec-f2]
⟨𝐷𝐹, env𝐹⟩ →𝐷𝐹 env′𝐹

⟨field 𝑝 := 𝑣;𝐷𝐹, env𝐹⟩ →𝐷𝐹 (𝑝, 𝑣) ∶ env′𝐹

[dec-m2]
⟨𝐷𝑀, env𝑀⟩ →𝐷𝑀 env′𝑀

⟨func 𝑓( ̃𝑥) { 𝑆 } 𝐷𝑀, env𝑀⟩ →𝐷𝑀 (𝑓, ( ̃𝑥, 𝑆)) ∶ env′𝑀

[dec-c2]

⟨𝐷𝐹, env∅𝐹 ⟩ →𝐷𝐹 env𝐹
⟨𝐷𝑀, env∅𝑀⟩ →𝐷𝑀 env𝑀
⟨𝐷𝐶, env𝑆𝑇⟩ →𝐷𝐶 env′𝑆𝑇

⟨contract 𝑋 { 𝐷𝐹 𝐷𝑀 } 𝐷𝐶, env𝑆𝑇⟩
→𝐷𝐶 (𝑋, env𝐹) ∶ env′𝑆, (𝑋, env𝑀) ∶ env′𝑇

[dec-f1] ⟨𝜖, env𝐹⟩ →𝐷𝐹 env𝐹
[dec-m1] ⟨𝜖, env𝑀⟩ →𝐷𝑀 env𝑀

[dec-c1] ⟨𝜖, env𝑆𝑇⟩ →𝐷𝐶 env𝑆𝑇
Figure 6.3: Semantics of declarations.

it declares and its current state; of course, the method table is constant, once all
declarations are performed, whereas the state will change during the evaluation of a
program.

6.2.2.1 Declarations

The semantics of declarations builds the field and method environments, env𝐹 and
env𝑀 , and the state and method table env𝑆 and env𝑇 . We give the semantics in a
classic big-step style; thus, transitions are of the form ⟨𝐷𝑋, env𝑋⟩ →𝐷𝑋 env′𝑋 for
𝑋 ∈ { 𝐹,𝑀, 𝐶, 𝑆, 𝑇 }, and their defining rules are given in Figure 6.3. Notationally,
here and in what follows, we denote with 𝑒 ∶ 𝑙 the list that results from prepending
an element 𝑒 to the list 𝑙. We assume that field and method names are distinct within
each contract; therefore, the rules in Figure 6.3 define partial, finite functions.

6.2.2.2 Expressions

Figure 6.4 gives the semantics of expressions 𝑒. Expressions have no side effects, so
they cannot contain method calls, but they can access both local variables and fields
of any contract. Thus expression evaluations are of the form env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣, i.e.
they are relative to the state and variable environments. We use 𝑘 to range over this,
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[exp-var]
𝑘 ∈ dom (env𝑉 ) env𝑉 (𝑘) = 𝑣

env𝑆𝑉 ⊢ 𝑘 →𝑒 𝑣

[exp-val]
env𝑆𝑉 ⊢ 𝑣 →𝑒 𝑣

[exp-op]
env𝑆𝑉 ⊢ ̃𝑒 →𝑒 ̃𝑣 op( ̃𝑣) →op 𝑣

env𝑆𝑉 ⊢ op( ̃𝑒) →𝑒 𝑣

[exp-field]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑋 𝑞 ∈ dom (env𝑆(𝑋)) env𝑆(𝑋)(𝑞) = 𝑣

env𝑆𝑉 ⊢ 𝑒.𝑞 →𝑒 𝑣
Figure 6.4: Semantics of expressions.

sender, value and variables 𝑥 (i.e. 𝑘 ∈ dom (env𝑉 )), and 𝑞 to range over balance
and fields 𝑝 (i.e. 𝑞 ∈ dom (env𝐹)).

We do not give explicit rules for the boolean and integer operators subsumed
under op, but simply assume that they can be evaluated to a unique value by some
semantics op( ̃𝑣) →op 𝑣.3 It follows that each expression evaluates to a unique value
relative to some given state and variable environments. Note that we assume that no
operation is defined for addresses 𝑋 , so we disallow any form of pointer arithmetic.

6.2.2.3 Statements

The semantics of statements describes the actual execution steps of a program. In
Figures 6.5–6.6 we give the semantics in big-step style, where a step describes the
execution of a statement in its entirety. Statements can read from the method table
and they can modify the state (i.e., the variable and field bindings). The result
of executing a statement is a new state, so transitions must here be of the form
env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉 (recall that env′𝑆𝑉 stands for env′𝑆, env′𝑉 ), since both
the field values in env𝑆 and the values of the local variables in env𝑉 may have been
modified by the execution of 𝑆.

Most of the rules are straightforward. The rule [decv] is used when we declare a
new variable 𝑥, with scope limited to the statement 𝑆; we implicitly assume alpha-
conversion to handle shadowing of an existing name. In the premise, we evaluate the
expression 𝑒 to a value 𝑣, and then execute the statement 𝑆with a variable environment
(𝑥, 𝑣) ∶ env𝑉 , where we have added the pair (𝑥, 𝑣). During the execution of 𝑆, this
variable environment may of course be updated (by applications of the rule [assv]),
which may alter any value in the environment, including 𝑣. However, outside of the

3To simplify the definitions, we assume that all operations are total. If this was not the case, we would
have needed some exception handling for partial operations (e.g., division by zero).
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[skip]
env𝑇 ⊢ ⟨skip, env𝑆𝑉 ⟩ →𝑆 env𝑆𝑉

[seq]
env𝑇 ⊢ ⟨𝑆1, env𝑆𝑉 ⟩ →𝑆 env″𝑆𝑉 env𝑇 ⊢ ⟨𝑆2, env″𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉

env𝑇 ⊢ ⟨𝑆1;𝑆2, env𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉

[if]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑏 ∈ 𝔹 env𝑇 ⊢ ⟨𝑆𝑏, env𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉
env𝑇 ⊢ ⟨if 𝑒 then 𝑆T else 𝑆F , env𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉

[whileT]

env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ →𝑆 env″𝑆𝑉
env𝑆𝑉 ⊢ 𝑒 →𝑒 T env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env″𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉

env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉

[whileF]
env𝑆𝑉 ⊢ 𝑒 →𝑒 F

env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env𝑆𝑉 ⟩ →𝑆 env𝑆𝑉

[decv]

env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣
env𝑇 ⊢ ⟨𝑆, env𝑆, (𝑥, 𝑣) ∶ env𝑉 ⟩ →𝑆 env′𝑆, (𝑥, 𝑣′) ∶ env′𝑉

env𝑇 ⊢ ⟨var 𝑥 := 𝑒 in 𝑆, env𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉
where:

𝑥 ∉ dom (env𝑉 )

[assv]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣

env𝑇 ⊢ ⟨𝑥 := 𝑒, env𝑆𝑉 ⟩ →𝑆 env𝑆, env𝑉[𝑥 ↦ 𝑣] (𝑥 ∈ dom (env𝑉 ))

[assf]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣

env𝑇 ⊢ ⟨this.𝑝 := 𝑒, env𝑆𝑉 ⟩ →𝑆 env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] , env𝑉
where:

𝑋 = env𝑉 (this)
env𝐹 = env𝑆(𝑋)

𝑝 ∈ dom (env𝐹)

Figure 6.5: Big-step semantics of statements in TinySol.
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[call]

env𝑆𝑉 ⊢ 𝑒1 →𝑒 𝑌 env𝑆𝑉 ⊢ ̃𝑒 →𝑒 ̃𝑣
env𝑆𝑉 ⊢ 𝑒2 →𝑒 𝑛 env𝑇 ⊢ ⟨𝑆, env″𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉
env𝑇 ⊢ ⟨call 𝑒1.𝑓( ̃𝑒)$𝑒2, env𝑆𝑉 ⟩ →𝑆 env′𝑆, env𝑉

where:
𝑋 = env𝑉 (this)

env𝑋𝐹 = env𝑆(𝑋)
env𝑌𝐹 = env𝑆(𝑌)
( ̃𝑥, 𝑆) = (env𝑇(𝑌))(𝑓)
| ̃𝑥| = | ̃𝑒| = 𝑘
𝑛 ≤ env𝑋𝐹 (balance)

env″𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]
env″𝑉 = (this, 𝑌) ∶ (sender, 𝑋) ∶ (value, 𝑛) ∶ (𝑥1, 𝑣1) ∶ … ∶ (𝑥𝑘, 𝑣𝑘) ∶ env∅𝑉

Figure 6.6: Big-step semantics of statements in TinySol (continued).

scope of the declaration, 𝑥 is not visible and so the pair (𝑥, 𝑣′) is removed from the
environment once 𝑆 finishes. By contrast, any other change made to env′𝑉 (as well as
any change made to the global state env𝑆) is retained.

The [call] rule is the most complicated, because we need to perform a number
of actions. Some of them are obvious (e.g., evaluate the address and the parameters
𝑒1, ̃𝑒 and 𝑒2, relatively to the current execution environment env𝑆𝑉 ; use the obtained
address 𝑌 of the callee to retrieve the field environment env𝑌𝐹 for this contract and,
through the method table, to extract the list of formal parameters ̃𝑥 and the body of
the method 𝑆; and check that the number of actual parameters is the same as the
number of formal parameters). Then, we also have to check that the balance of the
caller is at least 𝑛, and, in that case, update the state environment by subtracting
𝑛 from the balance of 𝑋 and adding 𝑛 to the balance of 𝑌 , in their respective field
environments; this yields a new state env″𝑆. We write

env𝐹[balance -= 𝑛] ≜ env𝐹[balance ↦ env𝐹(balance) − 𝑛]
env𝐹[balance += 𝑛] ≜ env𝐹[balance ↦ env𝐹(balance) + 𝑛]

as a short-hand for these two operations.
Finally, we create the new execution environment by creating new bindings for

the special variables this, sender and value, and by binding the formal parameters
̃𝑥 to the values of the actual parameters ̃𝑣 in env″𝑉 . Then we execute the statement 𝑆

in this new environment. This yields the new state env′𝑆, and also an updated variable
environment env′𝑉 , since 𝑆 may have modified the bindings in env″𝑉 . However, these
bindings are local to the method, and therefore we throw them away once the call
finishes. So, the result of this transition is the updated state env′𝑆 and the original
variable environment of the caller env𝑉 .
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[Gen]
⟨𝐷𝐶, env∅𝑆𝑇⟩ →𝐷𝐶 env𝑆𝑇

⟨𝐷𝐶 𝑇, env∅𝑆𝑇⟩ →𝐵 ⟨𝑇, env𝑆𝑇⟩

[Trans]
env𝑇 ⊢ ⟨𝑋.𝑓( ̃𝑣):𝑛, env𝑆, (this, 𝐴) ∶ env∅𝑉 ⟩ →𝑆 env′𝑆, env𝑉

⟨𝐴->𝑋.𝑓( ̃𝑣)$𝑛, 𝑇, env𝑆𝑇⟩ →𝐵 ⟨𝑇, env′𝑆, env𝑇⟩

[Rev]
⟨𝜖, env𝑆𝑇⟩ →𝐵 env𝑆𝑇

Figure 6.7: Semantics of blockchains.

It should be noted that a local method call, i.e. a call to a method within the same
(calling) contract, is merely a special case of the rule [call]. Such a call would have
the form this.𝑓( ̃𝑒):0, since transferring any amount of currency will not alter the
balance of the contract. Thus, we could introduce some syntactic sugar, omitting
both the address and the value, and instead simply write 𝑓( ̃𝑒).

6.2.2.4 Transactions and blockchains

The semantics for blockchains is given as a transition system defined by the rules
given in Figure 6.7. Here, the rule [Gen] describes the ‘genesis event’ where contracts
are declared, whilst [Trans] describes a single transaction. This is thus a small-step
semantics, invoking the big-step semantics for declarations and statements for its
premises. We remark that the rules of the operational semantics for blockchains
(as well as those for statements presented above) define a deterministic transition
relation.

Note that, unlike in the original formulation of TinySol, we do not include a rule
like [Tx2] in [12] for rolling back a transaction in case it is non-terminating or it
aborts via a throw command. Such a rule would require a premise that cannot be
checked effectively for a Turing-complete language like TinySol and therefore we
omit it, since it is immaterial for the main contributions we give in this chapter.4 In
practice, termination of Ethereum smart contracts is ensured via a ‘gas mechanism’
and is assumed by techniques for the formal analysis of smart contracts. However,
as observed in, for instance, [45], proof of termination for smart contracts is non-
trivial even in the presence of a ‘gas mechanism.’ In the aforementioned paper, the
authors present the first mechanised proof of termination of contracts written in
EVM bytecode using minimal assumptions on the gas cost of operations (see the

4For instance, rule [Tx2] in [12] has an undecidable premise that checks whether the execution of
the body of a contract does not yield a final state. It is debatable whether such rules should appear in an
operational semantics.
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study [134] for an empirical analysis of the effectiveness of the ‘gas mechanism’ in
estimating the computational cost of executing real-life transactions). We leave for
future work the addition of a ‘gas mechanism’ to TinySol and the adaption of the
results we present in this chapter to that setting.

6.3 Call integrity and noninterference in TinySol

Grishchenko et al. [51] formulate the property of call integrity for smart contracts
written in the language EVM, which is the ‘low-level’ bytecode of the Ethereum
platform, and the target language to which e.g. Solidity compiles. They then prove
[51, Theorem 1] that this property suffices for ruling out reentrancy phenomena, as
those described in the example in Figure 6.1. We first formulate a similar property for
TinySol; this requires a few preliminary definitions.

Definition 43 (Trace semantics). A trace of method invocations is given by

𝜋 ∶∶= 𝜖 || 𝑋->𝑌.𝑓( ̃𝑣)$𝑛, 𝜋

where 𝑋 is the address of the calling contract, 𝑌 is the address of the called contract,
𝑓 is the method name, and ̃𝑣 and 𝑛 are the actual parameters. We annotate the
big-step semantics of Figures 6.5–6.6 with a trace containing information on the
invoked methods to yield labeled transitions of the form

𝜋
−→. The rules are given in

Figures 6.8–6.9. �

Definition 44 (Projection). The projection of a trace to a specific contract 𝑋 , written
𝜋 ↓𝑋 , is the trace of calls with 𝑋 as the calling address. Formally:

𝜖 ↓𝑋= 𝜖 (𝑍->𝑌.𝑓( ̃𝑣)$𝑛, 𝜋) ↓𝑋 = {
𝑋->𝑌.𝑓( ̃𝑣)$𝑛, (𝜋 ↓𝑋) if 𝑍 = 𝑋
𝜋 ↓𝑋 otherwise �

Notationally, given a (partial) function 𝑓, we write 𝑓|𝑋 for denoting the restriction
of 𝑓 to the subset 𝑋 of its domain.

Definition 45 (Call integrity). Let𝒜 denote the set of all contracts (addresses),𝒳 ⊆ 𝒜
denote a set of trusted contracts, 𝒴 ≜ 𝒜 \ 𝒳 denote all other contracts, and env𝒳𝑆𝑇
have domain 𝒳. A contract 𝐶 ∈ 𝒳 has call integrity for 𝒴 if, for every transaction 𝑇
and environments env1𝑆𝑇 and env2𝑆𝑇 such that env1𝑆𝑇 |𝒳 = env2𝑆𝑇 |𝒳 = env𝒳𝑆𝑇 , it holds
that

⟨𝑇, env1𝑆𝑇⟩
𝜋1−→𝐵 env1

′
𝑆𝑇 ∧ ⟨𝑇, env2𝑆𝑇⟩

𝜋2−→𝐵 env2
′
𝑆𝑇 ⟹ 𝜋1↓𝐶 = 𝜋2↓𝐶 �

The definition is quite complicated and contains a number of elements:

• 𝐶 is the contract of interest.
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[skip𝜋]
env𝑇 ⊢ ⟨skip, env𝑆𝑉 ⟩

𝜖
−→ env𝑆𝑉

[seq𝜋]
env𝑇 ⊢ ⟨𝑆1, env𝑆𝑉 ⟩

𝜋1−→ env″𝑆𝑉 env𝑇 ⊢ ⟨𝑆2, env″𝑆𝑉 ⟩
𝜋2−→ env′𝑆𝑉

env𝑇 ⊢ ⟨𝑆1;𝑆2, env𝑆𝑉 ⟩
𝜋1,𝜋2−−−−→ env′𝑆𝑉

[if𝜋]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑏 ∈ 𝔹 env𝑇 ⊢ ⟨𝑆𝑏, env𝑆𝑉 ⟩

𝜋
−→ env′𝑆𝑉

env𝑇 ⊢ ⟨if 𝑒 then 𝑆T else 𝑆F , env𝑆𝑉 ⟩
𝜋
−→ env′𝑆𝑉

[while𝜋T ]

env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩
𝜋1−→ env″𝑆𝑉

env𝑆𝑉 ⊢ 𝑒 →𝑒 T env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env″𝑆𝑉 ⟩
𝜋2−→ env′𝑆𝑉

env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env𝑆𝑉 ⟩
𝜋1,𝜋2−−−−→ env′𝑆𝑉

[while𝜋F ]
env𝑆𝑉 ⊢ 𝑒 →𝑒 F

env𝑇 ⊢ ⟨while 𝑒 do 𝑆, env𝑆𝑉 ⟩
𝜖
−→ env𝑆𝑉

[decv𝜋]

env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣
env𝑇 ⊢ ⟨𝑆, env𝑆, (𝑥, 𝑣) ∶ env𝑉 ⟩

𝜋
−→ env′𝑆, (𝑥, 𝑣′) ∶ env′𝑉

env𝑇 ⊢ ⟨var 𝑥 := 𝑒 in 𝑆, env𝑆𝑉 ⟩
𝜋
−→ env′𝑆𝑉

where:
𝑥 ∉ dom (env𝑉 )

[assv𝜋]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣

env𝑇 ⊢ ⟨𝑥 := 𝑒, env𝑆𝑉 ⟩
𝜖
−→ env𝑆, env𝑉[𝑥 ↦ 𝑣]

(𝑥 ∈ dom (env𝑉 ))

[assf𝜋]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣

env𝑇 ⊢ ⟨this.𝑝 := 𝑒, env𝑆𝑉 ⟩
𝜖
−→ env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] , env𝑉

where:
𝑋 = env𝑉 (this)

env𝐹 = env𝑆(𝑋)
𝑝 ∈ dom (env𝐹)

Figure 6.8: Trace semantics.
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[call𝜋]

env𝑆𝑉 ⊢ 𝑒1 →𝑒 𝑌 env𝑆𝑉 ⊢ ̃𝑒 →𝑒 ̃𝑣
env𝑆𝑉 ⊢ 𝑒2 →𝑒 𝑛 env𝑇 ⊢ ⟨𝑆, env″𝑆𝑉 ⟩

𝜋
−→ env′𝑆𝑉

env𝑇 ⊢ ⟨call 𝑒1.𝑓( ̃𝑒)$𝑒2, env𝑆𝑉 ⟩
𝑋->𝑌.𝑓(𝑣)$𝑛,𝜋
−−−−−−−−−−−→ env′𝑆, env𝑉

where:
𝑋 = env𝑉 (this)

env𝑋𝐹 = env𝑆(𝑋)
env𝑌𝐹 = env𝑆(𝑌)
( ̃𝑥, 𝑆) = (env𝑇(𝑌))(𝑓)
| ̃𝑥| = | ̃𝑒| = 𝑘
𝑛 ≤ env𝑋𝐹 (balance)

env″𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]
env″𝑉 = (this, 𝑌) ∶ (sender, 𝑋) ∶ (value, 𝑛) ∶ (𝑥1, 𝑣1) ∶ … ∶ (𝑥𝑘, 𝑣𝑘) ∶ env∅𝑉

Figure 6.9: Trace semantics (continued).

• 𝒳 is a set of trusted contracts, which we assume are allowed to influence the
behaviour of 𝐶. This set must obviously contain 𝐶, since 𝐶 at least must
be assumed to be trusted. Thus, a contract 𝐶 can have call integrity for all
contracts, if 𝒳 = {𝐶 }.

• Conversely, the set 𝒴 = 𝒜 \ 𝒳 is the set of addresses of all contracts that are
untrusted.5

• env1𝑆𝑇 and env2𝑆𝑇 are any two pairs of method/field environments that coincide
(both in the code and in the values) for all the trusted contracts.6 The point is
that the contracts in𝒳 are assumed to be known, and hence invariant, whereas
any contract in 𝒴 is assumed to be unknown and may be controlled by an
attacker. Thus, we are actually quantifying over all possible contexts where
the contracts in 𝒳 can be run.

• 𝑇 is any transaction; it may be issued from any account and to any contract.
Thus we also quantify over all possible transactions, since an attacker may
request an arbitrary transaction, that is thus part of the execution context as
well.

Then, the call integrity property intuitively requires that, if we run the trusted
part of the code in any execution context, the behavior of 𝐶 remains the same, i.e. 𝐶

5Note that this is formulated inversely by Grishchenko et al., who instead formulate the property for
a set of untrusted contracts𝒜𝒞 , corresponding to 𝒴 in the present formulation. However, using the set of
trusted addresses𝒳 seems more straightforward.

6This too is inversely formulated by Grishchenko et al.
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must make exactly the same method calls (and in exactly the same order). Thus, to
disprove that 𝐶 has call integrity, it suffices to find two environments and a transaction
that will induce a difference in the call trace of 𝐶.

The idea in the property of call integrity is that the behaviour of 𝐶 should not
depend on any untrusted code (i.e. contracts in 𝒴), even if control is transferred to
a contract in 𝒴. The latter could for example happen if 𝐶 calls a method on 𝐵 ∈ 𝒳,
and 𝐵 then calls a method on a contract in 𝒴. This also means that 𝐶 cannot directly
call any contract in 𝒴, since that can only happen if 𝐶 calls a method on a contract,
where the address is received as a parameter, or if it calls a method on a ‘hard-coded’
contract address. In both cases, we can easily pick up two environments able to
induce different behaviors, for example by choosing a non-existing address for one
context (in the first case), or by ensuring that no contract exists on the hard-coded
address in one context (in the second case). The latter possibility can seem somewhat
contrived, especially if we assume that all contracts are created at the genesis event,
and it might therefore be reasonable to require also that dom (env1𝑆𝑇) = dom (env2𝑆𝑇),
such that we at least assume that contracts exist on the same addresses. However, on
an actual blockchain, new contracts can be deployed (and in some cases also deleted)
at any time, and if such a degree of realism is desired, this extra constraint should not
be imposed.

The main problem with the definition of call integrity is that it relies on a uni-
versal quantification over all possible executions contexts. This makes it hard to be
checked in practice. However, our previous discussion indicates that call integrity
may intuitively be viewed as a form of noninterference between the trusted and the
untrusted contracts. We now see to what extent this intuition is true and formally
compare the two notions.

First of all, we consider a basic lattice of security levels, made up by just two
levels, namely 𝐻 (for high) and 𝐿 (for low), with 𝐿 < 𝐻. We tag every contract to be
high or low through a contracts-to-levels mapping 𝜆 ∶ 𝒜 → {𝐿,𝐻}; this induces a
bipartition of the contract names 𝒜 into the following sets:

ℒ = {𝑋 ∈ 𝒜|𝜆(𝑋) = 𝐿 }
ℋ = {𝑋 ∈ 𝒜|𝜆(𝑋) = 𝐻 }

In this way, we create a bipartition of the state into low and high, corresponding
to the fields of the low and of the high contracts, respectively. Then, we define
low-equivalence =𝐿 to be the equivalence on states such that env1𝑆 =𝐿 env2𝑆 if and
only if env1𝑆(𝑋) = env2𝑆(𝑋), for every 𝑋 ∈ ℒ.

We can now adapt the notion of noninterference for multi-threaded programs by
Smith and Volpano [118] to the setting of TinySol.

Definition 46 (Noninterference). Given a contracts-to-levels mapping 𝜆 ∶ 𝒜 →
{𝐿,𝐻} and a contract environment env𝑇 , the contracts satisfy noninterference if, for
every env1𝑆 and env2𝑆 and for every transaction 𝑇 such that
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• env1𝑆 =𝐿 env2𝑆, and

• ⟨𝑇, env1𝑆, env𝑇⟩ →𝐵 env1
′
𝑆 , env𝑇 , and

• ⟨𝑇, env2𝑆, env𝑇⟩ →𝐵 env2
′
𝑆 , env𝑇

it holds that env1′𝑆 =𝐿 env2
′
𝑆 . �

Remark 1 (Incomparability). Call integrity and noninterference seem strongly re-
lated, in the sense that the first requires that the behaviour of a contract is not
influenced by the (bad) execution context, whereas the second one requires that a
part of the computation (the ‘low’ one) is not influenced by the remainder context
(the ‘high’ one). So, one may try to prove a statement like: “𝐶 ∈ 𝒳 has call integrity
for 𝒴 ≜ 𝒜 \ 𝒳 if and only if it satisfies noninterference w.r.t. 𝜆 such that ℒ = 𝒳 and
ℋ = 𝒴.” However, both directions are false.

For the direction from right to left, consider:

1 contract X {
2 f i e l d balance = 0
3 func go() { }
4 }
5

6 contract Y {
7 f i e l d balance = v
8 func go() {
9 c a l l X.go()$this.balance

10 }
11 }

where X is trusted and Y untrusted. Since X cannot invoke any method, this example
satisfies call integrity. However, it does not satisfy noninterference. To see this,
consider two environments, one assigning 1 to Y’s balance and the other one assigning
0, and the transaction Y->Y.go():0.

For the direction from left to right, consider the following:

1 contract X {
2 func go() {
3 i f Y.balance = 0 then c a l l Z.a()$0 e l se c a l l Z.b()$0
4 }
5 }
6

7 contract Y {
8 f i e l d balance = v;
9 }

10

11
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12 contract Z {
13 func a() { }
14 func b() { }
15 }

Assuming that both X and Z are low, the example satisfies noninterference: there is
no way for Y to influence the low memory. By contrast, the code does not satisfy call
integrity. Indeed, let v be 0 in one environment and 1 in the other, and consider 𝑇 to
be X->X.go():0: in the first environment, it generates X->Z.a():0, whereas in the
second one it generates X->Z.b():0. �

6.4 A type system for noninterference and call integrity

As demonstrated in Remark 1, call integrity and noninterference are incomparable
properties. This is so because noninterference is a 2-property on the pair of stores
(env1′𝑆 , env2

′
𝑆 ) resulting from two different executions, whereas call integrity is a 2-

property on the pair of call traces (𝜋1, 𝜋2) generated during two executions. However,
the two properties have an interesting overlap, because an outgoing currency flow (i.e.
a method call) may also result, at least potentially, in a change of the stored values of
the balance fields of the sender and recipient. Every method call is therefore also an
information flow between the two, even when no amount of currency is transferred.
In [130], Volpano et al. devise a type system for checking information flows, which,
as they show, yields a sound approximation to noninterference. In the following, we
create an adaptation of this type system to TinySol and show that it may also be
used to soundly approximate call integrity.

6.4.1 Type syntax

We begin by assuming a finite lattice (𝒮, ⊑) consisting of a set of security levels 𝒮,
ranged over by 𝑠, and equipped with a partial order ⊑. We write 𝑠⊥, and 𝑠⊤ for the
least and largest elements in 𝒮.

In the simplest setting, we can let 𝒮 ≜ { 𝐿,𝐻 } (for ‘low’ and ‘high’) and define
𝐿 ⊑ 𝐿, 𝐿 ⊑ 𝐻, and 𝐻 ⊑ 𝐻. This is sufficient for ensuring bi-partite noninterference,
but the type system can also handle more fine-grained security control. With this,
we can define the types:

Definition 47. We use the following language of types, where 𝐼 ∈ TNames is a type
name (or ‘interface name’):

𝐵 ∈ ℬ ∶∶= 𝑠 || 𝐼𝑠
𝑇 ∈ 𝒯 ∶∶= 𝐵 || var(𝐵) || cmd(𝑠) || proc(𝐵):𝑠
Γ ∈ ℰ ∶∶= 𝒩 ⇀ 𝒯 ∪ ℰ

𝒩 ∶∶= ANames ∪ FNames ∪ VNames ∪MNames ∪ TNames
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We write 𝑇 for a tuple of types (𝑇1,… , 𝑇𝑛). �

Note that for the purpose of the type system, unless otherwise noted, we shall
assume that the four ‘magic names’ MVar are contained in the respective sets of field
and variable names; i.e. balance ∈ FNames and this, sender, value ∈ VNames.

The meaning of the types is as follows:

• ℬ is a set of base types, which can either be a security level 𝑠, or an interface
name 𝐼, annotated with a security level, 𝐼𝑠. Security levels are assigned to plain
data, i.e. values of type int or bool, as well as expressions yielding values of
these types. The annotated interface type is assigned to addresses, as well as
expressions yielding addresses. In either case, the meaning of the type 𝑠 (resp.
𝐼𝑠), when given to an expression 𝑒, is that all variables read from within 𝑒, are
of level 𝑠 or lower.
Note that for the purpose of the present type system, we do not distinguish
between values of type int and bool, in the sense that we do not check
whether these type constraints are preserved. Instead, we shall just assume
that all programs are well-typed w.r.t. these simple type constraints, such that
e.g. expressions in the guards of if and while constructs indeed yield boolean
values. The present type system can easily be extended to incorporate such
a simple type check by extending the set of base types with annotated value
types int𝑠 and bool𝑠, similar to the annotated interface types.

• var(𝐵) is a box type given to value containers, i.e. variables and fields. It denotes
that the container can store data of type 𝐵. In the case of var(𝑠), it denotes
that the box can store data of level 𝑠 or lower, whereas in the case of var(𝐼𝑠) it
additionally denotes that the address stored in the variable must be of type 𝐼.

• cmd(𝑠) is a phrase type given to code, i.e. commands 𝑆. It denotes that all
assignments in the code are made to variables whose security level is 𝑠 or higher.

• proc(𝐵):𝑠 is a procedure type given to methods 𝑓( ̃𝑥) { 𝑆 }. It denotes that
the body 𝑆 can be typed as cmd(𝑠), under the assumption that the formal
parameters ̃𝑥 have types var(𝐵). We shall discuss the types assigned to the
‘magic variables’ this, sender and value below.
Note that every method declaration contains an implicit write to the balance
field of the containing contract: hence, given the meaning of cmd(𝑠), this also
means that the security level of balance must always be 𝑠 or higher than the
level of any method declared in an interface.

Finally, Γ is a type environment, which is a partial function from names to types or
type environments. The latter possibility is included because we shall represent each
contract declaration as its own type environment, containing box types and procedure
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types for the fields and methods of the contract, and pointed to by the corresponding
interface name. Thus, if a contract has address 𝑋 , then Γ(𝑋) = 𝐼𝑠 for some interface
name 𝐼 and security level 𝑠, and Γ(𝐼) = Γ𝐼 , where Γ𝐼 is a type environment containing
the signatures of the methods and fields of the contract. We shall use the following
simple interface declaration language for the interfaces of contracts:

𝐼𝐶 ∶∶= 𝜖 || interface 𝐼 { 𝐼𝐹 𝐼𝑀 } 𝐼𝐶
𝐼𝐹 ∶∶= 𝜖 || 𝑝 : var(𝐵); 𝐼𝐹
𝐼𝑀 ∶∶= 𝜖 || 𝑓 : proc(𝐵):𝑠; 𝐼𝑀

mirroring the syntax of contract declarations.
We require that all interface declarations bewell-formed in the sense that theymust

at least contain a declaration for the mandatory members, i.e. the balance field and
the send() method. This ensures that we can define a minimal interface declaration
called 𝐼⊤, such that every well-formed interface declaration is a specialisation of 𝐼⊤.
This minimal interface contains just the signatures of the mandatory balance field
and of the send() method; i.e.

1 interface 𝐼⊤ {
2 balance : var(𝑠⊤);
3 send : proc():𝑠⊥;
4 }

in the aforementioned interface declaration syntax.
Intuitively, this definition ensures that, for any valid interface definition 𝐼 (con-

taining at least balance and send) and any security level annotation 𝑠, it must hold
that 𝐼𝑠 is a subtype of 𝐼⊤𝑠⊤ , thus always allowing us to type 𝐼𝑠 up to 𝐼⊤𝑠⊤ . In the following
section, we shall give a definition of a subtyping relation that will ensure that this
indeed is the case.

The inclusion of a contract ‘supertype’ 𝐼⊤𝑠⊤ is similar to what is done in the type
system developed for Featherweight Solidity by Crafa et al. in [33]. This is necessary
to enable us to give a type to the ‘magic variable’ sender, which is available within
the body of every method, since this variable can be bound to the address of any
contract or account. We shall assume that 𝐼⊤ ∈ dom (Γ) for any Γ we shall consider.

We shall also use a typed syntax of TinySol, where local variables are now
declared as

var(𝐵) 𝑥 := 𝑒

where 𝐵 is the type of the value of the expression 𝑒. Likewise, we add annotated type
names 𝐼𝑠 to contract declarations thus:

contract 𝑋 : 𝐼𝑠 { 𝐷𝐹; 𝐷𝑀 }
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[t-subs-name]Γ ⊢ Γ(𝐼1) <∶ Γ(𝐼2)
Γ ⊢ 𝐼1𝑠1 <∶ 𝐼

2
𝑠2

(𝑠1 ⊑ 𝑠2)

[t-subs-sec]Γ ⊢ 𝑠1 <∶ 𝑠2
(𝑠1 ⊑ 𝑠2)

[t-subs-var]
Γ ⊢ 𝐵1 <∶ 𝐵2

Γ ⊢ var(𝐵1) <∶ var(𝐵2)

[t-subs-env]
∀𝑛 ∈ dom (Γ2) . Γ1(𝑛) <∶ Γ2(𝑛)

Γ ⊢ Γ1 <∶ Γ2
(dom (Γ2) ⊆ dom (Γ1))

[t-subs-cmd]
Γ ⊢ cmd(𝑠1) <∶ cmd(𝑠2)

(𝑠2 ⊑ 𝑠1)

[t-subs-proc]
Γ ⊢ 𝐵1 <∶ 𝐵2

Γ ⊢ proc(𝐵1):𝑠1 <∶ proc(𝐵2):𝑠2
(𝑠2 ⊑ 𝑠1)

Figure 6.10: Subtyping rules.

where 𝐼 is a declared type name. Note that the security level is given on the contract,
rather than on the interface. This is intentional, since multiple contracts may imple-
ment the same interface but nevertheless be categorised into different security levels.
For the sake of simplicity, we shall omit the explicit definition of interfaces in the
code and merely assume that an interface declaration Γ𝐼 with an associated name 𝐼 is
provided for each contract.

6.4.2 Subtyping

We shall introduce a parametrised subtyping relation Γ ⊢ ⋅ <∶ ⋅ on types. For
each choice of Γ, we define it as the least preorder satisfying the rules given in
Figure 6.10. The parameter Γ is needed to handle subtyping for interface names 𝐼 in
rule [t-subs-name]. Note that by this rule we have, for each well-formed interface
𝐼𝑠 (with security level 𝑠 and interface name 𝐼) declared in Γ, that Γ ⊢ 𝐼𝑠 <∶ 𝐼⊤𝑠⊤ as
expected. Also note that we write Γ ⊢ 𝐵1 <∶ 𝐵2 to mean Γ ⊢ 𝐵𝑖1 <∶ 𝐵𝑖2 for each 𝑖
(1 ≤ 𝑖 ≤ 𝑛, where |𝐵1| = 𝑛 = |𝐵2|).

By rule [t-subs-sec], subtyping is covariant in the types of data, i.e. the security
level 𝑠, and likewise, the box type constructor var(𝐵) is covariant by rule [t-subs-var].
On the other hand, the type constructor for commands, cmd(𝑠), is contravariant by
rule [t-subs-cmd]. Lastly, the type constructor for methods, proc(𝐵):𝑠, is covariant
in the input parameters 𝐵 by rule [t-subs-proc], but contravariant in the ‘return’
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type 𝑠, which indicates the level of the underlying command type. These variances
are consistent with the intended meaning of the types:

• A box of type var(𝐵) can store something of 𝐵 or lower (where 𝐵 is either 𝑠
or 𝐼𝑠). Hence, if Γ ⊢ 𝐵1 <∶ 𝐵2, then a box type var(𝐵2) can safely be used
wherever a box type var(𝐵1) is needed.

• A command of type cmd(𝑠) will assign to variables whose level is 𝑠 or higher.
Hence, if 𝑠1 ⊑ 𝑠2, then a command type cmd(𝑠1) can safely be used wherever a
command type cmd(𝑠2) is needed.

• A method of type proc(𝐵):𝑠 expects parameters of types 𝐵 and promises that
the method body will only assign to variables that are level 𝑠 or higher. Hence,
if Γ ⊢ 𝐵1 <∶ 𝐵2 and 𝑠2 ⊑ 𝑠1, a command type proc(𝐵2):𝑠2 can safely be used
wherever a command type proc(𝐵1):𝑠1 is needed. This is consistent with the
type for the body 𝑆 since, if 𝑆 can be typed to level cmd(𝑠1), then it can also
safely be typed to level cmd(𝑠2).

6.4.3 Type judgments

We can now give the rules for concluding type judgments, starting with the type rules
for declarations given in Figure 6.11.

Type judgments for contract declarations are of the form Γ ⊢ 𝐷𝐶, stating that the
declarations 𝐷𝐶 are well-typed w.r.t. the environment Γ. This holds if the declarations
are consistent with the type information recorded in Γ, i.e. every field and method
must have a type, and the body of each method must be typable according to the
assumptions of the type. Note that the check here only ensures that every declared
contract member has a type; the converse check (i.e. that every declared type in an
interface also has an implementation) should also be performed. However, we shall
omit this in the present treatment.

After the initial reduction step, all declarations are stored in the two environments
env𝑆𝑇 , and further reductions also use the variable environment env𝑉 for local variable
declarations. Hence, we also need to be able to conclude agreement between these
environments and Γ. These rules are given in Figure 6.12, closely mirroring those
of Figure 6.11. We omit the type rules for empty environments (since an empty
environment is always well-typed). As with declarations above, we also omit the
rules for ensuring that all declared types in an interface also have an implementation
in any contract claiming to implement that interface.

Next, we consider the type rules for statements appearing in the body of method
declarations; they are given in Figure 6.13. Here, judgments are of the form Γ ⊢ 𝑆 ∶
cmd(𝑠), indicating that 𝑠 is the lowest level of any variable written to within 𝑆. This is
derived from the types of the variables occurring in 𝑆, i.e. the types var(𝐵). However,
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[t-dec-c]
Γ ⊢ 𝐷𝐶 Γ1 ⊢ 𝐷𝐹 Γ1 ⊢ 𝐷𝑀

Γ ⊢ contract 𝑋 : 𝐼𝑠 { 𝐷𝐹 𝐷𝑀 } 𝐷𝐶
where:
Γ(𝑋) = 𝐼𝑠
Γ1 = Γ, this ∶ var(𝐼𝑠)

[t-dec-f] Γ ⊢ 𝐷𝐹
Γ ⊢ field 𝑝 := 𝑣; 𝐷𝐹

where:
Γ(this) = var(𝐼𝑠)

𝑝 ∈ dom (Γ(𝐼))

[t-dec-m]
Γ ⊢ this.balance ∶ var(𝑠) Γ1 ⊢ 𝑆 ∶ cmd(𝑠) Γ ⊢ 𝐷𝑀

Γ ⊢ func 𝑓( ̃𝑥) { 𝑆 } 𝐷𝑀
where:
Γ(this) = var(𝐼𝑠1)
Γ(𝐼)(𝑓) = proc(𝐵):𝑠

Γ1 = Γ, ̃𝑥 ∶ var(𝐵), value ∶ var(𝑠), sender ∶ var(𝐼⊤𝑠⊤)

Figure 6.11: Type rules for declarations.

as 𝐵 can be either 𝑠 or 𝐼𝑠, we need a way to extract just the security level and drop
the interface name. For this, we write 𝐵  𝑠, defined in the obvious way:

𝑠 𝑠 𝐼𝑠  𝑠

This is used in the rules for assignments (rules [t-assv] and [t-assf]). Note that in
the rules [t-if] and [t-while], we know (by our assumption that all contracts are
well-typed w.r.t. simple type preservation) that 𝑒 will evaluate to a boolean value,
which therefore necessarily will have a type 𝑠. Thus, we do not need the extra step of
𝐵  𝑠 here.

All rules are straightforward, except for [t-call]. According to the semantics for
call (cf. rule [call]), every call includes an implicit read and write of the balance
field of the calling contract, since the call will only be performed if the value of 𝑒2
is less than, or equal to, the value of balance (to ensure that the subtraction will
not yield a negative number). There is thus an implicit flow from this.balance to
the body 𝑆 of the method call, similar to the case for the guard expression 𝑒 in an
if-statement. Furthermore, there is an implicit write to the balance field of the callee,
and thus a flow of information from one field to the other. This might initially seem
like it would require both caller and callee to have the same security level for their
balance field. However, the levels can differ, since by subtyping we can coerce one
up to match the level of the other. For this reason, we have Γ ⊢ this.balance in
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[t-env-t]
Γ, this ∶ Γ(𝑋) ⊢ env𝑀 Γ ⊢ env𝑇

Γ ⊢ env𝑇 , (𝑋, env𝑀)

[t-env-m]
Γ ⊢ env𝑀 Γ ⊢ this.balance ∶ var(𝑠) Γ1 ⊢ 𝑆 ∶ cmd(𝑠)

Γ ⊢ env𝑀, (𝑓, ( ̃𝑥, 𝑆))
where:
Γ(this) = var(𝐼𝑠1)
Γ(𝐼)(𝑓) = proc(𝐵):𝑠

Γ1 = Γ, ̃𝑥 ∶ var(𝐵), value ∶ var(𝑠), sender ∶ var(𝐼⊤𝑠⊤)

[t-env-s]
Γ, this ∶ Γ(𝑋) ⊢ env𝐹 Γ ⊢ env𝑆

Γ ⊢ env𝑆, (𝑋, env𝐹)

[t-env-f]
Γ ⊢ env𝐹

Γ ⊢ env𝐹 , (𝑝, 𝑣)
where:
Γ(this) = var(𝐼𝑠)

𝑝 ∈ dom (Γ(𝐼))

[t-env-v]
Γ ⊢ env𝑉

Γ ⊢ env𝑉 , (𝑥, 𝑣)
(𝑥 ∈ dom (Γ))

Figure 6.12: Type rules for environment agreement.
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[t-skip]
Γ ⊢ skip ∶ cmd(𝑠⊤)

[t-throw]
Γ ⊢ throw ∶ cmd(𝑠⊤)

[t-assv]Γ ⊢ 𝑥 ∶ var(𝐵) Γ ⊢ 𝑒 ∶ 𝐵
Γ ⊢ 𝑥 := 𝑒 ∶ cmd(𝑠) (𝐵  𝑠)

[t-seq]
Γ ⊢ 𝑆1 ∶ cmd(𝑠) Γ ⊢ 𝑆2 ∶ cmd(𝑠)

Γ ⊢ 𝑆1; 𝑆2 ∶ cmd(𝑠)

[t-while] Γ ⊢ 𝑒 ∶ 𝑠 Γ ⊢ 𝑆 ∶ cmd(𝑠)
Γ ⊢ while 𝑒 do 𝑆 ∶ cmd(𝑠)

[t-subs-stm]
Γ ⊢ 𝑆 ∶ cmd(𝑠1) Γ ⊢ cmd(𝑠1) <∶ cmd(𝑠2)

Γ ⊢ 𝑆 ∶ cmd(𝑠2)

[t-decv]Γ ⊢ 𝑒 ∶ 𝐵 Γ, 𝑥 ∶ var(𝐵) ⊢ 𝑆 ∶ cmd(𝑠)
Γ ⊢ var(𝐵) 𝑥 := 𝑒 in 𝑆 ∶ cmd(𝑠)

[t-assf]
Γ ⊢ 𝑒1.𝑝 ∶ var(𝐵) Γ ⊢ 𝑒2 ∶ 𝐵
Γ ⊢ 𝑒1.𝑝 := 𝑒2 ∶ cmd(𝑠) (𝐵  𝑠)

[t-call]

Γ ⊢ 𝑒1.𝑓 ∶ proc(𝐵):𝑠
Γ ⊢ this.balance ∶ var(𝑠)

Γ ⊢ ̃𝑒 ∶ 𝐵
Γ ⊢ 𝑒2 ∶ 𝑠

Γ ⊢ call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶ cmd(𝑠)

[t-if]
Γ ⊢ 𝑒 ∶ 𝑠 Γ ⊢ 𝑆T ∶ cmd(𝑠) Γ ⊢ 𝑆F ∶ cmd(𝑠)

Γ ⊢ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠)
Figure 6.13: Type rules for statements.
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[t-var]Γ ⊢ 𝑥 ∶ var(𝐵)
Γ ⊢ 𝑥 ∶ 𝐵

[t-field]
Γ ⊢ 𝑒.𝑝 ∶ var(𝐵)
Γ ⊢ 𝑒.𝑝 ∶ 𝐵

[t-subs-exp]
Γ ⊢ 𝑒 ∶ 𝐵1 Γ ⊢ 𝐵1 <∶ 𝐵2

Γ ⊢ 𝑒 ∶ 𝐵2

[t-val]Γ ⊢ 𝑣 ∶ 𝐵 (𝐵 = {
Γ(𝑣) if 𝑣 ∈ ANames
𝑠 otherwise

)

[t-op]
Γ ⊢ 𝑒1 ∶ 𝐵1 … Γ ⊢ 𝑒𝑛 ∶ 𝐵𝑛

Γ ⊢ op(𝑒1,… , 𝑒𝑛) ∶ 𝑠
(
𝐵1  𝑠
⋮
𝐵𝑛  𝑠

)

Figure 6.14: Type rules for expressions

the premise, to be explicitly concluded, rather than as a simple lookup. This enables
calls from a lower security level into a higher security level, but not the other way
around.

Next, we consider the type rules for expressions 𝑒, given in Figure 6.14. Here,
judgments are of the form Γ ⊢ 𝑒 ∶ 𝐵. There are a few things to note:

• In rule [t-val], the type of a value 𝑣 can be chosen freely, if 𝑣 is a value type,
i.e. of type int or bool. This rule is a consequence of the fact that there is no
simple relationship between the datatype of a value and its security level. The
actual security level will then be determined by the type of the variable (resp.
field) to which it is assigned.

• The rules [t-var] and [t-field] simply unwrap the type of the contained value
from the box type of the container. Note that here we assume that 𝑥 also covers
the ‘magic variable’ names this, sender and value, and that 𝑝 also covers
the field name balance.

• Finally, in rule [t-op], we require that all arguments and the return value must
be typable to the same security level 𝑠. Note in particular that we assume
that no operation is defined with an address return type; i.e. we do not allow
any form of pointer arithmetic. Operations may be defined on addresses for
their arguments, e.g. equality testing, but the return type must be one of the
other value types, which can be given a security level. Thus, in the rule [t-op],
we also need to extract the security level 𝑠 from the types of the argument
expressions.
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[t-box-x]
Γ ⊢ 𝑥 ∶ var(𝐵) (Γ(𝑥) = var(𝐵))

[t-m-sub]

Γ ⊢ 𝑒.𝑓 ∶ proc(𝐵1):𝑠1
Γ ⊢ proc(𝐵1):𝑠1 <∶ proc(𝐵2):𝑠2

Γ ⊢ 𝑒.𝑓 ∶ proc(𝐵2):𝑠2

[t-box-f]
Γ ⊢ 𝑒 ∶ 𝐼𝑠

Γ ⊢ 𝑒.𝑝 ∶ var(𝐵) ( Γ(𝐼)(𝑝) = var(𝐵)
𝐵  𝑠 )

[t-meth]
Γ ⊢ 𝑒 ∶ 𝐼𝑠

Γ ⊢ 𝑒.𝑓 ∶ proc(𝐵):𝑠
(Γ(𝐼)(𝑓) = proc(𝐵):𝑠)

Figure 6.15: Type rules for method, variable and field lookup.

Finally, we have the look-up rules for methods, variables and fields, given in
Figure 6.15.

• In rule [t-box-x] we assume that 𝑥 also covers the magic variable names this,
sender and value.

• In rule [t-box-f] we assume that 𝑝 also covers the special field name balance.
Furthermore, we require 𝑒 in 𝑒.𝑝 to resolve to an interface name rather than
variable; i.e. the expression must yield an address. This is again warranted by
our assumption that expressions are well-typed w.r.t. simple type preservation.

• The same is the case in rule [t-meth] for method lookup 𝑒.𝑓, which is used in
the premise of the rule [t-call].

In the lookup rules, the expression 𝑒 is an object path, which must resolve to an
address. As we disallow operations op to return addresses, the object paths form a
proper subset of the set of expressions, since they can only consist of variable lookups,
field reads or addresses given as pure values. Note that, in the rules [t-box-f] and
[t-meth], we require that the object path 𝑒 must be typable as an interface with the
same security level 𝑠 as the value (resp. method) that is being looked up. This is
necessary to ensure that values residing in a higher-level part of the memory cannot
affect values at lower levels, in this case by altering the path to the object being
resolved.

6.4.4 Safety and soundness

As is the case for the type system proposed in [130], our type system does not have
a now-safety predicate in the usual sense, since (invariant) safety in simple type
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[eq-env-∅]
Γ ⊢ env∅𝑋 =𝑠 env

∅
𝑋

(𝑋 ∈ { 𝑉, 𝑆, 𝐹, 𝑇,𝑀 })

[eq-env𝑉 ]
Γ ⊢ env1𝑉 =𝑠 env

2
𝑉

Γ ⊢ env1𝑉 , (𝑥, 𝑣1) =𝑠 env
2
𝑉 , (𝑥, 𝑣2)

( Γ(𝑥) = var(𝑠′)
𝑠′ ⊑ 𝑠 ⟹ 𝑣1 = 𝑣2

)

[eq-env𝑆]
Γ ⊢ env1𝑆 =𝑠 env

2
𝑆 Γ(Γ(𝑋)) ⊢ env1𝐹 =𝑠 env

2
𝐹

Γ ⊢ env1𝑆, (𝑋, env1𝐹) =𝑠 env
2
𝑆, (𝑋, env2𝐹)

[eq-env𝐹]
Γ ⊢ env1𝐹 =𝑠 env

2
𝐹

Γ ⊢ env1𝐹 , (𝑝, 𝑣1) =𝑠 env
2
𝐹 , (𝑝, 𝑣2)

( Γ(𝑝) = var(𝑠′)
𝑠′ ⊑ 𝑠 ⟹ 𝑣1 = 𝑣2

)

[eq-env𝑇]
Γ ⊢ env1𝑇 =𝑠 env

2
𝑇

Γ ⊢ env1𝑇 , (𝑋, env1𝑀) =𝑠 env
2
𝑇 , (𝑋, env2𝑀)

( Γ(𝑋) = 𝐼𝑠′
𝑠′ ⊑ 𝑠 ⟹ env1𝑀 = env2𝑀

)

[eq-env𝑆𝑉 ]
Γ ⊢ env1𝑆 =𝑠 env

2
𝑆 Γ ⊢ env1𝑉 =𝑠 env

2
𝑉

Γ ⊢ env1𝑆𝑉 =𝑠 env
2
𝑆𝑉

[eq-env𝑆𝑇]
Γ ⊢ env1𝑆 =𝑠 env

2
𝑆 Γ ⊢ env1𝑇 =𝑠 env

2
𝑇

Γ ⊢ env1𝑆𝑇 =𝑠 env
2
𝑆𝑇

Figure 6.16: Rules for the 𝑠-parameterised equivalence relation.

systems is a 1-property, whereas noninterference is a hyper-property (specifically, a
2-property). Instead, the meaning of ‘safety’ is expressed directly in the meaning of
the types. Specifically:

• If an expression 𝑒 has type 𝐵 such that 𝐵  𝑠, then it denotes that all variables
read from in the evaluation of 𝑒 are of level 𝑠 or lower, i.e. no read-up.

• If a statement 𝑆 has type cmd(𝑠), then it denotes that all variables written to in
the execution of 𝑆 are of level 𝑠 or higher, i.e. no write-down.

Intuitively, the meaning of these two types together imply that information from
higher-level variables cannot flow into lower-level variables. For a statement such as
𝑥 := 𝑒 to be well-typed, it must therefore be the case that, if Γ ⊢ 𝑥 ∶ var(𝑠1) and
Γ ⊢ 𝑒 ∶ 𝑠2, then 𝑠2 ⊑ 𝑠1. Since 𝑠2 can be coerced up to 𝑠1 through subtyping to match
the level of the variable, the statement itself can then be typed as cmd(𝑠1). We shall
prove that our type system indeed ensures these properties in Theorems 13-15 below.

Before proceeding, we need to define a way to express that two states, i.e. two
collections of variable and field environments env𝑆𝑉 , are equal up to a certain security



224

level 𝑠. This relation, written Γ ⊢ env1𝑆𝑉 =𝑠 env
2
𝑆𝑉 , is given by the rules in Figure 6.16.

Note in particular that the definition implies that env1𝑆𝑉 and env2𝑆𝑉 must have the
same domain, and this carries over to the inner environments env𝐹 inside env𝑆.
The above definition gives us the following obvious result, which can be shown by
induction on the rules of =𝑠:

Lemma 48 (Restriction). If

• Γ ⊢ env1𝑆𝑉 =𝑠 env
2
𝑆𝑉 , and

• 𝑠′ ⊑ 𝑠,

then Γ ⊢ env1𝑆𝑉 =𝑠′ env
2
𝑆𝑉 .

Given our annotation of security levels on interfaces as well, we also extend the
=𝑠 relation to method tables env𝑇 , and finally to the combined representation of
state and code, i.e. env𝑆𝑇 . Next, we need the standard lemmas for strengthening and
weakening of the variable environment:

Lemma 49 (Strengthening). If

Γ, 𝑥 ∶ var(𝐵) ⊢ (𝑥, 𝑣1) ∶ env1𝑉 =𝑠 (𝑥, 𝑣2) ∶ env2𝑉

then also Γ ⊢ env1𝑉 =𝑠 env
2
𝑉 .

Lemma 50 (Weakening). If

• Γ ⊢ env1𝑉 =𝑠 env
2
𝑉 , and

• 𝑥 ∉ dom (env1𝑉 ), and

• 𝑥 ∉ dom (env2𝑉 )

then also
Γ, 𝑥 ∶ var(𝐵) ⊢ (𝑥, 𝑣1) ∶ env1𝑉 =𝑠 (𝑥, 𝑣2) ∶ env2𝑉

for any 𝐵, 𝑣, 𝑥.

Both results can be shown by induction on the rules of =𝑠. Furthermore, both of
the lemmas can then be directly extended to Γ ⊢ env1𝑆𝑉 =𝑠 env

2
𝑆𝑉 . With this, we can

now state the first of our main theorems:

Theorem 13 (Preservation). Assume that

• Γ ⊢ 𝑆 ∶ cmd(𝑠), and

• Γ ⊢ env𝑇 , and
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• Γ ⊢ env𝑆𝑉 , and

• env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉 .

Then, Γ ⊢ env𝑆𝑉 =𝑠′ env
′
𝑆𝑉 for any 𝑠′ such that 𝑠 ⋢ 𝑠′.

The proof proceeds by induction on the derivation of env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ → env′𝑆𝑉 .
It can be found in Section 6.8.1.

The Preservation theorem assures us that the promise made by the type cmd(𝑠) is
actually fulfilled. If Γ ⊢ 𝑆 ∶ cmd(𝑠), then every variable or field written to in 𝑆 will
be of level 𝑠 or higher ; hence every variable or field of a level that is strictly lower than,
or incomparable to, 𝑠 will be unaffected. Thus, the pre- and post-transition states
will be equal on all values stored in variables or fields of level 𝑠′ or lower, since they
cannot have been changed during the execution of 𝑆. In other words, what is shown
to be ‘preserved’ in this theorem is the values at levels lower than, or incomparable
to, 𝑠.

Note that the theorem does not show preservation of well-typedness for the envi-
ronments (as is otherwise usually required in preservation proofs for type systems).
Indeed, a result saying that also Γ ⊢ env′𝑆𝑉 would be pointless. As can be seen in
Figure 6.12, the type judgment Γ ⊢ env𝑆𝑉 only ensures that every field and variable in
env𝑆𝑉 has any type in Γ. The number of declared fields and variables cannot change
between the pre- and post-states of a transition (this is ensured by the rule [decv]);
only the stored values can change, but there is no inherent relationship between a
value and its assigned security level.

Our next theorem assures us that the type of an expression is also in accordance
with the intended meaning, namely: if Γ ⊢ 𝑒 ∶ 𝑠, then every variable (or field) read
from in 𝑒 will be of level 𝑠 or lower (i.e. no read-down of values from a higher level).
We express this by considering two different states, env1𝑆𝑉 and env2𝑆𝑉 , which must
agree on all values of level 𝑠 and lower. Evaluating 𝑒w.r.t. either of these states should
then yield the same result.

Theorem 14 (Safety for expressions). Assume that

• Γ ⊢ 𝑒 ∶ 𝐵 where 𝐵  𝑠, and

• Γ ⊢ env1𝑆𝑉 , and

• Γ ⊢ env2𝑆𝑉 , and

• Γ ⊢ env1𝑆𝑉 =𝑠 env
2
𝑆𝑉 .

Then, env1𝑆𝑉 ⊢ 𝑒 → 𝑣 and env2𝑆𝑉 ⊢ 𝑒 → 𝑣.

The proof is by induction on the derivation of Γ ⊢ 𝑒 ∶ 𝐵. It can be found in
Section 6.8.2.
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Finally, we can use the preceding two theorems to show soundness for the type
system. The soundness theorem expresses that, if a statement 𝑆 is well-typed to any
level 𝑠1 and we execute 𝑆 with any two states env1𝑆𝑉 and env2𝑆𝑉 that agree up to any
level 𝑠2, then the resulting states env1′𝑆𝑉 and env2

′
𝑆𝑉 will still agree on all values up to

level 𝑠2. This ensures noninterference, since any difference in values of a higher level
than 𝑠2 cannot induce a difference in the computation of values at any lower levels.

Theorem 15 (Soundness). Assume that

• Γ ⊢ 𝑆 ∶ cmd(𝑠1), and

• Γ ⊢ env𝑇 , and

• Γ ⊢ env1𝑆𝑉 , and

• Γ ⊢ env2𝑆𝑉 , and

• Γ ⊢ env1𝑆𝑉 =𝑠2 env
2
𝑆𝑉 , and

• env𝑇 ⊢ ⟨𝑆, env1𝑆𝑉 ⟩ → env1
′
𝑆𝑉 , and

• env𝑇 ⊢ ⟨𝑆, env2𝑆𝑉 ⟩ → env2
′
𝑆𝑉 .

Then, Γ ⊢ env1
′
𝑆𝑉 =𝑠2 env

2′
𝑆𝑉 .

There are two cases to consider in the proof:

1. When 𝑠1 ⋢ 𝑠2, i.e. 𝑠2 is either strictly below 𝑠1, or they are incomparable, we
can conclude the following by Theorem 13:

Γ ⊢ env1𝑆𝑉 =𝑠2 env
1′
𝑆𝑉

Γ ⊢ env2𝑆𝑉 =𝑠2 env
2′
𝑆𝑉 .

From Γ ⊢ env1𝑆𝑉 =𝑠2 env
2
𝑆𝑉 we can then conclude Γ ⊢ env1

′
𝑆𝑉 =𝑠2 env

2′
𝑆𝑉 .

2. When 𝑠1 ⊑ 𝑠2, we proceed by induction on the sum of the lengths of the
derivations of the transitions. The proof can be found in Section 6.8.3.

Theorem 15 corresponds to the soundness theorem proved by Volpano, Smith
and Irvine [130] for their While-like language. However, given the object-oriented
nature of TinySol, we can actually take this one step further and allow even parts
of the code to vary. Specifically, given two ‘method table’ environments, env1𝑇 and
env2𝑇 , we just require that these two environments agree up to the same level 𝑠2 to
ensure agreement of the resulting two states env1′𝑆𝑉 and env2

′
𝑆𝑉 . We state this in the

following theorem:
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Theorem 16 (Extended soundness). Assume that

• Γ ⊢ 𝑆 ∶ cmd(𝑠1), and

• Γ ⊢ env1𝑇 , and

• Γ ⊢ env2𝑇 , and

• Γ ⊢ env1𝑇 =𝑠2 env
2
𝑇 , and

• Γ ⊢ env1𝑆𝑉 , and

• Γ ⊢ env2𝑆𝑉 , and

• Γ ⊢ env1𝑆𝑉 =𝑠2 env
2
𝑆𝑉 , and

• env1𝑇 ⊢ ⟨𝑆, env1𝑆𝑉 ⟩ → env1
′
𝑆𝑉 , and

• env2𝑇 ⊢ ⟨𝑆, env2𝑆𝑉 ⟩ → env2
′
𝑆𝑉 .

Then, Γ ⊢ env1
′
𝑆𝑉 =𝑠2 env

2′
𝑆𝑉 .

Proof. By induction on the sum of the lengths of the derivations

env1𝑇 ⊢ ⟨𝑆, env1𝑆𝑉 ⟩ →𝑆 env1
′
𝑆𝑉

env2𝑇 ⊢ ⟨𝑆, env2𝑆𝑉 ⟩ →𝑆 env2
′
𝑆𝑉 .

All the cases are like the corresponding ones in the proof of Theorem 15, except
for the case of [call], which is the only case where env𝑇 plays a role. There are then
two cases to consider:

• If 𝑠1 ⋢ 𝑠2, then env1𝑇 and env2𝑇 only agree up to level 𝑠2, but may differ on other
levels, including 𝑠1 (which is either strictly above 𝑠2, or they are incomparable).
Thus the call may be to two different methods (albeit with the same signature),
namely env1𝑇(𝑌)(𝑓) = ( ̃𝑥, 𝑆1) and env2𝑇(𝑌)(𝑓) = ( ̃𝑥, 𝑆2). However, as 𝑆 is typed
to level 𝑠1, this cannot induce a difference at level 𝑠1 or lower. In particular, by
the premises of rule [call] we have that env1𝑇 ⊢ ⟨𝑆1, env1𝑆𝑉 ⟩ →𝑆 env1

′
𝑆𝑉 and

env2𝑇 ⊢ ⟨𝑆2, env2𝑆𝑉 ⟩ →𝑆 env2
′
𝑆𝑉 . By twice application of Theorem 13, we can

then conclude that

Γ ⊢ env1𝑆𝑉 =𝑠2 env
1′
𝑆𝑉

Γ ⊢ env2𝑆𝑉 =𝑠2 env
2′
𝑆𝑉 .

As we know by assumption that Γ ⊢ env1𝑆𝑉 =𝑠2 env
2
𝑆𝑉 , we can therefore also

conclude that Γ ⊢ env1
′
𝑆𝑉 =𝑠2 env

2′
𝑆𝑉 .
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• If 𝑠1 ⊑ 𝑠2, then env1𝑇 and env2𝑇 agree on all levels up to level 𝑠2 including level 𝑠1.
By assumption, Γ ⊢ env1𝑇 =𝑠2 env

2
𝑇 and so, by [eq-env𝑇], env1𝑇(𝑌) = env2𝑇(𝑌),

since 𝑌 resides at level 𝑠1. In particular, env1𝑇(𝑌)(𝑓) = env2𝑇(𝑌)(𝑓) = ( ̃𝑥, 𝑆′).
The rest of the proof then proceeds like in the case for [call] in the proof of
Theorem 15 (Section 6.8.3).

6.4.5 Extending the type system to transactions

A transaction is nothing but a method call with real-valued parameters and sender
set to an account address, which corresponds to a minimal implementation of 𝐼⊤.
Thus, the theorems from the preceding section can easily be extended to transactions
and blockchains.

A blockchain consists of a set of contract declarations 𝐷𝐶, followed by a list of
transactions 𝑇. Hence, we can conclude Γ ⊢ 𝐷𝐶 𝑇 ∶ cmd(𝑠), if it holds that Γ ⊢ 𝐷𝐶
and Γ ⊢ 𝑇 ∶ cmd(𝑠). The latter can be simply concluded by the following rules:

[t-empty]
Γ ⊢ 𝜖 ∶ cmd(𝑠)

[t-trans]
Γ ⊢ 𝑋.𝑓( ̃𝑣):𝑛 ∶ cmd(𝑠) Γ ⊢ 𝑇 ∶ cmd(𝑠)

Γ ⊢ 𝐴->𝑋.𝑓( ̃𝑣)$𝑛, 𝑇 ∶ cmd(𝑠)

This gives us the following two results:

Lemma 51. If Γ ⊢ 𝐷𝐶 and ⟨𝐷𝐶, env∅𝑆𝑇⟩ → env𝑆𝑇 , then Γ ⊢ env𝑆𝑇 .

Lemma 52. If

• Γ ⊢ 𝐴->𝑋.𝑓( ̃𝑣)$𝑛, 𝑇 ∶ cmd(𝑠), and

• Γ ⊢ env𝑆𝑇 , and

• ⟨𝐴->𝑋.𝑓( ̃𝑣)$𝑛, 𝑇, env𝑆𝑇⟩ → ⟨𝑇, env′𝑆, env𝑇⟩

then also Γ ⊢ env′𝑆.

As the initial step (the ‘genesis event’) does nothing except transforming the
declaration 𝐷𝐶 into the environment representation env𝑆𝑇 , the first result is obvious,
and as the rule [Trans] just unwraps a transaction step into a call to the corresponding
method, the second result follows directly from the Preservation theorem. This can
then be generalised in an obvious way to the whole transaction list. Likewise, the
Safety and Soundness theorems can be extended to transactions in the same manner.
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6.4.6 Noninterference and call integrity

As immediately evident from Definition 46 and Theorem 15, well-typedness ensures
noninterference:

Corollary 11 (Noninterference). Assume a set of security levels 𝒮 ≜ { 𝐿,𝐻 }, with
𝐿 ⊑ 𝐿, 𝐿 ⊑ 𝐻 and 𝐻 ⊑ 𝐻, and furthermore that

• Γ ⊢ 𝑇 ∶ cmd(𝑠), and

• Γ ⊢ env1𝑆𝑇 , and

• Γ ⊢ env2𝑆𝑇 , and

• Γ ⊢ env1𝑆𝑇 =𝐿 env2𝑆𝑇 , and

• ⟨𝑇, env1𝑆𝑇⟩ →∗ env1
′
𝑆𝑇 , and

• ⟨𝑇, env2𝑆𝑇⟩ →∗ env2
′
𝑆𝑇 .

Then, Γ ⊢ env1
′
𝑆𝑇 =𝐿 env2

′
𝑆𝑇 .

Proof. By Theorem 15 and Lemma 52.

From Corollary 11, we then obviously also have that Γ ⊢ env1
′
𝑆 =𝐿 env2

′
𝑆 , re-

gardless of whether 𝑠 is 𝐿 or 𝐻. In particular, we can assign security levels to entire
contracts, as well as all their members. Thus, our type system can be used to ensure
noninterference according to Definition 46.

As we previously argued in Remark 1, noninterference and call integrity are
incomparable properties. However, as our next theorem shows,well-typedness actually
also ensures call integrity. This is surprising, so before stating the theorem, we should
give some hints as to why this is the case.

The definition of call integrity (Definition 45) requires the execution of any code
in a contract 𝐶 to be unaffected by all contracts in an ‘untrusted set’ 𝒴, regardless of
whether parts of the code in 𝒴 execute before, meanwhile or after the code in 𝐶. This
is expressed by a quantification over all possible traces resulting from a change in 𝒴,
i.e. either in the code or in the values of the fields. Regardless of any such change, it
must hold that the sequence of method calls originating from 𝐶 be the same.

Noninterference, on the other hand, says nothing about execution traces, but only
speaks of the correspondence between values residing in the memory before and after
the execution step. The two counter-examples used in Remark 1 made use of this fact:

• The first counter-example had 𝐶 be unable to perform any method calls at
all, thus obviously satisfying call integrity, but allowed different balance
values to be transferred into it from a ‘high’ context by means of a method



230

call, thereby violating noninterference. However, this situation is ruled out
by well-typedness, because well-typedness disallows any method calls from a
‘high’ to a ‘low’ context, precisely because every method call may transfer the
value parameter along with each call.

• The second counter-example had an if statement in 𝐶 (the ‘low’ context)
depend on a field value in a ‘high’ context. The two branches then perform two
differentmethod calls, thus enabling a change of the ‘high’ context to induce two
different execution traces for 𝐶. Thus, the example satisfies noninterference,
because no value stored in memory is changed, but it obviously does not satisfy
call integrity. However, this situation is also ruled out by well-typedness,
because the rule [t-if] does not allow the boolean guard expression 𝑒 in a ‘low’
context to depend on a value from a ‘high’ context.

Thus, both of the two counter-examples would be rejected by the type system.
With a setting of 𝐿 for the ‘trusted’ segment and 𝐻 for the ‘untrusted’,7 no values or
computations performed in the untrusted segment can affect the values in the trusted
segment, nor the value of any expression in this segment, nor can it even perform a
call into the trusted segment. On the other hand, the trusted segment can call out
into the untrusted part, but such a call cannot then reenter the trusted segment: it
must return before any further calls from the trusted segment can happen.

Theorem 17 (Well-typedness implies call integrity). Let 𝒮 ≜ { 𝐿,𝐻 } with 𝐿 ⊑ 𝐿,
𝐿 ⊑ 𝐻 and 𝐻 ⊑ 𝐻. Fix the two sets of addresses 𝒳 and 𝒴 as in Definition 45, such that
𝒜 = 𝒳 ∪ 𝒴 and 𝒜 = dom (env𝑇). Fix a type assignment Γ such that

• ∀𝑋 ∈ 𝒳 . Γ(𝑋) = 𝐼𝐿 for some 𝐼 where

– ∀𝑝 ∈ Γ(𝐼) . Γ(𝐼)(𝑝) = var(𝐵) where 𝐵  𝐿, and
– ∀𝑓 ∈ Γ(𝐼) . Γ(𝐼)(𝑓) = proc(𝐵):𝐿 for any 𝐵

• and with the level 𝐻 given to all other interfaces, fields and methods.

Also assume that

• Γ ⊢ 𝑇 ∶ cmd(𝑠), and

• Γ ⊢ env1𝑆𝑇 , and

• Γ ⊢ env2𝑆𝑇 , and

• Γ ⊢ env1𝑆𝑇 =𝐿 env2𝑆𝑇 , and

7This counter-intuitive naming can perhaps best be thought of as indicating our level of distrust in a
contract.
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• ⟨𝑇, env1𝑆𝑇⟩
𝜋1−→ env1

′
𝑆𝑇 , and

• ⟨𝑇, env2𝑆𝑇⟩
𝜋2−→ env2

′
𝑆𝑇 .

Then, 𝜋1 ↓𝑋= 𝜋2 ↓𝑋 , for any 𝑋 ∈ 𝒳.

Proof. By induction on the length of the transaction 𝑇. The base case (i.e., 𝑇 = 𝜖) is
trivial, since 𝜋1 = 𝜋2 = 𝜖.

For the inductive case, let 𝑇 = 𝐴->𝑌.𝑓( ̃𝑣)$𝑛, 𝑇 ′. We consider two possible
cases.

Case 1: If 𝑌 ∈ 𝒴, then the result is immediate by [t-call], because no call into 𝒳
is allowed due to the implicit write to balance in every method call. Thus, neither
of the traces 𝜋1 or 𝜋2 would contain any method call from any 𝑋 in 𝒳, and therefore
𝜋1 ↓𝑋 = 𝜋2 ↓𝑋 obviously holds since 𝜋1 ↓𝑋 = 𝜖 = 𝜋2 ↓𝑋 .

Case 2: If 𝑌 ∈ 𝒳, we know by assumption that Γ(𝑌) = 𝐼𝐿 for some 𝐼. Hence
env1𝑇(𝑌) = env2𝑇(𝑌) = env𝑌𝑀 and the method called is the same in both runs, say
env𝑌𝑀(𝑓) = ( ̃𝑥, 𝑆). Let

env𝑉 = ( ̃𝑥, ̃𝑣), (this, 𝑌), (sender, 𝐴), (value, 𝑛)

Then

𝜋1 = 𝐴->𝑌.𝑓( ̃𝑣)$𝑛, 𝜋′1, 𝜋″1
𝜋2 = 𝐴->𝑌.𝑓( ̃𝑣)$𝑛, 𝜋′2, 𝜋″2

where

env1𝑇 ⊢ ⟨𝑆, env1𝑆, env𝑉 ⟩
𝜋′1−→𝑆 env1

″
𝑆 , env1

′
𝑉

env2𝑇 ⊢ ⟨𝑆, env1𝑆, env𝑉 ⟩
𝜋′2−→𝑆 env2

″
𝑆 , env2

′
𝑉

(6.1)

and

⟨𝑇 ′, env1″𝑆 , env1𝑇⟩
𝜋″1−−→𝐵 env1

′
𝑆𝑇

⟨𝑇 ′, env2″𝑆 , env2𝑇⟩
𝜋″2−−→𝐵 env2

′
𝑆𝑇

By the induction hypothesis, we have that 𝜋″1 ↓𝑋 = 𝜋″2 ↓𝑋 , for every 𝑋 ∈ 𝒳. To
prove that 𝜋′1 ↓𝑋 = 𝜋′2 ↓𝑋 , we then proceed by a second induction, on the inference
of the transitions in (6.1):

Firstly, by Theorem 16 we know that Γ ⊢ env1
′
𝑆 , env1

′
𝑉 =𝐿 env2

′
𝑆 , env2

′
𝑉 . Hence, the

last rule used in both inferences is the same: in all cases, this is syntax-driven; and
moreover, whenever there is a guard that may change the evolution, this guard is
evaluated at the same value, because of Theorem 14.
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There are four base cases: [skip], [assv], [assf] and [whileF]. All cases are trivial,
since no call is performed and so 𝜋′1 = 𝜖 = 𝜋′2.

There are five inductive cases, according to the last rule used in the inferences:

• [decv]: Then 𝑆 = var(𝐵) 𝑥 := 𝑒 in 𝑆′. By Theorem 14, env1𝑆, env𝑉 ⊢ 𝑒 →𝑒
𝑣 and env2𝑆, env𝑉 ⊢ 𝑒 →𝑒 𝑣. Then,

env1𝑇 ⊢ ⟨𝑆′, env1𝑆, env𝑉 , (𝑥, 𝑣)⟩
𝜋′1−→𝑆 env1

′
𝑆 , env1

′
𝑉 , (𝑥, 𝑣1)

env2𝑇 ⊢ ⟨𝑆′, env2𝑆, env𝑉 , (𝑥, 𝑣)⟩
𝜋′2−→𝑆 env1

′
𝑆 , env2

′
𝑉 , (𝑥, 𝑣2)

and, by the second induction hypothesis, we conclude that 𝜋′1 ↓𝑋 = 𝜋′2 ↓𝑋 , for
all 𝑋 ∈ 𝒳.

• [seq]: Then 𝑆 = 𝑆1; 𝑆2 and so𝜋′1 = 𝜋11 , 𝜋21 and𝜋′2 = 𝜋12 , 𝜋22 . By two applications
of the second induction hypothesis, we obtain that 𝜋11 ↓𝑋 = 𝜋12 ↓𝑋 and that
𝜋21 ↓𝑋 = 𝜋22 ↓𝑋 , which allow us to easily conclude.

• [if]: Then, 𝑆 = if 𝑒 then 𝑆T else 𝑆F. By Theorem 14, env1𝑆, env𝑉 ⊢ 𝑒 →𝑒
𝑏 and env2𝑆, env𝑉 ⊢ 𝑒 →𝑒 𝑏; so, the same branch is chosen in both contexts and
the same command 𝑆𝑏 is executed. The case then holds for 𝑆𝑏 by the second
induction hypothesis.

• [whileT]: The argument is the same as for [if] above.

• [call]: Then 𝑆 = call 𝑒1.𝑔( ̃𝑒)$𝑒2. By Theorem 14, env1𝑆, env𝑉 ⊢ 𝑒1 →𝑒 𝑍
and env2𝑆, env𝑉 ⊢ 𝑒1 →𝑒 𝑍, for some address 𝑍 such that Γ(𝑍) = 𝐼𝑠 for
some interface 𝐼 and security level 𝑠. Moreover, env1𝑇(𝑍)(𝑔) = (𝑥1, 𝑆1) and
env2𝑇(𝑍)(𝑔) = (𝑥2, 𝑆2), for |𝑥1| = |𝑥2| = | ̃𝑒|. Moreover, ̃𝑒 and 𝑒2 are both typed
as 𝐿 and, by Theorem 14, are evaluated at the same values 𝑣′ and 𝑛′. There are
then two cases, depending on the level 𝑠:

– If 𝑠 = 𝐿, then 𝑆1 = 𝑆2 = 𝑆′ and 𝑥1 = 𝑥2 = 𝑥′. Now, let

env′𝑉 = (𝑥′, 𝑣′), (this, 𝑍), (sender, 𝑌), (value, 𝑛′)

Then,

env1𝑇 ⊢ ⟨𝑆′, env1𝑆, env′𝑉 ⟩
𝜋̂1−→𝑆 env1

′
𝑆 , env1

′
𝑉

env2𝑇 ⊢ ⟨𝑆′, env2𝑆, env′𝑉 ⟩
𝜋̂2−→𝑆 env1

′
𝑆 , env2

′
𝑉

By the second induction hypothesis, 𝜋̂1 ↓𝑋 = 𝜋̂2 ↓𝑋 , for any 𝑋 ∈ 𝒳.
Thus

𝜋′1 ↓𝑋 = (𝑌->𝑍.𝑔(𝑣′)$𝑛′, 𝜋̂1) ↓𝑋 = (𝑌->𝑍.𝑔(𝑣′)$𝑛′, 𝜋̂2) ↓𝑋 = 𝜋′2 ↓𝑋 .
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– If 𝑠 = 𝐻, then 𝑆1 and 𝑆2 may differ. However, the first scenario depicted
in the proof of this theorem then applies, since 𝑍 ∈ 𝒴. Thus, by letting 𝜋̂1
and 𝜋̂2 be the traces generated by 𝑆1 and 𝑆2 respectively, we know that
𝜋̂1 ↓𝑋 = 𝜖 = 𝜋̂2 ↓𝑋 , for all 𝑋 ∈ 𝒳, because the call can never reenter
any contract in the Low segment 𝒳; in particular, no further call from 𝑋
can appear in the traces. Hence,

𝜋′1 ↓𝑋 = (𝑌->𝑍.𝑔(𝑣′)$𝑛′) ↓𝑋 = 𝜋′2 ↓𝑋 .

Theorem 17 tells us that every contract 𝑋 in the trusted segment 𝒳 has call
integrity w.r.t. the untrusted segment 𝒴. This is thus a stronger condition than that
of Definition 45, which only defines call integrity for a single contract 𝐶 ∈ 𝒳, rather
than for the whole set. This means that our type system will reject cases where e.g.
𝐶 calls another contract 𝑍 ∈ 𝒳 and 𝑍 calls send() methods of different contracts,
depending on a ‘high’ value. As send() is always ensured to do nothing, such calls
could never lead to 𝐶 being reentered, so this would actually still be safe, even though
𝑍 itself would not satisfy call integrity. Thus, this is an example of what resides in
the ‘slack’ of our type system.

However, this situation seems rather contrived, since it depends specifically on
the send() method, which is always ensured to do nothing except returning. For
practical purposes, it would be strange to imagine a contract 𝐶 ∈ 𝒳 having call
integrity w.r.t. 𝒴, but without the other contracts in 𝒳 also satisfying call integrity
w.r.t. 𝒴. Thus, our type system seems to yield a reasonable approximation to the
property of call integrity.

6.5 Examples and limitations

Let us see a few examples of the application of the type system. To begin with,
consider the first counter-example in Remark 1, which should be ill-typed by the type
system. In the counter-example we say that X is Low and Y is High, so we let them
both implement the interface 𝐼<s> defined as follows:

1 interface I<s> {
2 balance : var(𝑠)
3 go : proc():𝑠
4 }
5

6 contract X : I<L> { ... }
7 contract Y : I<H> { ... }

where 𝐼<L> (resp. 𝐼<H>) is a shorthand for 𝐼𝐿 (resp. 𝐼𝐻) with all occurrences of 𝑠
within the interface definition replaced by 𝐿 (resp. 𝐻). A part of the failing typing
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derivation for the body of the method Y.go() in the declaration of contract Y is:

Γ(this) = I<H>
Γ ⊢ this ∶ I<H>

Γ(I<H>)(balance)
= var(𝐻)

Γ ⊢ this.balance ∶ var(𝐻)

Γ(X) = I<L>
Γ ⊬ X ∶ I<H>

Γ(I<L>)(go)
≠ proc():𝐻

Γ ⊬ X.go ∶ proc():𝐻
Γ ⊬ call 𝑋.go()$this.balance ∶ cmd(𝐻)

(6.2)
We have that Γ ⊢ this.balance ∶ var(𝐻) in contract Y, so in order for the

method declaration go() { X.go():this.balance } in Y to be well-typed, the
body of the method must be typable as proc():𝐻 by rule [t-dec-m]. However, as the
derivation in (6.2) illustrates, this constraint cannot be satisfied, because the lookup
Γ(I<L>)(go) yields proc():𝐿, but proc():𝐻 is needed, and this cannot be obtained
through subtyping, because the proc(𝐵):𝑠 type constructor is contravariant in 𝑠.

The above example is simple, since the name X is ‘hard-coded’ directly in the body
of Y.go(), and therefore the type check fails already while checking the contract def-
inition. However, suppose X were instead received as a parameter. Then the signature
of the method Y.go would have to be method go : proc(I<H>):𝐻 instead, and the
type check would then fail at the call-site, if a Low address were passed. The following
shows a part of the failing typing derivation for the call Y.go(X):this.balance,
where the parameter X is assumed to implement the interface I<L> as before:

Γ(X) = I<L>
Γ ⊢ X ∶ I<L>

𝐿 ⊑ 𝐻

𝐿 ⊑ 𝐻
Γ ⊢ 𝐿 <∶ 𝐻

Γ ⊢ var(𝐿) <∶ var(𝐻)
𝐻 ⋢ 𝐿

Γ ⊬ proc():𝐿 <∶ proc():𝐻
Γ ⊬ I<L> <∶ I<H>

Γ ⊬ X ∶ I<H>
Γ ⊬ call 𝑌.go(𝑋)$this.balance ∶ cmd(𝐻)

(6.3)
Here Γ ⊢ Y.go ∶ proc(I<H>):𝐻 (not shown). The method call expects a pa-

rameter of type I<H>, but I<L> cannot be coerced up to I<H> through subtyping,
because its definition of the method go() has type proc():𝐿, as given in the code
listing above, and Γ ⊬ proc():𝐿 <∶ proc():𝐻 due again to contravariance of the type
constructor. Thus we see that the type system indeed prevents calls from High to
Low, regardless of whether the Low address is ‘hard-coded’ or passed as a parameter
to a High method. However, the aforementioned examples also illustrate a limitation
of our type system approach to ensuring call integrity: the entire blockchain must be
checked, i.e. both the contracts and the transactions. This is necessary since the type
check can fail at the call-site of a method, as in the example shown in (6.3), and the
call-site of any method can be a transaction.

Next, we shall briefly consider two examples, reported by Grishchenko et al.
in [51], of Solidity contracts that are misclassified w.r.t. reentrancy by the static
analyser Oyente [72]; a false positive and a false negative example.
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The false negative example relies on a misplaced update of a field value, just as
in the example in Figure 6.1 (page 198).8 In this example, suppose X were assigned
the level 𝐿 and Y the level 𝐻. With a transaction 𝐴->𝑋.transfer(𝑌)$𝑛 (for any
address 𝐴 and any amount of currency 𝑛), the type system would then correctly reject
this blockchain because of the inherent flow from High to Low that is implicit in the
call X.transfer(this) issued by Y. The typing derivation would fail in a similar
manner as the situation depicted in (6.3).

The false positive example of Grishchenko et al. from [51] is also similar to the
example in Figure 6.1, but this time just with the assignment to the guard variable
correctly placed before the method call (i.e. with lines 6 and 7 switched in Figure 6.1).
This too would be rejected by our type system, since it does not take the ordering
of statements in sequential composition into account (i.e. rule [t-seq]). Thus, this
example constitutes a false positive for our type system as well, which is hardly
surprising.

Finally, let us consider a true positive example. Figure 6.17 illustrates a part of the
code for two banks, which would allow users to store some of their assets and also to
transfer assets between them.9 We assume both banks implement the same interface
IBank, but with different security settings: X is 𝐿 and Y is 𝐻, meaning the latter is
untrusted. There is no callback from Y, so in this setup a blockchain with a transaction
𝐴->𝑋.transfer(𝑌, 1)$0 would actually be accepted by the type system, because
the Low values from X can safely be coerced up (via subtyping) to match the setting
of High on Y.

6.6 Related work

In light of the visibility and immutability of smart contracts, which makes it hard
to correct errors once they are deployed in the wild, it is not surprising that there
has been a substantial research effort within the formal methods community on
developing formal techniques to prove safety properties of those programs—see, for
instance, [124] for a survey. The literature on this topic is already huge and the whole
gamut of techniques from the field of verification and validation has been adapted
to the smart-contract setting. For example, this includes contributions employing
frameworks based on finite-state machines to design and synthesise Ethereum smart

8It also involves the presence of a ‘default function’, which is a special feature of Solidity. It is a
parameterless function that is implicitly invoked by send(), thus allowing the recipient to execute code
upon reception of a currency transfer. This feature is not present in TinySol, yet we can achieve a similar
effect by simply allowing the mandatory send() method to have an arbitrary method body, rather than
just skip. This has no effect on the type system and associated proofs, since the send() method is treated
as any other method therein. Hence, this situation is in principle the same as if the sender had invoked
some other method than send(), similarly to the example in Figure 6.1.

9TinySol does not have a ‘mapping’ type such as in Solidity, so the setup here is limited to a single
user.
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1 contract X : IBank𝐿 {
2 f i e l d owner = A;
3

4 func transfer(recipient , amount) {
5 i f this.sender = this.owner then
6 c a l l recipient.deposit(this.sender)$amount
7 e l se skip
8 }
9 ...

10 }
11

12 contract Y : IBank𝐻 {
13 f i e l d credit = 0;
14

15 func deposit(owner) {
16 this.credit := this.value;
17 this.owner := owner
18 }
19 ...
20 }

Figure 6.17: A two-bank setup.

contracts [79], a variety of static analysis techniques and accompanying tools, such as
those presented in [40; 68; 114; 125], and deductive verification [28; 29; 95], amongst
others. The Dafny-based approach reported in [29] is able to model arbitrary reen-
trancy in a setting with the ‘gas mechanism’, whereas [21] presents a way to analyse
safety properties of smart contracts exhibiting reentrancy in a gas-free setting.

The study in [58] is close in spirit to ours in that it uses a sound type system to
guarantee the absence of information flows that violate integrity policies in Solidity
smart contracts. That work also presents a type verifier and its prototype implemen-
tation within the K-framework [108], which is then applied to analyse more than
one hundred smart contracts. However, their technique has not been related to call
integrity, which, by contrast, is the focus of our work. Thus, our contribution in the
present chapter complements this work and serves to further highlight the utility
and applicability of secure-flow types in the smart-contract setting. However, there
are also clear differences between this aforementioned work and the present one.
Most notably, our type system uses a more refined subtyping relation, which also
handles subtyping of method and address types, whereas subtyping is not defined for
the former in [59], and the latter is not given a type altogether. This gives us a more
fine-grained control over the information flow, since it allows us to assign different
security levels to a contract and its members. For example, a High contract might
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have certain Low methods, which hence would not be callable from another High
contract, whereas High methods would. This is in line with standard object-oriented
principles, e.g. Java-style visibility modifiers.

Another approach to using a type system to ensure smart-contract safety in a
Solidity-like language is presented by Crafa et al. in [33]. This work is indeed related
to ours in that both are based on well-known typing principles from object-oriented
languages, especially subtyping for contract/address types and the inclusion of a
‘default’ supertype for all contracts, similar to our 𝐼⊤. However, the aim of [33] is
rather different from ours, in that the type system offered in that paper seeks to
prevent runtime errors that do not stem from a negative account balance, e.g. those
resulting from attempts to access nonexistent members of a contract. Incidentally,
such runtime errors would also be prevented by our type system (rules [t-call] and
[t-field] in particular), due to our use of ‘interfaces’ as address types, if the converse
check (ensuring every declared type in an interface has an implementation) were also
performed. However, our focus has been on checking the currency flow, rather than
preventing runtime errors of this kind.

The aforementioned paper [33] introduced Featherweight Solidity (FS). Just like
TinySol, FS is a calculus that formalises the core features of Solidity and, as mentioned
above, it supports the static analysis of safety properties of smart contracts via type
systems. Therefore, the developments in the present chapter might conceivably
have been carried out in FS instead of TinySol. Our rationale for using TinySol is
that it provided a very simple language that was sufficient to express the property
of call integrity, thus allowing us to focus on the core of this property. Of course,
‘simplicity’ is a subjective criterion and the choice of one language instead of another
is often a matter of preference and convenience. To our mind, TinySol is slightly
simpler than FS, which includes functionalities such as callback functions and revert
labels. Moreover, the big-step semantics of TinySol provided was more convenient
for the development of our type system than the small-step semantics given for FS.
Furthermore, unlike FS, TinySol also formalises the semantics of blockchains. Having
said so, TinySol and FS are quite similar and it would be interesting to study their
similarities in more detail. To this end, in future work, we intend to carry out a formal
comparison of these two core languages and to see which adaptations to our type
system are needed when formulated for FS. In particular, we note that FS handles
the possibility of an explicit type conversion (type cast) of address to address
payable by augmenting the address type with type information about the contract
to which it refers. This distinction is not present in our version of TinySol, as we
require all contracts and accounts to have a default send() function, so all addresses
are in this sense ‘payable’. However, our type system does not depend on the presence
of a send() function, so this difference is not important here.
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6.7 Conclusion and future work

In this chapter we studied two security properties, namely call integrity and noninter-
ference, in the setting of TinySol, a minimal calculus for Solidity smart contracts. To
this end, we rephrased the syntax of TinySol to emphasise its object-oriented flavour,
gave a new big-step operational semantics for that language and used it to define call
integrity and noninterference. Those two properties have some similarities in their
definition, in that they both require that some part of a program is not influenced by
the other part. However, we showed that the two properties are actually incompara-
ble. Nevertheless, we provided a type system for noninterference and showed that
well-typed programs also satisfy call integrity. Hence, programs that are accepted by
our type systems lie at the intersection between call integrity and noninterference.

A challenging development of our work would be to prove whether the type
system exactly characterises the intersection of these two properties, or to find
another characterisation of this set of programs. Orthogonally, it would be important
to devise type inference algorithms for the present type system, to be used in practical
situations where the typing environment is hard to guess. It would also be interesting
to compare our typing-based proof method with those proposed, e.g., in [51; 72; 114].
Finally, we also aim at applying our static analysis methodology to many concrete
case studies, to better understand the benefits of using a completely static proof
technique for call integrity. To do so, it would be useful to extend TinySol with a ‘gas
mechanism’ allowing one to prove the termination of transactions and to compute
their computational cost.

A potential limitation of the approach presented in this chapter is that the entire
blockchain must be checked to show call integrity of a contract. Indeed, since a typing
derivation can fail at the call-site and the call-site of a method can be a transaction,
transactions must be well-typed too. In passing, we note that this kind of problem
is also present in [118; 130] (and, in general, in many works on type systems for
security), where the whole code needs to be typed in order to obtain the desired
guarantees. We think that an important avenue for future work, and one we intend
to pursue, is to explore whether, and to what extent, other typing disciplines can be
employed to mitigate this problem. As mentioned earlier, we also plan to extend the
language (and the type system) to enable checking of real-life Solidity contracts; this
will also allow us to better assess how (un)feasible it would be to check the whole
blockchain.
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6.8 Proofs

6.8.1 Proof of Theorem 13

Proof. By induction on the derivation of env𝑇 ⊢ ⟨𝑆, env𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉 .
There are four base cases (corresponding to the rules of Figure 6.5 that have no

occurrence of→𝑆 in their premise):

• If [skip] was used, then 𝑆 = skip and the result is immediate, since skip does
not affect env𝑆𝑉 .

• If [whileF] was used, then 𝑆 = while 𝑒 do 𝑆′, with 𝑒 that evaluates to F. The
result is immediate, since env𝑆𝑉 is not modified in the transition.

• If [assv] was used, then 𝑆 = 𝑥 := 𝑒 and from its premise we know that

env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣
env′𝑉 = env𝑉[𝑥 ↦ 𝑣] .

By the premise and side condition of [t-assv],

Γ(𝑥) = var(𝐵)
Γ ⊢ 𝑒 ∶ 𝐵
𝐵  𝑠

As 𝑠′ is strictly lower than 𝑠, we therefore conclude

Γ ⊢ env𝑆𝑉 =𝑠′ env𝑆, env𝑉[𝑥 ↦ 𝑣] .

• If [skip] was used, then 𝑆 = this.𝑝 := 𝑒. The argument is the same as above,
except that the update affects env𝑆, rather than env𝑉 .

For the inductive step, we distinguish the last rule used in the derivation. We
have the following five cases to consider:

• If [seq] was used, then 𝑆 = 𝑆1;𝑆2 and from its premise we know that

env𝑇 ⊢ ⟨𝑆1, env𝑆𝑉 ⟩ →𝑆 env″𝑆𝑉
env𝑇 ⊢ ⟨𝑆2, env″𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉

The last rule used to type 𝑆 is therefore [t-seq], and from its premise we have
that

Γ ⊢ 𝑆1 ∶ cmd(𝑠)
Γ ⊢ 𝑆2 ∶ cmd(𝑠).
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By two applications of the induction hypothesis, the statement holds for both
premises. Thus, we obtain that

Γ ⊢ env𝑆𝑉 =𝑠′ env
″
𝑆𝑉

Γ ⊢ env″𝑆𝑉 =𝑠′ env
′
𝑆𝑉

and we conclude by transitivity.

• If [if] was used, then 𝑆 = if 𝑒 then 𝑆T else 𝑆F and from its premise we
know that

env𝑇 ⊢ ⟨𝑆𝑏, env𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉

where 𝑏 ∈ { T, F } depending on the evaluation value of 𝑒. Then 𝑆 was typed by
[t-if], and from its premise we know that

Γ ⊢ 𝑆T ∶ cmd(𝑠)
Γ ⊢ 𝑆F ∶ cmd(𝑠).

Regardless of which branch was chosen, the statement then holds by the induc-
tion hypothesis.

• If [whileT] was used, then 𝑆 = while 𝑒 do 𝑆′, with 𝑒 that evaluates to T.
From its premise, we know that

env𝑇 ⊢ ⟨𝑆′, env𝑆𝑉 ⟩ →𝑆 env″𝑆𝑉
env𝑇 ⊢ ⟨while 𝑒 do 𝑆′, env″𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉 .

Then 𝑆 was typed by [t-while], and from its premise we know that Γ ⊢
𝑆′ ∶ cmd(𝑠). The statement then holds by two applications of the induction
hypothesis.

• If [decv] was used, then 𝑆 = var(𝐵𝑠″) 𝑥 := 𝑒 in 𝑆′, where 𝑥 ∉ dom (env′𝑉 ).
From its premise we know that

env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣
env𝑇 ⊢ ⟨𝑆′, env𝑆, env𝑉 , (𝑥, 𝑣)⟩ →𝑆 env′𝑆, env′𝑉 , (𝑥, 𝑣′).

Then 𝑆 was typed by [t-decv], and from its premise we have that

Γ ⊢ 𝑒 ∶ 𝐵𝑠″
Γ, 𝑥 ∶ var(𝐵𝑠″) ⊢ 𝑆′ ∶ cmd(𝑠).
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We can then apply the induction hypothesis to conclude that

Γ, 𝑥 ∶ var(𝐵𝑠″) ⊢ env𝑆, env𝑉 , (𝑥, 𝑣) =𝑠′ env
′
𝑆, env′𝑉 , (𝑥, 𝑣′).

By Lemma 49, we can then conclude Γ ⊢ env𝑆𝑉 =𝑠′ env
′
𝑆𝑉 , as required.

• If [call] was used, then 𝑆 = call 𝑒1.𝑓( ̃𝑒)$𝑒2 and it was typed by using
[t-call]. From the premise of [call], we know that

env𝑉 (this) = 𝑋 (the caller),
env𝑆𝑉 ⊢ 𝑒1 →𝑒 𝑌 (the callee),

and there are two writes to the balance fields of caller and callee (which
are typed as var(int, 𝑠2) and var(int, 𝑠3), for 𝑠 ⊑ 𝑠2, 𝑠3), that generate the new
environment env″𝑆 (that only differs from env𝑆 for the values assigned to the
balances). Thus, Γ ⊢ env𝑆 =𝑠′ env

″
𝑆. Moreover,

env𝑆𝑉 ⊢ 𝑒2 →𝑒 𝑛
env𝑆𝑉 ⊢ ̃𝑒 →𝑒 ̃𝑣
env𝑇 ⊢ ⟨𝑆′, env″𝑆𝑉 ⟩ →𝑆 env′𝑆𝑉

where 𝑆′ is the body of the method and

env″𝑉 = (this, 𝑌), (sender, 𝑋), (value, 𝑛), ( ̃𝑥, ̃𝑣).

By the premises of [t-call], we know that

Γ ⊢ 𝑒1 ∶ 𝐼𝑌𝑠
Γ ⊢ ̃𝑒 ∶ 𝐵 where 𝐵  𝑠
Γ ⊢ 𝑒2 ∶ 𝑠

Γ(this) = var(𝐼𝑋𝑠1)

Γ(𝐼𝑌 )(𝑓) = proc(𝐵):𝑠

Moreover, from [t-dec-m] we also know that Γ1 ⊢ 𝑆′ ∶ cmd(𝑠), where

Γ1 = Γ, this ∶ var(𝐼𝑌𝑠 ), sender ∶ var(𝐼⊤𝑠⊤), value ∶ var(𝑠), ̃𝑥 ∶ ṽar(𝐵)

and where Γ ⊢ 𝐼𝑋𝑠1 <∶ 𝐼⊤𝑠⊤ . Hence, Γ1 ⊢ env″𝑉 holds by [t-env-v]. By the
induction hypothesis, Γ1 ⊢ env″𝑆𝑉 =𝑠′ env′𝑆𝑉 , so Γ ⊢ env𝑆 =𝑠′ env′𝑆. That
trivially implies Γ ⊢ env𝑆𝑉 =𝑠′ env

′
𝑆, env𝑉 , as desired.
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6.8.2 Proof of Theorem 14

Proof. By induction on the derivation of Γ ⊢ 𝑒 ∶ 𝐵. There are two base cases:

• If [t-val] was used to conclude Γ ⊢ 𝑒 ∶ 𝐵, then 𝑒 = 𝑣. The result is immediate,
since the value does not depend on env𝑆𝑉 .

• If [t-var] was used, then 𝑒 = 𝑥, and from the premise we have that Γ ⊢
𝑥 ∶ var(𝐵), which was concluded by [t-box-x]. By assumption, 𝐵  𝑠 and
Γ ⊢ env1𝑆𝑉 =𝑠 env2𝑆𝑉 so env𝑉 (𝑥) = env𝑉 (𝑥). Thus we can conclude by
[exp-var].

For the inductive case, we distinguish the last rule used in the derivation. We
have the following three cases:

• If [t-field] was used, then 𝑒 = 𝑒′.𝑝, and from the premise we have that Γ ⊢
𝑒′.𝑝 ∶ var(𝐵), which was concluded by [t-box-f]. From the premise and side
condition of that rule, we then know that Γ ⊢ 𝑒′ ∶ 𝐼𝑠, Γ(𝐼)(𝑝) = var(𝐵) and
𝐵  𝑠. By assumption, Γ ⊢ env1𝑆𝑉 =𝑠 env2𝑆𝑉 . Therefore by the induction
hypothesis

env1𝑆𝑉 ⊢ 𝑒′ → 𝑣′

env2𝑆𝑉 ⊢ 𝑒′ → 𝑣′

where 𝑣′ is an address 𝑋 . Then env1𝑆(𝑋)(𝑝) = env2𝑆(𝑋)(𝑝) Thus we can con-
clude by [exp-field].

• If [t-op] was used, then 𝑒 = op(𝑒1,… , 𝑒𝑛). From the premise, we know that
each of the arguments 𝑒𝑖 are typable as Γ ⊢ 𝑒𝑖 ∶ 𝐵 where 𝐵  𝑠 so by 𝑛
applications of the induction hypothesis, we get that env1𝑆𝑉 ⊢ 𝑒𝑖 → 𝑣𝑖 and
env2𝑆𝑉 ⊢ 𝑒𝑖 → 𝑣𝑖, so we can conclude by rule [exp-op].

• If [t-subs-exp] was used, then we know from the premise that Γ ⊢ 𝑒 ∶ 𝐵′
and Γ ⊢ 𝐵′ <∶ 𝐵. By the subtyping rules [t-subs-sec] resp. [t-subs-name],
we know that 𝑠′ ⊑ 𝑠. Hence, by Lemma 48, Γ ⊢ env1𝑆𝑉 =𝑠′ env

2
𝑆𝑉 also holds.

Then by the induction hypothesis, the statement holds for Γ ⊢ 𝑒 ∶ 𝐵′ where
𝐵′  𝑠′.

6.8.3 Proof of Theorem 15

Proof. There are two cases to consider: In the first case, assume 𝑠1 ⋢ 𝑠2 (i.e. 𝑠2 is either
strictly below 𝑠1, or they are incomparable). By Theorem 13 we can then conclude
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the following:

Γ ⊢ env1𝑆𝑉 =𝑠2 env
1′
𝑆𝑉

Γ ⊢ env2𝑆𝑉 =𝑠2 env
2′
𝑆𝑉

and from Γ ⊢ env1𝑆𝑉 =𝑠2 env
2
𝑆𝑉 we can then conclude Γ ⊢ env1

′
𝑆𝑉 =𝑠2 env

2′
𝑆𝑉 .

For the other case, where 𝑠1 ⊑ 𝑠2, we proceed by induction on the sum of the
lengths of the derivations of the transitions

env𝑇 ⊢ ⟨𝑆, env1𝑆𝑉 ⟩ →𝑆 env1
′
𝑆𝑉

env𝑇 ⊢ ⟨𝑆, env2𝑆𝑉 ⟩ →𝑆 env2
′
𝑆𝑉 .

Initially, we make the following observation: The choice of the last rule in both
inferences is syntax-driven (according to the outermost operator in 𝑆), and therefore
both inferences terminate with the same rule from Figures 6.5–6.6. The only case
when the syntax does not identify the rule to use is when 𝑆 is a while. Thus, we
shall preliminarily prove that also in this case no uncertainty is possible:

Let

env1𝑆𝑉 ⊢ 𝑒 →𝑒 𝑏1
env2𝑆𝑉 ⊢ 𝑒 →𝑒 𝑏2

where 𝑏1, 𝑏2 ∈ { T, F }. Since we are assuming that 𝑠1 ⊑ 𝑠2 and by hypothesis
Γ ⊢ env1𝑆𝑉 =𝑠2 env

2
𝑆𝑉 , we can conclude that 𝑏1 = 𝑏2 by Theorem 14. Hence,

both inferences terminate either with [whileF] or [whileT], according to the
evaluation of the guard.

We now continue with the induction. There are four base cases (corresponding to
the rules of Figure 6.5 that have no occurrence of→𝑆 in their premise):

• If [skip] was used to infer both transitions, then 𝑆 = skip and the result is
immediate, since skip does not affect env1𝑆𝑉 and env2𝑆𝑉 .

• If [whileF] is used to conclude both transitions, then 𝑆 = while 𝑒 do 𝑆′ and
the result is immediate, since

env1
′
𝑆𝑉 = env1𝑆𝑉

env2
′
𝑆𝑉 = env2𝑆𝑉 .
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• If [assv] was used to infer both transitions, then 𝑆 = 𝑥 := 𝑒. From the premises
of that rule, we know that

env1𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣1
env2𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣2.

Thus

env1
′
𝑆𝑉 = env1𝑆, env1𝑉[𝑥 ↦ 𝑣1]

env2
′
𝑆𝑉 = env2𝑆, env2𝑉[𝑥 ↦ 𝑣2] .

By the premise of [t-assv], Γ(𝑥) = var(𝐵) and Γ ⊢ 𝑒 ∶ 𝐵 where 𝐵  𝑠1.
Since by assumption 𝑠1 ⊑ 𝑠2 and Γ ⊢ env1𝑆𝑉 =𝑠2 env

2
𝑆𝑉 , we can conclude that

𝑣1 = 𝑣2 = 𝑣 by Theorem 14. Thus,

Γ ⊢ env1𝑆, env1𝑉[𝑥 ↦ 𝑣] =𝑠2 env
2
𝑆, env2𝑉[𝑥 ↦ 𝑣]

also holds.

• If [assf] was used, then 𝑆 = this.𝑝 := 𝑒. The argument is then the same as
above, except that it is env𝑆, rather than env𝑉 , that is updated.

For the inductive step, we distinguish the last rule used in both derivations (as we
argued above, the two transitions have been inferred by using the same last rule). We
have the following five cases to consider:

• If [seq] was used to conclude both transitions, then 𝑆 = 𝑆1;𝑆2. From the
premises of that rule, we know that

env𝑇 ⊢ ⟨𝑆1, env1𝑆𝑉 ⟩ →𝑆 env1
″
𝑆𝑉

env𝑇 ⊢ ⟨𝑆2, env1
″
𝑆𝑉⟩ →𝑆 env1

′
𝑆𝑉

env𝑇 ⊢ ⟨𝑆1, env2𝑆𝑉 ⟩ →𝑆 env2
″
𝑆𝑉

env𝑇 ⊢ ⟨𝑆2, env2
″
𝑆𝑉⟩ →𝑆 env2

′
𝑆𝑉

Moreover, from the premises of [t-seq], we know that

Γ ⊢ 𝑆1 ∶ cmd(𝑠1)
Γ ⊢ 𝑆2 ∶ cmd(𝑠1).

By two applications of the induction hypothesis, we conclude that

Γ ⊢ env1
″
𝑆𝑉 =𝑠2 env

2″
𝑆𝑉

Γ ⊢ env1
′
𝑆𝑉 =𝑠2 env

2′
𝑆𝑉

as required.
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• If [if] was the last rule used in both inferences, then 𝑆 = if 𝑒 then 𝑆T else
𝑆F. Like in the case of the while discussed at the beginning of this proof, we
have that 𝑏1 = 𝑏2 = 𝑏 ∈ { T, F }, where

env1𝑆𝑉 ⊢ 𝑒 →𝑒 𝑏1
env2𝑆𝑉 ⊢ 𝑒 →𝑒 𝑏2.

Thus, the same branch 𝑆𝑏 is chosen in both inferences, that is

env𝑇 ⊢ ⟨𝑆𝑏, env1𝑆𝑉 ⟩ →𝑆 env1
′
𝑆𝑉

env𝑇 ⊢ ⟨𝑆𝑏, env2𝑆𝑉 ⟩ →𝑆 env2
′
𝑆𝑉 .

Regardless of the value of 𝑏, from the premise of [t-if] we know that Γ ⊢ 𝑒 ∶ 𝑠1
and Γ ⊢ 𝑆𝑏 ∶ cmd(𝑠1). The statement then holds by the induction hypothesis.

• If [whileT] was the last rule used, then 𝑆 = while 𝑒 do 𝑆′ and from the
premises of that rule we know that

env𝑇 ⊢ ⟨𝑆′, env1𝑆𝑉 ⟩ →𝑆 env1
″
𝑆𝑉

env𝑇 ⊢ ⟨while 𝑒 do 𝑆′, env1″𝑆𝑉⟩ →𝑆 env1
′
𝑆𝑉

env𝑇 ⊢ ⟨𝑆′, env2𝑆𝑉 ⟩ →𝑆 env2
″
𝑆𝑉

env𝑇 ⊢ ⟨while 𝑒 do 𝑆′, env2″𝑆𝑉⟩ →𝑆 env2
′
𝑆𝑉

Moreover, by the premise of [t-while], we know that

Γ ⊢ 𝑒 ∶ 𝑠1
Γ ⊢ 𝑆′ ∶ cmd(𝑠1).

The statement then holds by two applications of the induction hypothesis, like
in the case for [seq] above.

• If [decv] was the last rule used, then 𝑆 = var(𝐵) 𝑥 := 𝑒 in 𝑆′. From the
premises of that rule, we have that

env1𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣1
env𝑇 ⊢ ⟨𝑆′, env1𝑆, env1𝑉 , (𝑥, 𝑣1)⟩ →𝑆 env1

′
𝑆 , env1

′
𝑉 , (𝑥, 𝑣′1)

env2𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣2
env𝑇 ⊢ ⟨𝑆′, env2𝑆, env2𝑉 , (𝑥, 𝑣2)⟩ →𝑆 env2

′
𝑆 , env2

′
𝑉 , (𝑥, 𝑣′2)
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where 𝑥 ∉ dom (env1𝑉 ) ∪ dom (env2𝑉 ). From the premise of [t-decv], we know
that

Γ ⊢ 𝑒 ∶ 𝐵 where 𝐵  𝑠
Γ, 𝑥 ∶ var(𝐵) ⊢ 𝑆′ ∶ cmd(𝑠1).

In order to apply the induction hypothesis, we must show that

Γ, 𝑥 ∶ var(𝐵) ⊢ env1𝑆, env1𝑉 , (𝑥, 𝑣1) =𝑠2 env
2
𝑆, env2𝑉 , (𝑥, 𝑣2) (6.4)

There are now two cases:

– If 𝑠 ⊑ 𝑠2, then (6.4) holds by Theorem 14: indeed, 𝑣1 = 𝑣2 = 𝑣, since all
variables read within 𝑒 are of a lower level than 𝑠2, and by assumption,
env1𝑆𝑉 and env2𝑆𝑉 agree on all values up to, and including, 𝑠2.

– If 𝑠 ⋢ 𝑠2, then 𝑠 is either strictly higher than 𝑠2, or they are incomparable.
Hence, (6.4) holds by definition of the Γ ⊢ ⋅ =𝑠 ⋅ relation.

Thus, by the induction hypothesis we have that

Γ, 𝑥 ∶ var(𝐵) ⊢ env1
′
𝑆 , env1

′
𝑉 , (𝑥, 𝑣′1) =𝑠2 env

2′
𝑆 , env2

′
𝑉 , (𝑥, 𝑣′2)

and we can therefore conclude Γ ⊢ env1
′
𝑆𝑉 =𝑠2 env

2′
𝑆𝑉 by Lemma 49, as required.

• If [call] was the last rule, then 𝑆 = call 𝑒1.𝑓( ̃𝑒)$𝑒2, and 𝑆 was typed by
using [t-call].
Firstly, from the premises of [call] we know that

env1𝑉 (this) = 𝑋1
env2𝑉 (this) = 𝑋2

and from the premise of [t-call], we have that Γ(this) = var(𝐼𝑋𝑠′1)with 𝑠′1 ⊑ 𝑠1.
Since Γ ⊢ env1𝑉 =𝑠2 env2𝑉 and 𝑠1 ⊑ 𝑠2 by assumption, we can conclude that
𝑋1 = 𝑋2 = 𝑋 , by [eq-env𝑉 ].
Secondly, from the premises of [call] and [t-call], we have that

env1𝑆𝑉 ⊢ 𝑒1 →𝑒 𝑌1
env2𝑆𝑉 ⊢ 𝑒1 →𝑒 𝑌2

Γ ⊢ 𝑒1 ∶ 𝐼𝑌𝑠1

env1𝑆𝑉 ⊢ 𝑒2 →𝑒 𝑛1
env2𝑆𝑉 ⊢ 𝑒2 →𝑒 𝑛2

Γ ⊢ 𝑒2 ∶ 𝑠1
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By Theorem 14, we conclude that 𝑌1 = 𝑌2 = 𝑌 and 𝑛1 = 𝑛2 = 𝑛, since we are
assuming that 𝑠1 ⊑ 𝑠2.
Thirdly, for the list of actual parameters, fix an arbitrary expression 𝑒𝑖 ∈ ̃𝑒. By
the premises of [call] and [t-call], we have that

env1𝑆𝑉 ⊢ 𝑒𝑖 →𝑒 𝑣1𝑖
env2𝑆𝑉 ⊢ 𝑒𝑖 →𝑒 𝑣2𝑖

Γ ⊢ 𝑒𝑖 ∶ 𝐵𝑖 where 𝐵𝑖  𝑠𝑖.

The values 𝑣1𝑖 , resp. 𝑣2𝑖 , will be bound to the variable 𝑥𝑖 within the newly created
variable environments env1″𝑉 , resp. env2″𝑉 , which are used in the two executions
of the method body. For each value, there are two cases:

– If 𝑠𝑖 ⊑ 𝑠2, then by Theorem 14 we have that 𝑣1𝑖 = 𝑣2𝑖 .
– Otherwise, it may be the case that 𝑣1𝑖 ≠ 𝑣2𝑖 , but since 𝑠𝑖 ⋢ 𝑠2, then the

variable bindings (𝑥𝑖, 𝑣1𝑖 ), resp. (𝑥𝑖, 𝑣2𝑖 ), will still satisfy the condition that
the newly created variable environments env1″𝑉 , resp. env2″𝑉 , will agree up
to level 𝑠2.

As we concluded above, the caller𝑋 is the same in both transitions, and likewise,
the callee 𝑌 is the same, as is the value 𝑛. Thus by [eq-env𝑉 ] it easily follows
that

Γ′ ⊢ env1
″
𝑉 =𝑠2 env

2″
𝑉 (6.5)

where

env1
″
𝑉 = (this, 𝑌), (sender, 𝑋), (value, 𝑛), (𝑥1, 𝑣11),… , (𝑥𝑘, 𝑣1𝑘)

env2
″
𝑉 = (this, 𝑌), (sender, 𝑋), (value, 𝑛), (𝑥1, 𝑣21),… , (𝑥𝑘, 𝑣2𝑘)

and

Γ′ = Γ, this ∶ var(𝐼𝑌𝑠1), sender ∶ var(𝐼⊤𝑠⊤), value ∶ var(𝑠1), ̃𝑥 ∶ ṽar(𝐵𝑠)

and Γ ⊢ 𝐼𝑋𝑠′1 <∶ 𝐼
⊤
𝑠⊤ .

Regarding the two state environments env1″𝑆 and env2
″
𝑆 , recall again that the

caller 𝑋 , resp. the callee 𝑌 , are the same in both transitions. By [eq-env𝐹] we
then have that

Γ ⊢𝐼𝑋 env1𝑋𝐹 =𝑠2 env
2𝑋
𝐹

Γ ⊢𝐼𝑌 env1𝑌𝐹 =𝑠2 env
2𝑌
𝐹
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where env𝑖𝑍𝐹 = env𝑖𝑆(𝑍) for 𝑖 ∈ {1, 2} and 𝑍 ∈ {𝑋, 𝑌}. Since [t-call] entails
that

Γ(𝐼𝑋)(balance) = var(𝑠′2)
Γ(𝐼𝑌 )(balance) = var(𝑠′3)

with 𝑠1 ⊑ 𝑠′2, 𝑠′3, we have that

Γ ⊢ env1
″
𝑆 =𝑠2 env

2″
𝑆 (6.6)

where

env1
″
𝑆 = env1𝑆[𝑋 ↦ env1𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env1𝑌𝐹 [balance += 𝑛]]

env2
″
𝑆 = env2𝑆[𝑋 ↦ env2𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env2𝑌𝐹 [balance += 𝑛]]

since both balance fields are modified by the same value 𝑛 in both executions.
Finally, since the callee 𝑌 is the same in both executions, we have that

env𝑇(𝑌)(𝑓) = ( ̃𝑥, 𝑆′)

in both executions; i.e. the method body 𝑆′ is the same, and from the premise
of [t-dec-m], we have that Γ′ ⊢ 𝑆′ ∶ cmd(𝑠1). Moreover, from the premises of
[call] we then have that

env𝑇 ⊢ ⟨𝑆′, env1″𝑆𝑉⟩ →𝑆 env1
′
𝑆𝑉

env𝑇 ⊢ ⟨𝑆′, env2″𝑆𝑉⟩ →𝑆 env2
′
𝑆𝑉

(6.7)

We can then conclude the following:

Γ′ ⊢ env1
″
𝑆𝑉 =𝑠2 env

2″
𝑆𝑉 by (6.6) and (6.5)

Γ′ ⊢ env1
′
𝑆𝑉 =𝑠2 env

2′
𝑆𝑉 by and (6.7) and the induction hypothesis

By assumption Γ ⊢ env1𝑉 =𝑠2 env
2
𝑉 , so this finally allows us to conclude that

Γ ⊢ env1
′
𝑆 , env1𝑉 =𝑠2 env

2′
𝑆 , env2𝑉

as required.



7 Preventing Out-of-Gas Exceptions by Typing1

7.1 Introduction

Smart contracts running on a blockchain can be viewed as a collective system: they
are typically deployed in large numbers and interact in an adversarial environment,
each pursuing its own individual goal, without specific centralised control. Many
languages have been deployed to program them, with the Ethereum Virtual Machine
language [132] (EVM) as one of the most successful proposals. It is a Turing-complete
language and, thus, it is in principle undecidable whether a given EVM smart contract
will halt or not. This is problematic in a blockchain setting, since smart contracts may
be called in transactions, which are executed by miners as part of their attempts to
find the next block, as well as when validating existing blocks. If a transaction were
to run forever, it would therefore in effect block the miner from making progress,
which for instance could be used to cause a denial of service for the entire network.

To limit such undesirable scenarios, EVM introduced the concept of gas, which
effectively ensures termination of all transactions. This mechanism works as follows
(see [51] for details): The gas represents a unit of computation, and thus also a unit
of work for the miner. Each EVM instruction has an associated gas cost,2 and the
total gas cost of a transaction is thus proportional to the amount of computational
work required by the miner to execute the transaction. Whenever a user schedules a
transaction, two additional parameters have to be specified: the gas limit and the gas
price. The gas limit is an upper bound on the gas cost of the transaction. If this limit
is exceeded, an out-of-gas exception is thrown, the transaction aborts and its effects
are rolled back. The gas price is the amount of currency that the user is willing to pay
to the miner for each unit of gas consumed in the transaction. This ensures that users
will not schedule long-running transactions and just pick an arbitrarily high gas limit,

1The present chapter is joint work with Luca Aceto, Daniele Gorla and Mohammad Hamdaqa. It was
presented at the REoCAS colloquium in 2024 and published in the proceedings, [6]. A version with an
appendix containing the proofs is available online in [5]. The present chapter is equivalent to the online
version with all proofs included.

2Usually 3–5 units, although some complex operations such as CREATE have a much higher cost. An
overview of the EVM instructions and their gas costs can be found in [119].
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since the gas price will still be paid for each unit of gas consumed in a transaction,
even if the transaction aborts with an out-of-gas exception.

The concept of gas is, of course, also inherent in Solidity, since this language
compiles to EVM. However, the original presentation of TinySol [12], a minimal
object-oriented language based on Solidity, does not include such a mechanism.
This limits its ability to realistically model, e.g., aborting transactions and rollback.
In particular, the latter phenomenon is modelled in the operational semantics of
that language through a rule with an undecidable premise. In our previous work
on TinySol [4] (see Chapter 6), we simply decided to omit this rule, thus in effect
allowing non-terminating transactions and also leaving transactions stuck, if an
exception-raising command were ever to be reached.

In the present chapter, we therefore add a gas mechanism to our version of
TinySol and present a first attempt at a type system ensuring that transactions never
run of out gas at runtime. The syntax of the language is provided in Section 7.2 and is
essentially the one we used in [4], where we gave a big-step operational semantics for
TinySol. However, handling exceptions in a big-step semantics is rather unnatural, as
exceptions can be raised at any intermediate point of a computation. For this reason,
a first contribution of this work is to provide a small-step operational semantics for
TinySol; this is done in Section 7.3.

We then move to the core contribution of this chapter: a type system for guar-
anteeing that a transaction never runs out-of-gas, that is, an out-of-gas exception is
never raised at runtime. The type system is defined in Section 7.4.1 and its proper-
ties are stated in Section 7.4.2. Never running out-of-gas is essentially a problem of
checking termination of a program, a well-known undecidable problem in its general
formulation. To make it decidable, and efficiently checkable, we have to reduce the set
of programs that the type system accepts; this is discussed thoroughly in Section 7.4.3.
We conclude the chapter in Section 7.5, where we also hint at possible directions
for future enhancements of this work. Longer proofs are deferred to the end of the
chapter; they can be found in Section 7.6.

7.1.1 Related work

The literature on methods for proving that programs terminate is vast and we cannot
do justice to related work fully in this chapter. We therefore limit ourselves to men-
tioning the survey of program termination proof techniques for sequential programs
given in [32] and the textbook [91], which offers an introduction to Hoare-style meth-
ods to prove total correctness and to give bounds on the execution time of imperative
programs [90].

In the setting of smart-contract languages, as observed in [45], proofs of termina-
tion are non-trivial even in the presence of a gas mechanism. That article presents
the first mechanised proof of termination of contracts written in EVM bytecode using
minimal assumptions on the gas cost of operations. Efficient static-analysis techniques
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𝐷𝐹 ∈ Dec𝐹 ∶∶= 𝜖 || field p := 𝑣;𝐷𝐹
𝐷𝑀 ∈ Dec𝑀 ∶∶= 𝜖 || func 𝑓( ̃𝑥) { 𝑆 } 𝐷𝑀
𝐷𝐶 ∈ Dec𝐶 ∶∶= 𝜖 || contract 𝑋 {

field balance := 𝑛; 𝐷𝐹
func send() { skip } 𝐷𝑀

} 𝐷𝐶
𝑚 ∈ MVar ∶∶= this || sender || value
𝐿 ∈ LVal ∶∶= 𝑥 || this.𝑝
𝑒 ∈ Exp ∶∶= 𝑣 || 𝑥 || 𝑚 || 𝑒.balance || 𝑒.𝑝 || op( ̃𝑒)
𝑆 ∈ Stm ∶∶= skip || throw || var 𝑥 := 𝑒 in 𝑆 || 𝐿 := 𝑒

|| 𝑆1;𝑆2 || if 𝑒 then 𝑆T else 𝑆F || while 𝑒 do 𝑆
|| call 𝑒1.𝑓( ̃𝑒)$𝑒2

𝑣 ∈ Val ∶∶= ℤ ∪ 𝔹 ∪ ANames

where 𝑥, 𝑦 ∈ VNames (variable names), 𝑝, 𝑞 ∈ FNames (field names),
𝑋, 𝑌 ∈ ANames (address names), 𝑓, 𝑔 ∈ MNames (method names).

Figure 7.1: The syntax of TinySol.

for detecting gas-focused vulnerabilities in smart contracts and their implementation
in the tool MadMax have been presented in [50].

Among the plethora of studies on type systems for ensuring program termination
in several settings, we mention the work by Boudol on typing termination in a higher-
order concurrent imperative language; see [20] and the references therein. Our
contribution is inspired by the work by Deng and Sangiorgi in [37] for the 𝜋-calculus.
In particular, we build on their type system 1, which imposes limitations similar to
those for our type system, e.g. it prohibits (the 𝜋-calculus equivalent of) recursive
function calls.

7.2 TinySol with gas and exceptions

The syntax of TinySol is given in Figure 7.1, where we use the notation ̃⋅ to denote
(possibly empty) sequences of items. The set of values, ranged over by 𝑣, is formed
by the sets of integers ℤ, ranged over by 𝑛, booleans 𝔹 = { T, F }, ranged over by 𝑏,
and address names ANames, ranged over by 𝑋, 𝑌 .

We introduce explicit declarations for fields 𝐷𝐹, methods 𝐷𝑀, and contracts
𝐷𝐶. The latter also encompasses declarations of accounts: an account is a contract
that contains only the declarations of a special field balance and of a single special
method send(), which does nothing and is used only for transferring funds to the
account. By contrast, a contract usually contains other declarations of fields and
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methods. For the sake of simplicity, we make no syntactic distinction between an
account and a contract but, to distinguish them, we can assume that the set ANames
is split into contract addresses and account addresses.

We have four ‘magic’ keywords in our syntax. The keyword balance (type int)
stands for a special field recording the current balance of the contract (or account).
It can be read from, but not directly assigned to, except through method calls. This
ensures that the total amount of currency ‘on-chain’ remains constant during exe-
cution. The keyword value (type int) denotes a special variable that is bound to
the currency amount transferred with a method call. The special variable sender
(type address) is always bound to the address of the caller of a method. Finally,
this (type address) is a special variable that is always bound to the address of the
contract containing the currently executing method. The last three of these are local
variables, and we collectively refer to them as ‘magic variables’ 𝑚 ∈ MVar.

The declaration of variables and fields (𝐷𝑉 and 𝐷𝐹) are very alike: the main
difference is that variable bindings will be created at runtime (and with scoped
visibility), hence we can let the initial assignment be an expression 𝑒; by contrast, the
initial assignment to fields must be a value 𝑣.

The core part of the language is the declaration of expressions 𝑒 and statements
𝑆, which are almost the same as in [12]. The main differences are:

1. We introduce fields 𝑝 in expressions, instead of keys.

2. We explicitly distinguish between (global) fields and (local) variables, where
the latter are declared with a scope limited to a statement 𝑆.

3. We introduce explicit lvalues 𝐿, to restrict what can appear on the left-hand side
of an assignment (which, in particular, ensures that the special field balance
can never be assigned to directly).

4. We have a for loop, instead of the more general (and less controllable) while
loop. This last difference is only introduced for the sake of the type system we
are going to present and, indeed, in [4] the while loop is present.

We now use TinySol to describe transactions and blockchains. A transaction is
simply a call, where the caller is an account 𝐴, rather than a contract, together with
some gas quantity, used to specify how much computational cost the transaction can
consume. We denote this by writing 𝐴->𝑋.𝑓( ̃𝑣)$(𝑛, 𝑔), which expresses that the
account 𝐴 calls the method 𝑓 on the contract (residing at address) 𝑋 , with actual
parameters ̃𝑣, transferring the amount of currency 𝑛 with the call, and with an upper
bound on the computational cost of the call given by the gas amount 𝑔 (a positive
integer). Hence, blockchains can be defined as follows:

Definition 48 (Syntax of blockchains). A blockchain 𝐵 ∈ ℬ is a list of initial contract
declarations 𝐷𝐶, followed by a sequence of transactions 𝑇 ∈ Tr:
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𝐵 ∈ ℬ ∶∶= 𝐷𝐶 𝑇
𝑇 ∈ Tr ∶∶= 𝜖 || 𝐴->𝑋.𝑓( ̃𝑣)$(𝑛, 𝑔), 𝑇

where 𝑔 > 0 is the gas limit of the transaction. Notationally, a blockchain with an
empty 𝐷𝐶 will be simply written as the sequence of transactions. �

7.3 A small-step semantics with exceptions and gas

The semantics given in [4] describes the execution of a complex statement as one
single computational step. This is sensible from the point of view of a user, since
a transaction is a method call and transactions are atomic. However, we can also
create a small-step semantics for statements in TinySol to describe the individual
computational steps involved; this form of semantics is more suitable than a big-step
one when exception handling is introduced.

To define the semantics, we need some environments to record the bindings of
variables (including the three magic variable names this, sender and value), fields,
methods, and contracts. We define them as sets of partial functions:

Definition 49 (Binding model). The binding model consists of the following:

env𝑉 ∈ Env𝑉 ∶ VNames ∪MVar ⇀ Val

env𝑆 ∈ Env𝑆 ∶ ANames ⇀ Env𝐹
env𝐹 ∈ Env𝐹 ∶ FNames ∪ { balance } ⇀ Val

env𝑇 ∈ Env𝑇 ∶ ANames ⇀ Env𝑀
env𝑀 ∈ Env𝑀 ∶ MNames ⇀ VNames∗ × Stm

We write each environment env𝑋 , for 𝑋 ∈ {𝑉, 𝐹,𝑀, 𝑆, 𝑇 }, as an unordered se-
quence of pairs (𝑑, 𝑐) where 𝑑 ∈ dom (env𝑋) and 𝑐 ∈ codom (env𝑋). The notation
env𝑋[𝑑 ↦ 𝑐] denotes the update of env𝑋 mapping 𝑑 to 𝑐. We write env∅𝑋 for the
empty 𝑋-environment. �

To simplify the notation, when two or more environments appear together, we
shall use the convention of writing the subscripts together; e.g., we write env𝑀𝐹
instead of env𝑀, env𝐹 , and env′𝑆𝑉 instead of env′𝑆, env′𝑉 .

The semantics of expressions is given in the following Figure 7.2, where we assume
an evaluation function op( ̃𝑣) →op 𝑣 for every basic operation op of the language.

The semantics of declarations turns a field/method/contract declaration into an
environment representation, to be used in the semantics of transactions. The rules
are given in the following Figure 7.3. Statements are executed in the context of
the following environments: a method table env𝑇 , which maps addresses to method
environments, and a state env𝑆𝑉 , which maps addresses to lists of fields and their
values, and local variables to their values. Thus, for each contract, we have the list of
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[exp-val]
env𝑆𝑉 ⊢ 𝑣 →𝑒 𝑣

[exp-var]
𝑥 ∈ dom (env𝑉 )
env𝑆𝑉 ⊢ 𝑥 →𝑒 𝑣

(env𝑉 (𝑥) = 𝑣)

[exp-field]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑋
env𝑆𝑉 ⊢ 𝑒.𝑝 →𝑒 𝑣

( 𝑝 ∈ dom (env𝑆(𝑋))
env𝑆(𝑋)(𝑝) = 𝑣 )

[exp-op]
env𝑆𝑉 ⊢ ̃𝑒 →𝑒 ̃𝑣 op( ̃𝑣) →op 𝑣

env𝑆𝑉 ⊢ op( ̃𝑒) →𝑒 𝑣
Figure 7.2: Semantics of expressions.

[dec-f1] ⟨𝜖, env𝐹⟩ →𝐷𝐹 env𝐹

[dec-f2]
⟨𝐷𝐹, env𝐹⟩ →𝐷𝐹 env′𝐹

⟨field 𝑝 := 𝑣;𝐷𝐹, env𝐹⟩ →𝐷𝐹 (𝑝, 𝑣), env′𝐹

[dec-m1] ⟨𝜖, env𝑀⟩ →𝐷𝑀 env𝑀

[dec-m2]
⟨𝐷𝑀, env𝑀⟩ →𝐷𝑀 env′𝑀

⟨func 𝑓( ̃𝑥) { 𝑆 } 𝐷𝑀, env𝑀⟩ →𝐷𝑀 (𝑓, ( ̃𝑥, 𝑆)), env′𝑀

[dec-c1] ⟨𝜖, env𝑆𝑇⟩ →𝐷𝐶 env𝑆𝑇

[dec-c2]

⟨𝐷𝐹, env∅𝐹 ⟩ →𝐷𝐹 env𝐹
⟨𝐷𝑀, env∅𝑀⟩ →𝐷𝑀 env𝑀
⟨𝐷𝐶, env𝑆𝑇⟩ →𝐷𝐶 env′𝑆𝑇

⟨contract 𝑋 { 𝐷𝐹 𝐷𝑀 } 𝐷𝐶, env𝑆𝑇⟩
→𝐷𝐶 ((𝑋, env𝐹), env′𝑆), ((𝑋, env𝑀), env′𝑇)

Figure 7.3: Semantics of declarations.
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methods it declares and its current state. Of course, the method table is constant, once
all declarations are performed, whereas the state will change during the evaluation of
a program.

The semantics relies on the concept of a stack 𝑄 that holds the code that has not
yet been executed and the variable environments needed to switch execution frames
during a call:

Definition 50 (Syntax of stacks). The syntax of stacks 𝑄 is given as follows:

𝑄 ∶∶= ⊥ || 𝑆 ∶∶ 𝑄 || env𝑉 ∶∶ 𝑄 || del(𝑥) ∶∶ 𝑄 || exc(𝑙) ∶∶ 𝑄
𝑙 ∶∶= rte || neg || oog || pge �

In the above definition, ⊥ denotes the bottom of the stack, 𝑆 is a statement, env𝑉
is a variable environment, del(𝑥) marks the end of the scope of a locally declared
variable 𝑥, and exc(𝑙) denotes raising of an exception of kind 𝑙, whose possibilities
are as follows:

• rte denotes an exception raised at runtime because of ill-formed code (e.g.,
when attempting to access a field not present in a contract or when invoking a
method not provided by a contract);

• neg denotes an exception raised when a contract’s balance becomes negative;

• oog denotes an exception raised when a transaction consumes all its gas; and

• pge denotes an exception raised by a throw command.

In the small-step semantics, we always execute the element at the top of the stack.
Transitions have the form env𝑇 ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄′, env′𝑆𝑉 , 𝑔′⟩, where 𝑔 ≥ 𝑔′ ≥ 0,
and are defined by the rules in Figure 7.4 and Figure 7.5. To keep the language and
the semantics easy, we make a few simplifying assumptions:

1. We assume a unitary gas cost for all TinySol commands, rather than having
different prices for different instructions.

2. We only let commands consume gas; this is in contrast to EVM, which also has
gas costs for expression operations such as ADD, MUL etc.

3. We omit the gas price, since the TinySol model of blockchains does not include
the concept of miners and blocks. Instead, we shall simply say that the actual
amount of gas consumed in a transaction is subtracted from the user’s account
balance.



256

[skip]
env𝑇 ⊢ ⟨skip ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄, env𝑆𝑉 , 𝑔 − 1⟩ (

𝑔 ≥ 1)

[seq]
env𝑇 ⊢ ⟨𝑆1;𝑆2 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑆1 ∶∶ 𝑆2 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩

(𝑔 ≥ 1)

[if]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑏 ∈ 𝔹

env𝑇 ⊢ ⟨if 𝑒 then 𝑆T else 𝑆F ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩
→ ⟨𝑆𝑏 ∶∶ 𝑄, env𝑆𝑉 , 𝑔 − 1⟩

(𝑔 ≥ 1)

[forT]
env𝑆𝑉 ⊢ 𝑒 → 𝑣

env𝑇 ⊢ ⟨for 𝑒 do 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩
→ ⟨𝑆 ∶∶ for 𝑣′ do 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔 − 1⟩

(
𝑔 ≥ 1
𝑣 ≥ 1

𝑣′ = 𝑣 − 1
)

[forF]
env𝑆𝑉 ⊢ 𝑒 → 𝑣

env𝑇 ⊢ ⟨for 𝑒 do 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄, env𝑆𝑉 , 𝑔 − 1⟩ (
𝑔 ≥ 1
𝑣 < 1 )

[decv]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣

env𝑇 ⊢ ⟨var 𝑥 := 𝑒 in 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩
→ ⟨𝑆 ∶∶ del(𝑥) ∶∶ 𝑄, env𝑆, ((𝑥, 𝑣), env𝑉 ), 𝑔 − 1⟩

(𝑔 ≥ 1)

where:
𝑥 ∉ dom (env𝑉 )

[assv]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣

env𝑇 ⊢ ⟨𝑥 := 𝑒 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩
→ ⟨𝑄, env𝑆, env𝑉[𝑥 ↦ 𝑣] , 𝑔 − 1⟩

( 𝑔 ≥ 1
𝑥 ∈ dom (env𝑉 )

)

[assf]
env𝑆𝑉 ⊢ 𝑒 →𝑒 𝑣

env𝑇 ⊢ ⟨this.𝑝 := 𝑒 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩
→ ⟨𝑄, env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] , env𝑉 , 𝑔 − 1⟩

(𝑔 ≥ 1)

where:
𝑋 = env𝑉 (this)

env𝐹 = env𝑆(𝑋)
𝑝 ∈ dom (env𝐹)

Figure 7.4: Small-step semantics transition rules for statements with gas.
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[call]
env𝑆𝑉 ⊢ 𝑒1 →𝑒 𝑌 env𝑆𝑉 ⊢ 𝑒2 →𝑒 𝑛 env𝑆𝑉 ⊢ ̃𝑒 →𝑒 ̃𝑣

env𝑇 ⊢ ⟨call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩
→ ⟨𝑆 ∶∶ env𝑉 ∶∶ 𝑄, env′𝑆𝑉 , 𝑔 − 1⟩

(𝑔 ≥ 1)

where:
𝑋 = env𝑉 (this)

env𝑋𝐹 = env𝑆(𝑋)
env𝑌𝐹 = env𝑆(𝑌)
( ̃𝑥, 𝑆) = (env𝑇(𝑌))(𝑓)
| ̃𝑥| = | ̃𝑣| = 𝑘
𝑛 ≤ env𝑋𝐹 (balance)

env′𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]
env′𝑉 = (this, 𝑌) ∶ (sender, 𝑋) ∶ (value, 𝑛) ∶ (𝑥1, 𝑣1) ∶ … ∶ (𝑥𝑘, 𝑣𝑘) ∶ env∅𝑉

[throw]
env𝑇 ⊢ ⟨throw ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨exc(pge) ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩

(𝑔 ≥ 1)

[oog]
env𝑇 ⊢ ⟨𝑆 ∶∶ 𝑄, env𝑆𝑉 , 0⟩ → ⟨exc(oog) ∶∶ 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 0⟩

[delv]
env𝑇 ⊢ ⟨del(𝑥) ∶∶ 𝑄, env𝑆, ((𝑥, 𝑣), env𝑉 ), 𝑔⟩ → ⟨𝑄, env𝑆𝑉 , 𝑔⟩

[return]
env𝑇 ⊢ ⟨env′𝑉 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄, env𝑆, env′𝑉 , 𝑔⟩

Figure 7.5: Small-step semantics transition rules for statements with gas (cont.).
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With these assumptions, gas consumption is modelled by introducing the side
condition 𝑔 ≥ 1 in most of the rules, since 𝑔 is decremented by 1 in the reduct of
these rules.3 The only rules that do not consume gas are [seq], since this rule does
not describe the execution of an operation but merely transforms the top element
of the stack, and [throw]. Notice, however, that those two rules have the side
condition 𝑔 ≥ 1 to ensure determinism of the operational semantics: in this way,
when the gas becomes 0, only rule [oog] can be used. Finally, the only rules that do
not check the remaining amount of gas are [delv] and [return], since these rules
do not correspond to commands, but are only used to restore a previous state of the
variable environment.

Rule [throw] says that a throw command is simply converted into an exception
exc(pge), denoting that the exception was thrown from within the program. The
remaining exception labels are used if one of the side conditions fails; so, the execution
of most of the statements can lead to an exception in several different ways:

• An out-of-gas exception oog is thrown if we have a command on top of the
stack but no gas is left, see rule [oog].

• A negative balance exception neg is thrown if executing the statement would
lead to a negative balance. Hence, this exception can only be thrown from
the rule [call], if the side condition 𝑛 ≤ env𝑋𝐹 (balance) does not hold.

• Finally, a runtime exception rte is thrown if any of the other side conditions
does not hold. We omit the rules for generating these exceptions, since they are
heavy and do not add anything to our presentation. Furthermore, by using a
very standard type system, such exceptions can be easily prevented at compile
time.

Notice that, when an exception appears on top of the stack, the execution halts as
there are no rules to conclude a transition in such a case. Furthermore, the exception
label 𝑙 has no meaning in the semantics, and the different labels are used only to
distinguish between different situations that raise an exception. We could have
added a command catch to handle exceptions according to their label (like in many
programming languages). However, since the purpose of this chapter is to develop
techniques that prevent out-of-gas exceptions through static checks, for the sake of
simplicity we preferred to omit such a command.

The semantics for blockchains is given in Figure 7.6 and contains rules [Gen] and
[Rev], to activate and reveal the outcome of a sequence of transactions. Notice that
the first rule invokes the semantics for declarations from Figure 7.3.

3It is conceptually easy, albeit notationally cumbersome, to provide each operation and command
with its own cost 𝑐(⋅) and modify the semantics to take such costs into account in the side conditions and
conclusions of each rule. This would relax the simplifying assumptions 1 and 2 given above.
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[Gen]
⟨𝐷𝐶, env∅𝑆𝑇⟩ →𝐷𝐶 env𝑆𝑇

⟨𝐷𝐶 𝑇, env∅𝑆𝑇⟩ →𝐵 ⟨𝑇, env𝑆𝑇⟩
[Rev]

⟨𝜖, env𝑆𝑇⟩ →𝐵 env𝑆𝑇

[Tx1]

env𝑇 ⊢ ⟨call 𝑋.𝑓( ̃𝑣)$𝑛 ∶∶ ⊥, env𝑆, (this, 𝐴), 𝑔⟩
→∗ ⟨⊥, env′𝑆, env𝑉 , 𝑔′⟩

⟨𝐴->𝑋.𝑓( ̃𝑣)$(𝑛, 𝑔), 𝑇, env𝑆𝑇⟩ →𝐵 ⟨𝑇, env″𝑆, env𝑇⟩
where:
env𝐴𝐹 = env𝑆(𝐴)

𝑔 ≤ env𝐴𝐹(balance) − 𝑛
env″𝑆 = env′𝑆[𝐴 ↦ env𝐴𝐹[balance -= (𝑔 − 𝑔′)]]

[Tx2]

env𝑇 ⊢ ⟨call 𝑋.𝑓( ̃𝑣)$𝑛 ∶∶ ⊥, env𝑆, (this, 𝐴), 𝑔⟩
→∗ ⟨exc(𝑙) ∶∶ 𝑄, env′𝑆, env𝑉 , 𝑔′⟩

⟨𝐴->𝑋.𝑓( ̃𝑣)$(𝑛, 𝑔), 𝑇, env𝑆𝑇⟩ →𝐵 ⟨𝑇, env″𝑆, env𝑇⟩
where:
env𝐴𝐹 = env𝑆(𝐴)

𝑔 ≤ env𝐴𝐹(balance) − 𝑛
env″𝑆 = env′𝑆[𝐴 ↦ env𝐴𝐹[balance -= (𝑔 − 𝑔′)]]

Figure 7.6: Transition rules for blockchains.

The key rules for transactions are [Tx1] and [Tx2] for describing the execution of
a transaction that either succeeds or fails. Rule [Tx1] describes the situation where the
transaction succeeds. Having a gas limit 𝑔, the side condition requires that 𝑔must not
be greater than the available balance of the account𝐴 initiating the transaction, after
any funds 𝑛 transferred along with the call have been deducted from the balance
(since that could otherwise allow the balance of 𝐴 to become negative). After the
transaction succeeds, some amount of gas will have been consumed. The remaining
gas 𝑔′ is then used to calculate howmuch gas was used, and then this too is subtracted
from the balance of 𝐴. Rule [Tx2] describes the situation where the transaction fails
with an exception exc(𝑙). Here, the gas difference 𝑔 − 𝑔′ is still subtracted from the
balance of 𝐴, but otherwise the state env𝑆 is unaltered. Thus, all other effects of the
transaction that raised the exception are rolled back, and the execution can continue
with the next transaction.

7.4 A type system for termination

The gas mechanism ensures that all transactions will eventually terminate, thereby
preventing denial-of-service attacks resulting from diverging method calls. However,
it does not prevent potentially diverging contracts from being added to the blockchain.
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This presents a problem to the users of the smart contracts: how to ensure that they
do not inadvertently create a transaction invoking a diverging contract, since that
would consume all available gas supplied to the transaction. Furthermore, even if
a method call does not actually diverge, it may still require many execution steps,
and the user must therefore be sure to supply sufficient gas for the transaction to
allow the execution to finish. In the present section, we shall describe a type system
for statically checking termination of transactions, whilst also providing upper (and
lower) bounds on the number of execution steps.

7.4.1 The type system

We wish to create a type system that will allow us to derive an upper bound on the
number of execution steps required to run a statement 𝑆, since that is proportional
to the required amount of gas. Hence, type judgments for statements will be of the
form Γ ⊢ 𝑆 ∶ 𝑛 where 𝑛 is an integer denoting the maximum number of steps. This
number may be affected by the (integer) values of the loop condition expressions in 𝑆;
thus we need the integer type (for both variables and expressions) to provide explicit
upper and lower bounds on those values. We write this as intᵆℓ , where 𝑢 (resp. ℓ) is
the upper (resp. lower) bound (both included).

The intᵆℓ type is quite limiting; for instance, it will disallow some common op-
erations such as increments/decrements of a variable (e.g., 𝑥 := 𝑥+1). Therefore,
we shall also include an ordinary (unbounded) integer type int for integer-valued
variables and fields that do not in any way contribute to the expressions that guard
for loops. To allow variables of both types to appear in operations, we shall also
introduce a subtyping relation <∶ to allow bounded integer types to be coerced up to
the unbounded type.

We also need the type of methods to have an upper bound on the number of steps
required to execute the method body. This type is written proc(𝐵)ᵆℓ ∶ 𝑛, to be reads
as: assuming that the formal parameters are of (base) types 𝐵 and that the transferred
amount of currency is in the interval [ℓ..𝑢], then the method body requires at most 𝑛
steps to execute. The bounds on the value variable are necessary, since the variable
might be used in a loop expression4. Thus, we also handle divergence resulting from
recursive method calls, since any calls within the method body would need to have a
value strictly lower than 𝑛 (as calling the method itself also requires one step).

Finally, we need to give types to contract names, which must provide information
on the signatures of fields and methods implemented in the contract. Here, we shall
employ a method similar to the one used in [4] and assume a set of type names (or
‘interface names’) TNames, ranged over by 𝐼. We then let type environments Γ be

4We could also introduce an ‘unbounded’ method type (similarly to what we did for int and int𝑢ℓ ), but
we shall omit this to avoid complicating the matter further. The ‘bounded’ method type also has the added
benefit of allowing a programmer to specify a minimum amount of currency that must be provided to call
a method.
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partial functions from names to types, but also include Γ in the language of types and
use these as the types of interface names. The idea is that, if 𝑋 is a contract name
of type 𝐼, then Γ(𝑋) = 𝐼 and Γ(𝐼) = Γ𝐼 , where Γ𝐼 then contains the signatures of the
fields and methods of contract 𝑋 . We shall assume that these interfaces are declared
besides the contract declarations, e.g. using an interface definition language similar
to the one described in [4], and we refer the reader to that work for further details.

Definition 51 (Language of types). We use the following language of types, where
𝐼 ∈ TNames is a type name (or ‘interface name’) and 𝒩 = ANames ∪ FNames ∪
VNames ∪MNames ∪ TNames:

𝐵 ∶∶= bool || int || intᵆℓ || 𝐼
𝑇 ∈ 𝒯 ∶∶= 𝐵 || proc(𝐵)ᵆℓ ∶ 𝑛 || Γ
Γ, Δ ∶∶= 𝒩 ⇀ 𝒯

We write 𝑇 for a tuple of types (𝑇1,… , 𝑇𝑛). �

As in [4], we require that all interface declarations be well-formed in the sense
that they must at least contain a declaration for the mandatory members, i.e. the
balance field (type int) and the send() method (type proc()INT_MAX

0 ∶ 1). This
ensures that we can define a minimal interface declaration called 𝐼⊤, containing
just the signatures of balance and send(), such that every well-formed interface
declaration is a specialisation of 𝐼⊤; this is ensured by the subtyping relation and it is
necessary to allow us to give a type to the ‘magic’ variable sender, which is available
within the body of any method. The subtyping relation is given by the reflexive and
transitive closure of the rules in Figure 7.7.

Note that the subtyping relation is parametrised with a type environment Γ: this
is necessary for subtyping of interface names 𝐼. Also note the two rules for subtyping
of the two integer types. The first rule, [subs-int1], allows us to widen the bounds
on a bounded integer. This is necessary to make statements such as int82 𝑥 := 5 be
well-typed, since the type of 5 is int55 (by rule [t-val]). The second rule, [subs-int2],
allows any bounded integer type to be coerced up to an unbounded integer type.
This is necessary, if e.g. both bounded and unbounded integers appear together in an
expression, or if we have an assignment of a bounded integer type to an unbounded
integer variable.

We shall also use a typed syntax of TinySol, where local variables are now
declared as 𝐵 𝑥 := 𝑒 and 𝐵 is the type of the value of the expression 𝑒. Furthermore,
we assume that the type information is also stored in env𝑉 , along with the actual
value of each variable. We write this as a triple (𝑥, 𝑣, 𝐵) but otherwise ignore the
type information in the semantics. Interface types could also be explicitly given in
the contract definitions, i.e. as contract 𝑋 : 𝐼 { 𝐷𝐹 𝐷𝑀 }, but to simplify the
presentation we shall here merely assume that interface definitions for all contracts
exist and are added to any type environment Γ that we shall consider in the following.
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[subs-int1]Γ ⊢ intᵆ1ℓ1 <∶ intᵆ2ℓ2
( 𝑢1 ≤ 𝑢2
ℓ1 ≥ ℓ2

)

[subs-int2]Γ ⊢ intᵆℓ <∶ int

[subs-name]Γ ⊢ Γ(𝐼1) <∶ Γ(𝐼2)
Γ ⊢ 𝐼1 <∶ 𝐼2

[subs-env]
∀𝑛 ∈ dom (Γ2) . Γ1(𝑛) <∶ Γ2(𝑛)

Γ ⊢ Γ1 <∶ Γ2

[subs-proc]
Γ ⊢ 𝐵1 <∶ 𝐵2

Γ ⊢ proc(𝐵1)
ᵆ1
ℓ1 ∶ 𝑛1 <∶ proc(𝐵2)

ᵆ2
ℓ2 ∶ 𝑛2

(
𝑛1 ≤ 𝑛2
𝑢1 ≤ 𝑢2
ℓ1 ≥ ℓ2

)

Figure 7.7: Subtyping rules.

[t-dec-c] Γ, Δ ⊢ 𝐷𝐹 Γ, Δ ⊢ 𝐷𝑀 Γ ⊢ 𝐷𝐶
Γ ⊢ contract 𝑋 { 𝐷𝐹 𝐷𝑀 } 𝐷𝐶

where:
Δ = this ∶ Γ(𝑋)

[t-dec-f] Γ, Δ ⊢ 𝑣 ∶ 𝐵 Γ, Δ ⊢ 𝐷𝐹
Γ, Δ ⊢ field 𝑝 := 𝑣; 𝐷𝐹

where:
𝐼 = Δ(this)
𝐵 = Γ(𝐼)(𝑝)

[t-dec-m] Γ, Δ′ ⊢ 𝑆 ∶ 𝑛 Γ, Δ ⊢ 𝐷𝑀
Γ,Δ ⊢ func 𝑓( ̃𝑥) { 𝑆 } 𝐷𝑀

where:
𝐼 = Δ(this)

Γ(𝐼)(𝑓) = proc(𝐵)ᵆℓ ∶ 𝑛
Δ′ = Δ, ̃𝑥 ∶ 𝐵, value ∶ intᵆℓ , sender ∶ 𝐼⊤

Figure 7.8: Type rules for declarations.
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[t-env-t]
Γ, Δ ⊢ env𝑀 Γ ⊢ env𝑇
Γ ⊢ (𝑋, env𝑀), env𝑇

where:
Δ = this ∶ Γ(𝑋)

[t-env-m]
Γ, Δ′ ⊢ 𝑆 ∶ 𝑛 Γ, Δ ⊢ env𝑀
Γ, Δ ⊢ (𝑓, ( ̃𝑥, 𝑆)), env𝑀

where:
𝐼 = Δ(this)

Γ(𝐼)(𝑓) = proc(𝐵)ᵆℓ ∶ 𝑛
Δ′ = Δ, ̃𝑥 ∶ 𝐵, value ∶ intᵆℓ , sender ∶ 𝐼⊤

[t-env-s]
Γ, Δ ⊢ env𝐹 Γ ⊢ env𝑆
Γ ⊢ (𝑋, env𝐹), env𝑆

where:
Δ = this ∶ Γ(𝑋)

[t-env-f]
Γ, Δ ⊢ 𝑣 ∶ 𝐵 Γ, Δ ⊢ env𝐹

Γ, Δ ⊢ (𝑝, 𝑣), env𝐹
where:

𝐼 = Δ(this)
𝐵 = Γ(𝐼)(𝑝)

[t-env-v]
Γ, Δ ⊢ 𝑣 ∶ 𝐵 Γ, Δ ⊢ env𝑉

Γ, Δ ⊢ (𝑥, 𝑣, 𝐵), env𝑉
where:

𝐵 = Δ(𝑥)

Figure 7.9: Type rules for environment agreement.
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[t-var]Γ, Δ ⊢ 𝑥 ∶ 𝐵 (Δ(𝑥) = 𝐵) [t-field] Γ, Δ ⊢ 𝑒 ∶ 𝐼
Γ, Δ ⊢ 𝑒.𝑝 ∶ 𝐵 (Γ(𝐼)(𝑝) = 𝐵)

[t-val]Γ, Δ ⊢ 𝑣 ∶ 𝐵
⎛
⎜⎜
⎝

𝐵 =
⎧

⎨
⎩

Γ(𝑣) if 𝑣 ∈ ANames
bool if 𝑣 ∈ 𝔹
int𝑣𝑣 if 𝑣 ∈ ℤ

⎞
⎟⎟
⎠

[t-op]
Γ, Δ ⊢ ̃𝑒 ∶ 𝐵 ⊢ op ∶ 𝐵 → 𝐵

Γ, Δ ⊢ op( ̃𝑒) ∶ 𝐵

[t-subs]
Γ, Δ ⊢ 𝑒 ∶ 𝐵1 Γ ⊢ 𝐵1 <∶ 𝐵2

Γ, Δ ⊢ 𝑒 ∶ 𝐵2
Figure 7.10: Type rules for expressions

We can now give the type rules, starting with the rules for declarations, given
in Figure 7.8; and for environment agreement, given in Figure 7.9. Note that they
are almost identical, since the environments are just an alternative representation of
the code. The type judgments here ascertain that each contract, field, variable and
method indeed has a type in the type environment, that these types are compatible
with the values assigned to them, and, in the case of methods, with the number of
steps inferred for the method body 𝑆. Note also that we write the type environment
as split into two parts: the first part, Γ, contains the types for contract addresses; the
second part, Δ, records the types of local variables, including the ‘magic’ variables
this, sender and value. Also, unless otherwise noted, we shall assume in the rules
that these reserved names are contained in the respective sets of field and variables
names, i.e. balance ∈ FNames and this, sender, value ∈ VNames.

Next, we have the rules for typing expressions, which are given in Figure 7.10.
Type judgments are here of the form Γ, Δ ⊢ 𝑒 ∶ 𝐵. Note that in rule [t-val], when 𝑣
is an integer value, we set both the upper and lower bounds in the type to be exactly
the value 𝑣. To widen the type of the value, e.g., when typing an assignment (such
as int52 𝑥 := 3), we will use the subtyping relation from Figure 7.7, through the
subsumption rule [t-subs]. The subtyping rules are only used for the right-hand side
expression of assignments and for the arguments to method calls, to allow the value
of the expression to be coerced up to a less specific type that can match the type of
the variable or field.

In the rule [t-op], we assume the existence of type rules with judgments of the
form ⊢ op ∶ 𝐵 → 𝐵 for each operation op. In particular, we assume that we can
derive conclusions about the upper and lower bounds on integer-valued operations
from the bounds on the expression operands. This is straightforward for standard
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[t-skip]Γ, Δ ⊢ skip ∶ 1

[t-throw]Γ, Δ ⊢ throw ∶ 1

[t-assv]Γ, Δ ⊢ 𝑥 ∶ 𝐵 Γ, Δ ⊢ 𝑒 ∶ 𝐵
Γ, Δ ⊢ 𝑥 := 𝑒 ∶ 1

[t-assf]
Γ, Δ ⊢ 𝑒1.𝑝 ∶ 𝐵 Γ, Δ ⊢ 𝑒2 ∶ 𝐵

Γ, Δ ⊢ 𝑒1.𝑝 := 𝑒2 ∶ 1

[t-decv]Γ, Δ ⊢ 𝑒 ∶ 𝐵 Γ, (Δ, 𝑥 ∶ 𝐵) ⊢ 𝑆 ∶ 𝑛
Γ, Δ ⊢ 𝐵 𝑥 := 𝑒 in 𝑆 ∶ 𝑛 + 2

[t-seq]
Γ, Δ ⊢ 𝑆1 ∶ 𝑛1 Γ, Δ ⊢ 𝑆2 ∶ 𝑛2
Γ, Δ ⊢ 𝑆1;𝑆2 ∶ 𝑛1 + 𝑛2 + 1

[t-if]
Γ, Δ ⊢ 𝑒 ∶ bool Γ, Δ ⊢ 𝑆T ∶ 𝑛1 Γ, Δ ⊢ 𝑆F ∶ 𝑛2
Γ, Δ ⊢ if 𝑒 then 𝑆T else 𝑆F ∶ max(𝑛1, 𝑛2) + 1

[t-for]
Γ, Δ ⊢ 𝑒 ∶ intᵆℓ Γ, Δ ⊢ 𝑆 ∶ 𝑛

Γ, Δ ⊢ for 𝑒 do 𝑆 ∶ max(1, 𝑢(𝑛 + 1) + 1)

[t-call]
Γ, Δ ⊢ 𝑒1 ∶ 𝐼 Γ, Δ ⊢ ̃𝑒 ∶ 𝐵 Γ, Δ ⊢ 𝑒2 ∶ intᵆℓ

Γ, Δ ⊢ 𝑒1.𝑓( ̃𝑒):𝑒2 ∶ 𝑛 + 2
where:
Γ(𝐼)(𝑓) = proc(𝐵)ᵆℓ ∶ 𝑛

Figure 7.11: Type rules for statements.

integer operations. As an example, consider the following rules:

⊢+ ∶ (intᵆ1ℓ1 , int
ᵆ2
ℓ2 ) → intᵆ1+ᵆ2ℓ1+ℓ2

⊢− ∶ (intᵆ1ℓ1 , int
ᵆ2
ℓ2 ) → intᵆ1−ℓ2ℓ1−ᵆ2

For example, assuming that Γ, Δ ⊢ 𝑥 ∶ int52, the type of 10 − 𝑥 is int85.
Finally, we have the type rules for statements, given in Figure 7.11. Here, type

judgments are of the form Γ, Δ ⊢ 𝑆 ∶ 𝑛, with 𝑛 denoting the maximum number of
steps required to execute 𝑆. This is mostly calculated in an obvious way, by only
using the upper bounds 𝑢; however, the lower bounds ℓ are implicitly used when
calculating the types of expressions (as discussed above). For example, we calculate
the upper bound on the number of steps of for 𝑒 do 𝑆 by first calculating the upper
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bound 𝑢 on the value of 𝑒 and the upper bound 𝑛 on the steps for 𝑆: If 𝑢 ≥ 1, we
multiply 𝑢 and 𝑛 + 1 (the ‘+1’ is the extra step needed for activating every iteration
of the loop, cf. [forT]) and finally we sum 1 (the cost of the final activation of the
loop; i.e., when the guard becomes < 1, see [forF]). Otherwise the upper bound is 1
(only the case with a guard < 1). The max is used for covering the two cases with one
single rule.

Notice that [t-decv] and [t-call] both have 𝑛 + 2 in their conclusion, rather
than 𝑛 + 1, because both constructs will push an extra symbol onto the stack (viz.,
del(𝑥) and env𝑉 , resp.), which will require an extra step in the semantics when their
scope ends. A similar reason justifies the ‘+1’ in rules [t-seq], [t-if], and [t-for].

We illustrate the use of the type system with a small example. Consider the state-
ment for 𝑥 do call 𝑦.𝑓(𝑥):1, and assume it is to be executed in an environment
where the local variables 𝑥 and 𝑦 are declared so that env𝑉 (𝑥) = 3 and env𝑉 (𝑦) = 𝐴,
for some contract 𝐴 of interface type 𝐼 containing a method 𝑓. Thus, this statement
will call the method 𝐴.𝑓 three times, each time transferring 1 unit of currency along
with the call, and with the number 3 as the actual parameter (since the value of 𝑥
does not change, cf. rule [forT]).

To type the example, assume further that Δ(𝑥) = int51, Δ(𝑦) = 𝐼, and Γ(𝐼)(𝑓) =
proc(int)101 ∶ 20. Thus, the for-loop can run at most 5 times; moreover, the method
call must at least receive 1 unit of currency to execute and will finish in at most 20
steps. The most interesting part of the typing derivation is then as follows:

Δ(𝑥) = int51
Γ, Δ ⊢ 𝑥 ∶ int51

…

Δ(𝑥) = int51
Γ, Δ ⊢ 𝑥 ∶ int51 Γ ⊢ int51 <∶ int

Γ, Δ ⊢ 𝑥 ∶ int
…

Γ,Δ ⊢ 1 ∶ int101
Γ, Δ ⊢ call 𝑦.𝑓(𝑥)$1 ∶ 20 + 2

Γ, Δ ⊢ for 𝑥 do call 𝑦.𝑓(𝑥)$1 ∶ max(1, 5((20 + 2) + 1) + 1)

For space reasons, we have omitted the derivation of Γ, Δ ⊢ 𝑦 ∶ 𝐼, which is
concluded by [t-var] and of Γ, Δ ⊢ 1 ∶ int101 , which is inferred using the subtyping
rules. The latter involves concluding Γ, Δ ⊢ 1 ∶ int11 by [t-val], and then Γ ⊢ int11 <∶
int101 can be proved by [subs-int1], since 1 ≤ 10 for the upper bound, and 1 ≤ 1
for the lower bound. Likewise, the type of 𝑥, which is int51, is coerced up to int by
the subtyping rule [subs-int2], when 𝑥 is used as a parameter for the method call,
as required by the type of 𝑓. Thus we conclude, by [t-call], that the method call
itself will require at most 20 + 2 = 22 steps, and, finally, by [t-for], that the entire
for-loop will require at most max(1, 5((20 + 2) + 1) + 1) = 116 steps.

7.4.2 Properties of the type system

Our type system ensures that a well-typed statement 𝑆, executing in a configuration
with well-typed environments env𝑇𝑆𝑉 , will terminate after at most 𝑛 steps. To prove



267

this property, we wish to show a statement saying that well-typedness is preserved
by transitions (subject reduction), and furthermore that the number 𝑛 decreases after
every transition step. However, our semantics does not describe the execution of
single statements, but rather of stacks, so we shall also need the notion of well-typed
stacks and configurations.

The definition of such notions is complicated by the form of our semantic rules
(Figure 7.4): Atomic statements are taken from the top of the stack and evaluated
directly in the conclusion of a rule, whereas composite statements are rewritten and
then pushed back onto the stack. This feature makes exception handling easy, since
we do not need extra rules for propagating an exception down through a derivation
tree, but it does pose a problem w.r.t. the subject reduction theorem, in particular in
dealing with the rules [decv] and [call]. Both of these rules alter the local variable
environment env𝑉 , either by adding a new binding to it ([decv]) or by replacing it
with a new environment ([call]), but the scope of these changes is not confined to the
premise of those rules, unlike in the corresponding type rules ([t-decv] and [t-call]).
Instead, the syntax of stacks (Definition 50) introduces some extra symbols (del(𝑥) and
env𝑉 ) to mark the end of these scopes, which are then pushed onto the stack before
pushing the statement 𝑆 to be executed within the scope of these new bindings. This,
in turn, means that new local variables can appear as free in the statement residing
on the top of a stack after a transition step, if the previously executed statement was
a declaration or a call. Thus, to be able to type the stack after a transition step, we
need a way to update the Δ part of the type environment with information on these
new bindings. This is done as follows:

Definition 52 (Extraction function). The type extraction function from stacks to
type environments is given by the following clauses:

EΓΔ((𝑥, 𝑣, 𝐵), env𝑉 ∶∶ 𝑄) = 𝑥 ∶ 𝐵, EΓΔ(env𝑉 ∶∶ 𝑄) (7.1)

EΓΔ(env
∅
𝑉 ∶∶ 𝑄) = 𝜖 (7.2)

EΓΔ(𝐵 𝑥 := 𝑒 in 𝑆 ∶∶ 𝑄) = 𝑥 ∶ 𝐵, Δ (7.3)

EΓΔ,𝑥∶𝐵(del(𝑥) ∶∶ 𝑄) = Δ (7.4)

EΓΔ(𝑒1.𝑓( ̃𝑒):𝑒2 ∶∶ 𝑄) = this ∶ 𝐼, sender ∶ 𝐼⊤, value ∶ intᵆℓ , ̃𝑥 ∶ 𝐵 (7.5)

where Γ, Δ ⊢ 𝑒1 ∶ 𝐼 and Γ(𝐼)(𝑓) = proc(𝐵)ᵆℓ ∶ 𝑛.
EΓΔ(𝑄) = Δ in all other cases (7.6)

�

The function ensures that the type environment for local variables Δ remains in
agreement with the currently active variable environment env𝑉 after a transition.
This is also the reason why we needed to store the type information of locally declared
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[t-bot]Γ, Δ ⊢ ⊥ ∶ 0

[t-exc]
Γ, Δ ⊢ exc(𝑙) ∶∶ 𝑄 ∶ 0

[t-del]
Γ,EΓΔ(del(𝑥) ∶∶ 𝑄) ⊢ 𝑄 ∶ 𝑛
Γ, Δ ⊢ del(𝑥) ∶∶ 𝑄 ∶ 𝑛

[t-stm]
Γ, Δ ⊢ 𝑆 ∶ 𝑛1 Γ, Δ ⊢ 𝑄 ∶ 𝑛2
Γ, Δ ⊢ 𝑆 ∶∶ 𝑄 ∶ 𝑛1 + 𝑛2

[t-ctx]
Γ,EΓΔ(env𝑉 ∶∶ 𝑄) ⊢ 𝑄 ∶ 𝑛
Γ, Δ ⊢ env𝑉 ∶∶ 𝑄 ∶ 𝑛

[t-cfg]
Γ, Δ ⊢ 𝑄 ∶ 𝑛 Γ ⊢ env𝑆 Γ, Δ ⊢ env𝑉

Γ, Δ ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩
(𝑛 < 𝑔)

Figure 7.12: Type rules for stacks and configurations.

variables in env𝑉 , and why we use the convention of writing the type environment
as split into two segments (viz., Γ and Δ), since the Γ segment remains unaltered.

Now, we can define the notions of well-typed stacks and configurations, which
result from the rules given in Figure 7.12. Note that we use the extraction function
in the premises of rules [t-ctx] and [t-del] to handle the two special cases when
the top of the stack is an end-of-scope symbol. Moreover, rule [t-cfg] states that
a configuration ⟨𝑄, env𝑆𝑉 , 𝑔⟩ is well-typed (for some type environment Γ, Δ) if the
environments agree, and the stack is typable as terminating in 𝑛 steps, and the
supplied gas value 𝑔 is greater than 𝑛; this is precisely what we want our type system
to ensure.

We can now state our main theorem:

Theorem 18 (Subject reduction). Assume that

• Γ ⊢ env𝑇 , and

• Γ, Δ ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩.

If env𝑇 ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄′, env′𝑆𝑉 , 𝑔′⟩ then Γ,EΓΔ(𝑄) ⊢ ⟨𝑄′, env′𝑆𝑉 , 𝑔′⟩.

The proof proceeds as follows: We know Γ, Δ ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩ was concluded by
[t-cfg]. From the premises and side condition of this rule, we know that:

• Γ, Δ ⊢ 𝑄 ∶ 𝑛,
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• Γ ⊢ env𝑆,

• Γ, Δ ⊢ env𝑉 , and

• 𝑛 < 𝑔.

The transition is of the form

env𝑇 ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄′, env′𝑆𝑉 , 𝑔′⟩

and our goal is therefore to show that Γ,EΓΔ(𝑄) ⊢ ⟨𝑄′, env′𝑆𝑉 , 𝑔′⟩ also holds. This
must again be concluded by [t-cfg]; hence, we must show that the premises of this
rule, i.e.

• Γ,EΓΔ(𝑄) ⊢ 𝑄′ ∶ 𝑛′,

• Γ ⊢ env′𝑆,

• Γ,EΓΔ(𝑄) ⊢ env′𝑉 , and

• 𝑛′ < 𝑔′

are all satisfied. We therefore proceed by case analysis on the last rule used to infer
the aforementioned transition. The proof can be found in Section 7.6.2.

Theorem 18 ensures not only that well-typedness of configurations is preserved,
but also that the number of steps always remains lower than the provided gas value,
by the side condition in rule [t-cfg]:

Corollary 12. Assume that

• Γ ⊢ env𝑇 , and

• Γ, Δ ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩.

If env𝑇 ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄′, env′𝑆𝑉 , 𝑔′⟩ then 𝑄′ ≠ exc(oog) ∶∶ 𝑄″.

It is perhaps also worth emphasising that the type system also ensures termination.
This is another simple consequence of Theorem 18, since the gas value decreases
at every step, except when the transition is concluded with one of the rules [seq],
[delv], [return], [throw] and [oog]. Of these, the last two place an exception on
the top of the stack, which has no further transitions, so the execution terminates.
Since all stacks have a finite depth, the first three rules can only be used finitely
many times before another, gas-consuming statement is encountered, or we reach
the bottom of the stack. Thus, the number of steps 𝑛 must necessarily also always
eventually decrease.

Lastly, Theorem 18 can be generalised to transactions and blockchains in an
obvious way, since a transaction simply corresponds to a method call placed on an
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empty stack (see rule [Tx1]), from which a Δ is derivable using the extraction function
from Definition 52. Given well-typed environments env𝑇𝑆, the type system can thus
be used to ensure that a transaction is supplied with sufficient gas to allow it to finish
without invoking rule [Tx2].

7.4.3 Limitations of the type system

The type system ensures termination of well-typed configurations (and hence transac-
tions) and absence of out-of-gas exceptions, but at the cost of some limitations. Firstly,
we had to abandon while loops, in favour of the (more controllable) for loops. This
does not seem too severe, since smart contracts are not intended to be used to create
non-terminating programs.

More limiting, perhaps, is the fact that it also prohibits all forms of recursive calls,
including mutual recursions. This is a consequence of rule [t-call], which assigns
a number of 𝑛 + 2 steps to a call to a method 𝑓, whose number itself is 𝑛. By rule
[t-env-m], the declaration of 𝑓 is well-typed if the statement 𝑆 in the method body is
typeable as terminating in 𝑛 steps. As 𝑛 is strictly less than 𝑛 + 2, 𝑆 therefore cannot
contain a recursive call to 𝑓, nor a call to any other method that itself calls 𝑓. This
limitation seems more severe, since it rules out even terminating recursive functions.

Finally, the bounded integer type needed for typing the guards of for loops
does not permit some common assignments where the assigned variable appears in
the expression (e.g., 𝑥 := 𝑥+1). This limitation is a consequence of rules [t-assv],
[t-decv] and [t-assf], which require the assigned variable (resp. field) to have the
same base type 𝐵 as the expression 𝑒. Suppose for example that 𝑥 has type intᵆℓ , and
we have the assignment 𝑥 := 𝑥+1. The computed bounds for the expression (which
we assume in the rule [t-op]) must therefore be intᵆ+1ℓ+1 , which does not match the
type of 𝑥, nor can it be coerced down to match it via subtyping. However, we remark
that this limitation only affects those variables that appear in the guard of for loops,
since all other ones can be typed as int.

7.5 Conclusion and future work

In this chapter, we have further extended the TinySol model by equipping it with
a small-step semantics, exceptions and a gas mechanism. Using this refined smart-
contract model language, we presented a first step towards the development of static
analysis techniques for checking the desirable property that a transaction never runs
out-of-gas during its execution. This is done by means of a type system whose main
aim is to give an upper bound on the number of steps needed by a transaction to
complete its task.

The present type system is, in particular, inspired by Type System 1 of [37].
That paper also presents two other type systems, which e.g. allow for some limited
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recursion. Thus, one avenue for future work is to extend the present type system in a
similar manner to permit some recursive method calls.

Another avenue concerns an altogether different approach to type soundness.
The present work uses the usual, inductive (subject reduction) approach of [133].
However, one way to lift some of the restrictions on the loop construct would be to
instead use a coinductive approach, sometimes known as semantic typing [7; 9; 23].
A key difference lies in the structure of the soundness proof, which in semantic
typing allows ‘manual proofs’ to be used to guarantee well-typedness of some ‘unsafe’
pieces of code, which cannot otherwise be judged type-safe using the type rules. This
approach has in particular been explored by [7; 9] in a setting of proof-carrying code
[88], the point being that such proofs can be automatically verified by a proof-checker.
A ‘manual proof’ could for example be used to show that a particular usage of a
while loop in a contract in fact will terminate, and it could then be published on
the blockchain along with the contract, thereby taking advantage of the immutable
nature of blockchains. This would allow users to still type check transactions, even
if they invoke methods containing unsafe code such as while loops, because the
type checker can take the accompanying ‘manual proof’ into account. We intend to
explore this possibility in future work.

An orthogonal way to evolve our type system is to let it also provide a lower
bound on the gas needed to execute a piece of code (not just an upper bound, as it is
now). This can be useful for estimating how much currency one needs to have in the
account to invoke a certain functionality.

Finally, having introduced the gas mechanism, we plan to implement real-life
smart contracts in TinySol and apply our type system to them to check its practical
applicability to meaningful case studies.
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7.6 Proofs

7.6.1 Auxiliary lemmas for the proof of Theorem 18

The proof of Theorem 18 relies on a number of standard lemmas:

Lemma 53 (Strengthening). If Γ, (Δ, 𝑥 ∶ 𝐵) ⊢ env𝑉 and 𝑥 ∉ dom (env𝑉 ), then
Γ, Δ ⊢ env𝑉 .

Proof. By induction on the structure of env𝑉 , by using rule [t-env-v].

The next two lemmas simply state that well-typedness of the variable environment
(resp. the state) is preserved, if we replace a value 𝑣1 with another value 𝑣2 of the
same type as 𝑣1. Both are shown by induction on the structure of env𝑉 (resp. env𝑆
and env𝐹), by using the rules [t-env-v] resp. [t-env-s] and [t-env-f].

Lemma 54 (Update for variables). If

• Γ, Δ ⊢ env𝑉 , and

• 𝑥 ∈ dom (env𝑉 ), and

• Δ(𝑥) = 𝐵, and

• Γ, Δ ⊢ 𝑣 ∶ 𝐵,

then Γ, Δ ⊢ env𝑉[𝑥 ↦ 𝑣].

Lemma 55 (Update for fields). If

• Γ ⊢ env𝑆, 𝑋 ∈ dom (env𝑆), and

• Γ(𝑋)(𝑝) = 𝐵, and

• Γ, Δ ⊢ 𝑣 ∶ 𝐵,

then Γ ⊢ env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]].

Next, we need a lemma stating that, if 𝑒 has a type 𝐵 and 𝑒 evaluates to a value 𝑣
relative to well-typed environments env𝑆𝑉 , then 𝑣 will indeed be a value of type 𝐵.

Lemma 56 (Safety for expressions). Assume that

• Γ ⊢ env𝑆, and

• Γ, Δ ⊢ env𝑉 , and

• Γ, Δ ⊢ 𝑒 ∶ 𝐵.

If env𝑆𝑉 ⊢ 𝑒 → 𝑣, then Γ, Δ ⊢ 𝑣 ∶ 𝐵.

Proof. By induction on the structure of 𝑒.
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7.6.2 Proof of Theorem 18

Proof. We know Γ, Δ ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩ was concluded by [t-cfg]. From the premises
and side condition of this rule, we know that:

• Γ, Δ ⊢ 𝑄 ∶ 𝑛,

• Γ ⊢ env𝑆,

• Γ, Δ ⊢ env𝑉 , and

• 𝑛 < 𝑔.

The transition is of the form

env𝑇 ⊢ ⟨𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄′, env′𝑆𝑉 , 𝑔′⟩ (7.7)

and our goal is therefore to show that Γ,EΓΔ(𝑄) ⊢ ⟨𝑄′, env′𝑆𝑉 , 𝑔′⟩ also holds. This
must again be concluded by [t-cfg]; hence, we must show that the premises of this
rule, i.e.

• Γ,EΓΔ(𝑄) ⊢ 𝑄′ ∶ 𝑛′,

• Γ ⊢ env′𝑆,

• Γ,EΓΔ(𝑄) ⊢ env′𝑉 , and

• 𝑛′ < 𝑔′

are all satisfied. We therefore proceed by case analysis on how the transition (7.7)
has been inferred (by considering the rules in Figure 7.4):

• Suppose the transition was concluded by [skip]. Then the stack is of the form
skip ∶∶ 𝑄, and (7.7) is of the form

env𝑇 ⊢ ⟨skip ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄, env𝑆𝑉 , 𝑔 − 1⟩

Now, Γ, Δ ⊢ skip ∶∶ 𝑄 ∶ 𝑛 must have been concluded by [t-stm], since the
top element on the stack is a statement. The conclusion tells us that 𝑛 = 𝑛1+𝑛2,
and from the premise we have that

Γ, Δ ⊢ skip ∶ 𝑛1
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

Here, Γ, Δ ⊢ skip ∶ 𝑛1 must have been concluded by [t-skip], which tells us
that 𝑛1 = 1. Thus 𝑛 = 1 + 𝑛2, and therefore 𝑛′ = 𝑛2 = 𝑛 − 1.
Finally, EΓΔ(skip ∶∶ 𝑄) = Δ by case (7.6) of Definition 52. Putting this together,
we thus have the following:
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– Γ, Δ ⊢ 𝑄 ∶ 𝑛 − 1 as argued above,
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆,
– Γ, Δ ⊢ env𝑉 by assumption, since the transition does not alter env𝑉 ,
– 𝑛′ < 𝑔′, since 𝑛′ = 𝑛 − 1, 𝑔′ = 𝑔 − 1, and 𝑛 < 𝑔.

• Suppose that [seq] was used; then (7.7) is

env𝑇 ⊢ ⟨𝑆1;𝑆2 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑆1 ∶∶ 𝑆2 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩

Furthermore, Γ, Δ ⊢ ⟨𝑆1;𝑆2 ∶∶ 𝑄⟩ ∶ 𝑛 was concluded by [t-stm], where
𝑛 = 𝑛1 + 𝑛2, and with premises

Γ, Δ ⊢ 𝑆1;𝑆2 ∶ 𝑛1
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

of which the first was concluded by [t-seq]. Thus 𝑛1 = 𝑛′1 + 𝑛″1 + 1 from the
conclusion of that rule, and

Γ, Δ ⊢ 𝑆1 ∶ 𝑛′1
Γ, Δ ⊢ 𝑆2 ∶ 𝑛″1

from its premises.
As EΓΔ(𝑆1;𝑆2 ∶∶ 𝑄′) = Δ by case (7.6) of Definition 52, we can therefore
conclude

Γ, Δ ⊢ 𝑆2 ∶∶ 𝑄 ∶ 𝑛″1 + 𝑛2
Γ, Δ ⊢ 𝑆1 ∶∶ 𝑆2 ∶∶ 𝑄 ∶ 𝑛′1 + 𝑛″1 + 𝑛2

by repeated application of rule [t-stm]. Thus we conclude the following:

– Γ, Δ ⊢ 𝑆1 ∶∶ 𝑆2 ∶∶ 𝑄 ∶ 𝑛′1 + 𝑛″1 + 𝑛2 as argued above,
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆,
– Γ, Δ ⊢ env𝑉 by assumption, since the transition does not alter env𝑉 ,
– 𝑛′1 + 𝑛″1 + 𝑛2 < 𝑔, since we know that 𝑛′1 + 𝑛″1 + 1 + 𝑛2 < 𝑔, and the

transition does not consume any gas.

• Suppose that [if] was used; then (7.7) is

env𝑇 ⊢ ⟨if 𝑒 then 𝑆T else 𝑆F ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑆𝑏 ∶∶ 𝑄, env𝑆𝑉 , 𝑔 − 1⟩
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Furthermore, Γ, Δ ⊢ if 𝑒 then 𝑆T else 𝑆F ∶∶ 𝑄 ∶ 𝑛 was concluded by
[t-stm], where 𝑛 = 𝑛1 + 𝑛2, and with premises

Γ, Δ ⊢ if 𝑒 then 𝑆T else 𝑆F ∶ 𝑛1
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

of which the first was concluded by [t-if]. Thus 𝑛1 = max(𝑛T, 𝑛F) + 1 from
the conclusion of that rule, and

Γ, Δ ⊢ 𝑆T ∶ 𝑛T
Γ, Δ ⊢ 𝑆F ∶ 𝑛F

from its premises. Say that 𝑛𝑏 = max(𝑛T, 𝑛F), then 𝑛 = 𝑛𝑏 + 1 + 𝑛2.
Finally, EΓΔ(if 𝑒 then 𝑆T else 𝑆F ∶∶ 𝑄) = Δ by case (7.6) of Definition 52.
Thus we can conclude the following:

– Γ, Δ ⊢ 𝑆𝑏 ∶∶ 𝑄 ∶ 𝑛𝑏 + 𝑛2, which we conclude by [t-stm].
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆.
– Γ, Δ ⊢ env𝑉 by assumption, since the transition does not alter env𝑉 .
– 𝑛𝑏 + 𝑛2 < 𝑔 − 1, since we know that 𝑛𝑏 + 1 + 𝑛2 < 𝑔.

• Suppose that [forT] was used; then (7.7) is

env𝑇 ⊢ ⟨for 𝑒 do 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩
→ ⟨𝑆 ∶∶ for 𝑣′ do 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔 − 1⟩

with env𝑆𝑉 ⊢ 𝑒 → 𝑣, 𝑣 ≥ 1, and 𝑣′ = 𝑣 − 1 as premises. Then Γ, Δ ⊢
for 𝑒 do 𝑆 ∶∶ 𝑄 ∶ 𝑛 was concluded by [t-stm], where

𝑛 = max(1, 𝑢(𝑛′1 + 1) + 1) + 𝑛2

and with premises

Γ, Δ ⊢ for 𝑒 do 𝑆 ∶ max(1, 𝑢(𝑛′1 + 1) + 1)
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

of which the first was concluded by [t-for]. From the premises of this rule, we
get that

Γ, Δ ⊢ 𝑒 ∶ intᵆℓ
Γ, Δ ⊢ 𝑆 ∶ 𝑛′1



276

As we know that 𝑣 ≥ 1, this implies that 𝑢 ≥ 1, since 𝑣 ≤ 𝑢 by Lemma 56.
Thus

max(1, 𝑢(𝑛′1 + 1) + 1) = 𝑢(𝑛′1 + 1) + 1

and therefore
𝑛 = 𝑢(𝑛′1 + 1) + 1 + 𝑛2

We can rewrite this as

𝑛 = (𝑢 − 1)(𝑛′1 + 1) + (𝑛′1 + 1) + 1 + 𝑛2

Assume w.l.o.g. that 𝑢 = 𝑣, since this is the worst case w.r.t. the number of
steps required. Then 𝑢 − 1 = 𝑣 − 1 = 𝑣′, and we can therefore rewrite the
above as

𝑛 = 𝑣′(𝑛′1 + 1) + (𝑛′1 + 1) + 1 + 𝑛2

By case (7.6) of Definition 52, we have that EΓΔ(for 𝑒 do 𝑆 ∶∶ 𝑄) = Δ.
Furthermore, Γ, Δ ⊢ 𝑣′ ∶ int𝑣

′
𝑣′ by rule [t-val]. We can then conclude the

following:

Γ, Δ ⊢ for 𝑣′ do 𝑆 ∶ max(1, 𝑣′(𝑛′1 + 1) + 1) by [t-for]
Γ, Δ ⊢ for 𝑣′ do 𝑆 ∶∶ 𝑄 ∶ max(1, 𝑣′(𝑛′1 + 1) + 1) + 𝑛2 by [t-stm]
Γ, Δ ⊢ 𝑆 ∶∶ for 𝑣′ do 𝑆 ∶∶ 𝑄 ∶ 𝑛′1 +max(1, 𝑣′(𝑛′1 + 1) + 1) + 𝑛2 by [t-stm]

Say that 𝑛′ = 𝑛′1 +max(1, 𝑣′(𝑛′1 + 1) + 1) + 𝑛2. As we know that 𝑣 is positive,
we also know that 𝑣′ cannot be negative. We then distinguish two cases:

1. If 𝑣′ = 0, thenmax(1, 𝑣′(𝑛′1+1)+1) = 1, and so 𝑛′ = 𝑛′1+1+𝑛2. Clearly,
𝑛′ < 𝑛 − 1; as we know that 𝑛 < 𝑔, we therefore have that 𝑛′ < 𝑔 − 1.

2. If 𝑣′ > 0, then max(1, 𝑣′(𝑛′1 + 1) + 1) = 𝑣′(𝑛′1 + 1) + 1. Assuming still
the worst case 𝑢 = 𝑣, we thus have that

𝑛 = 𝑣′(𝑛′1 + 1) + (𝑛′1 + 1) + 1 + 𝑛2
𝑛′ = 𝑣′(𝑛′1 + 1) + (𝑛′1 + 1) + 𝑛2

so 𝑛′ = 𝑛 − 1. Then, as we know that 𝑛 < 𝑔, we therefore also have that
𝑛′ < 𝑔 − 1.

Thus we can conclude the following:

– Γ, Δ ⊢ 𝑆 ∶∶ for 𝑣′ do 𝑆 ∶∶ 𝑄 ∶ 𝑛′ as argued above.
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆.
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– Γ, Δ ⊢ env𝑉 by assumption, since the transition does not alter env𝑉 .
– 𝑛′ < 𝑔 − 1 as argued above.

• Suppose that [forF] was used; then (7.7) is

env𝑇 ⊢ ⟨for 𝑒 do 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄, env𝑆𝑉 , 𝑔 − 1⟩

with env𝑆𝑉 ⊢ 𝑒 → 𝑣 and 𝑣 < 1 as premises. Then Γ, Δ ⊢ for 𝑒 do 𝑆 ∶∶ 𝑄 ∶
𝑛 was concluded by [t-stm], where 𝑛 = max(1, 𝑢(𝑛′1 + 1) + 1) + 𝑛2, and with
premises

Γ, Δ ⊢ for 𝑒 do 𝑆 ∶ max(1, 𝑢(𝑛′1 + 1) + 1)
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

of which the first was concluded by [t-for]. From the premises of this rule, we
get that

Γ, Δ ⊢ 𝑒 ∶ intᵆℓ
Γ, Δ ⊢ 𝑆 ∶ 𝑛′1

We distinguish three cases:

1. 𝑒 is just a single number 𝑣 (this would e.g. be the case if the loop had
previously executed at least once). In that case, Γ, Δ ⊢ 𝑣 ∶ int𝑣𝑣 by rule
[t-val] and, as we know 𝑣 < 1, then max(1, 𝑣(𝑛′1 + 1) + 1) = 1, hence
𝑛 = 1 + 𝑛2; since 𝑛 < 𝑔, we therefore have that 𝑛2 < 𝑔 − 1.

2. 𝑒 is a complex expression (containing operations and/or variables) and
𝑢 ≥ 1 (this is possible even though 𝑣 < 1). Then max(1, 𝑢(𝑛′1 + 1) + 1) =
𝑢(𝑛′1 + 1) + 1, hence 𝑛 = 𝑢(𝑛′1 + 1) + 1 + 𝑛2. Clearly, 1 < 𝑢(𝑛′1 + 1) + 1.
As we know that 𝑛 < 𝑔, we therefore have that 𝑛2 < 𝑔 − 1.

3. 𝑒 is a complex expression (as in the second case), but 𝑢 < 1. In this case,
max(1, 𝑢(𝑛′1 + 1) + 1) = 1, hence 𝑛 = 1 + 𝑛2 as in the first case. Thus, as
we know that 𝑛 < 𝑔, we therefore have that 𝑛2 < 𝑔 − 1.

By case (7.6) of Definition 52, we have that EΓΔ(for 𝑒 do 𝑆 ∶∶ 𝑄) = Δ. Thus
we can conclude the following:

– Γ, Δ ⊢ 𝑄 ∶ 𝑛2 by assumption.
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆.
– Γ, Δ ⊢ env𝑉 by assumption, since the transition does not alter env𝑉 .
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– 𝑛2 < 𝑔 − 1, as argued above.

• Suppose that [decv] was used; then (7.7) is

env𝑇 ⊢ ⟨B 𝑥 := 𝑒 in 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩
→ ⟨𝑆 ∶∶ del(𝑥) ∶∶ 𝑄, env𝑆, ((𝑥, 𝑣, 𝐵), env𝑉 ), 𝑔 − 1⟩

Furthermore, Γ, Δ ⊢ var 𝑥 := 𝑒 in 𝑆 ∶∶ 𝑄 ∶ 𝑛 was concluded by [t-stm],
where 𝑛 = 𝑛1 + 𝑛2, and with premises

Γ, Δ ⊢ B 𝑥 := 𝑒 in 𝑆 ∶ 𝑛1
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

of which the first was concluded by [t-decv]. From the premises of this rule,
we get that

Γ, Δ ⊢ 𝑒 ∶ 𝐵
Γ, (Δ, 𝑥 ∶ 𝐵) ⊢ 𝑆 ∶ 𝑛′1

and from the conclusion that 𝑛1 = 𝑛′1 + 2. Thus 𝑛 = 𝑛′1 + 2 + 𝑛2.
From Definition 52, we get that

EΓΔ(B 𝑥 := 𝑒 in 𝑆 ∶∶ 𝑄) = Δ, 𝑥 ∶ 𝐵 by case (7.3)

EΓΔ,𝑥∶𝐵(del(𝑥) ∶∶ 𝑄) = Δ by case (7.4)

We can then conclude the following:

Γ, (Δ, 𝑥 ∶ 𝐵) ⊢ del(𝑥) ∶∶ 𝑄 ∶ 𝑛2 by [t-del]
Γ, (Δ, 𝑥 ∶ 𝐵) ⊢ 𝑆 ∶∶ del(𝑥) ∶∶ 𝑄 ∶ 𝑛′1 + 𝑛2 by [t-stm]
Γ, (Δ, 𝑥 ∶ 𝐵) ⊢ (𝑥, 𝑣, 𝐵), env𝑉 by [t-env-v]

where, in the last case, the premise Γ, (Δ, 𝑥 ∶ 𝐵) ⊢ 𝑣 ∶ 𝐵 holds by Lemma 56,
and is concluded by [t-val] (or with a subtyping rule). In sum, we thus have
the following:

– Γ, (Δ, 𝑥 ∶ 𝐵) ⊢ 𝑆 ∶∶ del(𝑥) ∶∶ 𝑄 ∶ 𝑛1 + 𝑛2 as argued above,
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆,
– Γ, (Δ, 𝑥 ∶ 𝐵) ⊢ (𝑥, 𝑣, 𝐵), env𝑉 as argued above,
– 𝑛′1 + 𝑛2 < 𝑔 − 1, since we know that 𝑛′1 + 2 + 𝑛2 < 𝑔.
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• Suppose that [assv] was used; then (7.7) is

env𝑇 ⊢ ⟨𝑥 := 𝑒 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄, env𝑆, env𝑉[𝑥 ↦ 𝑣] , 𝑔 − 1⟩

Furthermore, Γ, Δ ⊢ 𝑥 := 𝑒 ∶∶ 𝑄 ∶ 𝑛 was concluded by [t-stm], where
𝑛 = 1 + 𝑛2, and with premises

Γ, Δ ⊢ 𝑥 := 𝑒 ∶ 1
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

of which the first was concluded by [t-assv]. From the premises of this rule,
we get that Γ, Δ ⊢ 𝑥 ∶ 𝐵 and Γ, Δ ⊢ 𝑒 ∶ 𝐵. We know that env𝑆𝑉 ⊢ 𝑒 → 𝑣. We
can then conclude:

EΓΔ(𝑥 := 𝑒 ∶∶ 𝑄) =Δ by case (7.6) of Def. 52
Γ, Δ ⊢𝑣 ∶ 𝐵 by Lemma 56
Γ, Δ ⊢env𝑉[𝑥 ↦ 𝑣] by Lemma 54

In sum, we thus have the following:

– Γ, Δ ⊢ 𝑄 ∶ 𝑛2 as argued above,
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆,
– Γ, Δ ⊢ env𝑉[𝑥 ↦ 𝑣] as argued above,
– 𝑛2 < 𝑔 − 1, since we know that 1 + 𝑛2 < 𝑔.

• Suppose that [assf] was used; then (7.7) is

env𝑇 ⊢ ⟨this.𝑝 := e ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩
→ ⟨𝑄, env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] , env𝑉 , 𝑔 − 1⟩

Furthermore, Γ, Δ ⊢ this.𝑝 := e ∶∶ 𝑄 ∶ 𝑛 was concluded by [t-stm],
where 𝑛 = 1 + 𝑛2, and with premises

Γ, Δ ⊢ this.𝑝 := e ∶ 1
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

of which the first was concluded by [t-assf]. From the premises of this rule,
we get that Γ, Δ ⊢ this.𝑝 ∶ 𝐵 and Γ, Δ ⊢ 𝑒 ∶ 𝐵.
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We know from the premises of [assf] that env𝑆𝑉 ⊢ 𝑒 → 𝑣 and env𝑉 (this) = 𝑋
and env𝑆(𝑋) = env𝐹 . We can then conclude:

EΓΔ(this.𝑝 := 𝑒 ∶∶ 𝑄) =Δ by case (7.6) of Def. 52
Γ, Δ ⊢𝑣 ∶ 𝐵 by Lemma 56
Γ, Δ ⊢env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] by Lemma 55

In sum, we thus have the following:

– Γ, Δ ⊢ 𝑄 ∶ 𝑛2 as argued above,
– Γ ⊢ env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] as argued above,
– Γ, Δ ⊢ env𝑉 by assumption, since the transition does not alter env𝑉 ,
– 𝑛2 < 𝑔 − 1, since we know that 1 + 𝑛2 < 𝑔.

• Suppose that [call] was used; then (7.7) is

env𝑇 ⊢ ⟨call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑆 ∶∶ env𝑉 ∶∶ 𝑄, env′𝑆𝑉 , 𝑔 − 1⟩

Furthermore, Γ, Δ ⊢ call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶∶ 𝑄 ∶ 𝑛 was concluded by [t-stm],
where 𝑛 = 𝑛1 + 2 + 𝑛2, and with premises

Γ, Δ ⊢ call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶ 𝑛1 + 2
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

of which the first was concluded by [t-call]. From the premises of this rule,
we get that

Γ, Δ ⊢ 𝑒1 ∶ 𝐼

Γ, Δ ⊢ ̃𝑒 ∶ 𝐵
Γ, Δ ⊢ 𝑒2 ∶ intᵆℓ

and Γ(𝐼)(𝑓) = proc(𝐵)ᵆℓ ∶ 𝑛1.
We know from the premise of [call] that env𝑆𝑉 ⊢ 𝑒1 → 𝑋 , and by Lemma 56
we get that Γ, Δ ⊢ 𝑋 ∶ 𝐼.
We also know by assumption that Γ ⊢ env𝑇 , which was concluded by [t-env-t].
From its premises and side condition, we get that Γ, this ∶ 𝐼 ⊢ env𝑀 , where
env𝑇(𝑋) = env𝑀 by the premise of [call]. This, in turn, was concluded by
[t-env-m]; from the premise of this rule, we get that

Γ, (this ∶ 𝐼, ̃𝑥 ∶ 𝐵, value ∶ intᵆℓ , sender ∶ 𝐼⊤) ⊢ 𝑆 ∶ 𝑛1
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and, from the premise of [call], that env𝑀(𝑓) = (𝑓, ( ̃𝑥, 𝑆)).
Finally, by case (7.5) of Definition 52, we have that

EΓΔ(𝑒1.𝑓( ̃𝑒):𝑒2 ∶∶ 𝑄) = this ∶ 𝐼, sender ∶ 𝐼⊤, value ∶ intᵆℓ , ̃𝑥 ∶ 𝐵

which gives us the contents of the new type environment after the transition.
We can now conclude

Γ,EΓΔ(call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶∶ 𝑄) ⊢ env𝑉 ∶∶ 𝑄 ∶ 𝑛2 by [t-ctx]

Γ,EΓΔ(call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶∶ 𝑄) ⊢ 𝑆 ∶∶ env𝑉 ∶∶ 𝑄 ∶ 𝑛1 + 𝑛2 by [t-stm]

In sum, we thus have the following:

– Γ,EΓΔ(call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶∶ 𝑄) ⊢ 𝑆 ∶∶ env𝑉 ∶∶ 𝑄 ∶ 𝑛1 + 𝑛2 as argued
above,

– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆,
– Γ,EΓΔ(call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶∶ 𝑄) ⊢ env′𝑉 by simple inspection of the new

env′𝑉 , which contains only the bindings for the formal parameters of 𝑓,
– 𝑛1 + 𝑛2 < 𝑔 − 1, since we know that 𝑛1 + 2 + 𝑛2 < 𝑔.

• Suppose that [throw] was used; then (7.7) is

env𝑇 ⊢ ⟨throw ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨exc(pge) ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩

and no further transition from the resulting configuration is then possible. We
know that Γ, Δ ⊢ throw ∶∶ 𝑄 ∶ 𝑛was concluded by [t-stm], where 𝑛 = 1+𝑛2,
and with premises

Γ, Δ ⊢ throw ∶ 1
Γ, Δ ⊢ 𝑄 ∶ 𝑛2

of which the first was concluded by [t-throw]. By case (7.6) of Definition 52,
we have that EΓΔ(throw ∶∶ 𝑄) = Δ. Thus we can conclude the following:

– Γ, Δ ⊢ exc(pge) ∶∶ 𝑄 ∶ 0 by rule [t-exc],
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆,
– Γ, Δ ⊢ env𝑉 by assumption, since the transition does not alter env𝑉 ,
– 0 < 𝑔, by the side condition of [throw].
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• Suppose that [delv] was used; then (7.7) is

env𝑇 ⊢ ⟨del(𝑥) ∶∶ 𝑄, env𝑆, (𝑥, 𝑣, 𝐵) ∶ env𝑉 , 𝑔⟩ → ⟨𝑄, env𝑆𝑉 , 𝑔⟩

Furthermore, Γ, Δ, 𝑥 ∶ 𝐵 ⊢ del(𝑥) ∶∶ 𝑄 ∶ 𝑛 was concluded by [t-del]. From
its premise, we have that

Γ,EΓΔ,𝑥∶𝐵(del(𝑥) ∶∶ 𝑄) ⊢ 𝑄 ∶ 𝑛

and by case (7.4) of Definition 52, we have that

EΓΔ,𝑥∶𝐵(del(𝑥) ∶∶ 𝑄) = Δ

so we know that Γ, Δ ⊢ 𝑄 ∶ 𝑛. Finally, by Lemma 53 and Γ, (Δ, 𝑥 ∶ 𝐵) ⊢
(𝑥, 𝑣, 𝐵) ∶ env𝑉 , we obtain that Γ, Δ ⊢ env𝑉 . Thus we can conclude the
following:

– Γ, Δ ⊢ 𝑄 ∶ 𝑛 as argued above,
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆,
– Γ, Δ ⊢ env𝑉 as argued above,
– 𝑛 < 𝑔 by assumption, from the side condition of [t-cfg], which was used

to type the initial configuration.

• Suppose that [return] was used; then (7.7) is

env𝑇 ⊢ ⟨env′𝑉 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨𝑄, env𝑆, env′𝑉 , 𝑔⟩

and Γ, Δ ⊢ env′𝑉 ∶∶ 𝑄 ∶ 𝑛 was concluded by [t-ctx]. From its premise, we
have that

Γ,EΓΔ(env′𝑉 ∶∶ 𝑄) ⊢ 𝑄 ∶ 𝑛

and, by cases (7.1) and (7.2) of Definition 52, we have that EΓΔ(env′𝑉 ∶∶ 𝑄) yields
a type environment for local variables which is formed by the variable names
and the associated type information stored in env′𝑉 . Clearly, Γ,EΓΔ(env′𝑉 ∶∶
𝑄) ⊢ env′𝑉 for any 𝑄. Thus we can conclude the following:

– Γ,EΓΔ(env′𝑉 ∶∶ 𝑄) ⊢ 𝑄 ∶ 𝑛 as argued above,
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆,
– Γ,EΓΔ(env′𝑉 ∶∶ 𝑄) ⊢ env′𝑉 as argued above,
– 𝑛 < 𝑔 by assumption, from the side condition of [t-cfg], which was used

to type the initial configuration.
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In all of the above cases, we have shown that we can satisfy the premises of
[t-cfg] after the transition step, whenever the step is concluded by any of the ordinary
transition rules for statements. What remains now is to consider the exception rules:

• Suppose the transition was concluded by [oog]. Then (7.7) is

env𝑇 ⊢ ⟨𝑆 ∶∶ 𝑄, env𝑆𝑉 , 0⟩ → ⟨exc(oog) ∶∶ 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 0⟩

This case holds vacuously, since 𝑔 = 0, but from the side condition of [t-cfg]
we know that 𝑛 < 𝑔, which would imply that 𝑛 is negative, which is impossible.
Thus ⟨𝑆 ∶∶ 𝑄, env𝑆𝑉 , 0⟩ cannot be well-typed for any Γ, Δ.

• Suppose any other exception rule was used. Then (7.7) is

env𝑇 ⊢ ⟨𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩ → ⟨exc(𝑙) ∶∶ 𝑆 ∶∶ 𝑄, env𝑆𝑉 , 𝑔⟩

where 𝑙 is one of the two labels rte or neg. In either case, we have that

Γ, Δ ⊢ exc(𝑙) ∶∶ 𝑆 ∶∶ 𝑄 ∶ 0

for any Γ, Δ by rule [t-exc]. Thus we can conclude the following:

– Γ, Δ ⊢ exc(𝑙) ∶∶ 𝑆 ∶∶ 𝑄 ∶ 0 as argued above,
– Γ ⊢ env𝑆 by assumption, since the transition does not alter env𝑆,
– Γ, Δ ⊢ env𝑉 by assumption, since the transition does not alter env𝑉 ,
– 0 < 𝑔, since we know that 𝑔 is positive.

This concludes the proof.
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8 A Semantic Approach to Security-Type Safety1

In 2017, a vulnerability in a smart contract on the Ethereum platform led to the theft
of approximately 31 million dollars’ worth of Ether.2 This vulnerability, known as the
Parity Multisig Wallet attack, involved an intricate interplay between two peculiar,
low-level features of the Solidity smart-contract language: delegate calls and fallback
functions, which can be used for library development to facilitate code reuse. The
attacker took advantage of a missing visibility modifier on an initialisation method in
a library contract, which was used to set the owner of the contract. The method should
have been marked as internal, but the missing modifier meant that it defaulted
to public visibility. This allowed the attacker to invoke this method on contracts
using the library, thereby enabling him to acquire ownership of these contracts and
drain them of all funds. Notably, this omission did not cause the library contract
itself to become ‘unsafe,’ if by ‘safety’ we mean preventing unauthorised access to
the funds stored in a contract. Rather, it induced a vulnerability in every contract
that depended on this library. This is important, because it indicates that this notion
of safety is neither purely syntactical, nor always compositional. Later in this chapter
we shall see how to formally express under which circumstances safety is preserved
by composition.

The root cause of the aforementioned vulnerability was an unintended and un-
wanted flow of data from an untrusted source to a trusted variable, which was used
to authorise access to contracts using the library. In terms of security, we would
say that the integrity of that variable had been compromised. Preserving integrity is
integral in ensuring non-interference [47], and in [130] Volpano, Smith and Irvine
created a type system for ensuring non-interference, using the concept of security
types; i.e. types for disciplining the data flow between memory segments of different
security levels. This line of work was taken up by the authors of [58], who created a
type system with security types for a Solidity-like language in an attempt to prevent
such unwanted data flows.

Unfortunately, despite using the Parity Multisig Wallet attack as their motivating
example, the authors of the type system in [58] do not actually provide a type rule for

1This chapter is unpublished work.
2See [77] for a code example with comments explaining the details of the attack.
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typing the fallback function, which was a key factor in enabling the aforementioned
vulnerability.3 This is hardly surprising, because the fallback function in effect enables
a limited form of reflection, or at least introspection, which is notoriously difficult to
handle using a syntactic type system, as we also illustrated in Chapter 3. The source
of this problem is that the fallback function is invoked when a call is issued to a non-
existing method, and the body of the fallback function can then use information about
the failed call to determine how the computation shall proceed. This information is
only available at runtime, hence it cannot be assigned a static type.

In Chapter 6, we also created a type system for ensuring non-interference in
TinySol, based on the work of Volpano et al. [130]. Unfortunately, as we shall argue
in Section 8.1, we cannot simply extend the type system of Chapter 6 with extra
type rules to make the fallback function typable, due to the reflective features of this
construct. This is a limitation of the so-called syntactic or subject-reduction approach
to type soundness, that we employed in Chapter 6. In the present chapter, we shall
instead use a different approach, known as the semantic approach to type soundness,
or just semantic typing for short, which is capable of reasoning about even seemingly
‘unsafe’ programming constructs such as reflection. We describe the differences
between syntactic and semantic typing in some detail in Section 8.2; however, briefly,
the idea is as follows:

A syntactic type system consists of a collection of syntax-directed type rules,
which constitute a (usually incomplete) proof system for showing well-typedness of a
given term (i.e. a value, an expression, a statement, a method definition, or a contract),
based on its syntactic structure. Well-typedness implies type safety, but it is seldom
equal to type safety, due to incompleteness of the proof system. However, suppose
that a term can be shown to preserve the safety properties implied by well-typedness,
even though it may not be possible to prove well-typedness itself by means of the
ordinary syntactic type rules. The term would reside in the slack of the type system,
because the fact of its safety is true but not provable. Such slack is an unavoidable
consequence of an incomplete proof system.

Suppose now that we modified our type rules, so that their premises only require
the constituents of a term to be type safe, rather than requiring that type safety must
be provable by the proof system. If we can show that type safety itself (and not just
well-typedness) is preserved by the composing constructs of the language, this will
then allow us to supply alternative proofs of safety for the premises, in the case of
unsafe code such as the fallback function. In effect, each type rule now becomes a
compatibility lemma to be proved, leading to a different and more modular proof
structure than the monolithic induction proofs of the subject-reduction approach.

3On a separate note, the type system in [58] also does not assign types to contracts. It fails to take
into account the fact that contract addresses can be passed as values, and method calls can be issued to
such addresses, which in effect means that the path to the called method can be changed. This can be used
to induce a difference in the ‘low’ segment of the memory, depending on changes in the ‘high’ segment,
which thus breaks the non-interference property.
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The semantic approach to type soundness originated in the works of Milner [81],
and Milner and Tofte [84], but was superseded by the subject-reduction approach
introduced byWright and Felleisen [133]. However, semantic typing has recently seen
some renewed interest [8; 9; 7; 23; 67; 123], especially in the area of proof-carrying
code [88]. On the other hand, and unrelated to semantic typing, Dickerson et al.
[38] proposed that proof-carrying code might be particularly well-suited to use in
a blockchain setting, because the immutable nature of the blockchain ensures that
neither the code nor the proof can be tampered with. We can merge these two ideas
as follows: Suppose a contract makes use of a syntactically untypable construct, such
as a fallback function, but does it in such a way that it can be shown to semantically
preserve type safety. Such a proof can then be supplied along with the code of the
contract containing the fallback function, when it is declared on the blockchain, as a
form of proof-carrying code. The immutable nature of the blockchain environment
ensures that neither the code nor the proof can subsequently be altered, so as long as
the proof can be verified by any user of that contract (or rather, by the type checker),
the untypable fragment of code does not itself need to be type checked using the
syntactic rules. Of course, finding such a proof may then be challenging, but this
obligation now falls on the contract creator, rather than on the user of the contract,
who only needs to check the validity of the provided ‘proof certificate’ of type safety.
In this way, wemay not be able to make the fallback function itself typable by syntactic
means, but we can provide a method for reasoning about, and ensuring, type safety
of contracts using this construct.

The rest of this chapter is structured as follows: Section 8.1 gives an overview of
the Parity Multisig Wallet attack and describes the necessary changes to the TinySol
model, that will allow us to represent this vulnerability. We give some examples
that also illustrate why the syntactic approach to type soundness from Chapter 6
is insufficient to handle the problem. Then, in Section 8.2, we give a more detailed
introduction to the semantic approach to type soundness and also discuss some related
works. This sets the stage for the developments later in this chapter.

In Section 8.3, we describe the syntax and small-step semantics of an extended
version of TinySol, which includes the two new constructs; delegate calls and fallback
functions. Section 8.4 then presents an updated version of the syntactic type system
from Chapter 6, which has been extended with a type rule for delegate calls, and
adapted to our use of a small-step semantics in the present chapter, in contrast to the
big-step semantics of Chapter 6. Additionally, we introduce a new subtyping relation
based on static inheritance for interfaces, rather than using structural subtyping, as
we did in Chapter 6.

The purpose of the syntactic type system is to act as a reference for our devel-
opments a type system based on the semantic approach to type soundness. This is
carried out in Sections 8.5–8.6, which give the semantics of types for expressions and
stacks, including statements, respectively. The semantics of types is given in terms of
a typed semantics, and we use it to give a characterisation of type safety for the two
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[dcall]

env𝑆𝑉 ⊢ 𝑒 → 𝑌
env𝑆𝑉 ⊢ ̃𝑒 → ̃𝑣
env𝑇 ⊢ ⟨𝑆, env𝑆, env″𝑉 ⟩ → env′𝑆𝑉

env𝑇 ⊢ ⟨dcall 𝑒.𝑓( ̃𝑒), env𝑆𝑉 ⟩ → env′𝑆, env𝑉
where:

| ̃𝑥| = | ̃𝑣| = 𝑘
( ̃𝑥, 𝑆) = env𝑇(𝑌)(𝑓)
env″𝑉 = this ∶ env𝑉 (this), sender ∶ env𝑉 (sender),

value ∶ env𝑉 (value), 𝑥1 ∶ 𝑣1,… , 𝑥𝑘 ∶ 𝑣𝑘
Figure 8.1: Big-step semantics of delegate calls.

syntactic categories, based on sets of expressions and stacks. Then, in Section 8.7, we
show how these developments may be used to ensure safety of some usages of the
fallback function construct. Finally, we summarise our findings from this chapter in
Section 8.8, and discuss some avenues for future works.

Longer proofs are deferred to the end of the chapter, to avoid breaking up the
main narrative of the text. They can be found in Section 8.9.

8.1 Modelling the Parity Multisig Wallet attack

In order to be able to model the Parity Multisig Wallet attack in TinySol, we need to
first extend the language with two new constructs; namely, delegate calls and fallback
functions. This requires a number of changes to the TinySol model, in particular
its semantics, so here we shall first describe and discuss each feature in relation to
the version of TinySol given in Chapter 6 to motivate and illustrate the necessary
changes, before providing a full semantics for this extended version of the language.

8.1.1 Delegate calls

Besides the ordinary method call, Solidity also features another kind of method call
with a different calling style, known as the delegate call. The purpose of this construct
is to facilitate code reuse and creation of contract libraries. This is desirable, since the
cost of deploying a smart contract on the Ethereum chain depends on the code size,4
which thus encourages developers to use libraries for common tasks. The special
feature of this call style is that the method body is executed in the context of the caller
contract, rather than in the context of the contract in which it is declared, which
allows the calling contract to use the called method as if it were part of the calling
contract itself.

4See the description of the CREATE and CREATE2 opcodes in [119].
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[t-dcall]

Γ ⊢ (𝐼1, 𝑠1) <∶ (𝐼2, 𝑠2)
Γ; Δ ⊢ 𝑒 ∶ (𝐼2, 𝑠2)
Γ; Δ ⊢ ̃𝑒 ∶ 𝐵
Γ; Δ ⊢ 𝑒.𝑓 ∶ proc(𝐵):𝑠

Γ; Δ ⊢ dcall 𝑒.𝑓( ̃𝑒) ∶ cmd(𝑠) (Δ(this) = var(𝐼1, 𝑠1))

Figure 8.2: Type rule for delegate calls.

We can extend the version of TinySol given in Chapter 6 with a delegate call
construct as follows: First, we add the construct to the syntax of statements:

𝑆 ∶∶= … || dcall 𝑒.𝑓( ̃𝑒)

We can then extend the semantics of TinySol from Chapter 6 with a big-step semantic
rule for this construct, which is given in Figure 8.1. There are a few things to note
about the semantics of this construct:

• The method body 𝑆 is executed in the context of the caller; i.e. the magic
variables this, sender and value are not rebound. In particular, this means
that any access to fields (through this) are to fields in the caller contract, rather
than the contract 𝑌 in which 𝑓 is defined.

• There is no value parameter, so funds cannot be transferred to the callee with
this type of call. This is consistent with the idea that the code is executed in
the context of the caller; i.e. as if the method had been declared in the calling
contract. With the conventional call construct, calls to local methods can in
principle transfer funds, but this has no effect, since the caller and callee are
the same contract. As delegate calls are similar to local calls, except for the fact
that the actual code resides in another contract, it therefore makes sense that
there is no value parameter in the call syntax.

Finally, we can extend the type system of Chapter 6 with a type rule for delegate
calls, which is given in Figure 8.2. The important point to note here is the subtyping
judgment Γ ⊢ (𝐼1, 𝑠1) <∶ (𝐼2, 𝑠2). We must require that the interface type of the caller
contract is a subtype of the contract containing the definition of 𝑓. This is necessary,
because the body of 𝑓 might access fields or call methods via this, but when the
body is executed in the context of the caller, this would lead to a runtime error, if the
calling contract does not contain fields or methods with the exact same names (and
of the same types). This situation is prevented by requiring the caller contract to be a
subtype (i.e. a specialisation) of the callee contract, which thus ensures that the caller
contract will contain at least the same methods and fields as the callee contract.

Note that this implies that the caller contract also must contain a method by the
same name 𝑓, and with the same signature (or a subtype thereof). We could remove
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1 contract C {
2 f i e l d owner := Bob;
3 f i e l d impl := X;
4

5 func Update(addr) {
6 i f sender = this.owner then this.impl := addr e l se skip
7 }
8

9 func 𝑓1( ̃𝑥) { dcall this.impl.𝑓1( ̃𝑥) }
10 ⋮
11 func 𝑓𝑛( ̃𝑥) { dcall this.impl.𝑓𝑛( ̃𝑥) }
12 }

Figure 8.3: The pointer to implementation pattern.

this limitation by introducing a more complicated type rule, but we shall forego that
here, since it is consistent with the purpose of dcall, i.e. code reuse. A natural way
to use dcall would be as a body of a stub method declaration, e.g.:

1 func f( ̃𝑥) {
2 dcall X.f( ̃𝑥)
3 }

which simply forwards the call to an implementation residing in 𝑋 , rather than
locally. One could also easily introduce some syntactic sugar for this kind of stub
implementations.

A related usage is the so-called pointer to implementation pattern described in
[38], which is illustrated in Figure 8.3. This pattern can be used to allow a contract to
update its implementation, despite the immutable nature of a blockchain. It consists
of a contract C, which acts as a proxy for the functionality provided by a different
contract, which resides on the address X. This address is stored in the field impl, and
C simply forwards all calls to methods 𝑓1, … 𝑓𝑛 to their actual implementations in
X. Finally, C provides an Update method, which allows the contract owner Bob to
overwrite the address stored in impl. Thus, if the actual implementation needs to be
updated, Bob can deploy a new version of X and then simply update the pointer to
the implementation in C without affecting any users of the contract.

8.1.2 The fallback function

The fallback function is a peculiar feature of Solidity, which allows a contract creator
to add a nameless function to a contract, that will be called in case an attempt is made
to call a non-existing method on the contract. This ensures that the execution does
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[fcall]

env𝑆𝑉 ⊢ 𝑒1 → 𝑌
env𝑆𝑉 ⊢ ̃𝑒 → ̃𝑣
env𝑆𝑉 ⊢ 𝑒2 → 𝑛
env𝑇 ⊢ ⟨𝑆, env″𝑆𝑉 ⟩ → env′𝑆𝑉

env𝑇 ⊢ ⟨call 𝑒1.𝑚( ̃𝑒)$𝑒2, env𝑆𝑉 ⟩ → env′𝑆, env𝑉
where:

𝑋 = env𝑉 (this)
env𝑋𝐹 = env𝑆(𝑋)
env𝑌𝐹 = env𝑆(𝑌)

𝑛 ≤ env𝑋𝐹 (balance)

𝑓 = {
env𝑉 (𝑚) if 𝑚 = id
𝑚 otherwise

𝑓 ∉ dom (env𝑇(𝑌))
(𝜖, 𝑆) = (env𝑇(𝑌))(fallback)
env″𝑉 = this ∶ 𝑌, sender ∶ 𝑋, value ∶ 𝑛, id ∶ 𝑓, args ∶ ̃𝑣
env″𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]

Figure 8.4: Big-step semantics of the fallback function.

not get stuck, which would otherwise lead to a failed transaction. To add this feature
in TinySol, we need to make a few changes:

• We shall assume that all contracts by default contain a parameterless method

fallback() { skip }

with a body that does nothing, and that this definition can be overridden by
the contract creator by providing a different implementation. For the sake of
simplicity, we can assume that this method cannot be directly invoked.

• We add the set of method namesMNames to the set of values. This is necessary,
because the fallback function will contain two extra ‘magic variables’, called
id and args, which are the name of the (non-existing) called method, and the
list of provided arguments.

• We assume that fallback, id and args are reserved keywords in their respec-
tive contexts; namely, inside contract definitions for fallback, and inside the
body of the fallback function for id and args.

• We use 𝑚 to range over MNames ∪ { id } and replace the syntax for call with
call 𝑒1.𝑚( ̃𝑒)$𝑒2. We also need to assume that an extra side condition is
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1 contract Proxy {
2 f i e l d owner := Bob;
3 f i e l d impl := X;
4

5 func Update(addr) {
6 i f sender = this.owner then this.impl := addr e l se skip
7 }
8

9 func fallback() { dcall this.impl.id(args) }
10 }

Figure 8.5: Forwarding method calls.

added to the ordinary call rule and the rule for delegate calls:

𝑓 = {
env𝑉 (𝑚) if 𝑚 = id
𝑚 otherwise

Thus we can use the ordinary call rule, or the delegate call rule, with both
ordinary method names 𝑓, and, in the special case of calls inside the body of
the fallback function, with the ‘magic variable’ id.

Now, to add the fallback function, we need an extra semantic rule, given in
Figure 8.4. This rule is similar to the ordinary call-rule, except that id and args are
now also bound within the newly created env𝑉 . As can be seen, the rule is applicable
exactly when env𝑇(𝑌) does not contain a definition for the called method 𝑓, and
instead, the fallback function is invoked. Apart from that, the value transfer, and
any other bindings, are as in any ordinary method call.

The id ‘magic variable’ in effect admits a limited form of reflection (or more
precisely, introspection) into the language, because the body of the fallback function
can use information about the failed call – namely the name of the non-existing
method – to determine the future of the computation. For example, it could be used to
forward the call to an arbitrary other contract, which itself may, or may not, contain
a method with the same name and with the same signature. Thus, something like the
following is possible:

1 func fallback() {
2 c a l l X.id(args);
3 }

This can be used to implement a form of inheritance, by delegating all calls to non-
existing members to a parent contract. Consider again the “pointer to implementation”
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1 contract Lib {
2 func init(X) { this.owner := X; }
3 ⋮
4 }
5

6 contract Wallet {
7 f i e l d owner := Bob;
8 f i e l d impl := Lib;
9

10 func fallback() { dcall this.impl.id(args) }
11 }
12

13 contract Attacker {
14 func attack() { c a l l Wallet.init(this) }
15 }

Figure 8.6: Simplified representation of the Parity Multisig Wallet attack.

example in Figure 8.3. The same functionality can now be achieved more succinctly
by replacing all the stub implementations of 𝑓1, …, 𝑓𝑛 with a single delegate call in
a callback function, as in Figure 8.5. Note, however, that this will forward all calls
to non-existing methods, and not just those to 𝑓1, …, 𝑓𝑛, which may not always be
desirable.

8.1.3 The Parity Wallet Attack

With our new extensions of the language, we are now finally in a position to
model the Parity Multisig Wallet attack in TinySol. Consider the code in Figure 8.6,
which is similar to the motivating example in [58]: The Lib contract provides some
common functionality to implement a wallet; for example, it includes an init method
that sets a field owner to the received address. The contract Wallet, which is owned
by Bob, makes use of this functionality, so it forwards all calls to unimplemented
methods by using its fallback function and delegate calls, which means that the
called method in Lib will be executed in the context of Wallet. Thus far, the example
is similar to the one in Figure 8.5. The attack then consists of the following three
steps:

1. When Attacker calls Wallet.init(this), the call is forwarded to Lib, since
Wallet does not contain a method called init.

2. Instead, Lib.init(Attacker) is executed, which then executes the assign-
ment this.owner := Attacker, but because this is a delegate call, the magic
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variable this is still bound to Wallet.

3. Thus, the field Wallet.owner is modified to now contain the address of the
Attacker.

If the field Wallet.owner is used for access control to guard other functionalities in
Wallet, this access control has thus been circumvented.

The key problem in the code in Figure 8.6 is an unwanted data flow to a variable
that should not have been modifiable; i.e. the integrity of that variable is compromised.
In Chapter 6, we developed a type system for TinySol for ensuring integrity (or,
conversely, secrecy), and clearly, the aforementioned example falls within the set
of programs that should be rejected by such a type system, due to the flow from an
untrusted source into a trusted segment of the memory.

However, the example is unfortunately untypable by the type system from Chap-
ter 6, even if it were extended with the type rule for delegate calls given in Figure 8.2.
The problem is precisely that the magic variable id could be bound to any method
name at runtime, and we therefore cannot statically obtain a signature for it from the
type environments Γ; Δ. However, the type system from Chapter 6 already prevents
calls to non-existing contract members by means of its interface types 𝐼, so in practice,
the fallback function would never be called in a well-typed program. This is of course
doubly problematic, because the fallback function already is a part of the Solidity
language, so the type system from Chapter 6 is too restrictive to be applicable to
this language, unless we are willing to reject all contracts that make use of a fallback
function, such as the (legitimate) usage in Figure 8.5. Thus, in order to actually
make the fallback function usable at all, we would have to allow calls to non-existing
methods, rather than rejecting such programs as ill-typed; but as the body of the
fallback function is untypable, this would then break type safety, thereby defeating
the purpose of the type system. Neither of the two approaches seem like a satisfying
solution.

Not all usages of the fallback function cause unsafe data flows, but the type system
does not allow us to distinguish between the safe and unsafe usages. Even worse,
it does not even provide us with the means to reason about whether a given usage
would be safe within a particular program, if the body of the fallback function makes
any use of the magic variables id and args at all. Consider for example the following
definition:

1 func fallback() {
2 i f id = f then dcall X.f() e l se dcall X.g()
3 }
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Suppose we could conclude that

Γ; Δ ⊢ X.f ∶ proc():𝑠
Γ; Δ ⊢ X.g ∶ proc():𝑠
Γ; Δ ⊢ id ∶ var(𝑠)

Then the body of this fallback function ought to be typable as cmd(𝑠) as well. If neither
X.f() nor X.g() would cause any unsafe data flows, if they were called directly, then
neither would the above. The if-else construct encapsulates the usage of the id
variable, effectively restricting its possible values to f or not-f, yet even though we
may be able to reason that the above usage in fact is safe because of this encapsulation,
the type system does not allow us to prove this by means of the type rules. This, in
turn, means that we would have to judge any program containing the above definition
as being unsafe, even if we were able to show by other means, that this piece of code
in fact does not violate the restrictions denoted by the type judgment cmd(𝑠).

The problem is precisely that the type system does not provide a formal definition
of what the type judgment cmd(𝑠) denotes. It does not define the meaning of the
types and type judgments, except indirectly through their usage in the type rules. In
other words, the types have a syntax, but not a semantics. This is a limitation of the
approach to type soundness that we have hitherto been using. It does not require
such a semantics to be defined, and it cannot make use of it either. In the following,
we shall therefore explore a different approach to type soundness, which does allow
us to take such semantic reasoning into account.

8.2 Syntactic and semantic typing

The approach to type soundness used in all the previous chapters (Chapters 3–7) is
variously known as the ‘subject-reduction’ approach, or the ‘syntactic approach to
type soundness.’ However, in the following we shall simply refer to it as syntactic
typing for brevity.5 It was proposed by Wright and Felleisen [133] in 1994, and has
since become the de-facto standard approach to showing type soundness.

In syntactic typing, we begin by defining a language of types 𝒯 , which, in the case
of data types in an imperative setting like TinySol, are attached to atomic identifiers
representing data containers (fields and variables including the formal parameters of
methods), and encapsulating constructs (methods and contracts); see also Chapter 2
for a more detailed account. Then we define a typing relation ⊢ for each syntactic
category in the language, for example:

• Γ ⊢ 𝑣 ∶ 𝑇 for values, denoting that 𝑣 is a value of type 𝑇,
5The terms ‘syntactic typing’ and ‘semantic typing’ are used in [123] as synonymous with ‘syntactic

approach to type soundness’ resp. ‘semantic approach to type soundness.’ We adopt this usage simply
because it is shorter.
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• Γ ⊢ 𝑒 ∶ 𝑇 for expressions, denoting that 𝑒 will evaluate to a value of type 𝑇,

• Γ ⊢ 𝑆 for statements, denoting that the statement is well-typed,

• Γ ⊢ func 𝑓( ̃𝑥) { 𝑆 } ∶ proc(𝑇) for methods, denoting that the body 𝑆 of
the method is well-typed, if the formal parameters ̃𝑥 are instantiated with
actual parameters of types 𝑇, and

• Γ ⊢ 𝐶 ∶ 𝐼 for contracts, denoting that the contract implements the interface 𝐼.

Each of the type judgments above are subject to the proviso that all free identifiers
occurring in the term on the right-hand side of ⊢must also have a type assignment in
the type environment Γ on the left-hand side. This relation is defined by a collection
of syntax-directed type rules, i.e. inference rules, which constitute a proof system that
lets us conclude that a type judgment, e.g. Γ ⊢ 𝑆, in fact holds. If Γ ⊢ 𝑆 can be proved
by the type rules, then we say that 𝑆 is well-typed w.r.t. Γ; and, conversely, if Γ ⊬ 𝑆
we say that 𝑆 is ill-typed w.r.t. Γ. Finally, we must show a result of subject reduction,
which says that well-typedness is preserved by the semantics; i.e. a statement of the
form

Γ ⊢ 𝑃 ∧ 𝑃 → 𝑃′ ⟹ Γ ⊢ 𝑃′

for some program 𝑃. In other words, a well-typed term cannot reduce to an ill-typed
term. This ensures that if well-typedness implies ‘program safety,’ for whatever
notion of safety we might be interested in, then a well-typed program is safe and will
remain safe for all its execution steps.

The great advantage of syntactic typing is the simplicity and straightforwardness
of the approach. Yet, as the examples in the preceding section illustrate, this simplicity
comes at the price of a narrowly syntactical view of types, that is ill-suited to handle
abstractions and encapsulation. These shortcomings have been noted independently
by Caires in [23], and, more recently, by Timany et al. in [123]. As the latter group of
authors remark, many modern, statically typed programming languages feature an
unsafe construct or similar, that allows the programmer to disable type checking
for a segment of the code, because it needs to perform operations for which well-
typedness cannot automatically be concluded; e.g. all pointer operations in C# or raw
pointer dereferencing in Rust. Such unsafe code blocks can then be encapsulated in
libraries, but that leads to problems in verifying the actual safety of programs using
these libraries, because the syntactic approach does not provide a way to reason
about such encapsulations. The programmer may ‘promise’ (by explicitly writing
unsafe {…}) that his usage of unsafe operations in fact does not break the invariants
implied by well-typedness, that are presumed to hold on the data. However, even if
this promise can be verified (i.e. outside of the type system), there is no way to make
the type checker take this ‘external’ fact into account. Conversely, the programmer
may declare an abstraction and claim that it enforces some variant on its private data;
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e.g. ‘this method always returns a new number,’ but syntactic type soundness has
nothing to say about the truth of such a claim.6

As a remedy, both Caires [23] and Timany et al. [123] advocate an alternative
approach to type soundness, known as the semantic approach, or simply semantic
typing. This approach is in fact older than the syntactic approach; it originated in
the works of Milner [81] in 1978, and Milner and Tofte [84] in 1991. In semantic
typing, types and type judgments are first given an independent meaning, e.g. as
logical formulae, which directly define the properties (notions of safety) denoted by
each type. In the words of Timany et al. [123, p. 3]:

Under the semantic soundness approach, one defines a semantic model of types, which
offers an extensional view of typing rather than an intensional one. In other words,
unlike syntactic typing, which dictates the syntactic structure of well-typed terms,
semantic typing merely places restrictions on their observable behavior. Accordingly,
it enables us to explain when a term behaves safely at a given type, even if the term
employs unsafe or low-level operations internally.

Instead of the syntactic typing relation, e.g. Γ ⊢ 𝑃, we define a semantic typing
relation for terms in the language, written Γ ⊨ 𝑃, which denotes that the program
𝑃 satisfies the type constraints in Γ. In other words, the truth of these predicates is
asserted, relative to 𝑃.7 Note the use of the single turnstile symbol ⊢ for the syntactic
judgments, which denotes syntactic implication, i.e. provability (by the type rules),
versus the double turnstile symbol ⊨, which denotes semantic implication, i.e. truth
(type safety). Given a syntactic type system, and a semantic model of types, we can
then proceed to show that

Γ ⊢ 𝑃 ⟹ Γ ⊨ 𝑃

i.e. provability implies truth, which is the condition for soundness. Such a statement
is known as a compatibility theorem, and it expresses that the syntactic type system
provides a sound approximation to the set of safe terms.

Having the compatibility theorem alonewould afford us nothingmore than subject
reduction. However, the semantic model of types additionally allows us to formulate
and prove a collection of closure properties of the semantic typing relation. Specifically,
we are interested in showing that semantic type safety is closed under the syntactic
constructors of the language. As an example, we might want to show that if Γ ⊨ 𝑆1
and Γ ⊨ 𝑆2 then Γ ⊨ 𝑆1; 𝑆2 for a language with sequential composition. This would

6Consider the type system in Chapter 3 and our claim that the ‘name generator’ always will return a
fresh name. Here, we had to impose an extra restriction on the shape of all generated names, but actually
verifying that all encoded processes obeyed this restriction was simply outside the scope of the syntactic
type system itself.

7Note the similarity with the satisfaction relation in logics. If the type constraints in Γwere considered
as a conjunction of logical formulae, one would write 𝑃 ⊨ Γ instead. This is actually how Caires writes
his type judgments in [23].
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correspond directly to a ‘semantic type rule’ of the form

Γ ⊨ 𝑆1 Γ ⊨ 𝑆2
Γ ⊨ 𝑆1; 𝑆2

and each type rule thus becomes a compatibility lemma to be shown (or proved
admissible), rather than a collection of more or less arbitrary definitions given a priori.
Having such type rules would then finally allow us to incorporate different kinds
of proofs of safety, because the premises of e.g. the rule above do not require, that
Γ ⊨ 𝑆1 and Γ ⊨ 𝑆2 need to be provable using these rules. They only need to be true.

There are different approaches to defining a semantic model of the types and type
judgments. One is the step-indexed model of Appel and McAllester [9], which was
further extended by Ahmed in [7]. This approach has been applied in a variety of
settings, for example to reason about the safety of ‘unsafe code’ in core Rust libraries
[67]; see [123] for an overview of work based on this approach.

Another approach is based on typing interpretations, which are coinductively
defined objects corresponding to fragments of transition systems. It is reminiscent of
the logical relations technique of Plotkin [104] and Tait [121], and it is the method
used by Caires in [23]. Informally, a typing interpretation for a syntactic category,
e.g. programs 𝑃, w.r.t. a collection of type predicates Γ, is a Γ-indexed family of sets
of programs ℛΓ, defined such that 𝑃 ∈ ℛΓ implies

• 𝑃 satisfies the type predicates in Γ, and

• If 𝑃 → 𝑃′ then 𝑃′ ∈ ℛΓ.

The largest typing interpretation for a given Γ is the union of all typing interpre-
tations for Γ, written 𝜈ℛΓ, similar to bisimilarity being the union of all bisimulations
(cf. also the discussion in Chapter 2, Section 2.2). 𝜈ℛΓ is the typing of Γ, and the
semantic typing relation is then defined as

Γ ⊨ 𝑃 ≜ 𝑃 ∈ 𝜈ℛΓ.

Proving semantic type safety of 𝑃 w.r.t. a given Γ thus becomes a matter of finding a
typing interpretation for Γ that contains 𝑃.

We shall follow the approach of Caires in the present chapter, because it gives
us a straightforward way of defining the proofs of type safety for unsafe code, that
are to be stored on the blockchain. For this purpose, we can simply store the typing
interpretations themselves. However, that then requires that any client using a
contract with such an associated proof must be able to automatically verify that it
indeed is a typing interpretation. We shall discuss this further in Section 8.7.3.
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𝐷𝐹 ∈ Dec𝐹 ∶∶= 𝜖 || field p := 𝑣;𝐷𝐹
𝐷𝑀 ∈ Dec𝑀 ∶∶= 𝜖 || func 𝑓( ̃𝑥) { 𝑆 } 𝐷𝑀
𝐷𝐶 ∈ Dec𝐶 ∶∶= 𝜖 || contract 𝑋 {

field balance := 𝑛; 𝐷𝐹
func send() { skip } 𝐷𝑀
func fallback() { 𝑆 }

} 𝐷𝐶
𝑣 ∈ Val ∶∶= ℤ ∪ 𝔹 ∪ ANames ∪MNames
𝑒 ∈ Exp ∶∶= 𝑣 || 𝑥 || 𝑒.balance || 𝑒.𝑝 || op( ̃𝑒)

|| this || sender || value || id || args
𝑆 ∈ Stm ∶∶= skip || throw || var 𝑥 := 𝑒 in 𝑆 || 𝑥 := 𝑒

|| this.𝑝 := 𝑒 || 𝑆1;𝑆2 || if 𝑒 then 𝑆T else 𝑆F
|| while 𝑒 do 𝑆 || call 𝑒1.𝑚( ̃𝑒)$𝑒2 || dcall 𝑒.𝑚( ̃𝑒)

𝑄 ∈ 𝒬 ∶∶= ⊥ || 𝑆; 𝑄 || del(𝑥); 𝑄 || env𝑉 ; 𝑄

where 𝑥, 𝑦 ∈ VNames (variable names), 𝑝, 𝑞 ∈ FNames (field names),
𝑋, 𝑌 ∈ ANames (address names), 𝑚 ∈ { id } ∪MNames (method names).

Figure 8.7: The extended syntax of TinySol.

8.3 Syntax and semantics of TinySol

For the sake of self-containedness, we shall begin by giving a complete definition of
the syntax and semantics of an extended version of TinySol that includes our new
syntactic constructs. The syntax is given in Figure 8.7; apart from the extensions, it
is similar to the one given in Chapter 6. We shall use a small-step semantics in the
present chapter to allow non-terminating behaviour, so we also include the syntax of
stacks 𝑄, similar to the version in Chapter 7.

We omit the full definition of the binding model and the semantics for declarations,
since these are similar to the ones in Chapters 6–7. However, the environments env𝑇 ,
env𝑆, env𝑉 , and the ‘inner’ environments env𝐹 , env𝑀 , are all partial functions, but
may alternatively be thought of as sets of pairs, and we use the following notation to
extend or modify them:

• We write env𝑉 , 𝑥 ∶ 𝑣 to denote the extension of env𝑉 with a new entry (𝑥, 𝑣).

• We write env𝑉[𝑥 ↦ 𝑣] to denote an env𝑉 , in which a pre-existing binding (𝑥, 𝑣′)
is updated to (𝑥, 𝑣), thus replacing the previous value 𝑣′ with 𝑣.

We shall use both notations for convenience, sometimes expanding an environment
as a list of tuples to replace a value, and sometimes using the update notation.
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[exp-val]
⟨𝑣, env𝑆𝑉 ⟩ → 𝑣

[exp-var]
⟨𝑥, env𝑆𝑉 ⟩ → 𝑣 (env𝑉 (𝑥) = 𝑣)

[exp-op]
⟨ ̃𝑒, env𝑆𝑉 ⟩ → ̃𝑣 op( ̃𝑣) →op 𝑣

⟨op( ̃𝑒), env𝑆𝑉 ⟩ → 𝑣

[exp-field]
⟨𝑒, env𝑆𝑉 ⟩ → 𝑋
⟨𝑒.𝑝, env𝑆𝑉 ⟩ → 𝑣 (env𝑆(𝑋)(𝑝) = 𝑣)

Figure 8.8: Semantics of expressions.

The semantics of expression configurations is given in Figure 8.8. This is similar
to the previous presentations, and for the sake of simplicity we here assume that 𝑥
also ranges over the ‘magic variable’ names this, sender, value, id and args. We
write the transitions as configurations, ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣, to avoid the use of the single
turnstile symbol, but apart from this stylistic change, the rules are the same as in
Chapters 6–7.

Next, we give a small-step semantics of statements. We use a slightly modified
version of the one from Chapter 7, given in Figure 8.9 and Figure 8.10. The main
differences are:

• we omit the gas parameter;

• we omit the rule for sequential composition and instead simply treat stacks as
sequentially composed elements;

• we place env𝑇 within configurations, even though it is not altered during
transitions, to again avoid the single turnstile symbol; and

• we add rules for delegate calls and fallback calls.

• We omit the side condition 𝑛 ≤ env𝑋𝐹 (balance) from the call rules [call] and
[fcall]. This side condition ensures that a contract’s balance can never be
negative, and if this were the case it should instead trigger an exception as in
Chapter 7. However, as exceptions are not our focus in the present chapter, we
prefer to simply omit this, rather than introducing two extra call rules for the
exceptional transitions.

The semantics is also subject to the same provisos as in Chapter 7, i.e. we use a
typed version of the language, with types appearing in declarations of new variables,
and we also record the types in env𝑉 , along with the variable name and its value,
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although this is not used in the semantics. Thus, for now, we implicitly discard the
type information when performing a lookup env𝑉 (𝑥) = (𝑣, 𝐵𝑠).

8.4 A syntactic type system for security types

In Chapter 6, we created a type system for ensuring secure data flows in TinySol,
based on the work of Volpano, Smith and Irvine [130]. Building on this work, we shall
now create a more refined version of this type system for our extended version of the
language, also taking into account that we are here using a stack-based version of the
language, as in Chapter 7. As we make several changes, especially w.r.t. the subtyping
relation, we shall give detailed comments on the differences in the following.

8.4.1 The syntax of types and environments

As in Chapter 6, we begin by assuming a lattice (𝒮, ⊑) of security levels 𝑠, with 𝑠⊤ as
the highest level, and 𝑠⊥ as the lowest level. For ease of notation, we shall use the
following convention when comparing multiple levels against each other using the
ordering relation ⊑:

𝑠1,… , 𝑠𝑛 ⊑ 𝑠 ≜ 𝑠1 ⊑ 𝑠 ∧… ∧ 𝑠𝑛 ⊑ 𝑠
𝑠 ⊑ 𝑠1,… , 𝑠𝑛 ≜ 𝑠 ⊑ 𝑠1 ∧… ∧ 𝑠 ⊑ 𝑠𝑛

𝑠1,… , 𝑠𝑛 ⊑ 𝑠′1,… 𝑠′𝑛 ≜ 𝑠1 ⊑ 𝑠′1 ∧… ∧ 𝑠𝑛 ⊑ 𝑠′𝑛
We also assume a set TNames of type names (interface names) ranged over by

𝐼. Compared to the presentation in Chapter 6, we shall make some changes to the
syntax of types:

• We let each data type be a pair, (𝐵, 𝑠), consisting of a base type 𝐵 and a security
level 𝑠, rather than only having such a pair for interfaces. We shall use the
notations (𝐵, 𝑠) and 𝐵𝑠 interchangeably, preferring the latter except when we
need indices on types.

• We add a ‘dummy’ base type idf for identifiers to the set of base types 𝐵; this is
merely to be able to assign a base type to the id magic variable in the fallback
function, which contains the name of the non-existing called method.

• We omit the command type cmd(𝑠) from the language of types, since this is
not a type that is associated with any identifiers and therefore does not need to
be recorded in the type environment. Specifically, cmd(𝑠) is a symbol used in
type judgments for statements, but it is not itself a type.

• We shall use explicit inheritance of interfaces for subtyping, as opposed to the
structural subtyping in Chapter 6. This necessitates the introduction of an extra
environment, Σ, which records the inheritance hierarchy.
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[skip]
⟨skip; 𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑄, env𝑇𝑆𝑉 ⟩

[if]
⟨𝑒, env𝑆𝑉 ⟩ → 𝑏 ∈ 𝔹

⟨if 𝑒 then 𝑆T else 𝑆F; 𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑆𝑏; 𝑄, env𝑇𝑆𝑉 ⟩

[whileT]
⟨𝑒, env𝑆𝑉 ⟩ → T

⟨while 𝑒 do 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑆; while 𝑒 do 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩

[whileF]
⟨𝑒, env𝑆𝑉 ⟩ → F

⟨while 𝑒 do 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑄, env𝑇𝑆𝑉 ⟩

[decv]
⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

⟨var(𝐵𝑠) 𝑥 := 𝑒 in 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩
→ ⟨𝑆; del(𝑥); 𝑄, env𝑇𝑆, ((𝑥, 𝑣, 𝐵𝑠), env𝑉 )⟩

where:
𝑥 ∉ dom (env𝑉 )

[assv]
⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

⟨𝑥 := 𝑒; 𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑄, env𝑇𝑆, env𝑉[𝑥 ↦ 𝑣]⟩
where:

𝑥 ∈ dom (env𝑉 )

[assf]
⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

⟨this.𝑝 := 𝑒; 𝑄, env𝑇𝑆𝑉 ⟩
→ ⟨𝑄, env𝑇 , env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] , env𝑉 ⟩

where:
𝑋 = env𝑉 (this)

env𝐹 = env𝑆(𝑋)
𝑝 ∈ dom (env𝐹)

[delv]
⟨del(𝑥); 𝑄, env𝑇𝑆, ((𝑥, 𝑣, 𝐵𝑠), env𝑉 )⟩ → ⟨𝑄, env𝑇𝑆𝑉 ⟩

[return]
⟨env′𝑉 ; 𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑄, env𝑇𝑆, env′𝑉 ⟩

Figure 8.9: Small-step semantics of stacks.
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[call]
⟨𝑒1, env𝑆𝑉 ⟩ → 𝑌 ⟨𝑒2, env𝑆𝑉 ⟩ → 𝑛 ⟨ ̃𝑒, env𝑆𝑉 ⟩ → ̃𝑣

⟨call 𝑒1.𝑚( ̃𝑒)$𝑒2; 𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑆; env𝑉 ; 𝑄, env𝑇 , env′𝑆𝑉 ⟩
where:

𝑋 = env𝑉 (this)
env𝑋𝐹 = env𝑆(𝑋)
env𝑌𝐹 = env𝑆(𝑌)

𝑓 = {
env𝑉 (𝑚) if 𝑚 = id
𝑚 otherwise

( ̃𝑥, 𝑆) = env𝑇(𝑌)(𝑓)
| ̃𝑥| = | ̃𝑣| = 𝑘

env′𝑉 = (this, 𝑌), (sender, 𝑋), (value, 𝑛), (𝑥1, 𝑣1),… , (𝑥𝑘, 𝑣𝑘)
env′𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]

[dcall]
⟨𝑒, env𝑆𝑉 ⟩ → 𝑌 ⟨ ̃𝑒, env𝑆𝑉 ⟩ → ̃𝑣

⟨dcall 𝑒.𝑓( ̃𝑒); 𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑆; env𝑉 ; 𝑄, env𝑇𝑆, env′𝑉 ⟩
where:

| ̃𝑥| = | ̃𝑣| = 𝑘

𝑓 = {
env𝑉 (𝑚) if 𝑚 = id
𝑚 otherwise

( ̃𝑥, 𝑆) = env𝑇(𝑌)(𝑓)
env′𝑉 = (this, env𝑉 (this)), (sender, env𝑉 (sender)),

(value, env𝑉 (value)), (𝑥1, 𝑣1),… , (𝑥𝑘, 𝑣𝑘), env
∅
𝑉

[fcall]
⟨𝑒1, env𝑆𝑉 ⟩ → 𝑌 ⟨𝑒2, env𝑆𝑉 ⟩ → 𝑛 ⟨ ̃𝑒, env𝑆𝑉 ⟩ → ̃𝑣

⟨call 𝑒1.𝑚( ̃𝑒)$𝑒2; 𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑆; env𝑉 ; 𝑄, env𝑇 , env′𝑆𝑉 ⟩
where:

𝑋 = env𝑉 (this)
env𝑋𝐹 = env𝑆(𝑋)
env𝑌𝐹 = env𝑆(𝑌)

𝑓 = {
env𝑉 (𝑚) if 𝑚 = id
𝑚 otherwise

𝑓 ∉ dom (env𝑇(𝑌))
(𝜖, 𝑆) = env𝑇(𝑌)(fallback)
env′𝑉 = (this, 𝑌), (sender, 𝑋), (value, 𝑛), (id, 𝑓), (args, ̃𝑣)
env′𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]

Figure 8.10: Small-step semantics of stacks: method calls
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Definition 53 (Syntax of types and environments). We use the following types and
environments:

𝐵 ∈ ℬ ∶∶= idf || int || bool || 𝐼
𝑇 ∈ 𝒯 ∶∶= 𝐵𝑠 || var(𝐵𝑠) || proc(𝐵 ̃𝑠):𝑠
𝑛 ∈ 𝒩 ∶∶= VNames ∪ FNames ∪MNames ∪ ANames ∪ TNames

Γ, Δ ∈ ℰ ∶∶= 𝒩 ⇀ 𝒯 ∪ ℰ
Σ ∶∶= TNames ⇀ TNames

where VNames are variable names 𝑥, FNames are field names 𝑝,MNames are method
names 𝑓, ANames are contract names 𝑋 , and TNames are interface names 𝐼. �

The intended meaning and usage of the types 𝑇 is as follows:

• The type 𝐵𝑠 is given to expressions 𝑒. It denotes that all reads within 𝑒 are from
containers of level 𝑠 or lower, and the resulting value is of type 𝐵.

• The type var(𝐵𝑠) is given to containers; i.e. variables and fields. It denotes that
a field 𝑝 or variable 𝑥 is capable of storing a value of type 𝐵 of level 𝑠 or lower.

• The type proc(𝐵 ̃𝑠):𝑠 is given to methods 𝑓. It denotes that the body of 𝑓 is
safe to execute as cmd(𝑠), given that the formal arguments have types var(𝐵 ̃𝑠),
alternatively written var((̃𝐵, 𝑠)), which denotes a sequence of types

var(𝐵1, 𝑠1),… , var(𝐵𝑛, 𝑠𝑛).

As mentioned above, we do not include a type for commands in the language of
types, since such a type would not appear in the type environment. However, if a
command 𝑆 is safe to execute as cmd(𝑠), it denotes that all (free) assignments made
during the execution of a statement 𝑆 are to containers of level 𝑠 or higher.

Furthermore, well-typedness of a statement 𝑆 (to any level 𝑠) also implies that
any guarded commands within 𝑆 must be safe to execute at the same level as their
guards (or higher), and this level must then be equal to, or higher than, 𝑠. This
restriction is necessary to ward against indirect information flows, since the guarded
statement would execute in a context where information from the expression guard 𝑒
is indirectly available. In the present setting, we have four such guarded constructs:

• if 𝑒 then 𝑆1 else 𝑆2, where the choice of the branch depends on the guard
𝑒.

• while 𝑒 do 𝑆, where the number of times 𝑆 is executed (zero ormore) depends
on the guard 𝑒.

• call 𝑒1.𝑓( ̃𝑒)$𝑒2, where the value of 𝑒1 determines the path to the method to
be executed.
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• dcall 𝑒.𝑓( ̃𝑒), where 𝑒 determines the path to the method, similar to the case
for call above.

The meaning of the base types 𝐵 is mostly straightforward: For integer and
boolean values, we assume that the base type can be determined directly from observ-
ing the value itself; i.e. 5 is an integer and F is a boolean. We shall use the following
partial function to assign types to values:

Definition 54 (TypeOf). We define the partial function TypeOfΓ(𝑣) from values to
types as follows:

TypeOfΓ(𝑣) =
⎧⎪

⎨
⎪
⎩

(idf, 𝑠⊥) if 𝑣 ∈ MNames
(int, 𝑠⊥) if 𝑣 ∈ ℤ
(bool, 𝑠⊥) if 𝑣 ∈ 𝔹
Γ(𝑣) if 𝑣 ∈ ANames and 𝑣 ∈ dom (Γ)

and otherwise, the result is undefined. �

TypeOfΓ(⋅) assigns basic types to values in the obvious way, based on the set
they belong to. However, as the type of a value has both a data aspect and a security
aspect, we also need to assign a security level. Thus we choose the lowest possible
level, 𝑠⊥ for the ‘pure’ data values, integers and booleans, since they have no inherent
security level attached to them, and it will always be safe to treat a piece of data as
having a higher security level than it actually does.

However, with addresses 𝑋 ∈ ANames, the situation is different, as there is no
inherent relationship between the address itself and its type, since addresses are
declared to have a type (and a security level), according to the contract located at
the address. The type of an address 𝑋 is therefore an interface 𝐼, stored in Γ and
consisting of the signatures of the methods and fields of that contract. The interface
could in principle be extracted from the contract definition itself; however, we shall
here prefer to let interfaces be defined separately, since it will allow multiple contracts
to implement the same interface. For this purpose we use the following interface
definition language:

Definition 55 (Interface definition language). Interface declarations 𝐼𝐷 are given by
the grammar:

𝐼𝐷 ∶∶= 𝜖 || interface 𝐼1 : 𝐼2 { IF IM } 𝐼𝐷
𝐼𝐹 ∶∶= 𝜖 || 𝑝 ∶ var(𝐵𝑠), 𝐼𝐹
𝐼𝑀 ∶∶= 𝜖 || 𝑓 ∶ proc(𝐵 ̃𝑠):𝑠, 𝐼𝑀

where 𝐼1 is the name of the interface, and 𝐼2 is the name of its supertype. �
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For the sake of simplicity, we shall assume that members common to both in-
terfaces also appear in both the supertype and the subtype; i.e. members are not
automatically inherited from the supertype. We also assume that all contracts only
implement a single interface.8

The interface definitions and other type assignments are recorded in type envi-
ronments Γ; Δ, and the inheritance hierarchy is separately recorded in Σ. We use
them as follows:

• Σ records the immediate supertype of an interface. Thus, if we have the decla-
ration interface 𝐼1 : 𝐼2 { IF IM } then Σ(𝐼1) = 𝐼2.

• Γ records the statically declared interface definitions and statically assigned
types of contracts. We store interfaces in Γ by letting interface names 𝐼 return
another type environment Γ𝐼 , which records the signatures of fields andmethods
declared in interface 𝐼. Thus, if a contract with address 𝑋 implements an
interface 𝐼, we will have that Γ(𝑋) = 𝐼𝑠 for some security level 𝑠, and Γ(𝐼) = Γ𝐼 ,
where Γ𝐼 = 𝐼𝐹, 𝐼𝑀.

• Δ records the types of local variables. We record these in a separate environ-
ment, since local variables are declared at runtime. Thus, this environment
may change according to the runtime evolution of the program, whereas the
other environments are static.

Given the intended usage of Γ, only addresses 𝑋 and interface names 𝐼 should
appear in its domain. We express this with the following well-formedness criterion:

Definition 56 (Well-formedness of Γ). We say that a type environment Γ is well-
formed, if the following holds:

• Each contract name 𝑋 in dom (Γ) has an interface type 𝐼; i.e. Γ(𝑋) = 𝐼, and
𝐼 ∈ dom (Γ).

• Each interface name 𝐼 in dom (Γ) has a type environment entry Γ𝐼 ; i.e. Γ(𝐼) = Γ𝐼 .

• No other name has an entry in Γ; i.e. none of VNames, FNames, or MNames.

We shall only consider well-formed type environments in this chapter. �

8We could also allow contracts to implement multiple interfaces; this would require the type of an
address to be a set of interfaces, rather than just a single interface. However, we shall forego that here to
avoid complicating the presentation.
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[Σ-top]
Σ; Γ ⊢ (𝐼⊤, 𝐼⊤)

[Σ-rec]Σ; Γ ⊢ Σ′ ∀𝑛 ∈ dom (Γ2) . Σ ⊢ Γ1(𝑛) <∶ Γ2(𝑛)
Σ; Γ ⊢ (𝐼1, 𝐼2), Σ′

where:
𝐼1 ≠ 𝐼2

∄𝐼′ . Σ′(𝐼′) = 𝐼1
Γ(𝐼1) = Γ1
Γ(𝐼2) = Γ2

dom (Γ2) ⊆ dom (Γ1)

Figure 8.11: Consistency rules for Σ.

8.4.2 Inheritance and subtyping

As mentioned above, we now use explicit inheritance, and we therefore introduce an
environment Σ, which we use to record the explicit inheritance hierarchy. Further-
more, we only allow single inheritance, and we shall therefore assume the existence
of an interface 𝐼⊤, corresponding to the basic implementation of a contract, which
acts as the single root of the inheritance tree. It has the following definition:

1 interface 𝐼⊤ : 𝐼⊤ {
2 balance : var(int, 𝑠⊤)
3 send : proc():𝑠⊥
4 }

Note that this definition specifies itself as its own supertype. Although self-
inheritance is permitted by the syntax, we shall introduce rules in the following to
prevent self-inheritance in any other cases than 𝐼⊤. This is natural, since 𝐼⊤ is the
root of the inheritance tree, and the common supertype of all other interfaces; hence
it alone can inherit from nothing besides itself.

Σ gives a static representation of the subtype-supertype relationship for interfaces.
We shall therefore need a way to decide whether a given Σ actually is consistent
w.r.t. this relationship. Thus, we shall give a set of rules for deciding whether a
given interface 𝐼1, declaring that it inherits from another interface 𝐼2, indeed also is a
subtype of 𝐼2. They are given in Figure 8.11. The judgment is of the form Σ; Γ ⊢ Σ,
which expresses that the inheritance tree recorded in Σ is consistent with the actual
declarations recorded in Γ. The rules are quite simple, since they just iterate through
the inheritance environment, examining each entry in turn. Σ only records the
inheritance hierarchy, whereas the actual structures of the interfaces are recorded in
Γ. Hence, consistency of any sub-part of Σ must be judged relative to Γ, as well as
relative to the full Σ.
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[sub-field]
Σ ⊢ 𝐵1 <∶ 𝐵2

Σ ⊢ var(𝐵1, 𝑠1) <∶ var(𝐵2, 𝑠2)
(𝑠1 ⊑ 𝑠2)

[sub-proc]
Σ ⊢ 𝐵2 <∶ 𝐵1

Σ ⊢ proc(𝐵1, 𝑠1):𝑠1 <∶ proc(𝐵2, 𝑠2):𝑠2
( 𝑠2 ⊑ 𝑠1
𝑠2 ⊑ 𝑠1

)

Figure 8.12: Subtyping rules for interface members.

• The base case is the rule [Σ-top], since we assume the interface 𝐼⊤ always
exists and inherits from nothing besides itself. Furthermore, the form of the
conclusion ensures that this rule can only be applied to an inheritance tree
consisting of the root node itself.

• The recursive case is the rule [Σ-rec], which examines the entry (𝐼1, 𝐼2). In the
side condition, we require that 𝐼1 ≠ 𝐼2, since no interface except 𝐼⊤ may inherit
from itself.
We also require that there must not exist another interface 𝐼′, such that 𝐼′
inherits from 𝐼1 according to the remainder of the inheritance environment
Σ′. This ensures that [Σ-rec] is only applicable to a leaf node of the current
inheritance tree, which is then trimmed away as we recur in the premise. Hence
it ensures that the environment indeed describes a tree.

The premise of [Σ-rec] invokes a subtyping judgment

Σ ⊢ Γ1(𝑛) <∶ Γ2(𝑛)

for each member of the interface 𝐼2, i.e. the supertype; and the side condition

dom (Γ2) ⊆ dom (Γ1)

ensures that all members of the supertype also exist in the subtype. Thus, this rule
is very similar to the structural subtyping rule of Chapter 6, except that it is only
invoked as part of the consistency check of Σ, rather than during the type checking
phase.

The rules defining the subtyping judgments for interface members are given in
Figure 8.12. They are quite similar to the subtyping rules given in Chapter 6, except
that comparison of the security levels is handled directly in the side conditions by
⊑, and, furthermore, that these rules too are only invoked as part of the consistency
check of Σ. Both rules invoke a subtyping judgment for types of the form

Σ ⊢ 𝐵1 <∶ 𝐵2
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[sub-refl]Σ ⊢ 𝐵 <∶ 𝐵

[sub-trans]
Σ ⊢ 𝐵1 <∶ 𝐵2 Σ ⊢ 𝐵2 <∶ 𝐵3

Σ ⊢ 𝐵1 <∶ 𝐵3

[sub-name]Σ ⊢ 𝐼1 <∶ 𝐼2
(Σ(𝐼1) = 𝐼2)

Figure 8.13: The subtyping relation for expression types 𝐵𝑠

in their premise: this, finally, is the subtyping relation proper, which is defined by the
rules in Figure 8.13. We shall also need this relation later in the presentation. Note
that we shall sometimes use the abbreviation

Σ ⊢ 𝐵1 <∶ 𝐵2 <∶ 𝐵3 ≜ Σ ⊢ 𝐵1 <∶ 𝐵2 ∧ Σ ⊢ 𝐵2 <∶ 𝐵3

to simplify some premises.
The subtyping rules in Figure 8.13 are now much simpler, compared to the ones

given in Chapter 6. They consist only of the reflexive and transitive rules, and the
rule [sub-name], which replaces the structural subtyping rule of Chapter 6. In the
present setup, the subtyping relation is parametrised with Σ, rather than with Γ,
and in [sub-name] we simply look up the supertype in Σ, rather than structurally
comparing their respective definitions in Γ. That comparison is no longer necessary,
since the relationship will already have been verified, if Σ is consistent with Γ. Having
explicit inheritance thus leads to a much simpler subtyping relation.

Remark 2 (On subtyping of methods and fields). Subtyping of interface members
(fields and methods) is complicated by their variances. The rule for suptyping vari-
ances is:

• Reading is covariant.

• Writing is contravariant.

Methods are comparable to ‘write-only’ fields (since subtyping should not be
invoked when we are typing the declaration of a method).9 Hence, the method type
constructor is contravariant in its arguments, as can be seen in the rule [sub-proc].
However, due to this contravariance, we get the rather bizarre situation that an
interface supertype must be less specific (i.e. have fewer members, as expected), but

9This similarity between methods and fields becomes much clearer, when we consider the encoding of
an object-oriented language in a process calculus, as in Chapter 7, where both fields and method calls are
represented by the same construct; namely channel outputs.
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its methods must have more specific arguments than in the subtype. This hardly
seems useful, but we nevertheless still allow it to give the rules a uniform shape.

With fields, the situation is more complicated. Usually in class-based/object-
oriented languages, fields are both readable and writable. Hence, subtyping for fields
should therefore be both covariant and contravariant, depending on whether we read
from the field or write to it. In other words, it must be invariant, since allowing either
form of variance would lead to an unsound subtyping relation, which, in the present
setup, would mean that we could create an illegal information flow according to the
security levels.

However, as can be seen in the rule [sub-field], we actually do allow subtyping
of the field type constructor var(𝐵𝑠) to be covariant in its argument. This is possible
because of a speciality in TinySol, since fields in this language are not writable
outside of the contract in which they are declared. This is ensured directly in the
syntax, since a field is only allowed to appear as the LHS of an assignment of the
form this.𝑝 := 𝑒. Thus, fields are actually read-only in all those contexts in which
subtyping may be invoked, and we can therefore allow covariant subtyping for fields.
This is important, since we would otherwise be unable to coerce an arbitrary contract
up to 𝐼⊤, which is necessary to allow us to give a type to the ‘magic variable’ sender,
that is available within every method body.

This is also the reason why we separate the subtyping rules for interface members
(Figure 8.12) from the definition of the subtyping relation proper (Figure 8.13), since
only the latter may be used in the actual type judgments. In the following presentation,
we shall therefore only allow subtyping to be used when judging the type of an
expression 𝑒, which limits the usage of subtyping to the RHS of assignments and the
arguments of a method call. This automatically ensures that the rules in Figure 8.12
cannot be invoked, since an expression cannot return a field name or a method name;
i.e. something of type var(𝐵𝑠) or proc(𝐵 ̃𝑠):𝑠; and even though an expression can yield
an address 𝑋 of type 𝐼, we no longer need to recur into the interface definition itself
to decide its supertype, since we now simply look it up in Σ by rule [sub-name].
Static inheritance thus solves the problem whilst simultaneously leading to a simpler
subtyping relation. �

Remark 3 (Structural subtyping versus static inheritance). Our desire to use static
inheritance is partly motivated by an infinite recursion that may occur in structural
subtyping, which was used in Chapter 6. Consider the two simple interface definitions
in Figure 8.14. To conclude Γ ⊢ 𝐼1 <∶ 𝐼2 by the structural subtyping rules from
Chapter 6, we have to compare the types of the common members, which in this case
are the methods 𝑓. Thus, we must be able to conclude

Γ ⊢ proc((𝐼1, 𝑠)):𝑠 <∶ proc((𝐼2, 𝑠)):𝑠

which requires a (contravariant) comparison of the arguments; i.e. Γ ⊢ 𝐼2 <∶ 𝐼1. Now
the pattern repeats, but with the arguments switched, such that we now must be able
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1 interface 𝐼1 {
2 f : proc((𝐼2, 𝑠)):𝑠
3 }
4

5 interface 𝐼2 {
6 f : proc((𝐼1, 𝑠)):𝑠
7 }

Figure 8.14: Structural subtyping of interface definitions.

to conclude
Γ ⊢ proc((𝐼2, 𝑠)):𝑠 <∶ proc((𝐼1, 𝑠)):𝑠

which then requires that Γ ⊢ 𝐼1 <∶ 𝐼2 must hold, and so on. Thus, this interface
definition yields an infinite recursion. This is not technically a problem, since it simply
means that Γ ⊢ 𝐼1 <∶ 𝐼2 cannot be concluded, so 𝐼1 cannot be judged a subtype of 𝐼2,
but it is at least impractical from an implementation perspective.

Using static inheritance instead, we can assume that 𝐼1 was declared as a subtype
of 𝐼2, and 𝐼2 as a subtype of 𝐼⊤; i.e. we assume a Σ such that Σ(𝐼1) = 𝐼2 and Σ(𝐼2) = 𝐼⊤.
Now, to decide the consistency of this Σ, we must compare the matching members by
rule [Σ-rec], which means we must be able to conclude

Σ ⊢ proc((𝐼1, 𝑠)):𝑠 <∶ proc((𝐼2, 𝑠)):𝑠

by rule [sub-proc]. This, in turn, requires that Σ ⊢ 𝐼2 <∶ 𝐼1 holds, in order to satisfy
the premise of that rule. However, according to our declarations, Σ(𝐼2) = 𝐼⊤, so this
cannot be concluded. The result is thus the same as with structural subtyping, but
now the derivation terminates rather than recurring infinitely. �

8.4.3 Safety requirement for operations

We have left the syntactic category of operations op undefined, and simply assumed
that they can all be evaluated using some semantics →op, such that op( ̃𝑣) →op 𝑣.
Furthermore, we assume that for each operation we can determine its signature,
written ⊢ op ∶ 𝐵 → 𝐵. To tie these two together, we need to make one further
assumption; namely that if the signature of an operation is 𝐵 → 𝐵, and the actual
parameters ̃𝑣 are of basic types 𝐵, with | ̃𝑣| = |𝐵|, then the operation can actually be
performed, and the resulting value 𝑣 is also of type 𝐵. As neither the operations, their
semantics, or their type rules are specified, all we can do w.r.t. safety is to require that
this must hold. Formally, we can specify the requirement as follows:

Definition 57 (Safety requirement for operations). For all operations op, and for any
argument list ̃𝑣 it must hold that if
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• ⊢ op ∶ 𝐵 → 𝐵, and

• |𝐵| = | ̃𝑣|, and

• ∀𝑣𝑖 ∈ ̃𝑣 . TypeOfΓ(𝑣𝑖) = (𝐵𝑖, 𝑠𝑖),

then op( ̃𝑣) →op 𝑣 and TypeOfΓ(𝑣) = (𝐵, 𝑠⊥), assuming any addresses 𝑋 appearing
in the argument list ̃𝑣 has an entry in Γ. �

Note that by this definition, we allow addresses to appear as arguments to opera-
tions. However, as we assume that an operation can never yield an address, we also
know that the resulting security level will be 𝑠⊥, and that the resulting base type 𝐵
will be one of int or bool.

Remark 4. Operations are only concerned with the actual data, and not with its
security level, since all arguments must be actual values; i.e. not variables. Therefore
we disregard the security levels here, and instead check the security level in the type
rule for operations, given in the following section. This simply ensures that we can
give syntax-directed type rules for expressions.

Alternatively, we could have assumed that operations op were evaluated using
rules that must be provided directly as part of the semantics for expressions, and
that type rules must be provided directly as part of the type rules for expressions.
That would instead require us to impose restrictions on the format of such rules; in
particular that the security levels of all arguments are ordered below the ‘target level’
𝑠 using ⊑. With the current solution, such checks are only needed in a single type
rule, where the expression arguments are judged to have a type. �

8.4.4 Syntactic type rules

As a precursor to developing our semantics of types, we shall first give a system of type
rules in the usual syntactic style, similar to the one in Chapter 6, but appropriately
extended to take our changes to the language into account. This will serve as a
guiding intuition in our later developments of a semantics for the types themselves.
In a sense, this can seem backwards, since the general rule in semantic typing is that
the semantics of types should serve as the guiding principle. However, we wish to
keep the correspondence with the syntactic type system from Chapter 6 clear, because
the meaning of the types should of course match with their usage in this prior work.
Hence, we prefer to do this step first.

8.4.4.1 Type rules for expressions

The type rules for expressions 𝑒 are given in Figure 8.15. They are adapted from
the ones given in Chapter 6, with only some minor changes to fit our current setup.
The key differences are that we now use two type environments, Γ and Δ, as in
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[t-val] Σ ⊢ 𝐵′ <∶ 𝐵
Σ; Γ; Δ ⊢ 𝑣 ∶ 𝐵𝑠

( TypeOfΓ(𝑣) = (𝐵′, 𝑠′)
𝑠′ ⊑ 𝑠 )

[t-var] Σ ⊢ 𝐵′ <∶ 𝐵
Σ; Γ; Δ ⊢ 𝑥 ∶ 𝐵𝑠

( Δ(𝑥) = var(𝐵′, 𝑠′)
𝑠′ ⊑ 𝑠 )

[t-field]
Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐼𝑠 Σ ⊢ 𝐵′ <∶ 𝐵

Σ; Γ; Δ ⊢ 𝑒.𝑝 ∶ 𝐵𝑠
( Γ(𝐼)(𝑝) = var(𝐵′, 𝑠′)

𝑠′ ⊑ 𝑠 )

[t-op]
⊢ op ∶ 𝐵 → 𝐵 Σ; Γ; Δ ⊢ ̃𝑒 ∶ 𝐵𝑠,…,𝑠

Σ; Γ; Δ ⊢ op( ̃𝑒) ∶ 𝐵𝑠
Figure 8.15: Type rules for expressions.

Chapter 7, and we isolate all usage of subtyping to these rules, so we include Σ as well.
Expressions can only occur in guards and as the right-hand side (RHS) of assignments,
which are exactly those contexts where subtyping may be used. Thus, by limiting the
usage of subtyping to expressions we automatically ensure that subtyping can only
be used where it is needed. These changes slightly complicate the side condition of
some rules, since we now explicitly compare the security levels 𝑠 by ⊑, but on the
other hand they make it clearer exactly when subtyping can be invoked, unlike in
Chapter 6, which included a general subsumption rule.

A key feature to notice about these rules is that type judgments are of the form

Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠

and each of them have a side condition of the form 𝑠′ ⊑ 𝑠, where 𝑠′ is a level
derived from the expression itself. The purpose of this side condition is to emulate
one of the effects of subtyping in Chapter 6; namely to ensure that it holds that if
Γ; Δ ⊢ 𝑒 ∶ (𝐵, 𝑠1) for some level 𝑠1, then also Γ; Δ ⊢ 𝑒 ∶ (𝐵, 𝑠2) for any level 𝑠2 such
that 𝑠1 ⊑ 𝑠2. This is in accordance with the intended meaning of the type 𝐵𝑠, which
says that all variables read in the evaluation of 𝑒 are of level 𝑠 or lower, and type-safety
should therefore also hold for all levels higher than 𝑠. We shall refer to this as the
coercion property for expressions.

Two of the rules deserve a few extra comments:

• In [t-field], the conclusion is of the form Σ; Γ; Δ ⊢ 𝑒.𝑝 ∶ 𝐵𝑠, where 𝑒 must
resolve to an address 𝑋 of a contract containing the field 𝑝. In the premise of
that rule, we must therefore conclude Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐼𝑠, so, in other words, 𝑒
can only depend on variables of a level that is lower than, or equal to 𝑠. This is
necessary to ensure that higher-level parts of the program cannot affect the
path to the field 𝑝, and thereby induce a difference in the data being read. Note
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that it might be the case that Σ; Γ; Δ ⊢ 𝑒 ∶ (𝐼, 𝑠″) for some level 𝑠″ ⊑ 𝑠, but by
the coercion property we then know that Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐼𝑠 can be concluded as
well.
The field itself must have a type var(𝐵′, 𝑠′) according to Γ, and the side condition
then states that 𝑠′ ⊑ 𝑠, similar to the other rules, to ensure that the coercion
property holds. However, 𝑠″ and 𝑠′ do not necessarily have to be related; all we
need to require is that 𝑠 is an upper bound on both, which then ensures that
the expression will also be well-typed for all levels above 𝑠 as well.

• In [t-op], we write the list of types of ̃𝑒 as 𝐵𝑠,…,𝑠 to indicate that the list
of security levels 𝑠,… , 𝑠 must be the same as the level that appears in the
conclusion of the rule. In effect, we are thus ensuring that none of the argument
expressions ̃𝑒 can depend on variables of a higher level than 𝑠.
Furthermore, in this rule we do not need the side condition 𝑠′ ⊑ 𝑠, because we
know that operations op cannot return addresses 𝑋 . Hence, the returned value
must be one of int, bool, and by the definition of TypeOfΓ(⋅), the level of such
a value is always 𝑠⊥, which by definition is lower than, or equal to, any other
level 𝑠.

8.4.4.2 Type rules for statements

The type rules for statements 𝑆 are given in Figure 8.16. Type judgments are here of
the form

Σ; Γ; Δ ⊢ 𝑆 ∶ cmd(𝑠)

and these rules are again derived from the ones given in Chapter 6, and with the
addition of the rule [t-dcall] for delegate calls. Furthermore, we have opted to
completely omit subtyping for statements. The presentation in Chapter 6 included
a contravariant subtyping rule for cmd(𝑠), and furthermore a general subsumption
rule, which allowed the level of any statement to be coerced down to a lower level.
As was the case with expressions, we now handle this directly in the side conditions
of the rules, by including a condition of the form 𝑠 ⊑ 𝑠′ in all rules that place some
restriction on 𝑠. This ensures that if Σ; Γ; Δ ⊢ 𝑆 ∶ cmd(𝑠1), then it also holds that
Σ; Γ; Δ ⊢ 𝑆 ∶ cmd(𝑠2) for any level 𝑠2 such that 𝑠2 ⊑ 𝑠1. In other words, we can
always choose a lower security level, which is the same property that was ensured by
subtyping in Chapter 6. Similar to the case for expressions, we refer to this as the
coercion property for statements. This property is now made explicit in the rules, but
the downside is that the side conditions of several rules are more complicated, so we
shall give some details regarding the underlying intuitions:

• In [t-skip] and [t-throw], 𝑠 is free in the conclusion, since neither statement
has any data flow. Likewise in [t-seq], 𝑠 is determined directly from the levels
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[t-skip]
Σ; Γ; Δ ⊢ skip ∶ cmd(𝑠)

[t-throw]
Σ; Γ; Δ ⊢ throw ∶ cmd(𝑠)

[t-seq]
Σ; Γ; Δ ⊢ 𝑆1 ∶ cmd(𝑠) Σ; Γ; Δ ⊢ 𝑆2 ∶ cmd(𝑠)

Σ; Γ; Δ ⊢ 𝑆1; 𝑆2 ∶ cmd(𝑠)

[t-if]

Σ; Γ; Δ ⊢ 𝑆T ∶ cmd(𝑠′)
Σ; Γ; Δ ⊢ 𝑒 ∶ (bool, 𝑠′) Σ; Γ; Δ ⊢ 𝑆F ∶ cmd(𝑠′)
Σ; Γ; Δ ⊢ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠) (𝑠 ⊑ 𝑠′)

[t-while]Σ; Γ; Δ ⊢ 𝑒 ∶ (bool, 𝑠′) Σ; Γ; Δ ⊢ 𝑆 ∶ cmd(𝑠′)
Σ; Γ; Δ ⊢ while 𝑒 do 𝑆 ∶ cmd(𝑠) (𝑠 ⊑ 𝑠′)

[t-decv]Σ; Γ; Δ ⊢ 𝑒 ∶ (𝐵, 𝑠′) Σ; Γ; Δ, 𝑥 ∶ var(𝐵, 𝑠′) ⊢ 𝑆 ∶ cmd(𝑠)
Σ; Γ; Δ ⊢ var(𝐵, 𝑠′) 𝑥 := 𝑒 in 𝑆 ∶ cmd(𝑠)

[t-assv] Σ; Γ; Δ ⊢ 𝑒 ∶ (𝐵, 𝑠′)
Σ; Γ; Δ ⊢ 𝑥 := 𝑒 ∶ cmd(𝑠) ( Δ(𝑥) = var(𝐵, 𝑠′)

𝑠 ⊑ 𝑠′ )

[t-assf] Σ; Γ; Δ ⊢ 𝑒 ∶ (𝐵, 𝑠′)
Σ; Γ; Δ ⊢ this.𝑝 := 𝑒 ∶ cmd(𝑠)

⎛
⎜
⎜
⎝

Δ(this) = var(𝐼, 𝑠1)
Γ(𝐼)(𝑝) = var(𝐵, 𝑠′)

𝑠1 ⊑ 𝑠′
𝑠 ⊑ 𝑠′

⎞
⎟
⎟
⎠

[t-call]

Σ; Γ; Δ ⊢ 𝑒1 ∶ (𝐼𝑌 , 𝑠′)
Σ; Γ; Δ ⊢ 𝑒2 ∶ (int, 𝑠′) Σ; Γ; Δ ⊢ ̃𝑒 ∶ 𝐵 ̃𝑠

Σ; Γ; Δ ⊢ call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶ cmd(𝑠) (
𝑠1 ⊑ 𝑠′
𝑠′ ⊑ 𝑠3, 𝑠4
𝑠 ⊑ 𝑠′

)

where:
var(𝐼𝑋 , 𝑠1) = Δ(this)
var(int, 𝑠3) = Γ(𝐼𝑋)(balance)
var(int, 𝑠4) = Γ(𝐼𝑌 )(balance)
proc(𝐵 ̃𝑠):𝑠′ = Γ(𝐼𝑌 )(𝑓)

[t-dcall]
Σ ⊢ 𝐼𝑋 <∶ 𝐼𝑌 Σ; Γ; Δ ⊢ 𝑒 ∶ (𝐼𝑌 , 𝑠′) Σ; Γ; Δ ⊢ ̃𝑒 ∶ 𝐵 ̃𝑠

Σ; Γ; Δ ⊢ dcall 𝑒.𝑓( ̃𝑒) ∶ cmd(𝑠) ( 𝑠1 ⊑ 𝑠′
𝑠 ⊑ 𝑠′ )

where:
Δ(this) = var(𝐼𝑋 , 𝑠1)

proc(𝐵 ̃𝑠):𝑠′ = Γ(𝐼)(𝑓)

Figure 8.16: Type rules for statements
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of the separate statements, so as long as we ensure that the coercion property
in fact holds, this rule does not need a subtyping-simulating side condition
either.
Finally, in [t-decv], 𝑠 is also just determined from the level of the statement 𝑆.
As with [t-seq], we do not need to simulate subtyping for the whole assignment
statement itself, as long as the coercion property holds for the inner statement
𝑆. The level of the whole declaration statement is cmd(𝑠), if it can be concluded
that the inner statement 𝑆 has level cmd(𝑠), given that 𝑥 has type var(𝐵2, 𝑠′).
Note that we here use the coercion property for expressions to be able to
conclude that the RHS 𝑒 has level 𝑠′, since if Σ; Γ; Δ ⊢ 𝑒(𝐵1, 𝑠″) can be concluded
for some level 𝑠″, and 𝑠″ ⊑ 𝑠′, then Σ; Γ; Δ ⊢ 𝑒 ∶ (𝐵1, 𝑠′) can be concluded as
well.

• In [t-if], we have the side condition 𝑠 ⊑ 𝑠′, where 𝑠′ is the level of the guard
and both branches. Here we rely on the coercion property for both expressions
and statements, corresponding to the two different kinds of coercions allowed
by subtyping in Chapter 6:

• Suppose Σ; Γ; Δ ⊢ 𝑒 ∶ (bool, 𝑠1) can be concluded for some 𝑠1 ⊑ 𝑠′.
Then 𝑠1 could be coerced up to match 𝑠′, meaning in our setup that
Σ; Γ; Δ ⊢ 𝑒 ∶ (bool, 𝑠′) can be concluded as well, by the coercion property
for expressions.

• Suppose Σ; Γ; Δ ⊢ 𝑆T ∶ cmd(𝑠2) and Σ; Γ; Δ ⊢ 𝑆F ∶ cmd(𝑠3) can con-
cluded for some levels 𝑠′ ⊑ 𝑠2, 𝑠3. Then cmd(𝑠2) and cmd(𝑠3) could both
be coerced down to match cmd(𝑠′), which in the present setup means that
cmd(𝑠′) can be concluded as well, by the coercion property for statements.

Either 𝑠1 could be coerced up to match 𝑠2 and 𝑠3, or 𝑠2 and 𝑠3 could be coerced
down to match 𝑠1, meaning in effect that we require that there must exist some
level 𝑠′ such that both 𝑠1 ⊑ 𝑠′ and 𝑠′ ⊑ 𝑠2, 𝑠3. This ‘common meeting point’ 𝑠′
is then the level of the whole if statement, and cmd(𝑠′) could then be further
coerced down to an arbitrary lower level cmd(𝑠). We achieve the same effect
here by including the side condition 𝑠 ⊑ 𝑠′.
The reasoning is the same for the rule [t-while], albeit we here only have a
single guarded statement 𝑆. Note also that, in both cases, we have that the
level of the guard 𝑒 must be lower than, or equal to, the level of the guarded
statement(s) (𝑆1 and 𝑆2, and 𝑆, respectively). This wards against a potential
indirect downward information flow from the guard to the guarded statement;
or, in other words, it ensures that the execution of the guarded statement will
not depend on information that is of a higher level than itself. This, in yet
other words, ensures that a higher-level part of the program cannot induce a
difference in a lower level part of the program by altering which statement is
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executed (in the case of if), or how many times it is executed (in the case of
while).

• [t-assv] and [t-assf] are both rules for assignments to free containers (variables
resp. fields), so in both these cases the level of the container, 𝑠′, does restrict the
level of the whole statement, unlike in [t-decv]. In both cases we therefore
rely on the coercion property for expressions to ensure that as long as the RHS
𝑒 can be typed to some level 𝑠1 such that 𝑠1 ⊑ 𝑠′, then Σ; Γ; Δ ⊢ 𝑒 ∶ (𝐵1, 𝑠′) can
be concluded as well. In the type system in Chapter 6, the level of the whole
command would then be cmd(𝑠′), which subsequently could be coerced down
to any lower level by subtyping. To ensure that the coercion property holds,
we therefore include the side condition 𝑠 ⊑ 𝑠′.

• The rule [t-call] is the most complex, since we need to handle no less than
five different security levels:

• The condition 𝑠′ ⊑ 𝑠3, 𝑠4 ensures that the implicit flows from the balance
field of the caller to the balance field of the callee is safe. Here, 𝑠′ is the
level of method body, and we require that the expression 𝑒2, which is the
value to be transferred, also can be evaluated to this level. Then, 𝑠3 is the
actual level of balance of the caller; and 𝑠4 is the actual level of balance
of the callee.
The reasoning is as follows: Suppose the actual level of 𝑒2 were some
level 𝑠2. Per the semantics (Figure 8.10), every method call implicitly
performs a write to the balance fields of both the caller and the callee,
corresponding to the following two lines of code:

this.balance := this.balance - 𝑒2;
𝑌.balance := 𝑌.balance + 𝑒2;

assuming 𝑌 is the address of the callee. Typing these statements similar
to [t-assf] gives us that 𝑠2 ⊑ 𝑠3 and 𝑠2 ⊑ 𝑠4. In both cases, the level of
the left-hand side (LHS) must of course be above the level of the RHS, and
since this.balance (resp. 𝑌.balance) appears on both sides, we have
that 𝑠2 must be less than both, since if it were higher, the level of the RHS
would be above the level of the LHS. Finally, as both balance fields are
being modified in the method body, albeit implicitly, it must also be the
case that 𝑠′ ⊑ 𝑠3, 𝑠4. We then simplify this by letting 𝑠2 = 𝑠′ and requiring
that 𝑒2 can be evaluated at level 𝑠′ as well.10

10We assume 𝑠2 ⊑ 𝑠′, so 𝑒2 can safely be coerced up to match the level 𝑠′. It could also be the case that
𝑠′ ⊑ 𝑠2, or that they were unrelated, but we omit this possibility for the sake of simplicity. We indirectly
make the same assumption in Chapter 6 through subtyping.
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• We also have that Σ; Γ; Δ ⊢ 𝑒1 ∶ (𝐼𝑌 , 𝑠′), where 𝑒1 is an expression that
must resolve to an address of a contract implementing the called method
𝑓. The level 𝑠′ is determined by the type of 𝑓; i.e. proc(𝐵 ̃𝑠):𝑠′, so here
we again make use of the coercion property for expressions: Assume
that the level of 𝑒1 was actually some 𝑠1 such that 𝑠1 ⊑ 𝑠′; then we know
that Σ; Γ; Δ ⊢ 𝑒1 ∶ (𝐼𝑌 , 𝑠′) can be concluded as well. In effect, we thus
require that the level of 𝑒1 must be lower than, or equal to, 𝑠′, which is
the level of the method body. This condition is thus similar to the one of
the other guarded statements (cf. [t-if] and [t-while]), where the level
of the guard (here, 𝑠1) must be lower than, or equal to, the level of the
statement that it guards. The level of the whole method call is then 𝑠′,
and we therefore have the side condition 𝑠 ⊑ 𝑠′ to simulate subtyping and
ensure that the coercion property holds.

Finally, note that in the list of types, written 𝐵 ̃𝑠, the levels ̃𝑠 do not have to be
related to any of the other levels.

• The rule [t-dcall] is similar to [t-call], but simpler, because we do not have
writes to the two balance fields; hence, the side condition simplifies to just
𝑠 ⊑ 𝑠′.
On the other hand, we have to use subtyping to ensure that the interface of
the caller contract, 𝐼𝑋 , is a subtype of the interface of the callee contract, 𝐼𝑌 ,
following the same argument as in Section 8.1, and also that the security levels
of the caller, callee, and the method body are compatible. Here, 𝑠1 is the actual
level of the caller, and 𝑠′ is the actual level of the method, whilst the actual level
of 𝑒 must be some level 𝑠2, such that 𝑠2 ⊑ 𝑠′. Thus, 𝑠2 can safely be coerced up
to 𝑠′, so we simplify the condition by requiring that 𝑒 can be evaluated at level
𝑠′.

8.4.4.3 Type rules for stacks

The type rules for stacks 𝑄 are given in Figure 8.17. These are derived from the
ones given in Chapter 7, and are mostly as expected. None of the stack operations
place any restrictions on the level 𝑠, so we do not need any side conditions to alter
the security level. The only slightly unobvious rule is [t-ret], corresponding to the
‘return’ operation, where a method call ends, and we restore the previous variable
environment env𝑉 . As in Chapter 7, we need a way to recover the types of locally
declared variables, which, as the reader may recall, we assumed were stored in env𝑉
along with the values. The extraction function E(⋅) simply extracts this information
from the variable environment found on the stack, to build the type environment Δ′
relative to which the remainder of the stack 𝑄 is then typed.
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[t-bot]
Σ; Γ; Δ ⊢ ⊥ ∶ cmd(𝑠)

[t-stm]Σ; Γ; Δ ⊢ 𝑆 ∶ cmd(𝑠) Σ; Γ; Δ ⊢ 𝑄 ∶ cmd(𝑠)
Σ; Γ; Δ ⊢ 𝑆;𝑄 ∶ cmd(𝑠)

[t-del] Σ; Γ, Δ ⊢ 𝑄 ∶ cmd(𝑠)
Σ; Γ; Δ, 𝑥 ∶ 𝑇 ⊢ del(𝑥); 𝑄 ∶ cmd(𝑠)

[t-ret]
Σ; Γ;E(env𝑉 ) ⊢ env𝑉 Σ; Γ;E(env𝑉 ) ⊢ 𝑄 ∶ cmd(𝑠)

Σ; Γ; Δ ⊢ env𝑉 ; 𝑄 ∶ cmd(𝑠)
where:

E(𝜖) = 𝜖
E(𝑥 ∶ (𝑣, 𝑇), env′𝑉 ) = 𝑥 ∶ 𝑇,E(env′𝑉 )

Figure 8.17: Type rules for stacks.

8.4.4.4 Type rules for environments

Figure 8.18 gives the type rules for the three environments env𝑇𝑆𝑉 . For all envi-
ronments, the type judgments are relative to a Σ, Γ and Δ, to make them uniform.
However, the Δ component is only actually needed for typing env𝑉 , and we therefore
write ∅ for the Δ component in the type rules for the other environments.

• In [t-envs] and [t-env-m], the Δ component is not needed, because although
the type rule [t-envf] invokes the type rule [t-val] for expressions to conclude
a type for the value 𝑣 stored in a field 𝑝, this rule does not rely on Δ. Using
[t-val] is merely a simplification, but [t-envf] and [t-envs] could also be
rewritten such that they do not depend on Δ. Hence, if Σ; Γ;∅ ⊢ env𝑆 holds,
then Σ; Γ; Δ ⊢ env𝑆 would also hold for any Δ.

• In [t-env-t] and [t-env-m], the type judgment only needs Σ and Γ, hence we
write ∅ here for the Δ component. In the side condition of [t-env-m], we then
build a new Δ from the signature of the method to be able to type the body 𝑆
in the premise.

Lastly, note the two different versions of the type rule for env𝑉 , [t-envv𝑡] and
[t-envvᵆ]. Hitherto, we have assumed that type information for locally declared
variables is stored in the variable environment, and for typing this form of env𝑉
the rule [t-envv𝑡] is used. However, later in the presentation we shall keep this
information in a separate environment, and in that case we shall instead need the
rule [t-envvᵆ]. We shall generally assume it is clear from the context which of the
two rules is used when writing Σ; Γ; Δ ⊢ env𝑉 , and we only refer explicitly to one of
the two rules in proofs.
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[t-env-∅]
Σ; Γ; Δ ⊢ env∅𝑋

(𝑋 ∈ { 𝑇,𝑀, 𝑆, 𝐹, 𝑉 })

[t-env-t]
Σ; Γ;∅ ⊢𝑋 env𝑀 Σ; Γ;∅ ⊢ env𝑇

Σ; Γ;∅ ⊢ env𝑇 , 𝑋 ∶ env𝑀

[t-env-m]
Σ; Γ;∅ ⊢𝑋 env𝑀 Σ; Γ; Δ ⊢ 𝑆 ∶ cmd(𝑠)
Σ; Γ;∅ ⊢𝑋 env𝑀, 𝑓 ∶ (𝑥1,… , 𝑥𝑛, 𝑆)

(𝑠 ⊑ 𝑠1)

where:
𝐼𝑠1 = Γ(𝑋)

var(int𝑠2) = Γ(𝐼)(balance)
Γ(𝐼)(𝑓) = proc((𝐵1, 𝑠′1),… , (𝐵𝑛, 𝑠′𝑛)):𝑠

Δ = this ∶ var(𝐼𝑠1), value ∶ var(int𝑠2), sender ∶ var(𝐼⊤𝑠⊤),
𝑥1 ∶ var(𝐵1, 𝑠′1),… , 𝑥𝑛 ∶ var(𝐵𝑛, 𝑠′𝑛)

[t-envs]
Σ; Γ;∅ ⊢ env𝑆 Σ; Γ;∅ ⊢𝑋 env𝐹

Σ; Γ;∅ ⊢ env𝑆, 𝑋 ∶ env𝐹

[t-envf]
Σ; Γ;∅ ⊢𝑋 env𝐹 Σ; Γ;∅ ⊢ 𝑣 ∶ 𝐵𝑠

Σ; Γ;∅ ⊢𝑋 env𝐹 , 𝑝 ∶ 𝑣
( Γ(𝑋) = (𝐼, 𝑠′)
Γ(𝐼)(𝑝) = var(𝐵𝑠)

)

[t-envv𝑡]
Σ; Γ; Δ ⊢ env𝑉 Σ; Γ;∅ ⊢ 𝑣 ∶ 𝐵𝑠

Σ; Γ; Δ ⊢ env𝑉 , 𝑥 ∶ (𝑣, 𝐵𝑠)
(Δ(𝑥) = var(𝐵𝑠))

[t-envvᵆ]
Σ; Γ; Δ ⊢ env𝑉 Σ; Γ;∅ ⊢ 𝑣 ∶ 𝐵𝑠

Σ; Γ; Δ ⊢ env𝑉 , 𝑥 ∶ 𝑣
(Δ(𝑥) = var(𝐵𝑠))

[t-envsv]
Σ; Γ;∅ ⊢ env𝑆 Σ; Γ; Δ ⊢ env𝑉

Σ; Γ; Δ ⊢ env𝑆𝑉
Figure 8.18: Type rules for the method-, state-, and variable environments
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8.4.5 Environment consistency

Having a well-typed stack 𝑄, and well-typed environments env𝑇𝑆𝑉 , is unfortunately
not enough to ensure that the combination ⟨𝑄, env𝑇𝑆𝑉 ⟩ also will be safe to execute.
The names appearing in a stack 𝑄 must obviously also appear within the state env𝑆𝑉 ,
since otherwise the transition might become stuck. However, well-typedness does
not ensure the existence of a field or variable in env𝑆𝑉 , so it is entirely possible that
two different states env1𝑆𝑉 and env2𝑆𝑉 can both be well-typed relative to the same
Σ; Γ; Δ, yet nevertheless have no fields or variables in common. Then e.g. ⟨𝑄, env1𝑇𝑆𝑉 ⟩
might be executable, but ⟨𝑄, env2𝑇𝑆𝑉 ⟩ might not be, if the two states do not contain
the same names.

Likewise, env𝑇 and env𝑆 represent two different parts of the contract declarations,
namely the method declarations and the field declarations, respectively. Yet, well-
typedness itself does not ensure that an arbitrary env𝑇 and env𝑆 are actually derived
from the same set of contract declarations.

Furthermore, addresses can not only appear in the domains of env𝑆, but also
as values 𝑣 in env𝑆𝑉 , e.g. as the value of a variable 𝑥. Any such address could be
‘dereferenced’ if 𝑥 is used in an expression or as the object path in a method call.
Well-typedness only ensures that the address has an appropriate interface type, but
not that an appropriate implementation of the interface also exists on that address.

This is also related to the ‘reverse check’ mentioned in Chapter 6: Even if a
contract 𝐶 declares that it implements an interface 𝐼, well-typedness does not ensure
that 𝐶 implements every member of 𝐼 (no more and no less). It only ensures that
the members that 𝐶 does implement are in accordance with the corresponding type
definitions in 𝐼.

To handle these problems, we shall need to impose some further consistency
checks on the environments env𝑇𝑆𝑉 , and their inner environments env𝑀 and env𝐹 ,
containing the methods and fields of each individual contract. Firstly, we shall define
two different notions of free names:

Definition 58 (Free names). We use the following notation:

• We write ℱ𝐴(𝑆), ℱ𝐴(𝑒) for the set of addresses 𝑋 occurring in a statement 𝑆 and
an expression 𝑒. We omit a formal definition, since addresses cannot be bound,
so they can be read directly from the syntax.

• We write ℱ𝑉 (𝑆), ℱ𝑉 (𝑒) for the set of free variable names 𝑥 occurring in a state-
ment 𝑆 and an expression 𝑒. The formal definition is given in Figure 8.19. We
assume here that 𝑥 also ranges over the magic variable names this, sender,
value, id, and args. �

Now, in Figure 8.20, we give the rules for a consistency check for env𝐹 and env𝑀 .
Both are defined in terms of a relation⇌ between a code environment (env𝐹 , resp.
env𝑀) and type environment (Γ𝐹 , resp. Γ𝑀), where the latter represents the interface
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ℱ𝑉 (𝑣) = ∅
ℱ𝑉 (𝑥) = { 𝑥 }

ℱ𝑉 (𝑒.𝑝) = ℱ𝑉 (𝑒)
ℱ𝑉 (op(𝑒1,… , 𝑒𝑛)) = ℱ𝑉 (𝑒1) ∪ … ∪ ℱ𝑉 (𝑒𝑛)

ℱ𝑉 (skip) = ∅
ℱ𝑉 (throw) = ∅

ℱ𝑉 (var 𝑥 := 𝑒 in 𝑆) = ℱ𝑉 (𝑒) ∪ ℱ𝑉 (𝑆) \ { 𝑥 }
ℱ𝑉 (𝑥 := 𝑒) = { 𝑥 } ∪ ℱ𝑉 (𝑒)

ℱ𝑉 (this.𝑝 := 𝑒) = { this } ∪ ℱ𝑉 (𝑒)
ℱ𝑉 (𝑆1; 𝑆2) = ℱ𝑉 (𝑆1) ∪ ℱ𝑉 (𝑆2)

ℱ𝑉 (if 𝑒 then 𝑆1 else 𝑆2) = ℱ𝑉 (𝑒) ∪ ℱ𝑉 (𝑆1) ∪ ℱ𝑉 (𝑆2)
ℱ𝑉 (while 𝑒 do 𝑆) = ℱ𝑉 (𝑒) ∪ ℱ𝑉 (𝑆)

ℱ𝑉 (call 𝑒1.𝑚(𝑒′1,… , 𝑒′𝑛)$𝑒2) = ℱ𝑉 (𝑒1) ∪ ℱ𝑉 (𝑒′1) ∪ … ∪ ℱ𝑉 (𝑒′𝑛)
∪ ℱ𝑉 (𝑒2) ∪ ℱ𝑉 (𝑚)

ℱ𝑉 (dcall 𝑒.𝑚(𝑒′1,… , 𝑒′𝑛)) = ℱ𝑉 (𝑒) ∪ ℱ𝑉 (𝑒′1) ∪ … ∪ ℱ𝑉 (𝑒′𝑛) ∪ { id }

ℱ𝑉 (𝑚) = {
{ id } if 𝑚 = id
∅ otherwise

Figure 8.19: The calculation of free variable names for expressions and statements.
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[c-envf1]
env𝑆 ⊢ env∅𝐹 ⇌ ∅

[c-envf2]
env𝑆 ⊢ env′𝐹 ⇌ Γ′𝐹

env𝑆 ⊢ env′𝐹 , 𝑝 ∶ 𝑣 ⇌ Γ′𝐹 , 𝑝 ∶ var(𝐵𝑠)
where:

𝑣 ∈ ANames ⟹ 𝑣 ∈ dom (env𝑆)

[c-envm1]
env∅𝑀 ⇌ ∅

[c-envm2]
env𝑆 ⊢ env′𝑀 ⇌ Γ′𝐹

env𝑆 ⊢ env′𝑀, 𝑓 ∶ ( ̃𝑥, 𝑆) ⇌ Γ′𝑀, 𝑓 ∶ proc(𝐵 ̃𝑠):𝑠
where:
ℱ𝐴(𝑆) ⊆ dom (env𝑆)

Figure 8.20: Consistency rules for env𝐹 and env𝑀 .

definitions of fields and methods for a particular contract. The consistency judgments
are of the form

env𝑆 ⊢ env𝑋 ⇌ Γ𝑋
for 𝑋 ∈ { 𝐹,𝑀 }. Note the following:

• In rule [c-envf2] we check that each field definition in Γ𝐹 has a corresponding
field declaration in env𝐹 ; and furthermore that if the value 𝑣 stored in the field
𝑝 is an address, then this address must also be in the domain of env𝑆. The
first check ensures that all declared fields also have an implementation, whilst
the second check ensures that all addresses appearing as values also contain a
contract.

• In rule [c-envm2] we check that each method signature has a corresponding
implementation. Furthermore, in the side condition, we require that any free
addresses occurring in the method body 𝑆 must also exist in env𝑆. This ensures
that even if a ‘hard-coded’ address appears in 𝑆, there must still be a contract
on that address. This is necessary, since well-typedness alone only ensures
that the address has the correct type for its usage, but not that it contains an
implementation.

Next, we can define the consistency rules for env𝑇𝑆𝑉 , which are given in Fig-
ure 8.21. Note that we use the notation 𝑓|𝒳 to denote the restriction of the domain of
a function 𝑓 to the set of values in 𝒳. We use this to extract the field, resp. method,
signatures from an inner type environment Γ𝐼 , corresponding to the declaration of
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[c-envv1]
env𝑆 ⊢ env∅𝑉

[c-envv2]
env𝑆 ⊢ env𝑉

env𝑆 ⊢ env𝑉 , 𝑥 ∶ 𝑣
where:

𝑣 ∈ ANames ⟹ 𝑣 ∈ dom (env𝑆)

[c-envs1]
Γ; env𝑆 ⊢ env∅𝑆

[c-envs2]
Γ; env𝑆 ⊢ env′𝑆 env𝑆 ⊢ env𝐹 ⇌ Γ𝐼|FNames

Γ; env𝑆 ⊢ env′𝑆, 𝑋 ∶ env𝐹
( Γ(𝑋) = 𝐼𝑠

Γ(𝐼) = Γ𝐼
)

[c-envt1]
Γ; env𝑆 ⊢ env∅𝑇

[c-envt2]
Γ; env𝑆 ⊢ env′𝑇 env𝑆 ⊢ env𝑀 ⇌ Γ𝐼|MNames

Γ; env𝑆 ⊢ env′𝑇 , 𝑋 ∶ env𝑀
( Γ(𝑋) = 𝐼𝑠

Γ(𝐼) = Γ𝐼
)

[c-envsv]
Γ; env𝑆 ⊢ env𝑆 env𝑆 ⊢ env𝑉

Γ ⊢ env𝑆𝑉

[c-envtsv]
Γ; env𝑆 ⊢ env𝑇 Γ; env𝑆 ⊢ env𝑆 env𝑆 ⊢ env𝑉

Γ ⊢ env𝑇𝑆𝑉
where:

dom (env𝑇) = dom (env𝑆)

Figure 8.21: Consistency rules for the environments env𝑇𝑆𝑉 .
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an interface 𝐼, in rules [c-envs2] and [c-envt2], which then invoke the consistency
rules from Figure 8.20 in their premises. The rules are otherwise straightforward:

• Rules [c-envv1] and [c-envv2] are used to check the consistency of the variable
environment env𝑉 , which simply consists of ensuring that any addresses ap-
pearing as values also exist in the domain of env𝑆, similar to the rule [c-envf2]
above. Thus, the judgment is relative to env𝑆.

• Rules [c-envs1] and [c-envs2] are used to check the consistency of env𝑆, which
contains all field declarations of all contracts. It must be judged consistent
relative to itself, as well as to Γ, because we need to ensure both that all declared
fields have an implementation, and that all addresses appearing as values refer
to actual contracts.

• Rules [c-envt1] and [c-envt2] are used to check the consistency of env𝑇 , which
contains all method declarations of all contracts. Like [c-envs2], we extract the
relevant method declarations from Γ for each collection of declarations env𝑀 ,
which then must correspond.

• Finally, we have the two short-hand rules [c-envsv] and [c-envtsv], which are
used to judge consistency of a collection of environments env𝑆𝑉 , resp. env𝑇𝑆𝑉 ,
together. Notably, in both rules, env𝑆 must be judged consistent relative to
itself ; and in the latter rule we also require that the domains of env𝑇 and env𝑆
must coincide. This must be the case, if env𝑇 and env𝑆 are derived from the
same collection of contracts.

Well-typedness and consistency together ensure that all addresses actually contain
contracts with appropriate interface types, and that all contracts also implement all
members of their interfaces. Unless otherwise noted, we shall in the following only
consider consistent environments env𝑇𝑆𝑉 .

8.4.6 Safety and subject reduction

In an ordinary syntactic type system, we would now proceed to show two results,
assuming that Σ; Γ; Δ ⊢ env𝑇𝑆𝑉 (well-typedness), and Γ ⊢ env𝑇𝑆𝑉 (consistency),
both hold for the environments; namely:

• Safety for expressions: Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠 and ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣 imply that 𝑣 indeed
is of type 𝐵 (or a subtype thereof), and no variable of a level higher than 𝑠 was
read in the evaluation of 𝑒.

• Subject reduction for stacks: Σ; Γ; Δ ⊢ 𝑄, and ⟨𝑄, env𝑇𝑆𝑉 ⟩ → ⟨𝑄′, env′𝑇𝑆𝑉 ⟩
imply that

• Σ; Γ; Δ′ ⊢ 𝑄′, and
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• Σ; Γ;∅ ⊢ env′𝑆, and
• Σ; Γ; Δ′ ⊢ env′𝑉

where either Δ′ = Δ, or Δ′ is derived from the operation at the top of the stack
in the cases of method calls, method returns, variable declarations and end of a
variable scope.

However, the syntactic type system is still unable to type the fallback function
in the cases where the id and args ‘magic variables’ appear in its body. Therefore, we
shall instead proceed to give a semantics of our types by means of a typed semantics
for expressions and stacks, by merging the type rules from Section 8.4.4 with the
small-step semantics (Figures 8.8-8.10). This will give us runtime type safety, which
will include all safe usages of the fallback function. Then we will proceed to show
that static type safety, given by the rules in Figures 8.15-8.17, implies runtime type
safety.

8.5 Semantics of types for expressions

To illustrate the semantic typing approach, we begin by giving the runtime safety
rules for expressions, which are in Figure 8.22. Transitions are now of the form

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

which expresses that 𝑒 evaluates to a value 𝑣 of type 𝐵𝑠, or a subtype thereof, given
env𝑆𝑉 and the type assumptions in Σ; Γ; Δ. We shall refer to the type 𝐵𝑠 on the
turnstile as the runtime type of the expression, which may be different from its actual
type, due to subtyping. The runtime type is a type which the expression is safely
able to behave as at runtime. We shall furthermore refer to the 𝐵 component as the
runtime base type and the 𝑠 component as the runtime security level.

The rules have some quite complicated side conditions, so we shall again give
some intuitions regarding their formulation: As in the type rules for expressions
(Figure 8.15), we wish to limit the use of the subtyping relation to expressions, and
furthermore we must ensure that the coercion property holds. Thus, all rules have a
side condition of the form 𝑠′ ⊑ 𝑠, which ensures that the transition can be concluded
for any level 𝑠 or higher.

• In [r-val], we are evaluating a hard-coded value, so we use TypeOfΓ(⋅) to
obtain its type. However, as this value could be an address 𝑋 , and its type
therefore would be an interface 𝐼, we need to invoke subtyping on the actual
type, in case the runtime base type 𝐵 in fact were a supertype of 𝐼, rather than
𝐼 itself.
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[r-val] Σ ⊢ 𝐵′ <∶ 𝐵
Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑣, env𝑆𝑉 ⟩ → 𝑣 ( TypeOfΓ(𝑣) = (𝐵′, 𝑠′)

𝑠′ ⊑ 𝑠 )

[r-var]
Σ ⊢ 𝐵1 <∶ 𝐵2 <∶ 𝐵

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑥, env𝑆𝑉 ⟩ → 𝑣

⎛
⎜
⎜
⎝

env𝑉 (𝑥) = 𝑣
TypeOfΓ(𝑣) = (𝐵1, 𝑠1)

Δ(𝑥) = var(𝐵2, 𝑠2)
𝑠1 ⊑ 𝑠2 ⊑ 𝑠

⎞
⎟
⎟
⎠

[r-field]

Σ ⊢ 𝐵1 <∶ 𝐵2 <∶ 𝐵
Σ; Γ; Δ ⊨𝐼𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋
Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒.𝑝, env𝑆𝑉 ⟩ → 𝑣

⎛
⎜
⎜
⎝

env𝑆(𝑋)(𝑝) = 𝑣
TypeOfΓ(𝑣) = (𝐵1, 𝑠1)

Γ(𝐼)(𝑝) = var(𝐵2, 𝑠2)
𝑠1 ⊑ 𝑠2 ⊑ 𝑠

⎞
⎟
⎟
⎠

[r-op]
Σ; Γ; Δ ⊨𝐵𝑠,…,𝑠

⟨ ̃𝑒, env𝑆𝑉 ⟩ → ̃𝑣 op( ̃𝑣) →op 𝑣
Σ; Γ; Δ ⊨𝐵𝑠 ⟨op( ̃𝑒), env𝑆𝑉 ⟩ → 𝑣 (⊢ op ∶ 𝐵 → 𝐵)

Figure 8.22: Typed semantics of expressions.

• In [r-var], we have a similar situation to the one in [r-val], but now we need
to invoke subtyping twice: First to ensure that the actual value 𝑣 in fact was
able to be stored in the variable 𝑥; and, secondly, to obtain the runtime base
type 𝐵, in case 𝑣 were an address and the runtime type were a supertype of its
interface. The check on the value is necessary, since we cannot know whether
env𝑉 in fact is well-typed, so we must check this at runtime as well whenever
an entry is read.
Likewise, wemust require that the three security levels form a chain 𝑠1 ⊑ 𝑠2 ⊑ 𝑠;
firstly, since we must have that 𝑠1 ⊑ 𝑠2 to ensure that the value in fact was of
a lower level than the container 𝑥; and secondly, because we must have that
𝑠2 ⊑ 𝑠 to ensure that the coercion property holds.

• [r-field] is similar to the situation in [r-var], except that we must now, in
addition, have that the path 𝑒 evaluates to an address 𝑋 of type 𝐼𝑠. Thus, we
require a runtime type 𝐼𝑠 in the evaluation. Now, because of subtyping and the
coercion property, it might be the case that the actual type of 𝑋 were some
interface 𝐼′ and of level 𝑠′ such that Σ ⊢ 𝐼′ <∶ 𝐼 and 𝑠′ ⊑ 𝑠, but in that case the
transition can be concluded for 𝐼𝑠 as well. Note that by requiring the runtime
level 𝑠 in the evaluation of 𝑒, we are in effect ensuring that 𝑒 can be evaluated
to a level that is lower than, or equal to, 𝑠, which ascertains that higher-level
parts of the program cannot alter the path to the field being read. This, again,
is in accordance with the type rule [t-field].
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• In [r-op], we require the runtime types 𝐵𝑠,…𝑠 for the operands ̃𝑣, and in the
side condition we require that ⊢ op ∶ 𝐵 → 𝐵. Thus, we make use of two
assumptions: Firstly, the safety requirement for operations (Definition 57),
which assures us that the resulting value 𝑣 in fact will be of type 𝐵; and,
secondly, that 𝑣 cannot be an address, since no operation is allowed to return an
address value. Hence, we can let the type of 𝑣, obtained from the signature of
op, equal the runtime base type, because 𝐵 must be one of int or bool, on which
subtyping can only be reflexive. Furthermore, by the definition of TypeOfΓ(⋅)
(Definition 54), the level of 𝑣 can only be 𝑠⊥, and therefore it always holds
that the level of 𝑣 is below, or equal to, the runtime level 𝑠, since by definition
𝑠⊥ ⊑ 𝑠.
Lastly, the runtime levels 𝑠,… , 𝑠 required for the operands should be read as
the same as the level 𝑠 in the conclusion. In effect, we thus require that all
operands can be evaluated at some levels 𝑠1,… , 𝑠𝑛, which must all be equal to,
or lower than, 𝑠.

8.5.1 Properties of typed transitions

The rules of the typed semantics in Figure 8.22 are simply the ordinary semantic
rules from Figure 8.8, equipped with the type restrictions imposed by the type rules
from Figure 8.15. Hence, it should be immediately clear from a comparison of the
respective rules that every transition, that can be concluded by the typed semantic
rules, also can be concluded by the ordinary, ‘untyped’ semantics. We can state and
prove this formally:

Theorem 19 (Semantic compatibility for expressions). For all type environments Σ,
Γ, Δ, types 𝐵𝑠, expressions 𝑒, and states env𝑆𝑉 :

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣 ⟹ ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣.

The proof is by induction on the rules of the typed semantics of expressions (Fig-
ure 8.22). It can be found in Section 8.9.1.

Although quite obvious from the definition of the typed semantics, we can also
formally show that the coercion property holds for both the data type component
and the security level. This assures us that subtyping indeed works as expected:

Theorem 20 (Coercion property for expressions). If Σ ⊢ 𝐵1 <∶ 𝐵2 and 𝑠1 ⊑ 𝑠2, then

Σ; Γ; Δ ⊨(𝐵1,𝑠1) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣 ⟹ Σ;Γ; Δ ⊨(𝐵2,𝑠2) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣.

The proof is by induction on the rules of the typed semantics (Figure 8.22). It can be
found in Section 8.9.2.

An expression configuration ⟨𝑒, env𝑆𝑉 ⟩ is safe precisely when it yields a value
𝑣 by the typed semantics; i.e. the rules ensure both that 𝑣 indeed is of type 𝐵, or a
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subtype thereof, and that all containers read from in the evaluation of 𝑒 are of security
level 𝑠 or lower. This precisely captures the intended meaning of safety implied by
the expression type 𝐵𝑠. Again, we can quite easily show that this property holds for
transitions in the typed semantics:

Theorem 21 (Runtime safety for expressions). For all type environments Σ, Γ, Δ,
types 𝐵𝑠, expressions 𝑒, and states env𝑆𝑉 :

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣 ⟹ TypeOfΓ(𝑣) = (𝐵1, 𝑠1)

for some 𝐵1 and 𝑠1, such that Σ ⊢ 𝐵1 <∶ 𝐵 and 𝑠1 ⊑ 𝑠, and every container read from
in the evaluation of 𝑒 is of type var(𝐵2, 𝑠2), for some 𝐵2 and 𝑠2, such that 𝑠2 ⊑ 𝑠.

The proof is by induction on the rules of the typed semantics (Figure 8.22). It can be
found in Section 8.9.3.

Theorem 21 ensures that if an expression 𝑒 can be evaluated at a given type, then
the resulting value 𝑣 will indeed be of that type. However, suppose 𝑣 is an address 𝑋 .
It is then technically possible that 𝑋 could have a type in Γ, but not actually contain
an implementation in env𝑆. This trivial error is easily prevented by also requiring
well-typedness and consistency of env𝑆𝑉 , and that 𝑒 does not contain any free names.

Corollary 13 (Consistency of expression values). If

• Σ; Γ; Δ ⊢ env𝑆𝑉 (well-typedness), and

• Γ ⊢ env𝑆𝑉 (consistency), and

• Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣,

then 𝑣 ∈ ANames ⟹ 𝑣 ∈ dom (env𝑆).

Proof. By Theorem 21, we know that TypeOfΓ(𝑣) = (𝐵1, 𝑠1) such that Σ ⊢ 𝐵1 <∶ 𝐵
and 𝑠1 ⊑ 𝑠. Thus 𝑣 is ensured to have a type. If 𝑣 is an address𝑋 , then by the definition
of TypeOfΓ(⋅) (Definition 54), 𝑋 must be an interface type 𝐼 from Γ. Well-typedness
and consistency of env𝑆𝑉 then together ensure that every interface 𝐼 in Γ also must
have an implementation in env𝑆. Thus we conclude that 𝑣 ∈ dom (env𝑆).

The typed semantics ensures runtime safety for expression configurations, which
not only concerns a particular expression 𝑒, but also a particular choice of environ-
ments env𝑆𝑉 that must be well-typed and consistent. However, given a collection
of type environments Σ, Γ and Δ, we can also construct environments env𝑆𝑉 such
that well-typedness and consistency are ensured to hold, and thereby abstract away
from a particular choice of these environments. The construction is tedious but
straightforward, since it is just a matter of following the rules of well-typedness and
consistency ‘in reverse’ and, for each type var(𝐵𝑠), choosing any value inhabiting the
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type 𝐵𝑠. The only detail to keep in mind here is that whenever an address name 𝑋 is
chosen as a value, then it obviously must be a declared address, i.e. one that also will
contain an implementation in the constructed env𝑆.

Definition 59 (Construction of env𝑆𝑉 ). Given a Σ, Γ and Δ, let 𝒟 ≜ dom (Γ) ∩
ANames denote the set of declared address names in Γ.

• Let env𝑉 be a list of pairs 𝑥1 ∶ 𝑣1,… , 𝑥𝑛 ∶ 𝑣𝑛 such that { 𝑥1,… , 𝑥𝑛 } = dom (Δ),
and choose each value 𝑣𝑖 such that if Δ(𝑥𝑖) = var(𝐵2, 𝑠2) then TypeOfΓ(𝑣𝑖) =
(𝐵1, 𝑠1) and Σ ⊢ 𝐵1 <∶ 𝐵2 and 𝑠1 ⊑ 𝑠2, and 𝑣𝑖 ∈ ANames ⟹ 𝑣𝑖 ∈ 𝒟.

• Let env𝑆 be a list of pairs 𝑋1 ∶ env1𝐹 ,… , 𝑋𝑛 ∶ env𝑛𝐹 such that { 𝑋1,… , 𝑋𝑛 } = 𝒟,
and let each environment env𝑖𝐹 be constructed as follows:

– Assume Γ(𝑋𝑖) = 𝐼𝑠 and Γ(𝐼) = Γ𝐼𝐹 , Γ𝐼𝑀 , where Γ𝐼𝐹 is the segment of the
type environment describing the field declarations of 𝐼.

– Let env𝑖𝐹 be a list of pairs 𝑝1 ∶ 𝑣1,… , 𝑝𝑛 ∶ 𝑣𝑛 such that { 𝑝1,… , 𝑝𝑛 } =
dom (Γ𝐼𝐹), and choose each value 𝑣𝑖 such that if Γ𝐼𝐹(𝑥𝑖) = var(𝐵2, 𝑠2)
then TypeOfΓ(𝑣𝑖) = (𝐵1, 𝑠1) and Σ ⊢ 𝐵1 <∶ 𝐵2 and 𝑠1 ⊑ 𝑠2, and
𝑣𝑖 ∈ ANames ⟹ 𝑣𝑖 ∈ 𝒟. �

Lemma 57 (Correctness of construction). Given a Σ, Γ and Δ, if env𝑆𝑉 is built
according to Definition 59, then env𝑆𝑉 satisfies the following:

• Σ; Γ; Δ ⊢ env𝑆𝑉 (well-typedness), and

• Γ ⊢ env𝑆𝑉 (consistency).

Using the construction of Definition 59, we can now abstract away from the
specific values used in the evaluation of an expression configuration ⟨𝑒, env𝑆𝑉 ⟩ and
thereby obtain a result about the safety of the expression 𝑒 itself:

Theorem22 (Safe state abstraction). For all environmentsΣ, Γ andΔ, and env1𝑆𝑉 , env2𝑆𝑉
built according to Definition 59, it holds that

∀𝑣1 . Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env
1
𝑆𝑉 ⟩ → 𝑣1

⟹∃𝑣2 . Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env
2
𝑆𝑉 ⟩ → 𝑣2.

Proof sketch. By induction on the rules of the typed semantics (Figure 8.22). By
construction, env1𝑆𝑉 and env2𝑆𝑉 contain the same named entries (fields and variables),
so since the configuration ⟨𝑒, env1𝑆𝑉 ⟩ was executable, the configuration ⟨𝑒, env2𝑆𝑉 ⟩
cannot be stuck due to a missing variable name. A field or variable in env2𝑆𝑉 could
contain an address 𝑋 not present in env1𝑆, but by Lemma 57 we know that env2𝑆𝑉 is
well-typed and consistent w.r.t. Σ, Γ and Δ, which by Corollary 13 ensures that 𝑋
must have an implementation in env2𝑆, and by Theorem 21 that 𝑋 has the appropriate
type. Thus, this cannot lead to the configuration being stuck either.
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[eq-env∅𝑉 ]
Δ ⊢ env∅𝑉 =𝑠 env

∅
𝑉

[eq-env𝑉 ]
Δ ⊢ env1𝑉 =𝑠 env

2
𝑉

Δ ⊢ env1𝑉 , 𝑥 ∶ 𝑣1 =𝑠 env
2
𝑉 , 𝑥 ∶ 𝑣2

( Δ(𝑥) = var(𝐵𝑠′)
𝑠′ ⊑ 𝑠 ⟹ 𝑣1 = 𝑣2

)

[eq-env∅𝐹 ]
Γ ⊢𝐼 env

∅
𝐹 =𝑠 env

∅
𝐹

[eq-env𝐹]
Γ ⊢𝐼 env

1
𝐹 =𝑠 env

2
𝐹

Γ ⊢𝐼 env
1
𝐹 , 𝑝 ∶ 𝑣1 =𝑠 env

2
𝐹 , 𝑝 ∶ 𝑣2

( Γ(𝐼)(𝑝) = var(𝐵𝑠′)
𝑠′ ⊑ 𝑠 ⟹ 𝑣1 = 𝑣2

)

[eq-env∅𝑆 ]
Γ ⊢ env∅𝑆 =𝑠 env

∅
𝑆

[eq-env𝑆]
Γ ⊢ env1𝑆 =𝑠 env

2
𝑆 Γ ⊢𝐼 env

1
𝐹 =𝑠 env

2
𝐹

Γ ⊢ env1𝑆, 𝑋 ∶ env1𝐹 =𝑠 env
2
𝑆, 𝑋 ∶ env2𝐹

(Γ(𝑋) = 𝐼𝑠′)

[eq-env𝑆𝑉 ]
Γ ⊢ env1𝑆 =𝑠 env

2
𝑆 Δ ⊢ env1𝑉 =𝑆 env2𝑉

Γ; Δ ⊢ env1𝑆𝑉 =𝑠 env
2
𝑆𝑉

Figure 8.23: Rules for the 𝑠-parameterised equivalence relation.

The actual values 𝑣1 and 𝑣2 produced in the two transitions in Theorem 22 may of
course differ, but by Theorem 21 above, their types will be the same. This intuitively
follows because the typed semantics only restricts the types of values read from env𝑆𝑉 ,
and not the actual values. The existence of a typed transition with env1𝑆𝑉 implies that
all the values read from this environment in the evaluation of 𝑒 are in accordance with
the type restrictions in Σ, Γ, Δ; and choosing any other state env2𝑆𝑉 , which satisfies
the same restrictions, will therefore still yield a transition.

Finally, it is worth recalling that the purpose of the type system from Chapter 6
was to ensure non-interference, which is a 2-property; i.e. on a pair of states. For
expressions, this property says that if we have two states, env1𝑆𝑉 and env2𝑆𝑉 , that agree
on all values of containers of level 𝑠 or lower, then any expression that is safe to execute
at level 𝑠, will yield the same value when executed in a configuration with either of
the two states. To express this property for our typed semantics, we need the notion
of an 𝑠-parametrised equivalence relation on states, written Γ; Δ ⊢ env1𝑆𝑉 =𝑠 env

2
𝑆𝑉 .

It is defined by the rules in Figure 8.23, and is mostly similar to the definition from
Chapter 6, but adapted to our usage of two type environments, Γ and Δ. Runtime
non-interference for expressions now follows as a simple corollary of Theorem 21:
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Corollary 14 (Runtime non-interference for expressions). If

• 𝑠1 ⊑ 𝑠2, and

• Γ; Δ ⊢ env1𝑆𝑉 =𝑠2 env
2
𝑆𝑉 , and

• Σ; Γ; Δ ⊨𝐵𝑠1 ⟨𝑒, env
1
𝑆𝑉 ⟩ → 𝑣1, and

• Σ; Γ; Δ ⊨𝐵𝑠1 ⟨𝑒, env
2
𝑆𝑉 ⟩ → 𝑣2,

then 𝑣1 = 𝑣2.

Proof. By assumption, all values of entries of level 𝑠2 or lower in env1𝑆𝑉 and env2𝑆𝑉
agree, and by Theorem 21, only entries of level 𝑠1 or lower are read in the transitions,
and 𝑠1 ⊑ 𝑠2. Thus, the two expressions use the same values and therefore also
produces the same result.

8.5.2 Typing interpretations and compatibility for expressions

In the previous section we have shown a collection of results, which together assure
us that the definition of the typed semantics is sensible and indeed expresses our
intended meaning of the types:

• Theorem 21 expresses that expression configurations ⟨𝑒, env𝑆𝑉 ⟩, that have a
transition in the typed semantics (w.r.t. a particular Σ, Γ, Δ, and a type 𝐵𝑠), are
indeed safe, in the sense that they behave in accordance with the meaning of
the type 𝐵𝑠. Furthermore, by Corollary 13, if env𝑆𝑉 is well-typed and consistent,
then so is the value produced by evaluating the configuration. Thus, these
results replace the usual safety theorem (i.e. well-typedness implies now-safety)
in the syntactic approach.

• Theorem 20 assures us that the typed transitions respect the subtyping relation
and the ordering relation on security levels, in accordance with the intended
meaning of the type 𝐵𝑠; i.e. we can always choose a supertype of 𝐵 and a higher
security level than 𝑠.

• Theorem 19 states that our typed semantics does not enable any transitions that
cannot be concluded by the untyped semantics. Hence, the set of safe expression
configurations form a subset of the set of all expression configurations.

Finally, Theorem 22 allows us to abstract away from any specific choice of environ-
ments env𝑆𝑉 and instead focus on expressions that have a transition for any sensible
choice of these environments. By this theorem, if an expression 𝑒 has a transition for
some env1𝑆𝑉 constructed according to Definition 59, then it will have a transition for
all similarly constructed environments env2𝑆𝑉 . In a sense, these environments can be
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thought of as representing all meaningful ‘inputs’ to the expression, and for any such
appropriately shaped input, a safe expression will yield a value of the correct type.
We can now define the set of such safe expressions by using the notion of typing
interpretations in the style of Caires [23]:

Definition 60 (Typing interpretation for expressions). A typing interpretation for
expressions 𝑒, for some Σ; Γ; Δ and a type 𝐵𝑠, written ℛ𝐵𝑠

Σ;Γ;Δ, is a set of expressions
satisfying that 𝑒 ∈ ℛ𝐵𝑠

Σ;Γ;Δ implies that there exists an env𝑆𝑉 built according to
Definition 59, and a value 𝑣 such that

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣.

The typing of expressions w.r.t. a given Σ, Γ, Δ and 𝐵𝑠, written 𝜈ℛ𝐵𝑠
Σ;Γ;Δ, is the

union of all typing interpretations ℛ𝐵𝑠
Σ;Γ;Δ:

𝜈ℛ𝐵𝑠
Σ;Γ;Δ ≜⋃ℛ𝐵𝑠

Σ;Γ;Δ

We write Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠, if there exists a typing interpretationℛ𝐵𝑠
Σ;Γ;Δ containing

𝑒. Thus:
Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠 ≜ 𝑒 ∈ 𝜈ℛ𝐵𝑠

Σ;Γ;Δ �

A typing interpretation for expressions, w.r.t. a collection of type environments Σ,
Γ, Δ and a type 𝐵𝑠, is simply any set of expressions that can be evaluated to a value of
a particular type 𝐵𝑠 (or subtype thereof), when executed in a configuration with any
appropriately shaped state env𝑆𝑉 . In other words, any expression from such a set will
safely behave as a value of the type 𝐵𝑠 according to the typed semantics, regardless
of the actual values bound to its names, as long as they are of the appropriate types.
This is exactly what we would expect it to mean, when we say an expression inhabits
the type 𝐵𝑠.

However, Definition 60 does not tell us how to actually decide whether an ex-
pression 𝑒 inhabits a given type 𝐵𝑠, apart from exhibiting a typing interpretation
ℛ𝐵𝑠
Σ;Γ;Δ containing 𝑒. To remedy this situation, we shall therefore now state and show

a theorem, which expresses that our static type rules from Figure 8.15 are compatible
with Definition 60, meaning they indeed imply safety:

Theorem 23 (Compatibility for expressions).

Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠 ⟹ Σ;Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠.

By unfolding the definition of Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠, the statement to be shown becomes

Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠 ⟹ Σ;Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣
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for some 𝑣 and for any appropriately shaped env𝑆𝑉 . This is shown by induction on
the type rules (Figure 8.15). The proof can be found in Section 8.9.4.

Combining Theorems 19, 23, and 21 gives us the equivalent of the soundness
theorem for expressions, which now follows as a simple corollary:

Corollary 15 (Static soundness for expressions). If

• Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠, and

• Σ; Γ; Δ ⊢ env𝑆𝑉 , and

• Γ ⊢ env𝑆𝑉 , and

• ℱ𝐴(𝑒) ⊆ dom (env𝑆), and

• ℱ𝑉 (𝑒) ⊆ dom (env𝑉 ),

then there exists some 𝑣 such that ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣, and TypeOfΓ(𝑣) = (𝐵1, 𝑠1) for some
𝐵1 and 𝑠1 such that Σ ⊢ 𝐵1 <∶ 𝐵 and 𝑠1 ⊑ 𝑠, and every container, that will be read from
in the evaluation of 𝑒, is of type var(𝐵2, 𝑠2), for some 𝐵2, such that 𝑠2 ⊑ 𝑠.

Proof. By Theorem 23, we have that

Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠 ⟹ Σ;Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠

Unfolding the definition of Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠 (Definition 60) yields that there must exist
a typing interpretation ℛ𝐵𝑠

Σ;Γ;Δ containing 𝑒, which again means that the transition

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

can be concluded by the typed semantics for any consistent and well-typed env𝑆𝑉
containing at least all the names used in 𝑒. By Theorem 21, this transition implies
that TypeOfΓ(𝑣) = (𝐵1, 𝑠1) and 𝑠1 ⊑ 𝑠 and every container read from in 𝑒 is of level 𝑠
or lower. Finally, by Theorem 19, we have that

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣 ⟹ ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

Finally, we can also obtain the equivalent of the non-interference theorem for
expressions from Chapter 6 (Theorem 14) as a simple corollary of Corollaries 14–15:

Corollary 16 (Static non-interference for expressions). If

• Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠, and

• Σ; Γ; Δ ⊢ env1𝑆𝑉 , Γ ⊢ env1𝑆𝑉 , ℱ𝐴(𝑒) ⊆ dom (env1𝑆), ℱ𝑉 (𝑒) ⊆ dom (env1𝑉 ), and

• Σ; Γ; Δ ⊢ env2𝑆𝑉 , Γ ⊢ env2𝑆𝑉 , ℱ𝐴(𝑒) ⊆ dom (env2𝑆), ℱ𝑉 (𝑒) ⊆ dom (env2𝑉 ), and
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• Γ; Δ ⊢ env1𝑆𝑉 =𝑠 env
2
𝑆𝑉 ,

then ⟨𝑒, env1𝑆𝑉 ⟩ → 𝑣 and ⟨𝑒, env2𝑆𝑉 ⟩ → 𝑣.

Proof. From the assumptions, and by two applications of Corollary 15, we get that

⟨𝑒, env1𝑆𝑉 ⟩ → 𝑣1
⟨𝑒, env2𝑆𝑉 ⟩ → 𝑣2

such that no container of a level higher than 𝑠 was read from env1𝑆𝑉 resp. env2𝑆𝑉 in
the two evaluations of 𝑒. By assumption, Γ; Δ ⊢ env1𝑆𝑉 =𝑠 env

2
𝑆𝑉 , so the two states

agree on all entries of level 𝑠 or lower. Thus, the two evaluations of 𝑒 will use the
same values, and will therefore yield the same result, so 𝑣1 = 𝑣2.

With this last result, we have recovered the properties ensured by syntactic
well-typedness for expressions in Chapter 6, but through a quite different route;
namely by starting from a semantics of types for expressions, given in terms of a
typed semantics, that is compatible with the untyped semantics and ensures that the
restrictions imposed by the type predicates are in fact observed.

8.6 Semantics of types for statements and stacks

The previous section has illustrated the key steps in our approach:

1. define runtime type safety in terms of the semantics;

2. define typing interpretations as sets of configurations that are runtime type
safe (for all steps);

3. define typing as the union of all typing interpretations;

4. show that the syntactic type rules are compatible with the semantic interpreta-
tion.

We shall now perform the same steps with the syntactic category of stacks 𝑄, but
rather than showing a single compatibility theorem (as we did in Theorem 23), we
shall instead show a series of compatibility lemmas, which can be used to conclude
safety in a compositional way, similar to how the syntactic type rules are used to
judge well-typedness. This will give us a form of ‘semantic type rules,’ which, unlike
the syntactic type rules, will allow us to use typing interpretations to satisfy premises
for which safety cannot be concluded by the rules.

However, firstly, we need to make two minor changes to the syntax of stacks: In
the small-step semantics of Chapter 7 (recalled and extended in Figures 8.9–8.10),
a stack 𝑄 is either the empty stack ⊥, or it is a stack 𝑄′ with either a statement 𝑆
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or one of the two special stack symbols del(𝑥) and env𝑉 at the top. The latter two
denote the end-of-scope of a locally declared variable 𝑥, and the return of a method
call (which restores the variable environment that existed prior to the method call).
We shall now make the following changes:

1. In the untyped small-step semantics, we rather off-handedly mentioned that we
assume that type information for locally declared variables is stored in env𝑉 ,
because this is needed for the syntactic type system (as in Chapter 7). However,
in the typed semantics, we have this information directly available in Δ, so we
shall simply allow the type environment itself to be placed on the stack beside
env𝑉 in method calls. Thus, the return symbol will now be a pair, (env𝑉 , Δ).
This is in principle not different from extracting the type information from
env𝑉 , so this change makes no difference w.r.t. the semantics, but merely serves
to simplify the presentation.

2. Statements can execute at different security levels. Specifically, some statements
may need to be able to execute at a higher security level 𝑠 (comparable to
executing with heightened privileges), if the statement is placed in a context
where higher-level information is available. To be able to capture this in the
typed semantics, we shall also allow security levels to be stored on the stack, so
the lower security level can be restored, once the statement executing in the
higher-level security context terminates.

Thus we update the syntax of stacks as follows:

Definition 61 (Syntax of stacks). A stack 𝑄 is given by the syntax:

𝑄 ∶∶= ⊥ empty stack
|| 𝑆; 𝑄 statement
|| del(𝑥); 𝑄 end of scope
|| (env𝑉 , Δ); 𝑄 return
|| 𝑠; 𝑄 restore �

Now let us again remind ourselves of the meaning of ‘safety’ for statements 𝑆
w.r.t. a given security level 𝑠:

• All containers written to within 𝑆 are of level 𝑠 or higher. Note that this only
needs to hold for free variables (as well as fields), but not for variables declared
at runtime, since their scopes will end before the execution finishes.

• Branching, loops and method calls can all induce a difference in the structure
of the stack, and thereby directly or indirectly in the memory. These ‘guarded
statements’ can therefore only depend on information that is of a lower level
than the level of the variables they modify, which is the level of the statement
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under the guard. Information from the expression guard 𝑒 is indirectly available
within the guarded statement 𝑆, since the execution of 𝑆 is contingent upon
the value of 𝑒; hence, the expression guards in if and while constructs, and
the ‘object path’ 𝑒 in method calls call 𝑒.f must all be runtime type safe up
to some level 𝑠′, which is lower than, or equal to, the level of the statement they
guard, to avoid a potential downward information flow. This corresponds to
requiring, that the statement 𝑆 under the guard must be executable at level 𝑠′
or higher.

We now give the typed semantics of stack configurations, which ensures that these
two properties hold for any transition. The rules are given in Figure 8.24, Figure 8.25
and Figure 8.26. Note that transitions here are of the form

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑄′, env′𝑇𝑆𝑉 ⟩

because the type environment Δ also may be changed during the execution, if a new
variable is declared, or the scope of a local variable ends, or if we enter or return
from a method call; and the security level may change, if a statement is executed at a
different security level. Thus, we also need to carry the type environment and the
security level across the transition. For the sake of consistency, we also include Σ and
Γ, as well as env𝑇 , even though neither of these will change during the execution of
a program.

Most of the rules are straightforward variants of their untyped semantics coun-
terparts, with security level checks added to ensure adherence to the meaning of the
types. The intuitions behind these checks are mostly the same as those given for the
type rules for statements (see Section 8.4.4). However, there are a few key points to
note:

• In the rules for guarded statements, i.e. [r-if], [r-whileT], [r-call], [r-dcall],
and [r-fcall], we allow the security level to be raised from 𝑠 to 𝑠′, for some
level 𝑠′ such that 𝑠 ⊑ 𝑠′. The original level 𝑠 is then pushed onto the stack before
the command inside the guarded statement (or the method body, in the cases
of method calls). The rule [r-restore] then restores the original level 𝑠, and
this rule therefore has the side condition 𝑠 ⊒ 𝑠′, which is the converse of the
condition in the other rules. This side condition is necessary, since it otherwise
might be possible to have a stack of the form 𝑆; 𝑠′; 𝑄 and execute it at some
level 𝑠 that is lower than 𝑠′, which would mean that the command 𝑆 could be
executed at a level that is too low, because it would lead to the execution level
being raised when 𝑠′ is encountered.

• The reversed side condition of [r-restore] means that the coercion property
cannot hold for arbitrary stacks, since it precisely would disallow the execution
of a stack 𝑠′; 𝑄 at some level 𝑠 where 𝑠 is lower than 𝑠′; i.e. we cannot choose
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[r-skip]Σ; Γ; Δ ⊨𝑠 ⟨skip; 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩

[r-if]
Σ; Γ; Δ ⊨(bool,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑏 ∈ 𝔹

Σ; Γ; Δ ⊨𝑠 ⟨if 𝑒 then 𝑆T else 𝑆F; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠′ ⟨𝑆𝑏; 𝑠; 𝑄, env𝑇𝑆𝑉 ⟩

(𝑠 ⊑ 𝑠′)

[r-whileT]
Σ; Γ; Δ ⊨(bool,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → T

Σ; Γ; Δ ⊨𝑠 ⟨while 𝑒 do 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠′ ⟨𝑆; 𝑠; while 𝑒 do 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩

(𝑠 ⊑ 𝑠′)

[r-whileF]
Σ; Γ; Δ ⊨(bool,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → F

Σ; Γ; Δ ⊨𝑠 ⟨while 𝑒 do 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩

[r-decv]
Σ; Γ; Δ ⊨(𝐵,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

Σ; Γ; Δ ⊨𝑠 ⟨var(𝐵, 𝑠′) 𝑥 := 𝑒 in 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ, 𝑥 ∶ var(𝐵, 𝑠′) ⊨𝑠 ⟨𝑆; del(𝑥); 𝑄, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣⟩

where:
𝑥 ∉ dom (env𝑉 ) , dom (Δ)

[r-assv]
Σ; Γ; Δ ⊨(𝐵,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣
Σ; Γ; Δ ⊨𝑠 ⟨𝑥 := 𝑒; 𝑄, env𝑇𝑆𝑉 ⟩

→ Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆; env𝑉[𝑥 ↦ 𝑣]⟩

(
𝑥 ∈ dom (env𝑉 )

Δ(𝑥) = var(𝐵, 𝑠′)
𝑠 ⊑ 𝑠′

)

[r-assf]
Σ; Γ; Δ ⊨(𝐵,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

Σ; Γ; Δ ⊨𝑠 ⟨this.𝑝 := 𝑒; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] ; env𝑉 ⟩

( 𝑠1 ⊑ 𝑠′
𝑠 ⊑ 𝑠′ )

where:
𝑋 = env𝑉 (this)

env𝐹 = env𝑆(𝑋)
𝑝 ∈ dom (env𝐹)

var(𝐼, 𝑠1) = Δ(this)
var(𝐵, 𝑠′) = Γ(𝐼)(𝑝)

Figure 8.24: Typed semantics of statements.
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[r-call]

Σ; Γ; Δ ⊨(𝐼𝑌 ,𝑠′) ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑌
Σ; Γ; Δ ⊨(int,𝑠′) ⟨𝑒2, env𝑆𝑉 ⟩ → 𝑛
Σ; Γ; Δ ⊨(𝐵, ̃𝑠′) ⟨ ̃𝑒, env𝑆𝑉 ⟩ → ̃𝑣

Σ; Γ; Δ ⊨𝑠 ⟨call 𝑒1.𝑚( ̃𝑒)$𝑒2; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑆; (env𝑉 , Δ); 𝑠; 𝑄, env𝑇 ; env′𝑆𝑉 ⟩

(
𝑠1 ⊑ 𝑠′
𝑠 ⊑ 𝑠′

𝑛 ≠ 0 ⇒ 𝑠′ ⊑ 𝑠3, 𝑠4
)

where:
𝑋 = env𝑉 (this)

env𝑋𝐹 = env𝑆(𝑋)
env𝑌𝐹 = env𝑆(𝑌)

𝑓 = {
env𝑉 (𝑚) if 𝑚 = id
𝑚 otherwise

( ̃𝑥, 𝑆) = env𝑇(𝑌)(𝑓)
| ̃𝑥| = | ̃𝑣| = |𝐵| = 𝑘

env′𝑉 = this ∶ 𝑌, sender ∶ 𝑋, value ∶ 𝑛, 𝑥1 ∶ 𝑣1,… , 𝑥𝑘 ∶ 𝑣𝑘
env′𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]

var(𝐼𝑋 , 𝑠1) = Δ(this)
(𝐼𝑌 , 𝑠2) = Γ(𝑌)

var(int, 𝑠3) = Γ(𝐼𝑋)(balance)
var(int, 𝑠4) = Γ(𝐼𝑌 )(balance)
proc(𝐵 ̃𝑠):𝑠′ = Γ(𝐼𝑌 )(𝑓)

Δ′ = this ∶ var(𝐼𝑌 , 𝑠2), sender ∶ var(𝐼𝑋 , 𝑠1), value ∶ var(int, 𝑠′),
𝑥1 ∶ var(𝐵1, 𝑠′1),… , 𝑥𝑘 ∶ var(𝐵𝑘, 𝑠′𝑘)

[r-dcall]

Σ; Γ; Δ ⊨(𝐼𝑌 ,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑌
Σ; Γ; Δ ⊨(𝐵, ̃𝑠′) ⟨ ̃𝑒, env𝑆𝑉 ⟩ → ̃𝑣 Σ ⊢ 𝐼𝑋 <∶ 𝐼𝑌

Σ; Γ; Δ ⊨𝑠 ⟨dcall 𝑒.𝑚( ̃𝑒); 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑆; (env𝑉 , Δ); 𝑠; 𝑄, env𝑇𝑆; env′𝑉 ⟩

( 𝑠1 ⊑ 𝑠′
𝑠 ⊑ 𝑠′ )

where:
| ̃𝑥| = | ̃𝑣| = |𝐵| = 𝑘

𝑓 = {
env𝑉 (𝑚) if 𝑚 = id
𝑚 otherwise

( ̃𝑥, 𝑆) = env𝑇(𝑌)(𝑓)
env′𝑉 = this ∶ env𝑉 (this), sender ∶ env𝑉 (sender), value ∶ env𝑉 (value),

𝑥1 ∶ 𝑣1,… , 𝑥𝑘 ∶ 𝑣𝑘
Δ(this) = var(𝐼𝑋 , 𝑠1)

proc(𝐵 ̃𝑠):𝑠′ = Γ(𝐼𝑌 )(𝑓)
Δ′ = this ∶ Δ(this), sender ∶ Δ(sender), value ∶ Δ(value),

𝑥1 ∶ var(𝐵1, 𝑠′1),… , 𝑥𝑘 ∶ var(𝐵𝑘, 𝑠′𝑘)

Figure 8.25: Typed semantics of statements: method calls.
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[r-fcall]

Σ; Γ; Δ ⊨(𝐼𝑌 ,𝑠′) ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑌
Σ; Γ; Δ ⊨(int,𝑠′) ⟨𝑒2, env𝑆𝑉 ⟩ → 𝑛
Σ; Γ; Δ ⊨(𝐵, ̃𝑠′) ⟨ ̃𝑒, env𝑆𝑉 ⟩ → ̃𝑣

Σ; Γ; Δ ⊨𝑠 ⟨call 𝑒1.𝑚( ̃𝑒)$𝑒2; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠′ ⟨𝑆; (env𝑉 , Δ); 𝑠; 𝑄, env𝑇 ; env′𝑆𝑉 ⟩

(
𝑠1 ⊑ 𝑠′
𝑠 ⊑ 𝑠′

𝑛 ≠ 0 ⇒ 𝑠′ ⊑ 𝑠3, 𝑠4
)

where:
𝑋 = env𝑉 (this)

env𝑋𝐹 = env𝑆(𝑋)
env𝑌𝐹 = env𝑆(𝑌)

𝑓 = {
env𝑉 (𝑚) if 𝑚 = id
𝑚 otherwise

𝑓 ∉ dom (env𝑇(𝑌))
(𝜖, 𝑆) = env𝑇(𝑌)(fallback)
env′𝑉 = this ∶ 𝑌, sender ∶ 𝑋, value ∶ 𝑛, id ∶ 𝑓, args ∶ ̃𝑣
env′𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]

var(𝐼𝑋 , 𝑠1) = Δ(this)
(𝐼𝑌 , 𝑠2) = Γ(𝑌)

var(int, 𝑠3) = Γ(𝐼𝑋)(balance)
var(int, 𝑠4) = Γ(𝐼𝑌 )(balance)
proc():𝑠′ = Γ(𝐼𝑌 )(fallback)

Δ′ = this ∶ var(𝐼𝑌 , 𝑠2), sender ∶ var(𝐼𝑋 , 𝑠1), value ∶ var(int, 𝑠′),
id ∶ var(idf, 𝑠′), args ∶ var(𝐵, ̃𝑠′)

[r-delv]
Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠′) ⊨𝑠 ⟨del(𝑥); 𝑄, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣⟩

→ Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩

[r-return]
Σ; Γ; Δ′ ⊢ env′𝑉

Σ; Γ; Δ ⊨𝑠 ⟨(env′𝑉 , Δ′); 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ′ ⊨𝑠 ⟨𝑄, env𝑇𝑆; env′𝑉 ⟩

[r-restore]Σ; Γ; Δ ⊨𝑠 ⟨𝑠′; 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠′ ⟨𝑄, env𝑇𝑆𝑉 ⟩
(𝑠 ⊒ 𝑠′)

Figure 8.26: Typed semantics of statements: the fallback function and ‘bookkeeping’
rules.
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𝑠 arbitrarily low in this case. However, given the way we have formulated
the rules of the typed semantics, a security level can only occur on the stack
following a statement that must be executed at a higher or equal level than the
initial level, so this situation cannot occur, if the stack represents, or derives
from the execution of, an actual program. In effect, this means that security-
levels on a well-formed stack must occur in descending order, and the coercion
property for stacks 𝑄 therefore becomes that we can choose 𝑠 as low as the
first (highest) security level occurring in 𝑄. Hence, we can choose 𝑠 arbitrarily
low, if 𝑄 does not contain any security levels.

• In [r-if], we of course only run the selected branch, whilst discarding the other.
In terms of type safety, this means that only the selected branch needs to be type
safe, since the other branch is not executed. However, in the corresponding
type rule, [t-if], we must type-check both branches, and the type system could
therefore potentially reject a program, if one of the branches were ill-typed,
even if that branch would not be executed at runtime. The rule [r-whileF]
presents a similar case, since the body of the loop is not checked, because it
is not run, whereas in the corresponding type rule, [t-while], it is. These are
examples of the slack of the syntactic type system.

• In the call rules, [r-call] and [r-fcall], we introduce a slight variation of the
side condition, compared to the type rule [t-call]; namely that 𝑠′ ⊑ 𝑠3, 𝑠4
only needs to hold if 𝑛 ≠ 0, where 𝑛 is the value of the expression 𝑒2, i.e. the
value to be transferred. This relaxation is possible, because if 𝑛 = 0, then no
value is transferred, and the balance fields of the caller and callee are therefore
not modified. However, in the syntactic type system, we cannot know what
the value of this expression will be at runtime, so we have to always require
that 𝑠′ ⊑ 𝑠3, 𝑠4, which again could lead to some programs being rejected, even
though they would be safe to run. This is thus another example of the slack of
the syntactic type system.

• In [r-call] and [r-fcall], we perform an extra lookup in the environment,
namely Γ(𝑌) = (𝐼𝑌 , 𝑠2). This is necessary to obtain the actual security level 𝑠2
of 𝑌 , rather than just the level 𝑠′, which is required in the evaluation of the path
𝑒1, and which therefore might be higher. We need the actual level, when we
create the type binding for sender in the new type environment Δ′, to prevent
the level from increasing beyond necessity.

• The rule [r-fcall] for fallback function calls is almost similar to [r-call],
except for some minor differences in the construction of Δ′: Firstly, we use the
‘dummy type’ idf for the variable id. We also assign the security level 𝑠′ to
this variable, which is the same as the security level obtained from the type of
the fallback function. For the sake of simplicity, we assume that this identifier
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is not passed as an argument to a method call; i.e. we assume id is only ever
read from within the body of the fallback function, and that its contents are
not passed out of this scope.
Secondly, the args magic variable is really an array of values, which we assume
is expanded at runtime. Therefore, we also assume that its contents are never
assigned into another variable, or otherwise modified or read; i.e. args is not
allowed to appear as the LHS of an assignment, nor in an ordinary expression.
It can only be used as the argument to another method call. Therefore, we also
do not give it a single security level, or a base type, but just retain the individual
types of the elements, written var(𝐵 ̃𝑠).

8.6.1 Properties of typed transitions

As was the case with the typed semantics of expressions, it should again be clear
from a comparison of Figures 8.9–8.10, Figures 8.16–8.17, and Figures 8.24–8.26, that
the rules of the typed semantics of stacks are the same as the rules for the untyped
semantics, but with added restrictions from the type rules for statements and stacks.
Every transition that can be concluded by the typed semantics can therefore also
be concluded by the untyped semantics, with one exception; namely transitions
concluded by using [r-restore], which restores a security level 𝑠 that had previously
been placed on the stack. There is nothing similar in the untyped semantics, as we
altered the syntax of stacks to allow security levels to be stored there. Hence, to show a
statement corresponding to Theorem 19 for stacks, we first need to remove all security
levels 𝑠, and also merge the type information from Δ into variable environments env𝑉
placed on the stack. We use the following functions, defined on the syntax of return
symbols and stacks, respectively:

mrg(env∅𝑉 ; ∅) = env∅𝑉
mrg(𝑥 ∶ 𝑣, env𝑉 ; 𝑥 ∶ 𝐵𝑠, Δ) = (𝑥, 𝑣, 𝐵𝑠),mrg(env𝑉 , Δ)

rem(⊥) = ⊥
rem(𝑆; 𝑄) = 𝑆; rem(𝑄)

rem(del(𝑥); 𝑄) = del(𝑥); rem(𝑄)
rem((env𝑉 , Δ); 𝑄) = mrg(env𝑉 , Δ); rem(𝑄)

rem(𝑠; 𝑄) = rem(𝑄)

Furthermore, we need to impose some restrictions on how security levels can occur
in stacks in the typed semantics. As mentioned above, only method calls and guarded
statements (if and while) can place security levels on the stack, when they need to
raise the current security levels. Hence, if a stack 𝑄 represents a partially evaluated
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actual program, then all security levels 𝑠1,… , 𝑠𝑛 in 𝑄 must occur in descending order,
i.e.

𝑠1 ⊒ … ⊒ 𝑠𝑛
to satisfy the side condition of [r-restore]. We shall later formalise this notion
of well-formedness of 𝑄, but for now it will suffice to assume, that 𝑄 satisfies this
requirement.

Also, the stack must be executed at a level 𝑠 that is higher than, or equal to, the first
security level 𝑠1 occurring in 𝑄, i.e. 𝑠 ⊒ 𝑠1. We write fst(𝑄) for the first security level
occurring in 𝑄, which by the aforementioned requirement also will be the highest.
The function is straightforwardly defined as follows:

fst(⊥) = 𝑠⊥
fst(𝑆; 𝑄) = fst(𝑄)

fst(del(𝑥); 𝑄) = fst(𝑄)
fst((env𝑉 , Δ); 𝑄) = fst(𝑄)

fst(𝑠; 𝑄) = 𝑠

Notice that the function returns 𝑠⊥ for the bottom of the stack. This corresponds
to no restriction on the level at which the stack can be executed, so in that case we
can choose the execution level arbitrarily low. With this, we can then formally state
that the typed semantics is compatible with the untyped semantics:

Theorem 24 (Semantic compatibility for stacks). Assume 𝑄 satisfies that all security
levels in 𝑄 occur in descending order. For all type environments Σ, Γ, Δ, and security
level 𝑠 ⊒ fst(𝑄), and environments env𝑇𝑆𝑉 , it holds that either

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑄′, env𝑇 ; env′𝑆𝑉 ⟩
⟹ ⟨rem(𝑄), env𝑇𝑆;mrg(env𝑉 ; Δ)⟩ → ⟨rem(𝑄), env𝑇 ; env′𝑆;mrg(env′𝑉 ; Δ′)⟩

(8.1)

or otherwise there exists a sequence of transitions

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → … → Σ; Γ; Δ ⊨𝑠′ ⟨𝑄′, env𝑇𝑆𝑉 ⟩

of finite length, to a state for which the implication in (8.1) holds.

Proof sketch. Firstly, suppose 𝑄 = 𝑠′; 𝑄′. Then fst(𝑄) = 𝑠′ and 𝑠 ⊒ 𝑠′ by assumption.
Thus

Σ; Γ; Δ ⊨𝑠 ⟨𝑠′; 𝑄′, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠′ ⟨𝑄′, env𝑇𝑆𝑉 ⟩

can then be concluded by [r-restore]. It might now again be the case that 𝑄′ =
𝑠″; 𝑄″, but then 𝑠′ ⊒ 𝑠″ by the assumption of ordering of the security levels. Hence,
the transition can again be concluded by [r-restore], and so on. As we know the
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stack is of finite length, it will eventually be the case that the symbol at the top of the
stack is not a security level, in which case the theorem holds if the first part holds.

When 𝑄 ≠ 𝑠′; 𝑄′, we proceed by case analysis of the rules used to conclude the
transition

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑄′, env𝑇 ; env′𝑆𝑉 ⟩

In each case, we obtain the required premises and side conditions from the rule of the
typed semantics and use it to conclude the same transition in the untyped semantics
by the corresponding untyped rule. This is straightforward, since each typed semantic
rule (with the exception of [r-restore]) has an untyped variant, whose premises
and side conditions are a subset of the premises and side conditions of the typed
variant.

Assuming still that all security levels in 𝑄 occur in descending order, we can also
show that the coercion property for stacks holds:

Theorem 25 (Coercion property for stacks). Assume 𝑄 satisfies that all security levels
in 𝑄 occur in descending order. For all type environments Σ, Γ, Δ, and security levels
𝑠1 ⊒ 𝑠2 ⊒ fst(𝑄), and environments env𝑇𝑆𝑉 , it holds that

∀𝑠′1 . Σ; Γ; Δ ⊨𝑠1 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′1 ⟨𝑄
′, env𝑇 ; env′𝑆𝑉 ⟩

⟹ ∃𝑠′2 . Σ; Γ; Δ ⊨𝑠2 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′2 ⟨𝑄
′, env𝑇 ; env′𝑆𝑉 ⟩

Proof. By case analysis of the rules used to conclude the transition.

• For rules [r-skip], [r-whileF], [r-decv], [r-delv], and [r-return], the conclu-
sion follows directly from the fact that these rules do not impose any restrictions
on the security level.

• For rules [r-if], [r-whileT], [r-assv], [r-assf], [r-call], [r-dcall], and [r-fcall],
we have a side condition of the form 𝑠1 ⊑ 𝑠′ restricting the security level, where
𝑠′ is derived from the premise of the rule. As we know that 𝑠2 ⊑ 𝑠1, we therefore
also have that 𝑠2 ⊑ 𝑠′ by transitivity of ⊑, which, for each rule, allows us to
conclude the transition with 𝑠2 as well.

• Finally, if [r-restore] was used to conclude the transition, we have in the
side condition that 𝑠1 ⊒ 𝑠′, where 𝑠′ is the top-most element on the stack 𝑄.
Hence, fst(𝑄) = 𝑠′, and by assumption 𝑠2 ⊒ fst(𝑄) so 𝑠2 ⊒ 𝑠′. Thus we
can satisfy the side condition with 𝑠2 as well and conclude the transition with
[r-restore].

Note that Theorem 25 does not directly relate the two resulting security levels
𝑠′1 and 𝑠′2. Indeed, several of the rules allow a higher security level to be chosen (i.e.
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those mentioned in the second case of the proof), so, depending on the structure of
the security lattice, different choices could be made in the two transitions, which
could end up either making 𝑠′1 ⊒ 𝑠′2 or 𝑠′2 ⊒ 𝑠′1. However, if we assume that the same
choice is made in both executions (e.g. the highest, or lowest, possible security level
for which the transition can be concluded), then we would also have that 𝑠′1 ⊒ 𝑠′2.

We can also show a result similar to Theorem 22 for expressions, which allows us
to abstract away from the specific values stored in the state environment env𝑆𝑉 . This
ensures that if a stack 𝑄 has a typed transition for some appropriately shaped env1𝑆𝑉 ,
then any other similarly shaped env2𝑆𝑉 will also yield a transition:

Theorem 26 (Safe state abstraction). For all environments Σ, Γ, Δ, env𝑇 , and security
level 𝑠, and env1𝑆𝑉 , env2𝑆𝑉 built according to Definition 59, it holds that

∀𝑠′1 . Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env1𝑆𝑉 ⟩ → Σ; Γ; Δ′1 ⊨𝑠′1 ⟨𝑄
′, env𝑇 ; env1

′
𝑆𝑉⟩

⟹ ∃𝑠′2 . Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env2𝑆𝑉 ⟩ → Σ; Γ; Δ′2 ⊨𝑠′2 ⟨𝑄
′, env𝑇 ; env2

′
𝑆𝑉⟩ .

Proof sketch. By case analysis of the rules of the typed semantics (Figures 8.24–8.26).
The environments env𝑆𝑉 only affect the execution of a statement through variables
and field names appearing in expressions, and for these cases we apply Theorem 22
for the evaluation of all expressions occurring inside statements in 𝑄.

Finally, we can show a result concerning the type environment Δ and the security
level 𝑠. Both may have changed after a transition, in case the security level was raised,
a local variable was declared, or a method call was issued. However, any such change
is temporary in the sense that all of them will have resulted in a special symbol having
been pushed onto the stack, which undoes the change if it is reached. Thus, if a stack
𝑄 terminates normally, by reaching the bottom symbol ⊥, then all such temporary
changes will have been discarded. Assuming 𝑄 is to be executed relative to some Δ
and 𝑠, we can detect the type environment and security level (Δ′, 𝑠′) on which 𝑄 will
terminate, if it terminates, as follows:

Definition 62 (Terminal Δ and 𝑠). We define the function fin(⋅) on triplets (𝑄, Δ, 𝑠)
of stacks 𝑄, type environments Δ and security levels 𝑠 as follows:

fin(⊥, Δ, 𝑠) = (Δ, 𝑠)
fin(𝑆; 𝑄, Δ, 𝑠) = fin(𝑄, Δ, 𝑠)

fin(del(𝑥); 𝑄, (Δ, 𝑥 ∶ var(𝐵𝑠′)), 𝑠) = fin(𝑄, Δ, 𝑠)
fin((env𝑉 , Δ′); 𝑄, Δ, 𝑠) = fin(𝑄, Δ′, 𝑠)

fin(𝑠′; 𝑄, Δ, 𝑠) = fin(𝑄, Δ, 𝑠′) �

Obviously, we cannot knowwhether𝑄 will terminate, or whether it will terminate
abnormally with throw, but if in fact it does terminate normally, then given any
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arbitrary Δ and 𝑠 with which 𝑄 might be executed, we can use fin(𝑄, Δ, 𝑠) = (Δ′, 𝑠′)
to detect the terminal type environment and security level.

Theorem 27 (Terminal type level). If

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ →∗ Σ; Γ; Δ′ ⊨𝑠′ ⟨⊥, env𝑇 , env′𝑆𝑉 ⟩

then fin(𝑄, Δ, 𝑠) = (Δ′, 𝑠′).

The proof proceeds by first showing that the pair (Δ′, 𝑠′) obtained from fin(𝑄, Δ, 𝑠)
is unaltered after a single transition step. This is shown by case analysis of the semantic
rules used to conclude the transition. This result can then be generalised to the case
of→∗ by induction on the length of the transition sequence. The proof is given in
Section 8.9.5.

We can now ascertain that the typed semantics indeed ensures the intended notion
of type safety. There are several aspects to this: Firstly, we have the standard notion
of preservation of the data types 𝐵 for fields and variables; i.e. that if Σ; Γ; Δ ⊢ env𝑆𝑉
and

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑄′, env𝑇 , env′𝑆𝑉 ⟩

then Σ; Γ; Δ′ ⊢ env′𝑆𝑉 . This relates directly to the data aspect of our types.
Secondly, we have a notion that is particular to the security level aspect of our

types; namely that if

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑄′, env𝑇 , env′𝑆𝑉 ⟩

then only values in containers of level 𝑠 or higher can have been modified in the
transition. In other words, env𝑆 and env′𝑆 will agree on all entries that are strictly
lower than, or unrelated to, 𝑠.11

Thirdly, we shall need to impose a further well-formedness criterion on stacks 𝑄.
We wish to show that well-typedness and consistency of the state env𝑆𝑉 are preserved
by the typed transitions, but since a transition can restore a variable environment
from the stack 𝑄, then we must naturally require that all return symbols (env𝑉 , Δ)
occurring in 𝑄 also must be well-typed and consistent. We combine this with the
requirement on the ordering of security levels in 𝑄 by the rules in Figure 8.27, which
we use to judge well-formedness of stacks w.r.t. type environments Σ; Γ, a state env𝑆𝑉 ,
and a security level 𝑠. As usual, some comments on the rules are in order:

• In [wf-stm] we require that any statement 𝑆 found on the stack must not
contain names not found in the domains of env𝑆𝑉 . Together with consistency
of env𝑆𝑉 , this ensures that transitions cannot be stuck due to a free name, or a
missing contract implementation.

11Note however that we cannot show the same result for env𝑉 , since a transition may create a new
variable environment (in the case of method calls) or restore a variable environment from the stack (in the
case of method returns).
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[wf-bot]Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ ⊥

[wf-stm]
Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄
Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑆; 𝑄 ( ℱ𝐴(𝑆) ⊆ dom (env𝑆)

ℱ𝑉 (𝑆) ⊆ dom (env𝑉 )
)

[wf-del]
Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄

Σ; Γ; env𝑆𝑉 , 𝑥 ∶ 𝑣; 𝑠 ⊢ del(𝑥); 𝑄

[wf-ret]
Σ; Γ; Δ ⊢ env′𝑉 env𝑆 ⊢ env′𝑉 Σ; Γ; env𝑆; env′𝑉 ; 𝑠 ⊢ 𝑄

Σ; Γ; env𝑆; env𝑉 ; 𝑠 ⊢ (env′𝑉 , Δ); 𝑄

[wf-sec]
Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑄
Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑠′; 𝑄 (𝑠 ⊒ 𝑠′)

Figure 8.27: Well-formedness of stacks 𝑄.

• In [wf-del], we remove 𝑥 from env𝑉 when we encounter an end-of-scope
symbol del(𝑥), since the domain of env𝑉 is used in the rule [wf-stm].

• The rule [wf-ret] handles the of a return symbol (env′𝑉 , Δ) occurring on the
stack. As explained above, we must here require that env𝑉 is both well-typed
and consistent, and the remainder of the stack must then be well-formed relative
to this new env′𝑉 .

• Finally, rule [wf-sec] ensures that all security levels 𝑠′ occurring in the stack
are in descending order, as in our previous requirement. Thus, this property
too is ensured by well-formedness.

Well-formedness ensures that 𝑄 and env𝑆𝑉 can meaningfully be combined in a
configuration ⟨𝑄, env𝑇𝑆𝑉 ⟩ and executed by the typed semantics at level 𝑠, provided
that the initial state env𝑆𝑉 is well-typed, and env𝑇𝑆𝑉 are consistent, and that 𝑠 is
greater than, or equal to, the first security level occurring in 𝑄. Note that it is
necessary to assume consistency of env𝑇 as well to ensure that well-formedness of 𝑄
is preserved, since a transition can place code from env𝑇 on the stack.

All of the aforementioned properties are preserved by the typed transitions. We
show this in the following theorem:

Theorem 28 (Runtime preservation). Assume that the following holds:

• Well-typedness: Σ; Γ; Δ ⊢ env𝑆𝑉 , and

• Consistency: Γ ⊢ env𝑇𝑆𝑉 , and
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• Well-formedness: Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄, and

If Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑄′, env𝑇 ; env′𝑆𝑉 ⟩ then the following holds:

1. Well-typedness: Σ; Γ; Δ′ ⊢ env′𝑆𝑉 ,

2. Consistency: Γ ⊢ env′𝑆𝑉 ,

3. Well-formedness: Σ; Γ; env′𝑆𝑉 ; 𝑠′ ⊢ 𝑄′, and

4. 𝑠-equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env′𝑆, and

The proof is by case analysis of the rules used to conclude the transition (Fig-
ures 8.24–8.26). It can be found in Section 8.9.7.

Theorem 28 assures us that the properties of well-typedness, consistency, and well-
formedness are preserved by the typed semantics; and, additionally, that any changes
to env𝑆 must be to a field that is of level 𝑠 or higher. The latter is in accordance with the
meaning of the static type judgment cmd(𝑠), corresponding to the parameterisation
of the turnstile ⊨𝑠 in the typed semantics. All variables of a level strictly below, or
incomparable to, 𝑠 will be unaffected by the transition steps, so the two environments,
env𝑆 and env′𝑆, agree on all such entries. This is the expected safety property induced
by the types, since executing the stack at level 𝑠 means that no variables of a level
lower than, or incomparable to, 𝑠 may be modified (cf. rules [r-assf], [r-call] and
[r-fcall]), and information is not permitted to flow from a higher level to a lower
level.

Finally, as we did with expressions (Corollary 14), we can now also use Theorem 28
to show that the typed semantics ensures non-interference for stack executions. This
result states that if we execute a stack 𝑄 at level 𝑠 with two different, but 𝑠-equivalent,
memories, env1𝑆𝑉 and env2𝑆𝑉 , then the resulting two memories, env1′𝑆𝑉 and env2′𝑆𝑉 , will
still be 𝑠-equivalent:

Theorem 29 (Runtime non-interference for stacks). Assume that the following holds:

• Well-typedness: Σ; Γ; Δ ⊢ env1𝑆𝑉 and Σ; Γ; Δ ⊢ env2𝑆𝑉 , and

• Consistency: Γ ⊢ env𝑇 ; env1𝑆𝑉 and Γ ⊢ env𝑇 ; env2𝑆𝑉 , and

• Well-formedness: Σ; Γ; env1𝑆𝑉 , 𝑠 ⊢ 𝑄 and Σ; Γ; env2𝑆𝑉 , 𝑠 ⊢ 𝑄, and

• 𝑠-equivalence: Γ; Δ ⊢ env1𝑆𝑉 =𝑠 env
2
𝑆𝑉 .

If

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env1𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑄1, env𝑇 ; env1
′
𝑆𝑉⟩

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env2𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑄2, env𝑇 ; env2
′
𝑆𝑉⟩

then Γ; Δ′ ⊢ env1
′
𝑆𝑉 =𝑠 env

2′
𝑆𝑉 .
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The proof uses Theorem 28 to argue that no entry (field or variable) of a lower level
than 𝑠 could have been modified in the two execution steps. For fields of exactly
level 𝑠, the transitions may have modified them in an assignment, but Corollary 14
then ensures that the two evaluations of the expression on the right-hand side of the
assignments must yield the same value; hence, the fields are updated in the same way.
Finally, the proof goes through a case analysis on the rules of the typed semantics
to handle updates of variables of level 𝑠, again using Corollary 14 to show that any
expression evaluated at level 𝑠 would yield the same value in both executions. The
proof can be found in Section 8.9.8.

It is worth noting that the dual executions of the configurations ⟨𝑄, env𝑇 ; env1𝑆𝑉 ⟩
and ⟨𝑄, env𝑇 ; env2𝑆𝑉 ⟩ actually allow for two different methods to be called. Suppose
for example that𝑄 is of the form call 𝑥.𝑓( ̃𝑒)$𝑒2, and 𝑥 is a variable of type var(𝐼, 𝑠′)
for some level 𝑠′ strictly higher than 𝑠. This would allow it to contain two different
addresses, e.g. 𝑋1 and 𝑋2 in the two executions, which would lead to two different
methods being called, albeit with the same signature. Well-typedness and consistency
of the two environments ensure that either both methods must exist; or neither of the
methods exist, because both 𝑋1 and 𝑋2 must be addresses of contracts that implement
all the methods of the interface 𝐼. Thus, the two resulting variable environments,
env1

′
𝑉 and env2′𝑉 , will therefore still contain exactly the same variable entries, and with

values agreeing at level 𝑠 or lower.
On the other hand, calling two different methods would also mean that the two

different balance fields of the two callees would be different in env1
′
𝑆 resp. env2′𝑆 ; e.g.

in env1
′
𝑆 it might be 𝑋1.balance that was modified, but 𝑋2.balance in env2

′
𝑆 . This,

however, does not lead to a contradiction of Theorem 29 because of the side condition
of the rules [r-call] and [r-fcall], which are the only two rules that could have
been used to conclude such a transition (rule [r-dcall] cannot have been used, since
it does not modify env𝑆). This side condition states that 𝑠′ ⊑ 𝑠3, 𝑠4, where 𝑠3 and
𝑠4 are the levels of the balance fields of the caller and callee, respectively. As we
assumed, for the sake of this argument, that 𝑠′ is strictly greater than 𝑠, then so are
both 𝑠1 and 𝑠2, which means that this difference will not affect the 𝑠-equality of the
two environments.

This example also illustrates that the non-interference property cannot be straight-
forwardly generalised to arbitrarily long transitions sequences, i.e. the reflexive and
transitive closure of typed transitions, since the two stacks 𝑄1 and 𝑄2 actually may
differ after a single transition step. Along with method calls, the two other guarded
constructs, if 𝑒 then 𝑆T else 𝑆F and while 𝑒 do 𝑆, can similarly induce a dif-
ference in the stacks, if e.g. the 𝑆T branch of an if-else construct is selected in the
execution of stack 𝑄1, whilst the 𝑆F branch is selected in the execution of stack 𝑄2.
However, in all these cases, the execution of the guarded statement (𝑆𝑏 in if-else,
resp. 𝑆 in while) now happens in an 𝑠′ context, which by assumption is strictly above
𝑠, since the expression guard 𝑒 otherwise could not have yielded two different values
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in the two executions by Corollary 14. The typed semantics will therefore still ensure
that no field of a level lower than 𝑠 is modified, and fields of level 𝑠 are modified in the
same way, but the transition sequences will not necessarily match step by step. This
can temporarily induce differences between the two variable environments, because
the bodies of the two method calls could declare different local variables. It could
even be the case that the body of one method call might contain an infinite loop,
whilst the other returns. Thus, generalising Theorem 29 to the case of →∗ would
require some way of expressing that if both method calls return, then the stacks are
again equal from that point on, and 𝑠-equality of the two states will then again hold.12
However, we leave it as future work to state and show such a result.

The example above also illustrates a curious detail of our types: If the methods
of a contract are to be executable at all by an external caller in the typed semantics,
then the level of its balance field must be higher than, or equal to, the level of the
contract address. If it were not, then the fact of the call itself would create a downward
information flow (from the address to the balance), which is disallowed by the types.
However, as mentioned above, this does not apply to delegate calls, since env𝑆 is
not modified in the [r-dcall] rule. Thus, one way of ensuring that all methods in a
contract can only be invoked as delegate calls would be to let the balance field have
a strictly lower level than the address of the contract.

8.6.2 Typing interpretations for stacks

In the preceding section, we have shown a number of results regarding typed transi-
tions. Most importantly, we have Theorem 28, which shows that the key property
denoted by ⊨𝑠, corresponding to the static type judgment cmd(𝑠), indeed is ensured
by the typed semantics; namely that only containers of level 𝑠 or higher can be mod-
ified by such a transition. However, this result required some assumptions on the
type environments Σ; Γ; Δ, the state and code environments env𝑇𝑆𝑉 , and the stack 𝑄;
specifically, consistency of env𝑇𝑆𝑉 , well-typedness of env𝑆𝑉 , and well-formedness of
𝑄. These properties are also preserved by the typed transitions, and, together, they
ensure that a configuration ⟨𝑄, env𝑇𝑆𝑉 ⟩ does not get stuck due to a malformed stack
or an attempt to access a contract member on an address that does not contain an
implementation etc. When we rule out such ‘trivial’ type errors, what remains is that
a stuck configuration can only derive from three situations:

• 𝑄 is of the form ⊥, meaning we have reached the bottom of the stack, so the
execution terminates normally.

• 𝑄 is of the form throw; 𝑄′, meaning an exception was thrown, so the execution
terminates abnormally.

12The issue was not present in Chapter 6, because we used a big-step semantics, which ensures that
method calls must return, and loops must terminate, if a transition is to be concluded. It only becomes
apparent here, because we are using a small-step semantics.
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• The corresponding untyped transition would cause a violation of type safety
by allowing an insecure data flow.

Of these, the first two forms are of course still safe to execute, since they have
no transitions. They can obviously also easily be detected by just examining the
structure of 𝑄. Thus, apart from the first two cases, the key point to note here is that
a stuck configuration indicates a runtime type error. We shall use this to formulate
a notion of typing interpretations for stacks 𝑄, such that 𝑄 either must be of one of
the two first forms, or else it must have a typed transition (with some appropriately
shaped env𝑆𝑉 ), such that the reduct again is contained in the typing interpretation.

However, unlike in the corresponding formulation for expressions (Definition 60),
it is important to note that the type constraints represented by Δ and the current
security level 𝑠 can change after a transition step; i.e. typed transitions are of the form

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑄′, env𝑇 ; env′𝑆𝑉 ⟩

whereΔ′ may have been altered, and 𝑠′ may have been increased or decreased, whereas
Σ; Γ are fixed for each program. Hence, Δ and 𝑠 must also be included in the typing
interpretation, together with 𝑄. Our notion of typing interpretations will therefore
not be for stacks 𝑄 alone, but for stack type triplets (𝑄, Δ, 𝑠), where Δ and 𝑠 represent
the currently active variable type environment and security level under which 𝑄 is
executing. To make this clearer, we shall first define a new transition system directly
on the triplets themselves:

Definition 63 (Type lifted transition). Assume Σ, Γ and env𝑇 are fixed. A type lifted
transition system is a tuple (𝒫,⤇), where

𝑃 ∈ 𝒫 ∶∶= 𝒬 × ℰ × 𝒮

is the set of stack type triplets (𝑄, Δ, 𝑠), and the transition relation is defined such
that

Σ; Γ; env𝑇 ⊨ (𝑄, Δ, 𝑠) ⤇ (𝑄′, Δ′, 𝑠′)

if there exist an env𝑆𝑉 built from Σ; Γ; Δ according to Definition 59, and an env′𝑆𝑉
such that

Σ; Γ; Δ; env𝑇 ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′; env𝑇 ⊨𝑠′ ⟨𝑄′, env𝑇 ; env′𝑆𝑉 ⟩ . �

By Theorem 26, we know that if there exists an env1𝑆𝑉 such that the configuration
Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env1𝑆𝑉 ⟩ has a transition, then a transition will also exist for all
similarly shaped env2𝑆𝑉 . All such env𝑆𝑉 are ensured to be well-typed, consistent and
compatible with (𝑄, Δ, 𝑠) by construction, and one way to view this quantification
over all such environments is to think of it as a quantification over all possible,
appropriately shaped and typed inputs to the program on the stack. This is quite
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natural, since we obviously want a notion of safety that does not depend on the actual
values being passed to the program, but only on the types of those values. It is in this
sense that the transition system is type lifted: the shape of the transition system is
not determined by actual values, but by the types of those values.

Different inputs may of course yield different reducts, e.g. in case the stack 𝑄
had an if-else statement at the top, and the environments yield different values
for the guard expression 𝑒. Hence, there may also be more than one possible reduct
for a given triplet 𝑃 in the type lifted transition system. This is important to keep in
mind, because our definition of typing interpretations for stack type triplets 𝑃 must
be such that we ensure both that a reduct for 𝑃 exists, and that all reducts of 𝑃 are
again contained in the typing interpretation. We define it as follows:

Definition 64 (Typing interpretation for stacks). A typing interpretation for stack
type triplets w.r.t. environments Σ, Γ and env𝑇 , written ℛΣ,Γ,env𝑇 , is a set of stack
type triplets 𝑃 = (𝑄, Δ, 𝑠) satisfying that (𝑄, Δ, 𝑠) ∈ ℛΣ,Γ,env𝑇 implies

1. 𝑄 = ⊥ or 𝑄 = throw; 𝑄′, or

2. ∃𝑃′1 such that Σ; Γ; env𝑇 ⊨ (𝑄, Δ, 𝑠) ⤇ 𝑃′1 , and
∀𝑃′2 such that Σ; Γ; env𝑇 ⊨ (𝑄, Δ, 𝑠) ⤇ 𝑃′2 it holds that 𝑃′2 ∈ ℛΣ,Γ,env𝑇 .

The typing of stack type triplets 𝑃 w.r.t. a given Σ, Γ, and env𝑇 , written 𝜈ℛΣ,Γ,env𝑇 ,
is the union of all typing interpretations ℛΣ,Γ,env𝑇 :

𝜈ℛΣ,Γ,env𝑇 ≜⋃ℛΣ,Γ,env𝑇

We write Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠), if there exists a typing interpretation
ℛΣ,Γ,env𝑇 containing (𝑄, Δ, 𝑠). Thus:

Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠) ≜ (𝑄, Δ, 𝑠) ∈ 𝜈ℛΣ,Γ,env𝑇

Likewise, we write Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠), if there exists a typing interpreta-
tion ℛΣ,Γ,env𝑇 containing (𝑆; ⊥, Δ, 𝑠). Thus:

Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠) ≜ (𝑆; ⊥, Δ, 𝑠) ∈ 𝜈ℛΣ,Γ,env𝑇 �

The existence of a typing interpretation ℛΣ,Γ,env𝑇 containing (𝑄, Δ, 𝑠) expresses
that 𝑄 is safe to execute at level 𝑠 or lower (down to fst(𝑄)) for all steps, according to
the type constraints in Σ, Γ and Δ. Note also that typing interpretations for stack type
triplets are formulated relative to a particular choice of code environment env𝑇 . This
is necessary because of the presence of fallback functions, which can place (statically)
untypable code on the stack. All we therefore can require is that such code must be
runtime safe, if it is executed, which is what the existence of a typing interpretation
expresses.
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Like in the definition of typing interpretations for expressions, we define typing
of stack type triplets as a greatest fixed point, although in this case, this set is clearly
undecidable, since statements can diverge. We therefore use a coinductive definition
to allow for the possibility of diverging executions. The definition has two cases:

• In Case 1, we either have an empty stack⊥, or a stack with the command throw
as the top element. Neither of these stacks have any transitions according to
the typed semantics, so they are both safe to execute for all steps (since there
are none), regardless of the type environment Δ and security level 𝑠.

• In Case 2, we handle all other stacks 𝑄. Here, the triplet (𝑄, Δ, 𝑠) must have
at least one transition, and for all its transitions (including the one to 𝑃′1 ) we
require that the reduct 𝑃′2 again must be contained in the typing interpretation.
This slightly complicated formulation is necessary, because we both need to
ensure that the triplet is not stuck, since that would correspond to a type error,
and that all of its possible reducts are type-safe as well.

By using the type-lifted transition system in the definition, we abstract away
from any particular choice of field- and variable environment env𝑆𝑉 . We only require
that one can be built from Σ and Γ, and from the Δ in the stack type triplet. In the
definition, we discard the environments env′𝑆𝑉 from the configuration in the reduct
of the underlying typed transition, since we use the type-lifted transition system, but
we require that the triplet 𝑃′2 = (𝑄′

2, Δ′2, 𝑠′2) again must be in the typing interpretation.
This works, because by Theorem 28, we know that the properties of well-typedness,
consistency and well-formedness are preserved by the typed semantics, so this env′𝑆𝑉
will again be amongst those that can be built from Σ, Γ and Δ′2 in the next step.

Using Definition 64, we can now show that typing is closed under various op-
erations, including, importantly, the syntactic constructors of the language, given
certain assumptions. As an example of what is to come, we can now show that typing
is closed under 𝑠-coercions:

Lemma 58 (Typing coercion for stacks). If

• Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠1), and

• 𝑠1 ⊒ 𝑠2 ⊒ fst(𝑄),

then Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠2).

Proof. By coinduction. From Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠1) we know there exists a
typing interpretation ℛΣ,Γ,env𝑇 containing (𝑄, Δ, 𝑠1). We create a candidate typing
interpretation ℛ containing (𝑄, Δ, 𝑠2) thus:

ℛ ≜ { (𝑄′, Δ′, 𝑠′2) ∣ (𝑄′, Δ′, 𝑠′1) ∈ ℛΣ,Γ,env𝑇 ∧ 𝑠
′
1 ⊒ 𝑠′2 ⊒ fst(𝑄′) }
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and clearly, since (𝑄, Δ, 𝑠1) ∈ ℛΣ,Γ,env𝑇 and 𝑠1 ⊒ 𝑠2 ⊒ fst(𝑄), we also have that
(𝑄, Δ, 𝑠2) ∈ ℛ.

We must now show that ℛ indeed is a typing interpretation according to Defini-
tion 64: Pick any (𝑄′, Δ′, 𝑠′2) ∈ ℛ. There are now two cases:

1. If 𝑄′ = ⊥ or 𝑄′ = throw; 𝑄″, then it satisfies Case 1 of Definition 64.

2. Otherwise, we know that (𝑄′, Δ′, 𝑠′1) ∈ ℛΣ,Γ,env𝑇 , and for all appropriately
shaped env𝑆𝑉 there exists at least one transition

Σ; Γ; Δ′ ⊨𝑠′1 ⟨𝑄
′, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ″ ⊨𝑠″1 ⟨𝑄

″, env𝑇 ; env′𝑆𝑉 ⟩

such that (𝑄″, Δ″, 𝑠″1) ∈ ℛΣ,Γ,env𝑇 . By Theorem 25 we then have that the
transition

Σ; Γ; Δ′ ⊨𝑠′2 ⟨𝑄
′, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ″ ⊨𝑠″2 ⟨𝑄

″, env𝑇 ; env′𝑆𝑉 ⟩

also can be concluded for any 𝑠′2 such that 𝑠′1 ⊒ 𝑠′2 ⊒ fst(𝑄′), and by construc-
tion of ℛ, we also have that (𝑄″, Δ″, 𝑠″2) ∈ ℛ.

Thus we conclude that ℛ indeed is a typing interpretation ℛΣ,Γ,env𝑇 .

Lemma 59 (Typing coercion for statements). If

• Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠1), and

• 𝑠1 ⊒ 𝑠2,

then Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠2).

Proof. By Definition 64,

Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠1) = Σ; Γ; Δ; env𝑇 ⊨ 𝑆;⊥ ∶ cmd(𝑠1)

and fst(𝑆; ⊥) = 𝑠⊥, so 𝑠1 ⊒ 𝑠2 ⊒ fst(𝑆; ⊥) holds for any 𝑠2 such that 𝑠1 ⊒ 𝑠2. The
conclusion then follows from Lemma 58.

Lemma 58 and Lemma 59 are instructive for two reasons: Firstly, they illustrate the
coinductive proof technique, which we shall also use in the following: We construct a
new candidate typing interpretation ℛ from an existing one, and show that ℛ is still
a typing interpretation. Hence, it too is contained in the typing of Σ; Γ; env𝑇 , since
𝜈ℛΣ,Γ,env𝑇 is the union of all typing interpretations.

Secondly, both lemmas have a particular form, with a number of premises involving
typing, implying a single conclusion involving typing. Hence, they can alternatively
be written in the form of inference rules, given in Figure 8.28. These rules resemble the
contravariant coercion rule for statements in Chapter 6, but importantly, unlike the
rules from Chapter 6, these rules have been proved admissible based on the definition
of typing, rather than being defined a priori. This is one of the key differences between
the syntactic and the semantic approach.
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[st-stack-sub]
Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠1)
Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠2)

(𝑠1 ⊒ 𝑠2 ⊒ fst(𝑄))

[st-stm-sub]
Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠1)
Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠2)

(𝑠1 ⊒ 𝑠2)

Figure 8.28: Semantic coercion rules for stacks and statement.

8.6.3 Semantic type rules for stacks

We shall now state and prove a collection of compatibility lemmas for each of the
stack operations. The lemmas are syntax directed, following the syntax of stacks
from Definition 61.

In some of the proofs in this, and the following, section, we shall need to concate-
nate two stacks, that is, take a stack 𝑄1, remove the bottom symbol ⊥, and then prefix
the remainder onto another stack 𝑄2. Thus, we write 𝑞 for a finite sequence of stack
symbols except ⊥; i.e.

𝑞 ∶∶= 𝜖 || 𝑆; 𝑞 || del(𝑥); 𝑞 || (env𝑉 , Δ); 𝑞 || 𝑠; 𝑞

so we can alternatively write a stack 𝑄 as 𝑞; ⊥. Hence, 𝑞 may be regarded as a
‘bottomless stack.’

Lemma 60 (Bottom). Σ; Γ; Δ; env𝑇 ⊨ ⊥ ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ ⊨ ⊥ ∶ cmd(𝑠), we must exhibit a typing in-
terpretation ℛΣ,Γ,env𝑇 containing the triplet (⊥, Δ, 𝑠). For any choice of Δ and 𝑠,
ℛ ≜ { (⊥, Δ, 𝑠) } is a typing interpretation by Case 1 of Definition 64.

Lemma 61 (Statement). If

• Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠), and

• Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠),

then Σ; Γ; Δ; env𝑇 ⊨ 𝑆;𝑄 ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ ⊨ 𝑆;𝑄 ∶ cmd(𝑠), we must exhibit a typing inter-
pretation ℛΣ,Γ,env𝑇 containing the triplet (𝑆; 𝑄, Δ, 𝑠).

From Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠) and Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠) we know there
exist typing interpretations ℛ1

Σ,Γ,env𝑇 and ℛ2
Σ,Γ,env𝑇 such that

(𝑆; ⊥, Δ, 𝑠) ∈ ℛ1
Σ,Γ,env𝑇

(𝑄, Δ, 𝑠) ∈ ℛ2
Σ,Γ,env𝑇
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We then construct the following candidate typing interpretation:

ℛ ≜ { (𝑞; 𝑄, Δ′, 𝑠′) ∣ (𝑞; ⊥, Δ′, 𝑠′) ∈ ℛ1
Σ,Γ,env𝑇 ∧ fin(𝑞; ⊥, Δ′, 𝑠′) = (Δ, 𝑠) }

∪ ℛ2
Σ,Γ,env𝑇

where 𝑞 may be empty. As (𝑆; ⊥, Δ, 𝑠) ∈ ℛ1
Σ,Γ,env𝑇 and fin(𝑆; ⊥, Δ, 𝑠) = (Δ, 𝑠), we

have by construction that (𝑆; 𝑄, Δ, 𝑠) ∈ ℛ.
Now we must show that ℛ indeed is a typing interpretation. Consider an arbi-

trary triplet (𝑄1, Δ1, 𝑠1) ∈ ℛ. If 𝑄1 is of the form throw; 𝑄′
1 or ⊥, then Case 1 of

Definition 64 holds. Otherwise, there are three possibilities:

• If 𝑄1 is of the form 𝑞1; 𝑄 for non-empty 𝑞1, then (𝑞1; ⊥, Δ1, 𝑠1) ∈ ℛ1
Σ,Γ,env𝑇 by

construction of ℛ. Thus we know the transition

Σ; Γ; Δ1 ⊨𝑠1 ⟨𝑞1; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′1 ⊨𝑠′1 ⟨𝑞
′
1; ⊥, env𝑇 ; env′𝑆𝑉 ⟩

can be concluded by some rule, and (𝑞′1; ⊥, Δ′1, 𝑠′1) ∈ ℛ1
Σ,Γ,env𝑇 . Therefore, the

transition

Σ; Γ; Δ1 ⊨𝑠1 ⟨𝑞1; 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′1 ⊨𝑠′1 ⟨𝑞
′
1; 𝑄, env𝑇 ; env′𝑆𝑉 ⟩

can be concluded by the same rule, and by construction of ℛ, we have that
(𝑞′1; 𝑄, Δ′1, 𝑠′1) ∈ ℛ.

• A special case of the above is if 𝑞′1 in the reduct is empty. Again we have that
(𝑞1; ⊥, Δ1, 𝑠1) ∈ ℛ1

Σ,Γ,env𝑇 by construction of ℛ, and we know the transition

Σ; Γ; Δ1 ⊨𝑠1 ⟨𝑞1; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′1 ⊨𝑠′1 ⟨⊥, env𝑇 ; env
′
𝑆𝑉 ⟩

can be concluded by some rule, and (⊥, Δ′1, 𝑠′1) ∈ ℛ1
Σ,Γ,env𝑇 , so the execution

terminates normally.
Now we know by construction of ℛ that fin(𝑞1; ⊥, Δ1, 𝑠1) = (Δ, 𝑠), and since
the execution terminates, we have by Theorem 27 that Δ′1 = Δ and 𝑠′1 = 𝑠. By
the same reasoning as above, the transition

Σ; Γ; Δ1 ⊨𝑠1 ⟨𝑞1; 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env′𝑆𝑉 ⟩

can therefore be concluded, and since (𝑄, Δ, 𝑠) ∈ ℛ2
Σ,Γ,env𝑇 , we also have that

(𝑄, Δ, 𝑠) ∈ ℛ by construction.
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• Otherwise, the triplet (𝑄1, Δ1, 𝑠1) came from ℛ2
Σ,Γ,env𝑇 . Hence we know that

the transition

Σ; Γ; Δ1 ⊨𝑠1 ⟨𝑄1, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′1 ⊨𝑠′1 ⟨𝑄
′
1, env𝑇 ; env′𝑆𝑉 ⟩

can be concluded, and (𝑄′
1, Δ′1, 𝑠′1) ∈ ℛ2

Σ,Γ,env𝑇 . Therefore we also have that
(𝑄′

1, Δ′1, 𝑠′1) ∈ ℛ by construction.

Thus we conclude that ℛ indeed is a typing interpretation ℛΣ,Γ,env𝑇 for the triplet
(𝑆; 𝑄, Δ, 𝑠), as required.

Before proceeding it is perhaps worth adding a few further comments on the
technique used in the proof of Lemma 61, since this is a crucial point, and we shall
use the same technique in several other lemmas: In the construction of the candidate
typing interpretation ℛ we make use of two related facts:

• Transitions only ever modify the top of the stack; hence, we can remove the ⊥
symbol from a stack 𝑞; ⊥ and suffix another stack 𝑄 onto it.

• Theorem 27 tells us that if 𝑞; ⊥ eventually terminates normally, when executed
at level 𝑠 and with type environment Δ, then we can use the function fin(⋅) to
find the security level 𝑠′ and type environment Δ in the terminal state.

By the definition of fin(⋅) (Definition 62), we have that fin(𝑆; ⊥, Δ, 𝑠) = (Δ, 𝑠), so
in the construction of ℛ we make sure to only pick those triplets (𝑞; ⊥, Δ′, 𝑠′) from
ℛ1
Σ,Γ,env𝑇 for which it holds that fin(𝑞; ⊥, Δ′, 𝑠′) = (Δ, 𝑠). This ensures two things:

• Every stack 𝑞; ⊥ that derives from the execution of 𝑆 will be suffixed with 𝑄
and included in the candidate typing interpretation.

• Only those stacks 𝑞; ⊥ that will terminate on (Δ, 𝑠), and hence are compatible
with 𝑄, will be suffixed with 𝑄 and included. This ensures that the newly
created stacks 𝑞; 𝑄 remain well-formed.

It is of course possible that some stacks 𝑞; ⊥ will not terminate, in which case
Theorem 27 does not apply. This is, however, not a problem, since the execution
will then never reach the suffix 𝑄 in the compound stacks 𝑞; 𝑄. The predicate
fin(𝑞; ⊥, Δ′, 𝑠′) = (Δ, 𝑠) still ensures that every compound stack 𝑞; 𝑄 is well-formed,
and by Theorem 28we know that well-formedness is preserved by the typed semantics,
so the construction is still safe, even if the 𝑄 suffix is never reached.

Lemma 62 (End of scope). If Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠),
then Σ; Γ; Δ, 𝑥 ∶ var(𝐵′𝑠′); env𝑇 ⊨ del(𝑥); 𝑄 ∶ cmd(𝑠).
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Proof. By the definition of Σ; Γ; Δ, 𝑥 ∶ var(𝐵′𝑠′); env𝑇 ⊨ del(𝑥); 𝑄 ∶ cmd(𝑠), we must
exhibit a typing interpretation ℛ′

Σ,Γ,env𝑇 which is such that

(del(𝑥); 𝑄, (Δ, 𝑥 ∶ var(𝐵′𝑠′)), 𝑠) ∈ ℛ′
Σ,Γ,env𝑇 .

From Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠), we know there exists a typing interpreta-
tion ℛΣ,Γ,env𝑇 containing the triplet (𝑄, Δ, 𝑠). We then construct a candidate typing
interpretation ℛ, such that it contains (del(𝑥); 𝑄, (Δ, 𝑥 ∶ var(𝐵′𝑠′)), 𝑠) as follows:

ℛ ≜ { (del(𝑥); 𝑄, (Δ, 𝑥 ∶ var(𝐵′𝑠′)), 𝑠) } ∪ ℛΣ,Γ,env𝑇

As we have only added a single triple, all that now is needed is to show that there
exists at least one transition

Σ; Γ; env𝑇 ⊨ (del(𝑥); 𝑄, (Δ, 𝑥 ∶ var(𝐵′𝑠′)), 𝑠) ⤇ 𝑃′1

and that for all such transitions, the reduct 𝑃′2 is again in ℛ.
From (𝑄, Δ, 𝑠) ∈ ℛΣ,Γ,env𝑇 , we know that an appropriately shaped env𝑆𝑉 can be

built from Σ; Γ; Δ for all transitions from 𝑄 by the method in Definition 59 (and if 𝑄
has no transitions by Case 1 of Definition 64, then the shape of env𝑆𝑉 is irrelevant).
Pick any such environment, and pick any value 𝑣 such that TypeOfΓ(𝑣) = (𝐵1, 𝑠1)
and Σ ⊢ 𝐵1 <∶ 𝐵′ and 𝑠1 ⊑ 𝑠′. Now, the transition

Σ; Γ; Δ, 𝑥 ∶ var(𝐵′𝑠′) ⊨𝑠 ⟨del(𝑥); 𝑄, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣⟩ → Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩

can be concluded by [r-delv], and by Theorem 26, the transition can also be concluded
for any other env′𝑆𝑉 having the same structure and satisfying the requirements. No
other transition is possible, so we conclude that the transition

Σ; Γ; env𝑇 ⊨ (del(𝑥); 𝑄, (Δ, 𝑥 ∶ var(𝐵′𝑠′)), 𝑠) ⤇ (𝑄, Δ, 𝑠)

exists, and as (𝑄, Δ, 𝑠) ∈ ℛΣ,Γ,env𝑇 , we also have that (𝑄, Δ, 𝑠) ∈ ℛ by construction.
Thus we conclude that ℛ indeed is a typing interpretation.

Lemma 63 (Method return). If

• Σ; Γ; Δ′; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠), and

• Σ; Γ; Δ′ ⊢ env′𝑉 ,

then Σ; Γ; Δ; env𝑇 ⊨ (env′𝑉 , Δ′); 𝑄 ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ; env𝑇 ⊨ (env′𝑉 , Δ′); 𝑄 ∶ cmd(𝑠), we must exhibit a
typing interpretation ℛ′

Σ,Γ,env𝑇 containing the triplet ((env′𝑉 , Δ′); 𝑄, Δ, 𝑠).
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From Σ; Γ; Δ′; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠), we know there exists a typing interpretation
ℛΣ,Γ,env𝑇 containing the triplet (𝑄, Δ′, 𝑠). We then construct a candidate typing
interpretation ℛ′ containing ((env′𝑉 , Δ′); 𝑄, Δ, 𝑠) as follows:

ℛ ≜ { ((env′𝑉 , Δ′); 𝑄, Δ, 𝑠) } ∪ ℛΣ,Γ,env𝑇

As we have only added a single triple, all that now is needed is to show that there
exists at least one transition

Σ; Γ; env𝑇 ⊨ ((env′𝑉 , Δ′); 𝑄, Δ, 𝑠) ⤇ 𝑃′1

and that for all such transitions, the reduct 𝑃′2 is again in ℛ. Pick any env𝑆𝑉 built
from Σ; Γ; Δ by the method in Definition 59. As we know that Σ; Γ; Δ′ ⊢ env′𝑉 , the
transition

Σ; Γ; Δ ⊨𝑠 ⟨(env′𝑉 , Δ′); 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠 ⟨𝑄, env𝑇𝑆; env′𝑉 ⟩

can now be concluded by [r-return], and by Theorem 26 the transition can also be
concluded for any other env𝑆𝑉 built according to Definition 59. No other transition
is possible, so we conclude that the transition

Σ; Γ; env𝑇 ⊨ ((env′𝑉 , Δ′); 𝑄, Δ, 𝑠) ⤇ (𝑄, Δ′, 𝑠)

exists, and as (𝑄, Δ′, 𝑠) ∈ ℛΣ,Γ,env𝑇 , we also have that (𝑄, Δ′, 𝑠) ∈ ℛ by construction.
Thus we conclude that ℛ indeed is a typing interpretation.

Lemma 64 (Security level restore). If

• Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠′), and

• 𝑠 ⊒ 𝑠′

then Σ; Γ; Δ; env𝑇 ⊨ 𝑠′; 𝑄 ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ; env𝑇 ⊨ 𝑠′; 𝑄 ∶ cmd(𝑠), we must exhibit a typing
interpretation ℛ′

Σ,Γ,env𝑇 containing the triplet (𝑠′; 𝑄, Δ, 𝑠).
From Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠′), we know there exists a typing interpretation

ℛΣ,Γ,env𝑇 containing the triplet (𝑄, Δ, 𝑠′). We then construct a candidate typing
interpretation ℛ, such that it contains (𝑠′; 𝑄, Δ, 𝑠) for some 𝑠 ⊒ 𝑠′ as follows:

ℛ ≜ { (𝑠′; 𝑄, Δ, 𝑠) } ∪ ℛΣ,Γ,env𝑇

As we have only added a single triple, all that now is needed is to show that there
exists at least one transition

Σ; Γ; env𝑇 ⊨ (𝑠′; 𝑄, Δ, 𝑠) ⤇ 𝑃′1
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[st-bot]
Σ; Γ; Δ; env𝑇 ⊨ ⊥ ∶ cmd(𝑠)

[st-stm]
Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠) Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠)

Σ; Γ; Δ ⊢ 𝑆;𝑄 ∶ cmd(𝑠)

[st-del]
Σ; Γ, Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠)

Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠′); env𝑇 ⊨ del(𝑥); 𝑄 ∶ cmd(𝑠)

[st-ret]
Σ; Γ; Δ′ ⊢ env𝑉 Σ; Γ; Δ′ ⊨ 𝑄 ∶ cmd(𝑠)

Σ; Γ; Δ ⊨ (env′𝑉 , Δ′); 𝑄 ∶ cmd(𝑠)

[st-res] Σ; Γ; Δ ⊨ 𝑄 ∶ cmd(𝑠′)
Σ; Γ; Δ ⊨ 𝑠′; 𝑄 ∶ cmd(𝑠) (𝑠 ⊒ 𝑠′)

Figure 8.29: Semantic type rules for stacks.

and that, for all such transitions, the reduct 𝑃′2 is again in ℛ. Pick any env𝑆𝑉 built
from Σ; Γ; Δ by the method in Definition 59. As we know that 𝑠 ⊒ 𝑠′, the transition

Σ; Γ; Δ ⊨𝑠 ⟨𝑠′; 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠′ ⟨𝑄, env𝑇𝑆𝑉 ⟩

can be concluded by [r-restore], and by Theorem 26 the transition can also be con-
cluded for any other env′𝑆𝑉 having the same structure and satisfying the requirements.
No other transition is possible, so we conclude that the transition

Σ; Γ; env𝑇 ⊨ (𝑠′; 𝑄, Δ, 𝑠) ⤇ (𝑄, Δ, 𝑠′)

exists, and as (𝑄, Δ, 𝑠′) ∈ ℛΣ,Γ,env𝑇 , we also have that (𝑄, Δ, 𝑠′) ∈ ℛ by construction.
Thus we conclude that ℛ indeed is a typing interpretation.

As was the case with the coercion lemmas, the preceding Lemmas 60–64 can
alternatively be written as inference rules. These semantic type rules are given in
Figure 8.29. As the reader will notice, these rules closely resemble the static type rules
from Figure 8.17, except that we now use the double turnstile ⊨ in place of the typing
relation ⊢, and we have env𝑇 on the left-hand side along with the type environment.
The rule [st-res] is of course new, since it is necessitated by our extended syntax
for stacks, and in [st-ret] the extraction function E(⋅) from the corresponding rule
[t-ret] is no longer necessary, since we have the type environment Δ′ stored directly
on the stack. Nevertheless, the correspondence should be clear.

However, the crucial difference between

Σ; Γ; Δ ⊢ 𝑄 ∶ cmd(𝑠) and Σ; Γ; Δ; env𝑇 ⊨ 𝑄 ∶ cmd(𝑠)
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is of course that the former is a judgment of well-typedness, concluded inductively by
the type rules, whereas the latter is an assertion of type-safety, defined independently
of the lemmas. This is a subtle, but important difference: The syntactic type rules
are first defined, and then well-typedness is shown to be preserved by the (untyped)
semantics, with well-typedness implying type-safety. The semantic type rules are
derived from lemmas, that state conditions under which type-safety itself is preserved
by the stack constructors. The rules follow from proven statements, rather than the
other way around.

8.6.4 Semantic type rules for statements

The preceding section has illustrated the key steps in the semantic approach, by
which we prove admissibility of our type rules individually. We shall now continue
with type-safety assertions of the form Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠) for the syntactic
category of statements 𝑆. Most of the proofs are again by coinduction, and as before
we shall use 𝑞 to denote a bottomless stack.

Lemma 65 (Skip). Σ; Γ; Δ ⊨ skip ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ ⊨ skip ∶ cmd(𝑠), we must exhibit a typing
interpretation ℛΣ,Γ,env𝑇 containing the triplet (skip; ⊥, Δ, 𝑠). Here is our candidate
typing interpretation:

ℛ ≜ { (skip; ⊥, Δ, 𝑠), (⊥, Δ, 𝑠) }

and clearly, (skip; ⊥, Δ, 𝑠) ∈ ℛ. We must now show that ℛ indeed is a typing
interpretation by checking the criteria of Definition 64. We examine each of the pairs
we have added:

• By rule [r-skip] we can conclude the transition

Σ; Γ; Δ ⊨𝑠 ⟨skip; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇𝑆𝑉 ⟩

for any Δ, 𝑠, and env𝑆𝑉 . There are no other possible transitions, so we conclude
that the transition

Σ; Γ; env𝑇 ⊨ (skip; ⊥, Δ, 𝑠) ⤇ (⊥, Δ, 𝑠)

exists, and (⊥, Δ, 𝑠) ∈ ℛ by construction.

• Now we must show that the criteria of Definition 64 also hold for the triplet
(⊥, Δ, 𝑠). This holds by Case 1.

Thus we conclude that ℛ indeed is a typing interpretation.



362

Lemma 66 (Throw). Σ; Γ; Δ; env𝑇 ⊨ throw ∶ cmd(𝑠).

Proof. By Case 1 of Definition 64.

Lemma 67 (Sequential composition). If

• Σ; Γ; Δ; env𝑇 ⊨ 𝑆1 ∶ cmd(𝑠), and

• Σ; Γ; Δ; env𝑇 ⊨ 𝑆2 ∶ cmd(𝑠),

then Σ; Γ; Δ; env𝑇 ⊨ 𝑆1; 𝑆2 ∶ cmd(𝑠).

Proof. By Definition 64,

Σ; Γ; Δ; env𝑇 ⊨ 𝑆2 ∶ cmd(𝑠) = Σ; Γ; Δ; env𝑇 ⊨ 𝑆2; ⊥ ∶ cmd(𝑠)

and 𝑆2; ⊥ is a stack 𝑄. The result then follows directly from Lemma 61.

Lemma 68 (If-then-else). If

• Σ; Γ; Δ ⊨ 𝑒 ∶ bool𝑠, and

• Σ; Γ; Δ; env𝑇 ⊨ 𝑆T ∶ cmd(𝑠), and

• Σ; Γ; Δ; env𝑇 ⊨ 𝑆F ∶ cmd(𝑠), and

then Σ; Γ; Δ; env𝑇 ⊨ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ; env𝑇 ⊨ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠), we
must exhibit a typing interpretationℛΣ,Γ,env𝑇 which is such that it contains the triplet
(if 𝑒 then 𝑆T else 𝑆F; ⊥, Δ, 𝑠).

From Σ; Γ; Δ; env𝑇 ⊨ 𝑆T ∶ cmd(𝑠) and Σ; Γ; Δ; env𝑇 ⊨ 𝑆F ∶ cmd(𝑠) we know that
there exist typing interpretations ℛ1

Σ,Γ,env𝑇 and ℛ2
Σ,Γ,env𝑇 such that

(𝑆T; ⊥, Δ, 𝑠) ∈ ℛ1
Σ,Γ,env𝑇

(𝑆F; ⊥, Δ, 𝑠) ∈ ℛ2
Σ,Γ,env𝑇 .

We then construct the following candidate typing interpretation where 𝑞1 and 𝑞2 may
be empty:

ℛ ≜ { (if 𝑒 then 𝑆T else 𝑆F; ⊥, Δ, 𝑠) }

∪ { (𝑞1; 𝑠; ⊥, Δ1, 𝑠1) ∣ (𝑞1; ⊥, Δ1, 𝑠1) ∈ ℛ1
Σ,Γ,env𝑇 ∧ fin(𝑞1; ⊥, Δ1, 𝑠1) = (Δ, 𝑠) }

∪ { (𝑞2; 𝑠; ⊥, Δ2, 𝑠2) ∣ (𝑞2; ⊥, Δ2, 𝑠2) ∈ ℛ2
Σ,Γ,env𝑇 ∧ fin(𝑞2; ⊥, Δ2, 𝑠2) = (Δ, 𝑠) }

∪ { (⊥, Δ, 𝑠) }

and, by construction, we have that (if 𝑒 then 𝑆T else 𝑆F; ⊥, Δ, 𝑠) ∈ ℛ.
We must now show that ℛ in fact is a typing interpretation. First we consider the

two single triples that we added:
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• As ⊥ has no transitions, the triplet (⊥, Δ, 𝑠) satisfies Case 1 of Definition 64.

• From Σ; Γ; Δ ⊨ 𝑒 ∶ bool𝑠 and Definition 60, we know that

Σ; Γ; Δ ⊨bool𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑏

where 𝑏 is a boolean of level 𝑠 for any env𝑆𝑉 built from Σ; Γ; Δ according to
Definition 59. Thus, the transition

Σ; Γ; Δ ⊨𝑠 ⟨if 𝑒 then 𝑆T else 𝑆F; ⊥, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨𝑆𝑏; 𝑠; ⊥, env𝑇𝑆𝑉 ⟩

can be concluded by rule [r-if], where 𝑆𝑏 can be either 𝑆T or 𝑆F. Hence, there
are two possible transitions:

Σ; Γ; env𝑇 ⊨ (if 𝑒 then 𝑆T else 𝑆F; ⊥, Δ, 𝑠) ⤇ (𝑆T; 𝑠; ⊥, Δ, 𝑠)
Σ; Γ; env𝑇 ⊨ (if 𝑒 then 𝑆T else 𝑆F; ⊥, Δ, 𝑠) ⤇ (𝑆F; 𝑠; ⊥, Δ, 𝑠)

which by Theorem 26 can be concluded for any env𝑆𝑉 built from Σ; Γ; Δ ac-
cording to Definition 59. There are no other possible transitions. Finally, since

(𝑆T; ⊥, Δ, 𝑠) ∈ ℛ1
Σ,Γ,env𝑇 ∧ fin(𝑆T; ⊥, Δ, 𝑠) = (Δ, 𝑠)

(𝑆F; ⊥, Δ, 𝑠) ∈ ℛ2
Σ,Γ,env𝑇 ∧ fin(𝑆F; ⊥, Δ, 𝑠) = (Δ, 𝑠)

we have that (𝑆T; 𝑠; ⊥, Δ, 𝑠) ∈ ℛ and (𝑆F; 𝑠; ⊥, Δ, 𝑠) ∈ ℛ by construction.

Next we consider an arbitrary triplet (𝑞1; 𝑠; ⊥, Δ1, 𝑠1) from the set

{ (𝑞1; 𝑠; ⊥, Δ1, 𝑠1) ∣ (𝑞1; ⊥, Δ1, 𝑠1) ∈ ℛ1
Σ,Γ,env𝑇 ∧ fin(𝑞1; ⊥, Δ1, 𝑠1) = (Δ, 𝑠) } .

As 𝑞1 can be empty, we have three cases to consider:

• If 𝑞1 is empty, then it must have come from a triplet (⊥, Δ, 𝑠) ∈ ℛ1
Σ,Γ,env𝑇 ,

since fin(⊥, Δ, 𝑠) = (Δ, 𝑠). Thus, the triplet in ℛ is of the form (𝑠; ⊥, Δ, 𝑠) by
construction of ℛ.
As 𝑠 ⊒ 𝑠, this satisfies the side condition of [r-restore], so the transition

Σ; Γ; Δ ⊨𝑠 ⟨𝑠; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇𝑆𝑉 ⟩

can be concluded by that rule for any appropriately shaped env𝑆𝑉 , and as
argued above, (⊥, Δ, 𝑠) ∈ ℛ by construction.

• If 𝑞1 is of the form throw; 𝑞′1 then this satisfies Case 1 of Definition 64.
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• If 𝑞1 is non-empty and not of the form throw; 𝑞′1, then all we know is that
(𝑞1; ⊥, Δ1, 𝑠1) ∈ ℛ1

Σ,Γ,env𝑇 and fin(𝑞1, Δ1, 𝑠1) = (Δ, 𝑠), and that there exists at
least one transition

Σ; Γ; Δ1 ⊨𝑠1 ⟨𝑞1; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′1 ⊨𝑠′1 ⟨𝑞
′
1; ⊥, env𝑇 ; env′𝑆𝑉 ⟩

for all appropriately shaped env𝑆𝑉 , and (𝑞′1; ⊥, Δ′1, 𝑠′1) ∈ ℛ1
Σ,Γ,env𝑇 . There are

now two possibilities, depending on the shape of 𝑞′1:

– If 𝑞′1 is empty, then the transition above terminates normally. Hence, the
reduct is of the form Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇 ; env′𝑆𝑉 ⟩. Then, the transition

Σ; Γ; Δ1 ⊨𝑠1 ⟨𝑞1; 𝑠; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠 ⟨𝑠; ⊥, env𝑇 ; env′𝑆𝑉 ⟩

can likewise be concluded, and (𝑠; ⊥, Δ, 𝑠) ∈ ℛ by construction, as argued
above.

– Otherwise, if 𝑞′1 is non-empty, then the reduct is instead of the form
Σ; Γ; Δ′1 ⊨𝑠′1 ⟨𝑞

′
1; ⊥, env𝑇 ; env′𝑆𝑉 ⟩ and (𝑞′1; ⊥, Δ′1, 𝑠′1) ∈ ℛ1

Σ,Γ,env𝑇 . Then,
the transition

Σ; Γ; Δ1 ⊨𝑠1 ⟨𝑞1; 𝑠; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′1 ⊨𝑠′1 ⟨𝑞
′
1; 𝑠; ⊥, env𝑇 ; env′𝑆𝑉 ⟩

can likewise be concluded. Finally, by Theorem 27 (Terminal type level)
we have that fin(𝑞′1; ⊥, Δ′1, 𝑠′1) = (Δ, 𝑠), so by construction we also have
that (𝑞′1; 𝑠; ⊥, Δ′1, 𝑠′1) ∈ ℛ, as required.

The cases for triplets from the other set

{ (𝑞2; 𝑠; ⊥, Δ2, 𝑠2) ∣ (𝑞2; ⊥, Δ2, 𝑠2) ∈ ℛ2
Σ,Γ,env𝑇 ∧ fin(𝑞2; ⊥, Δ2, 𝑠2) = (Δ, 𝑠) }

are similar to the above, so we omit repeating the argument. Thus we conclude thatℛ
indeed is a typing interpretation for the triplet (if 𝑒 then 𝑆T else 𝑆F; ⊥, Δ, 𝑠).

Lemma 68 above tells us that we from the premises Σ; Γ; Δ ⊨ 𝑒 ∶ (bool, 𝑠), and
Σ; Γ; Δ; env𝑇 ⊨ 𝑆T ∶ cmd(𝑠), and Σ; Γ; Δ; env𝑇 ⊨ 𝑆F ∶ cmd(𝑠), can conclude that

Σ; Γ; Δ; env𝑇 ⊨ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠)

which, as expected, bears a close resemblance to a syntactic type rule. However, as
the reader may have noticed, the list of premises and side conditions does not quite
match the corresponding syntactic type rule, [t-if], since, according to that rule, the
conclusion should hold for each 𝑠′ such that 𝑠′ ⊑ 𝑠. This is on purpose, since, as the
reader may recall from Section 8.4.4, we chose to omit an explicit coercion rule for
statements, which instead led to the addition of side conditions of the form 𝑠′ ⊑ 𝑠 to
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all rules for guarded statements, where the statement under the guard may have to
execute at a higher level.

However, by Lemma 59 above, we have derived the admissibility of such a coercion
rule, so by combining Lemma 68 and Lemma 59, we can also conclude

Σ; Γ; Δ; env𝑇 ⊨ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠′)

for each 𝑠′ ⊑ 𝑠 from these premises. In the following lemmas for guarded statement
constructs, we shall therefore likewise omit this extra side condition 𝑠′ ⊑ 𝑠.

Lemma 69 (While). If

• Σ; Γ; Δ ⊨ 𝑒 ∶ bool𝑠, and

• Σ; Γ; Δenv𝑇 ⊨ 𝑆 ∶ cmd(𝑠),

then Σ; Γ; Δ; env𝑇 ⊨ while 𝑒 do 𝑆 ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ; env𝑇 ⊨ while 𝑒 do 𝑆 ∶ cmd(𝑠), we must exhibit
a typing interpretation ℛ′

Σ,Γ,env𝑇 containing the triplet (while 𝑒 do 𝑆;⊥, Δ, 𝑠).
From Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠)we know that there exists a typing interpretation

ℛΣ,Γ,env𝑇 such that (𝑆, Δ, 𝑠) ∈ ℛΣ,Γ,env𝑇 . We then construct the following candidate
typing interpretation where 𝑞′ may be empty:

ℛ ≜ { (while 𝑒 do 𝑆;⊥, Δ, 𝑠) }

∪ { (𝑞′; 𝑠; while 𝑒 do 𝑆;⊥, Δ′, 𝑠′) |||
(𝑞′; ⊥, Δ′, 𝑠′) ∈ ℛΣ,Γ,env𝑇

∧ fin(𝑞′; ⊥, Δ′, 𝑠′) = (Δ, 𝑠) }

∪ { (⊥, Δ, 𝑠) }

and, by construction, we have that (while 𝑒 do 𝑆;⊥, Δ, 𝑠) ∈ ℛ.
We must now show that ℛ in fact is a typing interpretation. First we consider the

two single triplets that we added:

• As ⊥ has no transitions, the triplet (⊥, Δ, 𝑠) satisfies Case 1 of Definition 64.

• From Σ; Γ; Δ ⊨ 𝑒 ∶ bool𝑠 and Definition 60, we know that

Σ; Γ; Δ ⊨bool𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑏

can be concluded for any env𝑆𝑉 built from Σ; Γ; Δ according to Definition 59.
Depending on the value of 𝑏, we now have a choice between two different
rules by which to conclude the transition. By Theorem 26, either of the two
transition can then be concluded for any env𝑆𝑉 built according to Definition 59.
We consider each case in turn:
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– If 𝑏 = F, then we can conclude the transition

Σ; Γ; Δ ⊨𝑠 ⟨while 𝑒 do 𝑆, env𝑇𝑆𝑉 ; ⊥, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇𝑆𝑉 ⟩

by [r-whileF], and (⊥, Δ, 𝑠) ∈ ℛ by construction, as argued above.
– If 𝑏 = T, then we can conclude the transition

Σ; Γ; Δ ⊨𝑠 ⟨while 𝑒 do 𝑆;⊥, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨𝑆; 𝑠; while 𝑒 do 𝑆;⊥, env𝑇𝑆𝑉 ⟩

and since (𝑆; ⊥, Δ, 𝑠) ∈ ℛΣ,Γ,env𝑇 and fin(𝑆; ⊥, Δ, 𝑠) = (Δ, 𝑠), then we
also have that (𝑆; 𝑠; while 𝑒 do 𝑆;⊥, Δ, 𝑠) ∈ ℛ by construction.

Next we consider an arbitrary triplet (𝑞′; 𝑠; while 𝑒 do 𝑆;⊥, Δ′, 𝑠′) from the set

{(𝑞′; 𝑠; while 𝑒 do 𝑆;⊥, Δ′, 𝑠′) |||
(𝑞′; ⊥, Δ′, 𝑠′) ∈ ℛΣ,Γ,env𝑇

∧ fin(𝑞′; ⊥, Δ′, 𝑠′) = (Δ, 𝑠) }

As 𝑞′ can be empty, we have three cases to consider:

• If 𝑞′ is empty, then it must have come from the triplet (⊥, Δ, 𝑠) ∈ ℛΣ,Γ,env𝑇 , since
fin(⊥, Δ, 𝑠) = (Δ, 𝑠). Thus, the triplet is of the form (𝑠; while 𝑒 do 𝑆;⊥, Δ, 𝑠).
As 𝑠 ⊒ 𝑠, this satisfies the side condition of [r-restore], so the transition

Σ; Γ; Δ ⊨𝑠 ⟨𝑠; while 𝑒 do 𝑆;⊥, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨while 𝑒 do 𝑆;⊥, env𝑇𝑆𝑉 ⟩

can be concluded by that rule for any appropriately shaped env𝑆𝑉 , and we have
that (while 𝑒 do 𝑆;⊥, Δ, 𝑠) ∈ ℛ by construction.

• If 𝑞′ is of the form throw; 𝑞″, then this satisfies Case 1 of Definition 64.

• If 𝑞′ is non-empty and not of the form throw; 𝑞″, then all we know is that
(𝑞′; ⊥, Δ′, 𝑠′) ∈ ℛΣ,Γ,env𝑇 and fin(𝑞′; ⊥, Δ′, 𝑠′) = (Δ, 𝑠), and there exists at least
one transition

Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑞′; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ″ ⊨𝑠″ ⟨𝑞″; ⊥, env𝑇 ; env′𝑆𝑉 ⟩

for all appropriately shaped env𝑆𝑉 built from Σ; Γ; Δ′ according to Definition 59,
and (𝑞″; ⊥, Δ″, 𝑠″) ∈ ℛΣ,Γ,env𝑇 . There are now two possibilities, depending on
the shape of 𝑞″:
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– If 𝑞″ is empty, then the transition above terminates normally. Hence, the
reduct is of the form Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇 ; env′𝑆𝑉 ⟩. Then, the transition

Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑞′; 𝑠; while 𝑒 do 𝑆;⊥, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨𝑠; while 𝑒 do 𝑆;⊥, env𝑇 ; env′𝑆𝑉 ⟩

can likewise be concluded, and (𝑠; while 𝑒 do 𝑆;⊥, Δ, 𝑠) ∈ ℛ by con-
struction, as argued above.

– Otherwise, if 𝑞″ is non-empty, then the reduct is instead of the form
Σ; Γ; Δ″ ⊨𝑠″ ⟨𝑞″; ⊥, env𝑇 ; env′𝑆𝑉 ⟩ and (𝑞″; ⊥, Δ″, 𝑠″) ∈ ℛΣ,Γ,env𝑇 . Then,
the transition

Σ; Γ; Δ1 ⊨𝑠′ ⟨𝑞′; 𝑠; while 𝑒 do 𝑆;⊥, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ″ ⊨𝑠″ ⟨𝑞″; 𝑠; while 𝑒 do 𝑆;⊥, env𝑇 ; env′𝑆𝑉 ⟩

can likewise be concluded. Finally, by Theorem 27 (Terminal type level)
we have that fin(𝑞″; ⊥, Δ″, 𝑠″) = (Δ, 𝑠), so by construction we also have
that (𝑞″; 𝑠; while 𝑒 do 𝑆;⊥, Δ″, 𝑠″) ∈ ℛ, as required.

Thus we conclude that ℛ indeed is a typing interpretation containing the triplet
(while 𝑒 do 𝑆;⊥, Δ, 𝑠), as required.

Lemma 70 (Variable declaration). If

• Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠1 , and

• Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠1); env𝑇 ⊨ 𝑆 ∶ cmd(𝑠),

then Σ; Γ; Δ; env𝑇 ⊨ var(𝐵𝑠1) 𝑥 := 𝑒 in 𝑆 ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ; env𝑇 ⊨ var(𝐵𝑠1) 𝑥 := 𝑒 in 𝑆 ∶ cmd(𝑠), we
must exhibit a typing interpretation containing (var(𝐵𝑠1) 𝑥 := 𝑒 in 𝑆;⊥, Δ, 𝑠).

From Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠1); env𝑇 ⊨ 𝑆 ∶ cmd(𝑠) we know there exists a typing
interpretation ℛΣ,Γ,env𝑇 such that

(𝑆; ⊥, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠) ∈ ℛΣ,Γ,env𝑇

We then construct the following candidate typing interpretation:

ℛ ≜ { (var(𝐵𝑠1) 𝑥 := 𝑒 in 𝑆;⊥, Δ, 𝑠) }

∪ { (𝑞′; del(𝑥); ⊥, Δ′, 𝑠′) |||
(𝑞′; ⊥, Δ′, 𝑠′) ∈ ℛΣ,Γ,env𝑇

∧ fin(𝑞′; ⊥, Δ′, 𝑠′) = ((Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠)
}

∪ { (⊥, Δ, 𝑠) }
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and clearly (var(𝐵𝑠1) 𝑥 := 𝑒 in 𝑆;⊥, Δ, 𝑠) ∈ ℛ.
We must now show that ℛ indeed is a typing interpretation. First, we consider

the two single triplets that we added:

• As ⊥ has no transitions, the triplet (⊥, Δ, 𝑠) satisfies Case 1 of Definition 64.

• From Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠1 and Definition 60, we know that

Σ; Γ; Δ ⊨𝐵𝑠1 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

where 𝑣 is a value of type 𝐵 and level 𝑠1 for any env𝑆𝑉 built from Σ; Γ; Δ
according to Definition 59. Thus, the transition

Σ; Γ; Δ ⊨𝑠 ⟨var(𝐵𝑠1) 𝑥 := 𝑒 in 𝑆;⊥, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠1) ⊨𝑠 ⟨𝑆; del(𝑥); ⊥, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣⟩

can be concluded by rule [r-decv]. By Theorem 26, the transition can be
concluded for any env𝑆𝑉 built from Σ; Γ; Δ according to Definition 59. There
are no other possible transitions. Finally, since

(𝑆; ⊥, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠) ∈ ℛΣ,Γ,env𝑇
fin(𝑆; ⊥, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠) = ((Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠)

we have by the construction of ℛ that (𝑆; del(𝑥); ⊥, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠) ∈ ℛ.

Next we consider an arbitrary triplet (𝑞′; del(𝑥); ⊥, Δ′, 𝑠′) from the set

{(𝑞′; del(𝑥); ⊥, Δ′, 𝑠′) |||
(𝑞′; ⊥, Δ′, 𝑠′) ∈ ℛΣ,Γ,env𝑇

∧ fin(𝑞′; ⊥, Δ′, 𝑠′) = ((Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠)
}

As 𝑞′ can be empty, we have three cases to consider:

• If 𝑞′ is empty, then it must have come from the triplet (⊥, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠) ∈
ℛΣ,Γ,env𝑇 , since fin(⊥, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠) = ((Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠). Thus, the
triplet in ℛ is of the form (del(𝑥); ⊥, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠). The transition

Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠′) ⊨𝑠 ⟨del(𝑥); ⊥, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇𝑆𝑉 ⟩

can be concluded by that rule for any appropriately shaped env𝑆; env𝑉 , 𝑥 ∶ 𝑣
by [r-delv], and, as argued above, (⊥, Δ, 𝑠) ∈ ℛ by construction.

• If 𝑞′ is of the form throw; 𝑞″, then this satisfies Case 1 of Definition 64.
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• If 𝑞′ is non-empty and not of the form throw; 𝑞″, then all we know is that
(𝑞′; ⊥, Δ′, 𝑠′) ∈ ℛΣ,Γ,env𝑇 and fin(𝑞′; ⊥, Δ′, 𝑠′) = ((Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠), and
there exists at least one transition

Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑞′; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ″ ⊨𝑠″ ⟨𝑞″; ⊥, env𝑇 ; env′𝑆𝑉 ⟩

for all appropriately shaped env𝑆𝑉 , and (𝑞″; ⊥, Δ″, 𝑠″) ∈ ℛΣ,Γ,env𝑇 . There are
now two possibilities, depending on the shape of 𝑞″:

– If 𝑞″ is empty, then the transition above terminates normally. Hence, the
reduct is of the form Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇 ; env′𝑆; env′𝑉 , 𝑥 ∶ 𝑣″⟩, andΔ′ must
have contained the entry 𝑥 ∶ var(𝐵𝑠1) as well; i.e. Δ′ = Δ″, 𝑥 ∶ var(𝐵𝑠1)
for some Δ″. Thus, the transition is of the form

Σ; Γ; Δ″, 𝑥 ∶ var(𝐵𝑠1) ⊨𝑠′ ⟨𝑞′; ⊥, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣′⟩
→ Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠1) ⊨𝑠 ⟨⊥, env𝑇 ; env′𝑆; env′𝑉 , 𝑥 ∶ 𝑣″⟩

for some Δ″, 𝑠′, env′𝑆, env′𝑉 and 𝑣″, since we cannot know which, if any,
of these components were affected by the transition. Then, the transition

Σ; Γ; Δ″, 𝑥 ∶ var(𝐵𝑠1) ⊨𝑠′ ⟨𝑞′; del(𝑥); ⊥, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣′⟩
→ Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠1) ⊨𝑠 ⟨del(𝑥); ⊥, env𝑇 ; env′𝑆; env′𝑉 , 𝑥 ∶ 𝑣″⟩

can likewise be concluded, and (del(𝑥); ⊥, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠) ∈ ℛ by
construction, as argued above.

– Otherwise, if 𝑞″ is non-empty, then the reduct is instead of the form
Σ; Γ; Δ″ ⊨𝑠″ ⟨𝑞″; ⊥, env𝑇 ; env′𝑆𝑉 ⟩ and (𝑞″; ⊥, Δ″, 𝑠″) ∈ ℛΣ,Γ,env𝑇 . Then,
the transition

Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑞′; del(𝑥); ⊥, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣′⟩
→ Σ; Γ; Δ″ ⊨𝑠″ ⟨𝑞″; del(𝑥); ⊥, env𝑇 ; env′𝑆; env′𝑉 , 𝑥 ∶ 𝑣″⟩

can likewise be concluded. Finally, by Theorem 27 (Terminal type level)
we have that fin(𝑞″; ⊥, Δ″, 𝑠″) = ((Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠), so by construction
we also have that (𝑞″; del(𝑥); ⊥, Δ″, 𝑠″) ∈ ℛ, as required.

Thus we conclude that ℛ indeed is a typing interpretation containing the triplet
(var(𝐵𝑠1) 𝑥 := 𝑒 in 𝑆;⊥, Δ, 𝑠), as required.

Lemma 71 (Variable assignment). If

• Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠, and
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• Δ(𝑥) = var(𝐵𝑠)

then Σ; Γ; Δ; env𝑇 ⊨ 𝑥 := 𝑒 ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ; env𝑇 ⊨ 𝑥 := 𝑒 ∶ cmd(𝑠), we must exhibit a
typing interpretation ℛΣ,Γ,env𝑇 containing the triplet (𝑥 := 𝑒; ⊥, Δ, 𝑠). We construct
a candidate typing interpretation as follows:

ℛ ≜ { (𝑥 := 𝑒; ⊥, Δ, 𝑠), (⊥, Δ, 𝑠) }

and clearly, (𝑥 := 𝑒; ⊥, Δ, 𝑠) ∈ ℛ.
We must now show that ℛ indeed is a typing interpretation. We consider each of

the triplets we have added:

• (⊥, Δ, 𝑠) ∈ ℛ by Case 1 of Definition 64.

• From Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠 and Definition 60, we know that

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

where 𝑣 is a value of type𝐵 and level 𝑠 for any env𝑆𝑉 built fromΣ; Γ; Δ according
to Definition 59. Furthermore, from Δ(𝑥) = var(𝐵𝑠), we know that Δ = Δ′, 𝑥 ∶
var(𝐵𝑠) for some Δ′. By the construction in Definition 59, we therefore also
have that env𝑉 is such that env𝑉 = env′𝑉 , 𝑥 ∶ 𝑣′ for some env′𝑉 and some 𝑣′ of
type 𝐵𝑠. We can then conclude the transition

Σ; Γ; Δ ⊨𝑠 ⟨𝑥 := 𝑒; ⊥, env𝑇𝑆; env′𝑉 , 𝑥 ∶ 𝑣′⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣⟩

by rule [r-assv]. By Theorem 26, the transition can then be concluded for any
env𝑆𝑉 built from Σ; Γ; Δ according to Definition 59. There are no other possible
transitions.
Finally, (⊥, Δ, 𝑠) ∈ ℛ by construction.

Thus we conclude that ℛ indeed is a typing interpretation for (𝑥 := 𝑒; ⊥, Δ, 𝑠), as
required.

Lemma 72 (Field assignment). If

• Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠, and

• Δ(this) = var(𝐼𝑠1), and

• Γ(𝐼)(𝑝) = var(𝐵𝑠), and
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• 𝑠1 ⊑ 𝑠,

then Σ; Γ; Δ; env𝑇 ⊢ this.𝑝 := 𝑒 ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ; env𝑇 ⊨ this.𝑝 := 𝑒 ∶ cmd(𝑠), we must exhibit
a typing interpretation ℛΣ,Γ,env𝑇 containing the triplet (this.𝑝 := 𝑒; ⊥, Δ, 𝑠). We
construct a candidate typing interpretation as follows:

ℛ ≜ { (this.𝑝 := 𝑒; ⊥, Δ, 𝑠), (⊥, Δ, 𝑠) }

and clearly, (this.𝑝 := 𝑒; ⊥, Δ, 𝑠) ∈ ℛ.
We must now show that ℛ indeed is a typing interpretation. We consider each of

the triplets we have added:

• (⊥, Δ, 𝑠) ∈ ℛ by Case 1 of Definition 64.

• From Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠 and Definition 60, we know that

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

where 𝑣 is a value of type𝐵 and level 𝑠 for any env𝑆𝑉 built fromΣ; Γ; Δ according
to Definition 59.
From Δ(this) = var(𝐼𝑠1), we know that Δ = Δ′, this ∶ var(𝐼𝑠1) for some Δ′,
and 𝑠1 ⊑ 𝑠. Likewise, from Γ(𝐼)(𝑝) = var(𝐵𝑠), we know that the field 𝑝 exist
on the interface 𝐼 and is declared with type var(𝐵𝑠). By the construction in
Definition 59, we therefore also have that the environments are such that

env𝑉 = env′𝑉 , this ∶ 𝑋
env𝑆 = env′𝑆, 𝑋 ∶ env𝐹
env𝐹 = env′𝐹 , 𝑝 ∶ 𝑣′

for some env′𝑉 , env′𝑆, env
′
𝐹 , and some address 𝑋 of type 𝐼𝑠1; and some value 𝑣′

of type 𝐵𝑠. We can then conclude the transition

Σ; Γ; Δ ⊨𝑠 ⟨this.𝑝 := 𝑒; ⊥, env𝑇 ; env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣′]] ; env𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇 ; env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] ; env𝑉 ⟩

by rule [r-assf]. By Theorem 26, the transition can then be concluded for all
env𝑆𝑉 built from Σ; Γ; Δ according to Definition 59. There are no other possible
transitions. Finally, (⊥, Δ, 𝑠) ∈ ℛ by construction.

Thus we conclude that ℛ indeed is a typing interpretation for (𝑥 := 𝑒; ⊥, Δ, 𝑠), as
required.
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[st-envt1]
Σ; Γ; env𝑇 ⊨ env∅𝑇

[st-envt2]
Σ; Γ; env𝑇 ⊨ env′𝑇 Σ; Γ; env𝑇 ⊨𝑋 env𝑀

Σ; Γ; env𝑇 ⊨ env′𝑇 , 𝑋 ∶ env𝑀

[st-envm1]
Σ; Γ; env𝑇 ⊨𝑋 env∅𝑀

[st-envm2]
Σ; Γ; env𝑇 ⊨𝑋 env𝑀 Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠)

Σ; Γ; env𝑇 ⊨𝑋 env𝑀, 𝑓 ∶ (𝑥1,… , 𝑥𝑛, 𝑆)
(𝑠 ⊑ 𝑠1)

where:
𝐼𝑠1 = Γ(𝑋)

var(int𝑠2) = Γ(𝐼)(balance)
Γ(𝐼)(𝑓) = proc((𝐵1, 𝑠′1),… , (𝐵𝑛, 𝑠′𝑛)):𝑠

Δ = this ∶ var(𝐼𝑠1), value ∶ var(int𝑠2), sender ∶ var(𝐼⊤𝑠⊤),
𝑥1 ∶ var(𝐵1, 𝑠′1),… , 𝑥𝑛 ∶ var(𝐵𝑛, 𝑠′𝑛)

Figure 8.30: Semantic type rules for code environments env𝑇 .

Before proceeding with the final compatibility lemmas for method calls, we shall
need to define a semantic notion of type safety for the code environment env𝑇 , using
Definition 64. It is given by the rules in Figure 8.30. As can be seen, the definition
closely follows the syntactic type rules from Figure 8.18, except that we now use the
double turnstile, and we also have env𝑇 on the left-hand side. Hence, as expected,
env𝑇 is judged type-safe relative to itself, as well as the type constraints in Σ and
Γ. Thus, the predicate expresses that there exists a typing interpretation for each
method body 𝑆, with Δ and 𝑠 derived from the method signature in Γ.

Lemma 73 (Method call). If

• Σ; Γ; env𝑇 ⊨ env𝑇 , and

• Σ; Γ; Δ ⊨ 𝑒1 ∶ 𝐼𝑌𝑠 , and

• Σ; Γ; Δ ⊨ 𝑒2 ∶ int𝑠, and

• Σ; Γ; Δ ⊨ 𝑒′1 ∶ (𝐵′1, 𝑠′1) ∧ … ∧ Σ; Γ; Δ ⊨ 𝑒′𝑘 ∶ (𝐵
′
𝑘, 𝑠

′
𝑘), and

• Δ(this) = 𝐼𝑋𝑠1 , and

• Γ(𝐼𝑋)(balance) = var(int𝑠3), and

• Γ(𝐼𝑌 )(balance) = var(int𝑠4), and
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• Γ(𝐼𝑌 )(𝑓) = proc((𝐵′1, 𝑠′1),… , (𝐵′𝑘, 𝑠
′
𝑘)):𝑠, and

• 𝑠1 ⊑ 𝑠 ⊑ 𝑠3, 𝑠4, and

then Σ; Γ; Δ; env𝑇 ⊨ call 𝑒1.𝑓(𝑒′1,… , 𝑒′𝑘)$𝑒2 ∶ cmd(𝑠).

Proof. By the definition of Σ; Γ; Δ; env𝑇 ⊨ call 𝑒1.𝑓(𝑒′1,… , 𝑒′𝑘)$𝑒2 ∶ cmd(𝑠), we
must exhibit a typing interpretationℛΣ,Γ,env𝑇 which is such that it contains the triplet
(call 𝑒1.𝑓(𝑒′1,… , 𝑒′𝑘)$𝑒2; ⊥, Δ, 𝑠).

From Σ; Γ; Δ ⊨ 𝑒1 ∶ 𝐼𝑌𝑠 and Theorem 21 we know that 𝑒1 evaluates to an address
𝑌 of type 𝐼′ such that Σ ⊢ 𝐼′ <∶ 𝐼𝑌 , and of a level 𝑠′ such that 𝑠′ ⊑ 𝑠. Furthermore,
from Γ(𝐼𝑌 )(𝑓) = proc((𝐵′1, 𝑠′1),… , (𝐵′𝑘, 𝑠

′
𝑘)):𝑠 we know that every such interface 𝐼′

declares a method 𝑓 with this signature, or a subtype thereof, since every subtype of
𝐼𝑌 must declare at least the same methods.

Finally, from Σ; Γ; env𝑇 ⊨ env𝑇 (Figure 8.30), we know that for each such dec-
laration of the method 𝑓 in env𝑇 , it holds that Σ; Γ; Δ𝑖; env𝑇 ⊨ 𝑆𝑖 ∶ cmd(𝑠𝑖), where
𝑆𝑖 is the method body, and Δ𝑖 and 𝑠𝑖 are obtained from the method signature in Γ.
Since both env𝑇 and Γ are finite, the number of interfaces in Γ which are subtypes of
𝐼𝑌 is also finite, and the number of implementations of 𝐼𝑌 and any of its subtypes
in env𝑇 is also finite. We use 𝑖 to index this collection in the following. Thus, we
know there exists a finite collection of typing interpretationsℛ𝑖

Σ,Γ,env𝑇 containing the
triplets (𝑆𝑖, Δ𝑖, 𝑠𝑖) for each declaration of 𝑓.13 We then construct a candidate typing
interpretation as follows:

ℛ ≜ { (call 𝑒1.𝑓(𝑒′1,… , 𝑒′𝑘)$𝑒2; ⊥, Δ, 𝑠) }

∪ { (𝑞′𝑖; (env𝑉 , Δ); 𝑠; ⊥, Δ′𝑖, 𝑠′𝑖)
|||

(𝑞′𝑖; ⊥, Δ′𝑖, 𝑠′𝑖) ∈ ℛ𝑖
Σ,Γ,env𝑇

∧ fin(𝑞′𝑖; ⊥, Δ′𝑖, 𝑠′𝑖) = (Δ𝑖, 𝑠𝑖)
}
𝑖

∪ { (𝑠; ⊥, Δ, 𝑠𝑖) }𝑖
∪ { (⊥, Δ, 𝑠) }

where env𝑉 is constructed from Σ, Γ and Δ according to the method in Definition 59.
We must now show that ℛ indeed is a typing interpretation. First, we consider

the three singleton sets we have added:

• Consider the triplet (⊥, Δ, 𝑠). As ⊥ has no transitions, the triplet (⊥, Δ, 𝑠)
satisfies Case 1 of Definition 64.

• Consider the triplets (𝑠; ⊥, Δ, 𝑠𝑖) for each 𝑖. For each 𝑠𝑖 we know that 𝑠𝑖 ⊒ 𝑠
from the definition of subtyping of method declarations in the consistency rules

13Note: TheΔ𝑖 and 𝑠𝑖 may differ because of subtyping of the method signature, and because of different
types for the magic variable this. Each of the types in any Δ𝑖 may be supertypes of the types from the
signature of 𝑓 on 𝐼𝑌 , and 𝑠𝑖 ⊒ 𝑠, by contravariance of the type constructor.
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for Σ (Figure 8.11). Thus, this satisfies the side condition of [r-restore], so the
transition

Σ; Γ; Δ ⊨𝑠𝑖 ⟨𝑠; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠 ⟨⊥, env𝑇𝑆𝑉 ⟩

can be concluded by that rule for any appropriately shaped env𝑆𝑉 , and, by
construction, (⊥, Δ, 𝑠) ∈ ℛ.

• Consider the triplet (call 𝑒1.𝑓(𝑒′1,… , 𝑒′𝑘)$𝑒2; ⊥, Δ, 𝑠). Pick any env𝑆𝑉 built
from Σ, Γ and Δ according to Definition 59. From

Σ; Γ; Δ ⊨ 𝑒′1 ∶ (𝐵′1, 𝑠′1) ∧ … ∧ Σ; Γ; Δ ⊨ 𝑒′𝑘 ∶ (𝐵
′
𝑘, 𝑠

′
𝑘)

and Σ; Γ; Δ ⊨ 𝑒2 ∶ int𝑠 and Definition 60 and Theorem 21, we know that each
of the expressions evaluates to a value of the appropriate type (𝐵′𝑖 , 𝑠′𝑖). From
this, and the remaining premises of the lemma, we know that the transition

Σ; Γ; Δ ⊨𝑠 ⟨call 𝑒1.𝑓( ̃𝑒)$𝑒2; ⊥, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ𝑖 ⊨𝑠𝑖 ⟨𝑆𝑖; (env𝑉 , Δ); 𝑠; ⊥, env𝑇 ; env

′
𝑆𝑉 ⟩

can be concluded by [r-call], and as we know that 𝑓 ∈ dom (env𝑇(𝑌)) the
rule [r-fcall] cannot be used. Thus, no other transitions can be concluded,
and (𝑆𝑖; (env𝑉 , Δ); 𝑠; ⊥, Δ𝑖, 𝑠𝑖) ∈ ℛ by construction.

Next we consider an arbitrary triplet (𝑞′𝑖; (env𝑉 , Δ); 𝑠; ⊥, Δ′𝑖, 𝑠′𝑖) from the sets

{(𝑞′𝑖; (env𝑉 , Δ); 𝑠; ⊥, Δ′𝑖, 𝑠′𝑖)
|||

(𝑞′𝑖; ⊥, Δ′𝑖, 𝑠′𝑖) ∈ ℛ𝑖
Σ,Γ,env𝑇

∧ fin(𝑞′𝑖; ⊥, Δ′𝑖, 𝑠′𝑖) = (Δ𝑖, 𝑠𝑖)
}
𝑖

As 𝑞′𝑖 can be empty, we have three cases to consider:

• If 𝑞′𝑖 is empty, then it must have come from the triplet (⊥, Δ𝑖, 𝑠𝑖) ∈ ℛ𝑖
Σ,Γ,env𝑇 ,

since fin(⊥, Δ𝑖, 𝑠𝑖) = (Δ𝑖, 𝑠𝑖). Thus by construction, the triplet in ℛ is of the
form ((env𝑉 , Δ); 𝑠; ⊥, Δ𝑖, 𝑠𝑖), and we know that Σ; Γ; Δ ⊢ env𝑉 . The transition

Σ; Γ; Δ𝑖 ⊨𝑠𝑖 ⟨(env𝑉 , Δ); 𝑠; ⊥, env𝑇𝑆; env
′
𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠𝑖 ⟨𝑠; ⊥, env𝑇𝑆𝑉 ⟩

can therefore be concluded by that rule for any appropriately shaped env𝑆; env′𝑉
by [r-return], and (𝑠; ⊥, Δ, 𝑠𝑖) ∈ ℛ by construction.

• If 𝑞′𝑖 is of the form throw; 𝑞″𝑖 , then this satisfies Case 1 of Definition 64.
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• If 𝑞′𝑖 is non-empty and not of the form throw; 𝑞″𝑖 , then all we know is that
(𝑞′𝑖; ⊥, Δ′𝑖, 𝑠′𝑖) ∈ ℛ𝑖

Σ,Γ,env𝑇 and fin(𝑞′𝑖; ⊥, Δ′𝑖, 𝑠′𝑖) = (Δ𝑖, 𝑠𝑖), and there exists at
least one transition

Σ; Γ; Δ′𝑖 ⊨𝑠′𝑖 ⟨𝑞
′
𝑖; ⊥, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ″𝑖 ⊨𝑠″𝑖 ⟨𝑞

″
𝑖 ; ⊥, env𝑇 ; env′𝑆𝑉 ⟩

for all appropriately shaped env𝑆𝑉 built from Σ; Γ; Δ′𝑖 according to Definition 59,
and (𝑞″𝑖 ; ⊥, Δ″𝑖 , 𝑠″𝑖 ) ∈ ℛ𝑖

Σ,Γ,env𝑇 . There are now two possibilities, depending on
the shape of 𝑞″𝑖 :

– If 𝑞″𝑖 is empty, then the transition above terminates normally. Hence, the
reduct is of the form Σ; Γ; Δ𝑖 ⊨𝑠𝑖 ⟨⊥, env𝑇 ; env

′
𝑆𝑉 ⟩. Then, the transition

Σ; Γ; Δ′𝑖 ⊨𝑠′𝑖 ⟨𝑞
′
𝑖; (env𝑉 , Δ); 𝑠; ⊥, env𝑇𝑆𝑉 ⟩

→ Σ; Γ; Δ𝑖 ⊨𝑠𝑖 ⟨(env𝑉 , Δ); 𝑠; ⊥, env𝑇 ; env
′
𝑆𝑉 ⟩

can likewise be concluded, and ((env𝑉 , Δ); 𝑠; ⊥, Δ𝑖, 𝑠𝑖) ∈ ℛ by construc-
tion, as argued above.

– Otherwise, if 𝑞″𝑖 is non-empty, then the reduct is instead of the form
Σ; Γ; Δ″𝑖 ⊨𝑠″𝑖 ⟨𝑞″𝑖 ; ⊥, env𝑇 ; env′𝑆𝑉 ⟩ and (𝑞″𝑖 ; ⊥, Δ″𝑖 , 𝑠″𝑖 ) ∈ ℛ𝑖

Σ,Γ,env𝑇 . Then,
the transition

Σ; Γ; Δ′ ⊨𝑠′𝑖 ⟨𝑞
′
𝑖; (env𝑉 , Δ); 𝑠; ⊥, env𝑇𝑆𝑉 ⟩

→ Σ; Γ; Δ″ ⊨𝑠″𝑖 ⟨𝑞
″
𝑖 ; (env𝑉 , Δ); 𝑠; ⊥, env𝑇 ; env′𝑆𝑉 ⟩

can likewise be concluded. Finally, by Theorem 27 (Terminal type level)
we have that fin(𝑞″𝑖 ; ⊥, Δ″𝑖 , 𝑠″𝑖 ) = (Δ𝑖, 𝑠𝑖), so by construction we also have
that (𝑞″𝑖 ; (env𝑉 , Δ); 𝑠; ⊥, Δ″𝑖 , 𝑠″𝑖 ) ∈ ℛ, as required.

Thus we conclude that ℛ indeed is a typing interpretation containing the triplet
(call 𝑒1.𝑓(𝑒′1,… , 𝑒′𝑘)$𝑒2; ⊥, Δ, 𝑠), as required.

Lemma 74 (Delegate call). If

• Σ; Γ; env𝑇 ⊨ env𝑇 , and

• Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐼𝑌𝑠 , and

• Σ; Γ; Δ ⊨ 𝑒′1 ∶ (𝐵′1, 𝑠′1) ∧ … ∧ Σ; Γ; Δ ⊨ 𝑒′𝑘 ∶ (𝐵
′
𝑘, 𝑠

′
𝑘), and

• Δ(this) = 𝐼𝑋𝑠1 , and

• Σ ⊢ 𝐼𝑋 <∶ 𝐼𝑌 , and
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• Γ(𝐼𝑌 )(𝑓) = proc((𝐵′1, 𝑠′1),… , (𝐵′𝑘, 𝑠
′
𝑘)):𝑠, and

• 𝑠1 ⊑ 𝑠,

then Σ; Γ; Δ; env𝑇 ⊢ dcall 𝑒.𝑓(𝑒′1,… , 𝑒′𝑘) ∶ cmd(𝑠)

Proof sketch. By the definition of Σ; Γ; Δ; env𝑇 ⊨ dcall 𝑒.𝑓(𝑒′1,… , 𝑒′𝑘) ∶ cmd(𝑠),
we must exhibit a typing interpretation ℛΣ,Γ,env𝑇 which is such that it contains the
triplet (dcall 𝑒.𝑓(𝑒′1,… , 𝑒′𝑘); ⊥, Δ, 𝑠).

The proof is almost exactly the same as the proof for Lemma 73 (Method call)
above. The only differences are that we here do not have a value parameter 𝑒2,
and the magic variables this, sender and value are not rebound in the new type
environments Δ𝑖. However, neither of these differences affect the argument in the
proof. Hence, we shall not repeat it here.

Both of the preceding Lemmas 73–74 included a premise Σ; Γ; env𝑇 ⊨ env𝑇
requiring that every method declaration in env𝑇 (except fallback functions) must be
semantically type-safe. This is of course not an unreasonable requirement, since a
standard Subject-Reduction theorem also would require well-typedness of all the
environments (cf. Chapter 6). However, it is worth pointing out that this is an over-
approximation, since we actually only need the method 𝑓 (and its possible subtypes)
declared on the interface 𝐼𝑌 (and its possible subtypes) to be type-safe, in order for
the proof to work. This restriction can thus be weakened without affecting the proof.
We merely preferred to use the more general requirement Σ; Γ; env𝑇 ⊨ env𝑇 to keep
the premises of the lemmas simpler.

As with the compatibility lemmas for stacks, the preceding Lemmas 65–74 can
of course also be written as semantic type rules. These are given in Figure 8.31.
Again, the reader may notice the general similarity to the syntactic type rules from
Figure 8.16, but also a few differences. Most notably, the side conditions of the
form 𝑠 ⊑ 𝑠′ are now gone, since, as previously mentioned, the purpose of these side
conditions was to ensure that the coercion property holds, for which we now instead
have the coercion rule in Figure 8.28. Otherwise, the rules have similar premises, apart
from the aforementioned premise Σ; Γ; env𝑇 ⊨ env𝑇 in [st-call] and [st-dcall].

The similarity between the two sets of rules might seem to indicate that we have
achieved nothing more than the syntactic type system from Section 8.4; i.e. the rules
in Figure 8.28 provide only an approximation to the set of type-safe programs, just
as the syntactic type rules only define well-typedness as an approximation to type
safety. Both must necessarily induce slack in the form of statements 𝑆 for which
safety cannot be concluded by the rules, but which nevertheless behave in a type
safe way at runtime; i.e. their typed transitions would not be stuck. For example, the
rules [st-call] and [st-dcall] require method calls to use a method name 𝑓, and
thus these rules still cannot be used to handle cases where the magic variable id
is used to issue a call. However, the important thing to note here is that using the
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[st-skip]
Σ; Γ; Δ ⊨ skip ∶ cmd(𝑠)

[st-throw]
Σ; Γ; Δ ⊨ throw ∶ cmd(𝑠)

[st-seq]
Σ; Γ; Δ; env𝑇 ⊨ 𝑆1 ∶ cmd(𝑠) Σ; Γ; Δ; env𝑇 ⊢ 𝑆2 ∶ cmd(𝑠)

Σ; Γ; Δ; env𝑇 ⊨ 𝑆1; 𝑆2 ∶ cmd(𝑠)

[st-if]

Σ; Γ; Δ; env𝑇 ⊨ 𝑆T ∶ cmd(𝑠)
Σ; Γ; Δ ⊨ 𝑒 ∶ bool𝑠 Σ; Γ; Δ; env𝑇 ⊨ 𝑆F ∶ cmd(𝑠)
Σ; Γ; Δ; env𝑇 ⊨ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠)

[st-while]
Σ; Γ; Δ ⊨ 𝑒 ∶ bool𝑠 Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠)

Σ; Γ; Δ; env𝑇 ⊨ while 𝑒 do 𝑆 ∶ cmd(𝑠)

[st-decv]
Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠1 Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠1); env𝑇 ⊨ 𝑆 ∶ cmd(𝑠)

Σ; Γ; Δ; env𝑇 ⊨ var(𝐵𝑠1) 𝑥 := 𝑒 in 𝑆 ∶ cmd(𝑠)

[st-assv]
Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠

Σ; Γ; Δ; env𝑇 ⊨ 𝑥 := 𝑒 ∶ cmd(𝑠) (Δ(𝑥) = var(𝐵𝑠))

[st-assf]
Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠

Σ; Γ; Δ; env𝑇 ⊢ this.𝑝 := 𝑒 ∶ cmd(𝑠) ( Δ(this) = var(𝐼𝑠1)
Γ(𝐼)(𝑝) = var(𝐵𝑠)

)

[st-call]

Σ; Γ; Δ ⊨ 𝑒1 ∶ 𝐼𝑌𝑠 Σ; Γ; env𝑇 ⊨ env𝑇
Σ; Γ; Δ ⊨ 𝑒2 ∶ int𝑠 Σ; Γ; Δ ⊨ ̃𝑒 ∶ 𝐵 ̃𝑠

Σ; Γ; Δ; env𝑇 ⊨ call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶ cmd(𝑠) (𝑠1 ⊑ 𝑠 ⊑ 𝑠3, 𝑠4)

where:
var(𝐼𝑋𝑠1) = Δ(this)

var(int𝑠3) = Γ(𝐼𝑋)(balance)
var(int𝑠4) = Γ(𝐼𝑌 )(balance)

proc(𝐵 ̃𝑠):𝑠 = Γ(𝐼𝑌 )(𝑓)

[st-dcall]

Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐼𝑌𝑠 Σ ⊢ 𝐼𝑋 <∶ 𝐼𝑌
Σ; Γ; Δ ⊨ ̃𝑒 ∶ 𝐵 ̃𝑠 Σ; Γ; env𝑇 ⊨ env𝑇

Σ; Γ; Δ; env𝑇 ⊢ dcall 𝑒.𝑓( ̃𝑒) ∶ cmd(𝑠) (𝑠1 ⊑ 𝑠)

where:
var(𝐼𝑋𝑠1) = Δ(this)

proc(𝐵 ̃𝑠):𝑠 = Γ(𝐼𝑌 )(𝑓)

Figure 8.31: Semantic type rules for statements
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semantic type rules is optional. There is always the possibility of showing safety for
a statement 𝑆 by giving an explicit typing interpretation instead, to satisfy a premise
anywhere in the system. The syntactic type system left us no way to reason about
such statements, e.g. to show that a compound statement 𝑆′ still is safe, even if it
contains 𝑆 as a sub-statement. The semantic type rules now give us that option.

Finally, wemight now also want to show a theorem of compatibility for statements,
similar to Theorem 23 for expressions, to relate the syntactic type rules to their
semantic counterparts:

Theorem 30 (Compatibility for statements).

Σ; Γ;∅ ⊢ env𝑇 ∧ Σ; Γ; Δ ⊢ 𝑆 ∶ cmd(𝑠)
⟹ Σ; Γ; env𝑇 ⊨ env𝑇 ∧ Σ; Γ; Δ; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠).

Proof sketch. By induction on the derivations of the two type judgments

Σ; Γ;∅ ⊢ env𝑇 and Σ; Γ; Δ ⊢ 𝑆 ∶ cmd(𝑠),

and a case analysis of the last rules used. Both statements have to be shown together,
because of their mutual dependency. Each syntactic construct is typed by a particular
syntactic type rule, and the case can then be concluded by the corresponding compat-
ibility lemma, and using Lemma 59 for cases where the syntactic type rule has a side
condition of the form 𝑠 ⊑ 𝑠′.

As an example, suppose Σ; Γ; Δ ⊢ 𝑆 ∶ cmd(𝑠) was concluded by [t-if]. Then the
judgment is of the form

Σ; Γ; Δ ⊢ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠)

and from the premise and side condition of that rule we know that

Σ; Γ; Δ ⊢ 𝑒 ∶ (bool𝑠′)
Σ; Γ; Δ ⊢ 𝑆T ∶ cmd(𝑠′)
Σ; Γ; Δ ⊢ 𝑆F ∶ cmd(𝑠′)

𝑠 ⊑ 𝑠′

By Theorem 23 (Compatibility for expressions) we have that

Σ; Γ; Δ ⊢ 𝑒 ∶ bool𝑠′ ⟹ Σ;Γ; Δ ⊨ 𝑒 ∶ bool𝑠′

and by the induction hypothesis we have that

Σ; Γ; Δ ⊢ 𝑆T ∶ cmd(𝑠′) ⟹ Σ; Γ; Δ ⊨ 𝑆T ∶ cmd(𝑠′)
Σ; Γ; Δ ⊢ 𝑆F ∶ cmd(𝑠′) ⟹ Σ; Γ; Δ ⊨ 𝑆F ∶ cmd(𝑠′)
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and Σ; Γ;∅ ⊢ env𝑇 ⟹ Σ;Γ; env𝑇 ⊨ env𝑇 . This satisfies the premises of rule
[st-if], so by the corresponding compatibility lemma (Lemma 68), we can conclude

Σ; Γ; Δ; env𝑇 ⊨ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠′)

Finally, from 𝑠 ⊑ 𝑠′ and rule [st-stm-sub] (Lemma 59) we can conclude

Σ; Γ; Δ; env𝑇 ⊨ if 𝑒 then 𝑆T else 𝑆F ∶ cmd(𝑠)

as required.

We omit a full proof of the above result, since the syntactic type rules are no
longer needed, but the sketch above shows the steps involved. A similar statement
can then also be shown for stacks 𝑄, which finally gives us the same guarantees
as a Subject-Reduction result; namely that well-typedness indeed implies safety, as
expected.14

In summary, what we have now achieved, is thus a proof system for type safety,
which gives us the same safety guarantees as a proof system for well-typedness (a
syntactic type system), but with the additional benefit of having a separate definition
of type safety (Definition 64). This gives us more flexibility, because we can now
choose how to show that a given premise holds; either by using the semantic type
rules, or by giving an explicit typing interpretation. We can even use the definition of
type safety to prove additional compatibility lemmas for special cases of statements
residing in the slack of the rules from Figure 8.31. This, finally, gives us a way to
approach safety for even some usages of the fallback function.

8.7 Type safe fallback functions

Armed with our notion of type safety, we can now return to the problem of how to
ensure safety of the fallback function. As described in Section 8.1.3, the problem is
actually twofold:

• The magic variable id can be bound to any method name at runtime, and
the magic variable args works like a variadic argument list, which makes it
impossible to statically assign either of them any type.

• The static type check ensures that all method calls are to declared method
names, so fallback functions can never be invoked in a well-typed program,
which thus makes either the construct, or well-typedness, useless.

14There is actually a minor, technical difference: Subject reduction cannot be shown directly, using the
untyped semantics, because it does not store information about entering a heightened security context,
which we, in the typed semantics, represented by updating the security level on the turnstile ⊨𝑠′ and
pushing the original security level 𝑠 onto the stack. For example, in the case of if-else, execution of the
guarded statement 𝑆𝑏 must preserve the judgment cmd(𝑠′), and not merely cmd(𝑠) for all its execution
steps, but the untyped semantics does not take this difference into account.
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1 contract Y : 𝐼𝑌𝑠 {
2 ⋮
3 func fallback() {
4 i f id = f then dcall X.f() e l se dcall X.g()
5 }
6 }

Figure 8.32: A simple example of a fallback function declaration.

In the present section we shall discuss how both of these problems may be handled
using the semantic approach to type soundness.

8.7.1 Type-safe fallback calls

As we also argued in Section 8.1.3, it is possible to write a fallback function body in
such a way that there is only a finite number of possible continuations, regardless of
the bindings of id and args. Consider, for example, the body of the fallback function
in Figure 8.32. This body is type safe at some level 𝑠, if both of the two delegate calls
are type safe at level 𝑠. In other words, if we know that

• Σ; Γ; Δ ⊨ id = 𝑓 ∶ bool𝑠, and

• Σ; Γ; Δ; env𝑇 ⊨ dcall 𝑋.𝑓() ∶ cmd(𝑠), and

• Σ; Γ; Δ; env𝑇 ⊨ dcall 𝑋.𝑔() ∶ cmd(𝑠)

hold, then we can also conclude

Σ; Γ; Δ; env𝑇 ⊨ if id = 𝑓 then dcall 𝑋.𝑓() else dcall 𝑋.𝑔() ∶ cmd(𝑠)

by [st-if] (Lemma 68). Hence, any failedmethod call, that would lead to the invocation
of this fallback function, could also be shown to be type safe at level 𝑠. We cannot
conclude this using the existing semantic type rules, [st-call] and [st-dcall], since
both require the method name 𝑓 to exist on the interface 𝐼𝑌 , but we can instead
provide a new type rule, which can be applied in cases where 𝑓 ∉ dom (Γ(𝐼𝑌 )). This
rule is given in Figure 8.33.

The rule can of course also be stated in the form of a lemma and given a formal
proof. However, we shall omit this, since the steps are the same as in the proof of
Lemma 73 (Method call). The only difference is that we obtain the bodies of the
fallback functions, 𝑆, and the type environments Δ′, from an explicit quantification
over addresses 𝑌 in the side condition, rather than having the more general statement
Σ; Γ; env𝑇 ⊨ env𝑇 in the premise.
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[st-fcall]

Σ; Γ; Δ ⊨ 𝑒1 ∶ 𝐼𝑌𝑠
Σ; Γ; Δ ⊨ 𝑒2 ∶ int𝑠 Σ; Γ; Δ ⊨ ̃𝑒 ∶ 𝐵 ̃𝑠

Σ; Γ; Δ; env𝑇 ⊨ call 𝑒1.𝑓( ̃𝑒)$𝑒2 ∶ cmd(𝑠) (𝑠1 ⊑ 𝑠 ⊑ 𝑠3, 𝑠4)

where:
var(𝐼𝑋𝑠1) = Δ(this)

var(int𝑠3) = Γ(𝐼𝑋)(balance)
var(int𝑠4) = Γ(𝐼𝑌 )(balance)

𝑓 ∉ dom (Γ(𝐼𝑌 ))
∀𝑌 ∈ dom (env𝑇) . Γ(𝑌) = 𝐼′𝑠′ ∧ Σ ⊢ 𝐼′ <∶ 𝐼𝑌 ∧ 𝑠′ ⊑ 𝑠 ⟹

Σ;Γ; Δ′; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠)
where:
(𝜖, 𝑆) = env𝑇(𝑌)(fallback)
Δ′ = this ∶ var(𝐼′𝑠′), value ∶ var(int𝑠), sender ∶ var(𝐼⊤𝑠⊤),

id ∶ var(idf𝑠), args ∶ var(𝐵 ̃𝑠)

Figure 8.33: A semantic type rule for fallback function calls.

The aforementioned difference is unimportant w.r.t. proving admissibility of the
rule, but it does make a difference w.r.t. using the rule in type checking a piece of code:
In rules [st-call] and [st-dcall], the statement Σ; Γ; env𝑇 ⊨ env𝑇 is independent
of the other premises. It does not have to be proved for each application of one of the
aforementioned rules. In contrast, in the rule [st-fcall], the quantification is over
all addresses 𝑌 satisfying a condition which depends on the type of the expression 𝑒1,
and this, in turn, determines the type environment Δ′ and the level 𝑠 for which the
body 𝑆 must be type safe. The truth value of this side condition may thus have to
be evaluated anew each time the rule is applied, whereas Σ; Γ; env𝑇 ⊨ env𝑇 can be
shown separately, once and for all.

When spelt out in words, the quantification in the side condition reads as follows:
Assume 𝐼𝑌𝑠 is the runtime type of the object path 𝑒1. For all addresses 𝑌 in env𝑇 , if
the following three conditions hold for 𝑌 :

• Γ(𝑌) = 𝐼′𝑠′ , i.e. the type of 𝑌 is 𝐼′𝑠′, and

• Σ ⊢ 𝐼′ <∶ 𝐼𝑌 , i.e. 𝐼′ is a subtype of 𝐼𝑌 , and

• 𝑠′ ⊑ 𝑠, i.e. the level of 𝑌 is below or equal to the target level 𝑠,

then Σ; Γ; Δ′; env𝑇 ⊨ 𝑆 ∶ cmd(𝑠) must also hold, where 𝑆 is the body of the fallback
function of 𝑌 , and Δ′ is built in the expected way, in accordance with the semantic
rule [r-fcall]. In other words, we must require that the fallback functions of every
contract implementing the interface 𝐼𝑌 , or one of its subtypes, must be type safe at
level 𝑠. This extra step is necessary, since 𝐼𝑌𝑠 is not guaranteed to be the actual type of
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1 contract Y : 𝐼𝑌𝑠 {
2 ⋮
3 func fallback() {
4 i f id = 𝑓1 ∨ … ∨ id = 𝑓𝑛 then
5 dcall X.id()
6 e l se
7 dcall X.𝑓default()
8 }
9 }

Figure 8.34: An example where id is used as the method name.

𝑒1; only its runtime type. Any address having an actual type 𝐼′𝑠′ , where 𝐼′ is a subtype
of 𝐼𝑌 , and 𝑠′ ⊑ 𝑠, is also in the set of values inhabiting the type 𝐼𝑌𝑠 ; hence they too
could be obtained from the evaluation of 𝑒1, and they must therefore be included as
well.

As with the other semantic type rules, rule [st-fcall] only requires that the
premises and side conditions must hold, but it imposes no restrictions on how they
are shown. A proof of type safety for a fallback function body 𝑆, w.r.t. some type
environment Δ and security level 𝑠, could simply be given in the form of an explicit
typing interpretation ℛΣ,Γ,env𝑇 containing (𝑆; ⊥, Δ, 𝑠). Such a typing interpretation is
just a set of triplets, and it could therefore in principle be provided by the contract
creator and stored together with the code itself, to witness the type safety of the
contract’s fallback function. This would then allow any user of the code, who might
be writing either a transaction or another contract containing a method call that will
result in an invocation of that fallback function, to use this typing interpretation to
satisfy the premise of rule [st-fcall] when type checking his own code.

In the case of Figure 8.32, showing type safety of the body is actually easy, since this
can be done by the semantic type rules directly, because the magic variable id is not
used directly to issue the delegate call. Its value usage is fully encapsulated by the if-
else construct and its value is only used in the guard expression 𝑒, effectively reducing
the infinite number of possible values (method names) to a finite number of possible
continuations. However, we can also construct a slightly more elaborate example,
where calls are issued via id directly, such as in Figure 8.34. Here, calls to certain
known method names 𝑓1,… , 𝑓𝑛, are forwarded to their respective implementations
on 𝑋 , and all other calls are passed to a default handler 𝑓default. This approaches the
pointer-to-implementation pattern from Section 8.1.2. Clearly, this example could also
be rewritten as a chain of if-else constructs, as in Figure 8.32, and thus be directly
typable by the semantic type rules, but if we prefer this more succinct notation then
safety will have to be shown via an explicit typing interpretation.
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1 func fallback() {
2 i f len(args) = 1 then
3 i f typeof(args[0]) = type(int,H) then c a l l X.𝑓1(args)$value
4 e l se i f …
5 ⋮
6 e l se
7 c a l l X.𝑓default()$value
8 }

Figure 8.35: An example with safe encapsulation of variadic arguments.

8.7.2 Variadic arguments

Another issue pertains to the magic variable args, which we have hitherto avoided
using. It acts as a variadic argument list, i.e. an array of unknown length with values
of mixed types. This can easily cause transitions to be stuck, due to a wrong number
of arguments or mismatched types in method calls, if a method call is issued with
args in place of an ordinary argument list. Yet args too may be encapsulated in a
safe manner, albeit this will require some extensions to the type language, which we
have preferred to avoid in order not to complicate the presentation. It is beyond the
scope of this chapter to include the necessary developments to handle this construct,
but we can at least sketch the steps involved.

As a first step, supposewe admit operators such as len, typeof and array indexing
into the language of expressions, which can be used to extract information from the
args object at runtime. These operators have their expected meaning, so len(args)
would return the number of elements in the array, and args[𝑖] would allow us to
read the 𝑖’th element of the array. Note: expressions cannot occur on the LHS of an
assignment, so we still assume that args is immutable. Finally, typeof returns a
value representing the type of its argument, so we will have to further assume that
such type objects are added to the set of values and that they can be created by an
operator type, i.e. type(int, 𝑠), type(bool, 𝑠) for basic values; and type(𝐼, 𝑠)
for an arbitrary interface name 𝐼 and security level 𝑠.

Consider now the code in Figure 8.35. By using these constructs, we can meticu-
lously check the number of arguments present in args and their actual types, and
then pass control to various handlers accordingly. Again, we ensure safety by reduc-
ing the infinite number of possible values of args to yield only a finite number of
possible continuations.

The problem here is the operator typeof. We have hitherto assumed that all
expression operators op can be given a type 𝐵 → 𝐵, but the typeof operator must
be able to operate on a value of any type. Hence, it is polymorphic, and the language
of types for operators must therefore be extended with polymorphic types, and we
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must furthermore extend the language of base types 𝐵 with a type for type objects,
e.g. type. Thus, the type of typeof must be

⊢ typeof ∶ ∀𝑎 . 𝑎 → type

where 𝑎 is a type variable. These are technical details that are, in a sense, orthogonal
to the issue of semantic typing, so we shall not pursue them further in the present
chapter. However, extending the type language with these features would be a
relevant avenue for future work.

8.7.3 Up-to techniques for semantic typing

To manually prove type safety for a stack 𝑄 w.r.t. some type environment Δ and
security level 𝑠, we must exhibit a typing interpretation ℛΣ,Γ,env𝑇 containing the
triplet (𝑄, Δ, 𝑠). A major disadvantage of this approach is that it requires us to check
the conditions of a typing interpretation for all the states reachable from (𝑄, Δ, 𝑠) in
the type-lifted transition system (Definition 63). This poses some practical problems
in light of our proposal to store explicit typing interpretations beside contract code
to witness type safety of fallback functions. In particular, from an implementation
perspective, we obviously cannot store an infinite object on the blockchain, unless it
can be given a finite representation. There are also two other, related problems in
this regard:

• A contract creator, wishing to demonstrate type safety of his untypable code,
must be able to build a typing interpretation containing the code.

• A user, wishing to invoke a piece of untypable code and ensure that the in-
vocation is type safe, must be able to verify that a given set of triplets indeed
is a typing interpretation. This should preferably be doable by an automatic
decision procedure, which can be called by the type checker itself, rather than
requiring manual intervention.

Not only may these tasks be laborious to do manually; they may even be impossible,
since typing interpretations can contain infinitely many triplets. Furthermore, to
be practically useful, it must be decidable whether a given set ℛ in fact is a typing
interpretation, which is not always the case.

The problem is quite similar to the problem of proving bisimilarity between two
programs 𝑃1, 𝑃2, by exhibiting a bisimulation relation ℛ containing the pair (𝑃1, 𝑃2).
In that case, we would also have to check that the conditions of a bisimulation hold
for every pair in the candidate relation. This problem is particularly well-known
in the field of process calculi, such as the 𝜋-calculus [83; 86; 96], where program
equivalences such as bisimulation are studied extensively; see e.g. [113; 112].

To alleviate this burden of proof, Pous and Sangiorgi [106] present a number of
up-to techniques for proving bisimilarity. The idea is that it may not be necessary
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to find a relation ℛ containing (𝑃1, 𝑃2), that is a bisimulation; it may be enough that
ℛ is contained in a bisimulation, as long as the missing pairs can be inferred from
those in ℛ. Pous and Sangiorgi present a general theory of how to prove soundness
of an up-to technique, but the theory does not actually depend on the definition of a
bisimulation: it is formulated in terms of greatest fixed-points on complete lattices,
and it can therefore also be adapted to work with other coinductively defined objects.
In particular, it may also be made to work with typing interpretations.

8.7.3.1 A motivating example

Consider the body of the fallback function in Figure 8.34. Calling methods by using
the magic variables id makes the body untypable by the semantic type rules, as we
have previously argued. However, the body itself consists of just a single if-else
statement and a delegate method call in each branch. Thus, after just two transition
steps, the body on the stack will have reduced to the body of one of the methods
𝑓1,… , 𝑓𝑛 or 𝑓default. In terms of the type-lifted transition system, this body will yield
a transition sequence of the form

Σ; Γ; env𝑇 ⊨ (if … ; ⊥, Δ, 𝑠1) ⤇ (dcall … ; 𝑠1; ⊥, Δ, 𝑠2)
Σ; Γ; env𝑇 ⊨ (dcall … ; 𝑠1; ⊥, Δ, 𝑠2) ⤇ (𝑆𝑖; (env𝑉 , Δ); 𝑠2; 𝑠1; ⊥, Δ𝑖, 𝑠𝑖)

where 𝑆𝑖 is the body of the called handler method 𝑓𝑖; and Δ𝑖 is the constructed type
environment; and 𝑠𝑖 ⊒ 𝑠2 ⊒ 𝑠1. If we further assume that each of the handler methods
𝑓𝑖 in fact are semantically typable, then we know there exists a typing interpretation
ℛ𝑖
Σ,Γ,env𝑇 containing (𝑆𝑖; ⊥, Δ𝑖, 𝑠𝑖). From this and the above, we can also conclude

that
Σ; Γ; Δ𝑖; env𝑇 ⊨ 𝑆𝑖; (env𝑉 , Δ); 𝑠2; 𝑠1; ⊥ ∶ cmd(𝑠𝑖)

by rules [st-res], [st-ret] and [st-stm] in Figure 8.29. Thus, we also know that there
exists a typing interpretation ℛ𝑖′

Σ,Γ,env𝑇 containing (𝑆𝑖; (env𝑉 , Δ); 𝑠2; 𝑠1; ⊥, Δ𝑖, 𝑠𝑖).
A typing interpretation for the fallback function body must contain the three

triplets mentioned above for each of the possible other method calls 𝑓𝑖, and the union
of all the typing interpretations ℛ𝑖′

Σ,Γ,env𝑇 . The union of two typing interpretations is
itself a typing interpretation, so we can let

ℛ′
Σ,Γ,env𝑇 ≜ ℛ1′

Σ,Γ,env𝑇 ∪… ∪ℛ𝑛′
Σ,Γ,env𝑇

for each of the 1,… , 𝑛 possible method calls and thus obtain a typing interpretation
containing all the continuations after the method call is issued. However, the problem
is that the set

𝒮 ≜ ⋃
𝑖∈1,…𝑛

{
(if … ; ⊥, Δ, 𝑠1),
(dcall … ; 𝑠1; ⊥, Δ, 𝑠2),
(𝑆𝑖; (env𝑉 , Δ); 𝑠2; 𝑠1; ⊥, Δ𝑖, 𝑠𝑖)

}

𝑖
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consisting of the union of the three triplets for each of the 𝑓𝑖 handler methods, is not
on its own a typing interpretation. Hence, we cannot just discard ℛ′

Σ,Γ,env𝑇 and only
take 𝒮 as our witness of type safety of the fallback function. We need to take the whole
union of 𝒮 and ℛ′

Σ,Γ,env𝑇 , and likewise, any user wishing to ascertain type safety of a
call, that would invoke this fallback function, would therefore also need to check this
whole union. This is impractical, since we can clearly see that if (𝑄′, Δ′, 𝑠′) ∈ 𝒮 then

Σ; Γ; env𝑇 ⊨ (𝑄′, Δ′, 𝑠′) ⤇ (𝑄″, Δ″, 𝑠″) ∧ (𝑄″, Δ″, 𝑠″) ∈ 𝒮 ∪ ℛ′
Σ,Γ,env𝑇 .

Thus, although 𝒮 is not itself a typing interpretation, it is a typing interpretation
up-to unionwithℛ′

Σ,Γ,env𝑇 . Thus, we can use it in place of the full typing interpretation,
and let the remainder of the stack, 𝑆𝑖; (env𝑉 , Δ); 𝑠2; 𝑠1; ⊥, be typed by the ordinary
semantic type rules. Using 𝒮 in place of 𝒮 ∪ ℛ′

Σ,Γ,env𝑇 will thus drastically reduce
the number of triplets that must be checked, and make it easier for both the contract
creator to build the set 𝒮 and for the user to verify it.

8.7.3.2 Typing interpretations up-to union

Following Pous and Sangiorgi [106], we shall formulate up-to techniques in terms of
progressions, which we define as follows:

Definition 65 (Progression). For a fixed set of environments Σ, Γ and env𝑇 , and two
sets of stack type triplets 𝒮,ℛ ⊆ 𝒫, we say that 𝒮 progresses to ℛ, written 𝒮 ↣ ℛ, if
(𝑄, Δ, 𝑠) ∈ 𝒮 implies

1. 𝑄 = ⊥ or 𝑄 = throw; 𝑄′, or

2. ∃𝑃′1 such that Σ; Γ; env𝑇 ⊨ (𝑄, Δ, 𝑠) ⤇ 𝑃′1 , and
∀𝑃′2 such that Σ; Γ; env𝑇 ⊨ (𝑄, Δ, 𝑠) ⤇ 𝑃′2 it holds that 𝑃′2 ∈ ℛ. �

Note the similarity to the definition of typing interpretations (Definition 64).
When 𝒮 and ℛ coincide, we have the ordinary definition of a typing interpretation;
thus 𝒮 ↣ 𝒮 if and only if 𝒮 is a typing interpretation. The purpose of an up-to
technique is to allow us to infer 𝒮 ⊆ 𝜈ℛΣ,Γ,env𝑇 from a progression 𝒮 ↣ 𝒮∪ℛ, where
ℛ is a set of redundant triplets. If this is possible, then the up-to technique is valid
(sound).

Using Definition 65, we can now define the up-to union technique and prove its
validity as follows:

Definition 66 (Typing interpretation up-to union). Let ℛΣ,Γ,env𝑇 be a typing inter-
pretation. A set of stack type triplets 𝒮 is a typing interpretation up-to union w.r.t.
environments Σ, Γ and env𝑇 if 𝒮 ↣ 𝒮 ∪ ℛΣ,Γ,env𝑇 . �
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Lemma 75 (Validity of up-to union). Let ℛΣ,Γ,env𝑇 be a typing interpretation, and
assume 𝒮 is a typing interpretation up-to union with ℛΣ,Γ,env𝑇 . Then

𝒮 ↣ 𝒮 ∪ ℛΣ,Γ,env𝑇 ⟹ 𝒮 ⊆ 𝜈ℛΣ,Γ,env𝑇 .

Proof. We proceed by showing that 𝒮 ∪ℛΣ,Γ,env𝑇 is a typing interpretation according
to Definition 64.

By assumption, we know that 𝒮 ↣ 𝒮 ∪ ℛΣ,Γ,env𝑇 where ℛΣ,Γ,env𝑇 is a typing
interpretation. Now consider an arbitrary triplet 𝑃 ∈ 𝒮 ∪ ℛΣ,Γ,env𝑇 . If 𝑃 ∈ ℛΣ,Γ,env𝑇 ,
thenwe already know that 𝑃 satisfies the requirements of Definition 64, sinceℛΣ,Γ,env𝑇
is a typing interpretation. Otherwise, if 𝑃 ∈ 𝒮, there are two possibilities:

• If 𝑃 ⤇̸ then 𝑃 must satisfy Case 1 of Definition 65. But then 𝑃 also satisfies
Case 1 of Definition 64, since the requirements are the same.

• If 𝑃 ⤇ 𝑃′1 then we know by Case 2 of Definition 65 that for all 𝑃′2 such that
𝑃 ⤇ 𝑃′2 it holds that 𝑃′2 ∈ ℛΣ,Γ,env𝑇 . Thus 𝑃

′
2 ∈ 𝒮∪ℛΣ,Γ,env𝑇 as well. Therefore

𝑃 satisfies Case 2 of Definition 64.

Thus we conclude that 𝒮 ∪ ℛΣ,Γ,env𝑇 indeed is a typing interpretation. By Defini-
tion 64, it therefore also holds that

𝒮 ∪ ℛΣ,Γ,env𝑇 ⊆ 𝜈ℛΣ,Γ,env𝑇

since 𝜈ℛΣ,Γ,env𝑇 is the union of all typing interpretations. Thus we conclude that
𝒮 ⊆ 𝜈ℛΣ,Γ,env𝑇 holds as well, as required.

Lemma 75 assures us that the up-to union technique is valid. Going back to the
example in the previous section, this means that we indeed can use the set

𝒮 ≜ ⋃
𝑖∈1,…𝑛

{
(if … ; ⊥, Δ, 𝑠1),
(dcall … ; 𝑠1; ⊥, Δ, 𝑠2),
(𝑆𝑖; (env𝑉 , Δ); 𝑠2; 𝑠1; ⊥, Δ𝑖, 𝑠𝑖)

}

𝑖

in place of the full typing interpretation 𝒮 ∪ ℛ′
Σ,Γ,env𝑇 to witness type-safety of the

body of the fallback function, because, as we argued there,

𝒮 ↣ 𝒮 ∪ ℛ′
Σ,Γ,env𝑇

whereℛ′
Σ,Γ,env𝑇 is the typing interpretation for the continuations after the initial three

transitions. Instead of storing 𝒮 ∪ℛ′
Σ,Γ,env𝑇 on the blockchain, it will therefore suffice

to store just 𝒮, together with an indication that 𝒮 is a typing interpretation up-to
union with the typing interpretation corresponding to the semantic type judgments

Σ; Γ; Δ𝑖; env𝑇 ⊨ 𝑆𝑖; (env𝑉 , Δ); 𝑠2; 𝑠1; ⊥ ∶ cmd(𝑠𝑖)
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which can be concluded by the ordinary semantic type rules. This greatly reduces
the number of triplets that must be checked by the type checker of the user.

Besides up-to union, Pous and Sangiorgi [106] also define a number of other up-to
techniques for bisimulations, such as up-to context, and up-to union-and-context,
which is a combined technique. They also define a more abstract framework for
formulating and proving the validity of up-to techniques, and for showing when
technique can safely be combined. Some of these techniques might also be relevant
as up-to techniques for typing interpretations; e.g. up-to context for contexts that
preserve type-safety. However, it is beyond the scope of this chapter to develop a
further collection of up-to techniques, but we mention it here as a relevant area for
future work.

8.8 Conclusions and future work

The fallback function is a particularly problematic programming construct, both in
terms of the security breaches it has given rise to, and the challenges it poses for a
type theoretic approach to ensuring program safety. In the present chapter, we have
studied this construct in detail, and proposed a solution to the problem of how to
recover type safety of programs with fallback functions, without simply rendering
the construct useless by preventing its execution altogether.

As we have seen, the difficulty with the fallback function construct derives from
the two magic variables id and args, which are bound to the method name and actual
parameter list of a failed method call at runtime. This, in effect, admits introspection
(a limited form of reflection) into the language, which cannot be handled by the usual
syntactic approach to type soundness, that we have used in previous chapters, because
these two variables cannot be assigned a meaningful, static type. To be precise, they
can be assigned a type, such as idf for id, but this type is too general to say anything
about how id may be used safely at runtime.

The problemwith the syntactic approach is that it tends to identify ‘well-typedness’
(a syntactic property) with ‘safety’ (a semantic, or behavioural, property). Specifically,
in the syntactic approach, we define a syntactic predicate, well-typedness, by means
of syntactic type rules. These rules are defined a priori and then subsequently shown
to imply safety, but they are not derived from the notion of safety itself. This renders
the syntactic approach incapable of reasoning about programs, or parts of programs,
that behave safely, regardless of their syntactical structure. In the case of the fallback
function, it makes the syntactic approach unsuitable, because the distinction between
safe and unsafe usages of this construct is not a purely syntactic feature.

Instead, we follow a different approach: the semantic approach to type safety.
We define the meaning of types and type judgments in terms of a typed semantics,
which gives us a definition of type safety that does not depend on syntactic type
rules. The typed semantics is simply a restricted version of the untyped semantics,
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in the sense that every transition, that can be concluded in the typed semantics, has
a corresponding transition in the untyped semantics (shown in Theorem 24); and,
furthermore, typed transitions preserve type safety (Theorem 28). Programs are type
safe, if they have a typed transition, and, conversely, a struck program configuration
corresponds to a violation of type safety.

We should note that using a typed semantics is not the only possible way of
formulating a semantics of types. For example, in [23], Caires gives a logical charac-
terisation of various notions of type safety in the 𝜋-calculus, using the language of
spatial logics [24; 25; 22], by expressing types as formulae in this language. This allows
him to directly define the safe sets of programs (processes) w.r.t. a given type formula,
corresponding to our typing interpretations, as simply those processes that satisfy the
formula. We are not aware of a program logic that is suitable for describing secure
data flows as in the Volpano, Smith and Irvine type system [130], so we preferred
to use a typed semantics, since this appeared more straightforward. The downside
of this choice was that we needed to show several theorems regarding properties of
typed transitions to ensure that the typed semantics in fact captures the intended
notions of type safety, and to be able to abstract away from details such as the specific
values stored in the environments env𝑆𝑉 . In that light, a logical characterisation
might therefore have been preferable. In the words of Caires [23, p. 8]: any type
system should be seen as a compositional, decidable, and (usually incomplete) proof
system for a specialized logic, which naturally poses the question of what kind of logic
might be appropriate for describing secure data flows. Developing a such logic, with
a corresponding logical characterisation of the present notion of safety, is therefore a
relevant avenue for future work.

Based on the typed semantics, we proceed to define the notion of a typing inter-
pretation, which is a set of programs, given in the form of stack type triplets (stacks
equipped with a security level and a local type environment), satisfying one of two
conditions: either the top of the stack is a terminal symbol (⊥ or throw); or the stack
triplet has at least one transition, and the reducts of all transitions are again contained
in the typing interpretation. The definition is coinductive, with the largest typing
interpretation, typing, defined as the union of all typing interpretations. Using the
familiar coinductive proof technique, we then prove a collection of lemmas (Lem-
mas 58–74) stating conditions under which type safety, witnessed by the existence of a
typing interpretation containing the program, is preserved by the syntactic constructs
of the language. These lemmas closely correspond to our syntactic type rules, and
indeed they can also be written in such a form (here called semantic type rules), but
with two important differences: Firstly, the rules are derived from the notion of safety,
rather than the other way around; and secondly, the premises of the rules only require
that the constituents of the programmust be type safe; not that type safety necessarily
must be provable by the semantic type rules. To give it a slogan, one might say that
semantic typing is a type-safety first approach.

These two features finally give us a way to recover type safety for programs
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containing fallback functions. However, in our proposed scheme, the obligation to
prove type safety rests on the contract creator, but the user (or rather, the type checker
on the user’s system) must still be able to verify that a given ‘witness set’ of stack
type triplets in fact is a typing interpretation. Both of these tasks may be difficult,
time-consuming, resource-costly or outright impossible in some cases, because typing
interpretations can be infinite. Finally, we therefore discuss a way to make these tasks
more manageable by introducing techniques to allow type safety to be proved (and
witnessed) by sets that are smaller than a full-blown typing interpretation. By once
againmaking use of the fact that our semantic typing approach is based on coinduction,
we introduce the concept of up-to techniques for typing interpretations, drawing on the
work of Pous and Sangiorgi [106] on enhancements of the bisimulation proof method.
Specifically, we define the up-to union technique for typing interpretations and prove
its validity in Lemma 75. Using this technique, it is sufficient to show that all reducts
of triplets in a witness set are contained in a typing interpretation, but this need not
necessarily be the same as the witness set itself. This can drastically decrease the
number of stack type triplets that must be checked; and, from an implementation
perspective, it can drastically reduce the size of the witness set to be stored on the
blockchain, thereby making our proposed scheme more viable.

The adaptation of techniques from the field of process calculi and bisimulation
is interesting, as it also opens new avenues of future work. For example, Pous and
Sangiorgi also discuss several other up-to techniques besides up-to union, such as
up-to context and also methods for combining up-to techniques. These techniques
should also be transferable to our setting, since they pertain to the coinduction proof
method, and not only to bisimulations. We do not attempt to formulate equivalent
techniques for typing interpretations in the present chapter, but they too might be
relevant to help making explicit typing interpretations both easier to find and to
verify.
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8.9 Proofs

8.9.1 Proof of Theorem 19

Proof. By induction on the rules of the typed semantics of expressions (Figure 8.22).

• Suppose [r-val] was used. Then the transition is of the form

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑣, env𝑆𝑉 ⟩ → 𝑣

As there are no premises or side conditions, ⟨𝑣, env𝑆𝑉 ⟩ → 𝑣 can then be con-
cluded by [exp-val].

• Suppose [r-var] was used. Then the transition is of the form

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑥, env𝑆𝑉 ⟩ → 𝑣

and from the side condition of this rule we know that env𝑉 (𝑥) = 𝑣. This
satisfies the side condition of [exp-var], which then allows us to conclude
⟨𝑥, env𝑆𝑉 ⟩ → 𝑣.

• Suppose [r-field] was used. Then the transition is of the form

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒.𝑝, env𝑆𝑉 ⟩ → 𝑣

and from the premise and side conditions we know that

Σ; Γ; Δ ⊨𝐼𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋
env𝑆(𝑋)(𝑝) = 𝑣

Instantiating the induction hypothesis then yields

Σ; Γ; Δ ⊨𝐼𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋 ⟹ ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋

and from ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋 and env𝑆(𝑋)(𝑝) = 𝑣 and rule [exp-field] we can
then conclude ⟨𝑒.𝑝, env𝑆𝑉 ⟩ → 𝑣.

• Suppose [r-op] was used. Then the transition is of the form

Σ; Γ; Δ ⊨𝐵𝑠 ⟨op( ̃𝑒), env𝑆𝑉 ⟩ → 𝑣

and from the premises we have that

Σ; Γ; Δ ⊨(𝐵1,𝑠) ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑣1
⋮

Σ; Γ; Δ ⊨(𝐵𝑛,𝑠) ⟨𝑒𝑛, env𝑆𝑉 ⟩ → 𝑣𝑛
op(𝑣1,… , 𝑣𝑛) →op 𝑣
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Instantiating the induction hypothesis for each of the 𝑛 transitions then yields

Σ; Γ; Δ ⊨(𝐵1,𝑠) ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑣1 ⟹ ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑣1
⋮

Σ; Γ; Δ ⊨(𝐵𝑛,𝑠) ⟨𝑒𝑛, env𝑆𝑉 ⟩ → 𝑣𝑛 ⟹ ⟨𝑒𝑛, env𝑆𝑉 ⟩ → 𝑣𝑛

From ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑣1, …, ⟨𝑒𝑛, env𝑆𝑉 ⟩ → 𝑣𝑛 and op(𝑣1,… , 𝑣𝑛) →op 𝑣 and rule
[exp-op] we can then conclude ⟨op( ̃𝑒), env𝑆𝑉 ⟩ → 𝑣.

8.9.2 Proof of Theorem 20

Proof. By induction on the rules of the typed semantics (Figure 8.22).

• If [r-val] was used, then the transition is of the form

Σ; Γ; Δ ⊨(𝐵1,𝑠1) ⟨𝑣, env𝑆𝑉 ⟩ → 𝑣

and from the premise and side condition we know that

TypeOfΓ(𝑣) = (𝐵′, 𝑠′)
Σ ⊢ 𝐵′ <∶ 𝐵1
𝑠′ ⊑ 𝑠1

By assumption, Σ ⊢ 𝐵1 <∶ 𝐵2 and 𝑠1 ⊑ 𝑠2, so by transitivity of the subtyping
relation and the ordering relation we have that

Σ ⊢ 𝐵′ <∶ 𝐵2
𝑠′ ⊑ 𝑠2

This satisfies the premises of [r-val], so

Σ; Γ; Δ ⊨(𝐵2,𝑠2) ⟨𝑣, env𝑆𝑉 ⟩ → 𝑣

can be concluded as well.

• If [r-var] was used, then the transition is of the form

Σ; Γ; Δ ⊨(𝐵1,𝑠1) ⟨𝑥, env𝑆𝑉 ⟩ → 𝑣



393

and from the premise and side condition we know that

env𝑉 (𝑥) = 𝑣
TypeOfΓ(𝑣) = (𝐵′1, 𝑠′1)

Δ(𝑥) = var(𝐵′2, 𝑠′2)
Σ ⊢ 𝐵′1 <∶ 𝐵′2 <∶ 𝐵1

𝑠′1 ⊑𝑠′2 ⊑ 𝑠1

By assumption, Σ ⊢ 𝐵1 <∶ 𝐵2 and 𝑠1 ⊑ 𝑠2, so by transitivity of the subtyping
relation and the ordering relation we have that

Σ ⊢ 𝐵′1 <∶ 𝐵′2 <∶ 𝐵2
𝑠′1 ⊑𝑠′2 ⊑ 𝑠2

This satisfies the premises of [r-var], so

Σ; Γ; Δ ⊨(𝐵2,𝑠2) ⟨𝑥, env𝑆𝑉 ⟩ → 𝑣

can be concluded as well.

• If [r-field] was used, then the transition is of the form

Σ; Γ; Δ ⊨(𝐵1,𝑠1) ⟨𝑒.𝑝, env𝑆𝑉 ⟩ → 𝑣

and from the premise and side condition we know that

Σ; Γ; Δ ⊨(𝐼,𝑠1) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋
env𝑆(𝑋)(𝑝) = 𝑣
TypeOfΓ(𝑣) = (𝐵′1, 𝑠′1)

Γ(𝐼)(𝑝) = var(𝐵′2, 𝑠′2)
Σ ⊢ 𝐵′1 <∶ 𝐵′2 <∶ 𝐵1

𝑠′1 ⊑𝑠′2 ⊑ 𝑠1

By assumption, Σ ⊢ 𝐵1 <∶ 𝐵2 and 𝑠1 ⊑ 𝑠2, so by transitivity of the subtyping
relation and the ordering relation we have that

Σ ⊢ 𝐵′2 <∶ 𝐵2
𝑠′2 ⊑ 𝑠2

By the induction hypothesis,

Σ; Γ; Δ ⊨(𝐼,𝑠2) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋
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can be concluded as well. This satisfies the premises of [r-field], so

Σ; Γ; Δ ⊨(𝐵2,𝑠2) ⟨𝑒.𝑝, env𝑆𝑉 ⟩ → 𝑣

can be concluded as well.

• If [r-op] was used, then the transition is of the form

Σ; Γ; Δ ⊨(𝐵1,𝑠1) ⟨op(𝑒1,… , 𝑒𝑛), env𝑆𝑉 ⟩ → 𝑣

and from the premise and side condition we know that

Σ; Γ; Δ ⊨(𝐵′1,𝑠1) ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑣1
⋮

Σ; Γ; Δ ⊨(𝐵′𝑛,𝑠1) ⟨𝑒𝑛, env𝑆𝑉 ⟩ → 𝑣𝑛
op( ̃𝑣) →op 𝑣
⊢ op ∶ 𝐵′1,…𝐵′𝑛 → 𝐵1

By assumption, 𝑠1 ⊑ 𝑠2. Thus, by the induction hypothesis,

Σ; Γ; Δ ⊨(𝐵′1,𝑠2) ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑣1
⋮

Σ; Γ; Δ ⊨(𝐵′𝑛,𝑠2) ⟨𝑒𝑛, env𝑆𝑉 ⟩ → 𝑣𝑛

can be concluded as well.
Furthermore, by requirement, no operation op can yield any other type of value
than bool or int, for which the only form of subtyping, that can be concluded,
is by reflexivity (rule [sub-refl]). Thus, since Σ ⊢ 𝐵1 <∶ 𝐵2 by assumption,
we know that 𝐵1 = 𝐵2. Therefore,

⊢ op ∶ 𝐵′1,…𝐵′𝑛 → 𝐵2

also holds. This satisfies the premises of [r-op], so

Σ; Γ; Δ ⊨(𝐵2,𝑠2) ⟨op(𝑒1,… , 𝑒𝑛), env𝑆𝑉 ⟩ → 𝑣

can be concluded as well.
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8.9.3 Proof of Theorem 21

Proof. By induction on the rules of the typed semantics (Figure 8.22).

• Suppose the transition was concluded by [r-val]. Then the transition is of the
form

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑣, env𝑆𝑉 ⟩ → 𝑣

so as no variables or fields are evaluated, the requirement on their security level
is vacuously satisfied. From the premise and side condition we have directly
that

TypeOfΓ(𝑣) = (𝐵1, 𝑠1)
Σ ⊢ 𝐵1 <∶ 𝐵
𝑠1 ⊑ 𝑠

as desired.

• Suppose the transition was concluded by [r-var]. Then the transition is of the
form

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑥, env𝑆𝑉 ⟩ → 𝑣

and from the premise and side condition we have that

env𝑉 (𝑥) = 𝑣
TypeOfΓ(𝑣) = (𝐵1, 𝑠1)

Δ(𝑥) = var(𝐵2, 𝑠2)
Σ ⊢ 𝐵1 <∶ 𝐵2 <∶ 𝐵

𝑠1 ⊑𝑠2 ⊑ 𝑠

We read from a container, which as type var(𝐵2, 𝑠2), and 𝑠2 ⊑ 𝑠 as required.
Furthermore, we can conclude 𝑠1 ⊑ 𝑠 and Σ ⊢ 𝐵1 <∶ 𝐵 as well by transitivity
of the two relations.

• Suppose the transition was concluded by [r-field]. Then the transition is of
the form

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒.𝑝, env𝑆𝑉 ⟩ → 𝑣
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and from the premise and side condition we have that

Σ; Γ; Δ ⊨𝐼𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋
env𝑆(𝑋)(𝑝) = 𝑣
TypeOfΓ(𝑣) = (𝐵1, 𝑠1)

Γ(𝐼)(𝑝) = var(𝐵2, 𝑠2)
Σ ⊢ 𝐵1 <∶ 𝐵2 <∶ 𝐵

𝑠1 ⊑𝑠2 ⊑ 𝑠

By the induction hypothesis, the statement holds for the transition

Σ; Γ; Δ ⊨𝐼𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋

so all containers read from in the evaluation of 𝑒 are of level 𝑠 or lower. The
field 𝑝 has type var(𝐵2, 𝑠2), and the requirement 𝑠2 ⊑ 𝑠 holds. Finally, we can
conclude 𝑠1 ⊑ 𝑠 and Σ ⊢ 𝐵1 <∶ 𝐵 as well by transitivity of the two relations.

• Suppose the transition was concluded by [r-op]. Then the transition is of the
form

Σ; Γ; Δ ⊨𝐵𝑠 ⟨op(𝑒1,… , 𝑒𝑛), env𝑆𝑉 ⟩ → 𝑣

and from the premise and side condition we have that

Σ; Γ; Δ ⊨(𝐵1,𝑠) ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑣1
⋮

Σ; Γ; Δ ⊨(𝐵𝑛,𝑠) ⟨𝑒𝑛, env𝑆𝑉 ⟩ → 𝑣𝑛
op( ̃𝑣) →op 𝑣

⊢ op ∶ 𝐵 → 𝐵

By 𝑛 applications of the induction hypothesis, we conclude that the statement
holds for the transitions

Σ; Γ; Δ ⊨(𝐵1,𝑠) ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑣1
⋮

Σ; Γ; Δ ⊨(𝐵𝑛,𝑠) ⟨𝑒𝑛, env𝑆𝑉 ⟩ → 𝑣𝑛

so no container of a level higher than 𝑠 is read from in the evaluations of 𝑒1, …,
𝑒𝑛. Finally, we know that TypeOfΓ(𝑣) = (𝐵, 𝑠⊥) by the safety requirement for
operations (Definition 57), and 𝑠⊥ ⊑ 𝑠 by definition.
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8.9.4 Proof of Theorem 23

Proof. We must show that Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠 implies that Σ; Γ; Δ ⊨ 𝑒 ∶ 𝐵𝑠. Unfolding
the definition, this means that we must show that there exists a typing interpretation
ℛ𝐵𝑠
Σ;Γ;Δ containing 𝑒. The simplest such typing interpretation is just the singleton

set { 𝑒 }, which by Definition 60 is a typing interpretation w.r.t. Σ; Γ; Δ and 𝐵𝑠 if the
transition

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

can be concluded by the typed semantics for some state env𝑆𝑉 built according to
Definition 59, and which by Lemma 57 therefore is ensured to be well-typed and
consistent w.r.t. Σ; Γ; Δ.

Furthermore, from Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠, we know that all variable names, addresses
and field names in 𝑒 must exist in Γ and Δ, so by the construction of env𝑆𝑉 we
therefore also know that

• ℱ𝐴(𝑒) ⊆ dom (env𝑆), and

• ℱ𝑉 (𝑒) ⊆ dom (env𝑉 ).

The statement to be shown then simplifies to

Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐵𝑠 ⟹ Σ;Γ; Δ ⊨𝐵𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

We show this by induction on the type rules (Figure 8.15):

• Suppose the type judgment was concluded by [t-val]. Then the conclusion is
of the form

Σ; Γ; Δ ⊢ 𝑣 ∶ 𝐵𝑠

and from the premise and the side condition we know that

TypeOfΓ(𝑣) = (𝐵′, 𝑠′)
𝑠′ ⊑ 𝑠
Σ ⊢ 𝐵′ <∶ 𝐵

This satisfies the side conditions of [r-val], so the transition

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑣, env𝑆𝑉 ⟩ → 𝑣

can be concluded by [r-val].
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• Suppose the type judgment was concluded by [t-var]. Then the conclusion is
of the form

Γ; Δ ⊢ 𝑥 ∶ 𝐵𝑠

and from the premise and side condition we know that

Δ(𝑥) = var(𝐵2, 𝑠2)
𝑠2 ⊑ 𝑠
Σ ⊢ 𝐵2 <∶ 𝐵

By assumption, Σ; Γ; Δ ⊢ env𝑉 , which was concluded by [t-envvᵆ]. We know
𝑥 ∈ dom (env𝑉 ) so env𝑉 (𝑥) = 𝑣 by the assumption ℱ𝑉 (𝑒) ⊆ dom (env𝑉 ).
Therefore, let env𝑉 = env′𝑉 , (𝑥, 𝑣).
From the premise and side condition of the aforementioned rule, we then know
that

Σ; Γ; Δ ⊢ 𝑣 ∶ (𝐵2, 𝑠2)
Δ(𝑥) = var(𝐵2, 𝑠2)

Now, Γ; Δ ⊢ 𝑣 ∶ (𝐵2, 𝑠2) must have been concluded by [t-val], and from its
side condition we know that

TypeOfΓ(𝑣) = (𝐵1, 𝑠1)
𝑠1 ⊑ 𝑠2
Σ ⊢ 𝐵1 <∶ 𝐵2

This satisfies all the side conditions of [r-var], so the transition

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑥, env𝑆𝑉 ⟩ → 𝑣

can be concluded by [r-var].

• Suppose the type judgment was concluded by [t-field]. Then the conclusion
is of the form

Σ; Γ; Δ ⊢ 𝑒.𝑝 ∶ 𝐵𝑠

and from the premise and side condition we know that

Γ; Δ ⊢ 𝑒 ∶ 𝐼𝑠
Γ(𝐼)(𝑝) = var(𝐵2, 𝑠2)

𝑠2 ⊑ 𝑠
Σ ⊢ 𝐵2 <∶ 𝐵
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From Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐼𝑠 we instantiate the induction hypothesis and obtain that

Σ; Γ; Δ ⊢ 𝑒 ∶ 𝐼𝑠 ⟹ Γ;Δ ⊨𝐼𝑠 ⟨𝑒, env𝑆𝑉 ⟩ → 𝑋

for some address 𝑋 , since only addresses are given a type 𝐼 by the definition of
TypeOfΓ(⋅) (Definition 54).
By assumption, Σ; Γ; Δ ⊢ env𝑆 holds, which was concluded by [t-envs]. We
know that 𝑋 ∈ dom (env𝑆), so env𝑆(𝑋) = env𝐹 by ℱ𝐴(𝑒) ⊆ dom (env𝑆) and
consistency. Therefore, let env𝑆 = env′𝑆, (𝑋, env𝐹).
From the premise and side condition of this rule, we know that Σ; Γ; Δ ⊢𝑋 env𝐹 ,
which must have been concluded by [t-envf]. We know that 𝑝 ∈ dom (env𝐹),
so env𝐹(𝑝) = 𝑣 by consistency and well-typedness of env𝑆𝑉 . This establishes
that env𝑆(𝑋)(𝑝) = 𝑣.
Now, let env𝐹 = env′𝐹 , (𝑝, 𝑣). From the premise and side condition of [t-field]
we know that

Σ; Γ; Δ ⊢ 𝑣 ∶ (𝐵1, 𝑠1)
Γ(𝑋) = (𝐼, 𝑠)15

Γ(𝐼)(𝑝) = var(𝐵2, 𝑠2)

Now, Σ; Γ; Δ ⊢ 𝑣 ∶ (𝐵1, 𝑠1) must have been concluded by [t-val], and from its
side condition we know that

TypeOfΓ(𝑣) = (𝐵1, 𝑠1)
𝑠1 ⊑ 𝑠2
Σ ⊢ 𝐵1 <∶ 𝐵2

This satisfies all the side conditions of [r-field], so the transition

Σ; Γ; Δ ⊨𝐵𝑠 ⟨𝑒.𝑝, env𝑆𝑉 ⟩ → 𝑣

can be concluded by [r-field].

• Suppose the type judgment was concluded by [t-op]. Then the conclusion is
of the form

Σ; Γ; Δ ⊢ op( ̃𝑒) ∶ 𝐵𝑠
15Or, in principle Γ(𝑋) = (𝐼′, 𝑠′), but by the coercion property (Theorem 20) we then have that

Σ ⊢ 𝐼′ <∶ 𝐼 and 𝑠′ ⊑ 𝑠, so we omit this extra complication.
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and from the premise we know that

⊢ op ∶ 𝐵 → 𝐵

Σ; Γ; Δ ⊢ ̃𝑒 ∶ 𝐵 ̃𝑠

For each 𝑒𝑖 in ̃𝑒 and (𝐵𝑖, 𝑠) we instantiate the induction hypothesis and obtain
that

Σ; Γ; Δ ⊢ 𝑒𝑖 ∶ (𝐵𝑖, 𝑠) ⟹ Σ; Γ; Δ ⊨(𝐵𝑖,𝑠) ⟨𝑒𝑖, env𝑆𝑉 ⟩ → 𝑣𝑖

Now, by our safety requirement for operations (Definition 57), we know that
it must be the case that op( ̃𝑣) →op 𝑣 and TypeOfΓ(𝑣) = (𝐵, 𝑠⊥). Furthermore,
𝑠⊥ ⊑ 𝑠 holds by definition of 𝑠⊥. Thus, this satisfies all the premises and side
conditions of [r-op], so the transition

Σ; Γ; Δ ⊨𝐵𝑠 ⟨op( ̃𝑒), env𝑆𝑉 ⟩ → 𝑣

can be concluded by [r-op].

8.9.5 Proof of Theorem 27

Proof. We first show a simpler statement, namely that the terminal type environ-
ment and security level are preserved by a single transition step: Thus, assume
fin(𝑄, Δ, 𝑠) = (Δ′, 𝑠′). If

Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ″ ⊨𝑠″ ⟨𝑄″, env𝑇 , env″𝑆𝑉 ⟩

then fin(𝑄″, Δ″, 𝑠″) = (Δ′, 𝑠′).
We show this by case analysis of the semantic rules used to conclude the transition:

• The cases for [r-skip], [r-whileF], [r-assv], [r-assf] are immediately seen to
hold, since neither Δ nor 𝑠 are modified.

• The cases for [r-if] and [r-whileT] are similar, so we shall only consider the
case for [r-if]. We have that

fin(if 𝑒 then 𝑆T else 𝑆F; 𝑄′, Δ, 𝑠) = fin(𝑄′, Δ, 𝑠)

by the clauses of Definition 62. After the transition, the reduct is of the following
form:

Σ; Γ; Δ ⊨𝑠″ ⟨𝑆𝑏; 𝑠; 𝑄′, env𝑇𝑆𝑉 ⟩

and
fin(𝑆; 𝑠; 𝑄′, Δ, 𝑠″) = fin(𝑠; 𝑄′, Δ, 𝑠″) = fin(𝑄′, Δ, 𝑠)

by the clauses of Definition 62.
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• If [r-decv] was used, then we have that

fin(var(𝐵𝑠1) 𝑥 := 𝑒 in 𝑆; 𝑄′, Δ, 𝑠) = fin(𝑄′, Δ, 𝑠)

and after the transition, the reduct is of the form

Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠1) ⊨𝑠 ⟨𝑆; del(𝑥); 𝑄′, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣⟩

and by the clauses of Definition 62 we then have that

fin(𝑆; del(𝑥); 𝑄′, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠)
= fin(del(𝑥); 𝑄′, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠)
= fin(𝑄′, Δ, 𝑠)

• The cases for [r-call], [r-dcall] and [r-fcall] are similar, since the reduct has
the same form in all three cases. We shall only consider the case for [r-call].
We have that

fin(call 𝑒1.𝑚( ̃𝑒)$𝑒2; 𝑄′, Δ, 𝑠) = fin(𝑄′, Δ, 𝑠)

and after the transition, the reduct is of the form

Σ; Γ; Δ″ ⊨𝑠″ ⟨𝑆; (env𝑉 , Δ); 𝑠; 𝑄′, env𝑇 ; env′𝑆𝑉 ⟩

and by the clauses of Definition 62 we then have that

fin(𝑆; (env𝑉 , Δ); 𝑠; 𝑄′, Δ″, 𝑠″)
= fin((env𝑉 , Δ); 𝑠; 𝑄′, Δ″, 𝑠″)
= fin(𝑠; 𝑄′, Δ, 𝑠″) = fin(𝑄′, Δ, 𝑠)

• If [r-delv] was used, then we have that

fin(del(𝑥); 𝑄′, (Δ, 𝑥 ∶ var(𝐵𝑠1)), 𝑠) = fin(𝑄′, Δ, 𝑠)

and after the transition, the reduct is of the form

Σ; Γ; Δ ⊨𝑠 ⟨𝑄′, env𝑇𝑆𝑉 ⟩

and fin(𝑄′, Δ, 𝑠) = (Δ′, 𝑠′) by assumption.
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• If [r-return] was used, then we have that

fin((env″𝑉 , Δ″); 𝑄′, Δ, 𝑠) = (𝑄′, Δ″, 𝑠)

and after the transition, the reduct is of the form

Σ; Γ; Δ″ ⊨𝑠 ⟨𝑄′, env𝑇𝑆; env″𝑉 ⟩

and fin(𝑄′, Δ″, 𝑠) = (Δ′, 𝑠′) by assumption.

• If [r-restore] was used, then we have that

fin(𝑠″; 𝑄′, Δ, 𝑠) = fin(𝑄′, Δ, 𝑠″)

and after the transition, the reduct is of the form

Σ; Γ; Δ ⊨𝑠″ ⟨𝑄, env𝑇𝑆𝑉 ⟩

and fin(𝑄′, Δ, 𝑠″) = (Δ′, 𝑠′) by assumption.

In all cases we obtain the same result by fin(⋅) from the redex and the reduct.
Finally, we generalise to the case of→∗ by induction on the length of the transition
sequence with repeated application of the statement shown above.

8.9.6 Auxiliary lemmas for the proof of Theorem 28

Lemma 76 (Weakening of Δ). If Σ; Γ; Δ ⊢ env𝑉 , and 𝑥 ∉ dom (env𝑉 )
then Σ; Γ; Δ, 𝑥 ∶ 𝑇 ⊢ env𝑉 .

Lemma 77 (Strengthening of Δ). If Σ; Γ; Δ, 𝑥 ∶ 𝑇 ⊢ env𝑉 , and 𝑥 ∉ dom (env𝑉 )
then Σ; Γ; Δ ⊢ env𝑉 .

Lemma 78 (Substitution in env𝑉 ). If

• Γ ⊢ env𝑆𝑉 (consistency), and

• Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠) ⊢ env𝑉 (well-typedness), and

• 𝑥 ∈ dom (env𝑉 ), and

• Σ; Γ;∅ ⊢ 𝑣 ∶ 𝐵𝑠 and 𝑣 ∈ ANames ⟹ 𝑣 ∈ dom (env𝑆),

then Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠) ⊢ env′𝑉 and Γ ⊢ env𝑆; env′𝑉 , where env′𝑉 = env𝑉[𝑥 ↦ 𝑣].
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Lemma 79 (Substitution in env𝑆). If

• Γ; env𝑆 ⊢ env𝑆 (consistency), and

• Σ; Γ;∅ ⊢ env𝑆 (well-typedness), and

• 𝑋 ∈ dom (env𝑆), and

• Γ(𝑋) = (𝐼, 𝑠″), and

• Γ(𝐼)(𝑝) = var(𝐵𝑠), and

• Σ; Γ;∅ ⊢ 𝑣 ∶ (𝐵𝑠) and 𝑣 ∈ ANames ⟹ 𝑣 ∈ dom (env𝑆),

then Σ; Γ;∅ ⊢ env′𝑆, and Γ; env′𝑆 ⊢ env′𝑆, where env
′
𝑆 = env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]].

Lemma 80 (Properties of well-formedness).

• If Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄 then 𝑠 ⊒ fst(𝑄).

• If Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄 and 𝑠′ ⊒ 𝑠 then Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑠; 𝑄.

• If Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄 and 𝑥 ∈ dom (env𝑉 ) then Σ; Γ; env𝑆; env𝑉[𝑥 ↦ 𝑣] ; 𝑠 ⊢ 𝑄
for any 𝑣.

• If Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄 and 𝑋 ∈ dom (env𝑆) and 𝑝 ∈ dom (env𝑆(𝑋)) then
Σ; Γ; env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] ; env𝑉 ; 𝑠 ⊢ 𝑄 for any 𝑣.

The lemmas are shown by induction on the type rules (Figure 8.18) and consistency
rules (Figure 8.21) and well-formedness rules (Figure 8.27). In the substitution lemmas
(Lemmas 78–79) we incorporate consistency in addition to well-typedness. They could
equally well be shown separately, but since we shall always require both properties to
hold for the env𝑆𝑉 we shall consider, we prefer to combine them to avoid repeating
essentially the same premises.

8.9.7 Proof of Theorem 28

Proof. By case analysis of the rules used to conclude the transition (Figures 8.24–8.26).
If [r-skip] was used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨skip; 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩

and the properties are immediately seen to hold as follows:

• Well-typedness: Σ; Γ; Δ ⊢ env𝑆𝑉 holds by assumption.

• Consistency: Γ ⊢ env𝑆𝑉 holds by assumption.
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• Well-formedness: Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄 follows from the assumption

Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ skip; 𝑄

and rule [wf-stm].

• Equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆 holds, since the two
environments are equal, so they agree on all fields, regardless of their security
level.

This concludes the case for [r-skip].

If [r-if] was used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨if 𝑒 then 𝑆T else 𝑆F; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠′ ⟨𝑆𝑏; 𝑠; 𝑄, env𝑇𝑆𝑉 ⟩

and from the premise and side condition we have that

𝑠 ⊑ 𝑠′

Σ; Γ; Δ ⊨(bool,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑏 ∈ 𝔹.

The properties are now seen to hold as follows:

• Well-typedness: Σ; Γ; Δ ⊢ env𝑆𝑉 holds by assumption.

• Consistency: Γ ⊢ env𝑆𝑉 holds by assumption.

• Well-formedness: Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑆𝑏; 𝑠; 𝑄:
By assumption

Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ if 𝑒 then 𝑆T else 𝑆F; 𝑄

holds. This was concluded by [wf-stm], and from the premise we have that
Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄 holds. From 𝑠′ ⊒ 𝑠 and Lemma 80 we then have that
Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑠; 𝑄 holds as well. Then Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑆𝑏; 𝑠; 𝑄 can be
concluded by [wf-stm].

• Equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆 holds, since the two
environments are equal.

This concludes the case for [r-if].

If [r-whileT] was used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨while 𝑒 do 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠′ ⟨𝑆; 𝑠; while 𝑒 do 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩
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and from the side condition we have that 𝑠 ⊑ 𝑠′. The properties are now seen to hold
as follows:

• Well-typedness: Σ; Γ; Δ ⊢ env𝑆𝑉 holds by assumption.

• Consistency: Γ ⊢ env𝑆𝑉 holds by assumption.

• Well-formedness: Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑆; 𝑠; while 𝑒 do 𝑆; 𝑄:
By assumption

Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ while 𝑒 do 𝑆; 𝑄

holds. From 𝑠′ ⊒ 𝑠 and Lemma 80 we then have that

Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑠; while 𝑒 do 𝑆; 𝑄

holds as well. Then Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑆; 𝑠; while 𝑒 do 𝑆; 𝑄 can be concluded
by [wf-stm].

• Equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆 holds, since the two
environments are equal.

This concludes the case for [r-whileT].

If [r-whileF] was used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨while 𝑒 do 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩

and the properties are now seen to hold as follows:

• Well-typedness: Σ; Γ; Δ ⊢ env𝑆𝑉 holds by assumption.

• Consistency: Γ ⊢ env𝑆𝑉 holds by assumption.

• Well-formedness: Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄:
By assumption

Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ while 𝑒 do 𝑆; 𝑄

holds. This was concluded by [wf-stm], and from the premise we have that
Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄 holds as well.

• Equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆 holds, since the two
environments are equal.
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This concludes the case for [r-whileF].

If [r-decv] was used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨var(𝐵, 𝑠′) 𝑥 := 𝑒 in 𝑆; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ, 𝑥 ∶ var(𝐵, 𝑠′) ⊨𝑠 ⟨𝑆; del(𝑥); 𝑄, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣⟩

and from the premise and side condition we know that

𝑥 ∉ dom (env𝑉 )
𝑥 ∉ dom (Δ)

Σ; Γ; Δ ⊨(𝐵,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣.

We now show how each of the properties hold, in turn:

• Well-typedness: The goal is to show Σ; Γ; Δ, 𝑥 ∶ var(𝐵, 𝑠′) ⊢ env𝑆; env𝑉 , 𝑥 ∶ 𝑣.
We know Σ; Γ; Δ ⊢ env𝑆 by assumption. From the premise and side condition
of [r-decv] we can then conclude the following:

Σ; Γ; Δ ⊢ 𝑣 ∶ (𝐵, 𝑠′) by Theorem 21,
Σ; Γ; Δ, 𝑥 ∶ var(𝐵, 𝑠′) ⊢ env𝑉 by Lemma 76,
Σ; Γ; Δ, 𝑥 ∶ var(𝐵, 𝑠′) ⊢ env𝑉 , 𝑥 ∶ 𝑣 by rule [t-envvᵆ],
Σ; Γ; Δ, 𝑥 ∶ var(𝐵, 𝑠′) ⊢ env𝑆; env𝑉 , 𝑥 ∶ 𝑣 by rule [t-envsv],

where the final inference is the desired result.

• Consistency: The goal is to show Γ ⊢ env𝑆; env𝑉 , 𝑥 ∶ 𝑣.
We know Γ ⊢ env𝑆𝑉 by assumption. From the premise and side condition of
[r-decv] we can then conclude the following:

Σ; Γ; Δ ⊢ 𝑣 ∶ (𝐵, 𝑠′) by Theorem 21.
𝑣 ∈ ANames ⟹ 𝑣 ∈ dom (env𝑆) by Corollary 13.

env𝑆 ⊢ env𝑉 , 𝑥 ∶ 𝑣 by rule [c-envv2].
Γ ⊢ env𝑆; env𝑉 , 𝑥 ∶ 𝑣 by rule [c-envsv].

where the final inference is the desired result.

• Well-formedness: The goal is to show Σ; Γ; env𝑆; env𝑉 , 𝑥 ∶ 𝑣; 𝑠 ⊢ 𝑆; del(𝑥); 𝑄.
By assumption, we know that

Σ; Γ; env𝑆𝑉 , 𝑠 ⊢ var(𝐵, 𝑠′) 𝑥 := 𝑒 in 𝑆; 𝑄
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which was concluded by by [wf-stm]. From the premise of that rule we have
that Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄 holds. We can then conclude as follows:

Σ; Γ; env𝑆; env𝑉 , 𝑥 ∶ 𝑣; 𝑠 ⊢ del(𝑥); 𝑄 by rule [wf-del].
Σ; Γ; env𝑆; env𝑉 , 𝑥 ∶ 𝑣; 𝑠 ⊢ 𝑆; del(𝑥); 𝑄 by rule [wf-stm].

where the final inference is the desired result.

• Equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆 holds, since the two
environments are equal.

This concludes the case for [r-decv].

If [r-assv] was used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨𝑥 := 𝑒; 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆; env𝑉[𝑥 ↦ 𝑣]⟩

and from the premise and side condition of [r-assv] we know that

𝑥 ∈ dom (env𝑉 )
Δ(𝑥) = var(𝐵, 𝑠′)

𝑠 ⊑ 𝑠′

Σ; Γ; Δ ⊨(𝐵,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣.

We now show how each of the properties hold, in turn:

• Well-typedness and consistency: The goal is to show

– Σ; Γ; Δ ⊢ env𝑆; env𝑉[𝑥 ↦ 𝑣],
– Γ ⊢ env𝑆; env𝑉[𝑥 ↦ 𝑣].

We have the following:

Σ; Γ;∅ ⊢ 𝑣 ∶ (𝐵, 𝑠′) from premises of [r-assv] and Thm. 21,
𝑣 ∈ ANames ⟹ 𝑣 ∈ dom (env𝑆) by Corollary 13.

By Lemma 78 we can then conclude

– Well-typedness: Σ; Γ; Δ ⊢ env𝑆; env𝑉[𝑥 ↦ 𝑣].
– Consistency: Γ ⊢ env𝑆; env𝑉[𝑥 ↦ 𝑣].
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• Well-formedness: The goal is to show Σ; Γ; env𝑆; env𝑉[𝑥 ↦ 𝑣] ; 𝑠 ⊢ 𝑄. We
know that

Σ; Γ; env𝑆; env𝑉 ; 𝑠 ⊢ 𝑥 := 𝑒; 𝑄

which was concluded by [wf-stm], and from the premise of this rule we have
that Σ; Γ; env𝑆; env𝑉 ; 𝑠 ⊢ 𝑄. Then Σ; Γ; env𝑆; env𝑉[𝑥 ↦ 𝑣] ; 𝑠 ⊢ 𝑄 can be
concluded by Lemma 80.

• Equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆 holds, since the two
environments are equal.

This concludes the case for [r-assv].

If [r-assf] was used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨this.𝑝 := 𝑒; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] ; env𝑉 ⟩

and from the premises and side condition of [r-assf] we know that

𝑋 = env𝑉 (this)
env𝐹 = env𝑆(𝑋)

𝑝 ∈ dom (env𝐹)
var(𝐼, 𝑠1) = Δ(this)
var(𝐵, 𝑠′) = Γ(𝐼)(𝑝)
Σ; Γ; Δ ⊨(𝐵,𝑠′) ⟨𝑒, env𝑆𝑉 ⟩ → 𝑣

𝑠1 ⊑ 𝑠′

𝑠 ⊑ 𝑠′.

We now show how each of the properties hold, in turn:

• Well-typedness and consistency: The goals are to show

– Σ; Γ; Δ ⊢ env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] ; env𝑉 .
– Γ ⊢ env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] ; env𝑉 .

From env𝑉 (this) = 𝑋 and consistency of env𝑆𝑉 we infer that 𝑋 ∈ dom (env𝑆).
From the premises and Theorem 21 we know that Σ; Γ;∅ ⊢ 𝑣 ∶ (𝐵, 𝑠′), and by
Corollary 13 that 𝑣 ∈ ANames ⟹ 𝑣 ∈ dom (env𝑆). By Lemma 79 we can
then conclude

– Well-typedness: Σ; Γ; Δ ⊢ env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] ; env𝑉 , and
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– Consistency: Γ ⊢ env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]].

• Well-formedness: The goal is to show

Σ; Γ; env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] ; env𝑉 ; 𝑠 ⊢ 𝑄.

We know that
Σ; Γ; env𝑆; env𝑉 ; 𝑠 ⊢ this.𝑝 := 𝑒; 𝑄

which was concluded by [wf-stm], and from the premise of this rule we have
that Σ; Γ; env𝑆; env𝑉 ; 𝑠 ⊢ 𝑄. Then

Σ; Γ; env𝑆env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] ; env𝑉 ; 𝑠 ⊢ 𝑄

can be concluded by Lemma 80.

• Equivalence: The goal is to show

∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣]] .

The only difference between the two environments is in the value stored at 𝑝,
and from the premise and side conditions we know that Γ(𝐼)(𝑝) = var(𝐵, 𝑠′)
and 𝑠 ⊑ 𝑠′. Hence, the field 𝑝 is not amongst those for which the equivalence
must hold.

This concludes the case for [r-assf].

Suppose one of [r-call], [r-dcall], [r-fcall] was used. We consider only the
case for [r-call], since the two other cases are similar or simpler. If [r-call] was
used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨call 𝑒1.𝑚( ̃𝑒)$𝑒2; 𝑄, env𝑇𝑆𝑉 ⟩
→ Σ; Γ; Δ′ ⊨𝑠′ ⟨𝑆; (env𝑉 , Δ); 𝑠; 𝑄, env𝑇 ; env′𝑆𝑉 ⟩

where 𝑆 is the method body; env′𝑆 is modified because of the update of the balance
fields; and env′𝑉 is the new variable environment containing bindings for the formal
parameters of the method. As there are many side conditions, we shall only mention
those that are relevant for each property below. We now show how each of the
properties hold, in turn:

• Well-typedness and consistency: The goal is to show:

Σ; Γ; Δ′ ⊢ env′𝑆𝑉
Γ ⊢ env′𝑆𝑉

We treat each environment separately:
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– From the premise of [r-call], we have that

Σ; Γ; Δ ⊨(int,𝑠′) ⟨𝑒2, env𝑆𝑉 ⟩ → 𝑛

and by Theorem 21, we know that 𝑛 is an integer, and all variables read in
the evaluation are of level 𝑠 and lower. From the side condition 𝑠′ ⊑ 𝑠3, 𝑠4,
we have that the levels of the two balance fields, 𝑠3, 𝑠4 are higher than,
or equal to 𝑛. From another side condition, we have that

env′𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]

where 𝑋 is obtained from this, and 𝑌 is obtained from 𝑒1. This update is
thus equivalent to executing the statements

this.balance := this.balance - 𝑒2
𝑒1.balance := 𝑒1.balance + 𝑒2

at level 𝑠′. We see that the transition in both cases can be concluded by
rule [r-assf]. Hence, well-typedness and consistency of env′𝑆 holds by
the case for [r-assf] above.

– From the side condition env𝑉 (this) = 𝑋 , and the (expanded) premise

Σ; Γ; Δ ⊨(𝐼𝑌 ,𝑠′) ⟨𝑒1, env𝑆𝑉 ⟩ → 𝑌
Σ; Γ; Δ ⊨(int,𝑠′) ⟨𝑒2, env𝑆𝑉 ⟩ → 𝑛
Σ; Γ; Δ ⊨(𝐵1,𝑠′1) ⟨𝑒

′
1, env𝑆𝑉 ⟩ → 𝑣1

⋮
Σ; Γ; Δ ⊨(𝐵𝑘,𝑠′𝑘)

⟨𝑒′𝑘, env𝑆𝑉 ⟩ → 𝑣𝑘

and Theorem 21, we know that the bindings of the formal parameters in
the new env′𝑉 , and the type bindings in the new Δ′ will correspond, as we
in the side condition have

env′𝑉 = this ∶ 𝑌, sender ∶ 𝑋, value ∶ 𝑛, 𝑥1 ∶ 𝑣1,… , 𝑥𝑘 ∶ 𝑣𝑘
Δ′ = this ∶ var(𝐼𝑌 , 𝑠2), sender ∶ var(𝐼𝑋 , 𝑠1), value ∶ var(int, 𝑠′),

𝑥1 ∶ var(𝐵1, 𝑠′1),… , 𝑥𝑘 ∶ var(𝐵𝑘, 𝑠′𝑘)

and the types set of this and sender are obtained from the actual types
of 𝑋 and 𝑌 in Γ. Hence Σ; Γ; Δ′ ⊢ env′𝑉 (well-typedness) holds.
Furthermore, we know directly from the side conditions that 𝑋 and 𝑌 ,
which appear as values in env𝑉 , have types in Γ, so by the assumption
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of consistency of env𝑆, we also know that 𝑋 and 𝑌 must appear in the
domain of env𝑆, and therefore also in the domain of env′𝑆, since the domain
is static. Thus, consistency for these entries holds.
For the values 𝑣1,… , 𝑣𝑘, we use Corollary 13 to conclude that

𝑣𝑖 ∈ ANames ⟹ 𝑣𝑖 ∈ dom (env𝑆)

which then again implies 𝑣𝑖 ∈ dom (env′𝑆), since the domain is static.
Hence, env′𝑆 ⊢ env′𝑉 (consistency) holds as well.

Combining the four results above gives us that

Σ; Γ; Δ′ ⊢ env′𝑆𝑉
Γ ⊢ env′𝑆𝑉

both hold, as required.

• Well-formedness: The goal is to show Σ; Γ; env′𝑆𝑉 ; 𝑠′ ⊢ 𝑆; (env𝑉 , Δ); 𝑠; 𝑄. By
assumption,

Σ; Γ; env𝑆𝑉 , 𝑠 ⊢ call 𝑒1.𝑚( ̃𝑒)$𝑒2; 𝑄

holds, which was concluded by [wf-stm]. Let

env′𝑆 = env𝑆[𝑋 ↦ env𝑋𝐹 [balance -= 𝑛]][𝑌 ↦ env𝑌𝐹 [balance += 𝑛]]

for ease of notation. We know that 𝑠 ⊑ 𝑠′ from the side condition of [r-call].
We then conclude the following:

Σ; Γ; env𝑆𝑉 , 𝑠 ⊢ 𝑄 from premise of [wf-stm],
Σ; Γ; env′𝑆; env𝑉 , 𝑠 ⊢ 𝑄 by Lemma 80,
Σ; Γ; env′𝑆; env𝑉 , 𝑠′ ⊢ 𝑠; 𝑄 by rule [wf-sec].

We also know the following:

Σ; Γ; Δ ⊢ env𝑉 by assumption
env′𝑆 ⊢ env𝑉 by assumption, since dom (env𝑆) = dom (env′𝑆).

Using this, and the above, we can then conclude

Σ; Γ; env′𝑆𝑉 ; 𝑠′ ⊢ 𝑆; (env𝑉 , Δ); 𝑠; 𝑄

by [wf-ret], as required.
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• Equality: The goal is to show ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env′𝑆.
We know that the only difference between env𝑆 and env′𝑆 is that the fields
𝑋.balance and𝑌.balancemay have beenmodified. From the side conditions
we have that

var(int, 𝑠3) = Γ(𝐼𝑋)(balance)
var(int, 𝑠4) = Γ(𝐼𝑌 )(balance)

𝑠 ⊑ 𝑠′ ⊑ 𝑠3, 𝑠4

so by transitivity 𝑠 ⊑ 𝑠3, 𝑠4. As neither field is strictly lower than, or unrelated
to, 𝑠, we therefore have that ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env′𝑆 holds.

This concludes the case for [r-call], [r-dcall] and [r-fcall].

If [r-delv] was used, then the transition is of the form

Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠′) ⊨𝑠 ⟨del(𝑥); 𝑄, env𝑇𝑆; env𝑉 , 𝑥 ∶ 𝑣⟩ → Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇𝑆𝑉 ⟩

We now show how each of the properties hold, in turn:

• Well-typedness: The goal is to show Σ; Γ; Δ ⊢ env𝑆𝑉 . We have that

Σ; Γ;∅ ⊢ env𝑆 by assumption,
Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠′) ⊢ env𝑉 , 𝑥 ∶ 𝑣 by assumption,
Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠′) ⊢ env𝑉 from premise of [t-envvᵆ],

Σ; Γ; Δ ⊢ env𝑉 by Lemma 77,
Σ; Γ; Δ ⊢ env𝑆𝑉 by [t-envsv].

The final inference is the desired result.

• Consistency: The goal is to show Γ ⊢ env𝑆𝑉 .

Γ; env𝑆 ⊢ env𝑆 by assumption.
Γ; env𝑆 ⊢ env𝑉 , 𝑥 ∶ 𝑣 by assumption.
Γ; env𝑆 ⊢ env𝑉 from premise of [c-envv2].

Γ ⊢ env𝑆𝑉 by [c-envsv].

The final inference is the desired result.
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• Well-formedness: The goal is to show Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑄.

Σ; Γ; env𝑆; env𝑉 , 𝑥 ∶ 𝑣𝑠 ⊢ del(𝑥); 𝑄 by assumption.
Σ; Γ; env𝑆; env𝑉 , 𝑠 ⊢ 𝑄 from premise of [wf-del].

The final inference is the desired result.

• Equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆 holds, since the two
environments are equal.

This concludes the case for [r-delv].

If [r-return] was used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨(env′𝑉 , Δ′); 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ′ ⊨𝑠 ⟨𝑄, env𝑇𝑆; env′𝑉 ⟩ .

We now show how each of the properties hold, in turn:

• Well-typedness: The goal is to show Σ; Γ; Δ ⊢ env𝑆; env′𝑉 . We have that

Σ; Γ;∅ ⊢ env𝑆 by assumption,
Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ (env′𝑉 , Δ′); 𝑄 by assumption,

Σ; Γ; Δ′ ⊢ env′𝑉 from premise of [wf-ret],
Σ; Γ; Δ′ ⊢ env𝑆; env′𝑉 by [t-envsv].

The final inference is the desired result.

• Consistency: The goal is to show Γ ⊢ env𝑆𝑉 . We have that

Γ; env𝑆 ⊢ env𝑆 by assumption,
Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ (env′𝑉 , Δ′); 𝑄 by assumption,

Γ; env𝑆 ⊢ env′𝑉 from premise of [wf-ret],
Γ ⊢ env𝑆; env′𝑉 by [c-envsv].

The final inference is the desired result.

• Well-formedness: The goal is to show Σ; Γ; env𝑆; 𝑠 ⊢ 𝑄. We have that

Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ (env′𝑉 , Δ′); 𝑄 by assumption.
Σ; Γ; env𝑆; env′𝑉 ; 𝑠 ⊢ 𝑄 from premise of [wf-ret].

The final inference is the desired result.
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• Equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆 holds, since the two
environments are equal.

This concludes the case for [r-return].

If [r-restore] was used, then the transition is of the form

Σ; Γ; Δ ⊨𝑠 ⟨𝑠′; 𝑄, env𝑇𝑆𝑉 ⟩ → Σ; Γ; Δ ⊨𝑠′ ⟨𝑄, env𝑇𝑆𝑉 ⟩

and we know from the side condition that 𝑠 ⊒ 𝑠′. We now show how each of the
properties hold, in turn:

• Well-typedness: Σ; Γ; Δ ⊢ env𝑆𝑉 holds by assumption.

• Consistency: Γ ⊢ env𝑆𝑉 holds by assumption.

• Well-formedness: The goal is to show Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑄. We have that

Σ; Γ; env𝑆𝑉 ; 𝑠 ⊢ 𝑠′; 𝑄 by assumption,
Σ; Γ; env𝑆𝑉 ; 𝑠′ ⊢ 𝑄 from premise of [wf-sec].

The final inference is the desired result.

• Equivalence: ∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env𝑆 =𝑠″ env𝑆 holds, since the two
environments are equal.

This concludes the case for [r-restore].
We have examined every rule that may have been used to conclude the transition,

and shown that the properties all hold in each case. This concludes the proof.

8.9.8 Proof of Theorem 29

Proof. Firstly, consider the two field environments: We know that

Γ ⊢ env1𝑆 =𝑠 env
2
𝑆.

By twice application of Theorem 28, we have that

∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env1𝑆 =𝑠″ env1
′
𝑆

∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env2𝑆 =𝑠″ env2
′
𝑆

so the both environments agree before and after the transition on all fields that are
strictly lower than, or unrelated to, 𝑠. Hence, we also have that

∀𝑠″ . 𝑠 ⋢ 𝑠″ ⟹ Γ ⊢ env1
′
𝑆 =𝑠″ env2

′
𝑆
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Suppose now that the two transitions modified a field that is exactly at level 𝑠 (the
field being modified must be the same in both transitions, since 𝑄 is the same). From
the semantics (Figures 8.24–8.26) we see that there are only three rules that could
have been used to conclude a transition that modifies env𝑆: [r-assf], [r-call] and
[r-fcall]. The two call rules can modify the balance fields of the caller and callee,
and the assignment rule can modify any other field. We consider only [r-assf], but
the argument is the same for the two other rules: The transitions are of the form

Σ; Γ; Δ ⊨𝑠 ⟨this.𝑝 := 𝑒; 𝑄, env𝑇 ; env𝑖𝑆𝑉 ⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env𝑖𝑆[𝑋 ↦ env𝐹[𝑝 ↦ 𝑣𝑖]] ; env𝑖𝑉 ⟩

for 𝑖 ∈ { 1, 2 }, and from the premise of that rule we have that

Σ; Γ; Δ ⊨(𝐵,𝑠′) ⟨𝑒, env𝑖𝑆𝑉 ⟩ → 𝑣𝑖.

By Corollary 14, we have that if

Σ; Γ; Δ ⊨(𝐵,𝑠′) ⟨𝑒, env1𝑆𝑉 ⟩ → 𝑣1
Σ; Γ; Δ ⊨(𝐵,𝑠′) ⟨𝑒, env2𝑆𝑉 ⟩ → 𝑣2

then 𝑣1 = 𝑣2, so the expression in the premise yields the same value 𝑣 in both
executions. Hence, the field 𝑝 at level 𝑠 may be changed in the two executions, but it
will be changed to the same value. Thus env1′𝑆 and env2

′
𝑆 also agree at level 𝑠.

For env𝑖𝑉 , we do not have a result similar to Theorem 28, so we must examine all
the rules that could have been used to conclude the transition:

• If one of the rules [r-skip], [r-if], [r-whileT], [r-whileF], [r-assf], or [r-restore]
was used, then the result is immediate, as the transition does not modify env𝑖𝑉 .
Thus, the statement holds by assumption.

• If [r-delv] was used, the transitions are of the form

Σ; Γ; Δ, 𝑥 ∶ var(𝐵𝑠′) ⊨𝑠 ⟨del(𝑥); 𝑄, env𝑇 ; env𝑖𝑆; env𝑖𝑉 , 𝑥 ∶ 𝑣𝑖⟩
→ Σ; Γ; Δ ⊨𝑠 ⟨𝑄, env𝑇 ; env𝑖𝑆; env𝑖𝑉 ⟩

so for both env1𝑉 and env2𝑉 we are removing the entry for the variable 𝑥. Equality
of the remaining entries, for level 𝑠 and lower, then follows from the initial
assumption of 𝑠 − 𝑒𝑞𝑢𝑎𝑙𝑖𝑡𝑦 of the environments.

• If [r-return] was used, the transitions are of the form

Σ; Γ; Δ ⊨𝑠 ⟨(env′𝑉 , Δ′); 𝑄, env𝑇 ; env𝑖𝑆𝑉 ⟩
→ Σ; Γ; Δ′ ⊨𝑠 ⟨𝑄, env𝑇 ; env𝑖𝑆; env′𝑉 ⟩

i.e. the same variable environment env′𝑉 is taken off the stack in both transitions,
so they obviously agree since they are equal.
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• If one of [r-decv] or [r-assv] was used, then the transition either extends
the variable environment with a new entry, or modifies an existing entry. In
either case, the argument is essentially the same. In the premise, we have an
expression evaluation of the form

Σ; Γ; Δ ⊨𝐵𝑠′ ⟨𝑒, env
𝑖
𝑆𝑉 ⟩ → 𝑣𝑖.

where 𝑠′ is the level of the variable being assigned to. There are now two cases:

1. If 𝑠′ ⋢ 𝑠, i.e. 𝑠′ is strictly higher than 𝑠, (or, in the case of [r-decv],
unrelated to 𝑠), then the result is immediate, since only variables of level
𝑠 or lower must agree in the two environments for the result to hold.

2. If 𝑠′ ⊑ 𝑠, we have by Corollary 14 that if

Σ; Γ; Δ ⊨𝐵𝑠′ ⟨𝑒, env
1
𝑆𝑉 ⟩ → 𝑣1

Σ; Γ; Δ ⊨𝐵𝑠′ ⟨𝑒, env
2
𝑆𝑉 ⟩ → 𝑣2

then 𝑣1 = 𝑣2, so the expression in the premise yields the same value 𝑣
in both executions. Hence, the two environments will contain the same
value 𝑣 for the variable 𝑥. Equality for all variables of level 𝑠 or lower then
follows from the initial assumption of 𝑠-equality of the two environments.

• Finally, if one of the call rules [r-call], [r-dcall], or [r-fcall] was used, then
the env𝑖′𝑉 environments will be two new environments created in the transition,
to contain the bindings for the formal parameters ̃𝑥 of the method call, and the
magic variables.
For each variable binding, the argument is then exactly the same as for [r-decv]
and [r-assv] above: Either the variable is of a level strictly higher than, or
unrelated to, 𝑠, in which case its value is allowed to differ in the two executions;
or the variable is of level 𝑠 or lower, in which case the corresponding expression
also must be evaluated at level 𝑠 or lower, and then we obtain the same value 𝑣
in both executions by Corollary 14. Thus, 𝑠-equality of the two environments
is again ensured.



9 Concluding remarks

The main theme of this dissertation has been the development and application of type
systems to ensure various safety properties, primarily in the field of smart contract
languages, but also with some preliminary investigations carried out in the field of
process calculi. These earlier developments then reappeared in various guises in later
chapters, culminating in the work in Chapter 8, which directly or indirectly draws on
all the previous chapters and thereby forms a natural conclusion of the present work.
Some key finding on this path are the following:

• In Chapter 3 we studied reflection and reflective programming constructs in the
context of the 𝜌-calculus. One of our results here was a simple, syntactic type
system for disciplining channel usage in the 𝜌-calculus. However, in light of
the main theme of this thesis, the most important finding was perhaps not the
type system itself, but rather the restrictions we had to impose on the shape of
generated names, in order to make the syntactic approach work. The need for
those restrictions already hinted at the limitations of the syntactic approach,
which became important for our work on the fallback function in Chapter 8.

• The contributions in Chapters 4 and 5 should be viewed together. The former
chapter concerned a generic type system for a generic process calculus, the
Higher-Order Ψ-calculus, which allowed several different safety properties to
be treated uniformly; in particular, simple safety of channel usage, termination,
and integrity/secrecy. These are the very same safety properties we later
explored in the context of TinySol.
In the latter chapter, we highlighted the connexion between 𝑒𝜋 (a particular
instance of the Ψ-calculus) and WC (a class-based, imperative language similar
to TinySol) by means of an encoding. The language 𝑒𝜋 was given a type
system, which, albeit not stated in the chapter, is an instance of the generic
type system from Chapter 4. We also created a type system with interface types
for WC and an encoding of these types into the type language of 𝑒𝜋, so that
well-typedness is preserved. This implicitly guided our development of type
systems for ensuring these safety properties in TinySol.
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• In Chapter 6, we created a type system for ensuring non-interference in TinySol
programs, based on the dual safety properties of integrity and secrecy, that we
also saw in Chapter 4. This is interesting its own right, but additionally we
showed that the type system can also be used to approximate the call-integrity
property of Grishchenko et al. [51] by setting a particular security policy. This
is a surprising result, since non-interference and call-integrity are incomparable
properties; one is a property of data flows, and the other is a property of control
flows. The result stemmed from the realisation that a currency flow in TinySol
is also a data flow, which thus can be disciplined with the security types, and
every currency flow in TinySol is also a control flow.

• In Chapter 7 we created a type system for preventing out-of-gas exceptions
in TinySol by ensuring termination of transactions. This is a rather crude
attempt, since it disallows all forms of recursive method calls, as well as in-
crements/decrements of counter variables used to control loops. As was the
case with the type system in Chapter 3, the most interesting finding here was
therefore not the type system itself, but rather the restrictions we had to impose
via the types to ensure that subject-reduction could be shown.

• Finally, in Chapter 8, we extended TinySol with delegate calls and fallback
functions, and created a new type system for ensuring non-interference, similar
to the one from Chapter 6, but this time based on a semantic approach to type
soundness. The fallback function is untypable by syntactic means because of
its reflective (introspective) features, but the semantic approach enables us to
reason about the safety of constructs, where the difference between safe and
unsafe usages is behavioural rather than syntactical. In these cases, a ‘manual
proof’ of safety must be given instead, and we provide a way to state such
proofs in the form of an explicit typing interpretation.
We also define an enhancement of the typing-interpretation proof-method,
typing interpretations up-to union, which can greatly simplify the work needed
to manually show safety of a piece of code for which type safety cannot be
inferred by the type rules. To our knowledge, transferring the method of up-to
techniques from bisimulations to typing interpretations is novel, and also a
useful addition to the semantic approach to type soundness.

9.1 On the significance of our results

Type systems are diverse, even within a single type discipline. The inference rules
are syntax-directed, and thus closely tied to the syntax of the particular language.
It usually requires a significant amount of work to adapt a type system from one
language to another, or even just to extend an existing type system for a language
to accommodate the addition of a new syntactic construct. If soundness is shown
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by the syntactic (subject-reduction) approach, adding just a single, new construct
will require (at least) adding a new case to the safety and subject reduction theorems,
as well as to all the auxiliary lemmas. Thus, type system results can be difficult
to adapt, extend or generalise, and this is also the case for several of our results.
The type systems for termination and call-integrity in TinySol show how these
properties may be ensured for this particular modelling language, but this does not
mean that the type systems can be directly applied to the full Solidity language, or
easily generalised to other smart-contract languages, even if they belong to the same
programming paradigm. This is not to say that these results are insignificant, since
they do demonstrate that these properties indeed may be captured by static analysis
techniques for a language containing the characteristic features of Solidity. However,
we have only demonstrated the plausibility of the approach. More work is needed for
an application to the full Solidity language.

On the other hand, our work in Chapter 8 is of a more general nature. The
direct applicability of the type system therein is of course still limited to the particular
version of TinySol defined in this chapter, as was the case with our other type systems.
However, our most significant finding in this chapter is not the type system itself, but
themethod that we develop to ensure safety of even syntactically untypable constructs,
bymeans of the semantic approach to type soundness. Therewill always be statements
or constructs for which safety cannot be concluded by an incomplete proof system,
but which nevertheless behave safely at runtime; they reside in the slack of the type
system. This does not only apply to exotic language constructs such as the fallback
function w.r.t. integrity/secrecy of data flows; for example, as we saw in Chapter 7,
it also applies to ordinary constructs such as variable increments/decrements and
recursive method calls w.r.t. termination. Nor is this only a problem in TinySol,
or in smart-contract languages in general. A type system for any Turing complete
language will always be an incomplete proof system for all but the most trivial and
uninteresting safety properties, so slack is an inherent, unavoidable phenomenon.

The semantic approach gives us a way to attest the safety of specific programs
or pieces of code residing in the slack of the static type rules, such as specific us-
ages of fallback functions, by providing an explicit typing interpretation to witness
safety. This is particularly useful in the case of smart-contract languages, because
of the immutability of the code, which is one of the characteristic features of this
programming paradigm. We demonstrate the steps involved using TinySol and the
fallback function, but our proposed approach itself is in principle applicable to any
typed smart-contract language. Thus, we believe that the developments in Chapter 8
are relevant beyond the area of TinySol/Solidity and usages of fallback functions.
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9.2 Avenues of future research

We have already pointed out specific avenues of future work in the respective chapters
of this thesis. Here we shall just highlight a few that may be of more general interest.

9.2.1 Enhancements of the typing interpretation proof method

In Chapter 8, we define the concept of up-to techniques for typing interpretations,
following the work of Pous and Sangiorgi in [106] on enhancements of the bisimula-
tion proof method. However, we only defined a single up-to technique, the typing
interpretation up-to union enhancement, but Pous and Sangiorgi also mention several
other techniques that might be interesting and relevant to reformulate as enhance-
ments of the typing interpretation proof method. Some examples could be typing
interpretations up-to context, up-to environment extensions, up-to subtyping, to
name but a few. Exactly which techniques might be relevant will depend on the
features of the specific programming language, and possibly also on the notion of
type safety. For example, a technique such as up-to structural congruence would allow
us to disregard changes introduced by program rewrites under structural congruence,
which would be useful for languages such as the 𝜌-calculus (see Chapter 3) or the
𝜋-calculus [83] that make use of this kind of program equivalence.

A disadvantage of our definition in Chapter 8 is that it relies on the notion of a
progression 𝒮 ↣ ℛ (Definition 65) which builds on the specific definition of a typing
interpretation that we use in this chapter (Definition 64). It would be useful to be
able to consider up-to techniques in a more abstract sense, which may make them
easier to apply in different settings. In [106], Pous and Sangiorgi also formulate a
more general theory of enhancements of the bisimulation proof method, based on
greatest fixed-points of monotonic functions on a complete lattice. Again, it seems
that these concepts can be adapted to the setting of typing interpretations in a quite
straightforward manner. Following their work, we propose the following generic
definitions:

• Let (𝒫,⤇) be a transition system with 𝑃 ∈ 𝒫 being a representation of pro-
grams, such as the stack type triplets in Definition 63.

• Let Ξ be a type environment, or collection of environments, such as Σ; Γ; env𝑇
in Definition 64.

• Let ℱΞ be a monotonic function defined such that ℛΞ is a typing interpretation
of ΞwhenℛΞ ⊆ ℱΞ(ℛΞ). We write 𝜈𝑓 for the greatest fixed-point of a function
𝑓. Thus

𝜈ℛΞ ≜ 𝜈ℱΞ =⋃{ℛ ∣ ℛ ⊆ ℱΞ(ℛ) }

is the largest typing interpretation for Ξ.
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As indicated above, this generic notation can be instantiated with the definitions
of type environments, type-lifted transitions and typing interpretations that we use in
Chapter 8. With this notation, for any fixed typing interpretationℛΞ, the up-to union
technique can then be expressed as the function 𝑢 ∶ 2𝒫 → 2𝒫 defined as follows:

𝑢 ∶ 𝒮 ↦ 𝒮 ∪ ℛΞ.

Pous and Sangiorgi then provide two definitions: validity (soundness) and com-
patibility. They require no adaptation, apart from a change of symbols:

Definition 67 (Valid up-to technique). Let 𝑢 ∶ 2𝒫 → 2𝒫 be a monotone function. 𝑢
is a valid up-to technique, if 𝜈(ℱΞ ∘ 𝑢) ⊆ 𝜈ℱΞ. �

Definition 68 (Compatibility). Let 𝑢 ∶ 2𝒫 → 2𝒫 be a monotone function. 𝑢 is
ℱΞ-compatible if 𝑢 ∘ ℱΞ ⊆ ℱΞ ∘ 𝑢. �

Compatibility implies validity: this is proved in [106, p. 254] (Theorem 6.3.9).
It is a stronger requirement than validity and not strictly necessary, but it helps to
ensure that up-to techniques may be combined. To help prove compatibility, Pous
and Sangiorgi then state and prove a lemma (Lemma 6.3.12 in [106, p. 255]) which,
when adapted to our notation, takes the following form:

Lemma 81. Let 𝑢 ∶ 2𝒫 → 2𝒫 be a monotone function. 𝑢 is ℱΞ-compatible iff for all
𝒮,ℛ ⊆ 𝒫 it holds that 𝒮 ⊆ ℱΞ(ℛ) entails 𝑢(𝒮) ⊆ ℱΞ(𝑢(ℛ)).

Using this generic formulation may not only make it easier to adapt up-to tech-
niques from bisimulations to typing interpretations; it may also make the formulation
of the techniques less dependent on the specific definition of a typing interpretation,
and thus make them more easily reusable with different languages and types. We
believe this is an important area to explore further, with a general application to the
field of semantic typing.

9.2.2 Modelling contract creation

The versions of TinySol presented in Chapters 6–8 assume that all contracts are
created at the Genesis event, and all subsequent transactions only invoke the existing
functionality. Thus, the code environment, env𝑇 , is static; and likewise, the set of
field names declared in the state environment env𝑆 does not change. However, this
is clearly an oversimplification: actual blockchain architectures also allow users to
schedule transactions that will place a new contract declaration on the blockchain
at any time, e.g. via the CREATE and CREATE2 instructions in EVM [119]. This is a
form of higher-order behaviour, similar to what we have seen in the 𝜌-calculus and
the Higher-Order Ψ-calculus in Chapters 3–4 where data is instantiated as executable
code. However, as we have also seen in these chapters, higher-order behaviour can
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be tricky to handle with type systems. Essentially, it must be the case that type-safety
(and well-typedness, in the syntactic approach) must be compositional, so that if
the existing code is type safe, and the new code is also type safe, then the resulting
composition will also be type safe.

In Chapter 8, we assume that env𝑇 and the type environments Σ and Γ are static,
and they therefore appear as indices on typing interpretations ℛΣ,Γ,env𝑇 . However,
in light of the above, it would be relevant to extend this work to also allow these
environments to change at runtime. Special consideration should also be given to the
fact that our proposed method for ensuring safety of untypable constructs requires
the contract creator to supply an explicit typing interpretation to witness type safety
of such constructs in his code. Thus, it will be important to ensure that extensions of
Σ, Γ and env𝑇 will not invalidate any existing witnesses on the blockchain. Again, it
seems that a possible solution may be to formulate an appropriate up-to technique,
such that a piece of code can be shown to be type safe up-to extensions of Σ, Γ and
env𝑇 . Extending our work in this direction will therefore be important to further
strengthen the argument for the applicability of our proposed method.

9.2.3 A logical characterisation of secure data flows

Asmentioned in Chapter 8, rather than using a typed semantics to define the semantics
of the secure flow types, we might instead have used a form of logic to express the
meaning of each type as formulae 𝜑. For example, in [23], Caires uses a type language
based on spatial logics [24; 25] to create a type system for the 𝜋-calculus, following
the semantic approach to type soundness. Adapting spatial logics to TinySol might
be interesting in its own right, since it for example would allow us to express more
fine-grained properties of data flows than the invariants denoted by types var(𝐵𝑠);
but it would additionally have the benefit of leading to a cleaner presentation, since
we would not need to mix the semantics with checks of the type constraints. We shall
here sketch some of the necessary adaptations.

As a first step, we will need a labelled semantics for TinySol. It would take us
too far afield to create one here, but let us, for the sake of the presentation, assume a
labelled transition system (𝒫,

𝛼
−→⊆ 𝒫 ×𝒜 × 𝒫), where 𝒫 is a set of states (i.e. stack

configurations), ranged over by 𝑃; and 𝒜 is a set of labels, ranged over by 𝛼, and
containing labels of the form

𝛼 ∈ 𝒜 ∶∶= 𝑥!𝑣 || 𝑋.𝑝!𝑣 || …

denoting that the value 𝑣 is written into the variable 𝑥, resp. the field 𝑋.𝑝. Other
labels would likely also be needed, but we shall ignore that here.

To express the dual properties of integrity and secrecy, we would need operators
that speak of the data flows into, and out of, variables and fields of a particular security
level 𝑠. This can be captured with the modal ‘box’ and ‘diamond’ operators [𝑎]𝜑 and
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⟨𝑎⟩ 𝜑, denoting universal, resp. existential, quantification over labelled transitions,
with labels satisfying the formula 𝑎. Assuming a set of types 𝐵𝑠 for values, as in the
type system from Chapter 8, formulae 𝑎 would be of the form

𝑎 ∶∶= 𝑛!𝐵𝑠 || 𝑋.𝑝!𝐵𝑠 || …

matching the labels from the semantics. We use 𝑛 here, rather than 𝑥, to allow
quantification over bound variable names.1 Formulae 𝑎 are then, in a sense, the
logical equivalent of type rules for reading and writing, and the semantics of 𝑎 must
therefore depend on type environments Σ; Γ like the type rule for values. To avoid
complicating the matter needlessly, we shall just consider the semantics for variable
writes, which can be given in denotational style as

J𝑥!𝐵𝑠KΣ;Γ = { 𝑥!𝑣 ∣ TypeOfΓ(𝑣) = 𝐵′𝑠′ ∧ Σ ⊢ 𝐵′ <∶ 𝐵 ∧ 𝑠′ ⊑ 𝑠 }

with TypeOfΓ(⋅) and Σ ⊢ 𝐵′ <∶ 𝐵 defined as in Chapter 8. The semantics of the box
and diamond operators can then be given in the usual way:

J[𝑎]𝜑KΣ;Γ = {𝑃 || ∀𝑃′, 𝛼 . 𝑃
𝛼
−→ 𝑃′ ⟹ 𝛼 ∈ J𝑎KΣ;Γ ∧ 𝑃′ ∈ J𝜑KΓ }

J⟨𝑎⟩ 𝜑KΣ;Γ = {𝑃 || ∃𝑃′, 𝛼 . 𝑃
𝛼
−→ 𝑃′ ∧ 𝛼 ∈ J𝑎KΣ;Γ ∧ 𝑃′ ∈ J𝜑KΓ }

Using the box operator, a type assignment 𝑥 ∶ var(𝐵𝑠) can then be expressed as
an invariant, stating that all 𝑥!𝑣 labelled transitions must satisfy the formula 𝑥!𝐵𝑠.
However, unlike the type var(𝐵𝑠), the logic does not require formulae to be invariants.
Using the same language of formulae, we can also express types that evolve during the
execution of the program, and thereby allow variables to have different capabilities at
different points of interaction. This would be approaching the type discipline known
as behavioural types, which is another area that may be relevant to explore.

1This would be used by the spatial hiding operator H𝑛.𝜑, which detects the declaration of a new,
locally scoped name/variable. We shall not describe it further here, but see [23] for details regarding its
meaning.
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Part III

Appendices





A The original formulation of TinySol

In Chapters 6-8 we use a modified version of the language TinySol, which is adapted
and extended in various ways to suit the purpose of each study. We shall here give a
brief review the original presentation of TinySol, as given in [12], and also add some
comments on the changes we have made to the language and the rationale behind
them. In the following presentation, we have made some insignificant changes in the
syntax to facilitate reading.1

A.1 Syntax

The original presentation of TinySol has two kinds of syntactic constructs: expressions
𝑒, and statements 𝑆. Expressions can contain values 𝑣, atomic variable names 𝑥, and
atomic contract addresses 𝑋 , which are distinct from variable names. There is also
a concept of keys 𝑘, which are values, and function names 𝑓, but these are only
indirectly defined in the paper. In sum, we thus have the following sets:

• 𝑘 ∈ Keys is a set of atomic keys (names), which may be bound to values in
a store, associated with each contract. It is assumed that there is a special
name balance ∈ Keys, and this name may not appear on the left side in an
assignment.

• 𝑋, 𝑌 ∈ ANames is a set of addresses. This set is partitioned into account
addresses 𝐴, 𝐵 and contract addresses 𝐶,𝐷. These are distinct from the set of
keys (which are local addresses within the scope of each contract).

• 𝑣 ∈ Val = ℤ ∪ 𝔹 ∪ Keys ∪ ANames is a set of values, consisting of the set of
natural numbers, boolean values, keys and addresses.

• 𝑥, 𝑦 ∈ 𝒩 is a set of atomic names (called constants), which may appear as
formal parameters of function declarations. Unlike keys, these names are not
values, and they cannot appear on the left-hand side in an assignment. There

1The original presentation uses differently coloured symbols (red/green) to distinguish between
meta-variables ranging over different sets of syntactic constructs, and uses boldface text to denote lists.
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are two ‘magic names’ { sender, value } ⊆ 𝒩, and it is assumed that they are
never used as formal parameters.

• 𝑓, 𝑔 ∈ MNames is a set of function/method names. It is assumed that within
each contract, all function names are unique.

Definition 69 (Syntax). The syntax of TinySol is as follows:

𝑒 ∈ Exp ∶∶= 𝑣 || 𝑥 || 𝑋 || op ̃𝑒 || ?𝑒 || !𝑒 || 𝑋 ∶ 𝑒
𝑆 ∈ Stm ∶∶= skip || throw || 𝑒1∶= 𝑒2 || 𝑆1; 𝑆2

|| if 𝑒 then 𝑆1 else 𝑆2 || while 𝑒 do 𝑆 || 𝑒1 ∶ 𝑓( ̃𝑒) $ 𝑒2 �

The constructs in expressions 𝑒 in particular differ markedly from ours, so we
give some further explanations:

• op ̃𝑒 are the usual unary and binary operators on integers and booleans, in-
cluding cryptographic operators. Their semantics is well-known and is not
described further in the text. It is also implicitly assumed in the text that
expressions are well-typed w.r.t. these operators and have the appropriate arity.

• In the expression ?𝑒, 𝑒 must evaluate to a key 𝑘. This is also implicitly assumed,
as a consequence of expressions being well-typed. ?𝑘 then returns the value
bound to 𝑘 in the store of the present contract.

• Likewise, in !𝑒, the expression 𝑒 must also evaluate to a key 𝑘. The expression
!𝑘 then tests whether 𝑘 is defined, and returns T (true) if 𝑘 is bound in the store,
and F (false) otherwise.

• 𝑋 ∶ 𝑒 evaluates 𝑒 in the context of the store of the contract residing on address
𝑋 , rather than the current contract. Specifically for keys, the notation 𝑋.𝑘 is
also used; this is termed a qualified key. The main use of this construct seems
to be to access the balance of a foreign contract.

• In the assignment 𝑒1∶= 𝑒2, 𝑒1 must evaluate to a key 𝑘, whilst 𝑒2 must evaluate
to a value 𝑣.

• 𝑒1 ∶ 𝑓( ̃𝑒) $ 𝑒2 is a function call. Again, there are a number of assumptions on
the evaluation of the three expressions:

– 𝑒1 must evaluate to an address 𝑋 . It denotes the contract containing the
definition of the function 𝑓 to be called.

– ̃𝑒 must evaluate to a list of values, of an arity matching the arity of the
list of formal parameters of 𝑓.

– 𝑒2 must evaluate to an integer 𝑛. This number represents the amount of a
digital asset, which is transferred along with the function call, from the
caller to the callee.
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A.2 Semantics

A contract 𝐶 ∈ 𝒞 is simply described as a set

{ 𝑓1(𝑥1){𝑆1},… , 𝑓𝑛( ̃𝑥𝑛){𝑆𝑛} }

of function nameswith parameter lists and function bodies. Furthermore, it is assumed
that an account is simply a contract with a single, parameterless function { 𝑓𝑎(){skip} },
which does nothing. Hence, calling this standard function allows other accounts, and
contracts, to transfer assets to the account, without any other effects.

The semantics uses a number of environments, which are either partial or total
functions:2

• env𝐶 ∶ ANames → 𝒞 is a global environment, which maps every address to a
contract (i.e., either an account or an actual contract). As new contracts cannot
be declared at runtime, this environment is simply assumed to exist and be
populated with contracts prior to any execution.

• env𝑆 ∶ ANames → (Keys ⇀ Val) is a state, which maps every address to a
key-value store.3 If a key 𝑘 is not bound to any value in the store of 𝑋 , then
the result of a lookup is defined to be the special value null, i.e. env𝑆𝑋.𝑘 =
null.4 The auxiliary operators env𝑆 + 𝑋 ∶ 𝑛 and env𝑆 − 𝑋 ∶ 𝑛 are used to
increment/decrement the balance of the contract at 𝑋 by 𝑛 units.

• env𝑃 ∶ 𝒩 ⇀ Val is an environment used to map formal parameters, and the
two magic names sender, value to their actual values in a function call.

Lastly, 𝜎 ∶ ANames ⇀ (Keys ⇀ value) is a state update, which is a substitution
from qualified keys to values, written {𝑣/𝑋.𝑘}.

The semantics of expressions is given as a denotation function J𝑒K𝑋env𝑆𝑃 , parame-
trised with an address 𝑋 , which is the current evaluation context of 𝑒, and the two
environments env𝑆 and env𝑃, which we here abbreviate to env𝑆𝑃. The equations are
given in Figure A.1. It is assumed for all operators that if the value of any operand is
null then the value of the entire expression is null. Thus, the domain of denotation of
this function is the set Val ∪ { null }.

The semantics of statements is also given by a (partial) denotation function, but
defined with inference rules as in an operational semantics. The domain of denotation
is the set of states, i.e. the function returns an env𝑆. The rules are given in Figure A.2.

There are a few points to note about the semantics:
2We use env𝐶 , env𝑆 here, instead of Γ, 𝜍 which were used in the original presentation, to avoid

clashes with symbols commonly used in type systems.
3In the original presentation, the signature is 𝜍 ∶ ANames → (Val ⇀ Val), but it is not clear why the

set of values, rather than the more specific set of keys, is used.
4Again, it is not clear why the key-value store is not defined as a total function then, with null as the

value for all keys that are not bound in the store.
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J𝑣K𝑋env𝑆𝑃 = 𝑣
J𝑥K𝑋env𝑆𝑃 = env𝑃 (𝑥)

Jop ̃𝑒K𝑋env𝑆𝑃 = opJ ̃𝑒K𝑋env𝑆𝑃
J𝑌 ∶ 𝑒K𝑋env𝑆𝑃 = J𝑒K𝑌env𝑆𝑃

J?𝑒K𝑋env𝑆𝑃 = env𝑆 (𝑋.J𝑒K𝑋env𝑆𝑃)

J!𝑒K𝑋env𝑆𝑃 = {
T if J𝑒K𝑋env𝑆𝑃 ≠ null ∧ env𝑆 (𝑋.J𝑒K𝑋env𝑆𝑃) ≠ null
F if J𝑒K𝑋env𝑆𝑃 ≠ null ∧ env𝑆 (𝑋.J𝑒K𝑋env𝑆𝑃) = null

Figure A.1: Semantics of expressions.

• There is no rule for throw, meaning that JthrowK𝑋env𝑆𝑃 has no denotation.

• If the loop in [while𝑇] does not terminate, then the function has no denotation.
This is used later in the paper [12], to model the effect of an out-of-gas exception
(which is to roll back all effects of the call).

• There is no declaration of variables: Values can be stored in a key, via the as-
signment statement 𝑒1∶= 𝑒2, if 𝑒1 evaluates to a key 𝑘 (the rule [ass]). However,
keys are never declared. This makes it difficult to create a typed version of the
language, and to ensure that an expression actually will evaluate to a value,
rather than to null.

• There is no real difference between a key 𝑘, and a name/formal parameter 𝑥,
but they are nevertheless treated very differently. Formal parameters cannot
appear on the left-hand side of an assignment, but keys can. Furthermore,
formal parameters are stored in their own environment, env𝑃, whilst keys
are stored in env𝑆. Not only does this restriction seem unnecessary; it also
complicates the semantics by requiring an extra environment.
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[skip]
JskipK𝑋env𝑆𝑃 = env𝑆

[seq]
J𝑆1K𝑋env𝑆𝑃 = env𝒮′

J𝑆1; 𝑆2K𝑋env𝑆𝑃 = J𝑆2K𝑋env𝑆′𝑃

[ass]
J𝑒1K𝑋env𝑆𝑃 = 𝑘 J𝑒2K𝑋env𝑆𝑃 = 𝑣
J𝑒1∶= 𝑒2K𝑋env𝑆𝑃 = env𝑆 {𝑣/𝑋.𝑘}

[if]
J𝑒K𝑋env𝑆𝑃 = 𝑏 ∈ 𝔹

Jif 𝑒 then 𝑆T else 𝑆FK𝑋env𝑆𝑃 = J𝑆𝑏K𝑋env𝑆𝑃

[while𝐹]
J𝑒K𝑋env𝑆𝑃 = F

Jwhile 𝑒 do 𝑆K𝑋env𝑆𝑃 = env𝑆

[while𝑇]
J𝑒K𝑋env𝑆𝑃 = T J𝑆K𝑋env𝑆𝑃 = env𝑆′

Jwhile 𝑒 do 𝑆K𝑋env𝑆𝑃 = Jwhile 𝑒 do 𝑆K𝑋env𝑆′𝑃

[call]
J𝑒1K𝑋env𝑆𝑃 = 𝑌 J𝑒2K𝑋env𝑆𝑃 = ̃𝑣 J𝑒3K𝑋env𝑆𝑃 = 𝑛

J𝑒1 ∶ 𝑓(𝑒2) $ 𝑒3K𝑋env𝑆𝑃 = J𝑆K𝑌env𝑆′𝑃′
where:

𝑛 ≤ env𝑆 (𝑋.balance)
𝑓( ̃𝑥){𝑆} ∈ env𝐶 (𝑌)
env𝑆′ = env𝑆 − 𝑋 ∶ 𝑛 + 𝑌 ∶ 𝑛
env𝑃′ = {𝑋/sender} {𝑛/value} { ̃𝑣/ ̃𝑥}

Figure A.2: Semantics of statements.
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