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Preface

Introduction

Many countries are currently grappling with significant challenges in health and
social care, driven by demographic changes and mounting economic pressures that
limit the resources available for public health and social care services. Active Assisted
Living (AAL) technologies offer a potential solution to these pressing issues. AAL
technologies are designed to enhance the health, quality of life, and overall wellbeing
of older adults, as well as individuals who are impaired or frail.

These systems leverage a variety of sensors to monitor both the environment
and its inhabitants. Among these sensors, cameras and microphones are becoming
increasingly prevalent. They provide a direct and intuitive means of capturing and
describing events, people, objects, actions, and interactions. Recent technological
advancements have significantly enhanced the capabilities of these devices, enabling
them to ‘see’ and ‘hear’ with remarkable precision.

While AAL technologies offer significant potential to enhance the health, quality
of life, and wellbeing of older adults and individuals with impairments, their imple-
mentation comes with challenges. Addressing concerns about privacy and data
protection is paramount to ensuring their acceptance and effectiveness. By prior-
itizing transparent communication, robust security safeguards, and user-centered
design principles, AAL technologies can be successfully integrated into healthcare
and social care systems, ultimately providing substantial benefits to those in need
while respecting their fundamental rights.

Active Assisted Living

At the outset, it is important to clarify the concept of AAL, which is the subject
of this book. AAL refers to the use of innovative and advanced Information and
Communication Technologies (ICT) to create supportive and inclusive applications

vii
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and environments, enabling older, impaired, or frail individuals to live indepen-
dently and remain active in society.! There are a variety of AAL solutions that
support wellbeing, quality of life, and safety, alleviate the burden of chronic diseases
through continuous monitoring, contribute to more sustainable health services, and
promote healthier lifestyles. AAL systems are designed to be invisible, unobtrusive,
and user-friendly, learning and adapting to the needs of the assisted individuals. They
overlap with fields such as Assistive Technologies, Ambient Intelligence, Pervasive
Computing, and Robotics, encompassing a wide range of adaptive and intelligent
ICT solutions that provide unobtrusive, effective, and ubiquitous support.

Overview and Goals

This book provides comprehensive guidance on designing privacy-aware audio- and
video-based monitoring solutions for AAL. It is the culmination of a Europe-wide
COST project, GoodBrother, aimed at enhancing awareness and expertise on the
ethical, legal, and privacy issues associated with audio- and video-based monitoring
in assisted living contexts. The project brings together a diverse group of experts
from fields including computing, engineering, healthcare, design, law, ethics, and
sociology, ensuring a multidisciplinary approach to these complex challenges.

This book explores how AAL technologies can be designed, developed, and
deployed in a manner that prioritizes user privacy and ethical considerations. The
guidance includes detailed best practices for the ethical use of audio- and video-
based monitoring, strategies for maintaining transparency and accountability, and
methods for ensuring that these technologies are both effective and respectful of user
privacy. By addressing the multifaceted challenges of implementing AAL technolo-
gies, this book serves as an essential resource for developers, practitioners, and stake-
holders committed to fostering a supportive and inclusive society through innovative
technology.

The book was planned as a graduate textbook/guidebook on designing privacy-
aware and ethical audio- and video-based technologies for assisting older adults.
Targeting students, developers, and users of assisted living solutions, this book
focuses on the crucial ethical, legal, and societal aspects of these technologies. It
provides a concise conceptual grounding in the basics, it offers measures, guidelines,
best practices, and a wealth of contemporary resources on assisted living.

I AGE Platform Europe. Glossary and Acronyms. (2016). Retrieved from: https://www.age-pla
tform.eu/glossary/active-and-assisted-living-programme-aal.
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Organization of the Book

This book is divided into three parts: AAL Technologies, Video- and Audio-Based AAL
Solutions, and Trustworthy AAL, respectively. Part I, AAL Technologies, explores the
foundational technologies that underpin AAL solutions. It covers the development
and integration of various ICT designed to support the independence and wellbeing
of older adults and individuals with disabilities. Readers will find detailed discussions
on the latest advancements in sensor technology, smart environments, and the Internet
of Things (IoT) that enable seamless and effective AAL systems.

Part 11, Video- and Audio-Based AAL Solutions, focuses on the specific applica-
tions of video and audio technologies within AAL frameworks. It explores how these
technologies can be used to monitor and assist individuals in their daily lives, ensuring
their safety, health, and quality of life. Topics include fall detection and prevention,
frailty and gait recognition, Activities of Daily Living (ADL) and behavior recog-
nition, remote monitoring of vital signs, affective computing for AAL, as well as
personal assistants.

Part III, Trustworthy AAL, addresses the critical issues of trust, privacy, and ethics
in AAL systems. It provides guidance for designing and deploying monitoring solu-
tions that respect the privacy and dignity of users. The part also covers legal frame-
works, ethical and social considerations, and best practices for maintaining trans-
parency and accountability. By focusing on building trust and ensuring the ethical
use of technology, this part aims to promote the acceptance and sustainable adoption
of AAL solutions.

The aim of GoodBrother was to increase the awareness on the ethical, legal,
and privacy issues associated to audio- and video-based monitoring and to propose
privacy-aware working solutions for assisted living, by creating an interdisciplinary
community of researchers and industrial partners from different fields (computing,
engineering, healthcare, law, sociology) and other stakeholders (users, policy makers,
public services), stimulating new research and innovation. GoodBrother aimed
to offset the “Big Brother” sense of continuous monitoring by increasing user
acceptance, exploiting these new solutions, and improving market reach.

Spanning researchers and industrial stakeholders from 32 countries across the
globe, the GoodBrother project focused the discussion in several areas, via dedicated
working groups, such as social responsibility, privacy by design, ambient assisted
living applications, and software benchmarking.

The Future of AAL

The future of AAL is poised to be transformative, driven by continuous advancements
in technology and a growing emphasis on personalized, user-centered care. Emerging
innovations such as artificial intelligence and advanced sensor technologies will
enable AAL systems to become more adaptive and intuitive, providing real-time
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support tailored to individual needs. The integration of wearable devices and smart
home technologies will further enhance the ability to monitor health and wellbeing
seamlessly, promoting greater independence and quality of life for older adults and
individuals with disabilities. Additionally, as societal awareness of the importance of
ethical considerations in technology deployment grows, future AAL solutions may
prioritize privacy, security, and user consent, fostering greater trust and acceptance.
Collaborative efforts across disciplines will ensure that AAL technologies are not
only cutting-edge, but also inclusive and accessible, paving the way for a future
where everyone can benefit from enhanced support and care in their daily lives.

Utrecht, The Netherlands Albert Ali Salah
September 2024 Liane Colonna
Francisco Florez-Revuelta
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Abstract Active assisted living (AAL) aims to use innovative technologies to create
supportive, inclusive, and empowering applications and environments that enable
older, impaired or frail people to live independently and stay active longer in society.
This chapter provides an introduction to the main concepts of AAL, provides a
brief history of the evolution of such technologies, and gives a functional view of
how AAL system architecture can be conceptualized. It then provides a taxonomy
of AAL technologies and applications, followed by technological underpinnings of
audio- and video- based AAL.

Keywords Active assisted living (AAL) - AAL taxonomy - Data sensing and
processing + Computer vision * Audio-signal processing - Wearable sensing *
Multimodality « Silver economy

1.1 Introduction

The concept of “Active Assisted Living” (AAL)' emerged in the early 2000s, by
evolving the idea of assistive technologies to address the societal challenges of health,
demographic change and wellbeing. Since then, numerous research and development
endeavors have fueled the field, stimulated by various funding opportunities, among
which the European Framework Programmes (e.g., FP7 and Horizon 2020), the
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former Active Assisted Living Joint Programme,? the Joint Programming Initiative
More Years, Better Lives (JPI MYBL),? EIT Health,* the Innovation Partnership on
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Active and Healthy Ageing,’ and the recent European Partnership on Transforming
Health and Care Systems (THCS)® are some of the most notable ones.

Several definitions of AAL have appeared so far in the literature [20, 44, 77,
120]. Broadly speaking, AAL can be referred to the use of innovative and advanced
Information and Communication Technologies (ICT) to create supportive, inclusive
and empowering applications and environments that enable older, impaired or frail
people to live independently and stay active longer in society. AAL has capitalized
on the growing pervasiveness and effectiveness of ICT systems to supply the persons
in need with smart assistance, by responding to their necessities of autonomy, inde-
pendence, comfort, security and safety. A plethora of solutions has been developed
so far to respond to these core needs by

e supporting and ensuring a sustained wellbeing, quality of life and safety of people
with any kind of impairment,

e alleviating the burden of chronic diseases, also by ensuring a continuous and
remote monitoring and contrasting the shortage of health personnel,

IEarlier texts abbreviated "Ambient Assisted Living" as AAL, and some sources (e.g. [44]) use
“Active and Assisted Living,” interchangeably.

Zhttp://www.aal-europe.eu/, Accessed 19 September 2024.

3https://jp-demographic.eu/, Accessed 19 September 2024.

“https://eithealth.eu/, Accessed 19 September 2024.
Shttps://ec.europa.eu/eip/ageing/home_en.html, Accessed 19 September 2024.
Shttps://www.thcspartnership.eu/, Accessed 19 September 2024
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e contributing towards more sustainable health, care and social services, by reducing
the pressure on formal health and care infrastructures thanks to remote monitoring
and tele-assistance,

preventing aging and impaired community from social isolation,

supporting and relieving the burden of formal and informal caregivers,
promoting better and healthier lifestyles for the individuals at risk,

enacting disease prevention strategies based on personalized risk assessment and
continuous monitoring.

With respect to the last issue, in the middle 2010s, the so-called Quantified Self
movement has emerged thanks to the upsurge of consumer-friendly wearable sensors
(e.g., smart watches, smart bracelets or wrist bands). The idea behind this movement
is to promote the self-tracking and self-monitoring of a person’s health information
to increase the self-awareness on her or his health status. Quantified Self and AAL
technologies strongly overlap, especially when considering the lifelogging and vital
signs monitoring application scenarios. Similarly, AAL can make extensive use of
mobile-Health (mHealth) applications, as well as of the so-called Internet of Health
Things (IoHT) to monitor and track health-related information [97]. From our view-
point, AAL is an umbrella term that comprises the whole range of adaptive and
intelligent ICT solutions that fit into the daily living and working environments, to
offer unobtrusive, effective and ubiquitous support to aging, impaired or frail people.
From an initial version, mainly related to indoor environments, AAL concept has
broadened to include also outdoor and on-the-move facilities, to ensure the contin-
uum of support and care, thus increasing autonomy and independence of the assisted
individuals.

The application scenarios addressed by AAL are complex, due to the inherent het-
erogeneity of the end-user population, their living arrangements, and their physical
conditions or impairment [96]. Some of the most common and effective functional-
ities include:

e improving safety at home by preventing accidents and incidents that might occur
in an assisted environment via, for instance, fall detection systems, alarms and
warnings,

e maintaining under control chronic diseases or medication compliance, with con-
nected devices for vital data measuring as well as medication reminders,

e maintaining physical and mental abilities, with the support of intelligent mobility
aids, coaching systems and brain-training activities,

e maintaining interaction with other people with dedicated apps and online commu-
nity platforms,

e improving quality of life for caregivers with technology for information sharing,
and better coordination,

e carly detecting risks in care homes, thus reducing the number of accidents and
improving communication between caregivers and their patients.

Despite aiming at diverse goals, AAL systems should share some common char-
acteristics [19]. They are designed to provide support in daily life in a proactive,
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non-invasive, unobtrusive and user-friendly manner. Moreover, they are conceived
to be intelligent, to be able to learn and adapt to the requirements and requests of the
assisted people, and to align with their specific needs.

In this respect, the field of AAL technologies overlaps, from the technological
viewpoint, with many other fields, such as those of Assistive and Supportive Tech-
nologies, Ambient Intelligence (Aml), Pervasive Computing, Personal Informatics,
e-textiles, [oHT and Robotics. Indeed, depending on the embodiment, AAL can
include a wide range of robots, especially physically or socially assistive robotics
that help users perform certain tasks [47].

Nevertheless, to ensure the uptake of AAL in society, potential user groups must
be willing to use AAL applications and to integrate them in their daily environment
and lives [34]. In this respect, participatory design is a cornerstone of technology
acceptance, as it consists in involving the eventual end-users in the development pro-
cess. Another big contribution to acceptance comes from a clear and comprehensive
consideration of ethical and legal issues related to privacy, autonomy preservation,
data protection and security [45].

This chapter provides the reader firstly with an overview of the evolution in time
of AAL technologies (Sect. 1.2); then, it sketches a typical functional architecture
of an AAL system (Sect. 1.3), which is instrumental to introduce the main research
and development (R&D) advances reviewed in this chapter and in the rest of the
present volume. Then, we describe a proposal for a taxonomy of AAL applications
(Sect. 1.4). Finally, the chapter will provide a detailed exposition of the technological
underpinnings of audio- and video- based AAL.’

1.2 History of AAL Technology

The paradigm of AAL technology emerged initially with the idea to use ICT-based
solutions to advance assistive technologies into a more comprehensive endeavor.
Starting from tech devices able to assist people with disabilities with just one task or
to ensure their safety, the goal was to evolve towards encompassing completely the
living areas and the person’s needs [19]. The name “Ambient and Assisted Living”
emerged at that time, showing overlaps with the idea of Ambient Intelligence. Lately,
as already mentioned, the concept has broadened, by addressing the needs of healthy
and active aging, and disease prevention and including the support outdoor and on-
the-move, thus taking the name of Active Assisted Living.

Previous works have identified three generations of AAL technologies, which
correspond to assistive solutions with increasing levels of automation and techno-
logical facilities [19, 40, 106]. Considering the most recent advances in the field
and the debate on ethical and legal issues, we argue that a fourth generation of AAL
technologies is emerging. In this fourth wave, more advanced functionalities based
on Artificial Intelligence (AI) and Robotics as well as context awareness are being
fully integrated in AAL. Moreover, more attention is being paid to the co-design

7 This chapter is an abridged (and edited) version of the state of the art report prepared by the
GoodBrother Consortium as a whitepaper [6], led by the working group leader Sara Colantonio.
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Fig. 1.1 The four generations of AAL technology. The fourth one is a brand-new wave, whose
launched s testified by the “A AL Guidelines for Ethics, Data Privacy and Security”, the GoodBrother
initiative and the likes

process and to address the social, ethical and legal issues. Figure 1.1 illustrates these
four waves of AAL technology. In the following, a very brief overview of these
generations is provided.

First-Generation Technologies: The first generation of AAL technology mainly
consisted of alert and alarm systems coming in the form of a pendant or alarm device.
In case of an emergency, the assisted individual could press the button or pendant in
order to send an alarm to a call center [106]. The first successful examples of this
type of devices date back to the 1990s and include LifeAlert® or SafeLife Beghelli.’
Experimental studies demonstrated that these first-generation alarms were able to
ensure several benefits, such as safety and security of the assisted individuals and a
reduction of stress levels of them, their families and caregivers [105]. On the other
hand, they exhibited a number of limitations, as the assisted individual needed to
remember to carry or wear the device and to be able to press the button.

Second-Generation Technologies: The second generation of AAL technology was
more technologically advanced as it integrated sensors able to perceive risky condi-
tions and react accordingly, as in case of environmental hazards [105]. An example of
these solutions, particularly useful for older adults with mild cognitive impairment,
was the device able to detect a gas leak and send an automatic alarm by contacting
the appropriate authorities [105]. These technologies emerged by the end of 90s,
early 2000s, and some of them are available on the market.

Third-Generation Technologies: The third generation of AAL technology has been
boosted by the advancements of ICT moving towards a more comprehensive con-
cept of AAL. The solutions in this case are complex systems that integrate diverse

8 https://www.lifealert.com/.
? https://www.beghelli.it/salvalavita.
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sensors and computing facilities, in some cases seamlessly incorporated into home
appliances, to monitor the home environment for any types of risk or accident as
well as to track the activity and health status of the assisted person. In this wave,
the technologies are conceived to not only detect and report problems, but also to
prevent worst scenarios by using preventative and prediction strategies. Moreover,
they include actuators to provide the assisted individuals with assistance, and smart
interfaces to provide them with information, support, and encouragement [25, 57,
80]. In the last years, there has been an explosion of these third-wave AAL solutions.
Some of the products currently available are included in the AAL Products Cata-
logue'” online, categorized according to the AAL applications they support, as well
as the aspects of the quality of life they address.

Fourth-Generation Technologies: We argue that a new generation of AAL tech-
nology has started. The technological advances and the successes of the most recent
Computer Vision (CV) and Signal Processing techniques (based mainly on Deep
Learning) has strongly boosted the field of AAL. More powerful and effective solu-
tions are being developed and experimented, as, for instance, those based on conver-
sational agents and robotic assistants. Furthermore, in consideration of this increasing
power and pervasiveness of technological solutions, the scientific communities, pol-
icy makers and funding bodies have started discussing strategies and approaches to
ensure that such solutions respond to the highest ethical, legal and privacy standards
and requirements. The AAL Programme has issued the “AAL Guidelines for Ethics,
Data Privacy and Security” [1], with which “AAL goes one step further and demands
more than just legal and ethical compliance, — it proposes Ethical Excellence, by fos-
tering the implementation of the ethical dialogue and integrating relevant values in
an iterative process of discussion. And applies this method not only during projects’
lifetime but also for solutions already in the market”. In this respect, the co-design
of an AAL solution with the end-users is currently considered as an indispensable
step that accompanies the whole development process [109]. Moreover, the issues
pertaining to privacy preservation, especially in the case of audio and video data,
have started to be handled also at the technological level, with different approaches
now appearing in the literature [32, 42], as extensively surveyed in a white paper
published by the GoodBrother COST Action'! [5].

1.3 A Functional View of an AAL System Architecture

An AAL system can serve several functions or application scenarios, by integrating
different ICT and sensor technologies to address the needs of diverse end-users
[29, 96]. Consequently, an AAL system can come in different forms and with different
architectures. Previous works [41] have attempted to find uniformities in existing

10 hitps://www.aal-products.com/, Accessed 25 September 2024
1 https://www.cost.eu/actions/CA19121/, Accessed 25 September 2024.
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solutions towards a standard design strategy. Nevertheless, diving in depth into the
technical details of AAL software is over-encompassing and out of the scope of this
chapter. A more high-level, functional view of the typical architecture of an AAL
system is much more pertinent as it allows the reader to have an overview of how an
AAL system functions and interacts with the end-users.

Essentially, a functional view of an AAL system derives from the compulsory
components and functionalities it encompasses. Foremost, the system should incor-
porate sensor technologies that enable the acquisition of useful data about the ambient
settings and the environment as well as the psychophysical conditions and the activ-
ities of the assisted individuals. The sensor technologies constitute the sensing or
perception layer of the system. Dedicated algorithms process the data acquired by
the sensors with the goal to understand, detect or measure the conditions of inter-
est, for instance to recognize the activities of the assisted person to identify a risky
situation (e.g., a fall) or to assist her in performing a task (e.g., dressing up). These
algorithms compose the data-processing or understanding layer of an AAL system.
The data can be stored locally and the algorithms can be embedded in the living envi-
ronment or in mobile devices (this situation is currently referred to as “computing at
the edge” or “edge processing/computing”) or the processing layer can be located on
distant servers on the cloud. Currently, the data processing layer is often a mixture of
algorithms at the edge and on the cloud. In accordance with the information inferred
by interpreting the sensed data, the AAL system can provided the end-users with
feedback, for instance on suggestions on what to do next when performing a task,
alarms or alerts when a risky situation is detected, or engaging them in a game. This
happens through the actuator/application or interaction layer. This layer comprises
the user interfaces and may require additional computing facilities to support the
interactions, such as planning and controlling [14]. Figure 1.2 shows the three lay-
ers and their components. As shown, the sensor layer can be composed of simple
smart and connected devices (i.e., the so-called Internet-of-Things, IoT) or it can
correspond to a more complex sensor network composed by environmental sensors,
intelligent devices, video cameras, or audio-based home assistants [29].

Environmental and appliance sensors can acquire information about temperature,
humidity, air quality as well as the status of the appliance. Moreover, non-invasive
sensors, such as cameras or infrared sensors, have been integrated in various devices
(i.e., the so-called “smart objects”, or “smart devices”) and appliances (e.g., mirrors,
TVs, rings, bracelets, watches), to monitor individuals in a non-obtrusive and easily
acceptable manner, without affecting their normal activities. Accelerometers, gyro-
scopes, infrared or radar sensors can be embedded into smartphones or wearable
devices, such as smart watches, fitness bands, clothing and fabrics to continuously
monitoring people in both indoor and outdoor applications. Other medical devices
(e.g., pulse oximeters, blood pressure monitors) can be connected to the network,
thus allowing for the automatic transfer of vital parameters. This whole set of smart
and connected devices used to monitor the vital parameters of an individual currently
goes under the name of Internet of Health Things (IoHT).

The variety of technologies automatically implies a greater complexity of data, as
they can change considerably in terms of size, heterogeneity, and sampling frequency.
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Fig. 1.2 A functional view of the main components of an AAL system. The various sensors
networked in the sensing layer need a suitable orchestration to regulate data recording and storage.
The algorithms in the data-understanding layer can work on data coming from a single sensor or on
multiple sensors. The user interface could be embedded in any type of smart appliance (i.e., could
be tangible or intangible)

Consequently, several issues related to data management are also relevant in AAL
technology (e.g., communication protocols, security controls, energy consumption,
failure detection, interoperability among diverse vendor devices, and so on).

Among the various typologies introduced above, the video and audio sensors are
among the most powerful ones in terms of the information they convey. For instance,
a single camera placed in a room can record most of the activities performed in the
room, thus replacing many other non-visual sensors. As the costs of cameras have
significantly dropped, a plethora of works have used cameras and computer vision
techniques to address most of the AAL applications scenarios, boosting notably
the field. Currently, video-based applications are able to recognize and monitor the
activities, the movements, and the overall conditions of the assisted individuals as
well as to assess their vital parameters (e.g., heart rate, respiratory rate). Similarly,
audio sensors have a potential to become one of the most important modalities for
interaction with AAL systems, as they can have a large range of sensing, do not require
physical presence at a particular location and are physically intangible. Moreover,
using voice is a more natural way of interaction than tactile interfaces.

Overall, audio and video-based sensors appear as less obtrusive with respect to the
hindrance other wearable sensors can cause to one’s activities. Nevertheless, they are
often perceived as the most intrusive technologies from the viewpoint of the privacy
of the monitored individuals. This is due to the richness of the information these
technologies convey and the intimate setting where they are inserted.
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In the following section, we propose a first attempt to categorize the various axes
that characterize an AAL system.

1.4 A Taxonomy of AAL Technologies and Applications

Considering the plethora of diverse systems developed in the last decades, system-
atizing the various AAL technologies and applications is a challenging endeavor,
which has been undertaken so far only partially, by providing only very limited clas-
sification schemes. Indeed, while several scoping reviews or scientific surveys have
analyzed the existing literature in the field of AAL, only a couple of attempts pro-
duced an AAL taxonomy and both of them considered mainly the AAL application
scenarios.

In 2014, the project TAALXONOMY,'? funded by the Austrian Research Promo-
tion Agency (FFG), proposed a taxonomy for the practical and effective classification
of AAL products and services, by taking into account international definitions, initia-
tives and standards as well as feedback from relevant stakeholders, users and experts.
Nevertheless, the TAALXONOMY classification scheme'? mainly distinguishes the
various living environments and life aspects that are addressed by the AAL system
or service. The primary categorization axis is according to the application scope and
groups AAL systems into “Health & Care”, “Living & Buildings”, “Safety & Secu-
rity”, “Mobility & Transport”, “Work & Training”, “Vitality & Abilities”, “Leisure &
Culture”, and “Information & Communication” classes. Within each of these classes,
a secondary classification is applied based on the field of application. For instance,
the “Health & Care” class is further split in “Health Care and Prevention”, “Body
and Vital Data”, “Telecare and Telehealth”, “Electronic Health Record”, “Nutrition
& Diet”, “Personal Hygiene”, “Therapy”, “Drugs and Pharmaceuticals”, and “Care”.

The TAALXONOMY classification scheme has served the creation of the AAL
Products Catalogue'# online catalogue, put together by the Department of Strategic
Management, Marketing and Tourism from the University of Innsbruck and EURAC
Bolzano. “AAL Products” is conceived to give solution providers the opportunity to
advertise their AAL solutions cost-free, thus enhancing their visibility. Moreover, it
provides the visitors with an overview of assistive- and smart-technology products
and services available on the market.

Another AAL taxonomy appears in the work by Byrne et al. [21], which provides

9

a classification framework based on four core categories: “smart homes”, “intelli-
2 13

gent life assistants”, “wearables”, and “robotics”. Each of these has distinctive sub-
classes that categorize AAL systems in accordance with their primary function. For

12 https://www.taalxonomy.eu/en/, Accessed 25 September 2024.
13 https://www.taalxonomy.eu/wp-content/uploads/Downloads/D4.1- ANNEX-TAALXONOM Y-
final-oeffentlich.xlsx, Accessed 25 September 2024.

14 https://www.aal-products.com/index.php/frontend/start?categorie=- 1, Accessed 25 September
2024.
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instance, “Smart Homes” are further distinguished in “General Health Monitoring”
and “Platforms”; whilst “Intelligent Life Assistants” are further split into “Wan-
dering Prevention Tools”, “Electronic Home Control Systems” and “Fall Detection
Systems”.

The GoodBrother Consortium has worked on an AAL taxonomy with the idea to
distinguish the various technological facilities, ICT components, main functionali-
ties and application scopes of an AAL system. The idea of such a taxonomy is to
illustrate the wide spectrum of options that characterize assistive and supportive tech-
nologies and systems. The resulting scheme is a tree-like structure that is described
in the following paragraphs, starting from the root and the primary branches moving
towards the leaves.

An AAL application or system is characterized by its “Technological underpin-
nings” and “Assistive & supportive undertakings”, as shown in Fig. 1.3. The “Tech-
nological underpinnings” include the ICT facilities for “Data acquisition” and “Data
processing & understanding” as well as the “Enabling infrastructure” and the facili-
ties for the “Human-computer interaction”. An AAL application can implement one
or more “Assistive & supportive scopes”’, which can be characterised by defining
their “End-user & beneficiaries”, the “Ambient settings” where the application is
deployed, the “Care needs” that the application addresses, the “Assistive and/or sup-
portive functionalities” it provides, the “Other involved actors” if any, and the type
of the “Output & feedback provided” during the interaction with the end-users.

Considered in more detail, “Data acquisition” can be further specialized as shown
in Fig. 1.4. More specifically, it encompasses diverse modalities for acquiring data
about the end-users and the environment where they live, work or move. Reflect-
ing the major interest of GoodBrother Consortium in video- and audio-based AAL,
among the “Data sensing devices”, we highlight video and audio sensors. “Video
and image sensors” include “RGB cameras”, “Depth sensors”, “Thermal cameras”
and “Multispectral cameras” (in this we also include hyperspectral ones). Among the
“Other types of sensors”, we include the various sensors that use different modalities
to acquire data, such as gyroscopes and accelerometers that fall within “Motion-
based” sensors or Galvanic Skin Response sensors that fall within the “Electroder-
mal” sensors, and others.

Sensor devices can be deployed in various modalities: they can be installed in
the environment (e.g., on the ceiling); they can be worn by the user when they are
integrated into wearables; they can be integrated into social robots or home assistants
(e.g., Google Home or Amazon Alexa), or they can be embedded in smart appliances
(e.g., in the fridge or behind a smart mirror) or integrated into the smart phone.
Data can come also in the form of manual input from the users, via a mobile or
tablet applications, by replying to questionnaires, or filling forms or from diagnostic
examinations.

“Data processing & understanding” encompasses methods and technologies
belonging to disciplines such as CV, Signal Processing, Multimodal and Big data
analytics, Artificial Intelligence and Machine Learning. These include a wide range
of methods, whose listing is out of the scope of this chapter. The “Computing infras-
tructure” comprises all the ICT facilities for the storage, the transmission and the
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communication of data, as well as for orchestrating the sensor devices and the com-
puting resources. Computing localization may be “on-site,” or on the cloud. Finally,
“Human-computer interaction” comprises the interfaces through which the support
and feedback are provided to and the commands or inputs are received from the
end-users. Figure 1.5 further summarizes this specialization.

When considering the “Assistive & supportive scope”, an AAL system can address
various types of “End-users & beneficiaries”. These include frail or impaired indi-
viduals, chronic and multi-morbidity patients, and aging healthy subjects. Among
the beneficiaries, we can also include formal and informal caregivers, as the assistive
and supportive environments can help them by alleviating their work and burden.
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Moreover, Clinicians and General Practitioners can be addressed as end-users with
the provision of information and analyses of physical, cognitive and behavior infor-
mation of chronic patients recorded remotely.

The “Care needs” addressed by an AAL application include the primary preven-
tion, for preventing diseases for at-risk subjects, the diagnosis or risk detection for
the detection of disease exacerbation events, therapy or treatment for enacting and
monitoring compliance, or tertiary prevention, to improve quality of life and reduce
disease symptoms. Accordingly, the assistive or supportive function can be monitor-
ing (e.g., behavior or vital signs), detecting or recognizing (e.g., disease exacerbation,
risks or falls), preventing (e.g., disease worsening or accidents), assisting (e.g., in the
daily-life activities), training or supporting rehabilitation (e.g., through exergames).
The focus of such function (“Function focus”) can be any of the various assets of
health and wellbeing, including psychophysical conditions, with vital signs (e.g.,
cardiovascular parameters, breathing patterns) and emotional state (e.g., stress, anx-
iety, fatigue, or depression), lifestyle (e.g., physical activity, and food intake) sleep
hygiene, sensorimotor and cognitive conditions, social interactions or the Activi-
ties of Daily Living (ADLs). The “Output and feedback” that can be provided to
the end-users include alarms and alerts (e.g., when a fall or an exacerbation event is
detected), suggestions or advice (e.g., on lifestyle), engagement in social interactions
or exergames, reminders for drug intake, support in performing any task of daily liv-
ing, support in out-door activities. The “Ambient settings” can, indeed, be indoor or
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outdoor. We also include in the scheme “Other actors”, including in this category the
other professionals that intervene in the caring or assistive process. Figure 1.6 details
the various sub-categories listed above.

An AAL system or application can encompass various options of those included
in the taxonomy: for instance, it may address older adults suffering from Moderate
Cognitive Impairment, by monitoring their vital signs and emotional state, engaging
them in cognitive-training games, supporting them in ADLs and providing them with
suggestions on physical activities and food intake. This might be done by integrating
various sensing modalities and exploiting several data interpretation methods.

In this chapter, we concentrate on AAL applications based on video and audio data.
In this respect, we document the recent advances in the technological underpinnings
related to video and audio data sensing and processing (Sect. 1.5).
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1.5 Technological Underpinnings of Audio and Video Based
AAL

This section summarizes the state of the art of the technological underpinnings of
video- and audio-based AAL. Firstly, an overview of the various video-based sensing
technologies is provided in Sect. 1.5.1, by describing the main types of sensors used
in AAL. A similar overview of the sensing technologies for audio data is presented
afterwards in Sect. 1.5.2.

1.5.1 Video-Based Sensing Technologies

Nowadays, monitoring and behavior analysis tasks can be carried out by a variety of
image-based technologies. These technologies can be classified by the place where
they are installed, such as indoors or outdoors, wearables or embedded systems,
but can also be divided by their mechanical capacities, such as bullet type, omni-
directional or pan-tilt-zoom cameras, or by their in-built features, such as motion
detection or night vision.

Apart from the shape, angle and environment also the underlying camera tech-
nology varies. Not only RGB (Red, Green, Blue) cameras, which are highly contro-
versial for their usage in AAL due to their lack of privacy protection, but also more
privacy-aware solutions such as depth and infrared cameras have evolved in this area.
While depth sensors measure distances from objects to the sensor, infrared (IR) sen-
sors compute the temperature generated from objects. In the upcoming subsections,
different image-based technologies are explained in more depth. Some of them are
depicted in Fig. 1.7.

1.5.1.1 RGB Cameras

For humans, images and video are straightforward to interpret, as they reproduce the
way we see the world. Digital cameras replace the light-sensitive film of analogue
cameras of the past, by a digital matrix of sensors, either as a charge-coupled device
(CCD) or an active-pixel sensor (CMOS). These matrices contain sensors encoding
the RGB signals received when the shutter is open for a fraction of a second. This
process works similar to how the human eye forms images in the retina, in the back of
the eye, using physiological structures called cones and rods, which are specialized
in capturing different wavelengths of light.

The product of such a process in a digital camera thus produces images with a
value representing the intensity of the light received in the picture element (pixel) at
each coordinate of the sensor matrix. This is what the computer ‘perceives’ from a
camera connected to it, just a bunch of numbers, representing pixel intensities. This
type of representation is very high dimensional and has no semantics associated with
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Fig. 1.7 Different camera types used in AAL applications: top left—Omni-directional camera, top
right—Thermal camera, bottom left—depth sensor, (d) bottom right—RGB dome camera

it, therefore the analysis is very complex. Computer vision (CV) aims at making it
possible for computers to interpret such rich information and infer useful knowledge
from it. In the past, this was done via filtering, hand-crafted feature extraction and
robust algorithms, such as Support Vector Machine (SVMs) or Random Forest (RF)
among others. At the present, Artificial Neural Networks (ANN) are used for this
process, which have proven to be very good at this task, often improving previous
attempts, and even outperforming humans in some specific scenarios. Furthermore,
humans have the ability to estimate depth thanks to the use of binocular vision,
namely having two eyes separated by some distance. The different appearance of
objects on the images, mainly in the relative horizontal position, received by the
brain from each eye, helps it determine the distance of relevant objects.

Likewise, in stereoscopic CV it is possible to use several calibrated cameras to
obtain pairs (or sets) of images and estimate the so-called “disparity maps” of objects
appearing in the scene via “triangulation” of matching points. Another possibility
is to use structured light patterns and check the deviation of the light as it rebounds
in observed objects [124]. These light patterns can be visible, or be emitted by an
infrared (IR) light source, in which case, an additional IR sensor is required in the
setting. Using this setup (common in Microsoft Kinect, ASUS xtion, Orbbec Astra
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and similar devices), an additional “channel” is received, thus forming RGB-D (D
for depth) images.

Within the AAL field, the most relevant applications as collected in Planinc et
al. [86] are:

e behavior analysis or understanding: specific applications include detecting initi-
ated activities to follow along and give cues for correct finalization when the person
is disoriented or leaves the activity due to forgetfulness, or detecting patterns of
long-term behaviors in the performance of activities of daily living (ADLs).

e fall detection and prevention (gait analysis): detecting falling people, but also
analyze gait as an important marker for cognitive impairment, and physical decline,
leading to falls in the future.

e motor rehabilitation: programs for older people and physical injury recovery ther-
apies, aided by pose estimation, to check the correctness of exercise performance,
as well as evaluate the range of mobility.

e vital sign and remote monitoring: including but not limited to heart rate monitoring
via amplification of color changes in the skin as part of normal blood circulation.

Some of these applications are reviewed in detail in other chapters in this book, such
as activities of daily living [7] (Chap. 7), fall detection and prevention [73] (Chap. 5),
and remote monitoring of vital signs [36] (Chap. 8).

Until recently, RGB-D and stereoscopic vision were considered essential for
assisting with tasks like 3D shape reconstruction. For example, RGB-D technol-
ogy enabled the retrieval of skeletal data, representing a person’s body pose as a set
of 15-20 joints, depending on the sensor model and brand. Pose estimation from
skeletal data is highly relevant in AAL, as it serves as a foundation for human
motion analysis, which is important for activity recognition, gait analysis, and fall
detection. Nonetheless, with the use of deep neural networks it has been possible
to use monocular images for these tasks. Examples of this are the OpenPose [22]
and LCRNet [98] networks, providing skeletal data as body joint coordinates (in 2D
and 2D/3D respectively); or the DensePose [51] and FrankMocap [99] networks,
developed at Facebook, Inc. The former provides an IUV image, consisting of three
channels, each providing information at the pixel level about the body part index (I),
and the (u, v) coordinates within the body part surface of each pixel (U, V channels).
By contrast, the latter uses the SMPL (Skinned Multi-Person Linear Model) human
body model [67, 72], developed at the Max Planck Institute and fits it on the detected
body pose and shape (i.e., body variations, such as waist circumference, and so on).
Example outputs of these networks are shown in Fig. 1.8.

1.5.1.2 Depth Sensors

As pointed out by Planinc et al. [86], advances in the development of 3D sensors moti-
vate their use instead of cameras for wearable sensors, since they provide advantages
like privacy protection and improved robustness when it comes to behavior mod-
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Fig. 1.8 (left) Body part indices (colorized for improved visualisation) of a DensePose network
output image; (right) the original output of DensePose also contains U and V coordinates of the
inferred body part surface (shown as red-to-green gradients)

eling, gesture recognition or activity recognition. In contrast to RGB based analy-
sis, depth-based approaches do not process RGB color images, but depth of range
images measuring distance from objects to the sensor. Depth images do not visualize
the scene with colors, but the gray level indicates the distance of the objects and
its surroundings to the sensor. The darker the color, the closer the object is to the
sensor. On the other hand, brighter colors are used for objects at a higher distance.
Black holes within the depth image indicate reflecting or absorbing areas where no
valid depth measurement is available and are caused due to the functionality of the
sensor. In contrast to RGB based approaches, only the silhouette is detected and thus
no conclusions whether the person is wearing clothes or the emotional state can be
obtained since neither the clothes, nor the face are visible. Hence, the appearance of
the person is fully protected. However, this is only the case if processing is solely
based on depth images.

RGB-D based approaches combine depth information together with appearance
information in order to obtain and combine more details. Although these approaches
limit the privacy of older adults, color information can be taken into consideration,
thus permitting to perform a more in-depth analysis. With the introduction of the
Microsoft Kinect in 2010, depth sensors have become more popular, and other sen-
sors, such as Intel RealSense were marketed'?.

The functionality of the Kinect is based on structured light imaging, where the
projector emits a pre-defined IR light pattern to the scene [46, 53]. Due to the spatial
arrangement of the pattern and its varying sizes as well as distortions depending
on the distance to the camera, the depth camera captures the light pattern and an
on-board chip calculates a depth map.

The main advantages of depth-based sensors, especially within the context of
AAL, can be summarized as follows:

e No additional light source needed: due to the use of infrared light, sensors also
work during the night (e.g., when falls of older adults occur),

13 Kinect was discontinued since July 2023, as of September 2024,
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e Sensor is robust to changing lighting conditions: switching the lights on and off
does not affect the results of the depth images. However, direct sunlight interferes
with the projected infrared pattern and thus, no depth value can be calculated. This
restricts the use of the sensors to indoor environments only,

e No calibrated camera setup is needed: in contrast to the use of a calibrated multiple
camera setup in order to calculate a 3D reconstruction, no calibration is needed,

e Standard algorithms can be applied to depth information: standard algorithms for
CV (e.g., foreground/background segmentation, tracking) can be applied to depth
data directly,

e Protection of privacy: if only depth information is processed, privacy is protected
since the appearance of the person is not recognized in depth images. However,
if a combined analysis of RGB and depth images is performed, privacy is not
protected.

Different types of information are extracted from depth data in order to carry out
specific tasks. Skeletal data, for instance, is used to extract body parts and skele-
ton joints in order to estimate a person’s pose [103]. Methods operating on depth
maps frequently use histogram-based features and supervised learning for person
detection [58, 108, 119]. Another approach is to first re-project depth map pixels to
world coordinates and to operate on the resulting point cloud. One application for
this method is the estimation of a person’s proportion based on their height [61].
A reason why methods operating on point clouds are slow is the large number of
points (up to 300 K) and the fact that clustering is a complex task. Sub-sampling the
point cloud can alleviate this problem [56]. An alternative are so-called plan-view
maps, two-dimensional representations of the scene as viewed from the top and under
orthographic projection [16].

1.5.1.3 Low-Resolution Thermal Sensors

In the last decade, thermal vision systems based on low-cost IR array sensors pro-
voked the interest of the researchers and became attractive in many AAL scenarios.
These scenarios focus on

1. looking at people in their home for detecting possible emergency situations (see
Fig.1.9)

2. monitoring indoor people’s presence (occupation) in buildings

detecting stationary position or tracking moving people in a room or building

4. fall detection and detection of unusual activity for older adults in toilets, bath-
rooms, changing rooms, etc.

w

The use of low-resolution IR arrays comes with the following benefits: privacy
preservation, low power consumption (passive device), low price, insensitivity to
ambient lighting level and changes, operation in total darkness, fast response time,
easy deployment and easy image processing. These sensors are less invasive and
more convenient to use in indoor environments. The IR array sensors measure the
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Fig. 1.9 Raw thermal image showing a switched-on stove and a person in the kitchen

heat generated from the human body or other objects and visualize it on a low-
resolution IR matrix. Low-resolution IR thermal arrays typically have a resolution
of 8 x 8,4 x 16, 16 x 16 or 24 x 32 pixels.

Several studies have explored various combinations of sensing modalities, meth-
ods, processing techniques, and machine learning approaches for detecting, local-
ising, and counting individuals inside rooms or buildings using low-cost, low-
resolution IR sensor arrays (e.g., 8 x 8 pixels). Jeong et al. [59] introduced a proba-
bilistic method with pre- and post-processing techniques to detect humans based on
heat signatures from a thermal IR sensor array system. Similar approaches have been
developed by Basu and Rowe [13] and Trofimova et al. [115], showing promising
results in human detection.

In addition to single-person detection, low-resolution IR sensor arrays have been
applied to estimate the flow of people [79], using threshold-based and temperature
filtering techniques. Maaspuro [75] explored the use of IR sensor arrays for door-
way occupancy counting, employing a Kalman filter tracking algorithm. Singh and
Aksanli [104] demonstrated how careful algorithm selection can yield highly accu-
rate results for detecting the presence of individuals, with the best outcomes achieved
when sensors are mounted on the ceiling. They also addressed static activity detec-
tion, such as sitting or standing, by combining data pre-processing techniques and
machine learning methods to successfully identify four static activities.

In the AAL context, several fall detection methods using thermal IR sensor arrays
have been developed with a focus on privacy preservation. Hayashida et al. [54] used
a thermal camera to capture falls and developed a heuristic recognition algorithm.
Spasova et al. [107] proposed a real-time, privacy-preserving fall detection algorithm
that uses geometric properties of the human silhouette and a support vector machine,
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Fig. 1.10 Example visualizations of raw IR data of a person lying on the floor (left) and standing
(right)

leveraging both infrared and visible light imagery. Additionally, in [121] further
improved fall detection using a 24 x 32 pixel thermal sensor, building on earlier
work [113].

Figure 1.10 shows from different camera angles what images with this resolution
look like. The algorithm is based on a pipeline composed of the following steps: pre-
processing, feature extraction and classification. The collected dataset includes two
sensor-mounting scenarios: overhead and sideways placement. Recent experiments
with very low resolution photoreceptors show that it may be possible to solve a range
of tasks with these sensors, but the camera placement is a very important parameter,
and intuitive designs by humans actually do not work [9]. The solution is to optimize
the sensor placement with algorithms.

1.5.1.4 Wearable Cameras: First Person or Egocentric Vision

As explored above, cameras can be placed in the environment, or, conversely, they
can be placed on the user, i.e., as wearable cameras, mounted on a belt around the
chest, or a lanyard; or as part of “smart glasses” or similar head-mounted devices.
Methodologies dealing with footage from such cameras receive multiple names,
such as “egovision”, “egocentric vision” and also “first-person video” (FPV). One
drawback of wall-mounted cameras is that the user’s own body, such as the torso, can
obstruct the view of the activity being performed, making it difficult for the camera to
capture the action [83]. For instance, if the user opens a refrigerator door or interacts
with a moving part of an appliance, certain body parts may block the camera’s view
during the activity. However, these types of occlusions can be avoided when cameras
are worn by the user. Additionally, objects being manipulated, as well as the hands,
remain visible, which is particularly beneficial given that most ADLs involve the
upper extremities.
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Historically, methods for activity recognition from wearable cameras have been
divided into “object-based” (context of visible objects being used to recognize the
activity), and “motion-based” where physical features (magnitude, angle, frequency)
of motions are used to determine the types of actions being performed. Both methods
have disadvantages, as noted in the review by Nguyen et al. [83], namely, missing
detections of relevant objects and types of actions involving small movements of
the limbs implied in the action, respectively. It is worth noting, however, that both
types are not mutually exclusive and can be combined. The way these two proposed
modalities of action recognition are combined can be via a hierarchical framework,
as done by Betancourt et al. [15], in which “hand detection” or “motion pattern
detection” are at a lower level of “basic scene understanding”, and higher levels
correspond to subject-object interactions involving detections of relevant objects,
and other contextual information. Nonetheless, this split between modalities was
more relevant or clear before the advent of end-to-end differentiable (trainable) deep
neural network methodologies, in which all elements (subnets) of the model may
contribute to the inference of the type of action being performed. Some branches
of the model might be specialized in certain tasks, but the contribution to the final
decision is not clear-cut, or at least, not as much as with previous methodologies.
The reader is referred to the review by Bandini et al. [12], which shows examples of
this.

Finally, for further reading of the latest advancements in action recognition for the
purposes of lifelogging, from wall-mounted as well as wearable cameras, Climent-
Pérez et al. offer a literature review exploring existing video-based technologies in
the AAL context [31], with a focus on methods whose outputs can be assembled
into a lifelog for the user, that is then able to share it, according to their needs,
with healthcare providers, caregivers or social workers of their choice. Plizzari et
al. [87] explore how egocentric vision can enhance daily life by enabling tasks such
as localization, scene understanding, action recognition, and social interaction. The
paper provides a detailed review of the current technologies and research tasks related
to egocentric vision, identifies limitations in existing systems, and highlights the gap
between current methods and future applications. The survey also examines key areas
for future exploration, including gaze prediction, body pose estimation, and privacy
concerns, as well as the need for more robust hardware to realize the potential of
egocentric vision in everyday use.

1.5.2 Audio-Based Sensing Technologies

Though CV has brought the largest advances in AAL, it often requires installation of
video cameras at user’s homes, which may be considered intrusive and thus refused
by the targeted population. Furthermore, video processing is extremely sensitive to
light conditions that may vary substantially at different positions in a home [26].
In this context, audio-based technology can be seamlessly integrated into the user’s
environment and has a potential to become one of the most important modalities for
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interaction with AAL systems. It has a large range of sensing, does not require phys-
ical presence at a particular location and it is physically intangible [88]. Using voice
is a more natural way of interaction than tactile interfaces. Despite these advantages,
audio technologies still remain rarely deployed in real settings, partly because the
audio analysis in the presence of ambient noise is a challenging task [118]. Nev-
ertheless, with the recent advancement of audio technologies and their integration
in mobile and Internet of Things (IoT) devices, the use of audio signals in AAL
becomes feasible [11], with applications in human activity recognition (HAR) [26,
88], fall detection and fall prevention [27, 117], food intake monitoring [76, 91],
emotional state recognition [23, 62], and so on.

Monitoring and behavior analysis in the context of an acoustical environment can
be realized these days by two different technologies, i.e., conventional microphones
and their arrays or specific acoustical sensors. These technologies can be divided
into two categories according to a frequency range, which they operate in, namely
a human audible frequency range (20 Hz—20 kHz) and a human inaudible frequency
range (all frequencies outside of the human audible frequency range). When it comes
to the specific acoustical sensors, they are represented by surface acoustic sensors,
floor acoustic sensors, ultrasonic sensors and throat microphones or laryngophones.
In the upcoming sections, the technologies deployed for monitoring and behavior
analysis in the context of an acoustical environment are described in more detail.

1.5.2.1 Microphone and Microphone Arrays

A standard microphone is an electroacoustic device, which converts sound waves
into an electrical signal. The sound waves produced by an audio source propagate
through the air and cause slight changes in air pressure around the microphone, whose
task is to detect them. The general principle has many similarities with a human ear,
as they share the same objective. The sound waves produce motion of the outer part
of a microphone (i.e., diaphragm). In the next part of a microphone, this motion is
converted to an electrical signal proportional to the sound waves.

The way a microphone converts motion into an electrical signal depends on its
type. Two main types are dynamic and condenser microphones. Electromagnetic
induction is used in dynamic microphones. The diaphragm is attached to an induction
coil, which is placed in a magnetic field. The coil movement induces an electrical
current representing the audio signal. The dynamic microphone design results in an
inexpensive and robust device. The condenser microphone is based on the change of
electric charge. The diaphragm is in the form of a plate of a capacitor. The diaphragm’s
movement alters the distance between plates and consequently changes the electric
charge, which presents the audio signal. The condenser microphones have better
sensitivity due to their design. They require a power source needed for the capacitor
plates to operate.

The level of small air pressure changes also corresponds to the low electrical
signal level produced on a direct output of a microphone. Thus, additional signal
processing is necessary, where a separate amplification unit (i.e., preamplifier) is



28 S. Colantonio et al.

Fig. 1.11 Omni-directional (left) and cardioid (right) microphone polar patterns

applied. The goal is to increase the level of the captured electrical signal without
achieving the same effect on the coexistent audio noise signal.

Microphone polar pattern is an important parameter (Fig. 1.11), which shows its
directional sensitivity projected on a polar plane. It depends on the device design.
Frequent polar patterns are omni-directional, bi-directional, cardioid, subcardioid,
hypercardioid, supercardioid, and shotgun. Which polar pattern is the most suitable
one highly depends on the usage scenarios. Different AAL applications and systems
prefer various microphone polar patterns.

Another important characteristic of a microphone is its quality. If advanced audio
technologies are used in an AAL system, such as spoken language technology inter-
faces, audio quality plays a significant role. Some parameters defining the micro-
phone quality are the frequency range, sensitivity, level of total harmonic distortions,
etc.

Microphones can be found in many devices, as speech presents a natural way
of human interaction. One of the most omnipresent devices nowadays are mobile
phones. They usually have one primary microphone and additional secondary micro-
phones to improve the captured audio signal. In other scenarios, two microphones
are also used for stereo recordings.

An audio device hosting more than one primary microphone is called a micro-
phone array. Several microphones are operating in parallel, all capturing audio signals
simultaneously, producing a multichannel signal on direct output. Microphones in
an array are placed in different patterns, which also influences the task they are best
used for. The raw audio signal needs to be processed to benefit from the array setup.
Digital signal processing is carried out on a digital signal processing (DSP) board or
a computer. Modules responsible for this provide the system with advanced function-
alities such as virtual polar patterns, beamforming, source localization, local echo
cancellation, and noise reduction. Microphone arrays are essential for various AAL
applications as they can better capture audio in a real-life environment.
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1.5.2.2 Specific Acoustic Sensors

Surface acoustic sensors detect the mechanical waves that propagate through or on
the surface of the solid materials. They typically use piezoelectric effect to convert
the wave into an electric signal, such that changes made to the mechanical wave
are reflected in the output electric signal. Surface acoustic sensors mostly work as
passive sensors, which makes them power-efficient and reduces the production and
operation costs. However, they are sensitive to coupling between surface material and
the sensor and may require periodical sensor calibration. Surface acoustic sensors can
be used for fall detection or for detecting the activities of daily living in a household
that cause vibrations on the ground surface, such as object dropping, falling [8] or
walking [85].

Floor acoustic sensors are special types of surface acoustic sensors used for detec-
tion of human falls. They are positioned on the floor surface, in the vicinity of the
sound source and capture direct sound waves without reflection from the surface.
They usually consist of an inner resonant container with a microphone located inside,
that captures the vibration of the surface. A membrane at the bottom of the container
touches the floor and enables acoustic coupling with the surface. Inner container is
surrounded by an outer container (capsule) and acoustically isolated, to decrease the
intensity of acoustic waves that propagate through air [90].

Ultrasonic sensors are piezoelectric transducers that actively send and receive
ultrasonic pulses and measure the signal propagation time to and from the measured
object. They operate by converting an electrical signal into mechanical vibrations and
vice versa. Since the operation frequency is outside the human audible range (i.e.,
from 20 kHz to 200 MHz, typically at 40 kHz), they can be considered unobtrusive.
Depending on the sensor and object properties, the effective sensor range is between
several centimeters and several meters. The sensor that works at the frequency of 40
kHz can typically sense objects at a distance of up to 2 m [48]. Ultrasonic sensors can
be used for fall detection [81], detecting activities of daily living such as standing or
sitting [50], or even in-air gestures [92] and respiratory rate [95] when operating in
a close range mode.

Throat microphones, or laryngophones, are contact microphones that absorb audio
vibrations generated by the larynx directly from the user’s throat using the neck-
mounted sensors. While standard microphones pick up sound vibrations that propa-
gate through the air, capturing at the same time background noise, throat microphones
capture only vibrations from the throat, ignoring background noise and wind turbu-
lence. Therefore, they can be used in extremely noisy or windy environments (e.g.,
while riding a motorcycle). Moreover, they are able to capture whispers, making
them suitable for use in situations where silent communication is required (e.g., mil-
itary or law enforcement operations). Since they are positioned on the human’s neck,
they can be used without obstructing helmets or respiratory protection. However, the
nasal sounds and sounds generated by the tongue and lips are muffled. In the context
of the AAL applications throat microphones are used for monitoring of chewing and
swallowing [102] and in food intake monitoring [17].
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1.5.3 Data Processing and Understanding for AAL

The data acquired by the video and audio-sensing layer are processed to perform
specific tasks, such as detecting and recognizing relevant objects, detecting move-
ments and incidents, measuring vital parameters, or analyzing gait. In this respect,
AAL solutions relies on methods and technologies coming from several connected
disciplines working on data processing and understanding as well as inference and
problem solving, such as CV, Signal Processing, Internet of Everything and IoHT,
Computational Physiology, Machine Learning and Artificial Intelligence.

As already sketched within the functional architecture of an AAL system shown
in Fig. 1.2, the typical pipeline for data processing can be summarized as shown in
Fig. 1.12 [111, 112, 123].

The data-cleaning step aims to improve the quality of the collected data by remov-
ing noise, harmonizing the data or selecting specific parts of the data. This step is
also usually referred to as a pre-processing step. To extract the relevant information
or patterns from the data, a segmentation step is often performed. This consists in
identifying and selecting only the regions of interest in an image (e.g., a person’s
face or silhouette) or a signal (i.e., a word or a sentence in an audio signal). Once the
relevant patterns are selected, these are usually described by computing a number
of parameters, called features, which express and measure significant characteristics
of the pattern. Such features are also usually referred to as hand-crafted features, as
they are selected according to the knowledge of task to be performed.

In some cases, the features are extracted before segmentation to perform the
segmentation itself. In other cases, the features are extracted without segmenting
the data. The features are processed by “intelligent” algorithms that are able to
recognize the detected patterns to perform a specific task, such as recognizing a fall
or a vocal command. In some easy tasks, this latter step can rely on simple rules,
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based on threshold applied to the features’ values. In most of the cases, it requires
more complex solutions based on advanced statistical or data-inductive models [29].

As said, this pipeline is a high-level and simplified vision of the data-processing
chain. In practice, more iterations of the steps might be required (e.g., activity recog-
nition may require person recognition and tracking) or each step should be further
adapted to respect the data typology (e.g., when processing time-series or multimodal
data). For instance, the last recognition step, based on data-inductive methods, might
be required to recognize the relevant objects in an image or sentences in an audio
signal.

Data-inductive methods are those methods able to learn directly from the data the
significant pattern relationships that are relevant to perform a specific task. These
methods gather under the discipline known as Machine Learning (ML). Among the
several definitions proposed for ML so far, the most renowned one is by Mitchell:
“ML is the science that is concerned with the question of how to construct computer
programs that automatically improve with experience” [78]. The peculiarity of ML
methods is their ability to discover patterns and information from a set of data or
examples. This ability enables them to learn autonomously how to recognize cat-
egories, perceive stimuli, predict trends, make decisions and apprehend behaviors.
Simply speaking, ML methods are not specifically programmed to solve a task, but
learn how to solve it based on the data available. ML is at the core of Knowledge
Discovery and Data Mining as well as the most recent Big Data analytics.

In AAL, some of the most commonly used ML methods comprise Support Vector
Machines (SVMs), k-Nearest Neighbor (k-NN), Artificial Neural Networks (ANN),
Naive-Bayes (NB), Decision Trees (DTs) and, among the latter, the Random Forest
(RF) [18, 123]. The listed methods are all supervised methods, which are trained
by providing them with the expected outcomes (e.g., the expected class for a given
example). SVMs and k-NN are instance-based methods, as they group data into
sets of similar cases and any new instance of data is compared (using a similarity
measure) against the representative case of each set to find the best match and make
a classification or prediction. NB is a Bayesian method that requires the knowledge
of a-priori and conditional probabilities of the data to apply the Bayes’ Theorem. DT
and RF are tree-based methods, which build a sort of decision-making diagram, in
the form of a tree, based on conditions on the data values. The prediction for a new
instance of the data is obtained following the tree structure until a leaf is reached.
The RT is an ensemble version of DT, which combines a large number of DTs to
solve a task.

ANNSs are connected networks of nodes, whose inspiration comes from the bio-
logical networks of neurons. ANNs are structured in layers of nodes (neurons) and
the output of each layer goes in input to the following layer. Each node applies an
activation function to the weighted sum of its input. Moving from the first layer to
the last one, an ANN maps the input data to the output label of a class [39].

In the last decade, boosted by the data deluge, ML has made significant steps
forward. A particular type of ANNs, the so-called Convolution Neural Networks
(CNNs), has demonstrated to perform unprecedentedly well, especially when solv-
ing perception tasks, such as vision, object recognition and natural language pro-
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cessing [69]. Considering the depth in terms of number of layers of this type of
networks, the term Deep Learning (DL) has emerged when referring to them. DL
has emerged in opposition to the shallow learning, which is the traditional learning
approach of ML methods. DL methods are able to learn the main features that allow
for the distinction of the relevant patterns, in this respect they are also referred to
as Representation Learning. More precisely, DL methods and CNNs permit to sim-
plify the data-processing pipeline seen before in Fig. 1.12, as they do not necessarily
require to segment the data and extract significant features, but they directly process
the input (pre-processed) data to provide a result. In practice, they do not require the
extraction of handcrafted features, as they identify on their own the relevant struc-
tures in the data and the characteristics of these structures. Being deep, CNNs and
DL methods require seeing many data points (i.e., a lot of examples) in order to be
accurate and effective, as they need to set the values of a huge number of internal
parameters (namely, the network architecture and the parameters of training process).
Most of the more recent works on video- and audio-data processing for AAL rely
on the use of DL methods as they ensure very high performances (see [94] for an
extensive review).

The various methods strongly depend on the task that should be performed (e.g.,
fall detection, vital signs monitoring, activity recognition, ...). For this reason, revis-
ing the various solutions proposed in the literature is out of scope for this chapter.
The most recent advances are extensively presented in [6].

In the following, we discuss briefly some of the most common challenges that
affect the data processing methods for video and audio understanding.

1.5.3.1 Main Challenges for Data Processing

The previous sections on audio and video data sensing have already highlighted some
of the technical challenges related to each specific data modality. In this section,
the most cogent challenges related to the task of interpreting the sensed data are
discussed [29, 116]:

e Lack of available datasets: This has been affecting the AAL field for years, until
the recent few years when some datasets are being publicly appearing and shared
within the research community. Nevertheless, this is true for video-based AAL,
while for applications based on audio the challenge is still there. Moreover, the
datasets available either are of limited size or are obtained by simulating real-
life events (e.g., falls are simulated in the lab or using dolls in case of audio-
based datasets). Therefore, it is necessary to develop systems that are able to work
with insufficient training data, using techniques based on oversampling, semi-
supervised learning, anomaly detection or one-class classification.

e Need for data annotation and labeling: Another problem that affects data is the
availability of quality annotation that can be used as ground-truth to train the ML
methods. In this respect, unsupervised or semi-supervised techniques might be
useful to overcome the issue, as they are based on ML methods that autonomously
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discover how data gather into homogeneous classes [39]. Unsupervised methods
are particularly beneficial when the problem is framed as an anomaly detection
problem, such as, for instance, when detecting an abnormal usage of home appli-
ances, detecting a fall, or detecting the worsening of a vital parameter tracked
over time. Nevertheless, in this respect, such methods may require a huge amount
of “normal” data representing all the possible normal situations, which might be
difficult to obtain in experimental settings. This can cause the method to produce
a high number of false alarms, when deployed in practice.

e Class imbalance: Risky or adverse events are usually and fortunately less com-
mon that normal conditions. This means that the most relevant events that are to
be detected are usually less frequent and represented in the datasets. This may
challenge the recognition methods, unless specific approaches are adopted. These
may rely on data augmentation, class weighting techniques or anomaly detection
methods (see Chap. 2 in this volume [122]).

e Privacy concerns: Audio and video data acquired for AAL purposes are negatively
perceived by the assisted person with respect to privacy preservation. The feeling
of intrusion also depends on the location of the audio and video sensor. Privacy-
preserving methods based on specific processing techniques are highly desirable
(see Chap. 3 in this volume [10]).

e Ethical concerns: Most of the newest methods to understand the content of audio
and video data in AAL are based on DL. These methods ensure very high per-
formances in terms of accuracy in the recognition, prediction and classification
tasks. However, they can be very complex models, with a huge number of layers
and complex computing modules, whose inner functioning is not easily under-
standable. For this reason, they are often referred to as “black boxes” or “opaque
models”. The European Commission and the High Level Expert Group appointed
by the Commission have produced important guidelines to steer an ethical develop-
ment of DL and Al models, especially when the impact of such models may affect
directly citizens, as in the eHealth and AAL domains [4]. One of main principles
promoted by these guidelines pertain to the transparency of decision based on Al
and DL methods, which directly entails the possibility to explain why the methods
have provided a certain output. This has led to a renewed interest the so-called
“explainable AI”. Several methods have been proposed in the literature and will
be discussed later in this chapter. Explaining the results from an Al method is the
first step to make this method trustworthy and, hence, promote its acceptability by
end-users.

1.5.4 Multimodal Data Fusion for AAL

In this section, we introduce two technological approaches for fusing multimodal
sensing data. Firstly, we survey how thermal and depth data can be combined. Sec-
ondly, we show how radar is used for data fusion.
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1.5.4.1 Combining Thermal and Depth Data

Depth and thermal sensors have advantages over traditional cameras in application
fields such as AAL, which involves continuous monitoring of people that should
be unobtrusive and privacy-preserving [2, 103]. This is because depth and thermal
sensors require no external illumination, working even in darkness, and do not expose
colors or textures, making it harder to identify people. Images of depth sensors
encode the scene geometry whereas thermal images encode surface temperatures.
Both technologies have been described separately in Sect. 1.5.1, but they are also
complementary for solving person-centric vision tasks, as people are clearly visible
in thermal images, facilitating detection and segmentation. Yet there is little research
on this matter, presumably because thermal sensors that are inexpensive and produce
images of sufficient quality have become available only recently.

Pramerdorfer et al. [§9] address a research gap by first evaluating the data quality
of two commonly available depth and thermal sensors, and then deriving empirical
noise models. Their primary contribution is a method for synthesizing realistic depth
and thermal images, leveraging 3D data modeling and the derived noise models. This
approach was used to generate a dataset of 40,000 image pairs.

The value of synthetic data is demonstrated by training CNNs [55] for scene state
classification and evaluating their generalization performance on real-world data.
Pramerdorfer et al. also present their own dataset of 8,000 image pairs [89]. Both
datasets are publicly available to foster further research on (synthetic) depth- and
thermal-based vision tasks.'®

The potential of combining synthetic depth data and machine learning was first
highlighted by Shotton et al. [103] for human pose estimation. Similar approaches
were adopted by Abobakr et al. [2] for fall detection and by Oberweger et al. [84] for
hand pose estimation. Improving the realism of synthetic data and its generalization
to real data requires accurate sensor noise modeling.

Khoshelham developed a basic noise model for the Microsoft Kinect depth sen-
sor [65], which was later extended in [82]. Thermal data, on the other hand, has
been less explored. For instance, Quero et al. [93] employed a thermal sensor for
CNN-based fall detection. Kniaz et al. used a generative adversarial network (GAN)
to generate thermal images from color images [66]. In contrast, Pramerdorfer et al.’s
approach requires no color images and appears to produce more realistic thermal
images based on visual inspection [89]. According to them, the only works utilizing
both depth and thermal data are [52] and [110], which focus on person tracking using
particle filters on real data, whereas Pramerdorfer et al. emphasize synthetic data and
image classification using CNNs.

Currently, no commercially available hardware combines depth and thermal sen-
sors. As a result, Pramerdorfer et al. designed and built such a device using off-the-
shelf sensors and 3D printing [89].

16 hitps://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/, last accessed 29/07/2024.


https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/
https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/
https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/
https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/
https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/
https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/
https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/
https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/
https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/
https://cvl.tuwien.ac.at/research/cvl-databases/sdt-icip/

1 A Historical View of Active Assisted Living 35
1.5.4.2 Radar Data Visualization and Fusion

In addition to the typical image-based technologies such as RGB, depth or thermal
(see Sect. 1.5.1), radar data can also be visualized like an image, using point clouds
to illustrate the rough shape of a person. Cippitelli et al. present a review on radar and
RGB-D sensors for fall detection in which challenges of both individual technologies
are investigated [30].

Challenges related to radar technology include:

e strong scatterers and clutter indoors, generating multi-path and ghost targets or

obscuring the person to be monitored; can also be a problem in RGB-D,

pets can cause false alarms, can also be a problem in RGB-D,

compliance of selected radar wave forms with telecommunication directives, lead-

ing to constraints in band width and transmitted power,

e location of radar sensor can change attenuation of radar Doppler signature; less
problems on the ceiling than on the wall.

Application areas of radar vary from multi-human detection [28, 68], gesture
recognition [3, 49, 64, 70], localization [71], to sleep and vital signs monitoring and
much more. Unlike (standard RGB) cameras, radar is able to detect falls in a privacy-
preserving way. This facilitates the use of radar technology in the end-user’s homes
as well as in care facilities and hospitals. Moreover, radar allows to measure vital
signs of newborns and to detect burned people due to its non-invasive nature [63].

Diraco et al. [38] achieve sensitivity and specificity greater than 97% and 90%
in fall detection by using a micro-motion signature and unsupervised learning. The
highest accuracy is achieved in correspondence of ADLs/postures without too much
movement (not further specified), such as, sleeping/resting, post fall, and watching
TV. Thus, activities like cooking (standing posture) are more difficult to detect in
comparison to the other ADLs. The same applies, although at a lesser extent, in
the case of the eating activity, due to some occurrence of chest oscillations. Some
differences are found also in dependence of the monitored subject’s orientation. When
more people are present in the sensor’s field of view (in addition to the monitored
subject), the movement compensation strategy is robust enough as long as the distance
between the monitored subject (i.e., the person closer to the radar) and the other
people is greater than 0.5 m.

Erol et al. use range information integrated with a fall detection algorithm to
distinguish an actual fall from a sitting motion [43]. Both movements cause a high
Doppler frequency, so distinguishing between them leads to a reduced false alarm
rate. Although the Doppler time-frequency signatures of the two motions can be
similar, the range extent of a fall is considerably higher than that of a sit. This varies
according to the type and the depth of the base of the furniture the person is sitting
on.
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1.6 Conclusions

The global population is ageing. Given that age is the primary risk factor for many
diseases and coupled with the concomitant advances in healthcare technologies and
modern medicine permitting individuals to live longer with chronic conditions, the
introduction of AAL is inescapable. While AAL technologies offer hope in address-
ing economic challenges to healthcare and the prospect of prolonging independent
living thereby improving life quality, the underlying social [74] (see Chap. 13 in this
volume), ethical concerns [24] (Chap. 11) and legal issues [35] (Chap. 12), cannot be
overlooked.

It could be argued that as all technologies need to pass certain regulatory processes,
the legal aspects pertinent to AAL have been addressed. The relevant regulations
such as the GDPR cover the collection, use, processing and sharing of personal data.
Consumer protection laws deal with the safety of components used in these tech-
nologies. Yet as technologies advance, the laws must stay abreast of such progress. A
framework for which further research can be performed is presented in this chapter.
We conclude that AAL technologies require a legal system that both promotes their
development while at the same time safeguards against risks posed by the technology.
Here, it is clear that the law is failing to provide a speed of adoption commensurate
with the development of the technology. Not only are there serious uncertainties in
the application of existing legal frameworks to AAL technologies, but there is also
a lack of appropriate legal restrictions and precautions to control some of the risks
posed by lifelogging technologies. It is recommended that a more holistic approach
to the regulation of AAL technologies is taken, one that integrates deeper technolog-
ical and international perspectives than the current legal framework represents. The
more nebulous aspects of AAL application lie with the ethics of their implementa-
tion. AAL technologies are by their nature intrusive. They can also be deemed to be
overprotective which can subtly erode respect for autonomy. The benefits brought
by AAL need to be carefully weighed against the risks and the risk/benefit ratio
assessed on a regular basis as individuals age and applications of technology change.
An ethical approach and a thorough understanding of all ethical principles relevant
to surveillance/monitoring architectures are essential.

AAL poses many challenges, raising questions which will affect immediate accep-
tance and long-term usage. Furthermore, issues emerge from social inequalities and
their potential exacerbation by AAL, accentuating the existing access gap between
high and low-income countries. Ethics should be incorporated at the AAL design
(or co-design, see Chap. 14 in this volume [114]) stage, taking all of these aspects
into account and evaluating (i) beneficence, (ii) non-maleficence i.e., a risk/benefit
analysis (iii) respect for autonomy, and (iv) protection of confidential information
and data that may reveal personal and sensitive attributes.

The social issues are related with the impact of AAL technologies before and
after their adoption [74] (Chap. 13 in this volume). Some are rooted in the collective
understandings of the technology at hand, whereby users can relate audio-video
based AAL to activities such as surveillance practices. One of the prominent social



1 A Historical View of Active Assisted Living 37

and design challenges will be facilitation of the workflow and avoiding the sense of
additional technological burden. Taking care of that will directly impact institutional
and individual adoption of AAL.

Future AAL technologies need to consider all aspects of equality such as gen-
der, race, age and social disadvantages and avoid increasing loneliness and isolation
among, e.g. older and frail people. Finally, the current power asymmetries between
the target and general populations should not be underestimated nor should the dis-
crepant needs and motivations of the target group and those developing and deploying
AAL systems. These differences could lead to governance challenges, serious ethical
questions, and potential misuse of the technology.

At the core of many AAL technologies lie machine learning approaches [122]
(Chap.2 in this volume), and progress in this domain will improve accuracy and
reliability of the AAL core components, leading to trustworthy applications in areas
like fall detection and prevention [73] (Chap.5), gait and frailty recognition [33]
(Chap. 6), recognition of activities of daily living [7] (Chap.7), remote monitoring
of vital signs [36] (Chap. 8), smart mirrors [101] (Chap. 10), and long-term sensing of
user affective states [100] (Chap. 9). Furthermore, improvements in data security [60]
(Chap. 4) and privacy preserving algorithms [10] (Chap.3) will contribute to wider
adoption of AAL technologies. We firmly believe that the technical and non-technical
challenges in AAL are surmountable, and this area holds great promise for the future.
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Chapter 2 ®)
Machine Learning for Active Assisted e
Living: Core Concepts, Challenges,

and Solutions

Eftim Zdravevski and Petre Lameski

Abstract This chapter explains the process of Machine Learning (ML). First, we
explain the concept of ML, what makes machines able to learn, and how they are
doing it by introducing the reader to the basic underlying concept and, after that,
giving the terminology and an overview of the entire ML process and life cycle.
Then, we introduce ML into the Active Assisted Living (AAL) concept by defining
where in AAL we can leverage the state-of-the-art concepts introduced by ML to
improve the AAL applications and give users additional benefits. We will explore
briefly all the problems and tasks in AAL that leverage ML. At the end of this chapter,
we will give an overview of some privacy and security considerations related to ML.
This chapter defines ML as a general process applicable to a wide range of AAL
problems.

Keywords Active Assisted Living (AAL) - Machine learning *+ Action
recognition + Anomaly detection * Class imbalance

2.1 Introduction to Machine Learning

ML is a transformative technology in numerous fields, demonstrating particular
promise in AAL applications. This chapter describes how ML, a branch of artifi-
cial intelligence, enhances AAL systems. ML involves algorithms and models that
enable computers to learn and perform specific tasks without or with minimal human
intervention. Instead, these systems develop their capabilities by identifying pat-
terns in data. During the training phase, an ML model learns from a dataset. It is a
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mathematical model that encapsulates the relationships within such data. Trained
models can predict or make decisions based on new data it has never seen before, a
process known as inference.

ML is a term that represents a set of methods enabling machines or computers
to learn. Like human learning, it involves sensory input, memory, and appropriate
response from the machine. Learning can be supervised, where a teacher guides the
process, or unsupervised, where the data are not labeled and the algorithm tries to
find groups, patterns and clusters to model the properties of the data. It can also be
driven by reward and punishment, as in reinforcement learning, or used to detect
abnormal behavior patterns, as in anomaly detection.

The ‘knowledge’ or memory the machines have is called a model. The model is a
set of parameters and variables with a certain structure used in a certain function. This
function transfers the input parameters or sensory inputs to a decision, a prediction,
or another specific result.

So, how does the machine learn? Learning is the process of optimization where we
select the best type of model and try to optimize the values of the model parameters
so that we have as accurate a representation of the data as possible. The accuracy of
the representation should be as high as possible, and as a consequence, the error in
the estimation should be as low as possible.

The learning process is essentially about selecting the model and adjusting
the model parameters to minimize the error between the actual values and those
calculated using the model. There are various methods to achieve this.

2.2 Machine Learning Fundamentals

We will first define the general terms used in ML and then give an overview of several
specific types of learning and some approaches.

2.2.1 Datasets

Training ML models requires learning samples, which are derived from the data at
our disposal. These data are typically organized into datasets, which can be generated
through sensor readings, user inputs or other sources. Additionally, datasets can be
assembled from a variety of external sources, including web scraping, document
parsing, and the extraction of information from images, videos, or audio files. Each
individual measurement, paired with its corresponding outcome, is treated as a single
sample within the dataset. Very often, the datasets are represented in tabular format,
where each sample represents a row (or record).
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2.2.1.1 Data Types

When analyzing and processing data, it’s essential to recognize that data come in
various forms, each with its own characteristics and use cases. Understanding these
different types allows for more effective data management, analysis, and application
in various fields. The data, depending on its nature and structure, can be classified
into several categories. There are multiple ways that the data can be categorized. One
is based on the way the data are saved:

e Structured

— Categorical (i.e., nominal) data (e.g., Gender, Marital Status, Category, etc.)
— Numerical data (e.g., Age, Height, Width, Temperature, etc.)

Unstructured (Text, Images, Audio, Video)
Semi-structured data (JSON, XML, HTML, etc.)

Another way to categorize the data is based on the sources and what they represent:

Time series data (data with timestamps associated with it)
Sensor data (data from sensor devices)

Geo-spatial data (data from locations of objects)
Transactional data (data from sales, transfers, purchases)
Behavioral data (data from click-streams, user interaction)

When a dataset includes more than one type of data, it is referred to as a mul-
timodal dataset. Multimodal datasets are increasingly common in real-world appli-
cations, where data from different sources and in various formats need to be inte-
grated and analyzed together. For example, in a healthcare application, a multimodal
dataset might include numerical data from patient vital signs, categorical data from
diagnoses, textual data from doctor’s notes, and image data from medical scans.

2.2.1.2 Variables

Each sample in the dataset is often described by variables. If the dataset was rep-
resented in tabular format, where samples are rows, columns can correspond to
variables. There are usually the following types of variables:

e Independent Variables: These are the variables used as inputs for the machine to
perform calculations. In ML, data mining, machine vision, and statistics, indepen-
dent variables are often referred to by multiple terms, including features, attributes,
signals, predictors, characteristics, and descriptors.

e Dependent Variables: Also known as response variables, target variables, or out-
come variables, these are the variables that we aim to predict or explain. The
values of the dependent variables are determined by the independent variables (or
features) within the model.
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In some cases, like in unsupervised learning, dependent variables may not be
defined. In those scenarios, the focus is typically on identifying patterns or structures
(e.g., clusters) rather than predicting an outcome based on inputs. Additionally, a
variable can be both dependent and independent in some cases, such as depression
level or amount of sleep if we use ML for predictive scenarios (using past depression
level as an independent variable and future depression level as the dependent variable.

2.2.1.3 Model Development Datasets

In addition to the division between independent and dependent variables, it is nec-
essary to split the dataset into different groups. These groups serve distinct purposes
in the model development process:

e Training Set: This portion of the dataset is used to build or train the model.

e Validation Set: This set is used for tuning the model’s hyperparameters and helps
prevent overfitting by providing an additional dataset to evaluate the model’s
performance during training without directly impacting the model’s learning
process.

e Test Set: This part of the dataset is reserved for evaluating the final performance of
the model. It is used to estimate the model’s accuracy. Sometimes, it is also called
a ‘holdout’ set. This set should not be used for model and parameter selection.
This means that no performance measures should be evaluated on this set until the
final model structure is selected and its parameters are fully determined.

There are no strict rules regarding the exact percentage of the dataset that should
be allocated to each set. However, a common practice is to allocate 60—80% of the
data to the training set, 10-20% to the validation set, and 10-20% to the test set. In
class-imbalanced situations, stratified sampling is typically used to ensure that each
of these sets receives examples from each class proportionally.

One can also use other validation techniques beyond the traditional train-
validation-test split. One standard method is cross-validation, where the dataset is
divided into multiple subsets, and the model is trained and validated multiple times,
each time using a different subset as the validation set and the remaining data as the
training set. This process helps provide a more robust estimate of the model’s per-
formance. Another method is leave-one-out cross-validation (LOOCYV), where the
model is trained on all but one data point, and the excluded point is used for valida-
tion; this is repeated for each data point in the dataset. For time-series data, it is often
recommended to split the dataset along the time dimension. This approach involves
using the oldest samples for training and the newest samples for testing, or vice
versa, depending on the specific requirements of the analysis. For patient data, when
training a general model, another approach that can be used is leave-one-subject-out.

Generating a high-quality dataset that enables ML algorithms to effectively solve
their intended tasks is a challenging endeavor. Data typically does not come in a
format suitable for direct use in training an ML model, necessitating an additional



2 Machine Learning for Active Assisted Living ... 49

step called preprocessing. The data in its initially collected form is referred to as raw
data. Raw data may present several issues, such as:

e Missing values (where some samples lack certain measurements),

e Duplicate data (where the same samples are entered multiple times),

e Inconsistent representations (e.g., initials instead of full names, varying addresses
for the same location),

e Different data formats (e.g., various representations of gender),

e Erroneous entries or incorrect data types (e.g., a string instead of a numeric value,
or 36°C recorded as “36” instead of the actual temperature value).

Various methods can address the issues arising from these and other factors com-
promising data quality. For instances of missing data, imputation methods can be
employed to address the gap [67]. Common techniques include imputation using the
mean, median, or mode; in time series data, backward or forward fill; and more
advanced methods like regression imputation, k-nearest neighbor imputation, or
interpolation.

Another important aspect to consider is the representativeness of the data. If the
dataset does not include a sufficient number of cases for a certain group, it may
introduce bias toward the majority group, which raises practical issues when the ML
model is applied in real-world scenarios. Preprocessing can also involve sampling
techniques to mitigate this bias.

Additionally, numeric variables may have varying scales. Such differences in
scale can cause problems during the optimization process in ML. To address this, we
normalize or standardize the data, often by scaling all values to a range between 0
and 1, or —1 and 1. Another approach is to normalize by subtracting the mean and
dividing by the standard deviation. Normalization and standardization are performed
using the training set mean and standard deviation. These values are stored and later
used for normalization and standardization of the test samples.

Depending on the specific ML task and the data quality, additional preprocessing
steps may be necessary, such as data imputation, text preprocessing, outlier detection
and removal, etc. The performance of an ML algorithm often depends heavily on
these steps, and better preprocessing leads to easier learning problems.

2.2.1.4 Overfitting

Overfitting occurs when a machine learning model becomes too complex and learns
not only the underlying patterns in the training data but also the noise and irrele-
vant details. This leads to poor generalization on unseen data. In AAL systems, for
example in activity recognition, overfitting can be a significant issue. For example,
let us consider a model trained to recognize human activities like walking, run-
ning, or sitting using sensor data from wearable devices. If the model is overfit, it
may learn specific patterns related to the exact individuals, sensor placements, or
even environmental noise present in the training data, rather than generalizing to the
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broader activity patterns. As a result, when the model is tested on new individuals
or in different environments, its performance may drop significantly because it is
too specialized to the training conditions. Regularization techniques and using more
generalized features can help mitigate overfitting in such cases, ensuring the model
focuses on the core patterns of the activities rather than noise.

2.2.2 Types of ML

Here, we briefly define the most common types of ML algorithms. For more precise
definitions with more examples, we refer the readers to Alpaydin et al. [4].

2.2.2.1 Supervised Learning

Supervised learning is used when there are data samples for which we know the
outcome. These data samples are called labeled data. In supervised learning, the
algorithms learn a model or function that maps inputs to outputs, enabling the model
to predict outcomes for new, unseen data. In AAL context, supervised learning is often
used to recognize activities, detect falls, or monitor health conditions by analyzing
sensor data.

For example, in an AAL system designed to monitor older adult residents, a super-
vised learning model could be trained to classify daily activities, such as walking,
sitting, or sleeping, using data from wearable sensors. The model learns to asso-
ciate specific sensor readings with corresponding activities based on labeled training
data. A usual step before the training is the feature generation from the sensor data.
Features are generated by transforming the sensor readings data using various math-
ematical transformations. In this case, instead of the sensor reading space, the ML
model optimization problem is performed in the feature space. Once trained, it can
accurately predict the current activity of a resident, enabling the system to provide
assistance or raise alarms if necessary.

Support Vector Machines (SVM) [69] are frequently used in AAL systems for
activity recognition [14]. SVMs work by finding the optimal boundary that separates
different classes of activities, such as walking, sitting, or lying down, based on sensor
data. This algorithm is particularly effective when the data are complex and not easily
separable, as it can create non-linear boundaries using kernel functions.

Decision Trees [38] are another popular choice in AAL applications. These algo-
rithms operate by splitting the data into subsets based on the value of input features,
forming a tree-like structure. Each branch represents a decision rule, and each leaf
node represents an outcome. Decision trees are intuitive and easy to interpret, making
them ideal for detecting specific events like falls or irregular movements, where clear
decision paths are necessary. Multiple decision trees can be combined in a single ML
model. Random Forests [12] is a widely used ensemble method that builds multiple
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decision trees and merges their results. By averaging the predictions of several trees,
random forests increase accuracy and reduce the risk of overfitting.

K-Nearest Neighbors (KNN) [39] is another straightforward yet powerful algo-
rithm often used in AAL. KNN classifies new instances based on the majority class
of the nearest ‘k’ instances in the training data. This algorithm is particularly useful
in scenarios where the system needs to recognize or classify activities in real time,
as it can quickly adapt to new data without extensive retraining.

Naive Bayes [62] is a probabilistic algorithm that applies Bayes’ theorem with
the assumption of independence between features. Despite this seemingly strong
assumption, Naive Bayes performs well in practice, especially in classification
tasks where the probability of certain activities given sensor data can be effectively
modeled [2].

Artificial Neural Networks (ANN) [9], particularly deep learning (DL) mod-
els [42], are increasingly being applied in AAL due to their ability to model complex
patterns in large datasets. These models are particularly suited for tasks like contin-
uous health monitoring or detecting subtle changes in behavior that might indicate
the onset of health issues. Neural networks can automatically extract and learn fea-
tures from raw sensor data, making them powerful tools in AAL systems. However,
depending on the size and complexity of the model, it may require a very large
amount of data to train.

Each of these algorithms brings unique strengths to the table, and the choice
of which to use depends on the specific requirements of the AAL system. Often,
multiple algorithms are combined in a hybrid approach to enhance the system’s
overall performance, ensuring that it can accurately monitor and assist individuals
in various scenarios. As the training of the models is an optimization problem, there
is no silver bullet regarding the choice of the algorithm for training as the models
heavily rely on the data used.

2.2.2.2 Unsupervised Learning

In unsupervised learning the goal is to discover hidden patterns or intrinsic structures
in data without the need for labeled outcomes. Unlike supervised learning, where
the model is trained on labeled datasets, unsupervised learning works with unlabeled
data, making it particularly useful in situations where manual labeling is impracti-
cal or impossible. In AAL, unsupervised learning is often employed for clustering,
anomaly detection, and pattern recognition, contributing to the overall intelligence
and adaptability of the system.

Clustering algorithms [75] are some of the most widely used unsupervised learn-
ing techniques in AAL. These algorithms group similar data points based on their fea-
tures, enabling the system to identify different patterns of behavior or activity without
prior knowledge of what those patterns might be. For instance, K-Means Clustering
is a popular method that partitions the data into ‘k’ clusters, where each data point
belongs to the cluster with the nearest mean. In an AAL setting, K-Means can be
used to cluster sensor data to identify common daily activities, helping to establish a
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baseline of normal behavior for each individual. Another effective clustering method
is Hierarchical Clustering, which builds a tree of clusters by iteratively merging or
splitting existing clusters. Hierarchical clustering provides a more detailed insight
into the data structure, allowing the system to detect subtle variations in behavior.
Gaussian Mixture Models (GMM) [61], unlike K-Means Clustering, which takes
into account only the Euclidean distance, also consider the covariance matrix of the
clusters into account. GMMs are used in a similar way as k-means clustering and
have the number of clusters as input parameter, although there are methods that can
estimate this parameter [26].

Autoencoders [8], a type of neural network, are another powerful tool in unsu-
pervised learning for AAL. Autoencoders learn to compress input data into a lower-
dimensional space (encoding) and then reconstruct it (decoding) as closely as possi-
ble to the original. This process helps in identifying the underlying structure of the
data. In AAL, autoencoders can be used for anomaly detection by training the model
on normal behavior and then detecting deviations that the model cannot accurately
reconstruct, which may signal unusual or potentially dangerous situations like falls
or sudden health changes.

Isolation Forests [43] are algorithms particularly useful for anomaly detection in
AAL systems. This method is based on isolating outliers by randomly partitioning the
data. Data points that require fewer partitions to be isolated are considered anomalies.
In an AAL context, Isolation Forests can monitor continuous data streams from
various sensors, automatically identifying behaviors that deviate from the norm,
such as erratic movement patterns that might indicate distress [56].

Even though, by definition, labels are not available in unsupervised learning, in
practical scenarios, often the clusters or anomalies need to be understood. Therefore,
it can be the case when experts label the clusters after they are discovered. In other
situations, clusters could be compared and mapped to known labels. This simplifies
the evaluation and comparison of unsupervised models.

These unsupervised learning algorithms are important to the development of AAL
systems that can adapt to the unique needs and behaviors of individuals without
requiring extensive labeled data. By automatically discovering patterns, identifying
anomalies, and simplifying complex data, unsupervised learning enhances the ability
of AAL systems to provide personalized, real-time assistance and improve the quality
of life for those who rely on them.

2.2.2.3 Semi-supervised Learning

Semi-supervised learning [68] is a powerful ML approach that leverages both labeled
and unlabeled data to improve model performance. In real-world applications like
AAL systems, labeled data can be scarce and expensive to obtain, while unlabeled
data are often abundant.

Applying semi-supervised learning in AAL systems enables the development of
more accurate and adaptable systems with reduced reliance on labeled data. For
instance, an AAL system might start with a small set of labeled data representing
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activities or health conditions (e.g., walking, sitting, or a potential fall). Still, as it
collects new unlabeled sensor data, it can automatically label it, and improve its
accuracy over time [65].

Related concepts within this framework include one-shot [64] and few-shot learn-
ing, where a model is trained to recognize new patterns from just one or a few
examples. These approaches are beneficial in AAL systems, where collecting large
amounts of labeled data for every possible activity or health condition may be imprac-
tical. For example, an AAL system could use a pretrained network and apply few-shot
learning to learn users’ gestures [23].

Several common methods are used in semi-supervised learning, each offering
specific advantages to AAL systems. With self-training [65], the model initially
trained on labeled data are used to label the unlabeled data, gradually expanding the
training set. This method is simple yet effective for improving model accuracy in
AAL applications, such as activity recognition.

Another approach is co-training [51], which uses two models trained on different
feature sets of the data. Each model labels the unlabeled data, and these new labels
are then used to train the other model. Co-training is beneficial in AAL systems
where multiple sensor types (e.g., motion sensors and wearables) provide different
perspectives on the same activities.

Methods like Variational Autoencoders (VAEs) and Generative Adversarial Net-
works (GANs) can generate synthetic data that resembles the real data, thus augment-
ing the training set. This approach can be helpful in AAL for creating more diverse
training scenarios, helping the system to better handle variability in user behavior. In
addition, using synthetic data generation techniques like VAEs and GANs can also
simulate digital twins of real-world systems, providing a virtual environment for test-
ing and optimizing algorithms without the need for real-world data collection. This
is especially practical when acquiring large, diverse datasets, which is challenging
or expensive, allowing the model to generalize better and improve its robustness to
unseen situations.

2.2.2.4 Reinforcement Learning

Reinforcement Learning (RL) is a ML paradigm where an agent learns to make deci-
sions by interacting with an environment, perceives information about its current state
and takes actions [71]. Conversely, the environment provides a reward signal (positive
or negative), and the agent aims to maximize the expected cumulative reward over the
period of interaction. The policy of an agent defines how the agent selects its actions
based on the available information. A policy can be either deterministic or stochastic
and either stationary or history-dependent. In [71] authors provide a comprehensive
collection of survey articles covering key areas in reinforcement learning, including
partially observable environments, hierarchical task decomposition, and relational
knowledge representation. This book can serve as an essential resource for readers
interested in the fundamentals in reinforcement learning. Similarly, in Arulkumaran
et al. [6] are described central algorithms in deep reinforcement learning (deep RL),
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including the deep Q-network (DQN), trust region policy optimization (TRPO), and
the asynchronous advantage actor critic algorithm, which lead to more robust and
faster learning in RL.

In the context of AAL, a common use of RL is in sign-language recognition. For
example, authors in [82] propose integrating a transformer model with RL to improve
continuous sign language recognition by directly optimizing non-differentiable
metrics like word error rate.

2.2.2.5 Anomaly Detection

Anomaly detection in AAL systems is essential for early identification of poten-
tially dangerous situations, enabling timely interventions that can prevent accidents
or provide assistance when needed. By continuously learning and adapting to the
individual’s behavior, these systems offer a personalized and proactive approach to
enhancing safety and independence in assisted living environments. Consider an
AAL system that continuously monitors a person’s movements and health-related
metrics through sensors embedded in their environment and wearable devices. Over
time, the system learns the individual’s typical patterns of behavior, such as walking
speed, gait, and daily routines. This learned model serves as a baseline for normal
behavior. As the person goes about their daily activities, the AAL system continu-
ously compares real-time sensor data against the established model of normal behav-
ior. If the system detects a considerable deviation from expected patterns—such as
an abrupt, rapid movement followed by an extended period of inactivity, which might
indicate a fall—it flags this as an anomaly. This detection can then trigger various
alerting mechanisms, such as notifying caregivers or activating emergency protocols.

Even though anomaly detection improves safety and independence in AAL envi-
ronments, it also presents challenges, particularly concerning false positives. False
alarms can occur when the system misinterprets harmless deviations from routine
behavior as dangerous situations. For instance, if an individual changes their daily
schedule or engages in atypical physical activity, the system might mistakenly iden-
tify this as a risk, leading to unnecessary interventions and potential stress for both
the person and caregivers. Striking a balance between convenience and safety is
still a challenge. On the one hand, systems must be sensitive enough to detect real
dangers. On the other hand, they need to be robust against normal variations in behav-
ior to avoid overwhelming users with false alerts. Achieving this balance requires
fine-tuning detection thresholds and incorporating context-aware processing to better
discern genuine emergencies from benign anomalies.

Common algorithms used include statistical methods like Z-Score Analysis and
Gaussian Mixture Models (GMM), ML approaches such as One-Class SVM and Iso-
lation Forest, and deep learning techniques like Autoencoders [53]. These algorithms
help detect anomalies such as sudden falls by comparing real-time sensor data against
learned models of normal behavior. Anomaly detection is also vital in the context of
open set learning, where the system must handle new, unseen data that does not fit
within the predefined categories. The new scenarios will be interpreted as potential
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outliers or anomalies in such cases. The challenge here is that these new scenarios
may not necessarily indicate danger; they could simply represent natural changes in
the person’s lifestyle or environment. Despite that, AAL systems can gradually adapt
to new scenarios, even if an anomaly is treated as a dangerous event. Sometimes,
being alarmed about an anomaly could be a preferred option compared to a misclas-
sification of the event in one of the actions of a closed set. In practical scenarios,
experts might even analyze the anomalies, cluster them via unsupervised learning,
and even assign labels to them if there are distinct patterns, that can result in another
iteration of re-training a (semi-)supervised model. So, ultimately, anomaly detection
can contribute to maintaining users’ safety and well-being in dynamic environments.

2.2.2.6 Transfer Learning

Transfer learning in activity recognition typically involves leveraging a pre-trained
model on a similar or related task and fine-tuning it for a specific target activity
recognition task. This approach enables the system to learn a more generalized rep-
resentation of human activities, enhancing its capability to accurately recognize both
common and uncommon activities within the home environment [13].

An exemplary scenario of transfer learning for activity recognition is the fol-
lowing. A model pre-trained on a large dataset of common physical activities (like
walking, running, and sitting) using wearable sensor data are adapted to recognize
new, more complex activities (such as biking or climbing stairs) with limited data.
The earlier layers of the pre-trained model (e.g., a CNN or RNN), which capture
general motion patterns, are kept frozen, while only the final layers are fine-tuned
using the smaller dataset for the new activities [70]. This approach reduces training
time, improves generalization, and allows efficient use of scarce labeled data for the
target task.

In the context of AAL, transfer learning is particularly beneficial for adapting
models to recognize subtle variations in activities, such as changes in gait or the
performance of routine tasks. Another practical application of transfer learning in
AAL systems is the ability to tune models trained in controlled settings to real-life
environments where the people’s behavior and specifics might be different.

2.2.3 Evaluation Metrics

To evaluate the performance of a classification model, several measures and metrics
are commonly used. The terms metrics and measures are terms that are sometimes
used interchangeably, but they can have distinct meanings depending on the context.
A measure is a general term for a quantity that can be observed or calculated from the
data (in the list below, it would be TP, TN, FP, FN). A metric is typically derived from
one or more measures and is used to assess how well a model performs in a specific
task, so they are useful for comparison, evaluation, and optimization of models.
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Some of the listed metrics are usable for binary-classification problems (where
there are only two classes), but in the context of AAL, it is much more common
to have multiple classes, requiring metrics that can evaluate the performance of the
models accordingly. Here we list the most important metrics, and for a comprehensive
list of metrics, we refer the readers to Alpaydin et al. [4].

2.2.3.1 Binary Classification

Below are listed the most common metrics for binary classification problems:

e True Positives (TP): The number of instances correctly classified as positive.

e True Negatives (TN): The number of instances correctly classified as negative.

e False Positives (FP): The number of instances incorrectly classified as positive.
An example would be the total number of cases when a normal movement was
misclassified as a fall.

o False Negatives (FN): The number of instances incorrectly classified as negative.
An example of this would be falls misclassified as regular movements. Typically,
the impact of false negatives is far greater than that of false positives. In the
earlier example, a fall incorrectly classified as a normal situation can have fatal
consequences for the person. On the other hand, a routine activity misclassified as
a fall could be annoying (e.g., a caregiver is alarmed) but not as critical.

e Confusion Matrix: A table that summarizes the performance of a classification
model by displaying the counts of TP, TN, FP, and FN.

e Accuracy: The proportion of correctly classified instances among all instances. It

is calculated as:
TP + TN

A =
Uy = TP X TN + FP + FN

e Balanced Accuracy: The average of recall obtained on each class, useful in cases
of class imbalance, which is common in AAL. It is calculated as:

1 TP TN
Balanced Accuracy = 3 \1p TEN + TN £ FP

e Precision: The proportion of true positives among all positive predictions. It is

defined as:
TP

Precision = ——
TP + FP

e Recall (Sensitivity): The proportion of true positives among all actual positive

instances. It is defined as:
TP

Recall = ————
TP + FN

e Weighted Error Rate (WER): Is a variation of the standard error rate, where
different types of errors are assigned different weights, as explained when defining
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FP and FN. In simple error rate calculations, all errors are treated equally, but in
many real-world applications, one might want to penalize certain errors more
heavily than others. WER is calculated as:

Wgp X FP + WEN X FN
wrp X (FP 4+ TN) 4+ wgn % (TP + FN)

WER =

where wpp and wpn are the weights assigned to false positives (FP) and false
negatives (FN), respectively.

e Cost Matrix: It defines the cost associated with different types of classification
errors and is defined as:

Cost Matrix — < 0 C (False Negatlve))

C (False Positive) 0

where C (False Positive) is the cost of FP, and C (False Negative) is the cost of
FN. Similarly to WER, this metric aims to address the case when not all errors are
equal.

e F1Score: The harmonic mean of precision and recall, providing a balance between
the two. It is calculated as:

2 x Precision x Recall
F1 Score =

Precision + Recall

e Area Under the ROC Curve (AUC-ROC): AUC-ROC measures the ability of
the model to distinguish between normal and anomalous points across different
threshold settings. The ROC curve plots the true positive rate (sensitivity) against
the false positive rate (1-specificity).

e Area Under the Precision-Recall Curve (AUC-PR): Similar to AUC-ROC, but
more informative in cases of class imbalance, AUC-PR plots precision versus
recall.

e Binary cross-entropy:, which compares the predicted probabilities with the actual
class labels, penalizing the model more when the predicted probability for the
correct class is low. It is designed to handle probability distributions, making it
ideal for classification where the output of the model is a probability distribution
over the classes. For binary classification, it is defined as:

n

1 N N
Liinary = =~ > [yilog(3i) + (1 = y) log(1 = 3»)].

i=1
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2.2.3.2 Multi-class Classification

In multi-class classification, the most commonly used measures are:

e Confusion Matrix: A square matrix of size n x n (where n is the number of
classes), with rows representing the actual classes and columns representing the
predicted classes. The diagonal elements represent true positives for each class,
while off-diagonal elements represent misclassifications.

e Accuracy: The proportion of correctly classified instances across all classes. It is

computed as:
Z?:l TP;

>im TP+ 3, CM;

Accuracy =

where TP; is the number of true positives for class i, and CM;; is the confusion
matrix element for actual class i and predicted class j.
e Precision: The precision for each class i is defined as:

. TP;
Precision; = ——
TP; + FP;

where FP; is the number of false positives for class i. The overall precision can be
computed using macro-average or weighted-average across classes.
e Recall (Sensitivity): The recall for each class i is defined as:

TP;
Recall; = —
TP; + FN;

where FN; is the number of false negatives for class i. Like precision, recall can
be averaged across classes.
e F1 Score: The F1 score for each class i is the harmonic mean of precision and

recall: o
2 x Precision; x Recall;
F1 Score; =

Precision; + Recall;

The overall F1 score can also be calculated using macro-average or weighted-
average.

e Macro-Averaging: Calculates the metric independently for each class and then
takes the average, treating all classes equally:

. 1 & .
Macro-Metric = - ZMetrlci

i=I
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e Weighted-Averaging: Averages the metric for each class, weighted by the number
of training instances in each class:

Yo wi x Metric;
i Wi
i=1 Wi

where w; is the number of training instances in class i. Obviously, this could be
challenging if the class distribution of the test and training dataset are different.
e Multi-class cross-entropy is defined as:

Weighted-Metric =

n K
1
A ulti- = —— i lo Ai .
Multi-class " E E Yik log(Vix)

i=1 k=1

2.2.3.3 Unsupervised Learning

In clustering, anomaly detection and other unsupervised learning tasks, evaluation
metrics differ from those used in supervised learning. Common metrics include:

e Adjusted Rand Index (ARI): Measures the similarity between the predicted clus-
ters and the ground truth labels, adjusted for chance. It ranges from —1 to 1, where
1 indicates perfect clustering, 0 indicates random labeling, and negative values
indicate worse-than-random labeling:

RI — Expected RI

ARI =
Max RI — Expected RI

where RI is the Rand Index. If there are no available ground truth labels, even in
the training process, then this metric is not appropriate for unsupervised learning.

e Silhouette Score: Assesses how similar each point is to its own cluster com-
pared to other clusters. The score ranges from —1 to 1, where 1 indicates well-
separated clusters, O indicates overlapping clusters, and negative values indicate
points assigned to the wrong cluster:

b—
Silhouette Score = _v-a
max(a, b)

where a is the average intra-cluster distance and b is the average distance between
the data point and all the points in the nearest neighboring cluster (i.e., the cluster
that is not its own, but is closest to it).
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e Purity: Measures the extent to which each cluster contains data points from pri-
marily one class. It is calculated by assigning each cluster to the class that is most
frequent in the cluster, and then counting the number of correctly assigned points:

1
Purity = — max |¢; NI;
y nzk: ; |k ]l

where ¢y is the set of points in cluster k, and /; is the set of points in class ;.

2.2.4 Model Monitoring

After a model is trained, it must be integrated into an application tailored to the
specific problem it aims to solve. Typically, this involves using the model to make
decisions, predictions, or classifications on new, unseen data. In AAL systems, inte-
gration of ML systems with alerting and monitoring systems is required so that
appropriate actions can be taken immediately. Model maintenance is also necessary
once the model is deployed. It involves continuously monitoring performance and
retraining the model with new data to maintain its accuracy and relevance. Over
time, models can become outdated due to issues like data drift, concept drift, or fea-
ture drift, where the distribution of data or features changes [10]. Addressing these
drifts requires specific coping mechanisms and performance monitoring. Addition-
ally, maintenance includes standard software upkeep, ensuring that the underlying
infrastructure and supporting software remain functional and secure. Bayram et al.
[10] provides a good overview on performance-aware drift detectors, covering solu-
tions for detecting data and concept drift, as well as methods for detecting model
degradation.

2.3 ML and AAL Systems

In the context of AAL, ML applications focus on personalization, safety, and effi-
ciency. These systems process data from various wearables or sensors and devices
embedded in the living environment to learn residents’ daily patterns and needs
and provide continuous and unobtrusive assistance. The integration of ML in AAL
helps analyze complex data streams automatically, contributing to the autonomy,
independence, and safety of the older adults and disabled people [33].

In AAL systems, activity recognition allows for the monitoring and understanding
of physical activity, detecting changes in daily patterns that may signify health issues,
and identifying emergencies, such as falls or abnormal vital signs [21]. ML models
analyze behavior patterns to detect early signs of dementia, Alzheimer’s, or other
cognitive impairments [32]. The detection of falls (see Chap. 5 in this volume [35])
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represents a pivotal aspect of emergency monitoring, employing a combination of
accelerometers, gyroscopes, and visual sensors to provide real-time alerts.

Furthermore, AAL systems ensure the safety and security of the living environ-
ment by monitoring the status of doors and windows and alerting caregivers or secu-
rity services to any unusual activities that could indicate potential security breaches or
safety issues. Sleep patterns are tracked through wearables and bed sensors, offering
data for health monitoring purposes [18]. The detection of food intake and analyzing
eating and drinking habits, facilitated by wrist-worn sensors and environmental mon-
itoring, provides valuable insights into the nutritional intake and hydration levels of
the older adults [49].

In the healthcare setting, ML can be seen as a sophisticated tool that assists in diag-
nosing diseases, predicting patient outcomes, and managing treatment plans more
efficiently [31]. In the domain of health-related activities, AAL systems assist in med-
ication management through smart dispensers and sensors that confirm the intake of
prescribed drugs. Similarly, ML systems could optimize and personalize medication
schedules, monitor adherence, and predict potential adverse reactions [46]. They also
support physical therapy by ensuring exercises are performed correctly, thus aiding
in rehabilitation and recovery processes [44].

According to Gajarawala and Pelkowski [27], telehealth or telemedicine has trans-
formed healthcare delivery by improving access to care and reducing the necessity for
in-person visits. This is beneficial in the context of AAL. Health monitoring systems
have rapidly evolved during the past two decades and can potentially change how
healthcare is delivered [7]. Nowadays, Internet of Things (IoT) technologies and ML
are applied together in AAL settings [34, 37]. IoT is an assistant in healthcare and is
extremely important in broad scopes of medicinal services observing applications. In
hospital settings, AAL systems can identify and reduce false alarms to avoid alarm
fatigue of medical personnel [40].

2.4 ML Challenges Specific to AAL Systems

2.4.1 Closed Set Versus Open Set Action Recognition

Open set versus closed set action recognition refers to two different scenarios in the
context of recognizing actions from sensory or visual data. These scenarios deal with
the challenges of generalizing the recognition models to unseen or new actions.

In closed set action recognition, the system is trained and tested on the same set
of actions. The system only encounters a fixed number of action categories during
both training and testing. The primary challenge here is to develop models that can
accurately distinguish between these known actions. The most common example is
when a model is trained to recognize actions like walking, running, and jumping, and
then tested on these same actions. In real-world recognition and classification tasks,
it is often impractical to gather training samples that encompass all possible classes
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due to various constraints. Furthermore, it is also challenging to develop models that
can effectively recognize novel or rare activities that were not encountered during
training [16].

Consequently, a more realistic scenario is open set recognition (OSR), where the
training data represents only a subset of the possible classes, and the system may
encounter novel, previously unseen classes during testing. The system is trained on
a limited set of known actions but needs to identify whether a new action belongs to
one of the known classes or is something completely new. The major challenge is that
the model must not only recognize known actions but also detect and appropriately
handle unknown actions. For example, a model trained to recognize walking, running,
and jumping but tested on a video containing a new action like falling.

In Geng et al. [28], the authors present a comprehensive review of existing OSR
techniques in general but also mention activity recognition in the context of AAL.
It addresses key aspects such as definitions, model representations, datasets, evalua-
tion methods, and algorithm comparisons. Additionally, it explores the connections
between OSR and related tasks like zero-shot, one-shot (few-shot) learning, and clas-
sification with a reject option. The review also extends to open-world recognition,
an evolution of OSR.

2.4.1.1 Challenges

Open set action recognition presents several significant challenges that must be
addressed for the development of robust and effective systems. First, the system
must demonstrate the ability to generalize beyond the known categories, effectively
managing the risk of overfitting to the training data. A crucial aspect of this general-
ization is the system’s capacity to identify when an observed action does not belong
to any of the known classes. One way to address this is by well-calibrated thresholds
that can accurately distinguish between known and unknown actions.

2.4.1.2 Potential Solutions

Out-of-distribution detection is a crucial technique in open set action recognition [76].
It involves training models to identify when an input does not belong to any of
the known classes. A common method used for this purpose is softmax threshold-
ing, where the confidence scores from the softmax output are analyzed to deter-
mine whether an action is unknown [76]. More advanced techniques have also been
developed, such as using generative models like Variational Autoencoders (VAESs)
[57] or Generative Adversarial Networks (GANs) [63, 77]. These models can model
the distribution of known actions, enabling the identification of out-of-distribution
samples.

In addition to these techniques, open set neural networks have been specifically
designed to address the challenges of open set recognition [29]. These networks mod-
ify the loss function during training to penalize both misclassifications and incorrect
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confidence in unknown classes. An example of this approach involves combining
traditional classification loss with an additional term that encourages low confidence
for unknown actions, thus improving the model’s ability to recognize when an action
does not belong to any known class.

Handling new or unseen actions in open-set action recognition requires several
strategies to improve model robustness. One approach is to maintain a rich “other”
or “garbage” class during training, allowing the model to generalize better and han-
dle actions outside the known classes. This prevents overfitting and reduces false
positives by ensuring the model can classify unfamiliar actions into a non-specific
category [28, 77]. Additionally, maintaining strong contextual features helps filter
outirrelevant detections, further reducing the likelihood of false positives. Incorporat-
ing multiple modalities, such as combining visual, audio, and sensor data, enhances
detection accuracy by cross-verifying signals from different sources [59]. Tempo-
ral filters are also a viable solution, as they help fill in gaps from non-detections
and eliminate too-short, spurious detections, improving temporal consistency [60].
Finally, integrating data quality assessments enhances the system’s confidence in its
predictions by factoring in the quality and reliability of the incoming data, leading
to more accurate classification.

Another approach in this domain is the use of hybrid models, which combine
traditional classification models with anomaly detection models [54]. In this setup,
the classifier first attempts to recognize the action. If the model is uncertain, an
anomaly detector steps in to determine if the action is unknown. This method proves
particularly effective in scenarios with limited training data or when there is a high
likelihood of encountering numerous unknown actions.

Few-shot learning and meta-learning are also practical techniques in open set
action recognition [19]. These approaches focus on making models more adaptable to
new classes with minimal examples. Few-shot learning, for instance, enables a model
to quickly learn a new action category from only a few examples, while meta-learning
trains the model to be more adaptable to learning new tasks. These techniques enhance
the model’s ability to generalize to unknown actions by improving its adaptability.
Few-shot learning can be sensitive to data quality of the few provided examples, can
struggle with class imbalance, and often requires extensive pretraining. Similarly,
meta-learning, while powerful, is computationally complex, may overfit to specific
tasks on which it was trained, and relies on a diverse set of training tasks for effective
generalization.

2.4.2 Action Spotting Problem

Action spotting is a common task within the field of activity recognition which
involves identifying specific actions or events within continuous data streams gener-
ated by various sensors, including motion detectors, cameras, and wearable devices.
In AAL systems, action spotting is important for detecting activities or incidents,
such as falls, unusual behavior patterns, or other events that may require immediate
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intervention. Unlike general activity recognition, which typically classifies entire
sequences of data into specific categories like walking or sitting, action spotting
focuses on pinpointing the exact moment when a particular action or event occurs. It
is also important when counting certain activities, measuring their duration statistics,
or labeling them accurately.

The challenge of action spotting lies in several factors unique to AAL contexts.
First, the continuous flow of information makes it difficult to isolate and identify
specific actions accurately. Moreover, the actions that need to be spotted can be
subtle and vary significantly between individuals, adding another layer of complexity
to the problem. The necessity for real-time processing further complicates the task,
demanding efficient algorithms and robust models.

Recent advances in deep learning have provided promising solutions to the chal-
lenges of action spotting. Deep learning models, particularly those utilizing con-
volutional neural networks (CNNs) and recurrent neural networks (RNNSs), have
demonstrated the capability to learn complex features from raw data [74]. As men-
tioned in Subsect. 2.2.2.6, transfer learning has been instrumental in enhancing these
models’ performance.

Temporal modeling techniques, such as temporal convolutional networks (TCNs)
[41] and long short-term memory (LSTM) networks, have also played a crucial
role in action spotting [5]. These techniques enable the modeling of the temporal
dynamics of actions, allowing the system to accurately recognize the start and end
points of actions within continuous data streams [41]. The sliding window approach
is a commonly used method in this domain, where the continuous data stream is
divided into overlapping segments [81]. Each segment is independently analyzed to
detect whether the target action occurs within that window. A challenge here is to
tune the window size, considering that different actions can have different duration.
In such scenarios, several different models can be used, each trained with different
window sizes and making them focused on recognizing activities with particular
expected duration. Alternatively, the length of the window size can be dynamic [52].

Attention mechanisms have been integrated into deep learning models to further
enhance the accuracy of action spotting. These mechanisms allow the models to focus
on specific parts of the data stream that are more likely to contain the action of inter-
est. By weighting the importance of different data segments, attention mechanisms
help to more accurately identify the relevant action, thus reducing false positives
and improving overall detection performance [78]. Their drawbacks are increased
computational complexity, risk of overfitting, and challenges in interpretability. They
may also be sensitive to noise, require large datasets, and sometimes add unneces-
sary complexity without significant performance gains in simpler tasks. Therefore,
for each specific application a careful analysis is required to balance their advantages
and disadvantages.

Hybrid approaches that combine deep learning with traditional signal processing
techniques have also been explored. For instance, initial preprocessing steps might
involve filtering out noise or irrelevant data, making it easier for the deep learning
model to focus on the essential aspects of the data. This combination of methods has
been shown to improve both the accuracy and efficiency of action spotting in AAL
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systems [3]. However, with filtering there is always a risk of removing valid data
points and filtering methods and their suitability depends on the data modalities.

2.4.3 Class Imbalance

In the context of AAL, not all actions or health-related events occur with equal
frequency. For instance, typical daily activities such as walking, sitting, or eating
are performed multiple times throughout the day. In contrast, actions like falling or
exhibiting symptoms of a health condition, such as a sudden loss of balance or a heart
arrhythmia, are relatively rare. This often results in the model being biased towards the
majority class, leading to overfitting. Consequently, the model may perform poorly in
detecting or predicting rare but important events. In the context of AAL, a high false
positive rate can lead to unnecessary interventions, causing distress or discomfort to
the user. However, a high false negative rate, which can result in missed detections
of important events, poses a significant threat to the user’s health and safety. For
instance, a fall detection system that frequently generates false alarms may cause the
user to lose trust in the system, while failing to detect an actual fall can lead to severe
injury.

Class distributions are often inherently skewed in real-world scenarios, leading
to imbalanced classification problems. Despite this, many datasets used in the devel-
opment of ML models for AAL are artificially balanced, often by oversampling
minority classes, undersampling majority classes, or using the synthetic minority
over-sampling (SMOTE) technique [15].

2.4.3.1 Strategies to Address Class Imbalance

Addressing class imbalance in AAL requires a combination of strategies, as covered
in much more detail in Japkowicz and Stephen [30].

Simple Balancing

With oversampling, the minority class gets more representation, the model becomes
better at learning from the minority class data during training. This reduces the
chance of the model getting biased toward the majority class. Oversampling can lead
to overfitting on the minority class, especially if the same instances are repeated (in
simple oversampling). This is because the model might become too focused on a few
examples of the minority class.

Undersampling allows the model to focus on both classes more equally by reduc-
ing the number of majority class samples. However, undersampling can lead to
underfitting the majority class, as it discards potentially useful information about
the majority class.
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Data Augmentation

There are methods like the Synthetic Minority Over-sampling Technique (SMOTE)
[15] that can be used to create synthetic samples for the minority class and help bal-
ance the dataset, improving model performance on rare events. Originally, SMOTE
is most effective with continuous or discrete numeric features because it generates
new samples by interpolating between feature values. However, with extensions like
SMOTE-NC and SMOTE-ENC (SMOTE—Encoded Nominal and Continuous) [47]
it can be applied to categorical (nominal) data, by first converting nominal attributes
to numeric.

If the imbalance is mild, simpler techniques like undersampling or class weighting
may suffice. SMOTE can be more effective if there is a significant imbalance between
the classes (e.g., 90:10 or worse). SMOTE is more effective when the minority
class has enough instances to calculate meaningful synthetic points. If the minority
class is extremely small, generating synthetic points may not yield a good result.
In such cases, hybrid approaches like SMOTE-ENN [48] might be more effective.
Likewise, SMOTE can struggle with high-dimensional datasets due to the curse of
dimensionality. In such cases, it can be used in a combination with feature engineering
and dimensionality reduction techniques.

Cost-Sensitive Learning

In class imbalance scenarios, the typical goal of minimizing overall error often leads
to poor performance for the minority class, since the classifier can achieve high accu-
racy by simply predicting the majority class. Cost-sensitive learning addresses this by
assigning different weights or penalties to misclassifications, encouraging the model
to pay more attention to the minority class. In Mienye and Sun [45] a performance
analysis of cost-sensitive learning methods with application to imbalanced medical
data was performed, covering in more detail the following approaches.

One approach to cost-sensitive learning is to utilize metrics like AUC-ROC, F1-
score, Weighted Error Rate, Cost matrix, and balanced or weighted accuracy during
classifier training and hyperparameter tuning.

Alternatively, classifiers can adjust their decision thresholds to favor the class
with the higher cost of misclassification. For instance, a classifier might lower the
threshold for predicting the minority class (e.g., a fall) to reduce the number of false
negatives (since falls might have a higher cost).

Another approach is to assign weights to training examples such that errors on
minority class examples are penalized more heavily. Many cost-sensitive classifiers
do this by multiplying the loss function by a weight factor for each example based
on its class and minority class examples get a higher weight, while majority class
examples get a lower weight. This approach ensures that the model focuses more on
correctly classifying the minority class, as errors in these cases carry higher penalties.

Determining the correct cost matrix or weights can be difficult, as it requires
domain-specific knowledge. Methods like considering the inverse of class ratios to
set the weights are often simple, yet effective.
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Anomaly Detection Techniques

Given the rarity of certain events, framing the detection of these events as an anomaly
detection problem can be effective. This involves training the model primarily on
majority class data (normal events) and identifying deviations from this as poten-
tial minority class events (anomalies). More about these approaches is discussed in
Subsect. 2.2.2.5.

Ensemble Methods

Ensemble methods in machine learning combine the predictions of multiple models
to improve accuracy, reliability, and generalization. By aggregating the strengths of
different models, ensemble methods aim to minimize errors, reduce bias, and lower
variance compared to individual models [80].

There are several types of ensemble methods, and they can be used in various
domains, including AAL, to enhance decision-making, safety, and care quality:

e Bagging trains multiple models independently using random subsets of the train-
ing data (created through bootstrapping) and then averages their predictions (for
regression) or uses majority voting (for classification) [11].

¢ Boosting works by sequentially training models, where each model focuses on cor-
recting the errors made by the previous one. It gives higher weights to incorrectly
classified instances to improve overall performance. The models are combined by
weighting their predictions based on performance. Notable algorithms for this are
XGBoost [17] and LightGMB [36].

e Stacking involves training multiple different models (not necessarily of the same
type) and combining them with a meta-model (a model that learns how to best
combine the outputs of the base models). The meta-model makes the final pre-
diction based on the base models’ outputs. For example, in Zdravevski et al. [79]
authors stack Support Vector Machine (SVM) and Random Forest algorithms to
improve recognition of complex human activities.

2.4.3.2 Practical Trade-Offs

Addressing class imbalance in AAL systems requires careful consideration of the
practical trade-offs between accuracy, privacy, and convenience. High accuracy in
detecting rare but critical events often necessitates extensive data collection, which
can raise significant privacy concerns, for example, if audio or video data are to
be collected. Meanwhile, prioritizing convenience through less intrusive monitor-
ing may compromise the system’s ability to detect these rare events accurately. The
challenge lies in designing systems that can effectively manage class imbalance—
ensuring rare but crucial events are detected without overwhelming users with false
alarms—while balancing the need for privacy and ease of use. Achieving this bal-
ance demands a user-centric approach (i.e., the system will require user testing for



68 E. Zdravevski and P. Lameski

convenience, usability perception, etc.), adaptive monitoring strategies, and the appli-
cation of advanced techniques like anomaly detection and synthetic data generation,
all aimed at creating a system that is both reliable and respectful of user needs.

In summary, with these methods for addressing class imbalance, the training per-
formance of the minority class often improves, which is often the more important
class (e.g., a fall). However, balancing the dataset might not always result in bet-
ter overall test performance if oversampling leads to overfitting or undersampling
removes too much data. This potential performance drop can also be acceptable if
the metric is focused on recall (specificity), which favors the positive class, even if
the overall accuracy is reduced.

2.4.4 Personalization of AAL Systems

Personalization is an important aspect of AAL systems, as it ensures that the tech-
nology is tailored to the specific needs, preferences, and habits of the individual
inhabitants of the AAL space. Personalization involves user adaptation and mod-
eling, where the system continuously learns and adapts to the unique patterns of
the user’s daily activities, health conditions, and behavioral changes. By building
a detailed user profile, the system can provide more accurate and relevant support,
such as reminders for medication, customized emergency responses, or adjustments
in environmental controls like lighting and temperature.

Approaches like Ferrari et al. [24, 25] show that personalization in human activ-
ity recognition can be applied practically, while offering substantial benefits for
end-users. Similarly, in Sztyler and Stuckenschmidt [66] authors show a method
for online personalization of cross-subjects activity recognition models with wear-
able devices. Additionally, ML has been successfully applied in personalizing fall
detection systems, such as Ngu et al. [50].

However, this level of personalization raises privacy concerns, as it requires the
collection and processing of extensive personal data. The system must strike a bal-
ance between gathering enough information to provide meaningful assistance and
maintaining the user’s privacy. Techniques such as differential privacy, federated
learning, and local data processing can help mitigate privacy risks by ensuring that
sensitive information is anonymized or processed locally without being transmitted
to central servers [22]. Differential privacy is a technique that adds controlled noise to
data or computations to protect individual information while allowing useful insights
from aggregate data. Federated Learning in AAL enables the training of machine
learning models across distributed devices, like resident monitoring systems, while
keeping most of the data localized to each device, enhancing privacy and security
[22].
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2.4.5 Dealing with Extra People in the Environment

AAL systems must also be capable of distinguishing between the primary inhabitant
and other individuals who might enter the AAL space, such as caregivers, visitors, or
service providers. The presence of extra people can complicate the system’s ability
to accurately monitor and assist the primary user. For instance, the system might
incorrectly attribute the actions or behaviors of a visitor to the primary user, leading
to incorrect conclusions or triggering unnecessary alerts.

To address this challenge, AAL systems need to incorporate sensing and recogni-
tion technologies that can differentiate between different individuals based on physi-
cal characteristics (such as face recognition), movement patterns like gait recognition,
or the use of wearable devices. Additionally, the system should be able to adapt to
varying levels of interaction with these extra individuals, such as temporarily ignoring
data from a visitor or adjusting the monitoring intensity when a caregiver is present.
Some approaches utilize WiFi signal characteristics to identify extra people in the
environment [1]. Other approaches for activity recognition of multiple individuals
utilize 3d point cloud sequences [72].

Incorporating such capabilities adds complexity to the system design but is essen-
tial for maintaining accuracy and reliability in environments where multiple people
may be present. Monitoring extra people might lead to inadvertent data collection
about individuals who have not consented to being part of the AAL system. There-
fore, it also necessitates clear protocols and user controls to ensure that privacy is
maintained, such as enabling the primary user to easily adjust monitoring settings
when guests are present or ensuring that data related to extra individuals is handled
in compliance with privacy regulations.

2.4.6 Multimodality of AAL Data

A promising direction in activity recognition and fall detection is the use of mul-
timodal systems [58]. These systems combine multiple types of sensors and data
sources. Combining multiple modalities in machine learning involves three main
approaches [83]. In early fusion, data from different modalities are combined at the
input level (e.g., concatenating features from text, audio, and images). Next, in late
fusion, each modality is processed separately, and their outputs are combined at the
decision level (e.g., combining predictions from audio and video models). There is
also intermediate or hybrid fusion, where modality-specific features are first extracted
and then integrated at a mid-layer before the final prediction (e.g., merging text and
image features after independent processing). Additionally, cross-modal learning
uses one modality to predict or enhance another. Each method captures multimodal
relationships at different stages of processing.

In Zhao et al. [83] also the challenges in multi-modal learning are discussed. Dif-
ferent modalities like audio, video, and text may need to be aligned and synchronized
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in time or space. Data heterogeneity arises as different modalities have varied struc-
tures, making integration difficult. Missing or incomplete modalities can complicate
learning when one modality’s data are unavailable. Additionally, noise and modality-
specific errors can propagate through the model. Other concerns include scalability
and computational complexity, as multimodal models are resource-intensive, and
issues related to bias and fairness, where one modality may introduce unintended
biases. Lastly, interpretability and explainability are also challenging, as multimodal
models can become unclear and harder to explain.

Multimodal fall detection approaches are used to gain higher precision and more
robustness. In the work presented in Xefteris et al. [73], the authors propose a multi-
modal fall detection system based on wearable sensors, ambient sensors and vision
devices. They also use long short-term memory networks (LSTM) and convolutional
neural networks (CNN) for the analysis.

Audio-based approaches for AAL are reviewed in Despotovic et al. [20], and the
authors identify several trends. Namely, physiological monitoring, emotion recogni-
tion in the context of AAL, human activity recognition, fall detection, and food intake
monitoring could leverage audio sensors. Human activities can also be recognized
by audio fingerprinting of noises in the environment [55].

2.5 Conclusion

In this chapter, we explored the core concepts of machine learning (ML) and its
application to Active Assisted Living (AAL) systems, highlighting the fundamental
aspects and unique challenges such systems pose. We began with an introduction to
ML fundamentals. First we introduced the typical data types and variables used for
modeling. Further, we introduced the common challenges, such as overfitting. The
chapter then continues with an overview of the different types of ML techniques,
including supervised, unsupervised, semi-supervised, reinforcement learning, and
transfer learning. While discussing this, we covered certain specifics and actual use-
cases of these types of ML in AAL. The discussion also included the most widely
used evaluation measures and metrics for assessing the performance of ML models
across binary and multi-class classification, as well as unsupervised learning tasks.

Our focus then shifted to the application of ML in AAL systems, where we empha-
sized specific challenges in this domain. These challenge include open and closed
set action recognition, the action spotting problem, and class imbalance issues. We
reviewed potential strategies for overcoming these challenges, such as addressing
class imbalance through various techniques and discussing the practical trade-offs
inherent to these solutions. The chapter also examined the complexities of person-
alizing AAL systems, managing scenarios with extra people in the environment, or
when processing and fusing multimodal data.

ML is a very dynamic field where new approaches are being introduced daily
and is one of the fastest-growing fields in science and technology. Although we
have covered the basics in this chapter and introduced the typical ML application
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development workflow, the reader needs to refer to the newest literature available
to obtain the latest developments in ML and the current state-of-the-art algorithms,
especially in the AAL domain.
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Chapter 3
Privacy Preservation in Audio and Video | oo

Tom Biickstrom, Siddharth Ravi, and Francisco Florez-Revuelta

Abstract Audio and video sensors are useful in Active Assisted Living (AAL)
systems as they provide a rich source of information in well-known formats and
since such sensors are readily available. This, however, also means that audio and
video sensors will record a wide range of private information. Misusing this pri-
vate information can have far-reaching consequences, including extortion, theft, and
harassment. This chapter provides an overview of privacy issues in video and audio
from the perspective of AAL systems and the most important protections for privacy.

Keywords Active assisted living (AAL) - Privacy - Privacy preservation *
Machine learning - Image and video processing - Audio processing

3.1 Introduction

Active Assisted Living (AAL) systems represent a significant advancement in using
information and communication technologies to enhance the quality of life for older
adults and individuals with disabilities. These systems, encompassing a diverse range
of environments from homes to public spaces, integrate an array of sensors—worn by
users or installed in the environment—to monitor and interact with the individual’s
status and surroundings. This enables the provision of personalized and advanced
healthcare services, which are increasingly important in our aging society.
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In recent years, audio- and video-based devices have significantly evolved, offer-
ing enhanced processing power, improved quality, wireless data transmission, and
greater integration with Internet of Things (IoT) systems. In the context of AAL, cam-
eras and microphones provide a more intelligent means of monitoring and assistance,
supporting activities like gait analysis, fall detection, rehabilitation, and social com-
munication. These technologies enable a more natural way to observe and describe
events, actions, and interactions. Recent advances in computer vision and speech
analytics have transformed these devices into smart systems capable of analyzing
behaviors and providing real-time feedback.

However, these technological advancements also introduce significant challenges,
primarily concerning privacy and ethical considerations. Traditionally, video surveil-
lance has been widely used in public spaces for security purposes, but its extension
into private spaces like homes, especially within the context of AAL, raises substan-
tial privacy concerns. There are also concerns that smart speakers may be recording
conversations without users’ consent. The key concerns involve the potential for
misuse of data, constant monitoring, and the infringement upon individuals’ rights
to privacy.

The need for privacy preservation in AAL systems cannot be overlooked. As intel-
ligent monitoring systems become more prevalent in both public and private spheres,
they pose a threat to individual privacy rights. If privacy-aware smart systems, includ-
ing both cameras and audio devices, can be appropriately implemented, they could
enable the use of video and audio monitoring in private settings like homes or care
facilities, previously unthinkable due to ethical and privacy issues, with the potential
to improve the quality of life and support the independence of individuals needing
long-term care, while still addressing privacy concerns.

3.2 Privacy Issues in Audio and Video

Auditory and visual inputs are, for humans, important sources for gathering infor-
mation about their surroundings. In addition, sounds and images, in general, and
speech in particular, are also the main methods of communication among people.
Practically all private communication is thus conveyed through sounds and images.
In addition to communication, sounds, and images of people’s activities and their sur-
roundings carry a plethora of private information beyond intentional communication.
For example, speech signals contain information about emotions, health, personal
relationships, etc. (see Table 3.1).

Threats to privacy in AAL scenarios can cause a wide variety of problems and
damage (see Table 3.2). Notably, such threats include material damage such as eco-
nomic damage, social threats such as public humiliation, and loss of dignity and
psychological threats both from psychological violence (e.g. harassment) as well as
through the fear of loss of privacy.
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Table 3.1 Categories of information about the patient, in audio and video signals, as well as an
example of their potential relevance for the caretaker(s) in an AAL scenario. Observe that the
relevance of categories may vary from scenario to scenario and should be cataloged in an impact
assessment

Category Examples Relevance in AAL
Physiological Health Important

Identity Required

Other characteristics and state Known/irrelevant
Psychological Health Important

Emotions Potentially relevant

Other characteristics and state Private/irrelevant
Communication To caretaker Important

To others (local or remote) Private/irrelevant
Activities Indicators of trouble (screams, sounds, and video | Important

of a person falling, unusual inactivity)

All other Potentially relevant
Visitor(s) Relationship character, state and history Potentially relevant

Visitor characteristics Potentially relevant
Physical Background sounds, interior decoration, TV Private/irrelevant
environment programs, literature, art, lighting
Physical setup Reverberation, location, transmission distance, Known/irrelevant

sensor type and manufacturer

Table 3.2 Examples of threats to privacy relevant in AAL scenarios [61, 63]

Threats Examples

Extortion, public Romantic affairs and unusual domestic activities could be used for
humiliation blackmail or made public against a user’s wishes.

Theft Audio, and video can leak passwords and other information of

secure storage, enabling illegal access.

Harassment, inappropriate | The private activities of users could be monitored to enable
advances harassment and for entertainment.

Fear of monitoring Users can fear that they have no privacy due to continuous
monitoring, causing psychological damage. It may also stifle
political expression, damaging democratic societies.

Loss of dignity Users may feel that they lose control of private aspects of their
activities and information about them.
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Audio and video thus contain both private messages as well as consequential,
sensitive side-information, both of which warrant protection [6]. Unlike most appli-
cations where privacy must be protected, in AAL environments, where usually only
one person is present (e.g., an older individual living alone), user identification is
often not a major concern. The primary issues are more focused on the potential dis-
closure of conversations, the person’s appearance (e.g., whether the person is dressed
or undressed), and their behavior. Besides, in difference to most speech applications,
in AAL, the primary object of interest for the monitoring system is not the commu-
nication (the private messages), but the well-being of the user. Communication, such
as cries for help, can naturally be important sounds to monitor for, but we can safely
assume that such cries are exceptional and most communication is in fact private.
The types of information monitored in AAL can thus be roughly categorized into
two particular classes:

e critical events, signifying acute dangers, such as evidence of the user falling and
cries for help, that require immediate attention from the caretakers and

e long-term trends in the well-being of the users, such as movement patterns, that
can give important information about the user’s health.

The two types of information present very different challenges for both the design
of algorithms and the daily processes of the caretakers. First, critical events require
both immediate automatic identification and a rapid response from the caretaker.
Second, they are in character outlier events, such that it is challenging to collect data
about them in sufficient quantities for typical machine learning approaches. While
we can, in theory, construct algorithms that detect outlier events, it is unclear to
which extent they would catch outliers that are not critical. For example, how would
the algorithm classify unusual expressions of joy, such as when winning the lottery?
Such events are, by design, unusual and potentially highly private.

Long-term trends are, in this sense, easier to anonymize since algorithms can, for
example, take long-term averages, thus removing information about private events.
Moreover, analysis of long-term trends can use more computing power since the
results are typically not urgent.

While the level of objective privacy is a prerequisite for a good AAL system,
one should also consider how users subjectively perceive such monitoring systems.
Clearly, a system that is perceived as threatening a user’s privacy will not be perceived
favorably by the users. Such subjective experience of privacy is closely linked to the
level of frust that the user has towards the system [38, 62]. From a psychological
perspective, people have a need for privacy [52], and lacking privacy, low levels of
trust, and betrayal can, in turn, cause psychological trauma and issues like shock, loss,
grief, morbid preoccupation, damaged self-esteem, self-doubting, and anger [58].

Optimizing the level of subjective experience of privacy is a task of user-
experience design [62]. The central goal in such design is that the subjective expe-
rience should reflect the actual, objective level of privacy. Communicating a higher
level of privacy than the true level would be deceptive and unethical and is known
as a dark design pattern [77]. The reverse, understating the privacy level would
unnecessarily undermine users’ trust in the system and is thus also undesirable.
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Privacy-preserving techniques can be categorised into three main types: limit-
ing the audio/visual field and reach, secure computations, and attribute and feature
protection. The first category involves methods that prevent the capture or transmis-
sion of sensitive data through software or hardware solutions. The second, secure
computation, allows multiple parties to collaboratively compute a function without
revealing their inputs or the function itself, ensuring privacy during processing. The
third category, attribute and feature protection, involves modifying sensitive data to
conceal private information.

In applying these privacy-preserving techniques, it is important to consider the
inherent privacy-utility trade-off. While limiting the audio/visual field and reach can
effectively protect sensitive information, it may also remove valuable data needed for
accurate monitoring and intervention in AAL applications. Similarly, secure com-
putation methods, although ensuring privacy during data processing, may introduce
additional computational overhead, potentially affecting the system’s real-time per-
formance. Attribute and feature protection, such as anonymization or obfuscation,
can mask private information but may also degrade data quality, impairing the sys-
tem’s ability to provide reliable outcomes. Thus, one should carefully balance privacy
preservation with data utility, ensuring that privacy is protected without significantly
compromising the system’s effectiveness in delivering AAL services.

3.3 Privacy Preservation in Audio

Protecting privacy for acoustic signals is special in at least three ways. First, acoustic
signals travel indiscriminately from the source in all directions of the acoustic space.
Any listener or sensor in that space, even behind a corner, can thus eavesdrop on
signals. In fact, human listeners can have difficulty in ignoring auditory cues [45]
such that they can eavesdrop involuntarily. Second, audio, in general, and speech, in
particular, are central modalities in human communication such that we can expect
that audio signals contain much of our private communication [6]. Third, the hardware
required, i.e. microphones, are cheap and useful for a wide range of tasks. Many
devices will thus need microphones for their intended functionalities, potentially
exposing private sounds in the same acoustic environment.

The intended tasks, also known as trusted tasks, in the context of AAL and in
recording audio signals can include, for example, detection of screams [31], fall detec-
tion [44], and detection of unusual audio events [37]. The data-minimization prin-
ciple, stated, for example, in the General Data Protection Regulation (GDPR) [23],
requires that service providers minimize processing, storing, and transmission of all
data, not explicitly required for that intended functionality. Privacy-preserving audio
processing is thus primarily focused on removing or obfuscating any sounds from a
signal that is not required for those intended functionalities. A secondary approach
is to limit access to signals such that they may be used only for authorized purposes.

Methods of privacy-preserving processing can be categorized according to
whether they operate in the acoustic space or within the computing devices and
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whether they prevent access to, obfuscate, or remove private information. In par-
ticular, early work on privacy focused on computationally modifying audio signals
such that private information becomes difficult to access [12, 42] (see Sect.3.3.1).
Recently, a dominant approach has been to attempt to remove private information
with information bottlenecks [26, 72] and disentanglement methods [4, 11, 64, 76]
(see Sect. 3.3.2). In parallel, cryptography offers methods that prevent the extraction
of private information while still allowing trusted processing tasks [30, 66-68, 83,
86] (see Sect. 3.3.3). These are all computational methods. In the acoustic space, with
beamforming, we can extract sounds focusing only on the target and ignore other
private sound sources [74], or in reverse, reproduce audio such that only users in a
target location receive an intelligible signal at a “sound zone” [75] (see Sect.3.3.4).
In addition, often, privacy can be improved by improving the performance of the
methods used in the trusted task (see Sect.3.3.5).

3.3.1 Obfuscation in Speech and Audio

Much of generic privacy-preserving methodologies, like those of differential pri-
vacy [19], rely on obfuscation through added noise to preserve privacy. For speech
and audio, however, this presents a problem. Adding noise to a speech or audio sig-
nal will distort the desired signal as much as its private parts, thus reducing utility
as much as privacy is improved. The issue is that we should operate on the level
of descriptions of the content rather than raw data. For example, we may replace
identifying words such as names or even regenerate sentences with language mod-
els, such that meaning is preserved but the exact grammatical form is modified [30].
This is applicable where the abstraction level of the private information is in the lan-
guage and grammar. However, the specifics of the scenario are decisive; Removing
or replacing words or parts of audio implies the processing of private information.
Such processing requires that we trust the processing service or device and, most
importantly, that such processing is legally justified.

Much of the desired data sought from speech and audio exists on a lower abstrac-
tion level, such as the voice itself, including para- and extralinguistic information. By
paralinguistic information, we refer to non-verbal communication, such as speech
style, and by extralinguistic information, to voice characteristics that do not have a
communicative purpose, such as the audible state of health [20]. Higher-abstraction
level information, like the text, is encoded into and with the voice. We would thus
like to obfuscate the higher-level information without corrupting the lower-level
information. An approach, invented independently multiple times, is to cut the audio
signal into smaller segments and randomize the ordering of those segments [12, 42].
By randomizing the ordering of speech segments, we effectively protect privacy by
anonymizing the text and any other content dependent on its temporal structure. Any
short-time features of the audio will, however, be preserved, thus retaining utility.

Observe that temporal randomization works only if the number of segments is
large. Audio and speech, in general, contain plenty of information that has large
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variability but is slowly changing over time, such as the fundamental frequency (the
pitch) of a speech signal. Matching up segments where the fundamental frequency is
continuous over the border can significantly reduce the number of possible combina-
tions of segments. The mixed-up segments could thus potentially be recombined and
private information reconstructed if the number of frames with similar fundamentals
is sufficiently small. Features of speech and audio signals that could potentially be
matched in this way include the fundamental frequency, loudness, distance to the
microphone, hoarseness, vocal tract shape, etc. It is thus useful to consider if the
higher-level information could be removed entirely rather than just obfuscated.

3.3.2 Information Isolation

To protect privacy, we can isolate and extract only the target information from a signal
and exclude everything else. Formally, this means that from the isolated data channel,
we can extract the target information with sufficient accuracy, but simultaneously,
we make sure that this channel does not give any indication about other private
information. In other words, even if we try to predict a private attribute from the
protected channel, our estimate of the private attribute will not improve.

Such isolation of information can be achieved mainly through two alternative
approaches. First, with an information bottleneck, we can limit the information rate
of the target data so low that nothing other than the target data can pass through [72].
We thus need to ensure that the accuracy of the target data is retained while reducing
the information rate so that utility is not lost. By information rate, we refer to the
number of bits per unit of time. Second, we can use an adversarial approach to train
a data-driven model such that utility is maximized but simultaneously such that a
simulated attacker cannot extract any private information from the protected channel.
Adpversarial learning is thus based on two competing machine learning models; one
trained for the desired task and the other, the adversarial model, to extract such private
information from the desired output that we want to protect. By balancing the desired
and adversarial models, we can design a model that minimizes the private information
in the desired output while retaining the utility of the desired functionality.

The structure of neural networks using information bottlenecks is illustrated in
Fig.3.1. The bottleneck is embedded in a structure known as an autoencoder, where a
neural network with an encoder, bottleneck, and decoder is trained with unsupervised
learning to model the desired features of a signal [14, 18, 76]. To protect privacy with
such structures, it is central that the bottleneck is quantized since the information
rate passing through the bottleneck is dependent on the accuracy of quantization. The
information rate passing through the bottleneck should, moreover, correspond to the
information rate of the desired data. By limiting the information rate to match the
rate of the desired data, we can ensure that no private information can pass through.

The alternative approach, illustrated in Fig. 3.2, is to use an adversarial model to
simulate an attacker and train the network to exclude private information from the
output [46, 53, 80]. Training of the models then requires two opposing targets. The



84 T. Bickstrom et al.

User Encoder Bottleneck Decoder

- -> Output
!

™ .
|

v

Fig. 3.1 Privacy-preserving audio analysis through information isolation with an information bot-
tleneck within an autoencoder structure. The protected data flows are indicated by dashed lines and
the point of attack by the red, thick arrow and exclamation mark
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Fig. 3.2 Privacy-preserving speech analysis through information isolation with an adversarial
approach. The desired task is authorized to extract some information, while the simulated attacker
(drawn with red, thick line) is attempting to extract some other private information. Privacy is pro-
tected by training the encoder to exclude all private information. Protected data flows are illustrated
by dashed lines

desired functionality of the network is trained such that the accuracy of the desired
output is maximized and the accuracy of the simulated attacker (i.e., the adversarial
model) is minimized. Simultaneously, the adversarial model is trained to maximize
the accuracy of the private information extracted. The encoder must thus learn to
preserve the desired output while excluding other private information.

Adversarial learning thus provides a straightforward way of protecting privacy,
and its training simultaneously gives empirical evidence of the extent of protection.
It does, however, not ensure protection against future, improved, or larger adversarial
models or other categories of private information that were not considered during
training. For example, if a model is trained to exclude linguistic content from a speech
signal, it does not ensure that emotions would be also excluded. Moreover, the training
of adversarial models requires data where private information is labelled. Such data
is both expensive to collect and inherently sensitive since it contains labelled private



3 Privacy Preservation in Audio and Video 85

User Encoder Bottleneck Decoder
L.
-—— e = ol -
\/ | |
n |
v

Anonymization

Fig.3.3 Privacy-preserving speech processing through disentanglement, where categories of audio
information are isolated into independent streams of information and where the level of anonymiza-
tion can be individually chosen for each category. The point of attack is indicated by the red, thick
arrow and exclamation mark

information. On the other hand, to give provable protection, training neural networks
using information bottlenecks requires prior knowledge of the information rate of
the desired output. This is not always easy to come by. The training process of
information bottlenecks also does not inherently give any empirical evidence of the
extent of protections, but adversarial models have to be constructed separately to
verify the protections.

Both information bottlenecks and adversarial training can isolate a single category
of information. Typical applications of speech and audio, however, involve multiple
categories of private information, such as linguistic content, emotions, and health
attributes. In an approach known as disentanglement (Fig. 3.3), we can then construct
multiple channels, each trained with information bottlenecks or adversarial training,
to separately isolate each category of information [4, 11, 64, 76]. When all categories
are isolated, we can pick and choose which ones to anonymize or preserve, depending
on the application or situation. For example, if we detect the linguistic exclamation
“Help!”, we can then enable an analysis of emotions and speech style, to determine
whether it was a scream or a part of normal conversation.

3.3.3 Cryptography in Audio

It is widely accepted common praxis to use encryption to protect all transmission
channels potentially accessible by outsiders. This provides sufficient protection to
the security of the transmission channel. However, the receiver will, in this scenario,
have the key to open the encrypted communication, and any private information
contained in the transmission will then be exposed to the recipient. We thus need
ways of protecting data from intrusions by the intended recipient.

Homomorphic encryption is a category of cryptographic methods where a user
can encrypt messages such that a recipient can perform operations on the encrypted
message and return an encrypted response so only the original user can decrypt
the response. This enables the user to offload computationally complex tasks, such
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as speech recognition, to a server without exposing private information [68, 86].
Alternatively, zero-knowledge approaches have been proposed to allow the recipient
to extract some information without revealing anything else [1]. With such methods,
two or more agents can perform operations on private data jointly, such that any
one agent gains access to data from the others only in encrypted form, they jointly
perform operations on the encrypted data, and at the end, only the output of the
processing is available in unencrypted form.

The primary issues with such methods are their computational complexity and
transmission requirements. Operations in the encrypted domain must be approxi-
mated by piecewise linear operations, introducing an exponential increase in the
overall complexity. The sizes of the transmitted encrypted messages are also an
order of magnitude larger than those of the corresponding messages without encryp-
tion. These issues have kept homomorphic encryption beyond the practical applica-
tions. Work on secure multiparty computations and deep polynomial networks have
recently reduced both issues [66, 67, 83].

3.3.4 Interventions in the Acoustic Space

Recall that acoustic signals travel indiscriminately in all directions from the source,
such that any microphone can pick up any sound source in the same acoustic space.
Any private sound sources can thus be picked up together with the intended source.
For example, suppose the target user of an AAL scenario has a visitor, and the target
user has given informed consent, but the visitor has not. Both the visitor’s and the
target user’s voices will then be picked up, thus exposing any private information of
the visitor. Conversely, if the AAL system outputs sound to the user, then any visitor
will hear the sounds, irrespective of whether the sounds are private or not.

On the receiver/pick-up side, there is a long tradition of researching the task of
extracting a target sound or target speaker from a mixture of sounds and speakers [8,
74]. If we can extract and isolate only the target sound source, then all the other sound
sources would be protected. This task is known as sound source separation. The most
straightforward scenario is where we have multiple microphones available, such as a
linear array of microphones, so we can use wave propagation’s physical properties to
differentiate between sources. For example, sources in different directions will arrive
at different times to the individual microphones. Such time differences can be used
to isolate the desired sound source in an approach known as beamforming. A central
problem in beamforming is that, in practical scenarios, sound sources will move in
the acoustic space. Hence, we must track their location over time and identify the
desired source. Such tracking of acoustic sources is an independent research problem
of its own [24].

However, even with a single microphone, we can use the fact that sound sources
are typically separated in time and frequency; different sounds appear at different
times and at different frequencies. By identifying which portions of a time-frequency
representation belong to which sound source, we can isolate individual sound sources
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and thus protect the privacy of other sound sources. The problem of identifying and
tracking sources, however, remains.

A practical AAL system can also include notifications to the user, such as
reminders to take medications. Such notifications can contain private information
that is also revealed to other occupants of and visitors to the home. As an inverse of
beamforming, with an approach known as sound zones, it is possible to play sounds
such that they are intelligible only at a specific location in the acoustic space and
unintelligible elsewhere [75]. This protects the user’s privacy by anonymizing the
content of a message, though other listeners can hear that there is “a message”.
Like in beamforming, the system requires knowledge of the location of the desired
recipient and it must thus track the location of the user. As usual, such tracking how-
ever extracts private information from the user, thus potentially exposing the user’s
privacy in a new way.

3.3.5 Improving the Performance of the Trusted Task

Consider the practical scenario of detecting screams; the trusted task is to label audio
signals as screams and non-screams. We can a priori assume that screams are rare
(unless there is a baby in the house), but it is very important to positively identify every
scream since that is the primary functionality of the whole system, and false negatives
can have a serious impact on the well-being of the user. A conservative approach to
tuning the scream detector would then be to trigger positive identifications of screams
easily. As the detector will invariably make some errors, this means that it will more
often suffer from false positives, where non-screams are identified as screams. The
caretaker team must react to every detected scream and check whether the user has
a problem, thereby intruding on the private sphere of the user. The sensitive trigger
of the scream detector thus increases the number and likelihood of intrusions on the
users’ privacy.

By improving the performance of the scream detector, we can thus reduce the
number of false positives without increasing the number of false negatives. In other
words, such improvements reduce the number of times the detector incorrectly iden-
tifies a scream, thus improving privacy while simultaneously detecting screams as
well as before, thus maintaining (or even improving) the utility of the system.

This is a common pattern in many systems, where inaccuracies of the trusted task
lead to accidental intrusions into the users’ privacy (c.f [41]). Interestingly, while
privacy and utility are often seen as opponents on a Pareto-optimal performance limit,
where improving one necessarily leads to the degradation of the other, by improving
the accuracy of the trusted task, it may be possible to improve both privacy and
utility.
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3.4 Privacy Preservation in Video

Following the surveys by Padilla-L6pez et al. [50] and Ravi et al. [59], visual privacy
preservation methods can be categorised into intervention methods, blind vision,
secure processing, data hiding, and visual obfuscation (Fig.3.4).

3.4.1 Intervention Methods

Intervention methods are techniques that disrupt the data collection phase to prevent
unauthorized visual data capture. These methods fit into those techniques, limiting
the visual field and reach. Perez et al. [54] categorize these methods into sensor
saturation, broadcasting commands, and context-based approaches.

Sensor saturation involves overwhelming a device’s sensor with signals beyond its
processing capability. This category includes physical devices like webcam covers,
also known as privacy stickers, which manually block camera lenses and vary in
design and adhesive quality [7, 33]. Notable systems like the BlindSpot [51], and anti-
paparazzi devices described by Harvey and Knight [27] use light pulses to corrupt
or overexpose captured images. The LiShield system by Zhu et al. [85] employs
smart LEDs that emit modulated light waveforms designed to interfere with camera
sensors without affecting human vision. Devices like the PinePhone [57] incorporate
hardware ‘kill switches’ to physically disable cameras as a form of sensor saturation.

Broadcasting commands involves sending signals to deactivate or alter camera
operations within a vicinity, such as Hewlett-Packard’s camera that blurs faces upon
receiving specific commands [56]. However, these methods rely on the user’s consent,
limiting their effectiveness.

Intervention methods

Blind vision
Visual privacy

preservation ————— Secure processing
techniques .
Data hiding — Image filtering
— Facial de-identification
V1sua1. — Total body abstraction
obfuscation

—— (Gait anonymisation

Fig. 3.4 A taxonomy of visual privacy preservation techniques for AAL (adapted from [59])
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Context-based approaches leverage environmental data to control data collection.
The Virtual Walls framework by Kapadia et al. [34] uses Global Positioning System
(GPS) data to disable device sensors based on location, providing control over digital
footprints. Despite their potential, these methods have not been widely adopted in
commercial devices.

3.4.2 Blind Vision

Blind vision involves processing images and videos anonymously using secure multi-
party computation (SMC) techniques, a subfield of cryptography that protects both
the algorithms and the data. SMC ensures that neither party learns about the other’s
inputs or processes. This method supports privacy-sensitive applications, allowing
tasks like face detection, image segmentation, and object tracking to be performed
without disclosing underlying data or algorithms.

Avidan and Butman [5] introduced a secure face detection algorithm using SMC to
ensure the privacy of both the images and the detection model. The goal is to perform
face detection on sensitive image data without either party learning unnecessary
information about the other. This is achieved using cryptographic techniques like
oblivious transfer, which allows one party to choose an element from another party’s
dataset without revealing the choice, and secure dot product, which enables two
parties to compute the dot product of their vectors without revealing the actual values.
While this approach ensures strong privacy, it is computationally expensive. To speed
up face detection, Histogram of Oriented Gradients (HoG) is employed to encode
detection windows by computing image gradients, while scrambling the pixel order to
obscure the original image. Additionally, fake HoGs are introduced to further protect
privacy. This method allows quick filtering of detection windows, accelerating the
process while still preserving some privacy, although some information about the
original image may be exposed.

Erkin et al. [22] proposed a system for secure face recognition that protects both
biometric data and the results of the recognition process. It addresses a two-party
problem, where one party holds a face image and the other maintains a database of
facial templates. The system ensures that neither party learns sensitive information
about the other while jointly executing a face recognition algorithm to determine if
the image matches any in the database. Using SMC techniques and cryptographic
methods, the image data remains encrypted throughout the process. The party with the
image only learns whether a match is found, while the party with the database keeps
its contents private. The protocol ensures that the server performing the matching
has no access to the input image or the recognition result. Despite the computa-
tional complexity involved in these cryptographic operations, the system runs effi-
ciently on standard hardware, offering strong privacy protection without significant
performance trade-offs.
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3.4.3 Secure Processing

Secure processing methods facilitate the privacy-respectful handling of visual infor-
mation and are distinguished from Secure Multi-party Computation (SMC). These
methods ensure privacy in a unidirectional sense: databases may be publicly accessi-
ble, but the queries and their results are confidential. Notable examples include private
content-based image retrieval (PCBIR) algorithms that ensure query privacy [60], and
phase-only correlation techniques that maintain the privacy of images in a template
database by transforming and scrambling them in the frequency domain [32].

These methods also include techniques that omit unnecessary visual informa-
tion to preserve privacy. Using depth or thermal sensors restricts data to non-
identifiable metrics such as the number of people or their activities, protecting sen-
sitive details like facial identity or location [29]. Visual anonymisation strategies
create anonymised silhouettes for action recognition, allowing the observation of
motion without revealing identities [3]. Privacy can also be implicitly preserved
by simplifying images to basic elements, which significantly reduces identifiable
features [48].

Additionally, secret sharing schemes within secure processing involve splitting
images into parts that contain no meaningful information individually, yet allow for
private processing across distributed nodes [73]. Homomorphic encryption is another
relevant technique, enabling operations on encrypted data to perform tasks without
compromising privacy [9, 81].

3.4.4 Data Hiding

Data hiding techniques used in visual privacy protection might involve embedding
the original video inside a privacy-protected version or extracting and encrypting
specific objects from a video, then embedding them back into the video in a way
that ensures privacy yet allows for later extraction and usage. These methods, which
include steganography, digital watermarking, and fingerprinting, modify privacy-
sensitive regions in images while maintaining the ability to recover the original con-
tent. Steganography secures a secret message within a cover message, often a video
frame, using a key for later retrieval [55]. Digital watermarking embeds visible or
hidden ownership marks, like logos or serial numbers, to detect copyright violations
and manage license agreements [17].

Watermarking techniques also serve in privacy protection by embedding sensi-
tive attributes of an original video into an obfuscated version, such as hiding real
faces in video frames replaced with generated faces [82]. This often uses quanti-
sation index modulation for data hiding, which can be reversible or non-reversible.
Reversible methods restore the original video without loss, while non-reversible
methods increase hiding capacity but prevent full restoration [49, 79].
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PECAM [78] is a recent versatile method that incorporates data-hiding tech-
niques to enable both reversible and irreversible privacy-preserving transformations
of images. This method allows for dual modalities; it can either restore the original
image completely or make the changes permanent, depending on the required appli-
cation. Other redaction methods also employ data hiding to enable future retrieval
of the original information when necessary, using techniques that develop reversible
methods [13].

3.4.5 Visual Obfuscation

Visual obfuscation or redaction methods aim to protect visual privacy by making
privacy-sensitive elements in images perceptually different from their originals. This
approach is designed for users who need to conceal private information from those
without appropriate access privileges. These techniques can be broadly categorized
into five subcategories based on the visual results they produce: image filtering, facial
de-identification, total body abstraction, and gait anonymisation. These methods can
be either reversible, allowing the original image to be restored, for instance, by using
data hiding techniques, or irreversible, where the changes are permanent.

Image filtering is a class of visual obfuscation techniques that rely on the alter-
ation/redaction of images in a way to impart privacy to that image. These can be
applied globally (to whole images), or locally (to privacy-sensitive parts of images).

The simplest forms of filtering techniques are blurring and pixelation (see Fig. 3.5).
Pixelation relies on a grid of a certain size to be chosen for an image. For the regions
of interest in the image, the average colour value over all the pixels within the grid is
calculated and assigned to the individual pixels within the box. Blurring filters slide
Gaussian kernels over images, using neighbourhood pixels to alter the values of a

(a) Original (b) Pixelated (c) Blurred (d) Avatar

Fig. 3.5 Visual privacy preservation of a person by applying different filters
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central pixel. Adaptive blurring [84] is a technique that uses semantic segmentation
masks to apply a scale dependent Gaussian blur selectively on privacy-sensitive
areas of videos, but it may inaccurately determine blurring parameters based solely
on bounding box size, leading to potential under- or over-blurring.

Other noteworthy filtering techniques include:

e Morphing and warping: These are techniques mainly used for face anonymisation.
In morphing, the input face is transformed into a target face by adjusting keypoints
through interpolation and intensity parameters [35]. In warping, keypoints iden-
tified by face detection are shifted based on a ‘warping strength’ parameter, with
new intensity values determined by interpolation [36].

e False colouring: This technique converts RGB images to greyscale and map pixel
intensities to pre-defined RGB values according to a chosen colour palette [15].
However, this method is vulnerable to attacks that can reverse the process if the
relationship between false and original colours is determined.

e Cartooning, for instance, proposing mean shift-based approach simplifying colours
and textures while preserving edge sharpness [21], or replacing privacy-sensitive
objects in videos with abstract cartoon clip art [28].

Although image filtering has been widely used by the media, particularly to
obscure the identity of subjects who wish to remain anonymous, simpler filtering
techniques like blurring and pixelation are known not to be robust to attacks [43].

Facial de-identification methods generate artificial faces to protect identities, tra-
ditionally using k-same algorithms to blend these faces into original images [47].
Recent advancements leverage Generative Adversarial Networks (GANs) for more
sophisticated de-identification, such as Sun et al.’s approach [65] that uses keypoint
generation to condition an adversarial autoencoder for creating realistic inpainted
faces, and Gafni et al.’s live de-identification technique for videos [25], which dis-
tances facial descriptors from a target image. Additionally, Li and Lin’s Anonymous-
Net [39] employs neural networks and random forests to generate de-identified faces
with features that resemble real-world distributions.

Human body abstraction methods enhance privacy by replacing the entire body
of a subject in an image or video with generated alternatives, often using techniques
like semantic segmentation to create avatars, silhouettes, or background inpainting
[16], with advanced approaches incorporating generative models [10] and 3D avatar
fitting, such as the Skinned Multi-Person Linear (SMPL) model [40] and its exten-
sions, to create realistic body replacements while addressing challenges like garment
modelling and body shape variation (see Fig.3.5d).

Gait is also an important biomarker for identifying individuals due to its unique
characteristics. Gait anonymisation, a relatively new field, has evolved from tradi-
tional methods like pixelation and blurring, which often produce artificial results
[2], to more advanced techniques using deep neural networks [70] and generative
adversarial networks [69, 71] to create natural-looking, anonymised gaits, even for
low-quality silhouettes.
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3.5 Conclusion

The intersection of AAL technologies with privacy preservation techniques, as exam-
ined in this chapter, reveals both the potential benefits and challenges associated with
ensuring user privacy in environments enriched with audio and visual monitoring.
While AAL systems promise enhanced support and care for individuals, especially
older and disabled people, their integration into private spaces raises significant
concerns about privacy violations and data misuse.

One key insight is the need for a balance between privacy preservation and the util-
ity of AAL systems. While privacy is paramount, overly restrictive privacy measures
could hinder the system’s ability to effectively monitor and support users, partic-
ularly in detecting critical events such as falls or medical emergencies. Therefore,
privacy preservation strategies must be carefully designed to ensure that they do not
compromise the primary functions of AAL systems.

Moreover, the subjective perception of privacy by users plays a crucial role in the
adoption and acceptance of AAL technologies. Users’ trust in these systems is heavily
influenced by how well the system communicates its privacy-preserving capabilities,
as well as its transparency and honesty about potential limitations. This calls for a
user-centered design approach where privacy features are not just technically robust
but also aligned with users’ expectations and comfort levels.

The development of privacy-preserving AAL systems is a complex but important
task that requires continuous advancements in both technology and ethical consider-
ations. Future work should focus on improving the robustness of privacy techniques
against emerging threats, enhancing the computational efficiency of secure process-
ing methods, and fostering greater user trust through transparent and user-friendly
privacy interfaces. The ultimate goal is to create AAL systems that not only enhance
the quality of life for users but also respect and protect their fundamental rights to
privacy.
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Chapter 4 ®)
Data Security in AAL st

Aleksandar Jevremovic, Slavisa Aleksic, Mladen Veinovic, and Liane Colonna

Abstract Active assisted living (AAL) environments inherently collect, generate,
and use large amounts of data. These environments are inherently distributed and
often use external services, so data can be in different states and locations. This data
is often very sensitive, and its compromise can endanger the privacy and security
of users. Additionally, data unavailability can jeopardize the proper functioning of
critical environment functions. This chapter presents relevant aspects of data pro-
tection. General principles, risks, approaches, and solutions for data protection are
analyzed, taking into account the specificities applicable in AAL environments. The
first part of the chapter provides an overview of security and data protection, along
with a chapter outline. The second part offers a retrospective of the evolution of
relevant information technologies, with an emphasis on two critical technologies for
AAL: the Internet of Things and cloud computing. The third part outlines the rele-
vant cryptological fundamentals of data protection. In the fourth part, a synthesis of
the fundamentals, technologies, risks, and possible solutions is presented. The fifth
part of the chapter expands the view on data protection from the perspective of the
importance of open source and technological sovereignty. The sixth part reviews the
importance of proper management of the entire lifecycle of AAL environments and
their components. Finally, the last part of the chapter analyzes relevant and current
legal aspects of data protection.
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4.1 Introduction

Principally, AAL environments operate based on sensors and actuators, connected
through processing units that, by processing input data obtained from the sensors,
make decisions that are forwarded to the actuators. This process today typically
involves a large amount of stored or externally obtained data, and it can be executed
locally or in a distributed or external environment. The data in this process are
most often considered sensitive, meaning that their compromise can threaten the
privacy and security of users, as well as the functionality of the environment itself.
Therefore, such data must be adequately protected, regardless of whether they are in
communication channels or in the memory and processing units of the components.

AAL environments can be considered among the most complex computing envi-
ronments today, as they utilize almost the entire spectrum of hardware, software, and
telecommunication solutions—from microcontrollers to supercomputers, from sim-
ple algorithms to artificial intelligence, general and specialized operating systems,
libraries, and more. This complexity, as a prerequisite for achieving a high level of
functionality, makes data protection in AAL environments particularly demanding
and based on a wide range of solutions and approaches.

The three main aspects of data protection are confidentiality, integrity, and avail-
ability [13]. Confidentiality is the property that only authorized parties can access
the content of the data. For example, if an unauthorized party could access current
or stored content obtained from a camera or another sensor in an AAL environment,
it would compromise the confidentiality aspect. User privacy is mostly based on the
confidentiality of data related to them, but in certain cases, it can also be achieved
through the specific data modification step of anonymization. With anonymization,
the data are available to a third party, but all identifiers that could link a data point to
the entity it relates to are removed beforehand.

Data integrity is the property that ensures data can be considered trusted. This
encompasses two things. First, it means that it can be determined that the data have not
been altered by an unauthorized party, or accidentally corrupted. For example, data
emitted by a temperature sensor should not be damaged or altered, either accidentally
or intentionally, by a high-intensity signal emitted by a third party. Second, integrity
also means that it can be verified that the data indeed come from the claimed source.
For instance, a fire alarm signal should genuinely originate from the sensor installed
in the smart home, not from an attacker aiming to automatically unlock the front door.
This latter characteristic is also known as authenticity and is sometimes considered a
separate fundamental property [25], although it essentially falls under data integrity.
Nevertheless, it fundamentally falls under integrity. Integrity protection does not
imply confidentiality protection, and vice versa. For example, data from certain
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sensors that are not privacy-sensitive do not need to be encrypted during transmission
(to avoid unnecessary battery drain), but it may be necessary to ensure their integrity
is verified on the receiving end.

Finally, the third attribute of data protection—availability—precisely implies that
data are accessible for use when needed. For example, an attacker can disrupt com-
munication between sensors and actuators in AAL environments by emitting strong
electromagnetic radiation, thus hindering the timely reaction of actuators. Or, by
sending a large number of requests to the services used by the environment (i.e.
Denial of Service attack'), it can prevent the timely execution of requests coming
from regular components. Moreover, it is even possible for a regular provider of a
specific service, on which the AAL environment relies, to suddenly withdraw from it.
In real-time environments, including AAL environments, prior or subsequent avail-
ability of data and services can be entirely useless, even detrimental in terms of
security or functionality.

Each of these three fundamental data protection properties involves the appli-
cation of specific principles and approaches to achieve it. Cryptographic functions,
described in more detail in the third section of this chapter, form the basis for protect-
ing confidentiality and integrity. Specifically, encryption functions protect unautho-
rized access to data content, while asymmetric cryptography and digital signatures
guarantee integrity. Additionally, cryptographic functions are used for many system
functions such as secure storage of passwords or biometric data for user authentica-
tion. On the other hand, cryptography generally does not provide a direct ability to
contribute to data availability, while some types of attacks on data availability, such
as ransomware (where the encryption is used to prevent the owner from accessing
the data, with the aim of demanding ransom), are based on cryptography.

To achieve the efficacy of cryptographic functions, their application requires
deployment in an environment that is secure according to other criteria. For instance,
if outdated hardware or software components with known security vulnerabilities
are used, or if they contain backdoors, or if requirements for proper generation and
management of cryptographic keys are not adhered to, cryptography will not be able
to provide the expected results. On the other hand, cryptography can help compen-
sate for security shortcomings at other levels - for example, data confidentiality can
be preserved even in situations where the physical medium on which they are stored
is physically stolen, provided they have been previously encrypted.

! https://www.ncsc.gov.uk/collection/denial-service-dos-guidance-collection, Accessed 9 Septem-
ber 2024.
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4.2 Retrospective of Data Protection

Data protection is one of the primary goals of information security, whether it involves
professional security systems (military, police, security services, etc.), business sys-
tems, private devices, or smart environments. The commonly used analogy in lit-
erature, where data are portrayed as the circulatory system of information systems,
is incomplete, because data often possesses critically important attributes of confi-
dentiality and authenticity. Society in which we currently live is often described as
an “information society,” [32] emphasizing its reliance on information, or data, in
many essential aspects. Therefore, data protection today can be regarded as a form
of safeguarding societal order and progress.

Traditionally, data protection was associated exclusively with professional secu-
rity organizations, and possibly large business systems, that handled confidential and
secret information. The data were mostly kept in isolated environments and transmit-
ted through special and secure communication channels. However, the emergence
and widespread use of the Internet and personal computers, along with the availabil-
ity and cost-effectiveness of digital media for data storage, have led to the fact that
in the last two decades of the twentieth century and beyond, small business organi-
zations, as well as individuals, have started intensively using these technologies to
achieve business or personal goals. As expected, in accordance with general princi-
ples related to value and risk, this migration of value from the physical world to the
digital one implied the emergence of essentially or formally new risks. A completely
new environment has been created in which an individual, for example, is compelled
to develop an awareness that failing to keep a few digits related to a credit card secret
is equally harmful as its physical theft, or that the presence of digital pathogens on
their computer can have an equally negative impact on the quality of their life as
when it comes to compromising their physical health. However, the benefits associ-
ated with the use of these new technologies outweigh the risks related to them, or at
least the awareness of them, so it is estimated that by the year 2025, two-thirds of
the world’s population will be using computers and the Internet [26].

The beginning of the 21st century was marked by two new trends in the world
of computing: cloud computing and the Internet of Things (IoT). Cloud comput-
ing re-emerged as a kind of reincarnation of mainframe computing, addressing the
inadequacy of existing technologies and architectures to meet the extremely growing
demands for data processing driven by the expansion and evolution of the Internet.
Key characteristics of this approach to computing include on-demand self-service,
broad network access, resource pooling, rapid elasticity, and measured service [22].

The three basic service models in the cloud environment are Infrastructure as
a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).
From a deployment aspect, typical cloud models are private cloud, community cloud,
public cloud, and hybrid cloud [22]. This relatively wide range of options across
different dimensions has made cloud computing services attractive for developing
services for AAL (Active Assisted Living) environments. For example, relocating
server functions (whose on-site implementation is impractical for various reasons
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Fig. 4.1 Some high end IoT devices (primarily artificial intelligence of things, AloT) process
data locally, while others use the service of remote servers (edge/fog/cloud) which have significant
processing and memory resources. Local processing and processing at the edge/fog layer imply
greater data security, given their reduced movement and retention in the user’s ownership

such as oversized and overly expensive devices, inadequate environmental condi-
tions, difficult updates, etc.) to a cloud environment offers the possibility of signif-
icantly reducing costs, increasing availability, providing sophisticated and compu-
tationally demanding functions, and fostering more dynamic development, among
other benefits.

Another important characteristic of using the cloud is the facilitated inter-process
communication between different devices, which is a common requirement in AAL
environments. For these reasons, the vast majority of all ready-made devices for
smart homes and environments inherently base their functionality on using man-
ufacturers’ cloud services. The services for interacting with and configuring these
devices are generally so user-friendly that users are often unaware that the commu-
nication between their smartphone and a nearby IoT device is mediated by a cloud
environment located on the other side of the world (Fig. 4.1).

Advances in the development of computer hardware—primarily in terms of lower
costs, smaller sizes, and increased processing and memory resources—have enabled
the explosion of the second trend, the Internet of Things [10].> The primary char-
acteristic of this approach to computing is embedding data processing and com-
munication capabilities through local networks and the Internet into devices in the
end-user environment. In this way, the direct interaction of users with computer

2 https://aws.amazon.com/what-is/iot, Accessed 26 September 2024.
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services, whether local or distributed, is reduced (e.g. various sensors or actuators
that lack any user-interface related components, but are controlled exclusively via
network). The benefit of using them is achieved through automated influence on the
environment and greater convenience in using the devices themselves. Alongside
the reduced interactivity with the user comes a decrease in user’s awareness of their
technological complexity and background activities, and even of their existence in
the environment. A crucial characteristic of IoT devices is rigorous dimensioning,
i.e., adapting the hardware and software capabilities of the devices to their planned
functionality. This is particularly important for achieving an affordable device price
and usage in battery-powered scenarios, but it can be a limitation in terms of improv-
ing the functional and security features of the devices. Finally, the lack of a direct user
interface implies the need for automated device maintenance and software updates
on them.

More recently, the IoT concept in some domains has been replaced by the Arti-
ficial Intelligence of Things (AloT), where the hardware-software stack and device
potentials are enhanced to enable the execution of more complex and sophisticated
algorithms, primarily related to artificial intelligence [9]. This shift introduces sig-
nificant potentials for improving the functionality and usability of devices. From a
security perspective, the existence of more significant computing resources enables
local data processing, autonomy in operation, and a reduced need to exchange sensi-
tive data with other local or remote nodes. Additionally, the enhanced computational
potential allows for the application of more advanced encryption to protect stored or
exchanged data. On the other hand, a more complex technological stack introduces
additional challenges and risks in terms of maintaining the system secure and resilient
to potential software and configuration errors [34]. For example, the latest versions
of the Linux kernel—the most commonly used operating system on AloT devices—
contains over 60 thousand files with 1.7 billion lines of code.® Operating system
distributions installed on these devices may contain thousands of software packages
with hundreds of thousands of files. It is evident that this level of complexity opens
up the possibility for accidental or intentional vulnerability introduced by software
authors or contributors. Some evidence of poor management of this complexity is
that the vast majority of files installed on these systems are never utilized [15].

AAL environments inherently make intensive use of cloud computing and IoT
services to achieve the necessary functions. From the perspective of data protection,
two key issues with these approaches are the transmission of sensitive data to remote
cloud environments owned by third parties, and the scattering of data across a large
number of IoT devices in the local environment (which may not necessarily be phys-
ically or otherwise protected from unauthorized access). Since cloud and IoT can be
seen as extreme values on the current computing spectrum, it (the spectrum) has been
enriched with intermediate layers such as fog, mist, and edge computing [14], where
fog computing is more complex, hierarchical, and cloud-oriented approach [12],
mist computing is a lightweight and rudimentary form of fog computing, while edge
computing is simpler and flatter, and closer to end (IoT) devices. In these layers, the

3 The Linux Kernel Archives, available at https:/kernel.org/, Accessed 25 September 2024
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main processing capacities from the cloud environment are moved closer to the user,
or the point of end-use. This brings significant improvements in terms of increased
availability, reduced latency, greater privacy and data security, etc., but also com-
plicates deployment, administration, and raises the cost of establishing and using
services.

4.3 Cryptological Foundations and Security Attributes
of Data Protection

Cryptology (or cryptography) is a science that fundamentally enables data security,
i.e. secret communication between participants (source and destination), based on the
assumption that the storage media or communication channel is being eavesdropped
on.* Secrecy remains one of the primary services of cryptology today. However,
modern applications based on computer networks and the Internet have introduced
additional services, such as data integrity during transmission, authentication of com-
munication parties, service availability, and non-repudiation of transaction requests
(assurance that the sender of information is provided with proof of delivery and the
recipient is provided with proof of the sender’s identity, so neither can later deny hav-
ing processed the information [33]), all of which cryptology provides comprehensive
solutions for. Today, cryptology is the foundation of computer and communication
technology. It is based on strict mathematical principles in areas such as number the-
ory, computational complexity theory, and probability theory, among others. Modern
cryptology is supported by mathematically precise guarantees, temporal dimensions,
and available computing technology for solving complex problems.

Modern cryptology addresses many issues in computer communication systems.
The most important problem remains achieving secure communication over inse-
cure communication channels. In cryptology, a third party, representing a source of
threats, is always considered—one that has access to the communication channel or
physical media, and aims to compromise the security of the data and communicating
parties. The goal of cryptology is to create a perfect communication channel in terms
of security, accessible only to the sender and the receiver. In the real world, there
are no ideal communication channels. Data transmission occurs over private or pub-
lic networks, such as the Internet, which are well-standardized, precisely defined,
and thus known to attackers. The primary objective of cryptology is to enable com-
munication that has similar properties to ideal communication channels. For this
purpose, appropriate cryptographic protocols are defined, which involve the selec-
tion of algorithms for encryption/decryption, key agreements, and the alignment of
other cryptographic parameters. The communicating parties must know or be able
to do something that the third party (attacker) does not know or cannot do.

4 https://www.fortinet.com/resources/cyberglossary/eavesdropping, Accessed 9 September 2024
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There are two basic security models in cryptology: the symmetric (or secret key
model) and the asymmetric (or public and private key). Modern cryptographic sys-
tems are most often combined (hybrid) to achieve complete protection, implemented
at multiple levels in a layered communication architecture. Modern AAL solutions
extensively use both types of encryption.

4.3.1 Symmetric Cipher Systems

The traditional and well-known case in communication protection is when the sender
and receiver share a single (secret) key that the opponent does not have. This model
is called the symmetric model. The key is a random string of bits. The problem
of exchanging or storing cryptographic keys for symmetric cipher systems and the
procedures for negotiating a secret symmetric key represent the greatest challenge
in symmetric cipher systems. In all cipher systems, special attention is given to
the generation and distribution of cryptographic keys, which requires organizational
measures, i.e., the implementation of specific “protection policies.” The success of
encryption and decryption requires procedures for initialization on both the send-
ing and receiving sides, collectively known as cryptographic synchronization. The
secrecy of symmetric cipher systems is based on the secrecy of the shared key for
encryption and decryption. Due to high-tech hardware, operating systems, and the
Internet itself, it is often concluded that only isolated computers, i.e., those not
connected to public networks, are secure (Fig. 4.2).

The protocol used in symmetric systems is called the symmetric encryption
scheme, denoted as (E, D). E denotes the encryption algorithm. The message the
sender wishes to send is commonly called plaintext. The sender encrypts the plain-
text by combining the key k, the encryption algorithm E, and the plaintext M. The
resulting textis called ciphertext. D represents the decryption algorithm. The receiver

Fig. 4.2 Symmetric encryption is mainly used when it is necessary to protect the confidentiality
of data during transmission or storage. The same key & is used for both encryption and decryption
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applies the algorithm D with the key & to the ciphertext C. Upon successful decryp-
tion, the originally encrypted message M is obtained, i.e., the plaintext. Typically, the
key is a random string of appropriate length. Encryption algorithms are standardized
(DES, 3DES, AES, etc.) and generated according to strict mathematical principles.’

The application of symmetric cryptography is so prevalent in modern computer
systems, including AAL solutions, that it is often used by default in most cases. Addi-
tionally, the performance of modern symmetric encryption algorithms is at a very high
level, both in terms of the level of protection they offer and the amount of data that
modern processors can encrypt and decrypt within a given time unit. Furthermore,
many processors (even those with modest capabilities, used in embedded/IoT sys-
tems) have additional hardware support for faster and more energy-efficient encryp-
tion and decryption processes. This is of particular importance for AAL systems,
where there is often a need to protect large amounts of data (e.g., audio and video)
and to achieve high energy efficiency in the process (e.g., in battery-powered devices).

4.3.2 Asymmetric Cipher Systems

The key known only to the communicating parties and its secrecy is not the only way
to maintain data secrecy or communication privacy. The asymmetric cipher system,
also known as the public key model, is based on the existence of two keys: a public
key and a private (secret) key. The public key is known to the public and can be
published.

In asymmetric cryptography, one key is used for encryption, and the other for
decryption [31]. The essence is that the encryption key can be public, while only
the decryption key must remain private, or vice versa. These two keys are uniquely
related. Cipher algorithms in asymmetric systems are such that successful encryption
and decryption can only be achieved with the pair of keys. Decryption is not possible
with the same key used for encryption. These principles eliminate one of the major
problems in symmetric cipher systems related to the distribution of secret symmet-
ric keys. Asymmetric cipher systems have properties that provide a broader set of
security functions compared to symmetric cipher systems. They are typically used
for efficient authentication, message integrity, non-repudiation, etc., and are rarely
used for confidentiality. They are usually combined with symmetric cipher systems.
For example, one application of asymmetric systems is to establish a symmetric key
for encryption and decryption in a symmetric cipher system (Fig. 4.3).

Asymmetric systems are based on mathematical one-way trapdoor functions.
These are functions that are easy to compute in one direction but difficult in the other
(computationally or practically infeasible). The trapdoor ensures that the attacker
cannot easily (directly) compute the private key from the public key. The most well-
known algorithm in asymmetric cryptography, RSA, is named after its creators,

3 https://www.iso.org/information-security/what-is-cryptography, Accessed 9 September 2024.
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Fig. 4.3 In asymmetric encryption, a pair of keys is used—a public key and a private key. Data
encrypted with the public key can only be decrypted with the private key, and vice versa

Rivest, Shamir, and Adleman [28]. It is based on the mathematically complex pro-
cess of factoring the product of two large prime numbers into its factors. A problem
for the widespread use of asymmetric systems, such as the RSA algorithm, is that
there is no firm mathematical proof that a shorter path for factoring does not exist.

In asymmetric cipher systems, the confidentiality service is provided without the
sharing of secrets. This is very important and useful in today’s distributed comput-
ing environments. There is no problem with key exchange as in symmetric cipher
systems. The main drawback of asymmetric systems is significantly slower opera-
tion and the application of keys that are an order of magnitude larger than those in
symmetric systems. Finally, asymmetric systems in most applications assume the
presence of a trusted third party, such as a certificate authority.

The application of asymmetric encryption in AAL systems, as well as in most other
domains, is enormous today, as it enables protected communication between parties
that do not have the ability to initially exchange keys using secure channels. In most
devices within AAL systems, it is possible to embed keys during their production
phase, thus enabling their mutual communication as well as communication with
the manufacturer’s services. However, limiting to such an approach would prevent
the development of complex scenarios, the development of additional services, and
the integration of devices from different manufacturers in the development of AAL
solutions. That problem is resolved through the use of asymmetric cryptography. It
is also important to note that asymmetric cryptography does not solve the problem of
verifying the authenticity of the other party but provides a basis for such a solution
in the form of digital signatures.

4.3.3 Digital Signature

A method for confirming the authenticity and integrity of a message in the asymmetric
model is the digital signature, most elegantly implemented using asymmetric cipher
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Fig. 4.4 Digital signing of documents is a specific application of asymmetric encryption, where the
document’s checksum (a control value for detecting errors in data, which occur during transmission,
storage, handling, or intentionally) is encrypted using the private key and verified on the recipient’s
side using the sender’s public key. This ensures the integrity of the documents

systems. In this case, the sender has their public and corresponding private (secret)
key that are mutually linked. A message encrypted with the public key can only be
decrypted using its pair, i.e., the private key, and vice versa. In asymmetric cipher
systems, the recipient by definition knows the public key of the sender, the signing
party. It is also assumed that the attacker knows the public key. When the sender
wants to send a message (document), they compute a hash over it and then encrypt
the hash using an asymmetric algorithm based on the private key. Upon receipt, the
verification algorithm is applied, which is based on decrypting using the sender’s
public key. If the message is accepted (encryption and decryption over the message
hash are successful), the recipient considers it authentic; if not, it is regarded as a fraud
attempt. Digital signing is the basis for data integrity and participant authenticity
services in communication (Fig. 4.4).

On the Internet today, only digitally signed content is trusted. Practically, noth-
ing would function on the Internet without digital signing. To access most internet
services, such as email, online banking, online shopping, etc., cryptographic com-
puter protocols are applied. For this purpose, symmetric and asymmetric cipher sys-
tems and hash functions are used. Well-known security protocols, designed for spe-
cific purposes in the layered architecture of computer communication, include WEP,
WPA, IPsec, SSL, and others.® The essence of these protocols is to prevent attacks
such as message replay, message modification in transit, or complete communication
takeover, e.g., in the case of a man-in-the-middle attack.

The use of digitally signed data is one of the foundations of security in AAL
systems. Given that the components of these systems are most often automatically
updated, that they intensely exchange sensitive data, etc., verifying the identity and
authenticity of the other party in communication is extremely important. Otherwise,

6 https://sslinsights.com/what-are-digital-signatures-in-ssl-tls, Accessed 9 September 2024.
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an attacker could potentially compromise the system’s security by introducing mod-
ified software or by accessing sensitive data through the mentioned communication
interception.

4.3.4 Stream and Block Cipher Algorithms

Stream encryption is a method of encryption where encryption is performed bit by
bit, i.e., a bit of plaintext is XORed with a bit of the key to obtain a bit of ciphertext.
Absolutely secret cipher systems belong to this group. The secrecy of the ciphertext
is based on the secrecy of the encryption key, which must be generated from a natural
source of randomness and must possess good random properties. These systems are
the best, but are impractical for use in high-bit-rate systems.” Therefore, practically
secret symmetric stream systems are used, based on generators of pseudo-random
sequences with relatively short-length keys. Generators are cryptographic algorithms
characterized by good diffusion and confusion, large periods of the output generated
sequence, and high nonlinear complexity that complicates cryptanalysis procedures,
i.e., attacks on encrypted data. Stream cipher systems are suitable for hardware
implementation and are suitable in environments with high levels of noise on the
communication channel. That can be the case in AAL environments with a large
number of devices using the same radio frequency range for wireless communication.

With the increase in computing power of modern systems, symmetric block cipher
algorithms have been developed. The most well-known standard block cipher algo-
rithm is AES (Advanced Encryption Algorithm), which is a NIST standard [23]. An
iterative block cipher divides plaintext into fixed-length blocks and generates fixed-
size ciphertext blocks. In many cases, the ciphertext is obtained from the plaintext
by repeating the function F for a certain number of rounds. The function F, which
depends on the output of the previous round and the key K, is known as the round
function. Input parameters for each round are the key and the output from the pre-
vious round. AES is resistant to known attacks, very fast, allows for parallel design,
and can be implemented on many processors, graphics cards, and smart cards. Today,
AES-based encryption with 256-bit keys is considered secure encryption that cannot
be broken with current computing resources within an acceptable time frame.

7 AAL systems can be considered high-bit-rate systems in situations where large amounts of audio
and video data are transmitted; for simple sensors—e.g., temperature, humidity, alerting, etc.—there
is no need to transmit large amounts of data.
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4.4 General System Architecture and Related Technologies

In computer systems, data can be found in memory units (internal or external),
processing units, or on buses that connect these units or computer nodes with each
other. For data located in internal memory, processing units, or mounted external
memory, the term ‘“data in use” is used. For data located on external memory that
is currently not mounted, the term “data at rest” is used. For data located on buses
(primarily external ones), the term “data in transit” or “data in motion” is used. All
the mentioned units and buses are potentially, to a greater or lesser extent, vulnerable
to accidental [35] or intentionally induced errors [16, 18, 20] during the storage,
transfer, or processing of data (Fig. 4.5).

It is common for multiple copies of a single piece of data to exist simultaneously
at multiple locations—for example, a file stored on external memory and its copy
in the main cache memory. Or, data in main memory whose copy is transmitted
through a communication channel. It is important to note that in most data removal
operations (for example, releasing a variable in a running program or deleting a file
from external memory), the content is not actually removed; instead, the space is only
marked as free for writing new data. Only after new data is written to that memory
space does the actual “destruction” of previously deleted data occur. However, even
such data overwriting can be partial, meaning that some parts of the data may still
remain in parts of memory blocks. Additionally, on some types of external memory,
such as solid-state drives, there may be multiple versions or identical copies of the
same data, as a result of complex algorithms for balanced wear of device memory
cells. All of this can lead to the “leakage” of sensitive data, while also forming the
basis of digital forensic investigation. The problem becomes even more complex in
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Fig. 4.5 Typical computer system architecture with possible data states
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Fig. 4.6 Typical data paths through a computer system, with state changes and potential encryption
points

cloud environments, where users typically lack control over which media their data
will reside on, as well as physical access to them, or access at a low enough level
to efficiently remove data. Efficient and precise removal of data that are no longer
in use, especially from external memory media, is an important component of data
protection and it is necessary to adhere to relevant recommendations [27] (Fig. 4.6).

Different approaches are used to protect data in various states and locations. Cryp-
tography is a fundamental, but not the only method for data protection in most cases.
For protecting data-in-transit, encryption protocols such as Virtual Private Networks
(VPN), OpenSSL, IPsec, and WireGuard are commonly used. Most wireless data
transmission technologies (e.g., WiFi, Bluetooth) inherently use encryption. Con-
versely, some wired technologies popular in private networks, like USB and Ethernet,
transmit plain data by default, making unauthorized access possible through inter-
ception or electromagnetic radiation eavesdropping. This typically requires physical
presence of the attacker within the network or its immediate vicinity.

Encrypting data-at-rest is also a standard approach that protects data if an unau-
thorized party gains physical access to the storage medium, for instance, in the
event of a stolen laptop or hard drives from a surveillance system. Encrypted file
systems or built-in encryption functions on the media drives are generally used for
this kind of protection. However, there is often a misconception among users that
such encryption also protects against some attacks on data-in-use, e.g. ransomware
attacks. Once the encrypted medium is mounted and accessible through the input of
a valid cryptographic key, the data transitions from data-at-rest to data-in-use, and
previous protection methods no longer apply.

Protecting data-in-use is the most challenging aspect. Previously described solu-
tions apply when transitioning data from “in use” to “in transit” and “at rest,” and
vice versa. However, to utilize and transform data, it must be “visible,” meaning it
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cannot be encrypted. Cryptography has yet to provide ideal solutions in terms of
functionality and performance in this area, although significant progress has been
made over the past two decades, primarily through Fully Homomorphic Encryption,
which permits computations to be performed on encrypted data without first having
to decrypt it [11]. A more realistic approach to this problem involves strict control
over access to the computing environment where data-in-use resides. This primarily
refers to strictly controlled network access—using firewalls, up-to-date software,
etc.—since physical access by attackers is usually impossible, or the data are pro-
tected by data-at-rest solutions. However, such isolation, relatively easy to implement
when computing systems are physically located with the user, is practically impos-
sible in cloud environments. Implementing unauthorized network access protection
systems on cloud-based systems will yield mostly identical results concerning exter-
nal attackers, but does not protect against the cloud provider. Since these providers
have physical access to the machines hosting the users’ virtual machines, they can
access its working memory at any time, i.e., the data within it. This also potentially
allows access to external memory, even if it is encrypted. There are approaches, such
as confidential computing® or fully homomorphic encryption, that can somewhat
address this issue (Fig. 4.7).

Encryption and decryption of data, to protect its confidentiality and integrity, can
occur at multiple points within a system. In rare situations, it is implemented as an
internal function of a specific application or service. This is often unnecessary as it
significantly complicates development and maintenance, raises questions about the
correct implementation of cryptographic functions, and the solution is limited to a
single piece of software. Much more frequently, ready-made functions at the library
level (for example, OpenSSL), the operating system kernel level (for example, Crypto
API in Linux), or hardware level (for example, encryption functions built into solid
state drives) are used. Multiple encryption, or encryption at multiple levels, generally
does not provide any substantial benefit and unnecessarily wastes processing time.
In any case, the key issue in applying cryptographic data protection relates to key
storage and management. If an unauthorized party gains access to encrypted data
(e.g., theft of hard drives or interception of network traffic), access to the decrypted
content depends on the ability to access the decryption keys. If the key is of poor
quality (e.g., low complexity or short bit length), it can be discovered in a reasonable
time through dictionary attacks or brute force. Otherwise, the attacker’s only option
is to obtain a copy of the required key. If this copy is stored in an unprotected loca-
tion (for example, in a file on an unencrypted partition of a stolen disk), the entire
principle of encryption protection is compromised. Therefore, keys must be stored in
a protected location, separate from the encrypted data. This can be quite demanding
for users (especially for those who do not possess advanced technical knowledge,
which mainly includes older people as the default users of AAL solutions) and almost
unfeasible in cloud environments. It should be noted that the correct application of
cryptographic functions and key management requires specific developer expertise,

8 https://cloud.google.com/security/products/confidential-computing, Accessed 9 September
2024.
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Fig. 4.7 When translating data-in-use to data-at-rest or data-in-transit, encryption/decryption can
be performed at the application/library, kernel, or hardware level

which is often lacking even in solutions from large companies.” Data in AAL envi-
ronments is often sensitive in terms of privacy/security, so their protection through
proper encryption use is by default required. Additionally, since this data often con-
sists of large audio and video files, when designing AAL solutions, it is necessary
to consider the load on users created by proper key management, as well as the load
on processing units introduced by the data encryption/decryption process.

4.5 Technological Sovereignty and the Significance of Open
Source

All previous considerations are based on the assumption that the manufacturers of the
hardware and software components used in AAL/IoT environments have no hidden
intentions, meaning that their solutions do not contain intentional flaws that could
be exploited for unauthorized access to data or other resources on the systems using
these components. In other words, assuming that the components used have only the

9 https://www.schneier.com/blog/archives/2022/08/hyundai-uses-example-keys- for-encryption-
system.html, Accessed 9 September 2024.
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functionalities clearly stated in their specifications, and that they are integrated into
the system in the recommended manner and in accordance with best practices, the
only source of vulnerabilities can be unintentional developer errors. To manage such
vulnerabilities, a typical model of problem detection, patch issuance, and system
updating is used, so the period of system vulnerability is considered the time during
which a 0-day exploit'®—a kind of a cyberattack that takes advantage of a currently
unknown or unaddressed security flaw in the computer system—can be utilized, i.e.,
the period from the discovery of the vulnerability to the issuance and application of
the patch. This assumption of the absence of hidden intentions by manufacturers is
most often taken as a fact and is not further examined.

Another assumption, significant for the security of data and the AAL/IoT envi-
ronments themselves, is that the creators of hardware and software components are
thoroughly familiar with all the details of their operation and that reliable, high-
quality subcomponents were used in their implementation (with which the creators
are also thoroughly familiar). This requirement is significant because the quality
of the components affects not only the reliability and functionality of the solution
but also the security of sensitive data. For this assumption to be accurate, the cre-
ators of all components must, in addition to the previously mentioned lack of hidden
intentions, possess all the necessary resources and knowledge required to create a
high-quality product. A good illustration of the importance of the described principle
can be the recent CrowdStrike incident,'! where the use of closed software caused
millions of computer systems and users to be disabled in one day, as a result of an
error in one of the components.

Unfortunately, there is ample evidence and practical examples that these assump-
tions are largely unfounded. Modern computer systems are rife with intentionally or
unintentionally included errors that can lead to critical functional or security issues.

Many services today are offered to users for free, with the operational costs and
profits being achieved through the direct or indirect sale of data collected during
use.'? This is particularly pronounced and difficult to control with online services
implemented as SaaS.'*> Moreover, some closed operating systems or user devices
now have built-in functions to display ads to users based on the collected data.'*
Hardware devices are not spared from this problems.!> Even some data protection
solutions are suspected to have backdoors installed.'® Some devices become unusable

10 hitps://www.ibm.com/topics/zero-day, Accessed 9 September 2024,

T https://edition.cnn.com/2024/07/19/tech/crowdstrike-update- global-outage-explainer/index.
html, Accessed 9 September 2024.

12 https://humenglish.com/technology/slack-under-fire-for-using-user-data/, Accessed 9 Septem-
ber 2024.

13 https://www.gnu.org/philosophy/who-does-that-server-really-serve.en.html, ~ Accessed 9
September 2024.

14 https://www.cnet.com/news/privacy/superfish-torments-lenovo-owners- with-more-than-
adware/, Accessed 9 September 2024.

I3 https://arstechnica.com/information-technology/2017/06/internet-cameras-expose-private-
video-feeds-and-remote-controls/, Accessed 9 September 2024.

16 https://theintercept.com/2015/12/28/recently-bought-a- windows-computer-microsoft-
probably-has-your-encryption-key/, Accessed 9 September 2024.
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if the Internet connection goes down,'” or if not supported anymore, including devices
that are critical for their users, like bionic eyes'® or other implants.'”

One approach often used by users to protect themselves from undocumented func-
tionalities in the solutions they use is to replace the original software (or firmware)
with unofficial equivalents. For example, on specialized Internet forums, one can find
complete instructions on how to replace the firmware on devices from popular smart
home solution manufacturers with copies that claim to be free of backdoors, and that
do not use the manufacturer’s cloud services, but rather a local one provided by the
user. However, there are many drawbacks to this approach. First, very few users have
the necessary technical knowledge to replace the firmware and install the required
alternative environment. Additionally, the quality of the unofficial firmware being
installed is highly questionable, and it often contains new backdoors and other flaws.
Furthermore, this kind of replacement frequently results in the loss of compatibility
with other devices and services from the manufacturer. The same applies to support,
regarding future firmware updates and assistance in resolving issues. Finally, such
replacement may also be illegal, contradicting the end-user agreement that the user
has accepted.

An extreme approach to solving these problems would involve achieving tech-
nological sovereignty through the independent development of all critical hardware
and software components, as well as providing critical services via a private cloud.
However, this approach, although it appears to be an attractive solution, is due to its
extremely high cost, lack of skilled personnel, the time required for implementation,
and other factors, a privilege only for the most technologically advanced countries
and their agencies, as well as companies that are technological giants.

A crucial (though not sufficient) condition for trusting a component is that all
details of its operation are accessible to the user. Open source embodies this character-
istic, and today, key software components of modern computing, such as GNU/Linux
and the entire spectrum of user software, are available in this form. However, this
alone is not sufficient. It is necessary for all components of the system to meet this
transparency requirement to evaluate the security of the entire system. If even one
component in the system, whether hardware or software, does not fulfill this require-
ment, the security of the entire system is questionable. Unfortunately, open source
hardware is quite rare today, and often manufacturers of AAL solutions use a large
number of closed components.

At this point, it is worth noting that [Psec—de facto standard for encrypting data
transmitted in IP-based networks—as well as Crypto API—the default resource for

17 https://www.theguardian.com/business/2023/nov/ 10/optus- went-down-and- the-smart- lights-
came-on-and-then-marayke-was-stranded-in-bed, Accessed 9 September 2024.

18 https://futurism.com/neoscope/bionic-eye-implants-expire, Accessed 9 September 2024.

19 https://www.healthcareitnews.com/news/medical-device- vendor-disables-internet-updates-
over-hacking-risk-fda-alerts, Accessed 9 September 2024.
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cryptographic functions in the Linux kernel—in 2018 received remarkable alterna-
tives in the form of the WireGuard VPN solution and the Zinc cryptographic API [8].
The primary reason for introducing these new solutions lies in simplifying the code-
base to make the security level offered by the solution verifiable. For comparison,
the complete implementation of WireGuard in the Linux kernel contains fewer than
4,000 lines of code, while that number exceeds 400,000 in the case of IPsec and
over 600,000 in the case of OpenSSL. It is clear that such complexity leaves ample
room for accidental or intentional introduction of errors (e.g. malicious code in the
upstream archive files?”), which can be critical for data security.

4.6 Considerations About the Life Cycle of AAL Solutions

AAL technologies have the potential to improve the independence and well-being
of individuals at home and to enhance the actual and perceived safety. This can be
achieved by smart home elements for efficient monitoring and supporting individuals
in their home environment. In this context, the key technologies are activity and
behavior recognition (see Chap.7 in this volume [1]), accident prevention such as
detecting falls (Chapter5 [21]) and recognizing frailty (Chapter 6 [4]), monitoring
vital signs and other health parameters (Chapter 8 [5], this volume), support for food
and medicine intake and in any daily activities (Chapters7 and 10 [1, 29]). Thus,
AAL technologies integrate functionalities that are safe-critical, and, consequently,
safety is an important characteristic of AAL systems. In particular, this means that
a failure of the system must not lead to any impairment of the user. In other words,
the main objective of AAL systems is to improve the well-being and physical and
mental health of an individual and not negatively influence it [7].

The safety of an AAL system can be analyzed according to different aspects
depending on devices and sensors used, system’s structure, involved parties and
stakeholders, but also on the quality and safety of data acquisition, processing and
storage. One can distinguish between several types of user safety [24]:

e Medical safety: Realized by monitoring of medical parameters,

Fast safety: Fast assistance in emergencies (for example fall detection or other
accidents and their prevention),

Safety of daily living: Related to the use of technical devices and household aids,
Structuring safety: For example reminding on appointments, intake of food or
medicine,

Felt or perceived safety: Feeling that the person in need of care is not alone.

An important goal of any AAL system and application is to increase the safety
by implementing adequate measures. For example, on the one hand, monitoring
applications should implement a high level of data security and safety, as well as

20 CVE-2024-3094, available from MITRE, https:/cve.mitre.org/cgi-bin/cvename.cgi?
name=CVE-2024-3094, Accessed 26 September 2024.
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modern authentication methods to access the data. On the other hand, applications
for emergency detection and prevention should pay more attention to a fast, adequate
and effective processing of data, especially regarding speed, accuracy, reasoning, and
technical quality.

The lifecycle of each product used in AAL systems, as well as the system itself,
can be categorized according to [19] into three stages: (1) beginning of life (BoL),
(2) middle of life (MoL), and (3) end of life (EoL). The starting point of the lifecycle
is the BoL stage, in which the product or system is designed, tested and manufac-
tured. This stage is the stage that mostly influences the characteristics of the product
in all dimensions such as performance, price, energy-efficiency, security, and safety
dimensions. Once the product or a system enters the market and is installed at the
customer’s premises, the operational phase starts. All these steps, including the mar-
keting, sales, installation, operation, and services, are a part of the MoL stage. Finally,
after years of operation, the product or a system enters the EoL stage, which can be
reached because of a number of reasons such as failure, need for an upgrade, discon-
tinuation, safety problems, and so on. Accordingly, the system or a part of it can be
refurbished, recycled, or disposed of.

4.6.1 Fail-Secure Design

A prerequisite for a working and safe AAL system is its ability to provide a high
tolerance to possible errors and faults [30]. Even small faults may lead to an incor-
rect working or a failure of the entire system. In the worst case, failure of a single
component may result in a catastrophic system failure, which can lead to a risk of
harm or injury to a person. For safety-critical AAL systems, fault-tolerant design
and implementation should follow the so-called fault hypothesis [17]. The goal of
a fault hypothesis is to clearly indicate different types of faults to be tolerated by
the system and define their units, as well as to identify the fault-containment regions
(FCRs). The fault-containment regions are defined such that it is ensured that they
only can fail independently. Additionally, for every FCR, failure rates and failure
modes are to be determined. In case of AAL solutions, the system should be divided
according to geographical, structural or technological means. For example, differ-
ent rooms or buildings could be associated with different FCRs or mobile devices
and wearables such as smartphones, smart watches could belong to one FCR, and
permanently installed devices such as surveillance cameras, microphones, or smart
mirrors, to another one. Another possibility is to separate sensors, communication
infrastructure, and processing and storage equipment into different FCRs. Thus, the
identification of FCRs is crucial for a fail-tolerant design.

In order to achieve a fault-tolerant system, a fault hypothesis should be precisely
defined at an early stage of the design process. A fault hypothesis indicates the error
types that have to be tolerated by the system [17]. These errors are referred to as
normal faults, while faults that are not considered by the fault hypothesis are called
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Fig. 4.8 Fault-related state space of fault-tolerant systems (FH: Fault Hypothesis, NGU: Never
Give Up), adapted from [17]

“rare faults”. In this way, two fault domains are created in the state space that are
named as “states covered by fault hypothesis” and “states not covered by the fault
hypothesis,” respectively (see Fig.4.8).

Additionally, the failure modes of independent FCRs and their associated failure
rates must be determined. This means that failures are clearly assigned to FCRs and
a particular failure can only affect the state of a particular FCR. All other faults that
are outside the scope of the fault hypothesis need to be treated by the “never give up”
(NGU) strategy. The NGU strategy could, for instance, provide a restart of an entire
system in case of simultaneous occurrence of several faults in more than one FCR.

In some applications, in addition to a high level of fault-tolerance, it might be
desirable to provide a fail-secure design as an additional level of safety. A fail-secure
or fail-safe system is designed to protect the user and their property, e.g. by protecting
the user’s life and personal data from damage. In some failure states, it can be required
to run the system at a reduced performance level or even to initiate a controlled shut
down or a graceful exit in order to prevent any people injuries or damage to data. In
such a case, it is often said that the system is “failing well”.
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4.6.2 Safe Disposal of Worn-Out and Obsolete Components

Since AAL systems usually comprise different sensors, processing and storage
devices, communication and networking equipment, as well as software applications,
the entire life cycle of all system components has to be considered when designing
and operating the system. The three stages mentioned earlier are shown in Fig.4.9.
The mapping of lifecycle phases to these general stages is shown in the second line
of the figure. For example, the BoL stage includes the manufacturing and deploy-
ing phases, while MoL is the largest stage that comprises the entire operation phase
together with system’s monitoring, updates, and reconfiguration. The third stage is
the EoL stage, in which a change of the owner or decommissioning can happen.

Possible security measures are indicated in the boxes below each phase [36].
Already during the development process, the Security by Design principle should
be followed. That means individual components and the entire system should be
developed such that they already provide best-possible security features. Thus, the
development phase results in secure-by-default products, which are secure to use
“out of the box” with little or no customization and no need for upgrades, extension
or complex configuration. Additionally, during the manufacturing process, physi-
cal security measures and installation of all necessary certificates are indicated. By
installing certificates on devices during the manufacturing process, device identities
are created that can be used for authentication in the operational phase.

During the operation phase, particular attention should be paid to the preservation
of both local and end-to-end security. Within the entire MoL stage, an efficient
monitoring of the entire system should be used to detect, identify, and resist any
attack that could compromise the security of the system or influence the privacy and
trust of users. The measures include implementation of intrusion detection systems,
key/certificates, software updates, and change of configuration.

Once the system reaches the end-of-life (EoL) stage or is being sold to another
owner, all sensitive information such as secret or personal data should be effectively
erased or overwritten from the devices. Should a device be selected for decommis-
sioning or recycling, all memory components need to be taken out from the device
and manipulated accordingly so that they become unreadable.

4.7 Legal Aspects of Data Security

Data security in the European Union (EU) is governed by a broad legal frame-
work designed to protect personal data and ensure cybersecurity. These laws
include, for example, the General Data Protection Regulation (GDPR),?! the

21 Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data (2016) OJ L 119 (‘GDPR”).
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Cybersecurity Act,?> NIS 2 Directive,” Digital Operation Resilience Act (DORA)**
as well as the AT Act® and the Cyber Resilience Act (CRA).?® This section will focus
on the CRA because it imposes stringent regulatory requirements on Products with
Digital Elements (PDEs),?” signaling an end to the “wild west” era of cybersecurity
for the IoT/AioT.?® It describes three major components of this regulatory framework
which include Security by Design, vulnerability reporting, and the use of Software
Bill of Materials (SBOMs).

22 Regulation (EU) 2019/881 of 17 April 2019 on ENISA (the European Union Agency for Cyberse-
curity) and on information and communications technology cybersecurity certification and repealing
Regulation (EU) No 526/2013 (Cybersecurity Act) OJ L 151.

23 Directive (EU) 2022/2555 of 14 December 2022 on measures for a high common level of cyber-
security across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972,
and repealing Directive (EU) 2016/1148 (‘NIS2’), OJ L 333. Member States have until October
2024 to transpose NIS2 into national law (Article 41).

24 Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
2022 on digital operational resilience for the financial sector and amending Regulations (EC) No
1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) N0 909/2014 and (EU) 2016/1011 (DORA)
OJ L 333.

25 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 lay-
ing down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144
and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (AI Act) OJ L 1689. (see also
European Parliament legislative resolution of 12 March 2024 on the proposal for a regulation of
the European Parliament and of the Council on horizontal cybersecurity requirements for prod-
ucts with digital elements and amending Regulation (EU) 2019/1020 (COM(2022)0454 — C9-
0308/2022 —2022/0272(COD)), available at https://www.europarl.europa.eu/doceo/document/TA-
9-2024-0130_EN.html.

26 Proposal for a Regulation of the European Parliament and of the Council on horizontal cyberse-
curity requirements for products with digital elements and amending Regulation (EU) 2019/1020,
COM (2022) 454 final (CRA proposal), available at https://eur-lex.europa.eu/legal-content/EN/
TXT/HTML/?2uri=CELEX:52022PC0454.

27 CRA Article 3(1)(explaining “product with digital elements” means any software or hardware
product and its remote data processing solutions, including software or hardware components to be
placed on the market separately.”).

28 Article 3(1) of the CRA defines PDE as “a software or hardware product and its remote data
processing solutions, including software or hardware components being placed on the market sepa-
rately.” Annex III sets forth an explicit list of important PDEs which includes, for example, identity
management systems, password managers and smart home products with security functionalities,
including smart door locks, security cameras, baby monitoring systems and alarm systems. Basi-
cally, every device or software that winds up in the hands of the consumer are covered by the law,
at least insofar as they are not already regulated by other legal frameworks such as Medical Device
Regulation.
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4.7.1 Security by Design

Security by Design is the backbone of the CRA, requiring that manufacturers adopt
strategies from the very outset of system development to minimize security risks and
limit vulnerabilities. According to Annex I, Section I, PDEs need to be built in a
way that comply with the essential requirements from the very outset of their design
and development and throughout the entire lifecycle of the product.’” Importantly,
the requirement to implement Security by Design imposed by the CRA exists as a
hard law principle with respect to non-personal data, thus, extending the existing
requirement to implement Security by Design where personal data are concerned
under Article 32 of the GDPR.?°

The CRA prescribes numerous ways to operationalize the requirement of Security
by Design. These include ensuring a secure by default configuration®' and having the
ability to reset PDEs to their original state.>> Manufacturers must have the ability to
address or patch vulnerabilities through security updates.** There needs to be protec-
tion against unauthorized access which may be achieved through authentication or
identity management systems.>* There must also be a focus on the protection of the
confidentiality of data which may, for example, be accomplished by encryption.*>
Additionally, PDEs should only process the data that is necessary for the function of
that PDEs*® and have inbuilt capacity to support data portability.’’ In the event of

29 CRA, Annex I, Section 1.

30 See more generally [2].

31 CRA, Annex I, Part I1(2)(b) (PDEs shall “be made available on the market with a secure by
default configuration, unless otherwise agreed between manufacturer and business user in relation
to a tailor-made product with digital elements, including the possibility to reset the product to its
original state.”).

32 CRA, Annex I, Part I 1(2)(m) (PDEs shall “provide the possibility for users to securely and easily
remove on a permanent basis all data and settings...”).

33 CRA, Annex [, Part I 1(2)(c) (PDEs shall “ensure that vulnerabilities can be addressed through
security updates, including, where applicable, through automatic security updates that are installed
within an appropriate time frame enabled as a default setting, with a clear and easy-to-use opt-out
mechanism, through the notification of available updates to users, and the option to temporarily
postpone them.”).

34 CRA, Annex I, Part I(2)(d) (PDEs shall “ensure protection from unauthorised access by appropri-
ate control mechanisms, including but not limited to authentication, identity or access management
systems, and report on possible unauthorised access.”).

35 CRA, Annex I, Part 1(2)(e) (PDEs shall “protect the confidentiality of stored, transmitted or
otherwise processed data, personal or other, such as by encrypting relevant data at rest or in transit
by state of the art mechanisms, and by using other technical means.”).

36 CRA, Annex I, Part 1(2)(g) (PDEs shall “process only data, personal or other, that are adequate,
relevant and limited to what is necessary in relation to the intended purpose of the product with
digital elements (minimisation of data)”).

37 CRA, Annex I(2)(m) (PDEs shall “provide the possibility for users to securely and easily remove
on a permanent basis all data and settings and, where such data can be transferred to other products
or systems, ensure that this is done in a secure manner.”).
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a Denial of Service (DoS) attack, the PDE must be designed and manufactured in a
way that users can access their basic and essential functions despite the attack.’

4.7.2 Vulnerability Reporting

PDEs shall be delivered without any known exploitable vulnerabilities.*® The CRA
defines an “exploitable vulnerability” as “a vulnerability that has the potential to
be effectively used by an adversary under practical operational conditions.”*’ Addi-
tionally, manufacturers are required to guarantee the efficient management of vul-
nerabilities for either the entirety of the anticipated product lifespan or a minimum
of five years, whichever period is shorter, after the product’s sale.*! In other words,
manufacturers cannot just put a product on the market without offering an extended
support period.

The CRA further introduces rigorous vulnerability reporting, requiring detailed
records for vulnerabilities found in PDEs. Manufacturers must report any actively
exploited vulnerabilities or severe incidents affecting PDEs within 24 hours.** The
legislation specifies that these reports are to be submitted to a new platform main-
tained by ENISA, which shall facilitate the formal sharing of these report.** The

38 CRA, Annex I, Part I(2)(h) (PDEs shall “protect the availability of essential and basic functions,
also after an incident, including through resilience and mitigation measures against denial-of-service
attacks.”).

39 CRA, Annex I, Part I(2)(a) (PDEs shall “be made available on the market without known
exploitable vulnerabilities”). Recital (55) of the CRA explains this as: “In order to ensure that
products with digital elements are secure both at the time of their placing on the market as well as
during the time the product is expected to be in use, it is necessary to lay down essential require-
ments for vulnerability handling and essential cybersecurity requirements relating to the properties
of products with digital elements. While manufacturers should comply with all essential require-
ments related to vulnerability handling throughout the support period, they should determine which
other essential requirements related to the product properties are relevant for the type of product
with digital elements concerned. For that purpose, manufacturers should undertake an assessment
of the cybersecurity risks associated with a product with digital elements to identify relevant risks
and relevant essential requirements in order to make available their products with digital elements
without known exploitable vulnerabilities that might have an impact on the security of those prod-
ucts and to appropriately apply suitable harmonised standards, common specifications or European
or international standards.”.

40 CRA, Article 3(41).

41 CRA, Article 13(8); See also CRA, Recital (61) (explaining, “The support period for which the
manufacturer ensures the effective handling of vulnerabilities should be no less than five years,
unless the lifetime of the product with digital elements is less than five years, in which case the
manufacturer should ensure the vulnerability handling for that lifetime.”.

42 CRA, Article 14(1) (explaining, “A manufacturer shall notify any actively exploited vulnerability
contained in the product with digital elements that it becomes aware of simultaneously to the CSIRT
designated as coordinator...and to ENISA...”).

43 CRA, Article 14(1) and Article 16.
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platform will maintain a comprehensive list of vulnerabilities for all PDEs, raising
concerns about the potential misuse of this information by cybercriminals.

4.7.3 Software Bill of Materials (SBOMs)

Broadly, an SBOM is an inventory of all components, libraries, and dependencies
included in a software application, somewhat resembling a list of ingredients found
on food packaging [3]. It aids actors in the supply chain such as developers, man-
ufacturers, and users in identifying, tracking, and mitigating existing and emerging
vulnerabilities and risks. SBOMs play a critical role in information sharing by offer-
ing a detailed map of the software’s internal structure. They help identify the origin of
each component, track updates, and manage vulnerabilities effectively.** [3] further
notes that “an SBOM lists every component of software in the finished product. This
ensures that anyone who chooses the product knows its relative hygiene, and any-
one who uses the software knows what is inside. When a widespread vulnerability
is discovered, SBOMs enable patients or organizations such as (healthcare delivery
organizations) to identify impacted technology that might be in use.”

Under the CRA, manufacturers are explicitly required to incorporate a SBOM.*
Under Article 3, an SBOM is defined as “a formal record containing details and
supply chain relationships of components included in the software elements of a
product with digital elements.” It does not have to be made publicly available.*® The
SBOM should cover “at the very least the top-level dependencies of the products,”*’
be included in the technical documentation*® and, upon request, provided to market
surveillance authorities.** The Commission will likely provide further guidance on
SBOMs. >

4 CRA Recital (78) explains that: “In order to facilitate vulnerability analysis, manufacturers should
identify and document components contained in the products with digital elements, including by
drawing up an SBOM. An SBOM can provide those who manufacture, purchase, and operate soft-
ware with information that enhances their understanding of the supply chain, which has multiple
benefits, in particular it helps manufacturers and users to track known newly emerged vulnera-
bilities and cybersecurity risks. It is of particular importance that manufacturers ensure that their
products with digital elements do not contain vulnerable components developed by third parties.
Manufacturers should not be obliged to make the SBOM public.”.

45 CRA, Annex I, Part II(1).

46 CRA Recital (78).

4T CRA, Annex I, Part II(1).

48 CRA, Annex VII 2(b).

4 CRA, Annex VII 8.

50 CRA, Recital 24 (explaining, “The Commission may, by means of implementing acts taking into
account European or international standards and best practices, specify the format and elements of
the software bill of materials referred to in Annex I, Part II, point (1). Those implementing acts
shall be adopted in accordance with the examination procedure referred to in Article 62(2).”).
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The current methods for sharing SBOMs within the software supply chain are
diverse and vary in sophistication [6]. There are trade-offs associated with different
sharing approaches: more manual methods allow for greater control over access but
lack scalability, whereas automated sharing supports discoverability and transport
at scale but may require more sophisticated access controls [6]. As SBOM adoption
grows, new models leveraging automation and standards are expected to emerge [6].
When the CRA comes into force, the SBOM will likely be a fundamental component
of every software build moving forward and advancing SBOM sharing practices will
be essential to fully realizing the benefits of software transparency throughout the
entire software supply chain.
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Fall Detection ek e

Jennifer Lumetzberger, Irene Ballester, and Martin Kampel

Abstract As the global population ages, the incidence of falls among the older adults
increases, necessitating advancements in fall detection and prevention technologies.
This chapter provides a comprehensive overview of the current state of these tech-
nologies in the context of Active Assisted Living (AAL). It begins by discussing
the importance of fall statistics and the critical need for early detection to miti-
gate severe health consequences and reduce healthcare costs. Various fall detection
methods are explored, distinguishing between image-based and non-image-based
approaches. The chapter also examines the technological principles behind these
methods, such as the use of accelerometers, pressure sensors, depth cameras, and
thermal imaging. Privacy concerns are addressed, highlighting the balance between
effective monitoring and maintaining user confidentiality. The usability challenges
associated with false positives and false negatives are analyzed, emphasizing the
importance of user-friendly systems that encourage consistent use by both older
adults and caregivers. Finally, the chapter considers the ethical implications and the
need for ongoing research to refine these technologies for better accuracy and user
acceptance.
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5.1 Introduction

As the population gets older [74] and the risk of falls increases with age [34], a
division of research of Active Assisted Living (AAL) focusing on the recognition
and prevention of falls has evolved [22]. The European Next Generation Ambient
Assisted Living Innovation Alliance (AALIANCE?2) outlined the application area
of fall prevention technology to range from moving safely at home and outdoors to
preventive motor training and system recognition of dangerous situations [8]. Fall
recognition technologies provide support by contacting care givers and informing
them about a fall [8].

This chapter introduces the concepts of fall detection (Sect.5.3) and fall preven-
tion (Sect.5.4). It begins with an overview of falls, including statistics (Sect.5.2),
and highlights the importance of early fall detection. The discussion covers both
image-based and non-image-based methods. Following this, the chapter addresses
privacy concerns related to these methods (Sect.5.5) and examines usability aspects
(Sect.5.6).

5.2 Fall Statistics

When speaking about falls, the definition of the term is not uniform [30]. The Kellogg
International Work Group on the Prevention of Falls by the Elderly [30] highlights
that these varying definitions can lead to inadequate comparisons between studies
on falls. Research by Zecevic et al. [86] shows that while older adults often associate
falls with losing balance, healthcare providers tend to describe them in terms of
their consequences. In contrast, researchers generally focus on the event itself [86].
Although a single, standardized definition may not be essential, clear communication
about what constitutes a fall is vital [30]. A commonly accepted definition, provided
by the Kellogg Group, describes a fall as “an event in which a person unintentionally
comes to rest on the ground or other lower level and other than as a consequence
of the following: sustaining a violent blow, loss of consciousness, sudden begin of
paralysis, as in a stroke or an epileptic fit” [30].

5.2.1 Frequency of People Falling

Each year, approximately 28-35% of individuals aged 65 and over experience a
fall [6, 57], with this percentage rising to 32—42% for those over 70 [13, 70]. Gener-
ally, the frequency of falls increases with age [34] and the level of frailty [19]. Falls
lead to mild to severe injuries in 20-30% of cases and constitute 10—15% of all emer-
gency department visits [67]. Notably, over 50% of injury-related hospitalizations
involve people over 65 years old [58].
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Fig. 5.1 Mortality rate due to falls by age group in Canada. (Figure adapted from [58])

Figure 5.1 highlights that fatal falls, which result in death, are particularly preva-
lent among older adults. This trend is further supported by studies from the Depart-
ment of Health and Human Services of the United States [12] and the World Health
Organization (WHO) [78].

Kannus et al. [28] explore fall-induced deaths among the older adults in Finland,
uncovering a significant rise over time. Their findings show that the number of
fall-related deaths for Finns aged 50 and older more than doubled between 1971
and 2002. With the aging population, similar increases are anticipated in Finland
and other Western nations [28]. Moreover, Kannus et al. predict that by 2030, fall-
induced cervical spine injuries among Finns aged 50 and above will be roughly twice
as common as they were during 2000-2004 [27].

Beyond the health impacts, the economic burden is significant: only in 2015, the
United States spent approximately 50 billion US dollars on medical costs related
to both fatal and nonfatal falls, and these costs are anticipated to rise further as the
population ages [18].

5.2.2 Reasons for People Falling

To develop effective solutions for preventing and detecting falls, it is essential to
understand their underlying causes. The primary risk factors can be grouped into
four categories: biological, behavioral, environmental, and socioeconomic factors



Environmental risk factors

* Poor building design

« Slippery floors and stairs
* Looser rugs

+ Insufficient lighting

Behavioural risk factors

« Multiple medication use
» Excess alcohol intake

« Lack of exercise

* Inappropriate footwear

Falls and
fall-related
injuries
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Biological risk factors

» Age, gender and race
« Chronic illnesses (e.g., Parkinson,

Arthritis, Osteoporosis)

 Physical, cognitive and affective

+ Cracked or uneven capacities decline

Socioeconomic risk factors

* Low income and education
levels

+ Inadequate housing

 Lack of social interactions

« Limited access to health and
social services

« Lack of community resources

Fig. 5.2 Risk factors for falls in older age (based on [78])

[58, 78]. Examples of these risk factors are illustrated in Fig.5.2. In addition to age
and physical limitations, inappropriate footwear and poor building design can also
contribute to falls [78].

As exposure to these risk factors increases, so does the likelihood of falling [78].
The 2005 Canadian Community Health Survey analyzed activities leading to falls
among individuals aged 65 and over, finding that 44% of falls were due to slipping,
tripping, or stumbling on various surfaces, while 26% occurred while navigating
stairs. Additionally, 47% of falls in this age group that required hospital treatment
happened at home [58]. This finding is corroborated by the 2005 San Diego County
Elderly Falls Report, which noted that 56% of fall injuries in those over 55 occurred
at home during 2000 and 2001 [71]. Moreover, older adults residing in residential
care facilities experience about three times more frequent falls than those living in
the community [66]. Approximately 30-50% of residents in long-term care fall each
year, with 40% of these individuals falling multiple times annually [66].

5.2.3 [Importance of Early Help in Falls

Studies on individuals found helpless or deceased in their homes reveal significant
insights into fall-related incidents. Analysis of 367 people, averaging 73 years in
age, showed that 23% were found dead, and 5% died in the hospital. The incidence
of such events increased markedly with age, particularly among men over 85 living



5 Fall Detection 135

alone, who experienced the highest rates (123 per 1000 per year). The research
demonstrated that the duration of helplessness was a critical factor: those who had
been helpless for over 72h faced a 67% mortality rate, compared to just 12% for
those who had been waiting for less than one hour. Additionally, most individuals
who were found helpless were unable to return to independent living [20].

Another study, focused on falls among older adults at home, tracked 165 individ-
uals aged 65 and older who had fallen at home over the course of a year, comparing
them with a control group. Among the fallers, 20 individuals were unable to get up
by themselves for more than one hour, and four of these remained on the ground for
over six hours. Follow-up visits conducted within seven days, and again at three and
twelve months, revealed that 32 of these fallers had died within a year, compared to
only 8 in the control group. Notably, half of those who were helpless for more than
one hour had died within six months [79].

5.3 Fall Detection

Focusing on fall prevention and fall detection, different classes, based on the technol-
ogy, can be distinguished [53]. In this chapter, we differentiate between image-based
and non-image-based approaches.

5.3.1 Non-image-Based Fall Detection Methods

Accelerometers are acommon tool used for fall detection systems [39, 77, 80]. Exam-
ples of products using accelerometers for fall detection are shown in Fig.5.3 and
Fig.5.4. As early as 1991, Lord and Colvin [39] developed a triaxial accelerometer
system to detect forces that exceeded a defined limit, alongside measuring the dura-
tion of these accelerations. The data collected were then processed and displayed on
a desktop computer via a microcomputer chip [39]. In a subsequent advancement,
Williams et al. [80] introduced a fall detection system incorporating a piezoelectric
shock sensor combined with a mercury tilt switch. This system measured both the
impact and the orientation of the patient to determine the occurrence of a fall.
Despite their low-cost technology and simple methodology, accelerometer-based
wearable devices struggle with high false alarm rates due to physical activities like
jumping or post-fall posture [77]. However, advancements in wearable telemedicine
technology have facilitated improvements in addressing these issues [75].
Detecting the severity of a fall is crucial for deciding whether an alarm should
be triggered. To enhance fall detection accuracy, Wang et al. [77] use three dif-
ferent inertia parameters—acceleration, angular velocity, and their combination—
demonstrating a lower rate of misclassification compared to methods based on a
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Fig. 5.3 Fall detection
device

ANGEL4

Fall Detection

Fig. 5.4 Smart watch with
fall detection function

10:09

Fall Detected
Calling

Emergency
Services

single parameter. Their chest-worn sensor effectively reduces false alarms by incor-
porating these multiple parameters [77]. In a different approach, Sabatini et al. [65]
combine an accelerometer with a barometric altimeter to analyze both the impact of
a fall and changes in posture. By measuring vertical velocity and the height of the
body part to which the altimeter is attached, they apply a pre- and post-fall algorithm
to improve detection accuracy [65].
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Other methods are based on the use of smartphone-included sensors to detect falls
and to avoid an additional device that has to be carried around [75]. For instance,
smartphones’ electronic compass and triaxial accelerometer can be harnessed to
detect falls [29]. By analyzing tilt angles and waveform sequences, a feature sequence
is generated and processed using classification techniques to identify falls. In addi-
tion, inertial measurement units combined with machine learning algorithms can
classify daily activities, helping to distinguish between normal movements and falls,
thereby reducing the number of false alarms [23]. However, using smartphones for
fall detection comes with its own set of challenges. Issues such as limited battery life,
memory constraints, and real-time processing capabilities can impact the effective-
ness of the system [40]. Moreover, there is the risk that individuals might not always
carry their phone, especially right after getting out of bed. This period of postural
change can affect blood pressure and potentially lead to dizziness, which increases
the risk of falls.

Apart from accelerometer-based methods, smartphones can also be used to detect
falls by using the integrated microphone [75]. Khan et al. [32] split the audio signals
coming from such a sensor into frames for extracting the frequency spectral features.
With a collection of footstep sound signals and the use of a one class support vector
machine method, falls are distinguished from non-falls [32]. The difficulties in this
method lie in the generation of training data, since realistic fall sound signatures are
difficult to design [54]. Moreover, the proper use of acoustic and vibration sensors
is restricted to a certain floor type [75].

Pressure sensors are the most common type of ambient sensors [75]. Ambient
sensors are not wearable devices, but attached to the surrounding area of a person,
for example at home [40]. The low costs and the non-obtrusiveness of pressure
sensors are in opposition to their low detection precision, which is below 90% [83].

Passive Infrared (PIR) sensors use infrared signatures to detect falls [75]. As the
signal changes with the motion of a hot object in front of the sensor, a person can
be recognized [84]. Falling and Activities of Daily Living (ADL) like walking can
produce similar signals [84]. Hence, Yazar et al. [84] use a combination of PIR and
floor vibration for fall detection. For the analysis of signals from the vibration sensors,
afeature extraction method based on a single-tree complex wavelet transform is used.
The PIR is integrated for reducing the number of false alarms that can occur due to
falling objects or slamming doors. A major disadvantage when using PIR sensors is
the restricted area where falls can be detected [75].

Doppler sensors can distinguish moving objects from background noise and have
the advantage of being cheap, as well as small [38]. The drawback of this modality
is that Doppler sensors are less sensitive to movements orthogonal to the irradiation
direction than to movements in the irradiation direction [73]. Tomii and Ohtsuki
[73] propose a method using multiple Doppler sensors to reduce the dependency on
the movement direction. A support vector machine is used to classify the extracted
features, which results in 95.5% of accuracy using three sensors [73]. When using
Doppler sensors for fall detection, the fact that the electrometric wave signals can
penetrate apartment walls has to be considered, because it limits the usage in a
multi-party house [75].
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Placing sensors below the floor is another approach for detecting falls. A near-
field imaging system developed by Rimminen et al.[63] uses these sensors to monitor
user location and movement patterns for fall detection. However, this method is
constrained by the sensor’s placement area, which can lead to increased costs if the
area needs to be expanded. Additionally, the presence of pets or other obstructions
can cause false alarms [75].

Alternatively, Velumani and Vijayakumar [76] explore fall detection through
changes in channel state information from signals generated by WiFi devices in
the user’s environment. By analyzing variations in the phase and amplitude of these
signals, it is possible to infer human activity and detect falls.

RFID tags attached to shoes are used in Toda and Shinomiya [72]. The tags
transmit the pressure transition from person to ground. By analysing the movement
specific sensor codes, falling of a person can be detected. Although the classification
of the movements achieve 99%, this method has the drawback of the necessity of
wearing shoes and the fact that falling can only be discovered when the person is
standing or walking.

Finally, both Walabot Home and Vayyar Home are developed and manufactured
by Vayyar Imaging Ltd.,! and acquire depth and motion data through radar tech-
nology. By the very nature of the data acquisition technology, both Vayyar devices
are independent of lighting conditions, but according to the technology specification
should be operated away from electronic devices such as TVs for instance. While
Walabot Home is mainly advertised for only fall detection, the more recent Vayyar
Home extends its capabilities to also include presence detection and even offers aux-
iliary software with which the current estimated position of the surveilled subject
within the room can be viewed.

Table 5.1 summarizes the presented non-image based methods for fall detection
with regard to the sensors and algorithms used.

5.3.2 Image-Based Fall Detection Methods

While stationary image-based devices can be installed almost everywhere, users
might not take wearables with them while sleeping or taking a shower [ 10]. Getting up
at night poses a risk for falling, just as well as wet bathroom floors [10]. Additionally,
when using stationary devices, the user does not have to remember wearing and
recharging them [10, 41, 75]. Image-based methods combining RGB with skeleton
points or using depth images allow usage in day and night conditions [10].

AnRGB image is a digital image composed of three color channels: red, green, and
blue. Each pixel in an RGB image has a specific value for each of these three colors,
which combine to produce a wide spectrum of colors. RGB images are commonly
used in various applications, including fall detection systems, due to their ability to
capture detailed and colorful visual information.

Uhttps://vayyar.com/ Accessed 16 September 2024.
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Table 5.1 Non-image-based fall detection studies. Wearable approaches are marked with *
Study Sensors Algorithm Privacy
sensitive
data
Lord and Colvin [39] Triaxial accelerometer® G-forces threshold -
Williams et al. [80] Piezoelectric shock sensor, | Peak detection, comparing | —
mercury tilt switch* acceleration values and
duration
Wang et al. [77] Triaxial accelerometer, Threshold for acceleration | —
gyroscope* magnitude, acceleration
cubic-product-root
magnitude and angular
velocity
cubic-product-root
magnitude
Sabatini et al. [65] Inertial and barometric Two-stage decision -
altimeter* scheme based on velocity,
height and posture
Kau and Chen [29] Electronic compass and Cascaded classifier witha | —
triaxial accelerometer of | support vector machine
smartphone*
Hakim et al. [23] Inertial measurement unit | Support vector machines, | —
of smartphone decision trees, nearest
neighbour classifiers and
discriminant analysis
Khan et al. [32] 2 microphones One-class support vector | Audio
machine method data
Yazar et al. [84] Vibration and passive Single-tree complex Location
infrared sensors wavelet transform for and
feature extraction, activity
Euclidean distance, data
Mabhalanobis distance and
support vector machine
classifiers
Tomii and Ohtsuki [73] Multiple Doppler sensors | Feature combination Location
method, support vector data
machine and k-nearest
neighbour
Rimminen et al. [63] Electric near field floor Feature extraction based Location
sensor on number of data
observations, longest
dimension and sum of
magnitudes
Velumani and Carrier state information | Waveform analysis by use | Activity
Vijayakumar [76] signal from Wi-Fi devices | of a support vector data

machine

Toda and Shinomiya [72]

RFID tags with sensing
capabilities*

Multiclass decision forest
algorithm
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In contrast, depth images capture the distance between the camera and objects
within a scene. Each pixel represents the distance from the camera to a point, allowing
the creation of a three-dimensional representation. This depth information is partic-
ularly useful for fall detection as it helps discern spatial positioning and movements,
even in low-light conditions. Figure 5.5 illustrates the cogvisAl system using depth
images for fall detection, and Fig. 5.6 shows an example of a depth image.

Infrared images are captured using infrared cameras that detect infrared radiation,
which is emitted by objects based on their temperature. Infrared imaging is bene-
ficial for fall detection in low-light or dark environments, as it can capture thermal
information and provide visibility where RGB cameras may not perform well.

By leveraging these different types of imaging technologies, stationary image-
based fall detection systems can effectively monitor and detect falls in various light-
ing conditions and environments, ensuring continuous and reliable protection for
users. Furthermore, image-based methods can monitor more than one person at a
time [41]. Computer vision approaches can also more precisely distinguish between
falls and ADLs [10]. On the other hand, the use of one single camera in a stationary
environment can lead to a restriction in perspective [17].

A further issue arising from the use of image-based methods is the aspect of
privacy [51]. Processing RGB images within the system, sending warning signals
instead of pictures [10], using depth images [88] or algorithms for hiding people’s
identities [41] are approaches to assure privacy.

A common approach in image-based fall detection involves training algorithms
with large datasets to recognize and classify specific features [17, 88]. Deep learn-
ing algorithms are increasingly popular; for example, a transformer-based approach
utilizing RGB data to detect falls is presented in [50], and a CNN-based model is

Fig. 5.5 cogvisAl fall detection system
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Fig. 5.6 Depth image of fall

proposed in [5]. A comprehensive review of vision-based fall detection systems using
deep learning and benchmark datasets is available in [1].

Fan et al. [17] extract the human body using a background subtraction method. Six
different shape features are measured to classify the human posture. A classification
vector based on the squared first order temporal derivatives of the created slow
features is generated. The research team uses a support vector machine to distinguish
falls from other activities. Another method presented by ShanShan and Xi [68] is
the Gaussian Mixed Model method to extract the human silhouette. Using semi-
contour distances, the posture is quantified and classified by a support vector machine
technique. Both Fan et al. [17] and ShanShan and Xi [68] extract a person’s silhouette
from RGB video sequences. Once extracted, only the shape of the human and not
his identity is visible.

Another approach is the utilization of a depth camera with the purpose of applying
privacy protection at the earliest stage. Planinc and Kampel [53] use the Kinect as a
3D depth sensor in order to calculate the orientation of different body parts. With the
use of the least square algorithm, a straight line is fitted to the data points. Together
with the floor orientation and the distance between the spine and the floor, a fall is
separated from non-falls.

Zhao et al. [88] focus on falls from bed and use a human upper body extraction
method to make the algorithm work even when human-bed interactions happen.
The Large Margin Nearest Neighbour classification method is used to detect a fall
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from the bed. The algorithm is implemented on depth image data, using a Microsoft
Kinect and a Orbbec Astra camera. The research team highlights the advantage of
depth cameras to be insensitive to illumination variation [88].

A system based on the Kinect sensor and fast Fourier transformation is presented
by Kong and Meng [35]. At first, the received RGB and depth image from the sensor
is transformed into a skeleton image. By using fast Fourier transformation, the image
is then encrypted and sent via a carrier image, which has to be decoded. In order to
detect a fall, machine learning is applied. When a person is detected by the sensor,
the height and width of the created skeleton image are calculated. These parameters
are the basis for the classification which is done with a k-Nearest-Neighbour/Support
Vector Machine approach.

Ma et al. [41] present a method using a thermal camera to determine and to
extract facial regions. Visible light rays enter, controlled by a Spatial Light Mod-
ulator (Spatial Light Modulator (SLM)), an RGB camera, where only images with
hidden facial regions are processed. In order to detect falls, this method combines a
3D convolutional neural network with an autoencoder. While the neural network is
used for feature extraction, the autoencoder models the normal behaviour. A method
presented by Kido et al. [33] uses solely a thermal camera to detect falls in bathroom
environments. Normal activities in the toilet room are distinguished from falls by
performing discriminant analysis. Therefore, the thermal image is split into 81 areas
with known average temperature. One disadvantage of this method is that it requires
visual confirmation by caregivers [33], and it needs to be trained with data from the
particular location.

An alternative solution involves a wearable camera, which ensures fall detection
regardless of the environment. The system proposed in [51] combines Histograms
of Oriented Gradients with Gradient Local Binary Patterns to generate features, and
falls are classified using a relative-entropy-based method. This approach provides
flexibility and independence from specific locations [51].

Table 5.2 summarizes the presented image-based fall detection methods.

5.3.3 Collecting Fall Detection Datasets

The collection of fall detection datasets is vital for developing reliable and accurate
fall detection systems. However, obtaining real-world data involves significant ethical
and practical challenges [69]. It is neither practical nor ethical to ask older adults to
intentionally fall for data collection purposes. Consequently, researchers use various
methods to simulate falls and gather relevant data.

Typically, fall detection datasets are created using younger, healthier volunteers
who can safely simulate falls. These simulations are carefully controlled to replicate
various fall scenarios, such as tripping, slipping, or losing balance from different
positions like standing, walking, or sitting. However, one should be aware of the
potential demographic biases this may bring. The simulated falls are conducted in a
variety of environments to capture diverse conditions, including different lighting,
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Study

Camera

Algorithm

Privacy sensitive data

Kido et al. [33]

Infrared

discriminant analysis

infrared images

Planinc et al. [53]

Depth

feature extraction by
use of similarity to the
ground orientation and
the height

depth data

Ozcan and
Velipasalar [51]

Wearable RGB

relative-entropy-based
classification method,
HOG are combined
with Gradient Local
Binary Patterns to
generate features

RGB images

Fanetal. [17]

RGB

background
subtraction,
classification vector
based on slow features

RGB images

Kong and Meng [35]

RGB-D

machine learning
approach based on
height and width of
skeleton images

RGB and depth data

ShanShan and Xi [68]

RGB

Gaussian Mixed
Model, SVM
classification

RGB images

Zhao et al. [88]

Depth

Human upper body
extraction method,
Large Margin Nearest
Neighbour
classification

depth data

Maetal. [41]

RGB andinfrared

combination of 3D
convolutional neural
network and an
autoencoder

RGB and
infrared images

Nuifiez-Marcos et
al. [50]

RGB

Transformer model

RGB images

flooring, and obstacles. Researchers also use props and safety measures, such as mats
and harnesses, to ensure the safety of the volunteers during these simulations.

To enhance ecological validity, researchers strive to make the simulated falls
as realistic as possible. Sometimes stunt people are used to gather more realistic
falls [42]. However, safety gear can alter the appearance in image-based systems,
potentially affecting performance. Additionally, stuntmen are not old individuals,
and their falls differ from those of older adults, who may have slower reaction times,
different postural control, and varying body compositions. In [64], performing artists
assisted by a physiotherapist were recruited to emulate the real fall conditions of older

adults.
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Despite these efforts, some limitations remain. The physical and behavioral dif-
ferences between younger volunteers and old individuals can impact the accuracy of
the collected data. Differences in age, height, weight, and gender can influence how
falls occur and are detected. For instance, older individuals may have slower reaction
times, different postural control, and varying body compositions, all of which can
affect fall dynamics.

Yu et al. review the literature for fall datasets collected with wearable sensors and
report 16 publicly available datasets with at least ten subjects, published between
2010-2021 [85]. A maximum of 50 subjects are included in these datasets, and the
sensor setup predominantly uses accelerometers, and gyroscopes, with additional
modalities coming from orientation measurements, magnetometers, and barometers.
These studies typically include multiple (simulated) falls per subject, and activities
of daily living, such as standing up and sitting down. [21] reviews camera-based fall
detection databases, and reports RGB, infrared, and depth camera-based datasets.
Often, accelerometer data are included to provide an additional modality. Some
datasets are collected with multiple cameras. The UR Fall Detection dataset was
obtained with two depth cameras [31]. Here, one camera provides a frontal (or side)
view, and the second provides a vertical (or top) view. Similarly, the BOMNI dataset
was collected via two omni-directional cameras, one at the ceiling and one side
camera at person height [11]. In [64], two infrared thermal sensors were used to
record very low resolution images (32 x 32 and 8 x 1, respectively). [44] lists further
vision-based and multimodal datasets.

5.4 Fall Prevention

Fall prevention is about using technology to reduce risks and avoid falls. Some sys-
tems aim to recognize balance and motion abnormalities to evaluate an individual’s
fall risk [14]. Another approach involves detecting when a person sits up in bed or
leaves the bed and sending alarms to caregivers for assistance [25]. In this context,
the event of a person getting up from bed is referred to as a “getup event” or simply
“getup.”

5.4.1 Non-image-Based Fall Prevention

A common method to prevent patients from falling out of bed is the use of restraints
such as bed rails [61]. However, the application of restraints has been associated with
an increased risk of injury [16]. Alternative solutions include beds mounted close to
the ground and floor mats placed in front of the bed, which aim to prevent falls and
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minimize the extent of injuries [25]. A significant drawback of these devices is that
they do not have the capability to alert nursing staff [4].

Pressure-sensitive mats (also called smart mats) which can send alarms when the
pressure exceeds a certain threshold, offer another solution [9, 36]. However, these
mats can pose a tripping hazard, adding another layer of risk [15].

Hilbe et al. [25] present a pressure-based device called Bucinator to eliminate
those drawbacks. The device mounted under the mattress alarms health workers
when patients are leaving the bed. Rails filled with air are connected with a pressure
sensor, which generates an electrical alarm when exceeding a predefined threshold.

In general, one can group fall prevention systems into those that detect a person
in danger of falling (in the following called direct fall prevention approaches) and
those that help to improve a person’s balance and strength (in the following called
indirect approaches) [2]. One example of an indirect approach is a robot developed
by Maneeprom et al. [43]. The robot shows videos about how to prevent falls, giving
advice on choosing appropriate shoes and walking assistive devices. Additionally,
daily voice messages and exercise reminders are provided.

Direct approaches can be divided into two subgroups. On the one hand, there
are assessments to classify a person’s risk of fall based on balance and mobility
tests [14]. A method developed by Yamada et al. [82] uses the Wii Fit’s “Ski Slalom”
and “Basic Step” games to assess the fall risk of older adults. Comparing the results
with five different tests like the Timed Up & Go (TUG) under single- and dual-task
conditions, the “Basic Step” game shows a significant difference between fallers and
nonfallers [82]. The TUG is a commonly used method to assess the risk of a person
falling by determining the time a person needs for standing up from a chair, walking
three metres and returning to sit on the chair again [26, 82]. On the other hand, there
are devices like the Bucinator which alarm health staff in case of an urgent risk of
falling, analysing the person’s posture, balance or pressure on a sensor [25].

Lee et al. [37] use ten piezoresistive pressure sensor pads positioned in a bed
mattress to measure the pressure applied on the sensors. By evaluating the pressure
values, a person’s position and activity status is determined. When a person is about
to exit the bed, an alarm is sent via a mobile application.

A method based on a body-worn accelerometer is presented by Wolf et al. [81].
An accelerometer positioned with a tape on the user’s leg calculates the orientation
of the sensor and the amount of movement to distinguish between lying, sitting and
standing. Ribeiro et al. [62] developed a mat consisting of a pressure sensor and a
3-axial accelerometer to detect movements on the bed or armchair. A control system
analyses arm as well as torso movements to detect a person getting up from bed or
from a chair. A warning level loop with different states is used to offer the opportunity
to manually deactivate a visual warning light before sending an acoustic alarm.

Table 5.3 summarizes the presented non-image-based methods for fall prevention.
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Table 5.3 Non-image-based fall prevention studies

Study Wearable | Principle Privacy
sensitive data

Hilbe et al. [25] No Pressure-sensitive device Bed exit
mounted under the mattress,
alarm when exceeding threshold

Yamada et al. [82] No Wii Fit games for fall risk -
assessment

Wolf et al. [81] Yes Body-worn accelerometer Bed exit

Lee et al. [37] No Pressure sensor pads in the Bed exit
mattress

Ribeiro et al. [62] No Pressure sensor and 3-axial Bed exit

accelerometer

Maneeprom et al. [43] No Robot providing videos and -
audio messages to prevent falls

5.4.2 Image-Based Fall Prevention

Image-based sensors play a role for both fall detection and fall prevention. They
are used to measure balance, stability, reaction time, diversions from typical activity
patterns and other physical parameters [2, 15]. Moreover, they are used for games
and activities operated via a camera with the intention to improve a person’s balance
and strength [52].

The use of image-based sensors began with tools like the Kinect, which were
initially employed to assess fall risk among older adults [14, 26, 59]. Today, there
are numerous 3D sensor technologies and modalities, including Radar, available to
enhance fall risk assessment.

In Kampel et al. [26] a 3D sensor automatically analyzes gait by calculating the
start and end times of the six phases of the Timed Up and Go (TUG) test. This method
uses the trajectory of the spine-shoulder joint when working with skeleton data, or
the center of mass of the person when using depth data.

Also using, Dubois et al. [14] develop a method to automatically evaluate a per-
son’s fall risk by having them perform eight different balance tasks in front of the
sensor. In order to assess the stability during a task, the body centroid is calculated.
The horizontal dispersion of the pixel cloud is used to determine whether a person
uses the arms to maintain the balance. For the final assessment of the individual fall
risk, apart from the balance tasks, the age, average physical activity and gait are
considered as well.

In a home environment setting, the Kinect system continuously monitors gait
parameters like velocity, step length, and stride length in [59]. This allows for regular
tracking of fall risk factors, with the added benefit of alerting nursing staff if the
risk increases. The inclusion of Doppler radar helps prevent occlusions, ensuring
continuous monitoring. Similar to bed exit alarm systems, cameras can also notify
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health workers when a patient at high risk of falling is about to leave their bed
[4, 48].

The Kinect’s depth sensor and RGB camera are integrated by Ni et al. [48] to
monitor patients and alert nursing staff when necessary. They define the area around
the bed as a region of interest, which is divided into eight rectangular blocks. Motion
and shape features are extracted from these blocks and combined using a multiple
kernel learning framework to provide a comprehensive monitoring solution.

The system Ocuvera, developed by Bauer et al. [4] uses the Kinect’s depth sensor
only. After detecting the floor and the bed, machine-learned shape models are used
to find human shapes. For every person found in the scene the likelihood of bed exit
is predicted in order to trigger alarms before a person exits the bed. Problems that
still need to be addressed are the integration in existing alarm technology of hospitals
and the improvement of the algorithm in order minimize the time between the event
and the alarm [4].

Table 5.4 summarizes the presented image-based methods for fall prevention.

5.5 Dealing with Privacy

When developing new AAL devices, ethical considerations are crucial to ensure user
acceptance [8]. The AALIANCE2 Consortium highlights privacy protection as one
of the four key ethical issues in AAL, alongside risks of social isolation, abuse, and
consent [8].

Table 5.4 Image-based fall prevention studies

Study Cameras Parameters Privacy
sensitive
data

Ni et al. [48] RGB-D Motion and shape features RGB and

including motion history images, depth data

histogram of optic flows and
histogram of oriented gradients

Rantz et al. [59] Depth, 2 Velocity, step length, and stride Depth data
webcams, length
Doppler radar
Bauer et al. [4] Depth Machine-learned shape models Depth data
Kampel et al. [26] Depth Trajectory of the spine-shoulder Depth data
joint, center of mass
Dubois et al. [14] Depth Body centroid and dispersion depth | Depth data
data
Pramerdorfer Depth Deep learning Depth data

et al. [55]
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Privacy concerns are a major issue with image-based fall detection technolo-
gies [49]. For example, Lord and Colvin [39] developed a fall detection system
that combines RGB video monitoring with an accelerometer. Although the system
showed promising results, it faced low user acceptance primarily due to privacy con-
cerns [39]. In response, several research teams are actively working on solutions
that address these privacy issues while still providing effective fall detection and
prevention [41, 88].

Depth cameras offer early-stage privacy protection because they capture only
the distance between surfaces and the camera, which makes it impossible to directly
identify individuals from the images [46, 47, 56, 88]. Similarly, thermal cameras, like
the one used by Ma et al.[41], enhance privacy by masking facial regions. Thermal
imaging is inherently privacy-safe as it cannot distinguish between individual faces
due to similar temperature distributions among them [33, 87]. In this approach, a
Spatial Light Modulator (SLM) blocks visible light from facial regions, rendering
them black in the RGB image. This is achieved using a cold mirror,? which allows for
the simultaneous capture of thermal and RGB images, ensuring that only anonymous
video output is produced.

Pre-processing methods, such as altering RGB images at the capture stage, can
mitigate privacy risks before hiding facial regions [41]. However, this approach relies
on the accuracy of face detection algorithms [41, 49]. Kido et al. [33] address this by
using only an infrared camera, bypassing the need for facial recognition. If privacy
protection is applied later or involves wireless communication, encryption and data
security methods must be employed [60].

The wearable RGB camera presented by Ozcan and Velipasalar [51] captures
environmental images, processed locally without storage, but this method raises
privacy concerns for bystanders [45]. Sabatini et al. [65] note that while wearable
sensors typically do not raise privacy issues, devices using GPS or audio data can
be intrusive [3]. Khan et al. [32] suggest that audio-based approaches, with active
microphones, reduce privacy concerns compared to image-based methods.

Tables 5.1 and 5.4 summarize image-based and non-image-based methods for fall
prevention and detection, respectively, including the types of privacy-sensitive data
they process.

Additionally, fall detection from silhouettes and gait biometrics can pose privacy
risks, as these methods can potentially expose individual identities. Ensuring that
these biometric data are anonymized or securely handled is critical to maintaining
user privacy.

In 2006, Hensel et al. [24] defined obtrusiveness as a “summary evaluation by
the user based on characteristics or effects associated with the technology that are
perceived as undesirable and physically and/or psychologically prominent” [24]. This
work introduced categories and dimensions of obtrusiveness, laying the groundwork
for its measurement. Twelve years later, Blasco et al. [7] adopted Hensel’s framework,

2 A cold mirror is a dichroic filter that absorbs approximately 80% of infrared rays while reflecting
visible light [41].



5 Fall Detection 149

emphasizing the subjectivity of obtrusiveness and observing that different users may
perceive the same technology’s impact on their privacy differently [7, 24].

5.6 Usability

Fall detection solutions based on visual sensing are typically placed on the ceiling or
top view positions to see as much as possible in the room. The range of a sensor is
limited (3D sensors range up to 8 m, RGB cameras see further). One sensor per room
is therefore applicable, it depends on the room’s size. Connectivity is important,
since all sensors need a network connection to alert or to process the data acquired.
The acquired data is either processed on the device, for example on a raspberry PI
(see cogvisAl), or the data is streamed to a cloud service or remote server. Privacy
by design aspects are better integrated in the first solution, since no (personal) data
leaves the sensors.

One of the significant challenges in the usability of fall detection systems is
managing false positives. Frequent false alarms can lead to alarm fatigue, where
caregivers can start to ignore alerts, potentially missing real fall incidents. To address
this, advanced algorithms and machine learning techniques are being developed to
improve the accuracy of fall detection systems, thereby reducing the occurrence of
false alarms. Systems that allow for customization of the sensitivity settings can help
balance the detection accuracy according to the specific needs of the user.

Another challenge is false negatives. When the sensitivity is set too low or occlu-
sions occur, the system might fail to detect a fall. Detecting every single fall is crucial,
even if it means dealing with a few false alarms, as the consequences of a missed fall
can be severe.

5.7 Conclusion

Fall detection as a research topic is considered a solved problem, and market entry
and commercialization are on the way. Open issues deal with detecting falls from
persons using wheelchairs, walking aids, and systems in large rooms with multiple
people. Practical problems like maintenance, installation, or connectivity still need to
be improved. Technology acceptance and privacy issues slow down the widespread
use of fall detection solutions.

Accelerator-based fall detection systems are very unreliable since falls might
occur in slow motion and take up to 2 min. Camera-based systems are hardly accepted
due to privacy issues; pixeling of persons or other filtering applied to images does not
change this. Camera-based systems are dependent on proper illumination, and have
reduced functionality during the night. A possible future solution relies on WiFi for
behavior analysis, but this technology currently still lacks domain generalization.
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Chapter 6 ®)
Privacy-Aware Video-Based Methods e
for Gait and Frailty Recognition in Active

and Assisted Living Environments

Pau Climent-Pérez and Francisco Florez-Revuelta

Abstract In the field of Active Assisted Living (AAL), maintaining the privacy of
individuals while effectively monitoring their health and mobility status remains an
unsolved question. In medicine and gerontology, several metrics have been devel-
oped to assess mobility of older adults, and the relationship between these metrics
and future outcomes has been established with some success. This chapter delves
into the utilization of video-based methods for gait and frailty recognition, present-
ing a comprehensive overview of techniques, challenges, and advancements in the
field. By analysing patterns in gait, subtle changes indicative of frailty or potential
health deterioration can be detected early, facilitating timely interventions and per-
sonalized care. However, the deployment of video-based gait recognition systems in
AAL environments requires a delicate balance between the efficacy of monitoring
and safeguarding individual privacy. This chapter analyses existing frailty metrics
and their potential use in automated ecological momentary assessment from hetero-
geneous sensors, including video, and with a high emphasis on privacy preservation
when doing so.

Keywords Active assisted living (AAL) - Gait recognition * Frailty recognition -
Privacy preserving methods + Computer vision + Machine learning - Smart
devices + Sensors

6.1 Introduction

The so-called ‘social challenges’ of the Horizon 2020 programmes, and subsequently
of Horizon Europe, arise from the needs, often urgent, of European societies. These
challenges determine the main lines of research to be financed due to their interest.
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Among these, the first place is given to the challenge named ‘Health, demographic
change, and well-being’. This is easily explained by the ageing of societies, and
especially its effect on European ones. The care of older people and their quality of
life will be one of the main concerns in coming years due to its effects on the rest of
society [79].

In response to this social challenge, the research field called Ambient Assisted
Living, or subsequently Active Assisted Living (AAL) emerged, which is the topic
covered in this book. The methods and techniques developed in this field aim to
improve the quality of life of older adults or those with frailty by supporting their daily
lives. Here ‘frailty’ can be defined as a syndrome with multiple causes characterized
by areduction in resistance, strength, and physiological functions, resulting in greater
vulnerability to dependence or death. Similarly, it is an indicator of resistance to
stressors, with frail individuals showing it in lower degrees. It also causes adverse
effects on health and functional decline, although it is reversible through intervention,
leading to the demand for methods to detect it correctly and reliably [1].

People with frailty are limited when performing activities of daily living (ADLSs).
In the field of AAL, multiple methods have therefore been developed for their recog-
nition. This is done with two purposes: on one hand, to recognize activities in order
to provide necessary support at each moment [23]; on the other hand, to recognize
the performance of activities to identify and assess the degree of frailty.

In addition to limitations in activities, people with frailty often show mobility
impairments, thus showing a higher risk of falls and hospitalization [82]. Although
initially, in the AAL field, there was a strong focus on fall detection (due to limitations
in technological possibilities), subsequently, prevention has been emphasized (also
see Chap. 5 in this volume [66]). Therefore, different ways to evaluate frailty through
gait analysis have also been developed. Gait patterns stand out as a relevant tool
in assessing an individual’s mobility and overall health status. By analysing these
patterns, subtle changes indicative of frailty or potential health deterioration can be
detected early, facilitating timely interventions and personalized care. One way to
perform this analysis is through the use of wearable devices that users must wear
during data collection [5, 111, 131], or through “walkways” consisting of pressure-
sensing carpets [28, 82].

Howeyver, this can be inconvenient in some cases, and the use of sensors installed
in the environment that are not uncomfortable or bothersome to the user is preferable.
Additionally, in this way, data collection, and therefore the assessment of gait, frailty,
or the presence of a medical condition, can be continuously performed in the patient’s
preferred environment, without requiring their attention or active interaction with
the system. This achieves an ecological and momentary analysis (data capture being
performed at each moment in time) [51].

Ecological momentary assessment (EMA) can be applied in the context of AAL to
assess the health status, well-being, needs, and users’ preferences of aforementioned
technologies [118]. With EMA, parameters of physical activity (sedentary behaviour)
can be measured [68], technologies that may be most useful for supporting dementia
or frailty can be identified (by having data collected at times of difficulty) [83], and it
can also be used to measure the behavioural and psychological symptoms of frailty
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states using multimodal sensors and provide personalized, tailored interventions [73].
EMA can offer a more precise and detailed insight into the needs and behaviours
of AAL users than traditional self-report or observation methods. EMA can also
facilitate user involvement in the design and evaluation of AAL technologies, which
can improve their acceptance and satisfaction. Finally, EMA can be a useful tool for
improving the quality of life and autonomy of older people or people with disabilities
using AAL.

Cameras can serve this purpose since they do not require user intervention; they
are simply installed in the environment and perform analysis by capturing images. In
laboratory environments, precise measurements can be made using motion capture
(MoCap) systems [60], although the use of reflective markers on the user is necessary
for this. Therefore, since the emergence of depth cameras (RGB-D, such as Kinect
and similar devices), research aimed to replicate the precision of MoCap systems
in less controlled environments (laboratories, but also homes) without the need for
markers [29, 74].

With the advent of complex or deep neural networks (deep learning, DL), it has
become possible to even eliminate the need for capturing depth data. Initially, esti-
mating depth with a single camera is an inherently ambiguous problem. However, it
is possible to extract two-dimensional (2D) data about the coordinates in the image
plane (x, y) of body joints (creating a ‘skeleton’ by connecting them) [19]. Addi-
tionally, more recently, and by exploiting the peculiarities of calibrated cameras or
by resolving ambiguity using heuristics, it is also possible to obtain 3D data. In this
case, the coordinates (x, y, z) are given either in millimetres or in units equivalent to
the distance of pixels in the image [32, 42, 100].

By exploiting the data obtained in this way, it is possible to extract features of
gait [106, 107]. Quantitative methods are employed to measure and analyse move-
ments, forces, and energies involved in walking. These methods use a series of
features, including spatio-temporal data (such as speed, cadence, step length and
width, time and percentage of support of each leg, leg swing, and symmetry index),
kinematic features (angular and linear moments of joints/segments, including flex-
ion, extension, abduction, adduction, rotation, and translation of joints involved in
walking, such as hip, knee, ankle, foot, trunk, and arms), kinetic features (forces and
moments acting on the indicated joints, including flexion/rotation/torsion moment,
as well as power and work of the mentioned joints), and energetic features (oxy-
gen consumption, caloric expenditure, mechanical and metabolic efficiency, etc.,
during walking). Moreover, these gait features, as demonstrated in various studies,
are related to metrics associated with frailty, Parkinson’s Disease, dementia, among
others [14, 75, 110].

Both the use of video-based methodologies, and/or advanced neural models raise
questions about privacy preservation [8]. On the one hand, video-based recognition
of images analyses data that might contain many other non-relevant features that
might compromise the privacy of end users of these types of systems (e.g. books
and newspapers around the house, exposing political views; or credit cards, debt
collection letters, etc. visible in the images) [89, 117]. This is particularly relevant
under the General Data Protection Regulation (GDPR), which specifies that data
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should be collected solely for the specific purpose of the service provided and restricts
the use of collected data for other purposes. On the other hand, neural networks have
been demonstrated to leak data used during training [18, 46, 136], which could
potentially reveal personal and sensitive information of individuals that gave their
consent for training but not for the publication of their image, or that of their relatives,
or their home environment, etc.

Therefore, the deployment of video-based and/or ‘deep neural network’-based
gait recognition systems in AAL environments requires a delicate balance between
the efficacy of monitoring and safeguarding individual privacy. Privacy-awareness
is thus of utmost importance for the development of such systems. Methods for
gait recognition must be designed with robust anonymization and data protection
mechanisms to ensure compliance with privacy regulations and respect for individual
autonomy. Techniques such as video obfuscation for gait analysis, which extracts
gait features while hiding identifying information, exemplify this approach from
a point of view of privacy preservation on input data (see Chap.3 in this volume
[9]). Similarly, the development of privacy-preserving training methodologies and
model architectures (i.e. from the point of view of privacy preservation on model
processing) is deemed necessary.

However, despite significant advancements, challenges persist in the deployment
of video-based methods for gait and frailty recognition in AAL environments. While
these systems often present promising results in controlled laboratory conditions,
their performance may be lower when faced with the complexities of real-life set-
tings. Real-world environments present many unforeseen challenges, including vari-
ations in camera placement, lighting conditions, and the presence of occlusions.
Moreover, the concept of ‘ecological’ monitoring, which emphasizes the need for
recognition systems that adapt to the dynamic and diverse nature of everyday living
spaces, further complicates the task of accurate recognition due to the high variabil-
ity among different living spaces. Variations in camera perspectives across different
installations introduce additional complexities in feature extraction and model gen-
eralization, while diverse gait patterns and poses among individuals make analysis
more difficult. Addressing these limitations requires ongoing research into robust
feature extraction techniques (such as 3D motion encoders, either with joint coor-
dinate information [76], or full body mesh regression [116]), adaptable algorithms
capable of handling diverse viewpoints, and personalized models that account for
individual variation. Therefore, in the next few years, research in these topics will
be necessary in order to have video-based recognition systems that achieve higher
levels of accuracy and reliability, which will open the way for effective ecological
monitoring in real-world AAL scenarios.

In conclusion, effectively monitoring end users’ health and mobility status while
preserving their privacy remains an unsolved question. The next step is to achieve an
ecological momentary analysis of these characteristics using computer vision without
depth data from specialized sensors, to estimate the degree of frailty as well as the
progression of certain diseases that involve specific gait deterioration. However, in the
literature reviewed, existing methods have several limitations: on one hand, reviewed
ecological studies are of short temporal scope and mainly use wearable sensors; on the
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other hand, those utilizing computer vision have restrictions such as requiring depth
data or being punctual and non-ecological; finally, methods based on deep learning
neural networks have been employed in many fields, for instance, for the detection
and prevention of falls, even reaching commercial products in some cases (such as
CogVis! or AltumView?). Yet, a detailed analysis of gait deterioration and overall
frailty assessment has not been performed in realistic environments, nor applied
in ecological or longitudinal studies. Furthermore, there is a need for systems that
can automatically assess frailty, while upholding stringent privacy standards, since
this will increase user acceptance. Additionally, these systems will prove useful for
healthcare providers, caregivers, and family members better understand care needs
and autonomy levels of older adults in their care.

This chapter, therefore, addresses existing metrics for frailty assessment and their
potential for automation by means of heterogeneous sensory data, with an emphasis
in video analytics, and a strong regard to privacy preservation. The remainder of this
review chapter is structured as follows: first, a selection of existing metrics for frailty
estimation will be presented, along with their potential for automation by means of
sensory data collection and processing from diverse sources, including video. Then,
a literature review of most recent gait analysis techniques will follow, as required by
many scales. A section dedicated to privacy-awareness and preservation techniques
is also included. Finally, a discussion regarding potential and future lines of work
will be presented, and conclusions drawn.

6.2 Potential for Automation of Frailty Assessment Scales

To advance towards the goal of fully-automated EMA frailty assessment, it is neces-
sary to first be able to find out the most suitable frailty scales, and be able to determine
in which ways each of the items, metrics, and scores used can be automated by means
of wearable or environment-deployed sensors and processing. Most of the scales, as
will be seen, rely on certain physical motion patterns that have the potential to be
analysed by computers in a fully automated way. Furthermore, many of the scales
entail some gait analysis, to determine gait features such as speed, balance, etc. Any
proposed EMA system will therefore need a reliance on the most up-to-date methods
for gait analysis. Additionally, if using video, privacy preservation by means of data
obfuscation against unauthorised human observers and/or remote processing deep
neural models, will be required.

I See https://cogvis.ai/, Accessed 19 September 2024
2 See https://www.altumview.ca/, Accessed 19 September 2024.
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6.2.1 Review of Frailty Scales

One of the initial works on frailty assessment is that of Tinetti [129]. The idea that
many people experience a decline in mobility as they age, and that this is associated
with predisposition to falls, created the urge to assess physical, social, and psycho-
logical functions as they impact on this progressive incapacity. Impairments on the
locomotor, sensory and cognitive functions (all related to mobility) are potentially
preventable, and their protection should be emphasized. Therefore, establishing the
optimal content (i.e. items) to be assessed was a high research priority. Tinetti empha-
sizes how a disease-oriented or a solely gait-analytic approach is too limited in scope.
In the traditional approaches, falls are a sign of underlying disease; however, falling
is a clinical entity in its own right, due to the accumulated effect of multiple chronic
disabilities (geriatric problems are often multifactorial), and is preventable if the
causing factors are recognized. This assessment is not about diagnosing a disease,
but rather about managing the symptoms and disabilities, for which something can be
done. Tinetti presents their “Performance-oriented mobility assessment” (or POMA),
and identifies three areas of concern: the assessment of balance, gait, as well as other
factors (mental, psychologic, sensory, neurologic, musculoskeletal, etc.) contributing
to mobility problems. Finally, for each of the identified limitations, Tinetti proposes
rehabilitative and/or preventative measures that could potentially benefit the older
adult.

Since then, two different approaches to frailty measurement have been taken: the
phenotype approach by Fried et al. [33], and the frailty index (FI) or accumulation
of deficits approach by Mitnitski et al. [81]. Therefore, frailty scales differ in nature
and in the number of deficits (or items) accounted for, given the two contrasting
conceptual models [124]: on the one hand, the phenotype approach sees frailty as a
syndrome, with a small number of highly-specified deficits present being indicative
of its presence; on the other, the frailty index approach sees it as an accumulation
of deficits that are inter-related, therefore it accounts for a much larger number of
non-specified age-associated health deficits.

Scales based on the frailty index approach usually have more than 30 items. A
standard procedure for creating these indices from existing databases on ageing is
described by Searle et al. [112], in which they describe a 40-item FI based on the
Yale Precipitating Events Project cohort. Similarly, Theou et al. [125] create a 70-
item FI based on data from the Survey of Health, Ageing and Retirement in Europe
(SHARE) project database. A 44-item version based on the Comprehensive Geriatric
Assessment (CGA) also exists [123].

Since the emergence of these two approaches (phenotype and FI), several other
metrics have been published. Bouillon et al. [ 17] identify 27 scales in total, most being
derived from previously existing instruments to assess functional status. Furthermore,
most recent scales identified are based on either Fried’s or the FI, which can be
explained due to the difference in their conceptual understanding of what constitutes
frailty. Furthermore, in their review of 150 papers evaluating frailty instruments
they identify that 69% of studies used the Fried phenotype (FP), against 12% that
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used the FI and derived scales. Fried’s is, therefore, the most extensively-tested
tool. Nonetheless, in some cases the FP approach yields results of up to 50% less
prevalence of frailty (compared to a 70-item FI) [125].

However, instead of all 27 scales in [17], Table6.1 presents the frailty scales
identified (most repeated) in the literature that is presented in this section. Along
with each scale, an acronym is presented (that will be used from now onwards); as
well as the year of publication; the total number of items present (e.g. questions, or
metrics); the number of self-reported items in the scale (i.e. that can be answered
by the older adult themselves); and a percentage of items that can be automated
for the scale. This is measured according to the existence of hardware (sensors,
actuators, smart devices such as smart scales, ‘walkways’ for gait analysis, etc.), or
software (computer vision algorithms, gamified apps for vision, audition, cognitive,
etc. assessment) that can be installed at-home, and with data being retrieved from
the user in a fully- or semi-automated way.

Other studies have also tried to establish comparisons between several scales,
either for disability, hospitalization, future health service usage or overall mortal-
ity [4, 61, 69, 123, 124]. For instance, Theou et al. [123] compare eight scales for
frailty (GFI, TFI, 70-item FI, FI-CGA, CFS, FP, EFS, FRAIL) and arrive at the con-
clusion that the highest area under the curve (AUC) for FI and EFS is 0.77 and 0.76
for 2-year, and 0.75 for both scales, for 5-year overall mortality.

Similarly, Malmstrom et al. [69] perform a scale comparison, but in this case to
measure future disability, understood as having difficulties for ADL performance at
3- and 9-year follow-ups; as well as mortality. They compared the FRAIL scale, and
a 25-item FI derived from their data. They also included the Study of Osteoporotic
Fractures (SOF) and the Cardiovascular Health Study (CHS, related to the FP) scales.
The FI and FRAIL scales exhibited the strongest predictive validity for new disability
and mortality. For instance, the AUC for new ADL difficulties after 3 years was 0.75
for FI, and 0.71 for FRAIL. Yet, the authors realised CHS and FI are not practical in
busy clinics, given the length of tests that need to be performed (FI usually having
more than 40 items).

A later work by Theou et al. [124] compare seven scales (EFS, FRAIL, GFI, FP,
TFI, 70-item FI, 44-item FI-CGA). The 5-year mortality increased with the frailty
scores. However, their conclusions show two limitations of current scales: scores
are upper-bound below the theoretical limits, i.e. it is very hard to score the top
theoretical values for the scales; additionally, women often have higher values than
men, but their survival is better.

Aprahamian et al. [4] compare the FRAIL and CHS (FP) scales, given that their
complaint is that both CHS and FI scales are impractical in clinical or large epidemi-
ological settings: the first requires objective measures and staff training, whereas the
other is based off a large database with deficits, symptoms, etc. (usually > 30). They
use an adapted version of FRAIL (FRAIL-BR). Their comparison shows that FRAIL
generates a higher prevalence of frailty, and that the level of agreement between scales
was moderate. They attribute this to the fact that FRAIL does not take an exact time
of reference for answers.
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With regard to fall prediction in older adults, Lauretani et al. [61] compare POMA
and SPPB to determine whether these are tools valid for prediction of falls. Their
area under the curve (AUC) for both is under 0.70, which, although statistically
significant, is of modest capacity. The SPPB was not originally designed for fall risk
evaluation, but it does not underperform when compared to specific tools such as
POMA, which leads the authors to conclude that both could be used for fall risk
assessment.

Another approach to scale comparison, has to do with the complaints some scales
receive, and that have been mentioned: the lack of time for testing in a busy setting.
Therefore, Oviedo-Briones et al. [90] in their ‘Frail Tools’ project compare eight
different scales (FP, SHARE-FI, FTS-3, FTS-5, FRAIL, a 35-item FI, GFST, CFS),
and evaluate their feasibility (patients with fully-completed tests), and administration
time, as well as inter-scale agreement in different settings (geriatric wards, outpatient
clinics, primary care, and nursing homes). Regarding feasibility, their results show
that FRAIL (Fatigue, Resistance, Ambulation, Illness, and Loss of weight scale), CFS
(Clinical Frailty Scale), and GFST (Gérontopdle Frailty Screening Tool) could all
be recommended for rapid screening on different settings. However, their results on
scale concordance shows that agreement never reached values above 0.65 (Cohen’s
kappa). Their findings suggest that most tools evaluated actually assess different
frailty constructs. This raises the need, according to the authors, for a combina-
tion of different scales in each setting. Also, for more cumbersome frailty metrics,
automation might assist in having patient scores in a streamlined fashion.

To end this section, some conclusions are now introduced regarding the frailty
metrics analysed so far. As seen in Table 6.1, several scales exist for frailty assess-
ment. They vary in nature due to the two different approaches to frailty i.e. either as
a syndrome or as an accumulation of deficits. Some frailty indices are very exten-
sive and are not practical in busy clinical settings. Therefore, more recent scales
rely on self-reported values by design, so that older adults, their families, caregivers,
or other people offering support can help them complete the questionnaires. Other
scales, however, depend more on physical magnitudes that can be measured, and that
therefore allow more room for automation.

Some authors claim that better scales are needed, since most have AUC values that
are just under or around 0.70 [61]. This of course varies from one cohort to another,
in some cases leading to the adaptation of scales to ethnic or cultural differences. For
instance, Japanese older adults score very high in the standard SPPB, and researchers
have had to adapt it to the Japanese reality [34]. Other authors have also identified that,
because of the different nature of the scales, having several non-overlapping tools for
assessment might improve predictions, i.e. not one scale is enough, a combination
is needed [90] but applying several, takes too much time in clinical settings. Some
scales are ‘short’ or have a ‘short form’ [36] precisely because of time constraints
in these settings. This supports the case for at-home, frequent measurements, and
automated or semi-automated data collection with limited intervention by the end
user (i.e. resident or patient).
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6.2.2 Automation of Ildentified Frailty Scale Domains

To reach EMA frailty prediction, scale scores for each of their constituent items
should be automated. Some scales, as has been seen, can be fully automated with
existing well-established means. The technologies required to capture items related
to each of the domains identified in Table6.2 will now be presented. Please note
that, scales which are self-reported in nature, or items that are more subjective from
otherwise objective scales, need not necessarily be excluded. It is possible to retrieve
the response for each item, as long as a proxy metric can automatically be extracted.
An equivalence between the actual measurement required by the scale, and the proxy
metric taken might need further validation by experts in the field. Discussions for
data from each domain follow.

Mobility: In-house gait and balance can be retrieved by means of wristband and
accelerometer data of wearable devices, computer vision, and/or smart mats and
walkways that retrieve gait data. For out-of-the-house mobility, if GPS coordinates
of the home dweller are retrieved, it is possible to know if they went out of the house
for a walk, if they went grocery shopping (time spent at the location of a known
supermarket), and if they are capable of getting there by public transport (in case it
is needed). The time it took the person to reach those places can also be retrieved
(walking speeds, etc.), and compared to historical data about their movements.

Nutrition: Most data regarding nutrition in the scales related to body mass index
(BMI) and unexpected weight loss. A smart weighing scales with body composition
calculation can be installed and data retrieved, including bone density, muscle mass,
among other valuable data. For waist circumference, automated camera estimations
using computer vision algorithms is possible.

Energy, Mood, and Self-reported Health: In other cases, self-reported values
are about the older person’s feelings. This is especially true for feelings of exhaustion
(lack of energy), loneliness, sadness or depression, and generally mental state. In this
case, proxy metrics might rely on the lack of activities that the person used to do,
but doesn’t anymore, and that are not related to physical limitations. There might be
other ways to obtain this from facial expressions or other indirect cues for mental
health state (sleeplessness, or getting up late from bed in the mornings). Loneliness
is a tricky question, given that it is not the same to be alone as to feel lonely (one
can be surrounded by people, or have daily interactions, but feel alone). This does
not subtract to these scales’ validity, but rather their fitness for automation in these
particular set of items. Several smart devices such as voice assistants or similar could
possibly collect the responses from users, and also be valuable. However, this would
not allow non-interactive collection of objective physical assessment.

Cognition, Vision, and Hearing: The first of these domains is usually assessed
in frailty scales by items such as knowing today’s date, drawing certain figures (e.g.
a clock), among others. These evaluations can be automated via cognitive games
on a tablet, or as challenges by a voice assistant in the house. Similarly, vision and
hearing impairments can be estimated from games and challenges.
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ADL Performance: This domain can be estimated directly by performing Human
Activity Recognition (HAR) using computer vision or accelerometer data from wear-
able devices, as well as by proxy using sensors and actuators installed in the home
environment (e.g. fridge usage, times when cooking appliances are used, doors
open/shut, etc.).

Strength and Physical Activity: Strength is usually calculated using dynamome-
ters, these could be ‘smartified” and deployed in older adults’ dwellings for their
frequent use. Similarly, smart pressure balls or similar devices could be used. Phys-
ical activity can be reported from wristband data, and other accelerometers (e.g. on
smartphones).

Incontinence: Several devices for automated (usually bladder) incontinence
detection are available [121, 122, 133]. This item could also be self-reported or
reported by formal or informal caregivers.

Medication: The first of these domains can either refer to scale items related to
memory and ADL performance (i.e. remembering to take medicine), or as whether
the end user has been prescribed a certain number of drugs (e.g. more than 5). The
former can be detected by means of HAR (either with computer vision solutions, or
with home sensor data); the latter, however, depends on either direct responses or
electronic records of medicine prescription.

Sleep: Quality can currently be monitored and reported with several tools: pressure
mats under the bed, smart sleep monitors, including vision-based, as well as wristband
data.

Hospitalization, Co-morbidities and Symptoms: Can either all be collected
from direct user responses (see “Energy, Mood, and Self-reported health” above), or
be automatically extracted from patients’ electronic records.

Social Support: Items in this domain can be automatically extracted by using the
presence of frequent visitors in the end user’s dwelling (e.g. via cameras, presence
of devices from Bluetooth signals or Wi-Fi, etc.), as well as from interaction (time,
frequency) with phone apps such as audio and video calls with family members of
other people in the support net of the dweller. Geopositioning signals indicative of
visits to others can also be used.

Falls: Last, but not least, fall prevention and detection exist in the literature and
as commercial products in the market: from accelerometer-based approaches (e.g.
smart watches), to camera-enabled solutions. These systems could collect this data
and report it as part of the automated scoring.

6.3 Gait Analysis

The assessment of frailty, as explored through the various scales analysed, includes
a component of mobility evaluation in almost every case. Among the diverse dimen-
sions of mobility, gait and balance emerge as the most common components in
these assessments, serving as vital indicators of an individual’s functional status and
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overall frailty. This emphasis is not surprising, given that gait and balance impair-
ments are often early manifestations of frailty, reflecting underlying vulnerabilities in
musculoskeletal, neurological, and/or cardiovascular systems. As we transition into a
detailed analysis of gait, this section will delve into the methodologies, technologies,
and clinical implications of gait analysis, providing a comprehensive understanding
of its significance in the context of frailty and its potential for enhancing automated
assessments by means of ecological momentary assessment, using AAL technolo-
gies. By finding connections between gait characteristics and frailty, this section
aims to further illustrate how precise gait analysis can inform and improve frailty
assessment and intervention strategies.

Most research in this area was initially related to gait analysis for sports science, or
for foot problems (podiatry), in laboratory conditions. Early studies mostly employed
electronic walkways, accelerometers and gyroscopes installed on the leg(s) of the
participants (also inertial magnetic units, or IMUs), or motion capture (MoCap)
systems in ideal settings. This is far from the at-home, informal, continuous capture
of gait that this review is focused on, but demonstrates early attempts at this type of
system. MoCap installations require the use of reflective points on the body surface
to detect the limbs and joints, and deviations in placement can lead to suboptimal
results. One example of this is the work by Pogorelc et al. [94], in which they include
five classes of gait, including Parkinsonian gait.

As can be observed, these are very apparent abnormal gaits, and in this, and
several other studies, the gait abnormalities (or a subset of them) are feigned by
healthy young adults [53, 88, 91, 94], as part of a validation step of gait detection
systems. It is only in recent times that developed methodologies have been able to
detect more subtle changes for early diagnosis and frailty estimation, necessitating
cohorts of real, older-adult participants.

6.3.1 Use of Gait in Medical Studies

From a medical perspective, gait analysis has been used not just for frailty assess-
ment, but for many other health conditions causing changes in gait. Table 6.3 sum-
marises some of the ailments that have been identified in the medical literature,
specifically, that use gait analysis for identification of certain patterns characteristic
to said ailments. Some works in the table stand out particularly, such as that of Vava-
sour et al. [131] which analyses how wearable sensors have been used to determine
frailty. Also, that of Varma et al. [130] since it is focused on continuous gait analysis
for Alzheimer’s Disease at-home evolution monitoring. In the case of Parkinson’s,
Mirelman et al. [80] shows there is a point to be made about in-home gait analysis
during usual ADL performance since gait changes might be nuanced, and might differ
from those captured in laboratory conditions. Finally, Lunardini et al. [67] make the
case for the importance of differentiating usual gait (i.e. ‘single-task’) from ‘dual-
task’ gait in ecological monitoring, since gait might seem artificially impaired by
natural human behaviours such as smartphone usage.
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Table 6.3 Ailments diagnosed via gait analysis in medical studies. MS: Multiple sclerosis. COPD:
Chronic obstructive pulmonary disease. PFF: Periprosthetic femoral fracture. CHF: Congestive
heart failure

Conditions or features assessed Literature

Frailty and age-related — Overall frailty [63, 82, 131]

— Gait, balance, physical activity [67, 111, 120]
— Fall risk assessment [12, 51]

Alzheimer’s disease (AD) — AD [40, 72, 130, 134]

Parkinson’s disease (PD) —PD itself [7, 20, 24, 49, 80]

— PD w.r.t. REM sleep [25]

— PD compared to CHF, MS, COPD, PFF [104]
Other — Autism [39]

— Anxiety/depression [78]

— Hydrocephalus [135]

— Diabetes [114]

When examining gait analysis from a computer science perspective, the literature
identifies two main approaches: methods based on computer vision and video anal-
ysis; and those methods solely based on inertial magnetic units (IMUs) including
accelerometers, gyroscopes, and magnetometers; with or without force sensing resis-
tors (FSRs) as additional in-sole sensors for footfall measurement. This review will
focus on the former now, since it is the main focus of this work, and then summarize
key findings of non-vision IMU-based methods later, at the end of this section.

6.3.2 Gait Analysis from Video

One of the earliest works from the computer vision perspective is that of Bauckhage
et al. [10, 11], in it the authors are able to distinguish normal and abnormal gait
patterns (wavering, faltering, and falling) from silhouette based extracted information
without specific limb detection or segmentation. This is the first work analysed that
indicates the need for gait analysis not aimed at person recognition, a different field
of research (gait for “biometric identification”, as per the definitions set forth in
the European Al Act), but to deduce physical condition. Most previous bodies of
research focused on gait as a means for person identification, whereas from this point
onward, the literature includes works focused on gait analysis for walking feature
extraction for normal versus abnormal gait classification and/or medical condition
detection. Similarly, Nieto-Hidalgo et al. [88] have the aim of early frailty assessment
through gait. They use RGB-only information to detect abnormal gait in healthy
adults feigning gait impairments. However, the camera setting is such that gait is
observed laterally, in ideal lab conditions, for the method to perform as expected.
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With the emergence of depth-enabled devices, i.e. RGB-D cameras, or cameras
able to capture image as well as depth information from deviations in the bounce-back
of infrared patterns emitted by the device (e.g. the Microsoft Kinect v1/v2, ASUS
Xtion, etc.), several methods aimed at replicating results from MoCap systems lab
conditions in more informal settings [41, 87]. These devices included software pack-
ages (MS Kinect SDK, OpenNI with NITE) that allowed the extraction of 3D joint
information from subjects in the image, and thus being able to provide a ‘skeleton’
of the lower limbs, that could be used for, among others, gait analysis. In some occa-
sions, RGB-D cameras can be mounted on walking machines for gait assessment, as
done by André et al. [3], however, this limits exploration of gait parameters naturally
at home, and requires extra equipment which might limit widespread adoption.

Earlier ‘deep learning’-based techniques were unable to provide 3D joint infor-
mation, due to the ambiguous nature of this problem (i.e. 3D information from
monocular 2D images), but could provide 2D information in pixel coordinates of
body joints [19]. With these types of methods, although limited, it has been possible
to extract meaningful diagnostic information. For instance, Sabo et al. [106, 107], Ng
et al. [86], and Mehdizadeh et al. [74] can find correlations of certain gait features
extracted in this way with POMA gait and balance scores, with fall risk, as well
as Parkinsonian severity. Although data is taken in a dementia ward, their method
is marker-less and completely unobtrusive, paving the way for in-home, continued
detection of gait abnormalities. Another way to extract 3D joint information from
2D joint location regressors is by using sets of calibrated cameras [57].

With the latest deep neural networks it has been possible to avoid the use of
RGB-D devices providing 3D information, or even calibrated cameras, and there-
fore remove the 2D restriction from RGB-only methods. As said, extracting 3D
information from monocular video is an ambiguous problem. However, the latest
methods for full human body regression utilize heuristics and automated intrinsic
camera calibration [99, 105]. By fitting a 3D human representation on top of the
image, it is possible to extract 3D positions relative to the body centre, and there-
fore, derive metrics of gait such as step length, regardless of the camera’s angle of
incidence to the scene. This is exactly the approach taken by Lu et al. [65], which is
the first paper in this review to actually regress Parkinson’s Disease scores (MDS-
UPDRS, which ranges from 0 to 3, and stands for MDS-Unified Parkinson’s Disease
Rating Scale) from gait data extracted in this way.

In other occasions, deep learning techniques are advantageous because recurrent
models are able to take time-series information, and infer knowledge from the whole
temporal sequence. Otherwise, approaches similar to motion energy or history images
(MEI and MHI, respectively, [ 16]), that can ‘compact’ the time axis are required [64].
For instance, Jun et al. [53] extract body joint information from Kinect skeleton data
using recurrent neural networks (RNNSs), and then produce meaningful features by
using autoencoders (AEs), which are finally fed to their discriminative models. With
this method, they are able to classify nine gait classes (normal, and four impairments
per body side, caused by adding weights or thick soles). They also perform a 5-class
classification using multiple views [55]. In all cases, they use young healthy adults
that have been trained to simulate the conditions [54]. Similarly, Pachon-Suescun et
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al. [91] use long short term memory (LSTM) recurrent networks for the classification
of Parkinsonian, hemiplegic, and spastic diplegic gaits, imitated by healthy subjects
who had been trained.

As mentioned above, Kaur et al. [S7] use sets of calibrated cameras to extract real-
world 3D joint positions from 2D joint location regressors. In their work they utilize
real patients with multiple sclerosis and Parkinson’s, along with a control group of
older adults without impairments. They test their approach with a very comprehensive
set of machine and deep learning (ML/DL) techniques, including recurrent neural
networks. Finally they also perform an analysis of feature importance.

However, skeleton data is a type of graph data, and many methods do not employ
graph representations for them, but rather vectors, matrices or tensors of joint coor-
dinates. Yet, joint adjacency encodes valuable information. With this idea, Tian et
al. [126] employ graph convolutional networks (GCNs) with an ‘attention enhanced
gait-structure’ (AGS-GCN). They saturate one of the test datasets [87] (100% accu-
racy), thus showing that more challenging data is required, since existing datasets
are too limited in number of participants and/or gait abnormality classes used (i.e.
their complexity). Their work does not focus on data capture, but rather relies on
skeleton data extracted by other means. As a reminder, the datasets used compare
normal versus abnormal gait by introducing destabilising elements in one of the legs,
e.g. thick soles or weights. To solve this issue, and be able to assess more complex
scenarios, Sabo et al. [106] propose using spatio-temporal CGNs (ST-CGN) for the
regression of Parkinsonian gait from 2D and 3D joint data of walking bouts in a
dementia unit and independent living facilities.

6.3.3 Gait Analysis from Other Sensors

As explained above, gait can be analysed from several sensor types. In most medical
studies reviewed in the literature, specifically those run in laboratory settings, IMU-
based or ‘electronic walkway’ solutions seem to be preferred, due to their accuracy,
as compared to purely video-based solutions, which, up until recently, could not
compete in this regard. Furthermore, most medical studies prefer branded solutions,
since these offer reliability, and have been tested and in some cases validated as
medical devices. In contrast, engineer teams are more likely to use open source and
bespoke sensor solutions, engineered to their specific needs.

Table 6.4 serves as a summary of the types of sensors identified in the literature. As
can be seen, most reviewed works use a combination of FSRs and IMUs, with fewer
using only either one. In most cases, FSRs are usually installed as in-soles in the shoes
of participants [31, 48, 77]. The review by Eskofier et al. [31] covers ‘smart shoes’ i.e.
instrumented footwear that is connected and from which several data modalities can
be extracted. Further, the study by Manna et al. [70] shows the importance of correctly
finding the optimal locations for IMU and FSR sensors. Sharma et al. [115] present
a large non-laboratory gait dataset (using IMU sensors) with full body kinematics.
Some of the activities are also recorded using egocentric vision. It contains several



6 Privacy-Aware Video-Based Methods for Gait and Frailty ... 171

Table 6.4 Identified literature regarding gait analysis from non-video-based sensors

Type of sensor Literature

Inertial magnetic units (IMU) [50, 58, 115]

Force sensing resistors (FSR) only [37]

Combined FSR + IMU [30, 31, 48, 70, 71, 77, 108]
Environmental 1-axis accelerometers [45]

Electromyogram (EMG) [43]

classes of gait, with and without stops, stair ambulation, obstacle avoidance, agility,
etc. However, the participants were young college students, which may limit the
generalizability of the findings to an older or frailer population.

Another set of works focuses on the calculation of vertical ground reaction forces
(VGRF) which can be derived from worn or environmental sensors. For instance, on
the one hand, in the work of Ghoreshi Beyrami et al. [37] the VGRF is derived from
worn FSR sensor outputs. VGFR establishes the force of footfalls during each instant
of the gait cycle, and can serve to establish differences between Amyotrophic lateral
sclerosis (ALS), Parkinson’s (PD), and Huntington’s (HD) gaits from real patients.
On the other hand, Hahm et al. [45] use single-axis accelerometers deployed in
the environment for unobtrusive multi-occupant gait analysis. In their study several
of these sensors are deployed in a room. The vibrations caused by footfalls are
detected in this way (VGREF is estimated), and can be localised given the distance
to each sensor, which detects the event with different signal strength. Therefore,
multiple occupants can be walking at the same time and be detected correctly. Finally,
electromyogram (EMG) sensors can also be employed for the early detection of gait
abnormalities caused by age, as shown by Guo et al. [43], which compare their method
to kinematic data captured from a MoCap system, and achieve similar results.

A review comparing several modalities of sensors used for gait is done by Liu
et al. [62]. In their work they compare smartphones equipped with GPS, wearable
sensors (IMU, EMG), and sensing fabrics (which can provide data on pressure,
bio-impedance, conductivity, temperature, elongation, etc.).

6.4 Ecological Monitoring

In the original work of Stone and Shiffman [119], they present ecological momentary
assessment (EMA) as a means to naturally record phenomena occurring in people’s
natural environments. These events can be varied, e.g. when people take medicines,
when they exercise or remain seated (sedentary behaviours), etc. Historically, it has
been difficult to capture these events in real-world settings. Instead of that, researchers
have had to either record participants in laboratory settings, or use retrospective
self-reported data. These two approaches have limitations: laboratory conditions
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might create biased data, or not faithfully represent real-world behaviours; asking
subjects to reflect back upon past experiences is subject to a number of biases, arising
from several cognitive processes that negatively affect recall. This is why EMA uses
monitoring techniques, along with sampling strategies, to evaluate the events as they
occur in a natural environment of the dweller. This maximises ecological validity
and avoids problems associated with retrospective event recall.

According to Morris et al. [83], EMA has become widely used by researchers,
particularly when studying health-related behaviours. Until recently, EMA was pre-
dominantly employed for research purposes only. However, in recent years it has
been adopted for real-time data collection and observation of patients’ behaviours,
moods, social context, etc. Their work discusses how EMA can potentially be used
for the delivery of health interventions.

In the remainder of this section, ‘researchers’ and ‘participants’ will be employed
in an EMA-context, but since EMA could be deployed in non-research settings, the
words ‘caregiver’ and ‘dweller’ or ‘end user’ could be used instead, conveying the
idea of a system in which a healthcare professional, or a formal or informal caregiver
can have access to the data collected from the end user of a system for overall health
assessment, or specific gait, balance, fall risk, cognitive function assessments, among
others. As an example, Job et al. [51] explore the idea of ecological gait assessment
to boost the diagnostic accuracy of fall risk.

However, because of its nature, EMA is dependent on careful timing of assess-
ments, given that certain behavioural patterns (e.g. alcohol drinking), happen at cer-
tain times of day. The sampling times are chosen by the researchers or practitioners,
not by the subjects, as these may select times that are unrepresentative. This is why
an investigator-controlled cue (an alarm, a beep, or otherwise) is used to signal when
the evaluation is to be provided. Participants would then complete their assessment
with pen and paper. Yet, since the appearance of EMA, Maher et al. [68], among
others, have attempted to convey their ‘cue’ to the participant by means of other later
technological advancements, such as smartphones, which also serve to complete the
assessments. In this way, they have been able to collect information on physical
activity and sedentary behaviour. However, for fully natural interaction, voice assis-
tants and other environmentally-deployed sensors, actuators and IoT devices could
be helpful, as the interaction with them can be perceived as more natural by older
adults (e.g. not having to take out the phone for data collection).

With regards to voice assistants, Bérubé and Fleish [13] recognize these have
so far been utilized for smart home control or a virtual personal assistant, but their
applications in healthcare have not fully been explored. They explore a series of
previous works related to mental health assessment, including feelings of isolation
in older adults. Also in this field, Chen et al. [21] explore the adaptations needed
to the questions in EMA assessments to be correctly deployed in these types of
devices. Finally, Han et al. [47] show how EMA data can also be used to empower
participants, as they can retrieve past EMA data provided to the system for their own
perusal, which improves engagement in the programme.

Environmentally-deployed sensors (IoT and ‘smart home’ sensors) can also be
utilized as sources of data for EMA assessments. For instance, Nelson and Allen [85]
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explore the uses of this types of sensors for psychological assessments, such as cogni-
tive assessment, sleep, interpersonal theories, emotions, suicidality, etc. For instance,
McDevitt-Murphy et al. [73] propose the use of EMA and ecological momentary
intervention (EMI) as part of psychological therapy continuation outside the ses-
sions. Smart home sensors can also be used to extract context, and therefore aim at
‘cueing’ participants at the right times, i.e. when they are between two activities.
This increases engagement in EMA, as explored by Aminikhanghahi et al. [2]. The
detection of activities, and particularly ADLs, is of use to determine the routine
behaviours of older adults, so that later, deviations could potentially be detected,
as done by Timon et al. [128]. Finally, Schmitter-Edgecombe et al. [109] propose
the use of smart home sensors for the prediction of cognitive functioning, lifestyle
behaviours, as well as contextual factors impacting health outcomes. In their study
they observe that sensor usage (i.e. more ADLs detected) as well as more time out
of the house correlated to better mental sharpness, social, physical, and cognitive
scores.

The difference between the former (voice assistants, digitised questionnaires on
tables), and the latter (environment-deployed sensors, or wearable technology) lies
in that the former are still self-reported responses, whereas as discussed earlier, in
the section regarding frailty assessment scales, the latter collect real objective user
behaviours. This is important in behaviour analytic research, as prompted by Stinson
et al. [118], who highlighted the importance of non-subjective data collection. Even
further, methodologies using cameras can be completely unobtrusive as opposed to
devices worn on the body [74, 86, 106, 107]. However, as reviewed, these techniques
use either 3D data generated from depth images (thus requiring this type of equip-
ment), or 2D data from earlier DL-based neural networks using RGB information
only.

With regard to ecological monitoring with wearable non-video solutions, some
methodologies have been already mentioned before in the previous section. It could
be argued that wearable technologies are ‘ecological’ in nature, i.e. that they can
be used always in this fashion. A focus is brought here only to those solutions that
demonstrate this outside the laboratory. For instance, Duong et al. [30] present an
IMU+FSR in-sole that is connected to the smartphone of the wearer and therefore
captures gait continuously, which according to the authors, and as stated, can aid in
the early diagnosis of neurological and musculoskeletal conditions. They can extract
stride time, length, and velocity in real-life scenarios. Similarly, Salis et al. [108]
propose a system combining a smart in-sole with IMU sensors for at-home non-
laboratory solutions for continuous (i.e. ecological) monitoring, tested on healthy
adults. In a later study, they include DL-based methodologies and real cohorts of
patients with different ailments [104].

Table 6.5 summarises the outcomes for this section. It shows relevant methods
for each sensor modality that perform EMA in real-world conditions, or that could
potentially be used in an at-home EMA protocol without much modification, or that
show how EMA could be beneficial for a specific field. Video-based works are mostly
from the same research group, and present video-based EMA attempts in hospital
settings that could easily be transferred to older adult living environments, since they
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Table 6.5 Identified literature of works using ecological momentary assessment split by sensor
modality used

Sensor modality Performs EMA Potentially EMA
Video-based - [74, 86, 106, 107]
Wearable [30, 104, 108] [27, 51]

Smart home sensors [2, 109, 128] [73, 85]

use completely unobtrusive methods, with the exception of RFID tags worn by users
in order to start the recordings (and identify them) for their dataset collection.

6.5 Privacy-Awareness

If EMA-based frailty recognition systems are to be accepted by end users and the
public in general, concerns about privacy need to be addressed, as stated by Morris et
al. [83]. However, beyond gait analysis for health purposes, gait recognition is a whole
research field that aims to identify users by their distinctive traits when walking [84,
95, 113]. This means, gait can be considered a biometric signal (i.e. “biometric data”
as set forth in Article 3 (34) of the European Al Act), since it can be used to identify
particular individuals, usually in combination with other biometric body and/or face
features. This makes its protection a particularly challenging topic. Several reviews
on the field of gait recognition exist: Nambiar et al. [84] present a general survey
on personal re-identification using gait traits, whereas Rani and Kumar [95] present
a comprehensive systematic review. Finally, more recently, Sepas-Moghaddam and
Etemad [113] present a survey on the topic with regard to the use and evolution
of ‘deep learning’-based methodologies in this area. The reader is referred to these
surveys for a deeper understanding of gait recognition as a biometric/identifying
feature. The reader is also referred to the definitions of “biometric data”, “biometric
identification”, and “biometric verification” as set forth in the European Al Act,
Article 3 (34)—(36).}

Some authors, such as Bisogni et al. [15] consider that gait is somehow already less
invasive than other means of identification, since it doesn’t use more sensitive data
such as facial cues. Similarly, for some authors, skeleton-based methodologies offer a
promising approach to maintaining privacy in gait analysis, as they allow the original
images or video footage to be discarded after extracting skeletal joint data. Because
this approach focuses on capturing the positions and movements of key joints, it
reduces the need to store identifiable visual information. Despite this, it is important
to recognize that joint data itself is still a form of gait data, containing unique patterns
that can potentially identify individuals. Furthermore, Kolokas et al. [59] were able

3 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/uri=0J:L_202401689,  Accessed 19
September 2024.
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to match gait data from wearables to videos of the same person, thus revealing that
a high correlation exists between visual and wearable data, making it possible to
still associate gait data to particular individuals. Therefore, while skeleton-based
methods enhance privacy by minimizing the retention of raw visual data, they still
require careful handling and protection of the extracted joint information to ensure
the privacy and security of individuals’ biometric data.

Wearable IMU-based data is often cited as less invasive than cameras deployed in
the environment for skeleton extraction. However, Rasnayaka and Sim [96] explore
how gait data can be very invasive, even from wearable IMU-based devices. They
also explore how sensor placement affects recognition of gait against other privacy-
revealing data. IMU-based and other wearable data, commonly used for health mon-
itoring, can also reveal a range of demographic and personal characteristics such
as age, gender, and lifestyle habits. By analysing patterns in physical activity, heart
rate variability, and sleep cycles, wearable devices can infer the age group of the
user, as younger and older individuals often exhibit distinct physiological and activ-
ity patterns. Gender can be deduced from differences in movement patterns, body
metrics, and even physiological responses captured by the wearables. Additionally,
data on daily routines, exercise frequency, and activity types can provide insights
into personal habits and lifestyle choices, painting a comprehensive picture of the
user beyond their immediate health metrics. In fact, Climent-Pérez et al. [22] show
that age and gender can be recognized from IMU-based wearable data alone, and
therefore use a many-objective evolutionary algorithm to alter data in ways which
affect age and gender recognition more than human activity recognition, which is the
actual goal of the proposed system. This potential use of data highlights the capa-
bilities of wearables in extracting information beyond the user’s conscious choice
and informed consent. This practice contradicts data protection regulations outlined
in the GDPR, particularly those that limit data collection and processing to pur-
poses explicitly agreed upon by the user. For this reason, Tieu et al. [127] developed
an approach to add a ‘noise gait’ to a recorded gait so that it cannot be identified,
while maintaining the naturalness of the gait. Similarly, Delgado-Santos et al. [26]
propose a means to obfuscate sensitive information associated to gait, while main-
taining user authentication capabilities. Furthermore, Parashar and Shekhawat [92]
envisage a means of reversible gait anonymization that is useful against adversarial
attacks. This is related to the concept, presented by Ravi et al. [97], of dual obfusca-
tion required for privacy: obfuscation against human visualization, but also against
model leakage during training, or adversarial attacks.

In conclusion, while EMA-based frailty recognition systems hold significant
potential for health monitoring and early detection of various conditions, addressing
privacy concerns is crucial for their acceptance by end users and the public. Gait
recognition, as a field of research, extends beyond health applications, serving as a
biometric signal capable of identifying individuals by their walking patterns. This
dual-use nature of gait data makes robust privacy protections necessary. Skeleton-
based methodologies, although promising in reducing identifiable visual data, still
require careful handling of joint data to prevent potential privacy breaches. Similarly,
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wearable IMU-based data, while perceived as less invasive, can reveal a wide range
of personal and demographic characteristics, further complicating privacy concerns.

Strategies such as data obfuscation and the addition of noise to gait patterns have
been proposed to mitigate privacy risks. These approaches aim to balance the utility
of gait data for health and authentication purposes, while safeguarding individual
privacy against adversarial attacks and unauthorized access. Ultimately, ensuring the
privacy and security of gait data through comprehensive and innovative solutions is
essential to gaining user trust and compliance with data protection regulations like
the GDPR.

6.6 Conclusion

This chapter comprehensively explores the potential for automating frailty assess-
ment through the use of video-based methods, highlighting both the advancements
and the challenges in the field. Key conclusions drawn from the analysis are discussed
next.

As identified in the first section, numerous scales for frailty assessment exist,
each with its own strengths and limitations. These scales vary based on whether
frailty is viewed as a syndrome or an accumulation of deficits. Some scales rely
on self-reported data, while others depend on measurable physical parameters that
lend themselves more readily to automation. Domains of the scales which can be
automated more easily have been identified, with ideas as to which types of sensors
would be better suited for the task. Gait and balance analysis appear as one of the
main domains that are utilized by most scales.

While controlled laboratory settings have shown promising results for video-based
gait and frailty recognition systems, real-world environments introduce significant
complexities. These include variations in camera placement, lighting, occlusions,
and the dynamic nature of everyday living spaces. Addressing these challenges is
crucial for achieving accurate and reliable monitoring in practical settings.

Furthermore, the deployment of video-based monitoring systems in AAL environ-
ments raises important privacy concerns. Ensuring data obfuscation against unautho-
rized human observers and secure remote processing is essential for user acceptance
and compliance with privacy standards. Additionally, gait data is biometric data,
and can be used for biometric identification, which raises the question as to how to
anonymize the data while preserving its utility for diagnostics.

EMA has great potential in assessing the health status, well-being, and needs
of older adults in AAL environments. By collecting data continuously and in real-
time, EMA provides a detailed and accurate picture of the users’ conditions and can
help in designing tailored interventions. However, to achieve fully automated frailty
assessment, it is necessary to automate the scoring of various frailty scale items.
Some domains can be automated using existing technologies, while others require
the development of proxy metrics and further validation. Combining multiple scales



6 Privacy-Aware Video-Based Methods for Gait and Frailty ... 177

might improve predictive accuracy, but this also underscores the need for efficient
data collection methods to avoid overburdening clinical settings.

Future research should focus on enhancing the robustness of feature extraction
techniques and developing adaptable algorithms that can handle the diversity of
real-world environments (e.g. from 3D full body models from monocular video).
Integrating privacy-aware methods with obfuscation directed at human observers as
well as adversarial AI models also requires further exploration. Future work should
continue to advance the precision, reliability, and privacy-preserving capabilities of
these technologies to ensure they meet the complex needs of real-world applications
while also addressing the technical, practical, and ethical challenges associated with
the deployment of automated frailty assessment systems using video-based methods
in AAL environments.
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Chapter 7 ®
Activities of Daily Living (ADL) e
and Behavior Recognition

Slavisa Aleksic, Vladimir Despotovic, and Stefania Cristina

Abstract This chapter addresses the state of research in human activity recognition
(HAR) for active assisted living (AAL) applications. We provide a comprehensive
review of the ongoing research efforts and identify future trends in this area, especially
regarding the activities of daily living (ADL) and behavior recognition. The focus of
this work is on privacy-preserving methods and technologies that use audio and video
modalities for HAR, as well as combining them with various sensors and wearables
in a multimodal setup.

Keywords Active assisted living (AAL) + Human activity recognition (HAR) -
Computer vision + Audio processing - Multimodality - Privacy-preserving methods

7.1 Introduction

Human activity recognition (HAR) plays a fundamental role across a broad spec-
trum of applications provided by assisted living systems, including health and elderly
care, human-human interaction (HHI) and human-computer interaction (HCI), smart
environments, security and surveillance systems, sports and fitness tracking, or enter-
tainment and gaming. Defined as a classification problem, HAR maps an image or a
video segment into one or more activity classes. In an active assisted living (AAL)
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context, the target classes are typically activities of daily living (ADL), which are
basic tasks that are necessary for independent living and personal care, such as eating,
walking, sitting, bathing, etc. [53].

Technologies for recognition of ADL have experienced a fast development in the
past decades [8, 23, 63, 76, 91, 99], which led to a number of new applications,
components and systems that either have already found wide application, or are still
in the development and/or deployment phase. Despite these advancements, several
challenges still exist related to effective integration of HAR methods and systems
into real-word applications and realistic scenarios.

In this chapter, we focus on HAR applications related to recognition of ADL and
human behavior. ADL are often used in healthcare to assess an individual’s ability to
perform essential self-care tasks, particularly when evaluating older adults or people
with disabilities. As shown in Fig.7.1, one can group all ADL into general ADL and
those related to healthcare applications.

HAR systems for the recognition of general ADL mostly focus on monitoring
of food preparation and intake, personal hygiene activities, sport and fitness and
sleeping/resting [ 13]. The most used sensor type for the recognition of daily activities

Daily activities

Entertainment
Sport &

fitness

Hygiene
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Sleeping/ Food

Resting Intake
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event

: care

detection

Psychological
disorders

Medication
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Fig. 7.1 Applications of activity/behavior recognition in assisted living environments
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is the motion sensor. Other sensors used are simple contact sensors, measuring power
consumption of appliances, temperature, accelerometer, light, humidity, pressure,
sound as well as RGB and RGB-D cameras.

One of the most often recognized ADL is the meal preparation and food intake.
According to the study results reported in [13], about 55% of the 39 reviewed sys-
tems were able to recognize either eating or meal preparation without distinguishing
between these two activities. Another 18% were able to separate eating from meal
preparation, while only 3% of the systems distinguished between drinking and eating,
or recognized preparation of breakfast, lunch, and dinner.

Another type of activity that has attracted attention is personal hygiene. Within this
activity group, mostly brushing teeth, bathing, shaving, and styling are recognized.
For recognizing entertainment and gaming activities, smart switches that are able to
monitor power consumption of corresponding appliances can be used. For example,
power consumption of TV devices or gaming consoles can be used for recognition
of the activities “watching TV” or “gaming” [112].

As presented in a recent scoping review that examined 35 articles [23], the major-
ity of recent HAR research works in healthcare applications focus on video-based
methods (71.5%), mostly using RGB cameras (see Fig. 7.3). Multimodal approaches
(17%) and approaches using audio processing (11.5%) are substantially less con-
sidered. The majority of works present early experimental results (77%), whereas
only 14% of the presented results are obtained in a real-world setting, suggesting
a prevalent focus on algorithm development and validation in controlled environ-
ments rather than real-life deployment scenarios. Further efforts are needed to move
from experimental prototypes to widespread adoption of HAR technologies in every-
day environments, addressing challenges such as scalability, robustness, and user
acceptance.

eHealth applications often include remote monitoring and elderly care, espe-
cially with respect to emergency event detection, dementia/Alzheimer’s disease and
other psychological disorders such as depression, autism, or suicidal behavior. Addi-
tionally, medication intake plays a significant role in eHealth applications. A spe-
cial application is newborn care [23]. For eHealth applications mostly vision-based
approaches are used (71.5%) while multimodal and audio-based systems count to
only 17% and 11.5%, respectively.

Audio- and video-based HAR systems play a significant role in AAL applications.
Vision-based activity recognition has gained particular attention given its potentially
high performance. However, a number of factors such as the interference with the
environmental light, shadowing, different angles, and privacy protection narrow its
application. As shown in Fig. 7.2, vision-based activity recognition can be combined
with other modalities (e.g. audio, wearables and various sensors) in order to achieve
better robustness and improve performance, as well as to extend the fields of applica-
tion. In this chapter, we provide an overview and classification of various video- and
audio-based approaches for activity/behavior recognition, addressing the possibili-
ties of combining these methods with other technologies and approaches, particularly
in the scope of AAL systems.
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While privacy-aware HAR is the ultimate goal, there seems to be a lack of aware-
ness and standardization for preserving privacy in the existing research efforts. Major
challenges include the need for robust anonymisation techniques to protect sensitive
data, ensuring that activity recognition algorithms operate efficiently while minimiz-
ing data collection, storage, and transmission, and addressing the trade-off between
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privacy preservation and model performance. The existing methods are primarily
focused on protecting the user’s identity while disregarding details about the living
environment that could still disclose sensitive information. Additionally, designing
systems that allow individuals to control the level of information they share and
establishing clear guidelines and regulations for the ethical use of data are essential
steps in advancing privacy-aware HAR technologies.

7.2 Activity/Behavior Recognition

7.2.1 Video-Based Approaches

Video is the most extensively used modality for activity and behavior recognition
within the context of AAL. Video data is often exploited in the recognition of actions
or behaviour that involve distinct body movements and postural changes, which
may be clearly captured in video and recognised by means of features that can
be extracted from their image frames. We have recently identified, within a scop-
ing review [23], several application areas where video-based approaches have been
exploited. The identified application areas range from the recognition of abnormal
patient behaviour such as falling, the monitoring of medication intake to keep track
of the patient’s adherence to medication prescriptions, the identification of behaviour
consistent with cognitive disorders, and in newborn care with particular interest in
monitoring newborn resuscitation. Examples of healthcare-specific activities that
have been targeted by video-based approaches include falling, chest clutching, head-
banging, sleeping and ingestion of medication [23]. However, the video datasets
that feature real-life actions stemming from specific health conditions, such as those
featuring patients with dementia, collected as part of the DemCare project [6], or
autistic behaviour in children [88], are often limited in number. In order to fill this
gap, general purpose video datasets, such as the UCF101 [104] and the Berkeley
MHAD [84], have also been used in testing and evaluating video-based approaches
for HAR. Such general purpose datasets include a broader array of generic daily life
activities, such as playing the guitar, biking, clapping hands and jumping in place.
In video-based HAR, the video data is captured by means of cameras that are typ-
ically placed within one’s environment or, less frequently, embedded into a wearable
device [65]. The two types of cameras that are most typically used in video-based
HAR are visible-light and depth cameras. The advantage of using visible-light cam-
eras lies in their ability to capture rich visual information related to shape, colour,
texture and environmental context, which can provide informative cues to the prob-
lem of HAR. Nonetheless, the very characteristic of capturing rich visual information,
which makes visible light cameras favourable, also leads to their downside of raising
privacy concerns since there is nothing inherent to the imaging modality that can
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protect the user’s identity. Methods that seek to protect the user’s privacy often cre-
ate binary silhouettes out of the raw visible-light images to hide the person’s identity
[4, 55], but in doing so they also lose important image information that could improve
the HAR result. Depth cameras, on the other hand, offer the benefit of preserving the
user’s privacy from the outset, since the captured raw data consists of depth values
rather than detailed visual information. They may also be less sensitive to variations
in the illumination conditions when compared to visible-light cameras. Nonetheless,
depth cameras usually have a limited range of operation, which may constrain the
space in which HAR can be performed. Much less frequently exploited is the use
of near-infrared (NIR) imagery for HAR, which however requires that the features,
such as the body joint positions, on which the HAR solution is based are visible
under NIR illumination [122]. Wang et al. [122] achieve this by marking the body
joint positions through NIR-sensitive fabric sewn to the user’s clothes, hence mak-
ing them visible under NIR illumination. While such an approach can facilitate the
image extraction of the body joint features, it can prove to be more complex to set
up and run under real-life conditions, because it requires the use of special clothing,
prepared specifically for the intended application.

In AAL setting, we typically deal with a continuous scenario, where the video
acquired from the environment is not temporally segmented into isolated activities.
Finding the boundaries of actions is called “action spotting” and is typically jointly
solved with action recognition. However, many action recognition approaches in the
literature assume that the data are pre-segmented, which means the task is made
simpler. Furthermore, there is the issue of overlapping actions and activities. Finally,
there are actions that are easier to spot, and those that depend heavily on the context
for proper interpretation (e.g. walking vs. stalking). These issues are some of the
challenges faced in HAR.

The following sections explore various classical and deep learning approaches
that exploit different image information in addressing the problem of HAR.

7.2.1.1 Classical Approaches

As has been mentioned above, classical methods for HAR rely on traditional image
processing and machine learning algorithms to extract the relevant image features
and subsequently classify them according to activity. This section explores some of
the key classical approaches that have been applied to the problem of HAR over the
years.

The first step in the classical pipeline for HAR often deals with image preprocess-
ing where the aim is to prepare the video frames for feature extraction, as the ensuing
step. A common preprocessing approach for videos captured by a visible-light cam-
era takes an image frame featuring a person performing an activity and binarises it
with the aim of producing a binary silhouette, in which the pixels belonging to the
human figure are assigned a foreground class label of 1, whereas all other pixels in
the image are assigned a background class label of 0. This is then followed by region
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of interest (ROI) extraction, which crops a rectangular bounding box around the fore-
ground pixels in the binarised video frame to be passed on to the feature extraction
step. A similar preprocessing approach can be followed when working with videos
captured by a depth camera, where the resulting depth silhouettes retain the depth
values of pixels belonging to the human figure in the foreground and set all of the
remaining depth values to 0. Typically used preprocessing methods that have been
applied to visible-light images to generate a binary silhouette include Otsu threshold-
ing [4] and background subtraction [55]. The background subtraction technique has
also been applied to depth images with the aim of generating a depth silhouette [50],
as well as a combination of the Chan-Vese and Bhattacharyya energy functions [97].
Alternatively, the preprocessing step may simply involve ROI detection, such as in
the method of Zuo et al. [139] where the detection of a ROI in visible-light image
frames is informed by the direction of the user’s eye-gaze, captured while the user
wore a pair of gaze-enabled smart glasses.

The next step in the classical pipeline for HAR involves manual feature engi-
neering, where domain-specific features that are sufficiently representative of the
human activities of interest are extracted from the image data. Types of features
that have been exploited include features that relate to the shape [4, 55, 139] and
motion [139] of the human form, and features related to the relative positioning
between body joints [50, 122]. The R-transform is one technique that has been
applied to extract shape features from binary silhouettes, particularly because itis also
invariant to scaling, translation and rotation transformations of the input image [4,
55]. Histogram of Oriented Gradients (HOG) is another technique that has been
applied for shape feature extraction directly from visible-light ROI images [139],
whereas Histogram of Optical Flow (HOF) has been applied for motion feature
extraction [139]. Alternatively, the relative positions and/or angles of the body joints
have been exploited as features, following the reconstruction of a skeleton model
from body joint markers detected under NIR illumination [122], or skeleton-fitting
applied to depth silhouettes [50] or visible-light images [107].

In conjunction with feature extraction, a dimensionality reduction technique is
also often applied with the aim of reducing the vector size of the feature data, hence
reducing its computational complexity. Typical techniques that have been used for
dimensionality reduction include Principal Component Analysis (PCA) [4, 139],
Independent Component Analysis (ICA) [4] and Kernel Discriminant Analysis using
a Gaussian Radial Basis kernel [55].

Once the features have been extracted from the image data and possibly reduced
in dimensionality, although the latter is not always necessarily done, the last step
performs activity classification. Since each activity is typically performed through
a sequence of body movements, Hidden Markov Models (HMMs) have commonly
been used for activity recognition due to their suitability for handling time-dependent
sequential data [50, 55, 97]. Nonetheless, other machine learning methods have also
been considered for activity classification of the feature data, albeit less commonly
than HMMs. One of such methods is Bayesian inferencing, chosen by Wang et
al. [122] due to its robustness in inferring the activity class even in the presence of
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missing body joint coordinates, arising from self-occlusion due to variations in body
posture. In a different approach, several neural network architectures have also been
investigated for activity classification, chosen based on their ease-of-use and their
training and inferencing efficiency [107].

7.2.1.2 Deep Learning and Approaches

More recent video-based approaches exploit the use of deep learning models for fea-
ture extraction and activity classification, which eliminates the need for handcrafting
features as in the classical approaches.

Convolutional Neural Networks (CNN) are the most widely used architectures
for video-based HAR. One approach in leveraging CNNs for video-based HAR
involves the application of end-to-end learning using established 2D [19, 61] or
3D [22] CNN models. In end-to-end learning, a single model takes the raw input
and produces the final classification result. However, in complex tasks like HAR,
this is quite challenging and either requires long training with huge datasets, or
more typically, transfer learning, in which pre-trained models are used in order to
adapt them to the target datasets [19, 22, 61]. End-to-end learning using 2D CNNs
is typically employed when HAR is performed on each image frame individually
without the aim of capturing temporal dependencies between them [22, 61], or when
the temporal information across a sequence of video frames is captured into a single
image to be fed into the CNN, such as by encoding skeletal joint coordinates extracted
from consecutive RGB images into single spatio-temporal images [19].

The spatio-temporal information inherent in videos is more often exploited by
cascading a feature extractor with a model that can capture long-range temporal
dependencies [3, 38, 48, 74, 100, 124]. In such a scenario, CNN-based networks
are still the most widely used for the feature extraction stage, where 2D or 3D
CNNs are employed based on whether feature extraction is performed on a frame-
by-frame basis [48, 100, 124, 137] or on a stack of image frames [3, 38, 74], respec-
tively. Between the two CNN variants, the 3D CNN is often favoured for activity
recognition because it is capable of capturing the spatio-temporal variations of the
body movements, from which human actions are typically composed of [38, 74]. In
order to capture the long-range temporal dependencies of the CNN-extracted fea-
tures, most research work in the literature have applied variants of Recurrent Neural
Networks (RNNs) [3, 38, 48, 71, 74, 100, 124, 137]. Of these, the traditional Long
Short-Term Memory (LSTM) networks have been the most popularly used [38, 74,
100, 124, 137]. Gao et al. [38] report an improvement in the classification accuracy
brought about by cascading a 3D CNN with an LSTM network, as opposed to solely
using a 3D CNN for HAR. They argue that this is due to the contribution of the LSTM
mechanism in capturing the temporal dependencies inherent to human actions.

Approaches based on deep learning models are often computationally costly,
which can be problematic in applications, such as HAR, where timeliness is critical.
Several of the reviewed methods that take this performance aspect into consideration,
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incorporate optimisation measures into their model design. For example, Gao et al.
[38] report that the inclusion of an LSTM together with a sliding window approach,
where the input video is fed into the 3D CNN for feature extraction in 10-frame
batches, allowed for a reduction in the size of the 3D CNN and, consequently, its
computational cost. This allowed them to reach a throughput of over 400 frames per
second (fps) on a GPU-based system, without jeopardising the HAR accuracy. Sim-
ilarly, Andrade-Ambriz et al. [3] experimented with different filter sizes to achieve
a real-time performance of 30 fps, also on a GPU-based system.

7.2.2 Audio-Based Approaches

Audio can be used as a standalone source of information, or combined with other
modalities (video, ultrasound, GPS, temperature, light and infrared sensors) to mon-
itor behavior or ADL. The problem is challenging due to the vast amount of observa-
tions generated over time, the diverse nature of environmental sounds, and the absence
of a straightforward method to correlate audio data with observed activities [1].

Audio is less extensively studied than other modalities for HAR (e.g. video, wear-
able sensors), although it has the potential to overcome some of their limitations.
Audio signals are not affected by lighting conditions, they can propagate in indoor
environments with physical obstacles, have longer range sensing, and operate with
less computational cost [51]. Even from the privacy preservation point of view, audio-
based HAR can be considered less intrusive than video-based methods, especially if
it captures sounds not related to speech. The implementation typically requires only
appropriately positioned microphones, without the need for cumbersome wearable
devices and additional hardware deployment [87].

Noise exposure is common in audio-based HAR systems, as both user localization
and activity detection heavily rely on acoustic conditions. This is particularly chal-
lenging for detecting activities which generate low-volume sounds that can be easily
masked by background noise, or e.g. in falls where certain floor surfaces reduce the
sensor’s detection ability [123]. To address this, advanced noise reduction and blind
source separation techniques should be applied during preprocessing [26].

Technologies for audio-based HAR incorporate various acoustic sensors inte-
grated into Active Assisted Living (AAL) systems. These sensors can be roughly
divided into active sensors that emit energy into the environment and then detect the
response; and passive sensors that detect mechanical or acoustic waves that prop-
agate through materials without emitting any energy themselves. Active acoustic
sensors primarily detect sound waves traveling through the air and convert mechan-
ical wave energy into electrical signals. This conversion can occur through either
electromagnetic induction or by employing the electrostatic principle. Another type
of active acoustic sensors are the ultrasonic sensors that emit and receive ultrasonic
pulses, measuring the signal propagation time to the monitored object. Operating
at frequencies beyond the human audible range, they are considered non-intrusive.
Passive acoustic sensors, on the other hand, measure mechanical waves transmitted
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through solid materials, such as e.g. surface acoustic sensors [1]. Finally, the latest
approaches for audio-based HAR use microphones integrated into smartphones [82],
or voice assistants, such as Amazon Echo, Google Home or Apple HomePod [39],
to capture the relevant acoustic cues from the environment.

Audio-based techniques for HAR can be divided into classical approaches that
deploy traditional signal processing and machine learning methods for extract-
ing relevant features and subsequent classification of activities, and deep learn-
ing approaches that use deep neural networks for end-to-end feature extraction and
activity recognition directly from the raw audio signal.

7.2.2.1 Classical Approaches

Early approaches for audio-based HAR required multiple audio preprocessing steps,
such as automatic audio segmentation, noise removal, silence detection, detection
of abrupt feature changes or even manual annotation to recognize human activi-
ties [106]. Techniques that do not require audio segmentation usually process sig-
nals in batches (presuming a minimum duration of activities is known or can be
estimated [30]), or classify short-term audio segments [45]. However, human activ-
ities can substantially vary in duration, making it difficult for the sequential models
that rely on a limited signal memory, such as Hidden Markov Models (HMM) [18]
that were typically used for this purpose, to perform robustly over variable-length
activities. On the other hand, manual audio segmentation and annotation of activi-
ties is time consuming, therefore, approaches to automate the labeling process were
recommended [39].

Selecting the relevant acoustic features that are able to generalize well across
different environments is a challenging task. The most commonly used features are
the time-domain features (e.g. zero-crossing rate [42, 114], energy, or entropy of
energy [82, 96]), and frequency-domain features, such as spectral centroid, spectral
spread, spectral entropy, spectral flux, spectral rolloff, fundamental frequency [82,
96] or total spectrum power [132]. Mel-Frequency Cepstral Coefficients (MFCC) as a
compact representation of spectral features, represent the most widely used acoustic
features for HAR [42, 60, 114, 136], but time-frequency representations such as
Discrete Wavelet Transform features, Mel and Gammatone spectrograms are also
commonly utilized [113].

Given the relatively small number of available audio datasets for HAR, early
approaches to classify activities from sounds were primarily based on traditional
machine learning methods, such as HMM [18, 73], Gaussian Mixture Models [5],
Dynamic Time Warping [136], Support Vector Machines [42, 132], Random Forest
[41, 60], or Gradient Boosting [41]. Companion robots equipped with an auditory
system for speech recognition, sound localization, and sound separation in noisy
environments were used for HAR of older adults living alone, applying either a
dynamic Bayesian network (DBN) to model the intra- and inter-temporal constraints
between the audio events and the context, or a Conditional Random Field (CRF) to
predict human activities based on the recognized action, time and location [27].
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7.2.2.2 Deep Learning Approaches

HAR using audio shares many similarities with the acoustic event detection task
that aims to detect and classify sound events within audio recordings, or acoustic
scene classification that involves categorizing entire audio scenes based on their
acoustic characteristics. Sounds generated by human activities are composed of one
or more different acoustic events, which can be used to distinguish the activities.
On the other hand, there are also notable differences. For example, in the acoustic
scene classification one scene may be composed of many activities with multiple
acoustic events considered jointly, whereas in HAR the model is usually focused on
a single activity in a scene or environment. However, the appearance of large scale
datasets for acoustic event detection or acoustic scene classification, such as AudioSet
[40], FreeSound [35], or DCASE (Detection and Classification of Acoustic Scenes
and Events) challenge datasets [75], was also driving research in audio-based HAR
towards the use of deep learning based approaches that require large amount of data
to be trained. Although not primarily designed for HAR, these datasets contain a wide
range of sounds associated with human activities relevant to AAL scenarios, such as
household activities (e.g. cooking and food preparation, food intake, dishwashing,
vacuum cleaning), personal care and hygiene activities (e.g. bathing and showering,
tooth brushing, shaving, hair drying), or home security activities (e.g. door locking,
door and window opening/closing).

The use of deep learning created also a paradigm shift towards end-to-end model
training directly from raw audio recordings or their spectrograms, where CNNs are
typically used to automatically learn hierarchical representations of data [51], instead
of relying on handcrafted features or preprocessing steps as in classical machine
learning approaches. CNN for feature extraction can be further combined with LSTM
network to capture temporal dynamics [37]. Finally, the latest approaches for audio-
based HAR deploy transformers that are able to model long-range dependencies and
capture complex relations between the extracted features from spatial, temporal, and
audio data [57].

End-to-end training also facilitates domain adaptation and transfer learning [70],
where models trained in one domain where large scale data is available (e.g. the
AudioSet dataset with over 2 million sound clips in the acoustic event detection
domain [40]) can be fine-tuned or adapted to perform well in a related domain of
HAR with limited annotated data available.

7.2.3 Multimodal Approaches

We refer here to multimodal approaches when addressing activity recognition sys-
tems relying on more than one sensing technique. The deployed sensors mostly
include either audio or video information, or both. Examples of sensing modali-
ties include pressure, video, ultrasound, passive infrared (PIR), temperature, light,
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accelerometers, rotation and inertial measurement units, proximity and location sen-
sors, as well as video and audio sensors. Additionally, emerging technologies can
be identified such as WiFi (IEEE 802.11) and assistive robots. These technologies
have been related to various applications such as healthcare, emotion recognition,
fall detection, posture recognition, localization, occupancy, mobility, and generic
activity recognition applications [64, 130].

7.2.3.1 Classical Multimodal Approaches

Both classical and deep learning approaches have been extensively exploited in sys-
tems for multimodal daily activity recognition. Sometimes, these two techniques are
combined to increase the performance. For example, a human activity recognition
engine (HARE) for people affected by Alzheimer’s disease has been developed and
presented in [56]. In this work, video processing is done by applying independent
component analysis (ICA) over the sequence of registered images, segmented body
silhouettes, that are combined with k-means clustering and HMMs. Additionally,
accelerometer data are obtained and processed using semi-Markov conditional ran-
dom fields, which are used to obtain the duration of the activity. Finally, an artificial
neural network (ANN) calculates the distance to the beacons for estimating location.

Dynamic Bayesian Networks, Reinforcement Q Learning and Fuzzy Partitioning
are often used for classification purposes [33]. Post-processing and visualizing sensor
data together with proximity charts, speech count percentage and GPS heat maps
are used in [12] to identify and monitor activities and behavior of adolescent and
young mothers with postpartum depression. This system combines audio recordings
with passively collected proximity and activity as well as GPS data of the person’s
smartphone. Specially developed applications on the smartphone captures four types
of information: (i) audio information, to measure social interactions through speech;
(il)) movement, to obtain physical activity in contrary to sedentary behavior; (iii)
GPS positioning data, to analyze movement throughout the community; and (iv)
mother-infant proximity that is captured with a passive Bluetooth beacon. Another
example is the system EarBit [9], which uses Random Forests for the recognition of
eating episodes, while Sequential Forward Floating Selection (SFFS) was used for
feature selection. EarBit is relying on a multi-modal wearable system for detecting
eating events in relatively unconstrained environments with minimum restrictions
on participants’ behavior, i.e. in a semi-controlled lab study and outside-the-lab
study. The study evaluated the usability performance of inertial, optical, and acoustic
sensors with a particular focus on inertial sensing. Additionally, K-Nearest Neighbor
(K-NN) and Support Vector Machine (SVM) have been applied. It has been shown
that temporal features can hardly be fully extracted using the current conventional
approaches. This issue has been addressed by the purely attention-based mechanism
(TRASEND), which has been proposed in [11]. TRASEND is a memory access
method that enables a content-dependent access to the most important parts of the
input sequence.
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Alternative approaches aim to automate the feature extraction and selection pro-
cess in multi-sensor active assisted living systems [134]. By performing a generic
feature engineering method, the study [134] demonstrates how automation can effec-
tively identify robust feature sets across various sensors, leading to more accurate and
efficient classification models compared to manually crafted features. The automated
approach not only accelerates the discovery of optimal features but also reduces exe-
cution time and improves accuracy, making it particularly beneficial for cost-effective
implementation in resource-constrained environments.

7.2.3.2 Deep Learning Approaches

Deep learning also enables automatic feature extraction in multimodal systems. It
has the potential to hierarchically compose features and, thus, to obtain high-level
representations. These high-level representations are superior over the handcrafted
features because they are more discriminative, which leads to better results and an
increase in robustness [83, 119]. Therefore, deep learning-based algorithms became
popular for activity recognition using multimodal sensors [62, 66, 121].

The typical deep-learning architecture is based on convolutional neural networks
(CNNs) and recurrent neural networks (RNNs) [131]. The shortcomings of RRNs are
mainly with respect to learning from long input sequences [20, 47], which is in most
cases addressed by applying attention models [116]. Additionally, a deep learning
framework called DeepSense, which rely on commodity WiFi-enabled IoT devices,
can be employed to achieve up to 97.6% activity recognition accuracy without human
intervention [138]. This framework combines an autoencoder with a convolutional
neural network (CNN) and a long short-term memory (LSTM) module. Similarly
in [29], spatio-temporal categorization is done by applying CNN for representa-
tion learning and LSTM for determining temporal dependencies. So far, multimodal
approaches for activity of daily living (ADL) applications mostly used deep learning
algorithms relying on CNN and RNN, but also reverse beacon Networks (RBMs),
and autoencoders have been used [77].

The application of deep learning based methods lead to a performance improve-
ment when compared to the classical approaches. For example, applying a sensor-
specific normalization technique with CNN classifiers can lead to improvements in
F1 score by 4.5% points (pp) when using pressure-specific normalization and an addi-
tional improvement of 3.5 pp by using late and hybrid fusion [80]. These improve-
ments have been achieved on the large real-world multimodal dataset obtained from
the Robert Bosch Hospital (RBK). The potential of CNNs has also been shown by
Zengetal. [135]. This study investigated basic parameters such as max. weight, decay
pooling, and dropout on the Skoda dataset and reported an accuracy of 88.19%. This
result is 4.41% better in comparison to the best classical machine learning approach.
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7.2.4 Overview of Approaches

Figure 7.4 presents an overview of approaches, sensors and devices used in systems
for recognition of activities of daily living and human behaviour. HAR for ADL
applications is often implemented using vision-based systems with RGB videos.
However, this approach usually does not provide a comprehensive representation
of actions in three-dimensional space. Using RGB-D sensors overcome a number
of limitations of the monocular RGB videos by including depth maps, skeleton
joints and a number of other hybrid methods, which also potentially provides an
improvement regarding privacy protection [21, 32, 68]. Cameras are generally well
suited to cover a certain area such as a single room and to monitor activities within
this area, but the main drawback of visible-based approaches is the performance
degradation due to the clutter, light and occlusion, as well as the issues related to the
protection of users’ privacy [86].

Audio sensors such as microphones can add an additional dimension in area-
related monitoring. They are able to overcome some of the limitations of the vision-
based approaches because they use less computational resources, and are able to
provide a longer range, while being insensitive to changing light conditions and
visual shading. However, as already mentioned in Sect.7.2.2, they are much less
studied in the literature than the vision-based approaches, mainly because of the
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difficulty to correlate audio data with observed activities and the diverse nature of
environmental sounds [1]. In many cases, microphones are combined with other
sensors such as video, infrared, temperature or GPS sensors.

In a number of recent studies, inertial measurement units (IMUs) have been used
as a single modality for recognizing the ADL [2, 17, 63]. Such small and effective
sensor devices can easily be integrated in a number of wearables and are able to pro-
vide a relatively high level of user’s privacy. These types of sensors are lightweight,
low cost and can be used as a wireless sensor in bandages, rings, shirts, patches, shoes,
or exoskeletons. The applications of inertial measurement units include the measure-
ment of force, acceleration, angular rate (gyroscopes), and orientation (compasses).
These sensor types are very often implemented in smartphones and smartwatches,
and can be used in combination with other sensors, as well as communication and
processing modules [89, 115].

Multimodal approaches can be classified into three main groups according to
the sensors used: These groups are (1) approaches based on wearable sensors, (2)
methods using static infrastructure-based sensors, and (3) systems relying on both
wearable and external sensors [17, 25, 63]. As an external infrastructure for moni-
toring a certain area, cameras for recording videos and images and microphones for
sound recording and processing can be used, but there are some limitations of these
approaches regarding viewpoint, partial occlusion, background clutter, lighting, and
appearance, as already stated above. These limitations can be partially overcome
by an optimal placement of sensors and using an appropriate appearance model.
For example, illumination changes and varying viewpoints can be addressed by an
adaptive update of the appearance model. For object tracking, subspace-learning
based methods can be applied to effectively obtain the basis vectors from target
observations in order to reconstruct the target [90, 118]. An improved object track-
ing algorithm referred to as Partial Occlusion by Background Alignment (POBA)
[129] models the candidate observation as a combination of object appearance and
background region. A set of basis vectors provides a representation of object appear-
ance, which is adaptively updated through incremental principal component analysis
(PCA). Thus, POBA treats current observation as a combination of object appear-
ance and occlusion region, while the occlusion region is constructed from the last
frame based on the assumption that the appearance of background between two con-
secutive frames changes little. In the case of systems that rely purely on external
infrastructure-based sensors, both their performance and application range can be
improved by extending the system with wearable sensors.

7.2.4.1 Ongoing Challenges
Although the HAR field is constantly evolving, there are still some ongoing chal-

lenges crucial for advancing the effectiveness, reliability, and scalability of these
systems.
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Most HAR studies in AAL scenarios are carried out in controlled experimental
environments, which can limit their ability to generalize effectively to real-world sit-
uations. Another major factor that can influence the results is the behavioral context,
as participants tend to alter their behavior when they know they are being monitored.
Audio, wearables or ambient sensors are less susceptible to this issue compared to
video, but this remains a significant concern that needs to be addressed [26]. A solu-
tion to this problem is to use sensors and monitoring devices that are less visible or
integrated into everyday objects, but transparent communication with participants is
also important to clearly explain the purpose of monitoring and how the data will be
used. Longitudinal monitoring over extended periods can further help participants
to acclimate to the presence of monitoring devices, making them less conscious of
being observed.

Certain activities in HAR are more frequent than others, and some, like sleeping,
extend over a longer duration, resulting in a disproportionate number of data instances
and imbalanced class distributions. This challenge can be mitigated through tech-
niques such as over- or undersampling, employing cost-sensitive learning to assign
weights to data instances based on misclassification costs [26], or synthesizing data
with generative models like Generative Adversarial Networks (GAN) [28].

For multimodal approaches, there are a number of challenges and additional tasks
that have to be performed in order to achieve a good functioning and accurate system.
These tasks include [63]:

e Data synchronization and preprocessing: For fusing the multimodal data from a
number of different sensors, an accurate time synchronization is mandatory (see
for instance [101]).

e Action segmentation: Detection of the boundaries, i.e. the start and the end of
an action, an efficient action segmentation has to be applied. A number of action
segmentation approaches has been recently developed [58, 79, 95, 127].
Feature extraction: Both raw sensor data and high-level feature descriptors can be
obtained by a future extraction technique. In many cases, raw sensor data are not
usually not sufficient for efficiently differentiating between various activities.
Classification and Fusion: For classification, mainly classical machine learning
algorithms such as SVMs and HMMs were used [31, 72]. The fusion can occur
at the data, feature or decision level [125]. Combining row data from multimodal
sensors and extracting features is done at the data level, while the feature level
focuses on fusing the extracted features and the decisions are obtained from clas-
sifiers or decision makers as a part of the decision-level fusion. As discussed in
Sect.7.2.3, deep-learning based approaches based on CNNs, RNNs, RBMs, and
autoencoders have recently become popular for multimodal activity recognition
systems. However, handling data obtained from different sensors and the lack
of appropriate and large data sets for multimodal systems (see Table7.1). Most
existing datasets are suited to either video or audio systems, which makes their
application to multimodal approaches challenging.
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Table 7.1 Datasets for human activity/behavior recognition
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Modality Ref. | Application Dataset # Subjects | Size Instances
Audio [52] | Emergency event TUC 58 54min | 1612
detection
Audio [52] | Emergency event Intenta NA 4 min 704
detection
Audio [105] | Healthcare BBRS 246 7h 5166
Video (RGB) [54] | General HAR Kinetics-400 NA 851h 306,245
Video (RGB) [15] | General HAR Kinetics-600 NA 1377h | 495,547
Video (RGB) [102] | General HAR Kinetics-700 NA 1806 h | 650,317
Video (RGB) [44] | General HAR AVA NA 108 h 430
Video (RGB) [67] | General HAR AVA-Kinetics NA NA 238,906
Video (RGB) [43] | General HAR Something- 1133 121h 108,499
something
Video (RGB) [43] | General HAR Something- 1300 245h 220,847
something
V2
Video (RGB) [78] | General HAR Moments in time NA 833h 1,000,000
Video (RGB) [46] | General HAR ActivityNet NA 849h 19,994
Video (RGB) [98] | General HAR Charades NA 82h 9848
Video (RGB) [59] | General HAR HMDBS51 NA NA 6766
Video (RGB) [24] | General HAR EPIC-KITCHENS- | 45 100h 700
100
Video (RGB) [49] | General HAR THUMOS 45 430h 23,700
Video (RGB) [104] | General HAR UCF101 NA 2,7h 13,320
Video (RGB) [19] | General HAR NAD 4 12min | 84
Video (RGB) [103] | Sport UCF Sports Action | NA 16 min 150
Video (RGB) [126] | General HAR IXMAS Action 10 NA 1148
Video (RGB) [139] | Healthcare UNN-GazeEAR NA Smin 50
Video (RGB) [88] | Healthcare SSBD NA 112min | 75
Video (depth) [34] | Healthcare Nursing Home 1 72h NA
Video (RGB-D) [36] | General HAR KARD 10 1h 2160
Video (RGB-D) [14] | General HAR MIVIA Action 14 NA 500
Video (RGB-D) [34] | Healthcare CHUN 27 NA 27
Video (RGB-D) [34] | Healthcare GAADRD 25 NA 25
Video (RGB-D, [108] | General HAR CAD-60 4 36min | 60
skeleton)
Video (RGB-D, [120] | General HAR MSR Daily Activity | 10 NA 320
skeleton) 3D
Video (RGB-D, [133] | Human interaction | SBU Kinect 7 NA 300
skeleton) Interaction
Video (RGB-D, [85] | General HAR MSR Action Pairs NA 21min | 360
skeleton) 3D
Video (RGB-D, [93] | General HAR Florence 3D 10 NA 215
skeleton)
Video (RGB-D, [71] | General HAR, NTU RGB+D 120 | 40 NA 56,880
skeleton, IR) healthcare
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7.2.4.2 Performance Evaluation

Evaluating the performance of HAR systems in AAL environments is complex and
requires a comprehensive approach that balances high system performance with
user-centric considerations. Traditional performance metrics such as accuracy, pre-
cision, and recall are widely used to assess the technical capabilities of the HAR
systems. Given often largely imbalanced datasets, accuracy can be misleading as it
may fail to account for the model’s inability to detect the critical minority classes
(e.g. falls, seizures, or emergency situations). Therefore, using recall (sensitivity) for
performance assessment in AAL scenarios is essential to ensure that the system does
not overlook important activities or events that could indicate a need for assistance.
Precision in addition to recall is, on the other hand, important to correctly assess
the influence of false positives in HAR systems, as they lead to false alarms and
can substantially affect the user’s trust in the system. If a HAR system frequently
misidentifies benign activities (e.g. sitting down quickly) as critical events (e.g. fall),
it can lead to unnecessary panic, and possibly desensitization to alerts over time
(i.e. alarm fatigue), where users may start ignoring them, potentially missing actual
critical events [81].

User acceptability and comfort need to be also taken into account, as the success
of HAR systems in AAL hinges on their adoption by the end-users. Systems that
are perceived as invasive or difficult to use are unlikely to be adopted, regardless of
their technical performance. Therefore, performance evaluation must also include
qualitative measures, such as user satisfaction and system usability.

7.3 Relevant Datasets

As audio is not commonly used independently for HAR, the available datasets created
exclusively for HAR are rather scarce, and used either for emergency event detection
(TUC, Intenta), by simulating critical acoustic events for older adults (e.g. calls
for help, screaming, crying, whimpering, collapsing on the floor, striking the wall,
trampling on carpet, or dislocating furniture [52]), or for assessment of suicidal
behaviour of psychiatric patients using voice quality and speech disfluency attributes
[105], as in the BBRS dataset. These datasets are limited in size ranging from 4 min
(Intenta) up to 7h of recordings (BBRS). However there are a number of large scale
audio datasets not created for HAR, but which contain a variety of human activities
and are utilized across multiple studies for HAR. These are datasets for audio event
detection, such as AudioSet [40], with over 2 million of audio clips classified into
632 audio event classes, or DESED dataset used in DCASE task 4 Challenge with 10
event classes in domestic environment and a total duration exceeding 80h. [94, 111].
Although they provide a comprehensive resource for audio-based human activity
recognition research, they were created originally for a different purpose, so we do
not list them in Table7.1.
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Video datasets for HAR contain a single video modality (RGB or depth), or a
combination of multiple modalities (RGB, depth, skeleton). Most of the datasets
represent general purpose HAR [10, 14, 15, 19, 24, 36, 43, 44, 46, 49, 54, 59, 67,
78, 85, 92, 93, 98, 102, 104, 120, 126], although there are also datasets specialized
for applications in healthcare [34, 71, 88, 139], or sport [103] domains. SBU Kinect
Interaction dataset contains synchronized video, depth and motion capture data of
two person interaction activities [133], with the aim of determining causal relation-
ships between people interacting with each other. Finally, there are datasets designed
for general purpose HAR with large range of activities (120 different activities in
NTU RGB+D 120), but given the substantial subset of activities related to medical
conditions or mutual actions, they can be useful in healthcare, or human-to-human
interactions domains, respectively [71].

The paradigm shift towards deep learning in mid 2010s required the large-scale
video activity recognition data collections, which were vital for developing robust,
accurate, and generalized models capable of performing well in diverse and real-
world settings. These datasets were collected either via crowdsourced campaigns
[43], or by web scraping videos from publicly available sources such as YouTube or
other video-sharing platforms [15, 44, 54, 67, 102]. Although manual data collec-
tions allow for a high control over data collection process, they are time-consuming,
expensive, and limited by the scale and scope of the manual efforts. On the other
hand, the alternative methods for data collection, such as crowdsourcing or web
scraping enable access to a vast amount of diverse data and are cost-effective, but
can suffer from legal and ethical issues related to data usage, as well as variability in
video quality and metadata accuracy.

Several large-scale video-based activity recognition datasets have become widely
accepted as benchmark datasets for HAR, such as Kinetics-400 [54], Kinetics-
600 [15], Kinetics-700 [102], AVA (Atomic Visual Actions) [44], or Something-
Something V1 and V2 [43]. They were extensively used in the research community
to evaluate and compare the performance of various activity recognition models,
and to help bridge the gap from the controlled laboratory conditions to real world
environments.

7.4 Privacy Preservation

Privacy and security impose significant concerns in audio- and video-based HAR
systems due to the sensitive nature of data being collected and processed, especially
in the AAL context where intrusion into private domains, either through cameras or
audio monitoring devices is required. The major concerns are related to the misuse of
data and violation of users’ rights to privacy, as well as the exposure of personal data
about the user, either directly (via speech in case of audio or face recognition in case
of video based HAR), or indirectly (e.g. by identifying the users’ daily activities and
routines). However, a recent literature review [23] revealed that privacy and security
concerns are largely overlooked in both audio- and video-based HAR systems, with
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only a few studies making efforts to properly address these issues. Even though
these works propose specific measures to ensure a certain level of privacy such as
using privacy-by-context methods [16], obtaining written and verbal consent [12],
or utilizing silhouettes and depth cameras [4, 97], their effectiveness has not been
validated in real-world scenarios.

Audio carries sensitive information that may reveal a person’s identity, either
related to the speaker’s voice characteristics, or to the content of speech. More gener-
ally, paralinguistic audio events such as stuttering or the style of laughter, may also be
considered sensitive, whereas background noise can reveal the current location [128].
Privacy-preserving audio processing is essential to remove or obfuscate sounds from
the acquired signal that are not required for recognizing human activities. This can be
achieved by voice masking to cover or degrade the speech, making it unintelligible,
while preserving audio information relevant for HAR [69], encrypting private infor-
mation while still allowing trusted processing [109, 110], or extracting only relevant
sounds, while ignoring other audio sources that carry private information [117], as
discussed in more detail in Chap. 3 of this volume [7].

In video-based HAR, privacy and security are mostly addressed by technical
approaches, e.g. by employing depth cameras and silhouettes [4, 55, 97]. In a
privacy-by-context setting, users are able to decide how, when and by whom they
are watched [16], and may have their visual identity protected by image blurring and
replacement with a 3D avatar. Nonetheless, such techniques focus mainly on the user,
but leave the remaining image information visible and unprotected. The remaining
parts of the image that are left unprotected can contain private information about a
person’s belongings and living environment, but may also contain cues that can be
used to infer the person’s location, which is one of the identifiers that can be used
to identify a person or a “data subject”, according to the General Data Protection
Regulation (GDPR).! For this reason, within the context of video-based HAR, it is
important that the preservation of visual privacy is broadened to also consider image
cues that do not necessarily belong to the person’s identity, but may still leak private
information. Furthermore, the awareness of being monitored by cameras in one’s
personal environment may result in modifications of the natural behaviour, leading
a person to perform activities in a different manner when they know they are being
observed. Protecting a person’s privacy may help in easing one’s concerns regard-
ing the sensitivity of the data that is being captured, while preserving their natural
behaviour.

Through a number of technical innovations for AAL applications, more power-
ful and effective automated solutions are being developed and experimented, such
as those based on conversational agents and robotic assistants. Consequently, the
increasing power and pervasiveness of AAL technologies calls for a more holistic
approach for privacy preservation that (1) integrates privacy-by-design principles, (2)
minimizes data collection to only what is necessary, (3) anonymises data to protect
user identities, (4) ensures secure data handling, and (5) prioritizes user consent and

Uhttps://gdpr-info.eu/.
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control. With these conditions, HAR systems used in AAL environments can provide
the necessary support for independent living, while safeguarding the privacy and dig-
nity of their users. An extensive survey of different methods and current initiatives
in this area has recently been published by the GoodBrother consortium [1].

Acknowledgements This publication is based upon work from COST Action GoodBrother—
Network on Privacy-Aware Audio- and Video-Based Applications for Active and Assisted Living
(CA19121), supported by COST (European Cooperation in Science and Technology).
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Chapter 8 ®)
Remote Monitoring of Vital Signs e

Stefania Cristina, Peter Po¢ta, Andrej Zgank, Kenneth P. Camilleri,
Sara Colantonio, and Lambros Lambrinos

Abstract This chapter aims to explore state-of-the-art vision- and audio-based
methods for vital sign monitoring, as applied to ambient assisted living for the older
adults and people with special needs. We review different vision- and audio-based
monitoring techniques, identify their advantages and limitations, explore emerging
trends and open challenges, and draw recommendations for future directions. This
work will serve as a starting point for beginners who are looking to gain an entry point
into the area, as well as a guide to practitioners who are interested in learning more
about recent developments of vision- and audio-based methods for active assisted
living in general, and remote monitoring of vital signs in particular.

Keywords Active assisted living (AAL) - People with special needs + Computer
vision + Audio processing - Vital sign monitoring + Multimodality
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8.1 Introduction

The human body is characterised by several vital signs that provide measurable
indicators of physiological functioning, based on which a person’s overall health
may be assessed. Examples of such vital signs include the heart rate and heart rate
variability, the respiratory rate, and the blood oxygen saturation. These vital signs
carry important information about the human body which, when monitored, can
be exploited to identify abnormalities, detect medical emergencies, understand the
body’s responses to treatment, and generally assess the overall well-being of an
individual.

Vital sign monitoring can play a significant role within the specific context of
Active Assisted Living (AAL), where the aim is to enable older adults and per-
sons with disability to lead a normal, independent and healthy life inside their own
home, while alleviating their concern of not receiving timely medical assistance when
required. Older adults, for instance, are at an increased risk of age-related problems
that include heart complications, mobility issues, cognitive impairment and neuro-
logical conditions. Such age-related problems may be life-threatening and, hence,
often require admission into a care home or hospital where an individual may be con-
tinuously monitored under the watchful eye of care or medical staff. This, however,
has been placing an increasing strain on the care systems of many countries, espe-
cially in view of the skill-gap challenges presented by the global trend of lengthened
life expectancy coupled with a declining birth rate. Leveraging technology-based
solutions for vital sign monitoring can help reduce the in-person demand on the care
workforce, and allow for early interventions that can reduce the likelihood for care
home or hospital admissions.

8.2 Vital Sign Monitoring

One way of monitoring the body’s vital signs is through the use of contact devices
that can be attached to, or worn on the human body. The heart rate, for instance, can
be measured by attaching electrodes to the chest or wearing a chest strap to record the
electrical signals generated by the heart. Blood oxygen saturation, on the other hand,
can be measured by placing a light-emitting probe on the finger or clipping it to the
earlobe to determine the level of oxygen in the blood based on the amount of absorbed
light. Such contact devices may lead to discomfort with prolonged or repeated use,
or may give rise to skin health issues if they involve the use of adhesives. A further
cause of concern comes from the fact that such devices for vital sign monitoring
contribute to the generation of waste if they involve single-use components, such as
electrode pads that are disposed of after use.
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An alternative way of monitoring the body’s vital signs is through the use of
video or audio-based systems, which extract the necessary information from camera
images or from physiological sounds coming from the body, respectively, as we will
discover in the following sections. One of the main advantages of opting for video or
audio-based solutions over attachable or wearable sensors is that the former typically
do not require direct contact with the body, and hence can be more comfortable and
flexible to use, even for prolonged periods of time. Therefore, they are perceived
to be less intrusive by the end users. Furthermore, video and audio-based solutions
do not typically involve single-use components, making them more cost-effective
over sensor-based systems, and can possibly enable the simultaneous monitoring of
multiple vital signs because they typically do not depend on specialised equipment
either.

Throughout this chapter we will be exploring in greater detail the different aspects
of vital sign monitoring, starting with a description of the commonly monitored
parameters in Sect. 8.2.1, and followed by an investigation of different measurement
modalities in Sects. 8.2.2, 8.2.3 and 8.2.4. In Sect. 8.3 we will then explore different
datasets for video and audio-based monitoring, subsequently outline several privacy
considerations in Sect. 8.4, as well as review the communication technologies in use
by the different measurement modalities in Sect. 8.5, and finally conclude by drawing
our conclusions on the challenges and future directions in Sect. 8.6.

8.2.1 Commonly Monitored Vital Sign Parameters

The most commonly monitored vital signs pertain to the respiratory, cardiovascular,
blood pressure and oxygenation, and temperature regulation functions of the human
body. Accurate measurement of these vital signs is required for early detection of
medical conditions and timely intervention. This section provides a description of
each of these vital signs together with the parameters that are typically used to monitor
them.

Respiratory: The respiratory function of the human body refers to the process
of breathing, which comprises an inhalation phase, during which the diaphragm
contracts and moves downward to allow the intake of air through the nose or mouth
as the chest cavity expands, and an exhalation phase, during which the diaphragm
relaxes and moves upward to force the air back out of the lungs as the chest cavity
decreases in size. This bodily function is monitored by estimating the respiratory
rate in breaths per minute. The normal respiratory range for adults is reported to vary
between 12 and 20 breaths per minute [22].

Cardiovascular: The heart rate is a key indicator of cardiovascular activity. Mea-
sured in beats per minute (bpm), it reflects the coordinated contraction and relax-
ation of the heart chambers, which enable the circulation of blood around the body
to deliver oxygen and nutrients to the body’s tissues and remove waste products.
Another important parameter is the heart rate variability, which is a measure of
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the variation in the time interval between consecutive heart beats and is measured
in milliseconds (ms). The normal resting heart rate in adults lies between 60 and
100bpm.!

Blood Pressure: Even though the blood pressure is not a measure that is directly
taken from the heart, it is still an important indicator of cardiovascular health. This is
because blood pressure is a measure of the force exerted by the flowing blood against
the artery walls, which therefore reflects the strength of the heart and the resistance
of the blood vessels to blood flow. Blood pressure is typically represented by two
values, the systolic pressure, which refers to the build up of pressure in the arteries
as the heart contracts, and the diastolic pressure, which refers to the arterial pressure
as the heart relaxes. These values are recorded in millimetres of mercury (mmHg).
The normal range of systolic and diastolic blood pressure in adults is reported to be
120-129 and 80-84 mmHg, respectively [36].

Blood Oxygenation: The level of oxygen saturation in the blood is estimated
through SpO2, which stands for peripheral capillary oxygen saturation. Within the
human body, the blood oxygenation level refers to the percentage of hemoglobin,
which is the protein in red blood cells that is responsible for carrying oxygen from the
lungs to the tissues, which is saturated with oxygen. As such, the unit of measurement
for SpO2 is a percentage (%). The normal range of oxygen saturation in the blood is
stated to be 94-98% [46].

Body Temperature: The human body generates heat through metabolic pro-
cesses, and regulates its temperature to ensure the stability of its internal conditions
regardless of external ones. The body temperature is commonly measured in degrees
Celsius (°C) or Fahrenheit (°F), and the normal axillary (armpit) body temperature is
reported to range between 35.5 and 37.0°C [64]. However, when assessing the body
temperature, it is important to take note of factors such as gender, age, and the place
of measurement, which may all affect the reading [64].

8.2.2 Contact and Wearable Solutions

Contact devices typically offer superior accuracy in monitoring vital sign parameters
when compared to their contactless counterparts. This is due to the direct contact that
these devices make with the human body, which reduces interference from external
factors and allows for better signal acquisition. For this reason, contact measurement
is typically preferred in clinical settings where the patients’ diagnoses and treatments
depend on the reliability of the measured data. One common type of such contact
devices is the electrocardiogram (ECG), which is used to record the electrical activity
of the heart through the use of adhesive patches that attach to the patient’s chest.

! https://www.heart.org/en/health-topics/high-blood- pressure/the-facts-about-high-blood-
pressure/all-about-heart-rate-pulse, Accessed: 25 September 2024.
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Such contact devices are, however, primarily intended for use in a clinical setting
because they often require specialised training to operate and interpret, and incur
substantial costs to purchase and maintain.

Wearable devices, as a subset of contact devices, offer a more portable and afford-
able, easier-to-use option for continuous vital sign monitoring [25]. For this reason,
the wearable devices market has grown to a billion-dollar industry [32], and continues
to experience steady growth as the types of devices and their range of applications
continue to expand. Some of the most ubiquitous wearables, which are also commer-
cially available, come in the form of chest straps, armbands, smartwatches, smart
rings and earbuds. With the exception of chest straps, which make use of electrodes
to detect cardiac activity similar to an ECG, the other aforementioned wearables can
measure several vital sign parameters that may include the heart rate, blood oxygena-
tion and body temperature, among other bodily functions, using optical sensing tech-
niques [69]. Among the less conventional wearables are smart textiles (also known
as smart fabrics or e-textiles), which are not yet commercially available but have
been drawing substantial scientific interest. These smart textiles embed sensors into
the fabric itself, and can be used to create clothing that can monitor the vital signs
through its contact with the human body. Even less conventional are tattoo-based
wearables (also known as e-skins), which are fabricated on a flexible and stretchable
substrate material and adhere to the skin to monitor physiological parameters such
as the heart rate and muscular activity.

In general, all contact devices for vital sign monitoring share a common character-
istic, which is the requirement for contact with the human body. While such devices
may offer different levels of accuracy and portability, their direct contact with the
skin can be perceived as inconvenient or uncomfortable to some who would rather
not wear the sensor for prolonged periods of time. When it comes to wearables, in
particular, their effectiveness also relies on user compliance and adherence to wear-
ing the device correctly and consistently. Furthermore, as discussed later, solutions
that rely on wireless transmissions of health-related data to a consumer device, such
as a smartphone, may raise privacy concerns that these data may be intercepted and
misused, which may prove to be yet another barrier.

8.2.3 Video-Based Approaches

Vision-based systems for vital sign monitoring typically follow a similar methodol-
ogy, starting first with the choice of imaging modality, such as visible light [2, 9,
26, 30, 31, 49, 50, 59, 71], near-infrared [31, 62] or thermal [37, 71], based on the
physical and physiological variations that are to be observed. This is followed by the
acquisition of images within which regions of interest, which encompass the physical
or physiological variations associated with the vital sign of interest, are then typi-
cally detected. Specific image features are subsequently extracted from the detected
regions of interest using different image processing techniques. These image features
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are analysed to yield a measurement for the vital sign being monitored, with the aim
of identifying health issues at an early stage or providing assistance if a potentially
hazardous situation is detected.

The heart rate is the vital sign that is most often monitored in vision-based liter-
ature. The physiological feature that is most typically exploited is the subtle change
in skin colour that occurs due to the pulsating blood flow, and which can be captured
by variations in the intensity values of the pixels in visible-light [2, 9, 26, 30, 31, 50,
59, 71] or near-infrared [31] images. The face region or parts of it, such as the fore-
head, nose and cheek regions, typically constitute the image regions of interest from
which the heart rate is estimated. One exception is the work of McGinnis et al. [41]
for the treatment of panic attacks, which is based upon the use of fingertip images
captured while the user presses their index finger against their smartphone lens with
the flash activated. Eulerian video magnification (EMV) is sometimes applied to the
image regions of interest [2], before these images are processed further. The EMV
technique takes a video sequence and first decomposes it into different spatial fre-
quency bands, followed by the application of signal amplification within a temporal
frequency band of interest to magnify the subtle skin colour changes due to blood
flow [70]. A sequence of such image regions of interest is then oftentimes collapsed
into a one-dimensional temporal signal by, for instance, spatially averaging the pixel
values within specific channels of each image frame in the sequence [30, 41, 71].
Bandpass filtering is also typically applied to the temporal signal in order to attenu-
ate frequency components that are outside of the heart rate range, followed by peak
detection on the resulting cardiac signal from which the heart rate may be estimated
[30, 41, 71]. Research works that have proposed considerably different approaches
include those of Qiu et al. [50] and Choi et al. [9]. Qui et al. [50] aggregate the
information contained within a sequence of images into a temporal image, after
decomposing the input sequence into multiple spatial frequency bands, concatenat-
ing the lowest band and temporally filtering it. This temporal image is then fed into
a Convolutional Neural Network (CNN) for heart rate estimation. Choi et al. [9], on
the other hand, propose to fuse visible-light (RGB) and radio-frequency information
through fusion transformer modules to generate a blood volume pulse signal from
which the heart rate is estimated.

Similarly, the process of estimating the respiratory rate starts with the detection
of a region of interest, which may include the head and chest [2], the torso [35, 37],
or the area around the nostrils [71]. If visible-light is the imaging modality of choice,
then the respiratory rate is most often estimated by capturing the chest movement
that occurs during breathing. Several approaches to do so have been proposed, such
as the application of motion factorisation to images of the thoracic region [27],
the computation of the distance between landmarks positioned on both shoulders
and the nose [2], or the tracking of the thoracic area via the Kanade-Lucas-Tomasi
algorithm [35]. If the resulting signal is not in one-dimensional form by default, it
is usually collapsed into a one-dimensional temporal signal, such as through the use
of a 3D CNN [35]. The typical subsequent steps include bandpass filtering and peak
detection of the respiratory signal from which the respiratory rate is extracted [2,
30, 37], or alternatively the use of a deep neural network that takes the respiratory
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signal as input [9, 35]. Alternatively, the use of thermography as imaging modality
can be exploited to capture the thermal variations that occur with the inhalation and
exhalation of air within a region of interest below the nose [2].

Other vital signs which have been less often monitored using video-based methods
include blood oxygenation (SpO2) [62], blood pressure [49] and body temperature
[37, 71]. In estimating the SpO2, Stogiannopoulos et al. [62] propose a pipeline that
is very similar to heart rate estimation, starting with the detection of the forehead
and cheek regions of interest in near-infrared images, followed by EMV, feature
extraction, and finally an investigation of different machine learning methods for
SpO2 estimation. For blood pressure estimation, van Putten et al. [49] report that
better performance than what has been previously achieved in the literature can be
obtained if specific features and machine learning models are used for the estimation
of systolic and diastolic blood pressure, independently of each other. For systolic
blood pressure estimation they employ a stacked ensemble model, whereas a multiple
linear regression model is used for diastolic blood pressure estimation. The estimation
of body temperature is, perhaps, the most straightforward of all, since this is typically
extracted from thermal images of the forehead [71] or the head [37].

In general, video-based methods for vital sign monitoring require that the user
remains as stationary as possible during video acquisition, in terms of both the head
pose as well as the facial expression [26, 31, 50, 62, 71]. However, given the diffi-
culty of adhering to such a stringent condition, several of these methods still incor-
porate a mechanism to compensate for small head and face movements. Typical
techniques applied for this purpose include facial landmark or region of interest
tracking [26, 50, 71], and region of interest alignment between successive image
frames via projective transformations [31]. The surrounding illumination conditions
should also remain stable during video acquisition, since any variation that affects
the pixel intensities in the recorded video can be erroneously interpreted as a varia-
tion of the vital sign of interest. Near-infrared illumination is often used to mitigate
this problem because it is less affected by fluctuations in the surrounding lighting
conditions [31, 62].

8.2.4 Audio-Based Approaches

Audio-based systems, on the other hand, exploit sounds generated by the bodily
functions of interest for vital sign monitoring. Data collection is carried out via an
acoustic sensor, such as a microphone, which captures sound in the form of electrical
signals. The typical steps that are then involved in the analysis of such signals may
include a data preparation step, whereby the audio signal is filtered, denoised and
split into segments, followed by a feature extraction step, which seeks to extract a
set of features that are sufficiently representative of the bodily function of interest,
and finally a classification step that yields a decision regarding the vital sign being
monitored.
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Referring again to the diagnosis of respiratory disorders as an example, attributes
of respiratory sounds that may be exploited for the diagnosis of upper respiratory
conditions include the type and duration of cough, whereas crackle and wheezing
may point to the presence of a lower respiratory condition [28]. Although transfer
learning can be used to train audio-based models on larger datasets to then adapt them
to the more specific task of respiratory condition diagnosis, to the best of the authors’
knowledge, there were, at the time of writing of the chapter, no pre-trained neural
networks freely available for this purpose. A typical approach for the acquisition of
audio data is to place the acoustic sensor, such as a digital stethoscope, over the chest
area. With advancements in technology, microphones embedded in smartphones
are being increasingly employed to capture breathing sounds, replacing higher-end
sensors and leading the way to more pervasive and contactless data capturing and
monitoring techniques [28]. It is worth noting here that they are still supposed to be
positioned as close as possible to an area of interest, i.e., a chest area in this case, to
obtain audio signals of reasonable quality for further processing.

When it comes to the heart rate monitoring/estimation, Martin and Voix developed
an algorithm assessing the heart rate by using physiological sounds recorded in the
occluded ear-canal [40]. A rather reasonable performance (an absolute mean error
of 4.3 bpm) for a further deployment in the context of AAL applications, even
in the presence of ambient noise, which was, in this case, represented by broad
band white noise and industrial noise, was achieved by this algorithm. A novel
approach was introduced in Usman et al. [68], which estimates the individual’s
heart rate by applying regression algorithms to Mel-Frequency Cepstral Coefficients
(MFCC) [17]. A high accuracy is claimed by the authors in the paper for the presented
approach but it should be noted here that the testing presented in the paper is rather
limited. To be more precise, it was done on the same dataset as deployed for the
development of the presented approach, and no background noise was included in the
recordings. In Tomaszewska et al. [67], the authors presented a heart rate estimation
system, which identifies the heartbeat solely from tracheal audio recordings during
sleep. According to the authors, the proposed system represents the precise heart rate
monitoring tool that can be conveniently deployed, as a part of a home-based health
monitoring system, to assess heart rate during sleep. Unfortunately, the authors did
not report in the paper the performance of the system in the case when two people
are sleeping side by side. Finally, Butkow et al. [4] designed the first in-ear audio-
based motion-resilient heart rate monitoring approach, allowing the accurate heart
rate estimation under motion artifacts caused by daily activities, i.e., walking, and
running, which was proved under the controlled conditions as well as under the daily
life conditions. The accuracy (a mean absolute error of 1.88 4 2.89, 6.83 &£ 5.05,
and 13.19 £ 11.37 bpm for stationary, walking, and running, respectively) reported
in the paper allows its further deployment in AAL applications.

Regarding the respiratory or breathing rate monitoring/estimation, the authors in
Martin and Voix [40] designed an algorithm, which monitors the breathing rate by
using physiological sounds recorded in the occluded ear-canal. A solid performance
(an absolute mean error of 2.7 cycles per minute) for a prospective deployment in
AAL applications was reported for the designed algorithm even when the ambient
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noise represented by industrial noise and broadband white noise was present in the
recordings. In Ren et al. [51] a non-intrusive sleep monitoring system was developed,
which detects the sleep events of an individual, as well as his/her respiratory rate at
the same time by involving standard smartphones. When it comes to the respiratory
rate detection approach, it uses the inherent correlation between breathing cycles
to identify the breathing rate precisely by deploying the signal envelope detection
approach. A rather high accuracy (a breathing rate error <0.5 bpm) and robust-
ness under different scenarios were obtained for the proposed system as a result of
the rather extensive testing reported in the paper. Moreover, the authors presented
in Resit Kavsaoglu et al. [53] an innovative method to identify the breathing rate
involving the adaptive filtering and speech boundary detection algorithms, obtain-
ing a rather good accuracy. It should be noted here that the testing presented in the
paper is very limited. Consequently, it is very hard to say whether this method has a
reasonable performance for a further deployment in the context of AAL applications.

A contactless breathing detection system, entitled the Wi-Tracker, deploying com-
mercial off-the-shelf smartphones was proposed in Liu et al. [34]. Breathing event
is, in the proposed system, identified by capturing the Doppler effect caused by
human exhaled airflow on the reflected acoustic wave. A good accuracy (a mean
estimation error of 0.17 bpm) allowing its implementation in the context of AAL
applications was reported for the Wi-Tracker, after the rather extensive testing, in the
paper. Finally, the authors in Chara et al. [6] proposed a contactless breathing mon-
itoring system deploying acoustic sensing with smartphones. The developed system
offers a reasonable identification (a breathing median error <0.15 bpm) of breathing
rates and respiration patterns, e.g., inhalation and exhalation time, in various condi-
tions proved by the rather extensive testing reported in the paper, which allows its
prospective deployment in AAL applications.

8.2.5 Multimodal Approaches

As far as multimodal approaches involving the audio modality are concerned, the
authors in Ahmed et al. [1] developed an approach to monitor the user’s respira-
tory rate deploying a signal processing based algorithm on motion sensors and a
lightweight machine learning based algorithm on acoustic sensors from the earbuds,
with the balanced data retention and accuracy. A good accuracy allowing its fur-
ther deployment in the context of AAL applications was reported for the developed
approach in both the lab and home environments. The lab and home testing involved
201 and 1330 sessions in different postures, i.e., sitting, standing and lying, respec-
tively. It is worth noting here that several sessions were a bit shorter in the home
environment. So, the predominance of the home sessions in the presented testing
implies a high ecological validity of the corresponding study.
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8.3 Video and Audio Datasets

Most recent video and audio-based vital sign monitoring solutions are based on some
form of machine learning or artificial intelligence which require large amounts of
data to train accurate models. The quality and diversity of datasets become critical
factors to ensure that the training is unbiased and suitably generalised to ensure the
system’s effectiveness.

8.3.1 Video Datasets

Many video datasets for vital sign monitoring focus on the heart rate as the physiolog-
ical parameter of interest, this being the vital sign that is most often monitored in the
video-based literature. Nonetheless, several of these datasets may include additional
ground truth physiological data, such as the respiration rate and the blood pressure,
especially if such datasets would have been captured for a broader context that goes
beyond the application areas of vital sign monitoring. Ground truth data refers to the
real-world data that serves as a benchmark against which predictions or outputs of
models, algorithms or systems can be validated to measure accuracy and reliability.
A selection of the most commonly used video datasets for vital sign monitoring is
as follows:

The COHFACE dataset [24] comprises 160 one-minute face videos collected
from 40 participants. Some videos were collected in a controlled lighting environ-
ment, whereas others were recorded under natural lighting in an indoor environment.
The RGB videos have been recorded using a webcam, at a resolution of 640 x 480 pix-
els and a frame rate of 20 Hz. In addition to the heart rate, this dataset also comprises
ground truth data of the breathing rate as well as the blood volume pulse.

The PURE dataset [63] contains 60 one-minute videos from 10 participants, cap-
tured by an RGB industrial camera at a resolution of 640x480 pixels and a frame
rate of 30Hz. The participants were allowed to move their head in a controlled and
well-defined manner. The videos were recorded indoors under natural lighting con-
ditions which varied slightly due to changing cloud conditions and which streamed
through a large window onto the face of the participant. The ground truth heart rate
data was captured via a finger pulse oximeter.

The MR-NIRP (indoor) dataset [38] comprises 15 three-minute long face videos
of 8 participants with varying skin tones, at a resolution of 640x640 pixels and
a frame rate of 30Hz. The videos were captured simultaneously using an RGB
and a near infrared (narrow-band 940 nm) camera. Videos were captured under two
conditions: during one condition the participants sat still but were allowed natural
head movement; during the other condition the participants were instructed to first
sit still, then carry out small out-of-plane head motions, followed by counting out
loud, thus moving their mouth, and finishing with a still period. The ground truth
heart rate data was captured via a finger pulse oximeter.
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The Multi-domain Mobile Video Physiology Dataset (MMPD) [66] contains
660 one-minute face videos of 33 participants. This dataset addresses the gap of
capturing video data under real-life conditions and was, therefore, collected by the
camera of smartphone Samsung Galaxy S22 Ultra and comprises diverse skin tones,
body motion, physical activity, and natural and artificial illumination variations.
The videos have been captured at a frame rate of 30Hz and compressed to a res-
olution of 320x240 pixels. In addition to the videos, the dataset contains finger
photoplethysmography signals.

The VIPL-HR dataset [45] was also aimed at replicating daily-life conditions
during data collection. For this purpose, a total of 3130 30-s face videos were recorded
from 107 participants at a frame rate of 30 Hz, using a webcam, an RGB-D camera,
a smartphone camera and a near infrared camera. The dataset includes various small
and large head motions and diverse illumination conditions set by a filament lamp in
an indoor environment. Some videos were captured with a fixed smartphone while
others were captured with a hand-held smartphone. A finger pulse oximeter was used
to capture the ground truth heart rate, SpO2 and blood volume pulse data.

The BP4D+ dataset [74] is a multimodal dataset that captures spontaneous emo-
tional states of the participants, elicited through various stimuli such as different
smells and sounds. The dataset contains over 10TB of data collected from 140 partic-
ipants of different ethnicity, using a data capturing system that includes 3D dynamic
imaging, 2D video capture (320 x 240 pixels) and thermal imaging (640 x 480 pixels),
all operating at 25 Hz, focused on the face of the participant. The collected ground
truth physiological data includes the heart rate, the respiration rate, the systolic and
diastolic blood pressure, and the electrodermal activity.

8.3.2 Respiratory Sound Datasets

In the context of monitoring the respiratory vital signs, audio datasets are primarily
required for learning-based methods. In contrast, signal processing-based methods
can estimate the respiratory rate directly from the captured audio signal without the
need for an acoustic model. An approach published in Ren et al. [52], which utilises
an audio signal envelope detection, can serve as a good example in this case.
Monitoring breathing sounds is challenging due to their low energy and suscep-
tibility to interference from environmental noise and other body sounds like heart
sounds, etc. Consequently, learning-based methods offer a significant advantage, as
they are more robust than the signal processing ones. An audio dataset is a prereq-
uisite for developing algorithms to estimate the respiratory rate. In addition to the
audio signal, a time segmentation is essential, as it correlates the respiratory audio
signal with precise time information. Many researchers, e.g., Markitantov et al. [39],
Mostaani et al. [42], use in-house datasets, which often contain limited data and yield
results that are not directly comparable. Examples of such in-house datasets include.
The UCL Speech Breath Monitoring (UCL-SBM) dataset [57], also included
in the Interspeech 2020 ComParE challenge, contains audio recordings from 49
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speakers, each lasting 4 min. In addition to the audio signal, the respiratory rate was
recorded using a contact-based piezoelectric chest belt. This respiratory data is used
for labelling and reference purposes.

Similarly, the Philips read speech database [43] involves 40 participants reading
phonetically balanced text. Full-text transcriptions are provided along with labelled
respiratory events, facilitating the development of deep-learning models for respi-
ratory rate monitoring. Here too, piezoelectric chest belts were used in conjunction
with audio recordings.

The publicly available audio datasets for respiratory rate monitoring include.

The ICBHI Respiratory Sound Database [55], collected as a part of the ICBHI
Conference research challenge in 2017, contains 914 audio recordings labelled
with inspiration and expiration intervals. This dataset facilitates respiratory rate
monitoring and more complex classification tasks, such as detecting respiratory
diseases.

The SJTU Paediatric Respiratory Sound Database (SPRSound) [73], col-
lected in 2022, comprises 9089 respiratory sound events from 292 participants. A
team of pediatric physicians manually annotated these sound recordings. The dataset
is again suitable for both the respiratory rate monitoring and classifying respiratory
diseases.

The Dataset of Lung Sounds [18] was collected using an electronic stethoscope
in a clinical environment. Data from 112 participants are included, which can be
utilised for the respiratory rate monitoring or disease classification.

The Respiratory Sound Dataset [56] is another collection that serves both res-
piratory rate monitoring and disease classification purposes. It contains recordings
of 6898 respiratory cycles from 126 participants.

Beyond these standard audio respiratory datasets, the COVID-19 pandemic has
heightened a research interest in acoustic classification as a method for pre-screening
COVID-19 positive individuals based on cough sounds. The audio datasets, which
were created/deployed for this type of respiratory monitoring, include among others
COUGHVID [48], COVID-19 Sounds App, Coswara [58], Virufy [7], NoCoCoDa
[12], and CDCVA [15].

8.3.3 Heart Sound Datasets

Cardiovascular audio datasets primarily focus on two categories. The first and most
significant vital sign monitoring is heart rate monitoring, which requires high-quality
time segmentation to identify specific sub-parts of heart sounds. Though more
challenging, the second category has broader applicability and involves monitor-
ing/detecting advanced cardiovascular conditions, such as murmurs and their types
or outcomes of cardiovascular diseases.

The PASCAL 2011 Heart Sounds Challenge [3], the George B. Moody
PhysioNet/Computing in Cardiology Challenge 2016 [11] and the George B. Moody
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PhysioNet Heart Sound Challenge 2022 [54] are research challenges in the heart
sound domain. They have played a significant role in popularising the field of
cardiovascular audio datasets, particularly for classification tasks.

The PASCAL dataset [19], created in 2011, comprises 832 recordings with a
total duration of 1.6h. From today’s perspective, it is considered a relatively small
dataset. The heart sound recordings were taken in both medical and home environ-
ments, presenting a mix of challenging conditions. The audio files were manually
segmented to detect the S1 and S2 sub-parts of the heart sounds. The recordings are
categorized into normal and abnormal conditions, including murmurs, artifacts, and
extra heartbeats.

The CinC16 dataset [33], collected for the George B. Moody Phys-
ioNet/Computing in Cardiology Challenge 2016, was sourced from nine different
data sources. It consists of 3240 recordings from 1072 users, making it one of the
most popular datasets currently available. The total duration of the recordings is
20.2h. Additional segmentation information is provided to facilitate heart rate mon-
itoring and to separate heart sounds before classification tasks. The classification
objective is to categorise heart sounds as either normal or abnormal.

The CirCor22 dataset [47], originating from the latest George B. Moody Phy-
sioNet Heart Sound Challenge in 2022, contains 5272 recordings, totalling 33.5h.
The subjects include 1568 children and adolescents coming from Brazil. In addi-
tion to the audio data and segmentation information, the dataset also contains
socio-demographic information. While this additional information can significantly
enhance classification performance, it is less relevant for heart rate monitoring itself.
The challenge comprised two distinct classification tasks, i.e., amurmur classification
and clinical outcome classification.

Some heart sound datasets were not directly involved in the above research chal-
lenges, thus a performance reported for those datasets cannot be directly benchmark.
Such audio datasets include:

The Heart Sounds Catania 2011 (HSCT11) dataset [60] contains audio record-
ings from 206 participants without any additional information about the subjects’
health status. The 412 recordings were collected in a clinical environment using a
digital stethoscope.

The Ephnogram dataset [29] is unique in that it captures heart sounds and ECG
signals in parallel, allowing for the application of multi-modal approaches. Although
only 24 participants were involved, the total duration of the recordings was 30.6 h.

The Open Heart dataset [72] comprises 1000 heart sound recordings sourced
from various Internet sites. Each recording contains only three heartbeats, which
limits its usability.

The Cardiac Disease Heart Sound (CDHS) dataset [65] focuses on heart sound
quality assessment. It includes data from the PASCAL, HSCT11, and CinC16
datasets, along with additional new data coming from 76 participants, totalling 18.1h
of recordings. Each recording was manually annotated with a quality score, which can
also be used to improve heart rate monitoring, particularly in acoustically complex
AAL scenarios.
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8.4 Privacy Considerations in Vital Sign Monitoring

Through vital sign monitoring, important information may be obtained on physiolog-
ical parameters that may help determine the health status of a person. Nonetheless,
whether such monitoring is done through the use of wearable or non-contact, video-
based and audio-based solutions, it is imperative that privacy concerns are addressed
comprehensively. This is because sensitive data collected during vital sign mon-
itoring will likely include health information that, if not properly secured, could
lead to breaches of confidentiality, potential misuse, and even physical harm thereby
compromising the user’s privacy, trust and well being.

As it has been previously discussed in Sect. 8.2.2, wearable devices need to estab-
lish direct contact with the human body to be able to measure the physiological
parameters. While the use of wearable devices may lead to discomfort if the mea-
surement has to happen over a prolonged period of time, their requirement for skin
contact enables data collection of the source signal directly, without requiring the
placement of cameras or microphones in one’s environment that may pick up more
data thanis necessary to monitor the user’s vital signs. Furthermore, while the require-
ment for user compliance to wearing the device consistently may be considered a
disadvantage in using wearable devices for vital sign monitoring, it may alternatively
be perceived as giving the user full control to use the device voluntarily, with the
option of stopping data collection at any time by simply taking off the device.

In comparison, most video-based systems capture more data in their field-of-view
than is necessary for vital sign monitoring, such as the full features of the face that
reveal the user’s identity, and potentially features in the background that may be
personal to the user or revealing of the user’s whereabouts. Similarly as in the video
case, the user’s identity and whereabouts can be again revealed by the corresponding
audio features. So, the above-mentioned capture redundancy is also an issue when it
comes to audio-based monitoring systems. Moreover, many video-based methods use
only cropped images within regions of interest to monitor the vital sign, such as parts
of the face or the torso. These cropped image regions are then typically collapsed into
one-dimensional temporal signals from which the vital sign of interest is estimated.
For audio-based approaches, the cropping function is replaced by spectral filtering,
i.e., filtering out frequency bands, which are not relevant for vital signal monitoring.
These two approaches can be considered to conceal the user’s identity and to protect
their privacy if the required signals are extracted on-the-fly and any unused visual
and auditory information is deleted straight away, as opposed to transferring the raw
image and audio data to a remote server over the Internet in order to be processed
further.

The reviewed literature that works with either RGB images or with audio informa-
tion rarely takes the privacy aspect of the research work into consideration, choosing
alternatively to focus more on the technical aspects of processing the raw visual and
audio data. One exception is the video-based work of van Putten et al. [49], which
alludes to extracting the required signals locally on the smartphone to avoid transfer-
ring or storing personally identifiable images externally that could give rise to data
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protection concerns. Methods that rely on thermal images alone can be considered to
be more robust to privacy concerns, since such images inherently obfuscate the user’s
identity and features in the background. However, the downside of these methods is
that they require the use of specialised equipment, which can be more expensive and
less straightforward to operate than consumer-grade devices such as smartphones.
In general, video-based and audio-based systems can come across as more opaque
to the user than a wearable, which captures only the intended signal through direct
skin contact. Clear communication with the user can help mitigate suspicion and
lack of technology acceptance, since the user may not necessarily be familiar with
the extent of detail that is extracted from the visual and audio data to achieve the
intended outcome of monitoring their vital signs.

8.5 Communication Technologies

Irrespective of the type of data captured by the different aforementioned devices and
technologies, it has to be transmitted, processed, stored and displayed to end users,
caregivers etc. in a meaningful way [20]. We will concentrate here on the commu-
nication technologies used by the two categories of devices we have considered in
this chapter.

Wearables have specific requirements that relate to concepts such as power usage,
mobility, connectivity and bandwidth among others. As such, to reduce power usage,
wearable devices often have limited processing and storage capabilities. They there-
fore predominantly utilise low power technologies for their connectivity such as
Bluetooth Low Energy (BLE) and Zigbee that have a short range and are perfectly
adequate for the low data volume and relatively infrequent transmit/receive opera-
tions [61]. On the other hand, audio and video capturing devices are likely to generate
continuous data streams. They will thus have a permanent power supply which allows
them to utilise communication technologies more suited for large volume data such
as standard WiFi and cellular or even wired connections.

As the information from both wearables and audio-video capturing devices has
to reach the Internet, there are three different topologies through which this can
be achieved: device-to-device, device-to-gateway, device-to-infrastructure. As one
would expect, the first two are preferred by wearables whereas the last is the choice
for audiovisual devices. Often, the role of the gateway is undertaken by a smartphone
that utilises its own cellular Internet connection to transmit the data directly or a WiFi
connection to a nearby Internet gateway. Note that the smartphone’s role is two-fold,
as it is also used to display data to the user in a meaningful manner. Obviously,
the use of a smartphone as an intermediary has some privacy and security consid-
erations due to various vulnerabilities. Latest advances in cellular communications
may enable wearables to directly transmit their data to the Internet [14] satisfying
mobility requirements seamlessly.
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8.6 Trends, Challenges and Future Directions

There are several challenges that characterise audio-based and video-based vital
signs monitoring. One of the primary limitations is the need for more openly avail-
able audio, video or even audiovisual datasets. State-of-the-art deep learning-based
end-to-end methods typically necessitate sufficient data for effectively training deep
models. The advancements achieved in other areas of audio and speech processing
[16] as well as video processing [13] underscore the critical role of data, especially for
more complex classification tasks. This challenge becomes particularly significant
given that cardiovascular diseases pose the highest mortality risk in the developed
countries [5, 8].

Another challenge in the realm of audio and visual vital sign monitoring is ensur-
ing a robust operation in complex sound and visual environments. In a typical AAL
environment, home appliances, media devices, as well as other people and animals,
introduce additional audio sources that can degrade the primary vital signs’ audio
signal. Moreover, similarly as in the audio case, the above-mentioned appliances,
devices, people and animals can decrease the performance of the developed video-
based approaches. Techniques such as audio and video pre-processing and enhance-
ment methods can mitigate these influences [21]. Moreover, it is worth noting here
that data augmentation approaches (see for example Chu et al. [10], Herndndez-
Garcia et al. [44], Nanni et al. [23]), involve the incorporation of noise and back-
ground audio signals or geometric transformations and colour space augmentation
particularly for video-based approaches during deep learning processes to reduce
over-fitting and enhance the generalisation capability of developed deep models.

As seen in Sect. 8.3.1, researchers have been developing ever more complex vital
signs monitoring datasets that include various environmental factors, such as various
illuminations, lighting changes and large motions [45, 66]. In addition to various
environmental factors, the datasets seek to include participants with a variety of
skin tones and ethnicities [66, 74]. This trend in the development of complex and
varied datasets makes it more plausible to develop vision-based remote vital signs
monitoring suitable for a home environment. Additional visual challenges that are
presented by the home environment include the visual clutter that typically subsists
in the background of home subjects and the smaller scale of face images when the
subject is far from the camera.

Audio and video datasets may inadvertently contain hidden health information,
often intertwined with other audible signals, such as speech due to the nature of
sound propagation, and visible signals. This poses a significant privacy challenge,
because the user’s private information can be revealed. One approach to mitigate
this issue is to ensure that users are informed about the inclusion of background
speech and other potentially revealing sound and visual information when utilising
audio-based and video-based vital signs monitoring services. Alternatively, employ-
ing dedicated hardware such as directed microphones and cameras can minimise the
capture of ambient signals. However, preventing the inadvertent capture of hidden
health information, which may be embedded within the original signal without the
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user’s awareness, is much more challenging and sometimes impossible. If such an
information is later identified, there is a serious risk that it could be exploited to harm
the user. Therefore, careful consideration of privacy implications is crucial, includ-
ing who has access to audio, video or even audiovisual datasets and under what
circumstances. Hence, this opens up a need of new methods for privacy preservation
to address these concerns.
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Chapter 9 ®)
Affective Computing in Active Assisted e
Living

Albert Ali Salah, Deniz Iren, and Heysem Kaya

Abstract Emotions play an important role in human behavior, and their analysis is
often a necessary step in correct interpretation of said behaviors, providing context
and depth. In active assisted living (AAL) applications, affective computing methods
are used to understand a user’s affective state, as well as provide systems interacting
with the user with improved communication capabilities. In this chapter, we provide
an overview of affective computing and its uses in AAL, discuss issues of trust and
responsible Al as well as provide a short overview of the Al Act as an example legal
framework that regulates the use of affective computing in AAL.

Keywords Affective computing * Active assisted living (AAL) - Responsible Al -
Al act

9.1 Introduction

In recent years, artificial intelligence (AI) technologies have seen a noticeable
improvement, leading to their widespread adoption in many aspects of life. The
prevalence of Al applications has led most societal stakeholders to perceive the sig-
nificance of the ethical concerns of Al and take necessary actions to ensure that Al is
developed and deployed in alignment with human values. Companies adopt human-
centered design principles to create and deploy Al systems that deliver value to their
customers by trying to understand precisely how the users respond to different design
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elements [5]. Researchers explore the ethical dimensions of Al, conducting studies
to understand the implications of Al on society, and developing models that are more
accurate, explainable, and transparent [16]. Policymakers play a key role in setting
the ethical and legal frameworks to ensure that Al systems are safe, transparent,
accountable, and fair. This comprises a complex dynamic ecosystem that gives rise
to overlaps and conflicts in the goals and practices of these stakeholders.

Al systems operating under conditions where human rights, safety, and privacy are
at stake require special attention. By design, Active Assisted Living (AAL) systems
are deployed in settings such as homes and offices, and may access affective and
behavioral signals that potentially carry sensitive and private information. Therefore,
the ethical and responsible design and deployment of AAL technologies must be
carefully studied, especially in light of Al regulations [23] such as the General Data
Protection Regulation (GDPR)' and the European Union (EU) Al Act?

This chapter aims to provide information on affective computing use cases in
AAL and to explore the challenges and concerns regarding the trustworthy and
responsible design of such systems. Affective computing (AC) is an interdisciplinary
field dealing with computational systems that can recognize, interpret, process, and
simulate human emotions [77]. Since human behavior analysis is incomplete without
understanding the emotional state of the studied human, AC has a lot of potential
in AAL. Yet, AC may involve sensitive information, which for example reveals
responses of a person that are not purposefully communicated, or if aggregated over
long periods of time, may be conducive to inferences about the person that go beyond
the purposes of the monitoring systems.

In this chapter, we briefly summarize the main technologies of affective comput-
ing (Sect.9.2), emphasizing its interdisciplinary and multimodal aspects. Section 9.3
discusses the use cases of AC in AAL, laying out the characteristic differences of
these use cases. Section 9.4 explores the trustworthy and responsible design of AC
in AAL. Section 9.5 covers an overview of a recent legal framework related to AC in
AAL, highlighting the potentially impactful AC regulations in AAL. Finally, Sect. 9.6
concludes the chapter.

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation),
http://data.europa.eu/eli/reg/2016/679/0j, Accessed: 2024-09-24.

2 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Acrtificial Intelligence Act), https://
eur-lex.europa.eu/eli/reg/2024/1689/0j, Accessed 2024-09-24.
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9.2 What Is Affective Computing?

In the Introduction, we gave a definition of AC that included multiple capabilities,
which were disjoint, but related. Having a computer system that can recognize the
affective state of a monitored person is different from a system that can also appear
to the user as having some emotions, for example interacting with a happy or sad
voice. But what is affect in general?

Affect can encompass emotions, moods, feelings. Wundt provided a distinction
between emotions and feelings; “An emotion is a unitary whole which is distinguished
from a composite feeling only through the two characteristics that it has a definite
temporal course and that it exercises a more intense present and subsequent effect
on the interconnection of psychical processes” [105]. Furthermore, the literature on
emotions distinguishes “basic emotions” from more complex or composite emotions.
These are defined as discrete and primitive categories, corresponding to a fixed set
of neural and bodily expressed components, and a stable feeling or motivational
component that is evolved via natural selection because of its direct relevance (such as
fear or disgust) [95]. The most widely used basic emotion model in AC is popularized
with the research of Paul Ekman, and includes six basic emotions (i.e. happiness,
sadness, fear, anger, surprise, disgust, respectively) [34]. Ekman observes that these
emotions have certain characteristics, such as “rapid onset, short duration, unbidden
occurrence, automatic appraisal, and coherence among responses” [34]. This list is
occasionally extended with a seventh emotion, “contempt,” and in computational
studies that use a supervised learning approach, with a “neutral” class that acts as
a baseline state. Ekman further claimed that the facial expressions corresponding
to these emotional states are universally recognizable [35] and even though later
research established that facial morphology and culture do play a role in recognition,
and subjects from Eastern and Western cultures do not perfectly interpret each other’s
facial expressions [57], the basic emotional expressions model formed the basis of a
large number of works and systems for facial emotional expression analysis.

Partly motivated by the straightforward way of annotating emotional expressions,
the basic emotions view also steered the AC community towards more categorical
models, where at any moment, one of a small, discrete number of emotional states
is assumed for each subject. While AC researchers are fully aware that this is an
over-simplification and the true emotional state of a person is complex, there are
many practical applications that can benefit from the estimation of an approximate
affective state.

The alternatives to basic emotion categories are to allow overlaps between these
categories to permit compound emotional states, such as “happily surprised” [32], or
to use a continuous, dimensional model, where the emotion would be annotated as a
real-valued vector [46]. The most popular choice for such a dimensional model is the
2-dimensional Valence-Arousal space, based on Russell’s Circumplex model [81].
For this model, Russell estimated distances between emotion words and used multi-
dimensional scaling (MDS) to project them to a 2D space with distances preserved
as much as possible. The two dimensions that are created this way, when inspected,
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showed that valence (i.e. how positive or negative an emotion is) and arousal (i.e.
the amount of energy in the emotion) are good labels to characterize the two dimen-
sions. While Russell’s work popularized such a characterization, the idea of mapping
emotions to a multi-dimensional space goes back to Wundt [105], who proposed
pleasantness versus unpleasantness and excitement versus depression as the first two
dimensions of mapping feelings via introversion. This dimensional approach was
used empirically for facial affect; Abelson and Sermat used MDS for facial expres-
sions and found very similar axes, as early as 1962 [1]. Wundt initially proposed a
third dimension (tension vs. relaxation), and later, projections to 3D space suggested
that “dominance” can be the third factor, illustrating how much feeling of control is
included in the particular emotion [82]. Consequently, most dimensional approaches
in AC either use Valence-Arousal (VA) or Valence-Arousal-Dominance (VAD) as
their representation of affect [111].

Coming back to computer systems that can recognize the affective state of a
monitored person, examples of such systems include applications that can detect
facial expressions and do inferences on positive affective states such as happiness and
satisfaction, as well as negative affective states like frustration, sadness, or confusion.
Similarly, body pose, voice, language, and other modalities can be used to make
affect-related inferences about humans. Voice-based affect recognition initially also
focused on the recognition of stress [87]. For all these modalities, machine learning
approaches were used to create recognition systems. Initially, human actors portrayed
emotional content to generate datasets that could be used in training such systems.
Gradually, the community moved to “in-the-wild” scenarios, and more naturalistic
data were annotated for training systems, which made it possible to observe humans
in their living environments and infer their affective states.

In AAL systems, it is important both to monitor the state of the assisted individuals,
as well as to recognize the timing of the signals for most effective interventions.
Subsequently, AC finds several different application areas in this domain. In the next
section, we provide an overview of the applications of AC on AAL.

9.3 Where Is AC Used in AAL?

AAL studies the development and utilization of smart devices, sensors, and computer
systems that support the lives of the occupants of an environment enhanced by such
technologies. AAL systems do not only sense the physical activities and behaviors of
the users but also the affect, i.e., emotions, moods, and feelings. This section outlines
the prominent types of AAL that specifically use AC.

Detecting affective signals using smart technologies differs from sensing non-
affective behavior and activity. To examine the specific characteristics of AC for
AAL, we try to answer the following questions in this and the next section:
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e Which categories of AC in AAL are reported in the literature?
e What type of data and sensing technologies are used for detecting affective signals?
e What are the ethical, legal, and societal concerns specific to AC in AAL?

We use the taxonomy of AC [104] to explore the sensors utilized for detecting
affective signals. This taxonomy categorizes AC based on the modalities supported
by the underlying system. An AC system can rely on fext, audio, visual, physiological
signals, or a combination of these modalities. Text commonly represents the content
of a speech or written messages, while audio covers a multitude of paralinguistic
speech and sound features, such as prosody and signal frequency [109]. Visual affec-
tive signals vary from facial expressions to gestures and body language [64]. Finally,
physiological signals include skin conductivity, heart rate variability, and electrical
activity in the brain [84]. Data in each modality can be captured using different types
of sensors (see [22, 24] in this volume), with varying degrees of intrusiveness and
specific ethical, legal, and societal concerns.

A common initial step in computational approaches to affect analysis is the exami-
nation of informative signals such as facial expressions, verbal and non-verbal speech,
gestures, physiological signals (such as heart rate and skin conductance), and mental
states [99]. The technical literature in each of these areas is vast. We focus on the
most common modalities and representative recent works here.

Face. Automatic facial affect analysis evolved significantly over the years, starting
from work in the 90s that used image projections, multi-layer perceptrons and patch-
based analysis [73] to deep neural networks trained on thousands of images in the
2020s [69]. The typical pipeline of face analysis starts with face detection in an
image frame, followed by estimation of facial landmarks (such as the mouth and eye
corners, and nose tip), facial registration (i.e., alignment of the face to a standardized
template using the landmarks), feature extraction, and classification [85]. While
end-to-end trained deep learning approaches, if trained on sufficient data, may short-
circuit some of these tasks, widely used facial emotional expression analysis tools
like OpenFace [8] still implement this pipeline. The wide-spread availability of face
identity data makes it feasible to start training face analysis systems for an identity
recognition task, and then use transfer learning to fine-tune the models for emotional
expression analysis, with more limited data [31, 61].

In an AAL scenario, accurate facial analysis depends on the placement of the
camera, which may be used for other tasks in parallel, such as fall detection [58].
Ceiling cameras typically do not have the ideal point of view to process emotions
displayed on the face, and a static camera will only capture these when the subject
faces the camera. Furthermore, when used in a setting with multiple people (includ-
ing, for instance, caregivers), the system should be coupled with a face recognition
module to correctly monitor and attribute affect for a single person. A more realistic
scenario is to employ face analysis in a device that will have access to a frontal face
view during interaction, such as a social assistive robot, or a smart mirror (see for
instance [86] in this volume). Even smaller robots can provide support to older adults
in AAL, such as for cleaning tasks or for simple emotional support, but most such
scenarios do not require face or emotion analysis [83]. For more interactive tasks,
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such as a fitness coach for older adults, facial analysis can help detecting interaction
quality [44, 45], as well as states such as frustration, confusion, or pain.

One marked advantage of monitoring affect via faces is that while the accuracy
may be limited for single frames of analysis, long-term monitoring of the facial affect
indeed provides a good indication of the overall affect for a person [30]. However, we
note that the prevalence of facial emotional expression displays is not uniform over
classes; the expression of “happiness” is typically much more common compared to
more extreme emotions like “fear” or more subtle expressions like “disgust”.

Text and Speech. The second major modality in behavior analysis is speech, which
includes linguistic and paralinguistic information. The analysis of language is tradi-
tionally performed by transcribing speech and extracting, often manually, but also via
simple text processing tools, certain characteristics of speech. Progress in text-based
affective processing, coupled with the increased availability of automatic transcrip-
tion tools makes language-based evaluation very attractive. English remains to be
the language with the most advanced tools available, however, it is possible to create
tools for under-studied languages by translating large affect-annotated dictionaries
from English [48] or using tools/models trained in English after translation of the
original texts into English [92]. While such approaches will not be perfect and some
meaning will be lost in translation, the sheer volume of resources in English may
result in a more accurate system compared to working in the original language, if its
resources are too limited.

While multi-modality has been effectively used in categorical emotion recogni-
tion, in dimensional approaches, uni-modal systems may perform better for each
task [92]. The literature suggests that acoustic features provide better discrimination
for arousal and poorer discrimination for valence [88]. On the other hand, linguis-
tic features are more discriminative in valence compared to arousal recognition [88,
92]. Developments in transformer-based acoustic models, including but not limited to
WaV2Vec 2.0 [7] and HuBERT [54], which are pre-trained in a self-supervised man-
ner, have recently revolutionized speech processing not only for automatic speech
recognition (ASR) but also recognition of speaker states and traits. These are also
successfully used in affective computing [76, 101]. Fine-tuning a WaV2Vec 2.0
model on a relatively large speech emotion corpus, Wagner et al. [101] achieved
unprecedented performance on acoustics-based prediction of valence.

Having a major and long-term impact on life quality, depression (severity) pre-
diction is one of the most intensely studied subjects in AC [25]. There are increasing
efforts to use intelligent avatars that are capable of interacting with the users in their
natural environment securely to estimate and monitor depression. One such effort
resulted in collection of the E-DAIC depression corpus [26]. While acoustics-based
depression (severity) prediction is popularly studied over a decade [3, 25, 51, 59,
60], interestingly, on this avatar-interaction corpus, the best-performing depression
severity prediction methods are based on text modality [60, 68, 78, 96]. It may
be the case that while interacting with an intelligent avatar, speakers may regulate
their acoustics for optimal recognition of their spoken content and may lean to pro-
vide more linguistic information about their mental well-being, rather than reflecting
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their affective state to their voice. These findings have several implications for future
data collection efforts and AC applications in AAL. First, it is possible to embed
the intelligent avatar or a social robot with acoustics-based affect recognition func-
tionality and make the user aware of it. Second, more emphasis can be placed on
text-based depression severity recognition in these settings. There are commercial
platforms (such as Silvercloud?) that are offering clinically validated mental health
assistance tools based on text analysis and text interactions. As data accumulate in
such platforms, their machine learning based capabilities will improve.

Wearable Sensors. AAL literature categorizes sensors into three types; wearables,
smart objects, and environmental sensors [21]. Wearable sensors are characterized by
being worn or carried by the user in some way. Examples include smartphones, smart-
watches, and wristbands. Smart objects are everyday appliances that are equipped
with sensors and processors. They can communicate and interact with each other
and their users. For instance, sensors in furniture provide non-intrusive ways to
monitor daily user activity. Environmental sensors operate in the physical environ-
ment, regardless of being interacted with by the user. Cameras and microphones are
prominent examples of environmental sensors. Different types of sensors used by
AAL systems offer varying degrees of risk to privacy and other ethical concerns. For
instance, on the one hand, user consent is less of an issue with wearables and smart
objects because their operation depends on being worn or actively interacted with
by the user. On the other hand, environmental sensors tend to sense signals from
whoever occupies the physical space, being the targeted users or not (Table 9.1).

Smart environments equipped with sensors provide a wealth of data that can be
used to infer the behavior of persons to detect abnormalities or degradation of health
[43]. One heavily studied scenario is distress situation detection, which relies on con-
tinuous monitoring of an individual using physiological or behavioral data to infer
cases of distress [43]. Fall detection [62, 103] is a prime example, where sensors like
accelerometers in smartphones or smartwatches [89] can trigger alerts (see [58] in this
volume for a review). Cameras [90] and depth sensors offer alternative approaches,
but raise privacy concerns. The use of ultra-wideband radars poses a viable alter-
native. They use radio signals that can penetrate walls and provide good precision.
They capture essential information while maintaining some level of confidentiality
[11].

Distress can also manifest in less obvious ways. Time spent outside [55], at home
or in specific rooms [102], walking speed [6], and sleep quality [97] have all been
linked to loneliness and depression. For instance, slowing gait velocity can indicate
cognitive decline in the older adults [14].

Current AAL systems for activity and behavior monitoring face limitations in
accuracy. They often struggle to identify complex activities beyond pre-defined
ones [75]. Another important consideration is privacy. There is an inherent trade-off
between the convenience offered by smart environments and the potential privacy
concerns associated with constant monitoring. Developers of AAL systems must

3 https://www.silvercloudhealth.com/, Accessed 27 September 2024.
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Table 9.1 Examples of sensing technologies used in different combinations of AAL system types

and the modalities of data utilized by the underlying AC component

Wearables Ambient
Audio and text | Linguistic Microphone + speech to Microphone (+ASR) for
text text-based depression
severity recognition [60,
68, 78, 96]
Paralinguistic Microphone Microphone for
speech-based depression
(severity) prediction [3, 25,
51, 60]
Visual Facial Wearable device for Camera for facial
expressions detecting non-verbal cues expression [2, 61, 65, 106],
of the conversation partner | stress [4, 41, 66, 98, 112]
[56] and depression
recognition [39, 49, 52,
107]
Gestures Gloves, sleeves, suits RGB and depth cameras for
emotional gesture
recognition [72]
Body language | Motion trackers Camera for posture and
human activity based
emotion recognition [13];
Doppler radar for gait
analysis [80]
Physiological Stress measurement of Thermal Cameras for car
individuals [40, 94]; HR, driver’s emotion
Galvanic skin response recognition [63] and stress
(GSR) and temperature recognition [18, 42, 53]
based emotion
recognition [28]

consider alternative sensor technologies that provide the needed functionality while
being less intrusive. For instance, a gait monitoring system utilizing Doppler radars
enhances privacy and eliminates the inconvenience associated with wearable devices

[80]. Nevertheless, ultimately, the decision of how much and what kind of data to
share should lie with the individual who is impacted by the system, or a caregiver
legally authorized to take such decisions [93].

9.4 Trust and Responsible Uses of AC in AAL

Ethical concerns for data science distinguish between issues related to data, algo-
rithms, and practices [37]. Each of these correspond to several risks that should be
taken into account. Data can be stolen or leaked, or misused for surveillance and
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control. Algorithms may be biased and favor one group over another, or may work
poorly for some demographic, thereby increasing inequalities in the society. Erro-
neous estimation of affective states can have important consequences (e.g. missing
relevant information and therefore delaying access to care, or creating intrusions
into private life via false positives). Real-world practices of deploying Al and AC
algorithms can create issues of power and control, or the loss of dignity [16].

Many ethics principles are proposed for guiding the use of technology, and AC
research and practice are both shaped by these principles [27]. The general frame-
work of principlism, laid out in the Belmont Report of 1979, stipulated respect for
persons, beneficence, and justice [10]. Beneficence can be split into doing good
(beneficence) and not doing harm (non-maleficence). Correct use of these principles
creates trust in the user, and ensures sustainable usage of technologies. Consequently,
fair restrictions imposed on AC technologies actually facilitate, rather than hamper
the usage of these technologies by increasing trust.

There are many ways in which to consider these principles in designing AAL
technology that contains affective elements. For instance, beneficence suggests that
we design systems that help older adults to lead an independent, active, and happy life,
while non-maleficence warns us about potential harms. Sometimes the latter is not
immediately obvious; for example a robotic technology that controls the environment
may facilitate an old person’s life initially, but can cause laziness and muscle loss in
the long run by promoting less activity [38]. For technology that senses emotions and
affect, the way the information is used may create counter-intuitive or unexpected
risks. For instance, if the system detects loneliness of the subject, and takes counter-
measures, such as alerting family and friends, it may cause embarrassment or feelings
of being a burden to others. In the SnowGlobe system, proposed by Visser et al. an
interactive snow globe is placed at the home of an older adult subject, with its twin
in the home of a close relative [100]. When the globe is manipulated, its twin will
also register and display this (e.g. with a house covered in snow), and subtly alert
the relative that they are being missed. A more direct technology, even if it is very
accurate in detecting loneliness and informing relatives, may be harmful, if the true
needs of the subjects are not taken into account.

In the literature of responsible affective computing, we see some principles to
be more frequently pronounced compared to others [9, 71]. These include account-
ability, transparency (e.g., interpretability/explainability), privacy, and (algorithmic)
fairness of the models, as well as the data they are trained with. Coping with these
dimensions is mandatory for critical AI/ML applications, such as AC in AAL. Here,
we define a task as critical if the decisions impact individuals or society. The moti-
vations for developing responsible Al methods range from regulatory compliance to
building trust, from scientific understanding of the causal relations to model auditing
and debugging [20, 70]. We will briefly discuss the prominent responsible AI/AC
principles here, and refer the reader to Chap. 11 ([16]) and [27] for more extensive
discussions.

Accountability can be defined as the degree of transparency of a system’s methods,
internal decision processes and outcomes and the degree of communicating them to
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the users [9]. Accountability also implies the existence of regulatory mechanisms
to protect people against unfair decisions taken by automated systems, and a means
to hold the designers and operators of unfair systems accountable. Thus, these two
ethical principles are connected.

Autonomy is related with human control and oversight, transparency, explainabil-
ity, access to information, agency, consent, and privacy [15]. In AAL settings, it is
particularly important to protect the dignity of the subjects. This can sometimes be
very difficult, for instance when the subject does not fully possess the mental clarity
to understand a technology and its implications. Legally, a guardian may provide
consent in those cases, but this does not solve the ethical problems. Another issue is
the substitution of human contact with some affective technology that is inadequate
to provide human connection. This can lead to reduced care and increase in isolation.

Two concepts are linked to the ethics principles of accountability and autonomy.
Explainability is the ability to relate the outcome of a machine learning model (i.e., its
decision) to its input. Subsequently, it is more useful for the designers of AC systems,
compared to users. Although frequently used interchangeably with explainability,
interpretability refers to understanding the decision mechanism, rather than only
understanding which part of the input (or feature subset) had the highest impact on
a decision [79]. Interpretability can also be defined as the degree to which a human
can understand the cause of a decision made by a model [29, 47]. An interpretable
model should therefore be transparent (or simple enough to understand) and provide
the means/methods of analyzing its decision-making mechanism without resorting to
post-hoc methods. Moreover, to be understandable by humans, the input data/features
must themselves be intelligible.

Fairness, in the context of Al, is defined as the absence of any bias regarding an
individual or group’s innate or learned characteristics (such as religion or gender)
that are irrelevant in a given decision-making context. Thus, fairness is an “absence
of any prejudice or favoritism toward an individual or group based on their inherent
or acquired characteristics” [67]. Fair AC systems should for example sense affect of
different demographics equally well. Many mathematical measures are proposed to
quantify the fairness (or bias) of the algorithms [19, 33, 50, 110]. The main idea is to
measure whether models output similar (if not the same) proportions of (dis)favoring
outcomes (as in Demographic Parity [33]) or any other predictive performance mea-
sures (as in Equalized Odds [50]) across sensitive groups. Here, transparency via
interpretable system design or explainability may help detect and mitigate bias [79].
If a model is biased, mitigation techniques, which can be broadly categorized into
preprocessing, processing, and post-processing methods, can be applied.

In the scope of AC in AAL, recently there is increasing momentum in inter-
pretable [36, 96], fair [17, 91], and privacy-preserving [12, 74, 108] methods. In
most studies, we observe that the focus is on one aspect of responsible Al. For exam-
ple, in [96] interpretability in depression severity prediction is sought via symp-
toms, and in [12] violence risk of inpatients is determined via federated learning to
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preserve privacy. There are also efforts to bridge the responsible Al themes, and to
make more data available from older adults to enable development of systems with
less demographic bias [88].

9.5 Legal Aspects and the AI Act

While a full treatment of legal and regulatory aspects of AC in AAL is not possible
within the limited space of this chapter, we will provide some guidance for the
regulatory approach of the European Union (EU), namely the Al Act, to shed light
on the ethical considerations and specific challenges of AC and AAL. We refer the
reader to Chap. 12 in this volume for a discussion of broader legal implications [23].

Passed in early 2024, the EU AI Act (Article 3(1)) defines an Al system as “a
machine-based system designed to operate with varying levels of autonomy and that
may exhibit adaptiveness after deployment and that, for explicit or implicit objectives,
infers, from the input it receives, how to generate outputs such as predictions, content,
recommendations, or decisions that can influence physical or virtual environments.”
As can be seen from the text, the autonomy of Al systems is seen as a risk, and
adaptation during the operation of the system, while it may increase performance, can
introduce non-anticipated elements into its behavior. This is particularly important
for AC technologies, as affect can be idiosyncratic, and require a higher degree of
personalization and adaptation.

The AI Act furthermore broadly groups Al applications into three risk categories:
low-, high-, and unacceptable-risk, respectively. The deployment of systems that fall
into the unacceptable-risk category is prohibited, while the high-risk applications
must satisfy strict requirements. The Al Act has a territorial scope; meaning that
even if the developers of an Al technology are established outside the borders of
the EU, they are still subject to regulation provided that their services are used
in the EU. Moreover, the Al Act affects not only development, but also scientific
research. Despite the exemption of scientific research from the regulations, there is
an undeniable indirect impact in the form of diminishing funding and hindering the
transition from theory to practice. Therefore, the EU’s Al Act and similar regulations
prepared by other states are expected to pose significant legal challenges for both
developers and researchers who operate in the domain of AC in AAL. On the other
hand, as we mentioned earlier, having a strong regulatory framework will increase
trust by the users, and positively impact the adoption of technological solutions.

AAL systems heavily depend on data collected by a vast variety of sensing tech-
nologies and machine learning techniques. For this reason, AAL systems will poten-
tially be impacted by the Al Act regulations. In the remainder of this section, we
will examine three concepts highlighted by the Al Act that are explicitly relevant
to AAL and AC. These are the special status attributed to biometric data, emotion
recognition practices, and sensing technologies in public spaces.
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Biometric data. The Al Act provides the definition of “biometric data”, as follows:
“Biometric data comprise personal data resulting from specific technical processing
relating to the physical, physiological or behavioral characteristics of a natural
person, which allow or confirm the unique identification of that natural person,
such as facial images or dactyloscopic data”. Examples include not only facial
appearance but also eye movements, body shape, voice, prosody, gait, posture, heart
rate, and blood pressure. Arguably, the definition of biometric data is broad enough
to cover most types and modalities of data used in AC and AAL. Furthermore, the
Al Act considers biometric data as a special category of personal data due to its
sensitive nature, and therefore certain cases in which Al systems use biometric data
are classified as high-risk.

Emotion recognition. The AI Act defines “emotion recognition systems” as Al sys-
tems designed to identify or infer the emotions or intentions of individuals based on
their biometric data. This definition has two important points; the purpose of inferring
emotions and intentions, and the use of biometric data for this purpose. The Al Act
provides clarifications to these points as follows. The definition refers to emotions
and intentions such as “happiness, sadness, anger, surprise, disgust, embarrassment,
excitement, shame, contempt, satisfaction, and amusement”, and excludes physical
states (e.g., pain or fatigue) and “readily apparent expressions, gestures, or move-
ments” unless they are used for inferring emotions. Such expressions, gestures, and
movements are exemplified as facial expressions (e.g., frown, smile), movement of
hands, arms, or head, and voice characteristics such as raised voice or whispering.
Most use cases of emotion recognition systems are classified as high-risk. Moreover,
deploying emotion recognition systems in situations related to education and the
workplace is prohibited. However, use cases in which such systems are deployed
strictly for medical and safety reasons are excluded by this prohibition.

Public spaces. According to the Al Act, “publicly accessible space” refers to “any
physical space that is accessible to an undetermined number of natural persons” irre-
spective of being publicly or privately owned and the purpose for which the space
is used. Examples of publicly accessible spaces include shops, cafes, restaurants,
banks, swimming pools, gyms, stadiums, public transportation infrastructures and
vehicles, cinemas, theatres, museums, public roads and squares, parks, and forests.
The relevance of public spaces in the context of the EU Al Act is particularly con-
cerning the use of Al systems for real-time remote biometric identification. These
technologies have the potential to significantly intrude on individuals’ rights and
freedoms. Environmental sensors, particularly those deployed in public spaces, pose
a higher risk to privacy due to the potential for collecting data on individuals without
their knowledge or consent.

The specific impact of the Al Act on AAL depends on the type of the system and
the underlying sensing technologies.

Wearables. As wearables often collect biometric data, the use of such systems will
likely to be subject to restrictions and control, requiring stronger user consent policies,
transparency in the use of the collected data, and robust data security protocols. Yet,
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user consent and data processing transparency challenges can be addressed easier
than other types of AAL systems as the user of wearable systems is mostly a single
individual.

Smart objects. Smart objects (or smart devices) can collect various types of data
including voice recordings, which are considered biometric data, and environmental
sounds. Smart objects might also embed video cameras. To address the risks to
privacy posed by smart objects, new methods to seek informed user consent will be
required.

Environmental sensors. Real-time biometric identification is subject to restrictions
by the Al Act. Environmental sensors that utilize video recording technologies specif-
ically in public spaces are likely to be impacted by these restrictions. In such settings,
the use of motion sensors and Doppler radar-like sensors would pose less risks to
privacy. However, user consent and transparency remain important challenges as
any individual using public spaces will potentially be subject to data collection. The
applications of AAL systems using environmental sensors for safety and healthcare
are expected to be allowed, however, with restrictions.

9.6 Conclusions

A comprehensive understanding of the ethical, legal, societal, and technical concerns
regarding AC for AAL is a multifaceted challenge. An ethically sound perspective
on any technology seeks to balance the benefits of it against the potential harms. The
regulatory Al frameworks that are being introduced now are about minimizing the
latter, and the deep learning revolution of the last ten years is serving to improve
the former. Furthermore, multimodality has entered the computational modeling in
a major way, and it portends a boost into both accuracy and acceptability of AAL
systems.

While the vision of affective computing did not change much in the last thirty
years, safe commercial applications are already out there, and we have a good under-
standing of the risks of these technologies. The design and development of AC tech-
nologies for AAL should strictly adhere to legal and ethical requirements, as these
technologies are considered critical by nature (classified as ‘high-risk’ by the EU
Al Act). Designing an AC technology should consider not only the hardware, such
as wearable or ambient sensors, but also how the data are collected, stored, repre-
sented, modeled, and communicated to a server or other humans. Thanks to increased
awareness and legal developments, we observe growing research in the responsible
AI/AC directions such as fairness, explainability/interpretability, and privacy which
collectively contribute to the accountability of and trust in the developed systems.
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Chapter 10 ®)
A Smart Mirror to Your Health: e
Personalized Virtual Coaching for Active

and Healthy Ageing

Maria J. Santofimia, Xavier del Toro, Cristina Bolanos, Javier Dorado,
and Sara Colantonio

Abstract “Sara” represents a revolutionary approach in personalised care, embed-
ded within a smart mirror to enable active and healthy ageing. This chapter exam-
ines the potential and developmental pathways of smart mirrors and their assistants,
like Sara, highlighting their capacity to integrate advanced artificial intelligence and
machine learning for personalised health solutions. Despite their promising capa-
bilities, the application of smart mirrors in effective health monitoring and lifestyle
management is still being developed. This chapter evaluates the essential technolog-
ical advancements necessary for Sara to effectively address the needs of older adults,
with an emphasis on personalisation, privacy, and user engagement. Moreover, the
chapter explores how improvements in technology, such as increased accessibility
and enhanced user interfaces, could promote broader adoption and continuous use
among the ageing demographic. Through potential case studies and theoretical sce-
narios, this chapter demonstrates the potential role that fully developed smart mirrors
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could play in supporting the health and well-being of older adults. The chapter con-
cludes by exploring the future directions to transform smart mirrors from innovative
concepts to essential health support tools.

Keywords Chatbots - Smart mirrors - Personalisation - Virtual assistants + Health
support

10.1 Introduction

The integration of digital technologies into everyday health management is gaining
attention because of their potential to provide healthcare professionals with a com-
prehensive view of an individual’s health over time, rather than just the snapshots
often captured during sporadic visits to the clinic. Continuous monitoring at home,
under optimal conditions, can offer insight into trends and patterns that are criti-
cal to making informed medical decisions. In addition, these technologies have the
potential to significantly improve access to healthcare services for individuals fac-
ing mobility challenges or living in remote areas, ensuring that essential healthcare
support is more readily available [26]. According to [39] 56% of the rural popula-
tions lack access to essential healthcare services compared to 22% in urban areas.
Telemedicine facilitates virtual consultations with urban-based specialists, reducing
travel time and costs for rural patients [3].

These advancements are transforming how health and care services are deliv-
ered [1], enabling more proactive, personalised, and accessible care for individuals
across diverse settings [32]. Driving this evolution are virtual assistants, particularly
chatbots [5], which have rapidly gained importance in response to the ageing popu-
lation and the challenges posed by the COVID-19 pandemic [40]. These Al-driven
tools automate interactions and deliver benefits such as reduced service costs [15],
increased customer satisfaction [22], and improved patient care by providing health
literacy [33], managing chronic diseases, and even offering personalized lifestyle
coaching [19]. However, despite extensive efforts and advances in this field, adop-
tion by healthcare systems remains limited, highlighting a significant gap between
innovation and practical implementation [42].

Several factors contribute to the slow adoption of chatbots in healthcare [21].
Although these tools offer substantial benefits, their interactions can often seem arti-
ficial, leading patients to prefer communication with human caregivers or healthcare
professionals [7, 8]. Additionally, the use of hyper-realistic avatars can result in
strange and awkward conversations, which further deters users [9]. The “uncanny
valley” is a well-known effect, first observed in robotics, when a person’s perception
“abruptly shift from empathy to revulsion as it approached, but failed to attain, a
lifelike appearance” [34]. Moreover, there is a critical need for chatbots to manage
healthcare interactions with high reliability and empathy, as failures in these areas
can lead to mistrust and reduced adoption rates [29]. To address these challenges,
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smart mirrors offer a unique advantage by incorporating anthropomorphic design ele-
ments that create a greater sense of connection and interaction for users. By allowing
users to see both the chatbot avatar and their own reflection, smart mirrors make the
virtual assistant feel more human-like [28]. This approach reduces the sense of arti-
ficiality and encourages more natural interactions, leading to better user satisfaction
and engagement, which ultimately contributes to achieving positive outcomes like
improved communication and adherence to health advice [35, 37].

The theory behind anthropomorphism is based on attributing human-like qualities
to non-human entities, creating a sense of connection that can foster favourable
responses from users [13, 18]. In the context of chatbot anthropomorphism, the style
of conversation, particularly how chatbots communicate with users, plays a critical
role in shaping the user’s impression of the chatbot agent or avatar [45]. One important
framework for understanding these impressions is Susan Fiske’s warmth-competence
model [14]. This model states that warmth (how friendly, kind, and trustworthy an
entity is perceived to be) and competence (how skilled and effective they appear) are
the two primary dimensions of social perception. The use of warm and competent
conversational styles in chatbots is, therefore, vital for enhancing their perceived
humanness, which directly influences user acceptance and engagement [38].

According to Fiske’s model, warmth is often the first dimension evaluated when
interacting with others, as it helps people determine whether the entity has good
intentions. In the context of virtual assistants, this means that if users perceive the
assistant as warm, they are more likely to trust its guidance and feel comfortable
engaging with it. Competence, on the other hand, reflects the assistant’s ability to
effectively carry out tasks. When both warmth and competence are perceived posi-
tively, users are more likely to not only trust but also rely on the assistant for important
tasks, such as health management. For virtual assistants like Sara, balancing these
two dimensions, projecting empathy through warmth and demonstrating capability
through competence, helps foster a stronger emotional connection with users, mak-
ing them feel supported both emotionally and practically. This dynamic is essential in
healthcare contexts, where trust and confidence in the assistant’s abilities are crucial
for ensuring sustained user engagement and adherence to health recommendations.

Smart mirrors can exploit this aspect by displaying avatars with human-like fea-
tures and conversational styles, but simply mimicking human appearance is not
enough to ensure warmth or competence. While human-like features can create an
initial sense of familiarity, warmth and competence are conveyed through a more
complex modulation of both visual and conversational skills. For example, warmth is
often expressed through friendly, empathetic language, while competence is reflected
through clear, professional communication and precise, reliable advice. Depending
on the context, such as providing medical advice, a balance between warmth and pro-
fessionalism must be achieved. For instance, delivering a message like “take your
medicine” may benefit more from a tone of cool professionalism, which emphasizes
competence and reliability, rather than a purely warm, personal style that could be
perceived as less authoritative.

Beyond anthropomorphic aspects, the ability to express feelings through avatars
in smart mirrors adds another layer of relevance for enhancing user interaction [36].
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The human face plays an important role in communication, serving as an independent
channel that aids in coordinating conversations in human—human interactions [43]
and in providing non-verbal signals [25]. Facial expressions are universally recog-
nized and play a crucial role in human communication, facilitating emotional expres-
sion and enhancing understanding between individuals. When integrated into human-
computer interfaces, these expressions can significantly influence user engagement.
However, merely incorporating facial expressions does not guarantee improved inter-
action. The work in [47] conducted a study that demonstrated how avatars with dif-
ferent facial expressions affected user responses in a questionnaire task. They found
that participants interacting with a more “stern” or serious avatar, while spending
more time and producing more accurate responses, rated their overall experience
less positively compared to those interacting with a neutral avatar. This suggests
that while avatars with expressive facial features can enhance task performance by
increasing user engagement, they may also create discomfort or dissatisfaction if the
expression is perceived as overly harsh or inappropriate for the context. Therefore, it
is essential to carefully design the expressions of avatars to balance engagement with
user comfort, ensuring that they match the intended emotional tone of the interaction.

Sara, the virtual assistant developed for the Miratar project [31], depicted in
Fig. 10.1, represents the result of dedicated efforts to integrate an interactive, emo-
tionally responsive avatar into a smart mirror system, explicitly designed to address
active and healthy ageing. It has the ability to display a wide range of facial expres-
sions, which extends beyond basic anthropomorphism and relates to the essential
elements of human communication. Sara infers the emotional states of users by ask-
ing them how they feel, though it relies on self-reported responses, which may not
always reflect the user’s true emotional state. Her responses and facial expressions
are then adjusted based on an analysis of their answers, enabling a more natural
interaction. This makes Sara a key component of the smart mirror’s interface.

The design of Sara is the product of research and development focused on creating
an experience that mirrors the empathetic and understanding interactions character-
istic of human caregivers. Having a realistic face, expressive eyes, and synchronised
lip movement when speaking are not just technological feats, but are steps taken to
make the interaction smoother and more natural.

Itis not enough for a virtual assistant like Sara to simply have an anthropomorphic
appearance. Ultimately, the assistant has to provide real assistance. This means that,
in addition to talking and gesturing like a human, Sara has to be connected to a
suite of services and even external and interconnected devices that offer a range of
functionalities, designed to support active and healthy ageing. To achieve this, Sara
is linked to a set of digital services that operate within the smart mirror, allowing her
to interact with various interconnected devices. These devices might include medical
devices like blood pressure monitors, scales, and other health-related tools, as well
as non-medical devices such as home sensors or activity bands. By accessing this
broad network of information, Sara can deliver more personalised and actionable
guidance.
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Fig. 10.1 Sara, the virtual assistant in our smart mirror system

This book chapter explores the evolving role of smart mirrors in healthcare and
well-being, focusing on the use case of Sara, the virtual assistant. The follow-
ing sections are structured to provide a comprehensive view of smart mirrors in
healthcare.

10.2 Smart Mirrors in Health and Well Being

A smart mirror is a specialised type of mirror that, in addition to reflecting images,
integrates digital technology to offer interactive features and display information. The
concept started developing in the late 1990s and early 2000s [4], with inspiration
drawn from science fiction movies like “Minority Report”. The first documented
smart mirror was built by Michael Teeuw in 2014, using a Raspberry Pi 2 [44]. His
project, named MagicMirror, laid the foundation for subsequent do-it-yourself smart
mirror projects and gave rise to the MagicMirror community.! At a more commercial
level, Toshiba presented its own smart mirror concept at the Consumer Electronics

! MagicMirror? open source modular smart mirror platform. https:/magicmirror.builders/,
Accessed 27 September 2024.


https://magicmirror.builders/
https://magicmirror.builders/
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Show in 2014, showcasing reflective screens that could display general information
like weather and news, as well as personal data from connected devices.

Bianco et al. [4] categorise smart mirrors based on the purposes they serve, high-
lighting that these devices are no longer limited to displaying basic information,
but now include a variety of specialised functions depending on their intended use.
According to this work, smart mirrors can be grouped into four categories: general
purpose, medical, fashion, and hotel applications, respectively. Chaparro et al. [6]
identify other categories, including fitness, social network, home security or automa-
tion (active assisted living), in their review. Nonetheless, considering the various
applications of smart mirrors, a more refined categorisation can be achieved by
distinguishing between those that primarily provide visual information and those
that actively interact with the environment, the user, or both. This categorisation
addresses the fact that some smart mirrors are designed solely to display informa-
tion, such as news, weather, and calendar events, while others can influence the sur-
roundings or guide the user through personalised coaching and other interventions.
This can include interaction with connected devices, sensors, or Al-driven coaching
mechanisms to encourage specific behaviors or achieve health-related outcomes.

Smart mirrors in the second category provide added value to health monitoring
at home by connecting to various medical devices and tracking real-time health data
such as heart rate, blood pressure, and blood glucose levels. Bianco et al. [4] provide
a comprehensive list of the features and technologies employed for medical pur-
poses, such as face detection, face recognition, eye tracking, speech recognition, and
augmented reality. These mirrors can monitor weight fluctuations and even analyze
sleep patterns (by tracking the first and last interaction of the user with the mirror
during the day), offering insights for maintaining or improving health, or pulling
information from a health application on the user’s mobile phone and displaying this
information. Some advanced smart mirrors employ facial recognition technology to
detect changes in skin color or signs of fatigue, providing early warnings for potential
health issues. This is the case of the Wize Mirror proposed in the SEMEOTICONS
project [2, 11] or other works such as [4, 6, 30, 41, 48]. The SHAPES project2 (Smart
and Healthy Ageing through People Engaging in Supportive Systems) proposed a
smart mirror that had functionalities like call service, fall detection, physical activity
monitoring, voice assistant, calendar reminders, home monitoring, and basic security
via login services [6]. The integration possibilities across services is an advantage of
mirror platforms.

The use of smart mirrors in health-related applications, particularly for active
and healthy ageing, has gained significant attention as a way to provide continuous,
around-the-clock care for older adults. This technology offers an opportunity to
move healthcare and support services away from conventional institutional settings,
promoting the process of deinstitutionalization that many welfare state models are
striving for. This shift can reduce the need for hospital or clinic visits for routine
tasks such as blood pressure monitoring, diet assessment, or physical therapy. Yet,

2 https:/shapes2020.eu, Accessed 27 September 2024.


https://shapes2020.eu
https://shapes2020.eu
https://shapes2020.eu
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the smart mirror depends on additional services (such as ambient sensors or mobile
phones) to gather information about the subjects, and possibly from the caregivers.

Despite the clear advantages of smart mirrors, several challenges could hinder
their broader adoption. The limitations outlined in the study [12] include concerns
about the fixed location of smart mirrors, which might require multiple units for
comprehensive sensing and displaying coverage, as well as the difficulty of setting
up and using them, particularly for older adults or individuals with disabilities. Addi-
tionally, there is a fear of redundancy, as many users already have a range of devices
(most notably, smartphones and smart watches) that offer similar functionalities, and
a potential lack of portability could make smart mirrors impractical.

Another significant barrier is the lack of trust in data sharing, with users expressing
concerns about privacy, data security, and the risk of feeling surveyed. This lack of
trust might deter users from incorporating smart mirrors into their homes, especially
if they worry about how shared data might be used or misused. The more services
are integrated within the smart mirror system, the more extensive the data storage
requirements will get. If, however, it is just used as a hub to display information
coming from other services, the additional security requirements may be minimized.

To ensure that smart mirrors become widely adopted and as ubiquitous in homes as
other common appliances, these challenges must be addressed. This includes making
smart mirrors more accessible and user-friendly, ensuring user control over data
sharing, and emphasising portability to reduce redundancy and improve practicality.
Addressing these issues is critical if smart mirrors are to play a key role in supporting
health and well-being among older adults. Achieving this goal requires a careful and
user-centred approach that considers these limitations and finds ways to mitigate
them, ultimately gaining the trust and acceptance of users.

10.3 Sara: Designing a Personal Health Companion

Modern interaction mechanisms predominantly rely on touch screens, which are not
well-suited to the needs of older adults [16]. These interfaces, designed primarily
for younger generations, often prove challenging due to the physiological changes
that come with age. Older adults typically have a lower skin conductivity, which can
hinder the ability to register touch accurately on a capacitive screen. This reduced
conductivity is influenced by factors such as colder finger temperatures, decreased
moisture levels, and the natural thickening and hardening of the skin that occurs with
age [27]. These changes make touch-based interactions unreliable, leading to frus-
tration and difficulty in navigating digital devices. On the other hand, voice assistants
like Apple Siri* and Amazon Alexa,* designed to facilitate intuitive interactions via
voice commands, often struggle to accurately interpret the speech of older adults.

3 https://www.apple.com/siri/, Accessed 27 September 2024.
4 https://www.alexa.com/, Accessed 27 September 2024


https://www.apple.com/siri/
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This is due to several ageing or health conditions that lead to motor speech dis-
orders such as dysarthria [49], where neuromuscular control issues impair speech
clarity and intelligibility [23]. As a result, voice assistants have trouble understand-
ing commands from older adults due to altered pronunciation and intonation. This
leads to frequent misinterpretation or failure to recognise instructions. Another issue
is accents and deviations from the norm in the speech of the elderly. In many rural
areas, the local dialect may be quite different than the mainstream language. (See
e.g. [20].) Older adults also report using the voice assistants for a limited number
of tasks, and with always the same voice commands, which they have confirmed as
working before [46].

Despite significant advancements in technology, it is evident that current solu-
tions often fail to meet the expectations and needs of older adults, leading to low
adoption rates among this demographic. To address this gap, it is essential to iden-
tify and incorporate specific requirements for a virtual assistant designed for smart
mirrors, especially those aimed at promoting active and healthy ageing. Such require-
ments include a user-friendly interface that accommodates reduced tactile sensitivity
and vision issues, ensuring intuitive interaction through voice commands and clear
visual feedback. Moreover, the virtual assistant must prioritize user privacy and
data security to foster trust, providing transparent control over shared information.
Emotional needs should also be considered, enabling the virtual assistant to deliver
empathetic companionship while reducing social isolation by facilitating connec-
tions with family, friends, and caregivers. Additionally, it should offer personalized
coaching and advice tailored to individual health goals, daily routines, and prefer-
ences. By addressing these challenges, a well-designed virtual assistant can greatly
enhance older adults’ engagement, improving their quality of life while ensuring that
smart mirrors become invaluable tools for health and wellbeing.

Sara, designed as a personal assistant specifically for the smart mirror being devel-
oped by the University of Castilla-La Mancha, incorporates key features that align
with the identified requirements for supporting active and healthy ageing [31]. The
user interface has been designed to be user friendly. Sara employs a simple and intu-
itive interface. Nevertheless, the primary interaction relies on straightforward voice
commands, ensuring that users can interact hands-free. The technological readiness
level of the Automatic Speech Recognition (ASR) system is not sufficiently high for
Sara to work “in the wild”. This means that the system has been trained to answer
to specific user commands.

As a companion, Sara is empathetic and engaging. She checks in on the user every
morning, asking how they feel to asses their emotional state. Using natural language
processing, she analyses their speech to categorise their mood as positive, neutral, or
negative. Based on this analysis, she responds accordingly. For example, if the person
seems down, Sara might suggest calling a relative, like a son, to lift his/her spirits
and encourage social connection. This proactive approach is intended to reduce the
risk of social isolation while ensuring that users feel understood and supported. Sara
also facilitates seamless video calls with family, friends, and caregivers to support
these essential relationships.
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User Snowboy Chatin ASR DialogFlow libsync Emotech
Hello, Sara
—
Hotword detected
—_—
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[No automatic action]
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Parse command

I
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Execute command
{Complex command]
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Return intent
Execute intent
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alt [Response cached]
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Return response and expression
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Display facial expression
User Snowboy Chatin ASR DialogFlow libsync Emotech

Fig. 10.2 Workflow for virtual assistant

Figure 10.2 depicts the workflow of the virtual assistant developed under the
Miratar project [31]. The virtual assistant Sara is activated when the user says the
hotword “Hello, Sara”, detected by KITT.AI’s Snowboy service [24], part of the
chatin service.” Upon activation, chatin checks for automatic actions to per-
form based on pre-configured triggers. If no automatic actions are found, Sara asks
the user how she can help. The user then speaks the command, which is processed by
an automatic speech recognition (ASR) service. If the command matches a simple
predefined command, chatin executes it. For more complex commands, chatin

5 The KITT.AI products (Snowboy, NLU, and Chatflow) were discontinued as of December 31st,
2020. However, other similar services are available for as building blocks.
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uses Google’s DialogFlow [10] to parse the intent and then executes the correspond-
ing action. chat in then connects to a lip synchronisation service to make the avatar
speak the response.

10.4 Case Studies: Impact on Active and Healthy Ageing

This section explores three detailed use cases designed to assess the effectiveness
of a virtual assistant integrated into a smart mirror platform. Through these case
studies, this chapter aims to demonstrate how personalised digital assistance can
support day-to-day health management, improve quality of life, and ensure continued
engagement in personal health. Each use case will illustrate different aspects of the
virtual assistant’s functionality, from monitoring chronic conditions to facilitating
wellness activities, highlighting the pivotal role such technologies can play in modern
older adult’s care frameworks.

10.4.1 Use Case 1: Personalised Risk Prediction
and Prevention

This scenario focuses on empowering individuals at risk of frailty and multimorbidity,
such as older adults with chronic conditions or lifestyle risk factors, to manage their
health proactively. The virtual assistant, integrated into the smart mirror platform,
plays a central role by facilitating the tracking and monitoring of health indica-
tors using wearable devices, providing personalized recommendations for lifestyle
changes, and delivering preventive interventions.

John, a 65-year-old man with diabetes and high blood pressure, represents the
target user persona for this use case. Every morning, Sarah reminds John to wear his
smartwatch and to check his blood pressure and glucose level using the devices he has
near the mirror. Devices such as the continuous glucose monitor or the smartwatch
are crucial as they continuously gather data and feed them to the smart mirror when
they are nearby it. The virtual assistant interacts with John through voice commands
and text-based communication, providing him with real-time updates on his blood
pressure and blood glucose levels and suggesting modifications to his diet, exercise
routines, and medication management.

The effectiveness of this use case is measured by several key performance indica-
tors, including the accuracy of the machine learning models used for risk prediction,
the user experience provided by the avatar, and the overall impact on John’s quality
of life. Technical tasks involved in this use case include the development of these pre-
dictive models, the integration of wearable and medical devices with the smart mirror
platform, and the enhancement of the virtual assistant’s conversational capabilities.
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This use case not only showcases the practical application of a virtual assistant
in managing chronic health conditions, but also demonstrates the potential of smart
health platforms to enhance the autonomy and activity levels of older adults.

10.4.2 Use Case 2: Integrated Care Platform and Virtual
Assistant

This use case focuses on Al models for frailty and multi-morbidity risk predic-
tion, prevention, and personalised interventions. This conceptual case study involves
Emma, a 70-year-old woman with osteoarthritis and hypertension, who leverages the
smart mirror platform to manage her health and maintain an active lifestyle despite
her chronic conditions.

Emma’s daily routine is significantly affected by joint pain, driving her need to
find exercises that are both effective and gentle on her joints. The virtual assistant
on her smart mirror plays a pivotal role in her health management by providing
personalized exercise recommendations. Through the Phyx.io system® running on
the smart mirror platform, Emma interacts with the virtual assistant, which gathers
information on her mobility level, existing limitations, and exercise preferences to
tailor its advice effectively.

The core of this use case is the integration of advanced Al algorithms that analyse
Emma’s input to generate customised exercise plans. These plans include low-impact
activities such as gentle stretching, range-of-motion exercises, and water-based activ-
ities like swimming or aqua aerobics. The exercise suggestions emphasise gradual
progression to ensure safety and effectiveness, aligned with Emma’s specific health
needs and conditions.

Expert geriatricians contribute to the platform by providing evidence-based exer-
cise guidelines and insights on managing osteoarthritis through physical activity.
Their expertise ensures that the virtual assistant’s recommendations are medically
sound and suitable for Emma’s age and physical capabilities.

10.4.3 Use Case 3: Health Literacy and Self-management

This use case aims to empower individuals like Maria, an 80-year-old with hyper-
tension and osteoarthritis, through health education and tailored exercise programs
that promote self-management and sustainable behavioural change. The goal is to
enhance Maria’s ability to manage her conditions effectively, using the smart mirror.

6 Phyx.io is a comprehensive physical activity monitoring platform specifically devoted to support
remote rehabilitation, developed under the SHAPES project. https://shapes2020.eu/2023/02/13/
phyx-io-a-physical-rehabilitation-platform-for-older-adults/, Accessed 27 September 2024.
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Maria engages with a virtual assistant to access customised exercise routines that
accommodate her physical limitations and help manage her joint pain. This system
provides her with interactive guidance on performing exercises correctly, ensuring
her safety and maximising the effectiveness of her workouts. There are prototype
systems for exercise coaching the elderly (e.g. [17]), and they provide both corrective
and motivational feedback. However, an autonomous system misses out the social
aspects of fitness exercises with a real coach or a group of older adults, and the
subjects may find it hard to get motivated by such systems.

The healthcare professionals involved, experts in geriatrics and physical therapy,
provide the platform with evidence-based exercise programs and detailed instructions
on exercise safety specifically designed for older adults with similar health profiles
to Maria’s. These programs focus on improving joint flexibility and managing pain,
crucial for enhancing Maria’s mobility and quality of life.

Technical aspects of the use case involve the virtual assistant uses natural language
processing to communicate with Maria, guiding her through exercise sessions. The
platform also features display capabilities that visually demonstrate exercise tech-
niques, making it easier for Maria to follow along. Once should be careful to lever-
age multimodality, as older adults may have impaired perception in one or more
modalities.

Maria’s interaction with the platform is monitored to track her progress and ensure
she is engaging with the exercise programs as recommended. The virtual assistant
prompts Maria to report her pain levels before and after exercise sessions, using this
data to adjust the exercise recommendations as needed to optimise her comfort and
health outcomes.

This use case focuses on evaluating the effectiveness of these tailored exercise
programs. It measures her adherence to the regimen, her reported pain levels, and the
overall impact on her joint flexibility and mobility. Feedback from Maria and other
participants is collected to refine the platform’s offerings and ensure they meet the
users’ needs effectively.

This use case illustrates how integrated digital health platforms can support older
adults in managing chronic conditions more independently and effectively, promoting
better health outcomes and enabling older adults like Maria to lead more active,
fulfilling lives.

10.5 Conclusion and Future Work

While the potential of virtual assistants embedded in smart mirrors has been clearly
demonstrated through the technological details and use cases explored in this chapter,
the widespread adoption of such technology remains a vision not yet fully realised.
Key technological and socio-economic challenges must be addressed to bridge the
gap between the current capabilities of these devices and their full potential in
healthcare and personal wellness settings.
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One critical area requiring further advancement is the development of artificial
intelligence models that can reliably perform early detection of health risks. Current
models show promise in analysing vast amounts of health data to identify potential
health issues before they become critical. But will a smart mirror system have access
to such a broad range of information, and will it be able to integrate all these sources
into a coherent outlook? While enhancing the accuracy and predictive power of these
models is essential for them to become a practical tool in preventive health care, data
compatibility and protection issues also need to be addressed.

Improvements in ASR technology are also important for spoken interfaces. The
effectiveness of smart mirrors greatly depends on their ability to understand and
process user commands accurately, which is currently limited, especially in under-
standing diverse accents and dialects or the altered speech patterns associated with
many ageing-related conditions [20]. Advanced ASR systems that can more effec-
tively decode the speech of the older adults or those with speech impairments will
make smart mirrors more accessible and functional for a broader user base.

Another significant consideration is cost. Ensuring that smart mirrors are afford-
able is essential for their widespread adoption. Strategies to keep costs down could
include streamlined manufacturing processes, use of cost-effective materials, and
potentially, subsidies from healthcare providers or government health initiatives.

Moreover, the integration of smart mirrors into the wider health and social care
systems requires rigorous evaluation of their impact on health outcomes and cost-
effectiveness. Decision-makers need robust data to justify investments in this technol-
ogy. Therefore, extensive studies and pilot programs are necessary to demonstrate the
benefits of smart mirrors in terms of improving health outcomes, enhancing patient
engagement, and reducing overall healthcare costs.

By addressing these challenges, enhancing Al capabilities, improving ASR tech-
nology, ensuring affordability, and rigorously evaluating health impact smart mirrors
can transition from innovative prototypes to essential tools in health and social care
ecosystems. The successful integration of smart mirrors would mark a significant step
forward in making healthcare more accessible, personalised, and proactive, aligning
with broader public health goals and improving quality of life for users across diverse
populations.
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Chapter 11 ®)
Ethical Issues in AAL Gedar

Anto Cartolovni, Carina Dantas, Anamaria MaleSevi¢, and Aysegiil Ilgaz

Abstract This chapter introduces the reader to the main ethical issues underlying
designing, developing, and implementing AAL (Active Assisted Living) technolo-
gies created to assist the older population. The nature of AAL technologies, includ-
ing audio and video-based monitoring, often raises a sense of mistrust or invokes
the fear of constant surveillance. However, the full operation of these technologies
is not always easy to be understood by non-experts, hindering the performance of
quick assessments and impacting the informed consent given and obtained by indi-
vidual users. Moreover, the primary discussion on the use of AAL technologies
often focuses on an ethical trade-off between the privacy of the users and the need to
closely monitor and improve their safety, overlooking other valuable nuances from
the discussion. A comprehensive framework is needed to assess the risks and benefits
of deploying AAL technologies. This framework should integrate ethical principles,
stakeholder perspectives, and a risk-benefit analysis to guide decision-making pro-
cesses and promote responsible deployment. Additionally, there is a need to focus on
the utility of AAL devices to provide proper functionality to the user and indepen-
dence to function socially without constant intervention from caregivers. To ensure
an inclusive approach, multi-stakeholder engagement methods with quadruple-helix
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participation can gather perceptions, challenges, risks, barriers, and enablers for a
comprehensive and continuous dialogue.

Keywords Active Assisted Living (AAL) - Ethics issues - Risk & benefit
analysis * Ethical principles + Stakeholder engagement + Quadruple-helix model

11.1 Introduction

Active assisted living technologies are greatly needed but still unavailable worldwide.
Depending on the country’s socioeconomic status, at least one in ten individuals
require assistive technologies, with this percentage ranging from 10 to 69%. Access
to these technologies varies widely, from 3 to 90% [50]. AAL encompasses any
technology designed to help older adults adapt to the mental and physical changes
that come with aging. The goal is to improve their quality of life and reduce the burden
on caregivers. AAL includes hardware, software, and human-machine technology
that assists people in their daily lives, including work, despite environmental or
physical and cognitive limitations [38]. AAL involves using structured knowledge,
abilities, processes, and systems to preserve or enhance an individual’s autonomy,
functioning, and overall quality of life and well-being [18]. “The values, needs, and
expectations of society” as well as “respect for human dignity, freedom, democracy,
equality, the rule of law, and human rights, including the rights of persons belonging to
minorities” are important considerations for AAL technology [40]. The widespread
use of these devices also brings ethical problems in individuals’ personal lives [38,
49, 50].

The majority of older people prefer to age in their own homes rather than receiving
care in an institution [2]. However, this choice brings up medical and social care costs.
AAL techniques can ensure that caregivers feel supported in their caregiving duties
and help older adults maintain their autonomy in their homes. Ultimately, this may
improve the well-being of older people and their caregivers [13].

Age-related issues require creative and adaptable processes early in life. Incorpo-
rating AAL into the living space of older adults may represent an adaptive process
that allows compensation and optimization of daily activities to enable autonomous
aging, possibly in personal and social domains [16]. Therefore, the compensation
and optimization process would differ in an older adult’s home or care facility
environment.

For instance, while many authors argue that monitoring and surveillance are the
same, we believe there are terminological and semantic distinctions between surveil-
lance and monitoring. These differences extend to the ethical issues that arise in the
context of AAL, such as depending on in which contexts AAL has been imple-
mented, whether it is an older adult’s home or care facility environment. These AAL
technologies provide clear examples of how the disparity between monitoring and
surveillance becomes apparent, particularly when the level of intrusiveness varies
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compared to other surveillance technologies, assuming that ethical principles are
already integrated into their design and development.

AAL technologies are often seen as intrusive because they may invade private
aspects of individuals’ lives. When applied in caring contexts, they may lead to
potential stigmatization due to their association with certain health conditions such
as dementia, dependency, and disability [9, 39].

To ensure AAL’s ethical development and deployment, it is important to con-
sider the associated risks and benefits. This involves focusing on underlying ethics
issues such as informed consent, data management and access and equal access and
distributive justice. Each of these issues will be explored in the following sections.

11.2 Informed Consent

One of the main issues in AAL is the matter of obtaining informed consent concerning
the level of obtrusiveness and autonomy, primarily because these technologies have
a tendency to “fade into the background” [12, 34]. The consent must be freely given
and independent, not just a superficial agreement on the ethical trade-off between
privacy and the end user’s safety. However, it should support privacy-protecting mea-
sures and provide users with clear information. This process involves safeguarding
users’ safety, as well as upholding and promoting their autonomy [19, 24]. When
utilizing AAL technologies in patients with cognitive impairment, including those
with dementia, it is recommended that surrogates have a clear understanding of the
technology’s capabilities and the patient’s preferences in order to make decisions
accordingly [23]. It is also emphasized that any previously expressed wishes or
decisions by the patient should take precedence [49].

The involvement of artificial intelligence (AI) does not make these systems static
but highly dynamic. Allowing its use now may not necessarily provide sufficient
approval in the future, as the functions and capabilities of these technologies may
evolve. The inclusion of Al components in assistive systems increases the ethical
importance as it blurs the boundaries of personal autonomy [49]. The technological
complexity of various AAL solutions can make it challenging for individuals and their
surrogate decision-makers, such as caregivers, to fully understand the implications
of their consent. Therefore, all older persons using tracking devices must regularly
confirm their agreement because artificial intelligence, including the programming
of their gadgets, is constantly evolving [47]. It has been suggested that advance
directives could help resolve challenges in obtaining consent from older individuals
with dementia. It is important to note that understanding older adults’ decisions about
AAL use before their cognitive impairment advances could be a clinically effective
and ethically sound way to empower them and honor their future autonomy [49].

In this area, it is important to consider the concept of dynamic consent in various
contexts, as recently suggested in the biomedical field e.g. biobanking [32, 46]. While
implied consent is assumed and preferred in many surveillance contexts, in the AAL
context, it should be specific and clear about the technologies used, their purposes,



280 A. Cartolovni et al.

the data collected, and how individual privacy will be protected. Therefore, dynamic
consent, which can be modified and updated as AAL technologies become more
advanced and complex, might be an appropriate solution for end users.

11.3 Data Management and Access

Data management is an important ethics issue when using AAL technologies to
ensure data security and the transmission of this data to third-party services [49].
Reports indicate a higher risk that data collected and processed by AALs may be
used for malicious purposes, posing a threat to the user or other parties. Data security
standards should be upheld for devices that can access and handle users’ personal
and medical information, such as tracking and tracing devices [25].

It is important to ensure data sharing that respects people’s rights to privacy and
autonomy, as well as access to data. Reports indicate that to protect privacy, data
collection should be limited to what is necessary for clinical purposes [22], as also
emphasized in the data minimization principle of the EU Regulation 2016/679.! It is
also important to provide clearer conditions for data access and storage in order to give
individuals using AAL technologies more control over their personal data and where
it will be stored [49]. Medical experts have stated that data transfer should occur
within a closed system to protect people’s privacy. They also emphasized the impor-
tance of obtaining the consent of data owners before sharing relevant information
with outside parties, such as medical practitioners [5, 49].

11.4 Equal Access and Distributive Justice

The emerging ethical issue with novel technologies is access, which relates to the
affordability of these technologies and the costs of research and development. This
is because they often involve expensive equipment and specialized software [1, 3].
In a study of healthcare professionals, participants felt that social inequality is not a
new problem, but that AAL technologies may become more affordable over time and
widely used across all socioeconomic levels. In other words, although AAL solutions
are likely to create socioeconomic inequalities between upper- and lower-middle-
class older adults, these inequalities are expected to diminish over time [49]. The
implementation of welfare strategies is believed to provide fair access to AAL tech-
nologies and accelerate their adoption across all socioeconomic levels. It is important
to note that health insurance funds do not typically cover such technologies in most

! The data minimization principle is expressed in Article 5(1)(c) of the GDPR and Article 4(1)(c)
of Regulation (EU) 2018/1725, which provide that personal data must be “adequate, relevant and
limited to what is necessary in relation to the purposes for which they are processed”.
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countries. As a result, users are often responsible for the costs, leading to widen-
ing health inequities and leaving the most vulnerable individuals behind. Many older
adults prefer to age in place, rather than in residential care facilities. There is an argu-
ment for the broader adoption of these technologies through the inclusion of social
insurance policies, either fully or partially, under basic health insurance [25, 49].

The ultimate goal should be to ensure that everyone has equal access to AAL tech-
nologies. However, in the meantime, fair distribution of these technologies should
be prioritized. Implementing AAL-friendly practices in public nursing homes and
offering government-sponsored incentives for the advancement of technology devel-
opment are two strategies that could help reduce inequality. Additionally, it is impor-
tant to support user-centered research involving patients and caregivers in order to
further reduce disparities [7, 25]. Therefore, equal access to AAL technologies and
distributive justice require more attention at the design stage [15].

11.5 Ethical Principles in AAL

As AAL technologies become more prevalent in aging care, ethical issues associated
with their use increasingly come to the forefront. Focusing on ethical issues in the
use of AAL technologies requires fulfilling fundamental ethical principles in the
design and development of next-generation personalized AAL devices. Kitchener and
Anderson (2011) have identified five ethical principles to guide the implementation
of AAL technologies, including autonomy, beneficence, non-maleficence, justice
and fidelity [28].

11.5.1 Autonomy

The principle of autonomy states that people’s lives should not be interfered with,
allowing them to live as they choose, while respecting their rights and tendencies. In
essence, autonomy is the right and power that individuals have to fully decide how
their lives will unfold [36, 38]. All people have inherent and unconditional value
and therefore should have the power to make rational decisions and moral choices
[36, 38]. In the context of AAL technologies, autonomy means ensuring that assistive
devices designed for older adults’ care do not interfere with the individual’s will [43].

AAL technologies contribute to increased autonomy [11]. In the development and
application of these technologies, autonomy is often equated with independence [20].
However, despite their relationship, the principles of autonomy and non-interference
are distinct from one another [38]. AAL technologies should be beneficial and appro-
priate, but they shouldn’t compel users to give up their independence. Encouraging
individuals to take responsibility for their choices is a big part of ensuring this
independence.
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To minimize the risks associated with AAL technologies and maximize their
benefits, more ethical supervision and control are necessary. In a study addressing
ethical issues in the use of AAL technologies, healthcare professionals highlighted
concerns about socially assistive robots, such as human-shaped or pet-shaped ones,
potentially misleading older adults with dementia into perceiving them as real people
or pets [49]. The participants expressed fear that older people with dementia may
not exhibit negative behaviors while using these technologies, and stated that this
deception goes against professional ethics and is related to human dignity. Involving
users in decision-making processes on a regular basis and not disregarding them
will also ensure that AAL solutions are seen as empowering, and consequently, an
important instrument for fostering users’ autonomy and independence [25].

11.5.2 Beneficence

Beneficence is the action of doing good and benefiting others, while also considering
the potential positive and negative consequences of an action [28]. The principle
of beneficence is the physician’s obligation to act for the benefit of the patient. It
supports a number of moral rules to protect and defend the rights of others, prevent
harm, eliminate harmful situations, and help and save disabled people and those in
dangerous situations. By aiding patients and advancing their well-being, the idea
also demands preventing harm from occurring [48]. AAL solutions that benefit the
individual are practices that prevent harm and maintain or improve their physical,
cognitive, emotional, and social well-being [25]. Any application must be made
only for the benefit of the individual to whom it belongs, according to the notion
of AAL applications’ benefits. According to the beneficence principle, healthcare
providers have an obligation to continue until they are unable to support the patient’s
residual physical and mental capacities through any other AAL intervention. Here,
the emphasis is on how far a person may advance in terms of their autonomy and
dignity [38].

The concepts of beneficence and non-maleficence (see the next section) in the con-
text of AAL necessitate careful consideration of striking a balance between potential
hazards or distress and therapeutic, helpful, or psychosocial benefit [26, 31]. It’s
important to regularly evaluate the preferences and experiences of AAL users to
ensure their best interests. As an illness progresses, people’s experiences with these
technologies may change, and over time, their ability to express their preferences
and experiences may also change [25].
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11.5.3 Non-maleficence

Non-maleficence means never harming users, including avoiding actions that risk
harming others. Non-maleficence upholds a number of moral precepts, including
the following: do not murder, inflict agony or suffering, disable, offend, or deprive
others of life’s blessings [48]. The ethical principle of non-maleficence presents a
challenge as harm is not solely physical [38]. The use of AAL applications may have
psychological costs, such as feelings of being under surveillance [35], confusion
or emotional distress, that are associated with harm because users may feel that
their limitations are their own fault. In this context, AAL practices should only be
recommended if patients are not compelled to use them and don’t experience any
harm, including distress, from having their will, judgment, self-confidence, integrity,
and preferences disregarded [21, 43].

11.5.4 Justice

Justice encompasses issues of fairness across individual, interpersonal, organiza-
tional, and social realms [28]. The concept of justice involves the obligation to treat
people equally, respect their rights, and acknowledge diversity and individual differ-
ences, including the freedom to make questionable decisions. This means upholding
justice in social, organizational, interpersonal, and individual contexts [38]. The
concepts of justice adhered to by healthcare systems vary across nations, as do the
requirements that arise from distinct social structures and cultural backgrounds in
each nation [25].

Many people consider healthcare as a public good and one that should not be
solely driven by the market. With the increasing shortage of healthcare workers due
to demographic aging, technology is seen as a cost-effective alternative. This situation
presents a promising future for the development of advanced technology in the care
of older adults, which could lead to a highly competitive and profitable market [42].
The development of assistive technologies implies various levels of savings, not only
in production and distribution costs, but also potentially higher costs for long-term
management and sustainable operation. Moreover, these economic dimensions also
need to be considered in technological care, as part of an economic system that shifts
care responsibilities from the state to the individual and the family [17, 27]. Justice
issues in this context extend beyond equal treatment and fair resource distribution
[6, 10], as the widespread use of AAL solutions could have significant effects on
healthcare workers, the labor market, social relations, and the environment.
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11.5.5 Fidelity

The definition of fidelity is being obedient, devoted, truthful, and reliable [28]. The
fidelity principle encompasses the concepts of fidelity, truthfulness, and genuine-
ness of shared commitments. It emphasizes the importance of users being able to
trust technology and have faith in human-machine interactions. It also warns against
compromising users’ willingness to engage with technology, even if it appears to
improve their current psychological and physical well-being [38]. Although hidden
AAL technologies may be inherently good, they may violate user trust by not being
easily noticeable [31]. Established relationships between AAL technology and users
build trust, affecting healthcare services’ possible efficacy. More detailed insights
about transformed caring relationships and trust can be found in Lutz et al. [30]
in this volume. Growing ethical concerns result from elements including hacking
incidents.? spying, feeling vulnerable, and declining confidence in authorities and
professionals [47].

The principles of AAL systems may be easy to understand in theory, but putting
them into practice can be challenging. It’s important to recognize that these principles
can sometimes conflict with each other and may be interpreted differently. The AAL
Guidelines for Ethics, Data Privacy, and Security, developed by the AAL Program
[14], can be a valuable resource for those involved in designing, developing, and
deploying AAL technologies. These guidelines provide a structured approach to
navigate ethical dilemmas and aim to help stakeholders make morally informed
decisions throughout the technology development lifecycle, based on principles such
as beneficence, autonomy, and justice.

11.6 Stakeholder Engagement in AAL Development
and Deployment

To enhance the analysis of ethical principles, it is important to consider perspectives
from all stakeholders involved in the design, development, deployment, and regula-
tion of AAL technologies. This includes input from end-users, such as older adults
and people with impairments and disabilities, as they can provide valuable insights
into their preferences, values, and needs. Additionally, caregivers and family mem-
bers can offer insights into the practical implications of AAL technologies for those
they care for, which is instrumental for ensuring the trustworthy adoption of available
solutions. Furthermore, developers and technology providers play a key role as they
must recognize and address the ethical responsibilities inherent in the design and
implementation of AAL technologies under their responsibility. Regulatory bodies

2 Having AAL technology installed may increase the risks for phantom hacker scams. See for
instance https://www.tbi.gov/contact-us/field-offices/phoenix/news/press-releases/the-phantom-
hacker-fbi- phoenix-warns-public-of-new-financial-scam, Accessed 19 September 2024.
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and policymakers, who establish the legal frameworks governing the ethical use of
AAL technologies, should be engaged, as they are the main potential protectors of
individuals’ rights.

Therefore, to strengthen an inclusive approach, it is critical to bring together
the quadruple helix of actors. It integrates academia, industry, government, and civil
society, fostering collaboration and innovation, while also promoting acceptance and
increasing the effectiveness of solutions tailored to the needs of older adults [41].

Traditional models of stakeholder engagement typically involve a three-way rela-
tionship among academia, industry, and government. However, these models often
neglect the viewpoints and concerns of end-users and the wider civil society. Stem-
ming from the Triple Helix model of university-industry-government collabora-
tion [29], the Quadruple Helix introduces a fourth dimension by including civil soci-
ety, which represents the interests and values of citizens. The increasing production
of AAL technologies in transdisciplinary, economic, and social contexts indicates
that society must be considered when developing a Quadruple Helix model [41].
This approach emphasizes the importance of co-creation and participatory decision-
making, leveraging the collective knowledge and diverse expertise of stakeholders
to foster innovation and societal progress. This model is very useful for the design
of AAL technologies, promoting knowledge production and exchange [8].

The Quadruple Helix approach can bring several benefits to the development and
deployment of AAL technologies. By integrating the perspectives of end-users and
civil society organizations, this approach increases the likelihood that the developed
technologies address real-world needs, encompass users’ preferences, are cultur-
ally sensitive, and are ethically sound. Collaboration among different stakeholders
through ongoing discussions can uncover perceptions, challenges, risks, obstacles,
and facilitators [33].

Engaging all stakeholders in the co-creation of solutions will enhance accep-
tance and adoption. When end-users actively participate, rather than being pas-
sive recipients, they are more likely to use and embrace the technologies, leading
to better outcomes and sustained engagement. Additionally, the Quadruple Helix
model encourages cross-sectoral knowledge exchange, facilitating the identification
of innovative solutions that improve healthcare access, social inclusion, and economic
empowerment, with long-term societal benefits [4].

11.7 Human Dignity as a Guiding Path and Overarching
Concept

There is a widely held belief that AAL solutions should complement, but not replace,
human-provided care, which is linked to moral obligations, particularly the princi-
ples of beneficence and non-maleficence [44, 45]. This belief is based on ethical
values, particularly the notion that the human touch and empathy are unavoidable
aspects of effective and morally acceptable care. The concept that AAL technologies
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cannot and should not replace care is linked to moral obligations, particularly the
principles of beneficence and non-maleficence [44, 45]. The expansion of scientific
knowledge may create conflicts between the need to minimize potential hazards and
provide healthcare services [31]. Dealing with these conflicts can be quite challeng-
ing. Human dignity should receive great care when designing and implementing AAL
technologies. The dignity of individuals should take precedence over any social, care,
or research issue [37].

AAL solutions cannot and should not replace care, but their proper implementa-
tion can actually encourage and improve human-provided care rather than threaten
it [5, 44, 49]. It is believed that successful AAL solutions can alleviate healthcare
professionals, particularly nurses, from administrative and physical tasks, enabling
them to dedicate more time to providing social and emotional support to patients.

11.8 Conclusions

The analysis provided in this chapter focuses on ethical principles and concepts such
as autonomy, privacy, beneficence, justice, and dignity. It also takes into account
diverse stakeholder perspectives, including those of end-users, caregivers, develop-
ers, and policymakers. By combining ethical principles and stakeholder perspectives,
we can assess risks and benefits to systematically evaluate the ethical deployment
of specific Active Assisted Living (AAL) technologies. The potential risks of AAL
technologies, including privacy, security, and autonomy concerns, need to be care-
fully identified and assessed. Simultaneously, the expected benefits, such as increased
independence, safety, and well-being, should be thoroughly evaluated. Finally, a com-
prehensive risk-benefit analysis should be conducted to assess the ethical justification
of AAL deployment and ensure alignment with key ethical principles.
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Chapter 12 ®)
Smart Mirrors and Data Protection Gedar
Regulation

Liane Colonna and Gianluigi M. Riva

Abstract Smart mirrors have the potential to significantly enhance the quality of
life for older adults by supporting their health, well-being, and social connectivity.
However, they also introduce substantial legal and regulatory challenges, particu-
larly in the realm of data protection. This paper aims to examine these challenges
and contribute to the interdisciplinary discourse on smart mirrors, facilitating the
integration of legal and technological considerations. At the outset, the paper pro-
vides an overview of smart mirrors to understand the technological foundation for
which the law applies. It then explores various data protection concerns raised by
smart mirrors, such as issues related to consent and transparency, security vulnera-
bilities, and the potential misuse of personal information. Next, the paper presents
a taxonomy of key factors that influence how data protection rules apply to smart
mirrors, such the physical location of the smart mirror, the context in which it is
used (e.g., private home, public facility, healthcare environment), the status of the
user (e.g., adult, minor, patient), the status of the service provider (e.g., manufacturer,
third-party service), the involvement of any intermediaries in data processing, and the
nature and sensitivity of the data being gathered (e.g., biometric data, personal health
information). The paper concludes with an examination of the role of data protec-
tion by design (DPbD) in this context, highlighting the importance of incorporating
regulatory compliance into smart mirrors from the beginning of its development and
deployment.
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12.1 Introduction

Imagine the situation where a senior citizen living alone decides to install in her
private home a smart mirror equipped with features like voice commands and health
monitoring to assist her to live at home longer and more independently. Initially, the
woman enjoyed the convenience offered by her newly installed smart mirror, and
since it was purchased through a well-known company, she also trusted the device.
One day, however, the woman began noticing unusual activities. First, she started
to suspect the mirror’s camera was activated without her consent, although she was
not certain because she suffered from memory loss and thought maybe she was
just confused. Several days later, the smart mirror started displaying inappropriate
and intrusive messages, making her feel uncomfortable and violated in her own
home. Later, she was sexually propositioned and physically threatened causing her
to become terrified and deeply traumatized. This was made possible by the failure
to implement fundamental privacy and security measures, which allowed hackers to
gain control over her smart mirror.'

This scenario highlights that while smart mirrors, like other technologies and
devices, can contribute to improving the overall quality of life for older individuals,
supporting their health, well-being, and connectivity with the broader community,
they nevertheless present serious legal and regulatory challenges, together with other
potential design and interactive issues. This chapter seeks to explore these challenges
from the perspective of data protection. The main goal of the chapter is to con-
tribute to the interdisciplinary discourse around smart mirrors, facilitating the deeper
integration of law and technology in this context.

First, this chapter will provide an overview of smart mirrors to understand the tech-
nological foundation for which the law applies. Second, it will explore various data
protection concerns associated with smart mirrors, including issues related to con-
sent and transparency, security vulnerabilities, and the potential misuse of personal
information. Next, it will provide a description of the how data protection rules might
apply to smart mirrors, offering a taxonomy of key factors to consider. Section 12.6
specifically explores the role of data protection by design (DPbD), emphasizing the
critical importance of incorporating regulatory compliance from the outset in the
development and deployment of smart mirrors.

' Press Release, FTC Says Ring Employees Illegally Surveilled Customers, Failed to
Stop Hackers from Taking Control of Users’ Cameras, FTC Press Release (31 March
2023), https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-says-ring-employees-
illegally-surveilled-customers-failed-stop-hackers-taking-control-users, Accessed 15 July 2024;
Federal Trade Commission v. Ring LLC, Complaint for permanent injunction and other relief
(31 May 2023), https://www.ftc.gov/system/files/ftc_gov/pdf/complaint_ring.pdf, Accessed 19
September 2024.
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12.2 Smart Mirrors

Smart mirrors are sophisticated electronic devices equipped with several advanced
features [12, 42]. They are Internet-connected and capable of interoperability with
other Internet of Things (IoT) devices, enhancing their functionality and integration
into smart ecosystems. Key components of smart mirrors include cameras, micro-
phones, and interactive screens. These components allow for a range of functionali-
ties, from facial recognition to touch or gesture-based interactions. Moreover, smart
mirrors can serve as platforms for various applications, providing users with a cus-
tomizable and interactive experience. The ability to enable vocal interaction adds
another layer of convenience and utility, making smart mirrors a versatile tool in
modern smart homes and environments.

Smart mirrors can offer numerous benefits for older individuals by incorporating
technology into a familiar object found in almost every household. First, they can
be used to support health monitoring such as by tracking an individual’s vital signs
like heart rate, blood pressure and temperature, potentially leading to personalized
care [32]. They can also display medication reminders, ensuring that older individuals
take their prescribed medications on time [12]. They can support fitness and wellness,
by, for example, offering guided workout routines, exercise programs as well as
advice about nutrition. Another application of a smart mirror in the active assisted
living (AAL) context includes posture correction. Furthermore, smart mirrors with
built-in cameras and communication features can enable video calls, allowing older
individuals to stay connected with family and friends. This can reduce feelings of
isolation and provide social interaction [42]. Integrated with calendars, smart mirrors
can provide reminders for doctor’s appointments, social events, and other important
dates [14]. Smart mirrors equipped with voice recognition technology can assist
and guide older individuals in controlling other smart home devices, or searching
for information without the need for complex interfaces [14, 28]. Integrated with
emergency alert systems, smart mirrors can quickly send notifications or alerts to
caregivers or emergency services in case of falls or health emergencies. Finally,
emotion recognition can analyze facial expressions to determine the older person’s
mood and then provide personalized feedback or suggestions based on the detected
emotions [53].

Smart mirrors incorporate various technologies to function effectively and to offer
the applications described above. The specific features and functionalities of a smart
mirror may vary depending on the manufacturer, model, and operating system, but
some of the key technologies commonly used include (1) built-in touchscreen dis-
plays, allowing users to interact with the mirror’s interface (2) cameras and sensors
which in many cases enable facial recognition for personalized user experiences (3)
microphones and voice recognition (4) Wi-Fi and Bluetooth (5) health monitoring
sensors like heart rate monitors and (6) machine learning and other types of Al,
allowing the mirror to identify users and personalize their experience [12, 32, 42]
(see further [49]). Importantly, technology in the context of smart mirrors is advanc-
ing rapidly and as such, there may be potential to integrate Augmented Reality (AR)
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technology to enable smart mirrors to offer more immersive and interactive expe-
riences [21]. It is also possible that the customization and personalization involved
with smart mirrors will increase as well as their integration with other smart home
devices [28].

12.3 Smart Mirror Characteristics

Smart mirrors may be likened to smartphones and other smart devices because they
incorporate similar technologies and features. However, it is essential to recognize
that there are certain peculiarities that characterize smart mirrors as a standalone
technology. Unlike smartphones, smart mirrors are typically fixed to a wall and,
despite being movable, cannot be classified as mobile or wearable devices. Smart
mirrors generally lack sensors such as gyroscopes and accelerometers but may be
equipped with passive sensors to detect motion and temperature.

While a smart speaker might also be considered comparable to a smart mirror, they
primarily rely on vocal interaction and lack the interactive screens that characterize
smart mirrors. It is also worth noting that smart speakers can potentially connect to
and control smart mirror interfaces, requiring a shift in the legal focus from the device
itself to the type of interaction it facilitates [37], specifically the interactive service
provided by, typically, a private entity (i.e. the service provider) via the Al assistant.
This shift underscores the importance of addressing the technical and ontological
specifics of these technologies in evolving legal frameworks [39].

Another technology that smart mirrors can be compared with concerns security
cameras. This is because smart mirrors share with security cameras the capability
to capture dynamic images of the environment and the people within it. However, a
pivotal difference lies in their intended purpose, which influences their design and
placement. Security cameras are designed primarily for security purposes, meant
to capture specific types of images in designated locations and conditions, and are
subject to particular data protection limitations> [44]. Furthermore, security cameras
are often deployed in multiple units and are typically movable, whereas the camera
embedded in a smart mirror is generally a single, fixed component. Nevertheless, it
is conceivable that smart mirrors could be equipped with multiple movable cameras
or connected to other cameras positioned around a room.

Mobile devices, such as smartphones and smartwatches, are personal devices that
typically rely on a one-to-one interaction and data processing paradigm with the
owner. In contrast, smart mirrors are designed to interact with multiple individuals
and can potentially capture third parties who are not directly engaged in the inter-
action, such as minors or guests present in the room.?> Moreover, smartphones and

2EDPB Guidelines 3/2019 on processing of personal data through video devices. Version 2.0
Adopted on 29 January 2020.

3 It must be noted that also security cameras may potentially record third parties within the room
where they are installed. However, typically, video-surveillance systems are intended for perimetral
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similar mobile devices necessitate direct user interaction, whereas smart mirrors can
facilitate indirect interaction through intermediaries, such as doctors delivering treat-
ments via the mirror. Unlike smart speakers, which rely solely on vocal interaction,
smart mirrors offer both audio and video interaction.

Smart mirrors can further be compared to smart TVs, laptops, and tablet devices,
such as Apple iPad. However, they differ from smart TVs, which involve passive
interaction where live programs or videos are shown without direct user interaction,
with the user simply selecting content via a remote or vocal interface. Tablets and
laptops share similarities with smart mirrors due to their touch-screen interaction (in
the case of tablets) and general functionality. Yet, neither laptops nor tablets function
as interactive, mirror-like cameras (although they potentially could). Additionally,
laptops and tablets are personal, movable devices, unlike the stationary nature of
smart mirrors.

The unique features of smart mirrors—multi-user interaction, direct interaction,
potential for capturing bystanders, ambient-sensitive, and combined audio-visual
interface—highlight their distinctiveness from other smart devices. These charac-
teristics necessitate a nuanced approach to their technical, legal, and ethical consid-
erations, ensuring that the frameworks governing their use address the specificities
of these innovative technologies. Nevertheless, it is important to consider that as
IoT environments become fully developed, these differences may diminish. Smart
mirrors will likely become terminal devices within a large, unified, interconnected
user interface, allowing users to govern and interact seamlessly with the intelligent
environment and connected smart devices.

12.4 Data Protection Concerns Raised by Smart Mirrors

The deployment of smart mirrors gives rise to a myriad of legal concerns, primarily
stemming from the extensive collection, processing, and sharing of various types
of data by these interconnected devices [49]. A central challenge associated with
IoT devices like smart mirrors revolves around privacy issues [32]. A related legal
concern is data security, where the interconnected nature of a smart mirror amplifies
the risk of data breaches. The inclusion of Al in these devices adds further complexity
to the legal landscape, giving rise to concerns regarding the transparency of certain
Al algorithms deployed in smart mirrors and the potential incorporation of bias into
these devices. This is evident in the various regulations that apply to these items,

and external activities and they are not allowed, for instance, for workers monitoring (which implies
domestic workers), or guests surveillance (e.g. in a rented room) ([44], pp. 111 and following).
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including the GDPR,* the AI Act,’ and the Cyber Resilience Act,® among others.
These regulations must be considered in combination when addressing issues arising
from interactions with smart mirrors, although the focus of this article is mainly on
the GDPR.

More precisely, privacy challenges associated with smart mirror technologies
stem from their ability to passively collect extensive personal information, including
detailed full-body video, voice recordings, health data, biometric information, user
preferences, and behavioral patterns [32, 43, 54]. Due to their specific characteris-
tics, smart mirrors differ from other technologies in their ability to collect extensive
audio-video biometric and behavioral patterns, habits, and unique movements. This
capability significantly raises the level of privacy concerns associated with their use.
Like with other smart technologies, individuals often do not fully understand the
extent of data collection by smart mirrors, as it is difficult to convey the surveil-
lance capabilities of these versatile devices in a way that clearly communicates their
power [31]. This is particularly true for those users, such as older adults, that typ-
ically are less prone to have a basic digital education. This data collection, which
may be seen as inherently invasive, can even potentially alter how an individual’s
identity is perceived externally without their full knowledge and consent [54]. This
process can disrupt the individual’s ability to construct their own narrative about
their personal identity, as the information used to analyze them may be inaccessible
or aggregated in ways that do not align with their own self-view. Moreover, service
providers or third parties may exploit this data for purposes like targeted marketing
or discriminatory practices [54]. For example, insurance companies might use health
data collected by smart mirrors to adjust premiums based on perceived health risks,
or employers could analyze personal habits to make hiring or promotion decisions.

Allen discusses how IoT technologies like smart mirrors raise serious surveil-
lance concerns due to their invasive and constant monitoring capabilities, which she
terms “pernicious surveillance” [2]. She further highlights the issue of “pernicious
memory,” where these technologies create a persistent and potentially never-ending
record of an individual’s life. This perpetual data collection can lead to significant
privacy infringements, as it captures and stores detailed personal information over
time, making it possible to reconstruct and scrutinize a person’s activities, behaviors,
and preferences long after the events have occurred. However, Allen wrote at a time
when these technologies were merely theoretical, and the first smartphone had just

4 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing directive 95/46/EC (General Data Protection Regulation,
‘GDPR’) (2016) OJ L 119.

3 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonized rules on artificial intelligence and amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Al Act)(2024) OJ L 1689.

6 Proposal for a Regulation of the European Parliament and of the Council on horizontal cyberse-
curity requirements for products with digital elements and amending Regulation (EU) 2019/1020,
COM (2022) 454 final (CRA).
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been introduced. Therefore, it must be kept in mind how much current IoT tech-
nological advancements may surpass Allen’s concerns, leading to further and much
more invasive intrusions into individuals’ privacy [6].

As explained above, smart mirrors may utilize Al algorithms such as for facial
recognition [28], raising the potential for unfair treatment based on individual char-
acteristics or group affiliations [13, 25, 29]. At this point, it is well understood that
an Al algorithm, trained on historical data, may unintentionally reflect biases present
in the training data, potentially enhancing racism, sexism, ableism, and create other
injustices (see e.g. [4, 9, 57]). For instance, if the training data is predominantly
biased towards a specific demographic group (e.g., young, white, female users),
the smart mirror may disproportionately recommend content, or even medical treat-
ments, that align with those characteristics (rather than e.g. older, black, male users).
This danger is like those posed by other technologies. However, the specific char-
acteristics of smart mirrors enable them to potentially become the primary terminal
device in an IoT environment. Their capacity for direct user interaction, combined
with various audio-video interactive features, significantly increases their potential
for invasiveness.

Additionally, smart mirrors, if powered by complex Al algorithms, may lack
transparency and explainability, making it challenging for users to understand how
they work. Under Nicholson Price’s definition, “black-box medicine” is “the use of
opaque computational models to make decisions related to health care” [34]. While
“black-box medicine” offers tremendous opportunities in terms of prognostics, diag-
nostics, and treatment recommendations, it raises serious legal concerns connected
to matters like privacy and accountability [33]. Explainable Al is a developing field
that centers around offering methods and approaches for comprehending algorithms
that operate as black boxes [1]. However, there remains much work to do, particu-
larly in terms of understanding complex models and how to make difficult tradeoffs
between explainability and model performance [41].

While the black-box concept is shared by many smart devices running Al sys-
tems, smart mirrors differ significantly from other “black-box” technologies due to
their purpose and architecture, which function as a sort of “stargate” where Al tools
and results, users (particularly patients), service providers, and intermediaries (such
as doctors and practitioners) converge. Intermediaries play a role in interpreting the
algorithm’s results and applying the correct outcomes for the user. For instance,
when a doctor interprets diagnostic results derived from an algorithmic analysis of
a patient’s behavioral data, they should not simply validate the algorithm’s output.
Instead, they should compare these results with other empirical medical data to for-
mulate a comprehensive final diagnosis. Therefore, the architecture of smart mirrors
should be designed to empower interpreters to understand and adjust the algorithm’s
results to meet the user’s specific needs and characteristics, rather than simply accept-
ing Al outputs. This interpretative process cannot rely solely on profiling, which is
based on statistical methods rather than causal ones. Hence, the digital competence
of interpreters is a critical element in the design process, particularly within the
so-called black box.
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Felzmann et al. explain that there is an urgent need for both prospective and ret-
rospective transparency within the context of Al-based technologies like smart mir-
rors [18]. Prospective transparency informs users at the outset about data processing
and how the system generally reaches decisions, serving as an accountability mecha-
nism, while retrospective transparency provides post hoc explanations and rationales
for specific decisions, detailing the data processing steps involved.

For smart mirrors, achieving prospective transparency is necessary, for example,
to clearly inform bystanders who may also be captured by the sensing technology,
ensuring they understand how their data is being collected and used [18]. More-
over, this aligns with the mandatory informative requirements set out by binding
legal requirements explained more below. However, informational duties should not
devolve into another legalistic list of elements that users agree to without reading.
Instead, they should be designed in a user-friendly and comprehensible manner,
guiding users step by step—even on demand—regardless of their literacy back-
ground or level of digital education. This approach should help users understand
the complexity of data collection, including why the system needs specific data for
specific processes, how the data is collected, stored, and secured, the duration of data
retention and the reasons behind it, who has access to the data and why, and other
relevant details. Achieving retrospective transparency is also necessary for auditing
purposes, enabling users and regulators to understand and trust the decision-making
processes of these systems [17, 18]. Implementing these solutions by design will
empower users to exercise their right to access information on demand, in real-time,
and without the need for offline intermediaries.’

There is a further concern about the role of automated individual decision making
where there is no human involvement [7]. Smart mirrors used in AAL may incorpo-
rate Al algorithms for health monitoring or diagnostic purposes, and if these algo-
rithms are not sufficiently accurate or reliable, there is a risk of providing incorrect
health assessments or diagnoses (see more generally [26]. This issue has implica-
tions beyond liability. Here, there are additional concerns about what it means to take
users, caregivers, doctors and other relevant stakeholders “out of the loop” where it
concerns decisions about health and wellbeing [7].

As mentioned above, professional intermediaries must be empowered to critically
assess the output of Al before acting on the results, especially in the healthcare
context. An effective human-in-the-loop protocol requires intermediaries to evaluate
algorithmic results based on the methods and criteria used, the training database, and
the specific correlations considered. Achieving this level of granular transparency
requires that Al systems be designed to allow retrospective investigations into the
decision-making process, akin to a layered blockchain [38].

While smart mirrors can be used in hospitals, care facilities or in public spaces
like gyms, many smart mirrors are designed to be used in the home, traditionally
an area designated with a very high level of legal protection [5, 11]. Crabtree and

7 Typically, the request should be sent to the data controller, who then provides a first reply within
a reasonable time frame (usually laid out by national regulators), according to Article 15 of the
GDPR.
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Rodden have discussed the intricate nature of the home as a social space character-
ized by diverse practices and routines [15, 50]. In their work, they emphasize that
situating computing within this context necessitates deep consideration about what
is “appropriate.” For smart mirrors, this means manufacturers or service providers
must carefully design the device’s features with the specific environment in mind.
For instance, a smart mirror installed in a bathroom can capture more intimate images
than one placed in a sitting room, whereas a smart mirror in a sitting room might
record more private conversations. Therefore, the type, quality, and quantity of sen-
sitive data that the device can collect must undergo scrutiny. In practice, this involves
conducting an in-depth data protection impact assessment (DPIA) to consider these
aspects thoroughly and aim to minimize data processing.®

Data deletion in the context of smart mirrors presents another challenge, as the
intricacies of Al systems and the ways in which data intertwines within them make
this a Herculean task. Ginart et al. explain [20], “For many standard ML models, the
only way to completely remove an individual’s data is to retrain the whole model
from scratch on the remaining data, which is often not computationally practical.”
To address these challenges, sophisticated techniques such as machine unlearning,
which can be broadly described as “removing the influences of training data from a
trained model” are essential [27].

The topic of machine unlearning falls within the ambit of black box issues already
highlighted, particularly considering the rights that data subjects have to control their
data. The complexity of the problem increases when a data subject’s request pertains
to specific types of data or particular personal information. Data controllers must
be able to address these requests and design their systems accordingly. Failure to
comply with these legitimate requests infringes on data subjects’ rights and violates
the law.? Therefore, IoT devices, and smart mirrors in particular, should be enabled—
by design—to allow users to access and selectively delete their data directly on the
interactive platform, similar to how a browser allows users to erase their browsing
history. These considerations are especially relevant for smart mirrors used for health
purposes, because they process highly sensitive information that requires high levels
of privacy protection. '’

The use of smart mirrors with weak security features can lead to a range of
concerns, including device hacking, spying, and harassment.'! Smart mirrors can
provide real-time information about what is happening in the home as well as archived

8 According to the combined reading of Article 35 and 25 of the GDPR, and in line with the EDPS
Recommendation 01/2019 on the draft list of the European Data Protection Supervisor regarding
the processing operations subject to the requirement of a data protection impact assessment (Article
39.4 of Regulation (EU) 2018/1725), European Data Protection Board.

 EDPB (2020) EDPB Guidelines 5/2019 on the criteria of the Right to be Forgotten in the search
engines cases under the GDPR—Version 2.0 (part 1). European Data Protection Board.

10 EDPS (2015) EDPS Opinion 1/2015 Mobile Health, Reconciling technological innovation with
data protection.

1l Federal Trade Commission (FTC) v. Ring LLC, Complaint for permanent injunction and
other relief (31 May 2023), https://www.ftc.gov/system/files/ftc_gov/pdf/complaint_ring.pdf; see
also [24], discussing numerous incidents of video device hacking.


https://www.ftc.gov/system/files/ftc_gov/pdf/complaint_ring.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/complaint_ring.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/complaint_ring.pdf
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footage which is very attractive information for cybercriminals [24]. Hackers may
be able to speak directly through the microphone to the occupants in the home. This
could lead to verbal assaults and threats. As explained above, smart mirrors used in
the AAL context might also present risks to the physical safety of their users such
as when, for example, they lead to an incorrect diagnosis or incorrect administration
of medicine [26].

It is important to emphasize the sensitivity of the data collected by smart mirrors
and the risks associated with the theft or misuse of this data. When breaches occur
in databases holding biometric data, the impact on an individual’s life can be exten-
sive [60]. In contrast to passwords or social security numbers that can be changed
after a breach, there is almost no recourse for addressing a breach involving biomet-
ric data which is “unique and unchangeable” [47]. Stolen facial data, for instance,
could be exploited by individuals with malicious intent to impersonate someone,
even years after the initial breach [45].

In addition to threats to individuals, there are also threats to the public that can
arise when smart mirrors are “poorly designed or operated with indifference to secu-
rity” [30]. For example, critical infrastructure can become vulnerable to attacks if it
is connected through a shared network to a compromised smart mirror [26, 30]. In
other words, the proliferation of IoT devices like smart mirrors expands the attack
surface of critical infrastructure, representing new entry points for cyber attackers to
exploit vulnerabilities and gain unauthorized access.

12.5 Data Protection Regulation and Smart Mirrors

12.5.1 An Overview of the GDPR

An old legal maxim states, “ubi societas, ibi jus”—where there is society, there is
law. This Latin maxim can be nowadays updated into something like “where there is
personal data, there is the GDPR.” This is to state that smart mirrors almost always
involve the application of the GDPR as any technological device that processes
(collects, stores, accesses, analyses, deletes, and, however, somehow uses) personal
data will generally fall within its scope.

Smart mirrors, along with all digital devices, collecting personal data must have
a clear and legitimate purpose for processing.'> Manufacturers should specify the
intended uses of the data and obtain a legal ground for each processing activity.'?
Data controllers should design smart mirrors in a way that avoids excessive data
collection and does not store data longer than necessary.'* Moreover, smart mirrors
should have mechanisms to delete or anonymize data when it is no longer needed for
the specified purpose.!'” If the smart mirror processes special categories of personal

12 GDPR Article 5.

13 GDPR Article 5, Article 6.
14 GDPR Article 5.

15 GDPR Article 5, Article 25.
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data (e.g., biometric data for facial recognition), it is necessary to obtain explicit
consent from users, unless one of the other exceptions in Article 9 applies.

Animportant issue arises here concerning minors and individuals who have dimin-
ished mental or decision-making capacity, even if temporary (often older adults
or disabled). This concern also extends to those who lack appropriate digital edu-
cation.'® These factors can hinder an individual’s full comprehension of personal
data processing concepts (including sensitive data) and the potential consequences
of data processing abuses. The validity and effectiveness of such consent are still
widely debated, necessitating the evaluation of alternative legal bases for data pro-
cessing [3]. One approach could be to practically support the patient’s consent with
relatives’ consent. However, this scenario is not explicitly addressed by the GDPR
and may not be considered valid under the regulation. This underscores the need
for careful consideration and potentially new frameworks to protect these vulnerable
populations while complying with legal standards.

On the other hand, manufacturers of smart mirrors are obligated to provide users
with transparent information about the processing of their personal data such as
details about the types of data collected, the purposes of processing, and the identity
of the data controller.!” Smart mirrors must have robust security measures to prevent
unauthorized access, disclosure, alteration, or destruction of data.!® Importantly,
users have the right to access their personal data processed by smart mirrors and if
the data is inaccurate or incomplete, individuals can request rectification.'

If smart mirrors use algorithms or automated decision-making processes that
significantly affect individuals, users have the right to know the logic behind such
processes and to contest the decision, at least if certain conditions are met.20 If
personal data is transferred outside the EU/EEA, smart mirror manufacturers must
ensure compliance with GDPR provisions related to international data transfers, such
as using standard contractual clauses or relying on other appropriate safeguards.?!
Finally, smart mirror manufacturers need to adopt a privacy-by-design approach,
integrating data protection measures into the development process which will be
discussed more below.??

16 EDPS (2018) EDPS Opinion No. 3/2018 on online manipulation and personal data. European
Data Protection Supervisor.

17 GDPR, Article 13.
18 GDPR, Article 32.
19 GDPR, Article 15.
20 GDPR, Article 22.
21 GDPR, Chapter V.
22 GDPR, Article 25.
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12.5.2 Key Factors in Applying the GDPR to Smart Mirrors

While it is generally expected that the GDPR may apply within the context of smart
mirrors, the existing literature has not yet sufficiently explored how smart mirrors
differ from other technologies and, what implications this has for the application
of the GDPR. This evaluation is necessary to assess whether specific technological
differences necessitate the application of distinct data protection rules to identify any
regulatory gaps that need addressing.

As explained above, the cameras in smart mirrors differ ontologically from secu-
rity cameras. Unlike security cameras, which are passive, the video component in
smart mirrors is active and designed for interactive use by the user. Moreover, smart
mirrors may integrate additional visual elements, such as infrared, heat vision, and
augmented reality filters. Nonetheless, the central element that distinguishes smart
mirrors from cameras and the other devices is the technological and interactive
purpose for which they are designed and adopted, which, in turn, affects the data
processing they perform.

Indeed, smart mirrors can be adopted for a variety of purposes, ranging from
e-health treatments to fitness, clothing, and cosmetics, among others. These pur-
poses influence the specific interactions with users and the data processing involved,
including the types of data processed or potentially accessible. For example, a smart
mirror positioned in the user’s private sitting room for general health monitoring,
as per the introductory case described, involves a different purpose and type of data
processing than a smart mirror positioned in a gym for guiding physical exercises.
Similarly, a smart mirror installed in a hospital for therapeutic support—whether
psychological or physical—has different implications for the data involved and the
patients’ privacy. Here, it is important to observe that the intended use affects the
device’s privacy and data protection implications, as much as the actual place in
which it is installed. That is, it is the specific combination of the intended use and
space that determines the specific data protection regime for smart mirrors, as well
as the peculiarities concerning users’ privacy.

‘We observe that the legal status of the user also plays a key role in determining the
general legal rules applicable. Indeed, whether the user is a patient, an employee, or a
consumer creates an enormous difference in how the law may be applied. Additional
granular aspects of the user’s legal status include age and mental capabilities. These
attributes impact key issues like, as mentioned, the validity of consent and the nature
of contractual relationships. For example, minors and individuals with diminished
mental capacities require special considerations regarding informed consent and the
enforceability of agreements [19]. Similarly, the legal and ethical responsibilities
towards older users might differ significantly from those towards younger adults.
These aspects should be considered carefully within the preliminary auditing pro-
cess concerning the data protection impact assessment and the subsequent design
implementation process.

To add complexity, whether the service provider is a hospital, a research institute,
a professional (e.g. a psychiatrist), or a commercial entity makes a difference in the
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application of the law. In other words, the status of the data controller—and, over-
all, of the legal parties involved—play a significant role in determining the type of
applicable regime both in terms of privacy, data protection and general legal impli-
cations. For example, the legal requirements for a healthcare service provided by a
university laboratory for research purposes will require the application of different
legal rules from a healthcare service provided by a hospital for caring purposes [59].
The difference, for instance, concerns the type and scope of the informed consent.?’
as well as the regime for the secondary usage of the personal data.* Furthermore,
if one of these services involves the intermediation of a third party such as a general
practitioner then this relationship will imply the application of specific deontologi-
cal duties of patient-doctor confidentiality [56]. These duties must be reflected in the
doctor’s responsibility for professional secrecy, as well as in the end-to-end cryp-
tographic design of the communication transmission, data transfer, secure storage,
and accessibility (no other individuals than the users and the doctor, or those with a
proxy, could log in these data).

As described earlier, it appears that smart mirrors entail specific technological,
interactive and data processing peculiarities that differentiate this device/platform
from other smart devices. Therefore, the elements that characterize smart mirrors
and that could make a difference in defining the specific legal and data protection
regime to be applied, can be classified as following: location, use context, user status,
service provider status, the existence of intermediaries, and the nature of the data
gathering (e.g. biometric). Each will be explained below.

First, location concerns the general environment in which the smart mirror is
located. This can be public, publicly accessible (commercial), or private. Public
locations include any place open to the wider public, such as public offices, squares,
airports, train stations, or hospitals. Currently, this remains a theoretical example,
but it is conceivable that in the near future, public spaces will be equipped with
interactive smart mirrors for various services. These could include providing tourist
information within smart cities or offering check-in support in hospitals [22].

Publicly accessible (commercial) locations include shops, clubs, and private enti-
ties open to the public, such as restaurants, or specific public services, like hospitals.
Within these environments, further sub-classifications apply based on the specific
site where the smart mirror is located. These sub-classifications include open envi-
ronments, such as hotel halls, gyms, or rooms in restaurants, where everyone who
enters is captured without the possibility to avoid it; temporary private environments,
such as hotel rooms or shop changing rooms, where people access privately for a
specific purpose and for a limited time; and sensitive environments, such as locker
rooms in gyms and clubs, or medical or professional rooms, where users enter for
the specific purpose of receiving a primary service, such as medical treatment or
psychological support. In these cases, smart mirrors provide a secondary service that
supports the professional activity, like assisting with physical rehabilitation.

23 That must not be confused with the data protection consent (GDPR Articles 6(1)a and 7).
24 See Article 89 of the GDPR.
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Private locations include homes or other personal spaces. In these environments,
smart mirrors provide a service that has been requested or agreed upon by the user.
Like publicly accessible environments, private environments may be sub-classified
according to the specific location where the smart mirror is placed. Accessible envi-
ronments, such as kitchens or sitting rooms, may inadvertently capture third parties
(e.g., guests or cohabitants), while more confidential environments, such as bath-
rooms, bedrooms, or walk-in closets, are where users typically perform intimate and
particularly sensitive activities. Depending on the situation, these environments may
also be subject to third-party passages.

Due to these characteristics, private environments present a two-fold legal and
data protection relationship. The primary relationship exists between the user and
the service provider. Additionally, a further relationship may involve intermediaries
within the service offered via the smart mirror (e.g., live or remote professional
support for psychological therapies). Any third-party (e.g. supporting psychiatrics,
cloud service, professional trainer) that performs data gathering on behalf or in
account of the data controller represents either a contractual relationship between
the data controller and the third party (data processor), and a secondary relationship
between the user and the third party concerning the duty of transparency and potential
direct civil liability ([44], p. 119, 20).

Second, the use context refers to the specific objective for which the device is
placed and utilized, which affects the data processing purposes. This encompasses
the particular function the smart mirror is intended to serve, whether for personal
use, commercial applications, or public services. Use context directly affects the data
protection and legal regime, despite the location, although the latter may constitute
a relevant legal criterion. For instance, smart mirrors for medical support should
follow the same legal regime (medical devices) regardless of whether they are in a
private environment or in a publicly accessible one [35]. On the other hand, smart
mirrors designed for a specific purpose or providing a specific service (e.g. cosmetic
filters, food advice) may differ as per the legal regime they involve depending on
the location (private home or shop), and the service itself (authorizations, duty of
disclosure, hygienic-sanitary standards and duties, etc.).

Third, user status concerns the individual interacting with the smart mirror. They
may hold different legal statuses, depending on the situation. For instance, the indi-
vidual may be both a user, data subject, and potentially also a patient. The individual
may also be the owner of the device, a minor, or a person with diminished mental
conditions. In other cases, the individual may be a consumer, a third party, a profes-
sional or even an employee. These legal statuses may overlap in a complex scenario,
depending on the situation, the location, and purpose of the smart mirror.

Fourth, service provider status involves determining whether the entity is the man-
ufacturer, the data controller, or a combination of these roles. The service provider
may operate as a private entity, a public entity or under a public-private partnership to
supply public services. Each of these scenarios brings distinct legal and ethical con-
siderations, depending on the specific situation. For instance, a research lab providing
the service to selected patients in the context of a blind psychological experiment
(where subjects do not know precisely the purposes of their involvement and of the
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data processing), may undergo different regimes®> than a research lab providing the
service for testing an e-health service for research purposes only.?

Intermediaries are entities or individuals that participate in the provision of the
service. This category may be divided into first, direct intermediaries such as a doctor,
a professional, a researcher or a practitioner that interacts with the platform or the
providing services, in real-time or ex-post, physically or remotely, to assist, support,
guide, or else help the user in using the service. Second, indirect intermediaries: those
subjects, such as cloud service providers, cybersecurity service providers, technical
or administrative maintenance professionals, that may interact with the service or
access somehow the user’s personal data. Third, auxiliaries: those individuals, such
as nursing and cleaning staff, assistants, technicians, and so on, that may assist,
directly or indirectly, the intermediaries. From a data protection perspective, the
intermediaries can be assumed to be data processors, although they may be con-
sidered data joint-controllers whereas they jointly define the purposes of the data
processing.?’

Finally, specific data gathering considerations depend on the nature, location, and
purpose of the smart mirrors. The data processing involved may encompass a wide
range of personal information, which can be categorized into various types, such
as health data, psychological data, facial recognition information, biometric data,
metadata, [oT data (metadata and non-personal data), and third-party data. Each
category carries its own set of privacy and security implications—or combination
with other specific regulation, as per biometric data with the AI Act, and non personal
data, with the Data Act—, requiring careful handling to ensure compliance with
relevant regulations and to protect user privacy.

12.6 The Role of “Data Protection by Design”
in the Smart-Mirror Context

Data Protection by Design (DPbD) refers to an approach that integrates legal and
regulatory considerations into the design and development process of products or sys-
tems, such as smart mirrors, from the outset [11, 48]. By adopting a DPbD approach,
data controllers ensure that smart mirrors comply with legal and regulatory require-
ments, mitigate risks, protect user rights, and promote the responsible and ethical
use of technology [48]. This proactive, future-oriented legal strategy aims not to halt

25 Also depending on the national regulation and the internal ethical policy on human involvement
in experiments.

26 E.g. the exceptions provided by Article 89 of the GDPR.

27 Article 29 Data Protection Working Party (2017) WP29 Guidelines on consent under Regulation
2016/679 as last Revised and Adopted on 10 April 2018. EU; Guidelines 07/2020 on the concepts of
controller and processor in the GDPR: Version 1.0, at 18, EURO. DATA PROTECTION BD. (Sept.
2,2020); See also [51], at 271, 277 (“If the parties do not pursue the same objectives (“‘purpose”),
or do not rely upon the same means for achieving their respective objectives, their relationship is
likely to be one of ‘separate controllers’ rather than ‘joint controllers’.”.
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data processing but to enhance and shape it in socially desirable ways [40]. DPbD
has its roots in the concepts of Privacy Enhancing Technologies (PETs) and Privacy
by Design (PbD).2® PETs encompass a range of technology-driven solutions aimed
at bolstering the protection of personal data within information and communication
technologies (ICT), with encryption being a classic example.?’ While PETs focus
solely on technological measures (and have been recently criticized [10]), DPbD
extends to include organizational practices designed to meet legal requirements,
such as conducting DPIAs.

The introduction of the GDPR transformed PbD from a theoretical framework into
a binding legal mandate known as Data Protection by Design (DPbD), as explicitly
stipulated in Article 25 (see more generally [23]). This provision mandates that
systems be designed from the outset to adhere to data protection principles, thereby
minimizing data collection and mitigating potential privacy risks. Article 25 can be
considered the “backbone” of the GDPR since a breach of any GDPR provision, such
as one of the core principles in Article 5, can simultaneously constitute a violation
of Article 25, thereby incurring significant penalties [46].

On the one hand, DPbD is reflected in a binding, black-letter law (the GDPR)
that carries the threat of sanctions. Yet, the EU allows the regulated entities to meet
the legal requirements through introducing various architectural components that
either constrain or guide human behavior [16]. Here, it is important to recognize the
growing importance of co-regulation in this context, as regulatory bodies and industry
stakeholders collaboratively establish and enforce standards to ensure compliance
and protect user privacy.>’ Arguably, a more advanced form of regulation is emerging
within the realm of cutting-edge technologies like smart mirrors. This regulatory
approach balances the need for legal stability with the necessity to adapt, evolve,
and respond swiftly to an increasingly digital environment [55]. This dynamic form
of regulation ensures that legal frameworks remain robust yet flexible, capable of
addressing the rapid advancements and challenges posed by modern technological
innovations [55].

From a practical perspective, DPbD strategies may include risk management,
implementing strong data encryption and anonymization methods to safeguard sen-
sitive information, establishing clear protocols for data access, storage, and sharing,

28 EU Agency for Cybersecurity, Privacy by Design, https://www.enisa.europa.eu/publications/
privacy-and-data-protection-by-design, Accessed 15 July 2024; [58].

29 See [52]; Commission of the European Communities. Communication from the Commission
to the European Parliament and the Council on Promoting Data Protection by Privacy Enhancing
Technologies (PETs). COM 2007 228 Final 2007. Available online: https://eurlex.europa.eu/legal-
content/EN/LSU/?uri=CELEX %3A52007DC0228.

30 See [8] explaining, “Coregulation refers to a degree of legislative underpinning of codes or
standards, e.g. legislative delegation of power to industry to regulate and enforce codes, expecting or
requiring industry to have a code but having back-stop legislative power to impose one, prescribing
industry codes as voluntary or mandatory in legislation, legislation setting minimum standards
which industry can improve upon, or enforcing undertakings to comply with a code.”.
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and ensuring transparent communication about data collection practices.>' Obtain-
ing explicit and genuinely informed user consent—ensuring that the information
provided is fully understandable—is also essential. Additionally, selecting the most
appropriate and protective legal basis for the user, and maintaining transparency
throughout the process, are important for building trust and in ensuring that users are
fully aware of how their data will be used [18].

New methodological approaches to addressing the specific challenges of visual
privacy within the context of AAL are ongoing [31, 36, 58]. For example, Siddharth
Ravi et al. have conducted a comprehensive review of the state of the art in visual pri-
vacy protection techniques, specifically tailored for AAL [36]. Their work introduces
anovel taxonomy for classifying these methods, providing a structured framework to
better understand and address the diverse privacy concerns inherent in video-based
monitoring systems used in AAL environments. This taxonomy not only categorizes
existing techniques but also highlights areas for further research and development,
paving the way for more robust and effective privacy protection strategies [36].

Ultimately, it is recommended that smart mirror developers and service providers
consider the full range of issues mentioned above to assess potential threats, legal,
ethical, and practical implications, as well as users’ needs and vulnerabilities. This
assessment should consider the intended purpose, location, type of user, and interme-
diaries involved. Additionally, given the unique features of smart mirrors, including
Al systems, IoT interconnections, and various stakeholders interacting with users,
any DPIA should also include a Fundamental Human Rights Impact Assessment
(FHRIA) and a preliminary ethics audit. These assessments should evaluate the
potential short- and long-term effects on specific user categories, such as patients,
older adults, and disabled individuals.

12.7 Conclusion

Smart mirrors offer numerous benefits in the context of active assisted living, such
as providing personalized reminders, health monitoring, real-time alerts, and facili-
tating social connectivity to enhance safety, independence, and engagement. While
these devices offer substantial benefits, they also introduce a plethora of legal and
regulatory challenges that necessitate careful examination. This chapter has explored
these challenges with a particular focus on data protection, providing an overview
of data protection concerns surrounding smart mirrors as well as the relevant legal
framework, and highlighting the peculiarities that smart mirrors involve.

To understand how laws like the GDPR apply to smart mirrors, it is essential to
classify the key elements that define these devices. These elements include the phys-
ical location of the smart mirror, the context in which it is used (e.g., private home,
public facility, healthcare environment), the status of the user (e.g., adult, minor,
patient), the status of the service provider (e.g., manufacturer, third-party service),

31 GDPR, Recital 78; see also [48, 58].
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the involvement of any intermediaries in data processing, and the nature and sensi-
tivity of the data being gathered (e.g., biometric data, personal health information).
Each of these factors plays an important role in determining the applicable legal
requirements and ensuring compliance with privacy and data protection regulations.

It is also critically important to integrate legal considerations into the design
and development of these technologies to ensure compliance with privacy and data
protection laws from the outset. Key steps include conducting thorough data protec-
tion impact assessments to identify potential risks to users’ privacy, implementing
robust data encryption and anonymization techniques to protect sensitive informa-
tion, and establishing clear protocols for data access, storage, and sharing. Addition-
ally, obtaining explicit user consent and providing transparent information about data
collection practices are essential to build trust and ensure users are fully informed
about how their data will be used. By proactively addressing these legal considera-
tions, developers can create smart mirrors that not only offer innovative features but
also safeguard users’ privacy and comply with regulations such as the GDPR and
the continuously evolving EU acquis.*?

Acknowledgments and Drafting Notes Liane Colonna’s contribution to this work was partially
supported by the Wallenberg Al, Autonomous Systems v—Humanities and Society (WASP-HS)
funded by the Marianne and Marcus Wallenberg Foundation and the Marcus and Amalia Wallenberg
Foundation. Liane Colonna took care of the “Introduction” and “Conclusion”, the sections “Smart
Mirrors” and “The role of ‘data protection by design’ in the smart-mirror context”, and overall
edited the chapter. Gianluigi M. Riva took care of the sections “Data protection regulation and
smart mirrors” and “Key factors in applying the GDPR to smart mirrors”. Both authors equally
contributed to the sections “Smart mirrors”, “Smart mirrors characteristics”, and “Data protection
concerns raised by smart mirrors”.

References

1. Ali, S., Abuhmed, T., El-Sappagh, S., Muhammad, K., Alonso-Moral, J.M., Confalonieri, R.,
Guidotti, R., Del Ser, J., Diaz-Rodriguez, N., Herrera, F.: Explainable artificial intelligence
(XAI): what we know and what is left to attain trustworthy artificial intelligence. Inform.
Fusion 99, 101,805 (2023)

2. Allen, A.L.: Dredging up the past: lifelogging, memory, and surveillance. Univ. Chicago Law
Rev. 75, 47 (2008)

3. Ambrosini, D.L., Hirsch, C.H., Hategan, A.: Ethics, mental health law, and aging. In: Geriatric
Psychiatry: A Case-Based Textbook, pp. 233-251. Springer (2024)

4. Aronson, J.D.: Computer vision and machine learning for human rights video analysis: case
studies, possibilities, concerns, and limitations. Law Soc. Inq. 43(4), 1188-1209 (2018)

5. Balos, B.: A man’s home is his castle: how the law shelters domestic violence and sexual
harassment. Saint Louis Univ. Public Law Rev. 23, 77 (2004)

6. Bianco, S., Celona, L., Ciocca, G., Marelli, D., Napoletano, P., Yu, S., Schettini, R.: A smart
mirror for emotion monitoring in home environments. Sensors 21(22), 7453 (2021)

32 The European Union (EU) acquis is the collection of common rights and obligations that constitute
the body of EU law, and is incorporated into the legal systems of EU Member States.



10.

13.

14.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

Smart Mirrors and Data Protection Regulation 309

Binns, R.: Human judgment in algorithmic loops: individual justice and automated decision-
making. Regul. Gov. 16(1), 197-211 (2022)

Black, J.: Decentring regulation: understanding the role of regulation and self-regulation in a
‘post-regulatory’ world. Curr. Leg. Probl. 54(1), 103-146 (2001)

Buolamwini, J., Gebru, T.: Gender shades: intersectional accuracy disparities in commercial
gender classification. In: Conference on Fairness, Accountability and Transparency, pp. 77-91.
PMLR (2018)

Calvi, A., Malgieri, G., Kotzinos, D.: The unfair side of privacy enhancing technologies:
addressing the trade-offs between pets and fairness. In: ACM Conference on Fairness,
Accountability, and Transparency, pp. 2047-2059 (2024)

. Cavoukian, A., Mihailidis, A., Boger, J.: Sensors and in-home collection of health data: A

privacy by design approach. Technical report, Information and Privacy Commissioner (2010)

. Chaparro, J.D., Ruiz, J.EB., Romero, M.J.S., Pefio, C.B., Irurtia, L.U., Perea, M.G., Gar-

cia, X.d.T., Molina, FJ.V., Grigoleit, S., Lopez, J.C.: The shapes smart mirror approach for
independent living, healthy and active ageing. Sensors 21(23), 7938 (2021)

Cofone, I.N.: Algorithmic discrimination is an information problem. Hastings Law J. 70, 1389
(2018)

Colantonio, S., Coppini, G., Germanese, D., Giorgi, D., Magrini, M., Marraccini, P., Martinelli,
M., Morales, M. A., Pascali, M.A., Raccichini, G., et al.: A smart mirror to promote a healthy
lifestyle. Biosys. Eng. 138, 33—43 (2015)

. Crabtree, A., Rodden, T.: Domestic routines and design for the home. Comput. Support. Coop.

Work 13(2), 191-220 (2004)

. Diver, L.: Digisprudence: the affordance of legitimacy in code-as-law. Ph.D. thesis, Doctoral

thesis, University of Edinburgh (2019)

Felzmann, H., Fosch-Villaronga, E., Lutz, C., Tamo-Larrieux, A.: Towards transparency by
design for artificial intelligence. Sci. Eng. Ethics 26(6), 3333-3361 (2020)

Felzmann, H., Villaronga, E.F., Lutz, C., Tamo-Larrieux, A.: Transparency you can trust: trans-
parency requirements for artificial intelligence between legal norms and contextual concerns.
Big Data Soc. 6(1), 2053951719860,542 (2019)

Gatt, L., Montanari, R., Caggiano, I.A.: Consent to the processing of personal data: a legal and
behavioural analysis insights into the effectiveness of data protection law. Eur. J. Privacy L.
Tech. 1 (2018)

Ginart, A., Guan, M., Valiant, G., Zou, J.Y.: Making Al forget you: data deletion in machine
learning. Adv. Neural Inf. Process. Syst. 32 (2019)

Heim, H.: Smart mirrors: augmented, but not yet reality. In: Digital Fashion Innovations, pp.
125-143. CRC Press (2023)

Hussain, F.: Internet of everything. In: Hussain, F. (ed.) Internet of Things: Building Blocks
and Business Models, pp. 1-11. Springer International Publishing, Cham (2017)
Jasmontaite, L., Kamara, 1., Zanfir-Fortuna, G., Leucci, S.: Data protection by design and by
default: framing guiding principles into legal obligations in the GDPR. Eur. Data Prot. L. Rev.
4,168 (2018)

Johnson, G.: Consumer in a coalmine: Lax security of IoT video devices puts corporations
before users. Arizona Law J. Emerg. Technol. 5, 1 (2021)

Kide, L., von Maltzan, S.: Towards a demystification of the black box-explainable Al and legal
ramifications. J. Internet Law 23, 1-27 (2019)

Kirtley, J.E., Memmel, S.: Rewriting the “book of the machine”: regulatory and liability issues
for the internet of things. Minn. J. Law Sci. Technol. 19, 455 (2018)

Liu, K.Z.: Machine Unlearning in 2024 (2024, May). Ken Ziyu Liuv—Stanford Computer
Science. https://ai.stanford.edu/~kzliu/blog/unlearning. Accessed 15 July 2024

Lu,B.Y., Liu, J., Wang, Z., Li, H., He, J., Wen, X., Chen, P., Chen, J., Lai, W., Huang, C.: Smart
mirror activated by user’s face recognition with simulation of artificial intelligence classifier. In:
25th International Conference on Advanced Communication Technology (ICACT), pp. 23-27.
IEEE (2023)


https://ai.stanford.edu/~kzliu/blog/unlearning
https://ai.stanford.edu/~kzliu/blog/unlearning
https://ai.stanford.edu/~kzliu/blog/unlearning
https://ai.stanford.edu/~kzliu/blog/unlearning
https://ai.stanford.edu/~kzliu/blog/unlearning
https://ai.stanford.edu/~kzliu/blog/unlearning
https://ai.stanford.edu/~kzliu/blog/unlearning

310 L. Colonna and G. M. Riva

29. Manheim, K., Kaplan, L.: Artificial intelligence: risks to privacy and democracy. Yale J. Law
Technol. 21, 106 (2019)

30. Metzger, R.S.: Security and the internet of things: the role of the federal government to reconcile
opportunity and risk. Scitech Lawyer 14(3), 4-13 (2018)

31. Mihaildis, A., Colonna, L.: A methodological approach to privacy by design within the context
of lifelogging technologies. Rutgers Comput. Tech. LJ 46, 1 (2020)

32. Miotto, R., Danieletto, M., Scelza, J.R., Kidd, B.A., Dudley, J.T.: Reflecting health: smart
mirrors for personalized medicine. NPJ Digit. Med. 1(1), 62 (2018)

33. Price, 1., Nicholson, W.: Artificial intelligence in health care: applications and legal issues.
Scitech Lawyer; Chicago 14(1), 10-13 (2017)

34. Price, W., Nicholson, I.: Regulating black-box medicine. Mich. Law Rev. 116, 421 (2017)

35. Qazvini, A., Ramazani, J.: The nature and effects of the additional conditions. Relig. Res.
17(3), 997-1024 (2021)

36. Ravi, S., Climent-Pérez, P., Florez-Revuelta, F.: A review on visual privacy preservation
techniques for active and assisted living. Multimed. Tools Appl. 83(5), 14715-14755 (2024)

37. Riva, G.M.: Fantastic interfaces and where to regulate them: three provocative privacy reflec-
tions on truth, deception and what lies between. In: Digital Transformation of Collaboration:
Proceedings of the 9th International COINs Conference, pp. 217-230. Springer (2020)

38. Riva, G.M.: What happens in blockchain stays in blockchain. A legal solution to conflicts
between digital ledgers and privacy rights. Front. Blockchain 3, 36 (2020). https://doi.org/10.
3389/tbloc.2020.00036

39. Riva, G.M., Barry, M.: The lord of the (speaking) rings: an interdisciplinary fellowship to deal
with 7 legal issues. In: Proceedings of the 2nd Conference on Conversational User Interfaces,
pp- 1-3 (2020)

40. Rommetveit, K., Van Dijk, N.: Privacy engineering and the techno-regulatory imaginary. Soc.
Stud. Sci. 52(6), 853-877 (2022)

41. Rotenberg, M.: Artificial intelligence and the right to algorithmic transparency. In: The Cam-
bridge Handbook of Information Technology, Life Sciences and Human Rights (Cambridge
Law Handbooks), pp. 153-165 (2022)

42. Santofimia, M.J., Villanueva, F.J., Dorado, J., Rubio, A., Fernandez-Bermejo, J., Llumiguano,
H., del Toro, X., Wiratunga, N., Lopez, J.C.: Miratar: A virtual caregiver for active and healthy
ageing. In: International Conference on Image Analysis and Processing, pp. 49-58. Springer
(2022)

43. Sayegh, M.: Mirror, Mirror On The Wall. Forbes (2021, 23 March). https://www.forbes.com/
sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/. Accessed 15 July 2024

44. Soffientini, M.: Gli adempimenti privacy per i sistemi di videosorveglianza. Giuffré Francis
Lefebvre, Milano (2023)

45. Solove, D.J., Citron, D.K.: Risk and anxiety: a theory of data-breach harms. Texas Law Rev.
96, 737 (2017)

46. Stalla-Bourdillon, S., Rossi, A., Zanfir-Fortuna, G.: Data protection by process: how to opera-
tionalize data protection by design for machine learning. In: V1.0. Immuta & Future of Privacy
Forum White Paper (2019)

47. Stewart, L.: Big data discrimination: maintaining protection of individual privacy without
disincentivizing businesses’ use of biometric data to enhance security. Boston Coll. Law Rev.
60, 349 (2019)

48. Tamo-Larrieux, A.: Designing for Privacy and Its Legal Framework. Springer (2018)

49. Tschider, C.A.: Regulating the internet of things: discrimination, privacy, and cybersecurity in
the artificial intelligence age. Denver Law Rev. 87, 92-97 (2018)

50. Urquhart, L., Rodden, T.: New directions in information technology law: learning from human-
computer interaction. Int. Rev. Law Comput. Technol. 31(2), 150-169 (2017)

51. Van Alsenoy, B.: Liability under EU data protection law: from directive 95/46 to the general
data protection regulation. J. Intell. Prop. Info. Tech. Elec. Com. L. 7, 271 (2016)

52. Van Blarkom, G., Borking, J.J., Olk, J.E.: Handbook of privacy and privacy-enhancing tech-
nologies. Privacy Incorporated Software Agent (PISA) Consortium, The Hague 198, 14
(2003)


https://doi.org/10.3389/fbloc.2020.00036
https://doi.org/10.3389/fbloc.2020.00036
https://doi.org/10.3389/fbloc.2020.00036
https://doi.org/10.3389/fbloc.2020.00036
https://doi.org/10.3389/fbloc.2020.00036
https://doi.org/10.3389/fbloc.2020.00036
https://doi.org/10.3389/fbloc.2020.00036
https://doi.org/10.3389/fbloc.2020.00036
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/
https://www.forbes.com/sites/emilsayegh/2021/03/23/mirror-mirror-on-the-wall/

53.

54.

55.

56.

57.
58.

59.

60.

Smart Mirrors and Data Protection Regulation 311

Von Hollen, S., Reeh, B.: Smart mirror devices: for smart home and business. In: Innovations
for Community Services: 18th International Conference, I14CS 2018, Zilina, Slovakia, June
18-20, 2018, Proceedings, pp. 194-204. Springer (2018)

Wachter, S.: Normative challenges of identification in the internet of things: privacy, profiling,
discrimination, and the GDPR. Comput. Law Secur. Rev. 34(3), 436449 (2018)

Wabhlgren, P.: From Lex Scripta to law 4.0. Scand. Stud. Law 65: 50 years of Law and IT,
159-174 (2018)

Warren, C., Laslett, B.: Privacy and secrecy: a conceptual comparison. J. Soc. Issues 33(3),
43-51 (1977)

West, S.M., Whittaker, M., Crawford, K.: Discriminating systems. AI Now pp. 1-33 (2019)
Wiese Schartum, D.: Making privacy by design operative. Int. J. Law Inf. Technol. 24(2),
151-175 (2016)

Wiewioréwski, W.: A preliminary opinion on data protection and scientific research. European
Data Protection Supervisor: Brussels, Belgium (2020)

Wright, E.: The future of facial recognition is not fully known: developing privacy and security
regulatory mechanisms for facial recognition in the retail sector. Fordham Intell. Prop. Med.
Entertain. Law J. 29, 611 (2018)

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative

Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.


http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

Chapter 13 ®)
Social and Societal Issues in AAL Creck or

Christoph Lutz, Cristina Miguel, Tamara Mujirishvili, Rodrigo Perez-Vega,
and Anton Fedosov

Abstract Active Assisted Living (AAL) systems use advanced technology to help
older, impaired, or frail people live independently and stay active in society. These
systems rely on automated data monitoring in home or care environments, processing
video, image, audio, environmental, and motion data through artificial intelligence
(AI), particularly machine learning. Thus, AAL systems offer considerable oppor-
tunities for efficient health monitoring, increased autonomy, and enhanced quality
of life for older adults. However, AAL technologies also present ethical, legal, and
social challenges, particularly around privacy due to the sensitive nature of the data
collected and the vulnerability of the populations served. Beyond privacy, the broader
social implications of AAL must be considered, including the potential reshaping
of care relationships and work within the sector. This chapter provides an in-depth
overview of the social and societal issues surrounding AAL, offering a comprehen-
sive literature review that highlights the challenges in implementing these systems
in everyday life. Specifically, the chapter discusses cultural differences, biases, the
normalization of surveillance, the reshaping of care work and relationships, and
matters of trust and adoption, alongside the opportunities AAL technology offers for
prolonged independent living.
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13.1 Introduction

Active Assisted Living (AAL) systems have emerged as a response to the aging pop-
ulations in many countries and the corresponding increase in demand for long-term
care [3]. These systems leverage sophisticated technology such as machine vision
and natural language processing (NLP) to create environments that support older
adults, individuals with disabilities, and those with chronic illnesses in maintaining
their independence and quality of life. One example of AAL technology is the use of
smart home sensors to monitor the daily activities and health status of older adults.
For instance, the final evaluation report of the European Active and Assisted Living
Research and Development Programme (AAL2) highlighted how integrated AAL
systems “actively contributed to developing a positive perspective on ageing instead
of considering ageing as a social and economic problem” [35, p. 41]. However, this
deployment also brings to light significant potential for social issues, for example
privacy infringements and caregivers’ need for new skills to manage and interpret
the data generated by these systems.

The rise of AAL technologies represents both a technological innovation and a
societal challenge. While these systems promise enhanced autonomy and health mon-
itoring for older adults, they also raise ethical, legal and social concerns (see [19, 29]
in this volume). For instance, the pervasive data collection inherent in AAL systems
can lead to a sense of constant surveillance among users, potentially impacting their
sense of privacy and autonomy. Furthermore, the introduction of AAL technolo-
gies into caregiving environments can alter traditional care relationships, leading
to shifts in roles and responsibilities among caregivers, patients, and their families.
Addressing these issues requires a multidisciplinary approach that considers not only
the technological aspects of AAL but also the broader social, cultural, and ethical
implications.

The goal of this chapter is to provide a non-exhaustive overview of key social and
societal issues in AAL technologies. We developed this overview of issues based
on our involvement in the GoodBrother COST Action,! our own research on this
and adjacent topics such as social robots [40, 64], smart speakers [63], and other
Al systems and emerging technologies as well as constructive conversations in the
author team, with the editors and with the authors of the chapters on legal issues and
ethical issues in this volume. Our objective is to highlight the multifaceted nature of
these issues, drawing attention to the complex interplay between technology, society,
and individual users. We aim to foster a deeper understanding of how AAL systems
impact various stakeholders and to promote informed discussions on how to address
these challenges effectively.

Uhttps:/goodbrother.eu/, last accessed 02.09.24.
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The chapter is structured into five sections, each describing a relevant social or
societal issue, in addition to the Introduction and Conclusion. In the first section, we
will review aspects of cultural adaptation and cross-cultural differences in readiness
and openness towards AAL systems. While some cultures tend to be more ready
to embrace AAL, others are more reluctant. We elaborate on how and why such
cultural differences occur. In the second section, we will spotlight the important
issue of bias, discussing how AAL technologies can have biases embedded that
disadvantage certain population groups such as ethnic or gender minorities. In the
third section, we address the issue of dataveillance, power asymmetries between
different stakeholders in the AAL eco-system, and associated concerns about the
normalization of surveillance. In the fourth section, a perspective on the roles of those
involved in care services is taken, as their practices, responsibilities and expectations
might be shifting due to AAL technologies. Thus, we reflect on changing roles,
including de-skilling or re-skilling. In the fifth section, we look at trust in AAL
systems and barriers to adoption. Finally, the conclusion provides a quick summary
and sets forth an outlook for future research interested in the social and societal issues
in AAL technologies.

13.2 Cultural Adaptation and Differences

The way technologies are perceived and adopted can vary based on several factors.
Although a significant amount of research has focused on elements directly related
to the use of the technology, such as how useful and easy to use the technology can be
[7, 45] there is also strong evidence that these perceptions can also be determined by
different cultural values [99]. For instance, one of the largest studies that examined
how new technologies like self-driving cars elicit attitudinal and moral questions
of users around the world [6] found that geographical and cultural proximity can
lead to large groups of territories to converge on shared preferences and attitudes
towards this technology. There is increasing evidence that AAL technologies are
also influenced by cultural norms, values, and beliefs, affecting their perception and
adoption. For instance, research has shown that the acceptance of AAL technolo-
gies is influenced by factors such as perceived motives, barriers (e.g. invasion of
privacy, concerns about personal data, attitudes towards the replacement of human
care), benefits (e.g. reducing dependency on others, increased autonomy, enabling
fast reactions of emergency services), individual care preferences, and the properties
of the technology itself [100, 102]. However, other studies have also highlighted the
importance of cultural differences when designing and implementing assistive tech-
nologies. For instance, a study comparing German and Turkish participants found
that cultural influences significantly affect the acceptance of video-based assistive
technology in private environments, with Turkish users having more positive percep-
tions of the benefits that these technologies bring [100]. Similarly, research on older
adults in continuing care retirement communities emphasized the need to understand
cultural perspectives to enhance the quality of life and safety through smart home
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technologies [30]. In a similar vein, the work of Chung et al. highlights that even
where cultural similarities exist within diasporas, the views on the roles that differ-
ent stakeholders have towards enabling older users to use these technologies change
between apparent similar groups, as it would be the case of Korean and Korean
American older adults [25].

The acceptance of assistive technologies can vary widely across different cul-
tures. For example, a study on the acceptance of a socially assistive robot by older
adults showed positive attitudes towards the technology among a group of older
adults [61]. Attitudes towards the use of AAL technologies might not only be deter-
mined by cultural values, but also by drivers that affect specific populations. For
instance, [73] found in their feasibility study of older adults in Puerto Rico that the
use of these technologies would be particularly embraced by the population due to
the prevalence of disabilities among this population for independent living. Further-
more, the cultural context can impact the design and implementation of assistive
technologies. A framework has been proposed to outline how culture influences per-
ceptions and expectations of individuals with disabilities, leading to implications
for assistive technology design [13]. Understanding the cultural nuances and prefer-
ences of older adults is important for the successful adoption of assistive smart home
technologies [50].

In summary, while factors like perceived usability and utility are considered impor-
tant to the adoption of these types of technologies, cultural norms and beliefs, together
with macro-level factors (e.g. lifestyle affecting the prevalence of certain morbidi-
ties) can also shape attitudes towards AAL technologies, and should be considered
when designing interventions to help with the adoption of these technologies. It is
worthwhile noting that while shared attitudinal elements between cultural diasporas
can be maintained through the use of communication technology [84], elements of
cultural assimilation will end up shaping attitudes in the long run [9].

13.3 Socio-Cultural, Ethnic and Linguistic Biases

As AAL technologies become more integrated into healthcare and personal use, it
is necessary to recognize and address the biases they may perpetuate. Biases can
disproportionately affect ethnic and gender minorities, leading to unequal access to
and outcomes from these technologies and the digital divide in healthcare [60]. Bias
in AAL technologies primarily stems from the data used in their development, the
design of the technologies themselves, and the societal norms and values embedded
by the designers [68].

Like other artificial intelligence (Al) systems, AAL technologies often suffer from
biases that can affect their performance across different ethnic and gender groups.
The design of the majority of algorithms ignores the sex and gender dimension
and its contribution to health and disease differences among individuals, resulting
in flawed results and mistakes as well as discriminatory outcomes [26]. Moreover,
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medical devices that monitor health parameters may not be as accurate for all types
of skin tones [37, 52], due to variations in physiology and skin reflectivity that
were not adequately considered in their design. Biases are not limited to skin tone.
Human factors and cultural practices can also contribute to the performance of health
technologies [21]. For example, Choy et al. demonstrate how certain cultural and
ethnic groups might need to change their customs (e.g. change their hairstyle by
removing cornrows or braids) to join the research studies, which may result in lower
participation of certain groups during data collection [24]. This can lead to biases
in the development of the technologies, ending up with misdiagnosis or delayed
treatments for certain groups. In line with this, Kim et al. demonstrated that facial
emotional expression recognition systems are most effective at identifying emotional
expressions in images of young adults, and their accuracy diminishes when analyzing
images of older adults [51].

Language is a critical component of many AAL technologies, particularly those
involving voice-activated systems and communication aids. If these systems are pri-
marily designed for certain dominant languages or dialects, non-native speakers or
people who use regional dialects may find these technologies less responsive or
accurate. This not only limits the usability of the device but can also isolate indi-
viduals linguistically, potentially exacerbating feelings of exclusion. Despite the
recent expansion of research in NLP fairness, there has been little examination on
how AI models represent disability [46], and age-related disability that can impact
speech [34, 97]. Age influences user interactions with speech technology systems
[14], differences which are not accounted for in the technology [82]. Research demon-
strates that voice technologies exhibit unfairness due to disparities based on race and
age. For instance, these technologies may show lower accuracy in recognizing the
speech of Black older adults, highlighting biases in speech recognition systems [15,
44]. In addition to racial biases, studies also reveal gender biases in Automatic Speech
Recognition technology, with female speakers being particularly affected [38, 98].

AAL technologies can also reflect and reinforce socioeconomic biases. High costs
associated with the latest technologies can prevent lower-income individuals from
accessing these potentially life-enhancing tools. Cost is among the main determinants
and facilitators of older adults’ adoption of technology [55, 86]. Additionally, designs
that do not consider diverse living conditions may result in products that are less
effective or irrelevant for those in different socioeconomic settings [57, 69].

Although technological solutions for elderly care are often praised as cost-efficient
means to promote independence, safety, and health, research suggests that these pos-
itive views might ignore underlying issues of social inequality, ageism, and the
exploitation of gendered care labor [33]. Dalmer et al. argue that technologies them-
selves are based on ageism, that the designers of Age Tech, frequently base their
perceptions of aging on clichéd notions of frailty, disability, and decline, and tend to
exhibit a restricted comprehension of older adults and their interactions with tech-
nology. They often fail to adequately account for how factors like gender, class,
ethnicity, and ability can influence the usage of technologies—or whether they are
used at all [33]. In the same article, together with other critical discourse, Dalmer



318 C. Lutz et al.

et al. discuss that the success of smart home environments, residences, and private
care settings often relies on the caregiving labor traditionally performed by women.
This gendered labor, essential to the operation and maintenance of health and care
technologies, is frequently overlooked.

Importantly, when we speak about audio- and video-based monitoring solutions
with an emphasis on privacy protection, we can not omit the sociodemographic stance
on privacy and the imbalances around it. Toward the close of the last century, Anita
Allen was already making the case that privacy rights were originally designed with
men in mind, not women, and in cyberspace, women do not experience the same
degree or types of privacy as men [4]. Additionally, a systematic review of 37 stud-
ies found that women on social media sites exhibit greater concerns and behaviors
regarding privacy compared to men [95]. Notably, studies have also highlighted
the constrained privacy experienced by certain demographics; for example, people
of color have historically been subjected to privacy infringements through surveil-
lance practices [16], while those from lower socioeconomic backgrounds often face
reduced privacy rights [43].

While AAL technologies hold significant promise for enhancing the lives of many,
it is imperative to address the biases that may undermine their effectiveness and
accessibility. By taking proactive steps towards inclusive design and evaluation, we
can utilize the full potential of these technologies in a way that benefits all members of
society. This requires ongoing research, diverse data representation, and collaborative
efforts across disciplines to ensure that AAL solutions are equitable and responsive
to the needs of all users.

13.4 Dataveillance and Normalization of Surveillance

In the literature on the social implications of Internet-of-things technologies, the
increasing normalization of surveillance is sometimes mentioned as a social issue
on the macro level. [39], for example, discuss such a risk in the context of smart
connected toys (SCTs), which are targeted at children and thus address a particularly
vulnerable and protected group. Empirical research on SCTs, for example by [78],
problematizes how these products “introduce surveillance in playful and uncritical
ways with potentially powerful, wide-ranging ramifications” [39, p. 138]. A simi-
lar issue emerges in the context of AAL. Given that AAL systems are frequently
developed for vulnerable groups such as older adults or people with disabilities and
mobility constraints, there tends to be a stark power imbalance between these groups
and other individuals in their network such as caretakers and healthy friends or fam-
ily members. Even if these other individuals have benign intentions, they still might
see it as desirable to keep more control than needed, for example by engaging in
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intimate surveillance,” thus restricting the privacy or autonomy of the vulnerable
users. Over time, a habituation to such intimate surveillance could lead to shifting
norms around surveillance and lower the thresholds for practices we see as problem-
atic today, for example watching live video streams or listening to live audio within a
relative’s or friends’ home through AAL systems when someone gets unauthorized
(or authorized) access.

An adjacent risk in that regard, which has received increasing attention in the
privacy and surveillance literature [17, 18, 77, 90, 91], are chilling effects. They
are defined as “the self-inhibition of (legitimate) behaviors, such as expressing one’s
opinion online [...] or searching the web for (sensitive) information” [17] due to
surveillance—and in the digital age especially dataveillance. The literature on chill-
ing effects stresses the democratic and participatory risks when chilling effects occur,
but existing research in this area has focused more on government surveillance than
corporate surveillance [17], despite important adjacent literature on surveillance cap-
italism [103] and dataveillance [96]. Thus, we have a limited understanding if and
how sustained monitoring through AAL systems leads to behavioral change and
chilling effects—and under what conditions.

13.5 Re-shaping of Care Relationships

As AAL technologies become more prevalent, they inevitably impact the roles, iden-
tities, tasks, and routines of healthcare professionals such as doctors and nurses, as
well as the dynamics of care relationships between caregivers and care recipients.
This transformation encompasses both opportunities and challenges for formal care-
givers (e.g., doctors, nurses, personal support workers, rehabilitation specialists, etc.)
[53, 58], informal caregivers (e.g., family members, relatives) and end users. This
digital transformation, as observed by Colnar et al., could potentially also contribute
toward the configuration of new care models more individual-centered “to move
away from traditional hospital-centered systems to more desirable community based
and integrated care structures” [28, p. 17133]. This section will present the challenges
and opportunities of AAL technologies in the context of care relationships and how
these technologies re-shape care relationships between caregivers and caretakers, as
well as healthcare roles and tasks.

AAL technologies including sensors assist with the analysis of patient behav-
iors, help with early illness detection, prevent risks (e.g., falls), and support nursing

2 The concept of intimate surveillance has been developed in the context of parenting in the digital
age, describing how parents use technologies such as location-tracking, dedicated apps or security
cameras in the children’s room to monitor their children [62]. The key motive for this intimate
surveillance is safety and security but it has been criticized as problematic because the children
are often unaware of these practices, and if they are, they remain unable to consent or resist this
surveillance due to the power imbalances at play.
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decision-making in patient care. Following [23], Ahmad et al. argue that AAL tech-
nologies are already playing a key role in supporting caregivers, who mainly believe
that “technology can help them to make care giving more efficient, effective, safer
and less stressful” [1]. In particular, AAL technologies for people with dementia help
nurses to reduce their worry and anxiety and increase the length of the rehabilitation
activities [79]. AAL solutions, such as telehealth and remote activity monitoring,
allow taking care of older adults, as well as an efficient communication between
them and health care professionals and informal caregivers in a cost-effective way
to enhance independence, security, and health [1, 33]. For instance, remote patient
monitoring, as observed by [1], offer helpful alternatives to “track the user’s health-
care conditions outside of traditional health care settings, such as hospitals and care
units”. These technologies can empower individuals to manage their own health and
well-being more effectively, therefore, reducing their reliance on formal caregivers.
For example, remote monitoring systems and wearable devices allow users to track
vital signs, medication intake, and activity levels, enabling them to take a more
proactive role in managing their health [5, 93].

Despite the identified benefits that AAL can provide to improve older adults’ care,
many professional caregivers are reluctant to the introduction of these technologies
due to ethical considerations, fear that technology will have a negative impact on
building relationships, as well as lack of skills to operate these devices [28, 32]. Cha-
harsoughi et al. explain that also formal carers, such as nurses, must catch up with the
workings of AAL technologies adding more stress and workload, thereby decreas-
ing job satisfaction, which limits the potential benefits these new technologies may
bring to nursing practice and patient care [20]. As Crawford also discusses, Al may
paradoxically involve an increased workload for humans as well as a restructuring
of how the work is performed [31]. In addition, from a Feminist perspective, Dalmer
et al. argue that use of AAL technologies also involve “social inequality, agist bias,
and exploitative gendered care labour” [33, pp. 77-78]. According to them, infor-
mal carers, often women who “are already burdened with the bulk of caregiving”,
are now expected to operate and fulfill the competencies necessary to understand
the workings of care technologies to track bodily activities (e.g., eating, sleeping,
and medication schedules, bathroom use) “including discerning deviations in data
patterns or moments and responding to emergency calls and alerts”. Technologized
gendered older age care labor is intertwined with the broader political economy of
health, yet it remains largely invisible in the design of AAL technologies that claim
to reduce the need for paid or unpaid care providers [33, 67, 80]. Milligan acknowl-
edges that although AAL technologies are part of a strategy from Western govern-
ments to reduce the number of older adults entering residential care and hospitals,
they also need resources to operate [67]. Despite AAL technologies being perceived
as cost-efficient for society, they also involve (invisible) labor needed for tracking the
routines of older people and managing the extensive data requiring interpretation,
which pushes caregivers to integrate physical and online worlds, becoming on-call
data intermediaries [33]. Building on [41]; Dalmer et al. argue that tracking actions
or routines creates a situation that brings to light the myriad of actors and activities
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involved in care, often unnoticed, underscoring the need to consider the materiality
of data, laboring bodies, and social relations involved in care practices [33].

The introduction of AAL technologies also transforms the tasks and routines
performed by healthcare professionals in clinical and home-based care settings. In
particular, remote patient monitoring (RPM) devices powered by Al allow doctors
and nurses to track patients’ health parameters in real-time and design of personalized
care plans: “Al-enabled RPM architectures have transformed healthcare monitoring
applications because of their ability to detect early deterioration in patients’ health,
personalize individual patient health parameter monitoring using federated learning,
and learn human behavior patterns using techniques such as reinforcement learn-
ing” [83]. However, following [80], Dalmer et al. highlight that AAL technologies
introduce an artificial division of care in three separate tasks: monitoring, physical
care, and social-emotional care, thereby “undermining the complexities of care work
and oversimplifying both the care experience and the complexities of social-spatial
relations of care” [33, p. 88]. Moreover, AAL technologies imply that both formal
and informal care providers are skillful in the use of these devices, therefore, inten-
sifying inequalities between technically-skilled and “unskilled” non-technical labor.
In order to face these challenges and prepare for the future, Chaharsoughi et al. sug-
gest that “nursing must begin the immediate transformation into a digitally enabled
profession that can respond to the complex global challenges facing health systems
and society” [20, p. 149].

13.6 Trust in (AAL) Technologies and Barriers to Adoption

In 2016, Yusif and colleagues conducted a systematic literature review across dis-
ciplines and identified a set of potential barriers to the adoption of Assistive Tech-
nologies (AT) in domestic settings [102]. The most critical barriers were related to
privacy concerns of the end-users (34% of surveyed articles). It was followed by
factors linked to (the lack of) trust in AT as well as value-added functionality, with
27% and 25%, respectively, of the total examined empirical studies. Those concerns
were followed by high costs of the deployment, maintenance, and use of the AT at
home, as well as their ease of use and suitability for everyday tasks (23% each).
The other factors were related to the perception of ‘no need’ for such technologies
in domestic settings (20%), associated stigmas related to their use (18%), fears of
dependence (16%) as well as limited opportunities for training, specially tailored to
older learners (16%). Finally, the authors identified related feelings of embarrass-
ment of using such technologies, loss of dignity and autonomy, and overall lack of
accessibility and social inclusion as contributing factors that impede the adoption
and use of AT at home.

When it comes to trust, it serves as the foundation for numerous human interac-
tions and relationships [36, 59]. Furthermore, trust can be transferred to institutions,
organizations, and technologies [11, 12]. Cheshire conceptualized this as “system
trust” [22]. With the automation and complexity of digital technologies, trust is
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especially important as it is a prerequisite for successful technology use and adop-
tion [42, 48]. Scholars examined the importance of trust in AAL technologies and
their acceptance using various methodologies [88] and in the different contexts [10,
71, 72], including, most notably, medical applications [47, 75], advisory services
[10], domestic technologies [27], and care institutions, such as AT centers (e.g.,
[69, 70]).

Leitner et al. [56] employed contextual design and technology acceptance mod-
eling and evaluated 20 real-world household installations of their AAL prototype,
and reported on the gender differences when it comes to access to AAL technology.
In turn, Otten et al. [74] used a scenario-based approach to identify the acceptance
criteria focusing on video-based AAL technologies. They have concluded that data
protection, information, and communication flow, as well as associated trust criteria,
consisting of health and emotional aspects, play a role in the acceptance of video-
based AAL technologies. Additionally, they emphasized the role of context as a
contributing factor for acceptance, specifically honoring interactions among techni-
cians, caregivers, and caretakers. They concluded: “It is important to remember that
people still place their trust to a large extent in humans and by extension, on their
recommendations of said technologies” [74, p. 133].

Similarly to [74], Offermann-van Heek and Ziefle employed realistic case scenar-
ios to identify perceived benefits and barriers to the adoption of AAL technologies at
home surveying 140 individuals [71]. Potential users reported that privacy, perceived
control, attitudes towards AAL, medical necessity, and the added value to their daily
routines contribute to AAL acceptance. They have also highlighted the differences
between those new to caregiving and those with caregiving experience in their reasons
for using AAL technologies in the home setting. For the former group, the reasons to
opt in for AAL technology are the increase in process efficiency and medical safety,
while for the latter, the most important considerations are the emotional relief and
the felt safety for a person in care. As for the barriers, they have examined the access
to personal data from third parties and the handling of processed or recorded data as
impeding factors for the adoption of AAL in the domestic context.

Human-computer interaction scholars have also investigated the aspects of trust
and barriers to the adoption of AAL technologies, especially for older popula-
tions [87, 89, 101]. For example, Steinke et al. [8§7] conducted a survey among
older adults aged between 60 and 90 years old in Germany and distinguished two
stratification criteria, i.e., gender and housing situation, that influence trust within
(sensor-based) AAL technologies. Specifically, the authors demonstrated that people
living in a single household showed lower levels of trust in sensor technology than
the ones who lived in a shared household. Furthermore, similarly to [56], gender
played a role in forming trust in sensor technology: men had distinctly higher levels
of trust than women. Finally, they have concluded that key factors to trust AAL sys-
tems among older adults are perceived reliability and ease of use (also corroborated
in a subsequent experimental setup [89]); when it comes to the form factors of such
technology, they deemed that stationary AAL setups (e.g., fixed sensors in the home
environment) were more reliable than the wearable ones.
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13.7 Conclusion

In this chapter, we discussed important social and societal issues in AAL, making
sure to deal with implications that are as distinct as possible from the ethical and
legal [19, 29] aspects. However, social, ethical and legal issues are intertwined and
not always clearly separable. For example, privacy is a topic that can be approached
from a social perspective [81], from a legal one [85] and from an ethical one [66].
Social and societal issues refer to the development and use of these technologies
in context and in real-life settings, rather than in the lab. They also capture histor-
ical dynamics and cultural perceptions of the technology. As such, the social and
societal issues in AAL are conducive to be approached from multiple disciplines
spanning the humanities and social sciences and using different methods such as
quantitative (e.g., surveys, experiments), qualitative (e.g., ethnographies, interviews,
focus groups, discourse analysis), mixed methods (any combination and integration
of qualitative and quantitative methods), as well as conceptual, archival and desk
research approaches (e.g., scoping reviews, historical analysis of development and
implementation of specific systems). Cross-disciplinary projects and a critical per-
spective, for example informed by science and technology studies [76] or critical
data studies [8], are particularly conducive to studying the social and societal issues
in AAL, because they allow for a holistic understanding of the underlying dynamics
at play.

Specifically, we discussed five critical social or societal issues, dedicating a section
to each. We first highlighted cultural adaptation and differences. The review showed
how cultural factors such as country of residence can affect people’s acceptance of
and attitudes towards AAL solutions, but demographic aspects and physical status,
for example disability, matter too. In a second step, we dealt with the key issue of
socio-cultural, ethnic and linguistic biases. The overview of extant literature showed
biases in terms of gender, age and race, as well as the importance of an intersec-
tional perspective. Linguistic biases are a topic that requires further attention when
systems are voice-activated. Large language models (LLMs) that are more and more
incorporated into Al analysis pipelines are known to perpetuate systematic racial
prejudices [49]. Then we described the issue of dataveillance and the potential for
normalizing surveillance among vulnerable groups such as older adults or individu-
als with psychiatric disorders. AAL technologies rely on sensitive data, for example
audio and video recordings of people in their private home, and the normalization of
increasingly private data collection could carry risks such as power abuse, function
creep or chilling effects, which we discussed.

A fourth social issue is the re-shaping of care relationships, with AAL systems
re-configuring tasks and responsibilities in the care sector, for example for nurses.
The literature shows both opportunities, where certain aspects of AAL systems are
welcomed, but also challenges, for example additional burdens and responsibilities,
especially for women, and a necessity for re-skilling. Finally, we looked into trust and
barriers to AAL adoption. User-oriented research in the area shows the importance
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of privacy concerns and a lack of trust as barriers to adoption of AAL systems. Trust
seems gendered, with men reporting higher levels of it.

Together, these five social and societal issues show the complexity of the technol-
ogy and the plurality of stakeholders involved. Thus, approaching AAL technologies
from an ecosystem perspective might prove fruitful, with actor-network theory as a
promising theoretical lens to better grasp the social and societal issues and their
interplay [65]. The issues discussed point to implications for different stakeholders,
including developers, users (where different user groups have to be distinguished
depending on the context and use case, for example patients vs. care personnel, see
[2]), policymakers and researchers.

For developers, there is a need to design AAL systems in a way that minimizes
social issues and societal harms. Of course, developers cannot foresee all the down-
stream consequences of the technology, but having a keen eye for these issues, includ-
ing conversations with ethics experts and social scientists, as well as a strong con-
sideration of user needs in the vein of participatory design, are good starting points.
For users, it is advisable to develop a solid level of AAL literacy, which includes
not only knowledge of technical aspects such as a basic understanding of how the
technology works, but also contextual knowledge, for example about the benefits
and risks and about the technological implications more broadly. However, such a
literacy will not be developed on its own, so that institutions, including industry,
civil society, academia and policy, are encouraged to come together to implement
suitable literacy programs, for example through understandable info materials and
targeted workshops. For policymakers, a strong awareness of the social and societal
issues of AAL is necessary to appropriately govern this technology, so that regular
consultation with technical and social AAL experts should take place.

In terms of existing regulatory tools, the European Union Al Act, which went
into force recently, provides a comprehensive framework to regulate Al-based tech-
nologies such as AAL (see for example [29] in this volume). It uses a risk-based
approach and classifies Al technologies into four risk groups with specific regula-
tory demands: unacceptable, high, limited, and minimal risk, respectively. Aiming
to foster trustworthiness [92], the Al Act prohibits systems with unacceptable risks,
while high-risk applications come with many obligations for developers, for example
regarding risk management, cybersecurity, documentation and human oversight. Al
technologies that process biometric data and use profiling are considered high-risk.
Thus, many AAL systems (which need to identify a person in the care environment to
monitor their data) are likely to fall within the high-risk category. KuZmicz discusses
the importance of balance in the governance of AAL, with both the AI Act and the
General Data Protection Regulation (GDPR) referencing the concept [54]. He spec-
ifies that “to achieve balance, it is crucial to identify aspects or situations where one
party is disadvantaged and empower more vulnerable stakeholders” (p. 22). Thus,
law and policy, technology and user needs (see [94] in this volume) must go hand
in hand for a socially-aware and successful implementation of AAL technologies.
Finally, researchers should intensify the study of the social and societal issues of
AAL.
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Future research should study the social issues we discussed here empirically and
through a range of social science methods, both quantitative and qualitative ones.
Observational methods are fruitful to investigate, for example, the normalization
of surveillance, chilling effects and issues of bias and trust. However, given the
sensitivity of AAL data such methods are subject to higher ethical requirements
and scrutiny than self-reported data from interviews, surveys or media coverage.
Theoretical contributions that situate the social and societal issues we discussed
within existing theories or develop new theories are also very much welcome.
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Chapter 14 ®)
Integrating Ethics by Design ks
and Co-design Principles

in the Development of Ambient Assisted

Living Technologies

Hilda Tellioglu

Abstract This chapter synthesizes the integration of ethics by design and co-design
methodologies in the development of Ambient Assisted Living (AAL) technologies,
addressing the ethical challenges posed by these innovations. After showing sev-
eral notions of design and ethics, it underscores the necessity of embedding ethical
considerations within the design phase of technology development and engaging
stakeholders through co-design to align these technologies with users’ needs and
ethical values. It attempts to systematize the considerations in an initial framework
of integration of ethics into design practice.

Keywords Ambient assisted living (AAL) * Design - Co-design - Ethics -
Co-creation - Stakeholder engagement

14.1 Introduction

The advent of Ambient Assisted Living (AAL) technologies represents a significant
evolution in the pursuit of enhancing the quality of life for older adults and individ-
uals with disabilities. These technologies, designed to provide support, assistance,
and monitoring within the living environment, promise not only to extend the time
people can live in their preferred setting by increasing their autonomy and safety
but also to alleviate the societal and economic burdens posed by ageing populations
worldwide [9]. However, as with many technological advancements, the integration
of AAL systems into daily life introduces a spectrum of ethical considerations that
must be carefully navigated to ensure that these innovations serve to empower rather
than diminish the dignity and rights of their users [7].

The growing need for AAL systems is underscored by demographic shifts towards
older populations, with projections indicating that the global population aged 65
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and over will double by 2050 [21]. This demographic transition is accompanied
by an increased prevalence of chronic conditions, mobility issues, and cognitive
impairments, highlighting the critical role of AAL technologies in supporting ageing-
in-place strategies. Moreover, the COVID-19 pandemic has further accentuated the
importance of such technologies in enabling remote care and reducing the strain on
healthcare facilities [10].

Yet, the deployment of AAL technologies raises significant ethical concerns,
notably regarding privacy, autonomy, consent, and the risk of social isolation. Privacy
concerns emerge from the continuous monitoring inherent in many AAL systems,
raising questions about who has access to sensitive data and how itis used [6]. Auton-
omy and consent are challenged by technologies that make decisions on behalf of
users or limit their freedom under the guise of safety [18]. Furthermore, the substi-
tution of human care with technological solutions risks exacerbating social isolation
among older adults, a group already vulnerable to loneliness [14].

Addressing these ethical challenges necessitates a thoughtful integration of ethical
considerations into the design and deployment of AAL systems. This paper posits that
ethics by design and co-design methodologies offer robust frameworks for embed-
ding ethical principles into the fabric of AAL technologies. Ethics by design involves
the proactive incorporation of ethical considerations at each stage of the technology
design process, ensuring that ethical safeguards are built into AAL systems from the
outset [8]. Co-design, involving stakeholders—particularly end-users—in the design
process, ensures that AAL technologies are not only ethically sound but also aligned
with the needs, preferences, and values of those they intend to serve [22].

The literature already establishes the role of co-design in ethical technology devel-
opment. A number of studies have pointed out how this approach offers very specific
benefits for increasing technology acceptance, usability, and ethical conformism.
For instance, [11] discusses how co-design may involve ethical dimensions—say,
privacy and autonomy—in digital health technologies.

While the literature on ethics by design and, in particular, co-design methodologies
is increasingly available, some gaps remain. First, there is a need for more empirical
research on how ethics by design principles are applied in AAL system development.
Again, while the theoretical frameworks are very well-articulated, case studies and
applications that describe the practical application within the domain of AAL are lim-
ited. Second, much of the earlier literature on co-design has been strongly focused on
process, and relatively little on how such co-design practices actually address ethical
concerns explicitly in technology development. Last but not least, only a few studies
have focused on the intersection of ethics by design and co-design methodologies.
Of central interest for future research is how these approaches can synergistically be
applied within an AAL systems context.

Gaps of this kind will be addressed in the paper by putting forward a research
perspective based on the application of ethics by design and co-design methodologies
in the development of AAL systems. The paper has two objectives: the analysis of
ethical concerns with AAL technologies and the delineation of a comprehensive
framework that would serve all needs in meeting the challenges; to shed some light
on how ethics by design and co-design can be operationalized in the process of AAL
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system development. In particular, the objective of this paper is to contribute to the
debate on the ethical development of technologies by synthesizing and analyzing the
literature for delivery concerning sets of points that are actionable by researchers,
designers, and policymakers involved in creating AAL technologies and actually
putting them into practice. Firstly, it identifies terms, notions, and (design) approaches
connected to the ethical design of AAL technologies. Secondly, it relates properties
of ethical aspects into the identified terms, notions, and approaches to emphasize
the ways of dealing with ethical requirements in systems design and development,
especially by considering AAL technologies.

14.2 Research Setting

Before presenting and discussing the framework for integrating ethical values into
co-design practices, it’s crucial to first define key concepts such as ethical values,
co-design, and integration. A foundational understanding of these terms is essential
to create the setting for the considerations. This semantic groundwork will enable a
better understanding of how to effectively embed ethical values into the co-design
practices, especially from a cooperation perspective.

14.2.1 Ambient Assisted Technologies

Ambient Assisted Technologies (AAT) refer to systems and devices integrated into
living environments that are targeted for care recipients, especially older adults and
those living with disabilities [5]. Such technologies aim at enhancing an intelligent,
adaptive, and responsive environment for quality of life, independent living, and
safety and well-being.

Smart home AATs are generally integrated with automated lighting and climate
control technologies, to security systems. These help create a living environment that
is both comfortable for the user and secure [4]. Health monitoring technologies often
incorporate sensors and wearables that monitor proven health parameters, e.g., heart
rate, blood pressure, glucose levels, etc. Continuous monitoring allows potential
health-related problems to be caught early and an intervention applied on time if
necessary [13]. AAT encompasses a range of assistive devices that are used to help
in mobility, communication, and daily activities, such as smart wheelchairs, voice-
activated personal assistants, or automated medication dispensers [16]. Special to
most AAT systems, there is a rescue operation having some features like fall detection
and automatic alert systems, which, on sensing any emergency, produce vibrations to
warn guardians or even the related responsible department. AAT uses context-aware
computing to adapt to the needs and preferences of an individual in real time. The
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systems use the afforded data, including that on the environment and the user, in
making personalized assistance and giving recommendations [1]. This adaptation
of features in AAT would hence, help in the overall development of autonomy and
safety status of the individual, hence improving the quality of life.

14.2.2 Co-design Practices

Another key issue that needs to be introduced is the term participatory design or
co-design practice, defined as a collaborative process in which the end-users, the
designers, and any other concerned actor participate in the making of design and
development of products, services, or systems. The approach applies to the consid-
eration and solution created jointly so that the result will match the actual needs
and preferences of the user. The core objective of this kind of approach is that the
co-designed results become more effective, user-centred, and innovative through
collaboration and shared decision-making among stakeholders.

The generic process of collaborative designing with requirements among the
actors in ensuring success can be described as follows (see Fig. 14.1): The initiation
and alignment, which will have a clear objective setting and role and responsibilities
definition; research and exploration as information sourcing and collective share and
synthesis; ideation and conceptualization, by use of a brainstorming and co-creation
workshop; prototyping and testing through the development of prototypes with itera-
tive feedback. This follows the finalization of design and refinishing of development,
which follows the assessment of the outcomes and planning of how best to improve
in the future.

In design collaborations with vulnerable groups, the described collaboration sit-
uation is a little bit more challenging. Even if one can argue that the collaboration
with end users should happen on an equal footing, if the end users are people with
special mental or physical needs, designers have to consider several collaboration
aspects and to prepare the base for a smoother and easier cooperation.

The key to co-design practices is stakeholder engagement which encourages a
wide range of parameters to be included in the co-design, including end-users, who
provide valuable insights into their needs and experiences, together with other rel-
evant parties, like designers, developers, and domain experts [17]. Normally, co-
design is an iterative process that allows multiple cycles of prototyping, testing,

Initiation & Research & Ideation & Prototyping & Finalization & Planning for
Assessment
Alignment Exploration Conceptualization Testing Refinishing improvement

Fig. 14.1 The process of collaborative design
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and obtaining feedback. Through an iterative approach, therefore, it becomes cer-
tain that design will evolve through continuous input and refinement into stronger
and much more user-friendly solutions [2]. Co-Design practices call for empathy
with a deep understanding of user contexts, challenges, and aspirations. Techniques
like user interviews, ethnographic studies, and empathy mapping are regular means
through which an understanding of the lives of the users is gained to set the design
course [19]. Effective co-designing relies on collaboration and co-creation, making
it most successful when stakeholders are actively involved in generating ideas, solv-
ing problems, and making decisions together. Workshops, co-creation sessions, and
collaborative prototyping are typical means used to ease the collaborative process
taking place [23]. Involvement of stakeholders in an actual design process empow-
ers them to feel ownership of the outcome. That empowerment is bound to increase
acceptance, adoption, and satisfaction of the designed solutions.

The fundamental notion behind co-design, co-production, and co-creation is that
of involving stakeholders through collaborative design in products, services, or sys-
tems. Though these three terms have often been used and interchanged, one could
say that this hides aspects making them quite different from each other, thus giving
a more complex meaning to the conceptualization of practices of participation in
design and innovation.

Co-design refers to the integration of end-users and other stakeholders in the
process of designing. The purpose of the process is to make sure that the end product
is as near as possible to what the user needs and prefers in a way that involves people
bringing many perspectives and expertise from all participants to yield results that
are more centred on users and innovative [17]. Throughout the co-designing process,
there should be iterations of prototyping and testing, and feedback can be gained for
continuous improvement and making it easier to revise the work one has done on the
new design [2].

Co-design methodologies are major guarantees of the inclusiveness and effec-
tiveness of AAL technologies’ development. This methodology ensures that tech-
nologies developed by relying on it would not only be technically rigorous but also
ethically sensitive, oriented to the needs of their end-users, with an inclusive spectrum
of stakeholders: end-users, caregivers, and healthcare professionals. [17] argue for
this participatory approach and underline its role in the creation of solutions deeply
informed by those they are meant to serve. According to [20] co-designing is sup-
posed to ensure an inclusive, ethically attuned technology development process. In
any case, this will protect autonomy, independence, privacy, and safety—high-stake
factors—and underpin due process amidst attacks on some very basic principles of
human dignity.

An important example concerning the real effectiveness of co-design is repre-
sented by a project aimed at engaging patients with dementia, informal caregivers,
and healthcare professionals in developing an AAL system targeted at promoting
users’ independence while ensuring their safety. This collaboration resulted in a sys-
tem not only addressing practical needs but also linking these to ethical principles. In
essence, this highlights the profound potential of co-design to bridge the gap between
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technological innovation and ethical considerations. The case epitomizes how co-
design can work in achieving the alignment of AAL technologies with nuanced
users’ needs and ethical concerns and can serve as a model for further technology
development efforts that target sensitive and complex care environments.

Co-production extends the principles of co-design beyond the design phase into
the complete lifecycle of a product or service. This includes not only the creation but
also the delivery and evaluation stages. The central emphasis behind co-production
lies in shared responsibility between service providers and users leading to part-
nership, which in turn enhances the relevance and effectiveness of service [3]. This
orientation is especially strong in public services and healthcare, where outcomes
can be substantially improved with user engagement.

Co-creation is a more elaborate concept wherein stakeholders work together
to generate value through the joint development process. It means making use
of co-design, co-production, and another level deeper to co-create new insights,
solutions, and experiences. Co-creation is aimed at the creation of mutual value
through collaboration—a collective exchange of creativity and input from the very
compilation of ideas to the final realization process.

In reality, these concepts are intertwined because they emphasize active and col-
laborative engagement with stakeholders. The three approaches are very important
for the engagement of many stakeholders, cutting across the end users and designers,
among others. This ensures that a wide range of ideas is brought to bear for more
holistic and effective solutions [17]. Co-design, co-production, and co-creation can
be described as an iterative and collaborative process. The methods rely on system-
atic feedback and improvement in a manner that the outcomes are always up-to-date
in relation to the needs and preferences of the stakeholders at the point of delivery [2].
While co-designing addresses the design phase and co-production the delivery phase,
co-creation reflects the entirety of the value generation spectrum. It is holistic in the
sense that stakeholder input and collaboration should benefit all stages of devel-
opment [15]. Involvement in the design, production, and creation processes by the
stakeholders directly places them in a situation involving empowerment and own-
ership of the final product. Acceptance, adoption, and satisfaction with whatever is
finally being implemented are further raised with empowerment.

14.2.3 Example PHOBILITYaktiv

PHOBILITYaktiv was a research project between 2018 and 2020. In the following,
such co-design practices should be illustrated to create a concrete context for the
approaches described.

An open traffic system, enabling equal mobility to all social groups is a fundamen-
tal prerequisite of democratic societies. The preceding project, PHOBILITY (FFG
project number 849032), investigated the traffic participation of road users who
suffered from fears, compulsory disorders, or phobias for the first time. Research
estimated that the lifetime prevalence of persons among the population who suffer
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Fig. 14.2 The system architecture of the PHOBILIT Yaktiv system developed in the project

from fears, phobias, and compulsory disorders was 10-25%. Situational conditions,
psychic barriers, and lack of information made persons affected believe that they
are unable to control the routine situations of their daily lives. A precondition of
full traffic participation was the ability to control fears that are related to this situa-
tion to a sufficient degree. In the worst case, affected persons withdraw completely
from social and occupational life. These persons themselves, as well as traffic- and
health experts, reported that one of the most important supportive measures are tools
for self-distraction, self-calming, and self-manipulation, as well as information for
traveling and planning trips. These tools help reduce anxieties if they are combined
with therapeutic principles. Knowledge derived from the PHOBILITY project was
the basis for its successor, PHOBILIT Yaktiv which aimed at developing and testing
these solutions.

The aim of PHOBILIT Yaktiv was to enable equal mobility for persons who suf-
fer from anxieties, phobias, and compulsory disorders which also implied equal
participation in social life. It helped them to regain and maintain their usual forms
of mobility and their active participation in public transport as long as possible. In
order to achieve this aim, recent developments in the field of mental health apps and
cognitive therapy have been combined (see Fig. 14.2).

Figure 14.3 shows some illustrations of the Phobility App' we have designed and
developed together with the users.

! https://apkcombo.com/phobility-aktiv/at.ac.ait.phobility/, Accessed 25 September 2024.
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14.2.4 Ethics by Design

The inclusion of ethical considerations at the design stage in AAL technologies is
paramount if such innovations can respond to the challenges of sustaining autonomy,
privacy, dignity, and well-being. For instance, an “ethics by design” approach for
AAL multidimensionally means a strategy to have technologies align with ethical
principles right from the outset. Such an approach gives a theoretical underpinning of
ethics by design in AAL technologies and applies principles of ethics, given concrete
case studies successfully implemented.

Ethics by design in AAL technologies entails that, at every respective stage of
their development life cycle, from ideation through deployment and beyond, ethical
reflection should be integrated. The approach should include anticipatory ethics,
the identification of possible or retrospective moral issues prior to their emergence,
and the setting of mechanisms of prevention or mitigation of the said issues. This
also emphasizes that ongoing ethical reflection and modification should accompany
the development of the technology over time, such that the ethical standards are
fitting to the value of society and the necessities of vulnerable populations. Proactive
ethical engagement is, therefore, much more than a mere trust-building activity; it
also intensifies the general impact and acceptability of AAL technologies.

Applied ethical principles relevant to AAL include respect for autonomy, benef-
icence, non-maleficence, and justice. Respect for autonomy guides that AAL tech-
nologies secure the potential of users to make informed decisions regarding them-
selves. Beneficence demands that these technologies guarantee improvements in the
well-being of users while bringing minimal harm—that is, non-maleficence. Finally,
justice means equal opportunities within different population groups to enjoy the
benefits secured by AAL technologies. These ethical principles can be anchored
within the design phase by various strategies, such as stakeholder engagement, ethi-
cal impact assessment, and iterative evaluation of the technology in a real-world set-
ting. The end-user engagement, to be more precise, stakeholder engagement, would
be very important in understanding the values of all those interacting with the AAL
system and all its needs and concerns identified therein.

Ethical impact assessments are tools for reviewing in a reasoned way the possi-
ble ethical implications of AAL technologies and providing guidelines about design
decisions in line with ethical principles. Iterative evaluation provides repeated assess-
ment of the ethical implications of technology in development and deployment, thus
keeping pace with emerging ethical challenges.

The “ethics by design” framework is pivotal for embedding ethical principles—
respect for autonomy, beneficence, non-maleficence, and justice—within the lifecy-
cle of AAL technologies [8]. It anticipates ethical issues, advocating for their early
identification and integration into design solutions, thereby promoting technologies
that respect users’ dignity and rights. This approach is illustrated through case stud-
ies, such as the incorporation of privacy-enhancing technologies in health monitoring
systems, showcasing the method’s effectiveness in addressing privacy and autonomy
concerns [24].
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14.3 Ethical AAL Technologies

Co-designing is a participative strategy in which all stakeholders related to the pro-
cess are actively involved in the development of technology. They include the end-
user, care-givers, professionals, and members of the community. This collaborative
approach is of added importance within the sphere of AAL technologies, in which
design outcomes must be aligned with ethical values, needs, and user preferences.
Co-design practice in AAL technologies can address ethical concerns. Indeed, only
those systems that are user-centred, respect citizens’ rights and dignity, and are
context-aware will be considered.

The ethical imperatives with regards to a stakeholders’ involvement in the design
of AAL technologies are part of, among others, respect for autonomy, beneficence,
non-maleficence, and justice. Co-design methodologies operationalize these ethical
principles within an inclusive environment wherein stakeholders’ voices are heard
and acknowledged for their contribution. In this way, AAL technologies will not only
be technically feasible but also socially accepted and ethically justifiable.

Co-designing enhances respect for autonomy by giving end-users the possibility
to articulate their needs and preferences and influence the functionality and usability
of AAL systems. It represents a form of empowerment that underpins the indepen-
dence and self-determination of any person concerned with ethics in technologies for
AAL. Beneficence and non-maleficence are addressed by making sure that the design
process is active in seeking to maximize gains while minimizing potential harms—
for instance, privacy breaches or undue reliance on technology—by prioritizing user
well-being. Lastly, justice is rendered by the inclusive co-design approach, whereby
it was taken to see an equal distribution of access to technological gains by differ-
ent categories of users, hence, bridging disparities in the adoption and outcomes of
technology [25].

Figure 14.4 shows the interrelationship of stakeholder management to design prac-
tice in a collaboration framework, which consists of co-design, co-production, and
co-creation practices, by emphasizing the relation to a potential outcome of “ethi-
cal AAL technologies”. On the one side, it shows the design practice; on the other,
the outcome. Stakeholder management has an impact on the ways of shaping and
carrying out the design and development of technologies. The design process has
to be seen as a whole containing implementation methods of ideas and strategies
developed through collaborative efforts.

Three key processes—co-design, co-production, and co-creation—are bridges
between stakeholder management and design practice. Co-design takes place at the
very early stages of a project, involving stakeholders in design conceptualization.
Co-production involves stakeholders during creation and development to ensure that
their input finds its shape in the final outcome. Co-creation shows continuous collab-
oration between stakeholders and designers throughout the project for an ongoing
partnership.
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The activity “(qualitative) evaluation and update” from the right-hand side of
the illustration to the left part tells that the process and its outcome are under con-
stant appraisal. In other words, the project remains flexible and open to stakeholder
requirements and feedback in this repetitive cycle of evaluation. Thus, one could say
that the illustration depicts a spiral-like approach where stakeholder management
and design practice are very closely connected and nurtured by constant evaluation
and improvement.

Figure 14.4 expresses the junction between ethics and the emerging field of AAL
technologies. It brings an important message: that progress in the area of AAL tech-
nologies, designed for supporting vulnerable populations such as older adults or
disabled persons, must proceed with a stringent ethical framework. This is not a
wish but an exigency if these technologies are to develop in a responsible manner.

AAL technologies must be able to go beyond their technical functionality.
Although the innovation in the domain of AAL is focused/targeted on increasing
quality of life and easing independence and safety, without an ethical commitment,
these benefits could not be realized. Thus, the illustration indicates that ethics should
inform from the very beginning, right through deployment and realisation.

The ethical framework highlighted by the figure emphasizes some important ele-
ments, such as consent: users should be free to make informed decisions about engag-
ing with AAL technologies. Further, data protection is essential because personal and
sensitive information captured through these technologies should be handled safely
and not exploited. It respects the autonomy of the user in the centre, acknowledging
that although these technologies aid, they need not harm the control by users on
their lives. Transparency in how these technologies work and their effects on users
comes next in importance, allowing for trust to be built between developers, users,
and caregivers.

Figure 14.4 also highlights the wider social dimensions of AAL technologies. The
more integrated such tools are to be within the lives of users, the greater will be their
bearing on societal norms and structures beyond individual interactions. Ethical AAL
technologies should, therefore, add to the common good by diminishing inequalities
and increasing inclusiveness; otherwise, they might exaggerate existing disparities.

Essentially, Fig. 14.4 presents the guide and serves as a caution simultaneously.
This requires strengthening the call for AAL research and development to be carried
out within an ethical frame, with advanced yet fair, equitable, and values-based inno-
vations toward human dignity and respect. In this regard, ethical underpinning is very
important to make sure that technologies belonging to AAL genuinely uplift human
life, more particularly those who are vulnerable without affecting their fundamental
rights. It thus serves as a graphic manifesto for an ethical stewardship of technology
at the service of humanity.



ioglu

H. Tell

344

2IeME JXaJu0d

a|qeyusnl Ajreoiyie

pajdaooe Ajjeloos

N L/

salbojouyos)
VY [edlyig

pajuswa|dwi
saoualeeld Jesn |eolyie
paIapISuod
spaau [ed1y}d

pajeibajul

san[eA [edlyie

awooINQ

sa130[0uyd9) TVV [ed1y3o Surdo[oaap o[Iym IOpIsuod 03 s)oadse u3isop pue yoreasay HpI S

ayepdn ®
uonen[ers
(eAneyenb) ——a

T~

yswAholdap

T~

2A1}BI0qE||00 EIH=IE]

\__/

aol10eld
uBiseqg

/

uonea0-00  uoRoNpP0Id-00

wasuod B Awouone

—_

ubisep-00

UOIJE|OS! [e100S ploAE

juswabeue|y

uonosjoud Aoeaud — Jepjoysxers

\

diysieumo

T sopenl

R

20UBIla[BW-UOU
3 90UBDIJBUSY
uoleuIwIa}ep-j|as g souspuadapul
ybnouy} yuswiamodws
Buipuelsiopun freydwa
oopj0eId UBISeq




14 Integrating Ethics by Design and Co-design Principles ... 345

14.4 Discussion

The findings from the literature review affirm that ethics by design and co-design can
significantly mitigate ethical concerns in AAL technologies. These methodologies
enhance ethical alignment and user acceptance and address critical issues such as
privacy, autonomy, independence, and social inclusion (also see [12] in this volume).
However, challenges such as the complexity of ethical decision-making, unequal
stakeholder participation, and resource constraints necessitate further research and
innovative solutions [22].

Ethics by design and co-designing methodologies give very strong tools for
answering ethical issues arising in the development of AAL technologies. These
methods contribute to raising ethical consistency in AAL systems and improving their
social acceptance through the specific embedding of ethical considerations within
the designing process and involving all relevant stakeholders in meaningful cooper-
ation. Indeed, there are several challenges and limitations connected with ethics by
design and co-designing approaches that underline the necessity of further research
and development in this field. Such challenges will be overcome by new solutions to
ethical decision-making, stakeholder involvement, and resource distribution. Com-
mitment to ethics by design and co-design in further development within the area
of AAL technologies will ensure that such technologies, in their developments and
applications, increase the quality of life for users in an ethically responsible manner.

While ethics by design and co-design add advantages in the mitigation of ethi-
cal issues within AAL technologies, there exist challenges and limitations to their
implementation. One such kind of grand challenge is the complexity characterizing
the ethical decision-making for technology design, often marked by conflicting val-
ues and interests. For example, finding an adequate equilibrium between the highest
level of privacy and the benefits of monitoring and intervention in AAL systems is
challenging and has to consider severe ethical principles and the urgent perspectives
of stakeholders.

A further challenge is related to uneven participation in co-design processes.
Ensuring that all stakeholders, in particular those with any kind of cognitive impair-
ment or other vulnerabilities, can meaningfully contribute to the design process lies
at the heart of ethical integrity for co-design. Optimizing the likelihood of this hap-
pening can be very challenging and requires specialized knowledge and resources
to facilitate inclusive and accessible co-design activities. There are several ways to
address this challenge:

Open communication about the issues of design is important to provide effective
channels and regular schedules for communication to ensure everyone is updated
and misunderstandings are minimized. In the case of cooperation with a vulnerable
group, the ways of open communication need to be considered each time carefully in
order not to promise too much about the features or possibilities in interaction with
the system-in-development.

A successful collaboration is based on the trust vested in the abilities and inputs
of each of the collaborators and respect for their differing perspectives and expertise.
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One can, in a manner either consciously or unconsciously, underestimate the abilities
and inputs of participants with disabilities. This will not be due to a scrutiny of the
actual abilities and capabilities but a preconceived notion of their limitations. For
example, they could communicate in a different way. For instance, one is bound to
meet a participant who has a cognitive disability that is unable to articulate ideas in
usual ways, a participant who has a speech impairment that is not understandable
during spoken conversations, among others, and other communication variations that
can constrict views. The last group of people may not express or have their views
supported well. Disabled participants can be perceived differently and can be treated
in a certain way by other team members. The stigma of biases related to disabilities
can reflect how other team members perceive and act toward the disabled partici-
pants. It can create a feeling of disesteem or lower self-confidence in professional
capabilities.

A shared vision and mutual goals permit a common view of what the project
is supposed to achieve and are therefore used to direct all the effort toward these
common goals. The format and language for these visions and goals may differ. All
these translations must ferret out concerns being expressed by participants on some
matter or value, out of which an effective design solution could be derived for system
design. This might take some time, but the result is very worthwhile.

Working with people with special needs requires an appreciation of different opin-
ions and backgrounds in a bid to foster creativity and innovation. There are several
challenges to the appreciation of such diversity. It is often challenging to ensure
proper integration of the different insights due to the possible barriers in communi-
cation, accessibility, and under-representation. Such challenges would work against
a group benefiting fully from unique perspectives that enhance creative outcomes.

Moreover, ethics by design and co-design are time-consuming, expertise- and
money-demanding activities. This makes them a barrier to their uptake, mostly
in small-scale or low-capacity projects and organizations. If technology continues
changing dynamically with society, so will the ethical concerns raised over time,
therefore requiring continued follow-up on ethics begun during the initial designing
phase of such works.

14.5 Conclusions

This research shows that technology-competent, ethical-responsible, and user-
centred AAL is only feasible through ethics-by-designing and co-designed technolo-
gies. Participatory design by diverse stakeholders is a way through which the AAL
technologies can be made ready to answer, in a more appropriate way, the complex
needs and ethical considerations of users, which can then enhance their indepen-
dence, safety, and quality of life. The findings point to further research related to
the application and outcomes of these methodologies. There is an exhortation to
embrace these approaches in the design/approach practice to ensure ethical innova-
tion in AAL technology development. Future research requires full-scale empirical
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studies to document whether these methodologies are effective and to find strategies
for overcoming the difficulty of implementation while reviewing the evolving ethical
considerations in response to new technological and social changes.
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