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Abstract

One of the most fundamental and long-standing issues in computer science is making sure that a system
behaves as intended. To address this challenge, systems may be verified dynamically using a lightweight
monitoring technique called runtime verification. Even though runtime verification circumvents issues
associated with traditional techniques, it is limited by the fact that observations are typically constrained
to the current computation path of the system. This limitation is even more acute for correctness
properties describing the system’s computational graph, known as branching-time properties. This
thesis investigates whether runtime verification can be extended to meaningfully verify a wider range
of branching-time properties. We depart from the classical setup where monitoring is limited to a
single execution and investigate the enhanced observational capabilities when monitoring a system over
multiple runs. To ensure generality in our results, we focus on branching-time properties expressed in
the modal p-calculus, a well-studied foundational logic used by state-of-the-art model checkers.

As part of a comprehensive theory, the first part of this thesis focuses on deterministic systems
and demonstrates that the proposed multi-run monitoring setup can systematically extend previously
established monitorability limits for branching-time properties. The second part extends the multi-run
framework and corresponding results to systems that may exhibit non-deterministic behaviour. To show
that the proposed setup is implementable, the third part outlines the steps for a full automation, as well
as proves bounds that capture the correspondence between the syntactic structure of a property and the
number of system runs required to adequately verify it. We also validate our results by instantiating
the proposed multi-run monitoring setup to verify actor-based concurrent systems, a widely used
concurrency paradigm. Given that these systems are inherently non-deterministic, the fourth part
presents a general study of a highly non-deterministic calculus, where we systematically explore how

the defining characteristics of the actor model enable the recovery of a certain degree of determinism.
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1 Introduction

Modern systems are becoming increasingly complex and are often integrated in safety-critical domains
such as medical devices, autonomous vehicles, and air traffic control systems. Ensuring that they
behave as intended under all conditions is imperative as a failure in these systems can have severe
consequences. The challenge of making sure that a system meets its specification is known as the
correctness problem [59, 58, 118, 98, 36, 38] and is one of the most fundamental and long-standing issues in
computer science. To address this challenge, systems are often verified statically using well-established
techniques such as model checking [51, 34]. Unfortunately, these verification techniques cannot be used
whenever the system model is either too expensive to build and analyse (e.g. due to the state-explosion
problems), poorly understood (e.g. when the system logic is partly governed by machine-learning
procedures) or downright unavailable (e.g. restrictions due to intellectual property rights). As a result,
many verification tasks will most likely employ some complementary dynamic analysis technique.
Runtime verification (RV) [36, 100] is a post-deployment technique that dynamically checks whether
a system-under-scrutiny (SUS) satisfies a correctness property of interest. Instead of analysing the
state space, as is done in static verification techniques, RV analyses the current execution of the SUS.
Correctness properties are typically formalised using a high-level formalism, e.g. logic, regular ex-
pressions or automata, to unambiguously describe the expected behaviour. From these properties, RV
generates computational entities called monitors, which are occasionally also termed sequence recognis-
ers [122, 101, 41, 73]. These monitors are instrumented to run alongside the SUS and passively observe
its execution, expressed as a trace of events, to determine whether the SUS satisfies or violates the
correctness property of interest by issuing corresponding acceptance or rejection verdicts. Accordingly,
a property is said to be monitorable for satisfactions (resp. violations) if the monitor can reach an accep-
tance (resp. rejection) verdict after observing some trace. RV is particularly applicable in settings where
traditional static verification techniques cannot be effectively employed, and has therefore emerged as a
promising technique [38, 62, 100]. Nevertheless, it is inherently weaker than static verification methods.
This is due to the fact that monitor observations are typically constrained to the current computation
path of the SUS, which limits both the range of properties that can be verified, as well as how verification
itself is conducted. The aim of this thesis is to investigate whether these RV limitations can be mitigated,
even if only partially, to enable the verification of a broader range of correctness properties.
Branching-time logics, such as LTL, CTL and CTL* and the p-calculus [34, 51, 12, 94] are widely used
formalisms for specifying correctness properties as they allow reasoning about the computation graph
of the SUS, where each state may have many possible futures. Recent work has shown that RV can
be used effectively (either in isolation or in conjunction with other verification techniques as part of

multing-pronged approach) to verify certain branching-time properties [93, 115, 55, 88, 24, 76, 58, 91, 10,
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32, 125, 33, 65, 16]. However, prior work [76, 10] has shown that the RV limitations mentioned earlier are

even more acute for these kinds of properties.

Example 1.1. Consider the system p that acts as a server that might exhibit four events: receive
queries (r), service queries (s), allocate more memory (a), and close connection (c). One correctness

property that might be expected of system p might be that
“all interactions can only start with a receive query (r)” (Prop o)

The specification logic that we use to formalise properties employs the formula [a]ff to describe system
states that cannot perform any « transitions, meaning that if the SUS p can exhibit an « action, it violates

[a]ff. Using this formalism, property Prop o can be expressed as the formula
0o = [SIFFA[alffA [c]ff

where interactions cannot be service, [s]ff, allocate, [a]ff, or close, [c]ff, actions. It is not hard to see that
formula ¢, can be runtime verified for violations using a single trace. Concretely, any SUS execution
observed that starts with event s, a or ¢ confirms that the running SUS violates the property (irrespective
of any events that may follow in that execution). This means ¢, is monitorable in the classical RV setup.

The same cannot be said for the branching-time property stating that
“systems that can perform a receive action (r) cannot also perform a close action (c)” (Prop 1)

To formalise Prop 1, our specification logic employs formulae of the form (@)tt to describe states that
can emit at least one « action. We also say that two formulae ¢ and ¢ are equivalent, denoted ¢ =, if

they are satisfied by exactly the same set of states. This allows us to express Prop 1 as formula ¢, below.
o = (Ntt= [c]ff = [r]ffv [c]ff

To simplify reasoning, we use the equivalent formula [r]ffV [c]ff ', which is satisfied if the SUS p cannot
produce both r and c events, and violated otherwise. In contrast with ¢, from Example 1.1, formula ¢, is
monitorable with respect to neither satisfactions nor violations. Specifically, no (single) trace prefix can
provide enough evidence for a verifying monitor to conclude that the system p satisfies ¢,. Conversely,
an observed trace starting with event r (dually c) is not enough to conclude that system p violates the

property: the monitor would also need additional evidence that p can emit event c (dually r). ]

There are various approaches that one could adopt to extend the set of monitorable properties. One
method is to weaken the detection requirements expected of the monitors effecting the verification [12, 13]
(e.g. by flagging all possible violations that can be determined with a finite trace and allowing those
that cannot go undetected). This, in turn, impinges on what it means for a property to be monitorable.
Another approach is to increase the monitors’ observational capabilities. Aceto et al. [7] investigate
the increased observational power in monitors as a result of augmenting the information recorded
in the trace: apart from reporting computational steps that happened, they consider trace events that

can also record branching information such as the computation steps that could have happened at a

'This follows from the propositional logic identity p = g=-pV q and the duality of (r)tt and [r]ff, i.e, = (r)tt = [r]ff.
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particular state, or the computation steps that could not have happened. This approach treats the SUS as
a grey-box [125, 132] since the augmented traces reveal specific system information about the SUS states
reached. This thesis builds on Aceto et al.’s work [7] while sticking, as much as possible, to a black-box
treatment of the SUS. More precisely, we systematically study the increase in the observational power of
monitors obtained from considering multiple execution traces for the same SUS without relying directly

on information about the specific intermediary states reached during monitoring.

Example 1.2. Property ¢, from Example 1.1 can be monitored for violations over two executions of the
same system: a first trace starting with event r and a second trace starting with event c is sufficient

evidence for the verifying monitor to conclude that the SUS violates formula ¢,. ]

Observing and analysing multiple traces is not always sufficient for the verifying monitor to conclude
that a system violates a property with disjunctions since the same trace prefix could, in principle, be

emitted by different SUS states. This is better illustrated in Example 1.3.

Example 1.3. Consider the property stating that

“after any receive query (r), if a system can service it (s), then (Prop 2)

(this should take precedence and) it should not be able to allocate more memory (a)”

In our specification logic, Prop 2 can be expressed as ¢, below, where formulae of the form [a]¢ describe

system states where all of their a-labelled transitions (possibly none) lead to states that satisfy ¢.

0. = [r1((s)tt= [alf) = [r]([s]ffV [a]ff)

Intuitively, ¢, is violated whenever any state reached after performing event r can perform both events s
and a. However, observing the trace prefixes rs and ra along two distinct SUS executions is not enough
for a monitor to conclude that the SUS violates ¢,. Concretely, although both executions start from the

(same) SUS state, say p, distinct intermediary states could have been reached after exhibiting event r:

When p, = p}, the trace prefixes rs and ra share the same r-derivative state, meaning a monitor can
conclude that ¢, is violated since the (SUS) state p, can exhibit both events s and a. In contrast, if p, # p},

the trace prefixes rs and ra only share the initial state, p, and formula ¢, is not violated. |

1.1 Contributions Summary and Motivation

We present an augmented monitoring setup that repeatedly analyses the SUS, across multiple executions,
and investigate how the notions of determinism can be leveraged to increase the analytical capabilities
of the verifying monitor. Based on this, we study how the monitorability limits established in [10, 76]

for branching-time properties are affected. The contributions of this thesis are six-fold:

(a) A formalisation of an augmented monitoring setup that gathers information over multiple monitored

executions of the same SUS.
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(b) An analysis, formalised as a proof system, that uses sets of partial trace prefixes aggregated from

the monitoring setup in (a) to runtime verify the SUS against a branching-time property.

(c) Definitions formalising what it means for a monitor to correctly analyse a property over multiple

runs and, dually, what it means for a property to be monitorable over multiple runs.

(d) The identification of an extended logical fragment that is monitorable over the augmented monitoring
setup handling multiple runs, and a result establishing that it is maximally expressive, i.e., every
property that can be monitored for correctly using our multi-run monitors can always be expressed

as a formula in this fragment.

(e) An algorithm and a complexity analysis of the proposed multi-run RV framework, showing its
implementability, as well as a method for systematically determining lower bounds for the number

of SUS executions required to conduct RV from the syntactic structure of the formula being verified.

(f) An instantiation of the proposed multi-run RV framework to actor-based concurrent systems, a
widely used concurrency paradigm. Since these systems are inherently non-deterministic, we
also present a general study of a highly non-deterministic calculus, where we systematically
investigate how the defining characteristics of the actor model enable us to recover a certain degree

of determinism.

Sections 1.1.1 to 1.1.4 detail the systematic approach adopted in this thesis to realise each of these contri-

butions, while also highlighting their importance.

1.1.1 Repeated Monitoring for Deterministic Systems

Although non-deterministic SUS behaviour cannot be ruled out in general, there is still a considerable
number of systems that behave deterministically, such as single-threaded ones and those type-checked
to rule out concurrency races. As a first step towards a comprehensive theory, we limit our study to
deterministic systems to curb complications such as those described in Example 1.3.

There are various candidate definitions for determinism, e.g. [34, 113]. For instance, one could require
that for each possible action 7, there is at most one reachable (system) state, i.e., if p N gandp 5 r then
q =r. In certain cases, this definition is too stringent and is relaxed by allowing the system to perform
any number of n-labelled transitions, provided that all resulting states, say ¢q and r, are, in some sense,
behaviourally equivalent, denoted as g = r. Again, what it means for two states to be behaviourally
equivalent can be formalised in many different ways. For instance, one might consider two states
behaviourally equivalent if they are confluent w.r.t. internal actions, i.e., they can perform different
internal transitions, as long as they exhibit the same observable behaviour. The notion of determinism
we adopt for this first part of the thesis is of the first kind, i.e., if p N g and p 2 r then g=r. Under
that assumption, observing multiple traces suffices for the monitor conducting RV to infer that the SUS
violates a correctness property with disjunctions (see Example 1.3 where p, = p; for details).

We follow the route outlined in [76]. Concretely, we first present a multi-run monitoring framework
for deterministic systems where monitors repeatedly aggregate and analyse traces generated by the same
deterministic SUS, corresponding with contributions (a) and (b). In order to pin down a correspondence
between the behaviour of the verifying monitor and the semantic meaning of the property it is monitoring

for, we formally define what it means for a monitor to correctly monitor for a property; prior work [76]
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formalised this as single-run monitoring whereas we redefine it as multi-run monitoring. Monitor
correctness then serves as the basis for a concrete definition of monitorability, which is a function of
the underlying monitoring setup, resulting in contribution (c). Finally, we identify which properties are
monitorable at runtime, resulting in contribution (d). This delineation directly guides the decision on
whether to employ RV or some alternative verification technique. It is also useful for the construction of
RV tools, as automated monitor synthesis can exclusively target the identified monitorable logic, with

the assurance that all monitorable properties are still covered.

1.1.2 Repeated Monitoring for Non-Deterministic Systems

Since our ultimate goal is to runtime verify any system, even if it might exhibit certain non-deterministic
behaviour, the second step is to extend our study to potentially non-deterministic systems. We start by
observing that certain property violations can be detected by a verifying monitor even in the presence

of non-deterministic actions. This is illustrated in Example 1.4 below.

Example 1.4. Consider the property that, in addition to the behaviour described by ¢,, requires that
“...the SUS does not exhibit any action after a close event” (Prop 3)

Using the logical constructs described in Examples 1.1 to 1.3, Prop 3 can be expressed as ¢; below.

03 = ([r1([s1ff v [alf) A (L] ([rfEA [sIff A [alff A [e] )

There are cases where it might be reasonable to assume that a SUS behaves deterministically for receive
actions (e.g. when a single thread is in charge of receiving queries). As already shown in Example 1.3,
whenever this assumption cannot be made, a verifying monitor cannot detect violations of the subformula
®, = [F]1([s]ffV [a]ff). However, no determinism assumption is required for close actions (c) to runtime
verify the subformula [c] ([r]ff A [s]ff A [a]ff A [c]ff). Thus, any trace prefix from either cr, cs, ca or cc
suffices to infer that the SUS violates the property ¢;. ]

Since correctness properties are only concerned with the observable behaviour of the system, we relax
the determinism definition adopted in Section 1.1.1 by allowing non-determinism as long as it internal. In
particular, we require that all states reached after performing a n-labelled transition to be behaviourally
equivalent, i.e., if p N qand p 2, then q=r, where g =r whenever q and r are confluent w.r.t. internal
actions. Although non-deterministic SUS behaviour cannot be ruled out in general, many classes of
LTSs are deterministic w.r.t. a subset of actions, such as asynchronous LTSs and output actions [123, 89]
(e.g. if r was an asynchronous output in Example 1.3 then p, = p].)

Based on these observations, we extend the multi-run monitoring setup of Section 1.1.1 to potentially
non-deterministic systems by augmenting the instrumentation mechanism coupling the behaviour of
an executing SUS with that of the verifying monitor in two ways. First, our augmented instrumenta-
tion equips the monitor with additional information about the determinism of each SUS action; this
information can be obtained a priori by analysing all the possible actions that can be emitted by a
certain class of SUSs. This would allow a verifying monitor to determine whether the SUS performed a
non-deterministic branching, e.g. the monitor in Example 1.3 would be able to tell whether the (system)

states p, and p. can exhibit the same (observable) behaviour. Second, since a system could also internally
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branch, our augmented instrumentation makes certain internal computations of the SUS behaviour
visible to the monitor. This permits the monitor to differentiate between confluent internal moves and
internal moves that potentially lead to non-deterministic branching.

We observe that although the augmented instrumentation equips the monitor with additional informa-
tion about the SUS, our treatment of the SUS is still black-box for two reasons. First, the information on
internal actions, together with the determinism properties of all actions, characterises an infinite class of
systems, not one specific SUS. Second, the determinism guarantees permit a verifying monitor to reason
about states within the same equivalence class (i.e., ¢ =r) but not directly on specific SUS states.

We adopt the same approach as in Section 1.1.1. Concretely, we start by extending the multi-run
monitoring framework of Section 1.1.1 to potentially non-deterministic systems, using the described
augmented instrumentation mechanism to increase the analytical capabilities of the verifying monitors.
Based on this, we study how the monitorability limits identified in [10, 76] are affected. Again, these
result in contributions (a) to (d), described in detail in Section 1.1.1, but in the context of potentially

non-deterministic systems.

1.1.3 Practical Aspects

The theoretical results in Section 1.1.2 raise several practical questions. The first one is whether the
proposed verification technique lends itself well to the implementation of a tool that runtime verifies
systems over multiple executions. Although we do not provide a RV tool that shows that the proposed
verified technique is indeed implementable, we outline the steps towards a full automation and give
a corresponding complexity analysis. In order to attain an efficient implementation, we observe that
the traces recorded by the verifying monitor should not be analysed unnecessarily. For this reason, we
would also like to understand better the correlation between the structure of the specification formula
expressing the property (e.g. the number of disjunctions used) and the number of SUS executions
required to monitor adequately for that property. This results in contribution (e) outlined above.

Another crucial practical concern is whether the proposed verification technique can be used to
runtime verify real-world systems. We address this by outlining a possible instantiation of our multi-
run monitoring framework to actor-based systems, a widely used concurrency paradigm that has
been adopted by numerous programming languages, including Erlang [48], Akka [79], Elixir [9o] and
Swift [29]. This results in the completion of the first part of contribution (f).

1.1.4 Confluence and Determinism in Concurrent Systems

The multi-run RV setup proposed in Section 1.1.2 is underpinned by an instrumentation that largely relies
on the notions of determinism and confluence. In particular, we recall that our instrumentation (i) makes
certain internal computation of system behaviour visible to the monitor to allow it to differentiate
between confluent internal moves and moves that potentially lead to non-deterministic branching, and
(ii) provides the monitor with information about whether the observed actions are deterministic.

For this reason, we would also like to examine these two notions in a wider context. In particular,
confluence and determinism have been studied extensively in the context of the n-calculus [78, 105,
106, 80, 113, 126, 116, 111, 81, 103, 130], a touchstone model for expressing concurrent systems. Although

the m-calculus is highly general and capable of describing a wide range of computational patterns,



1 Introduction - 7

concurrency in modern systems is often more structured. For instance, another prominent concurrent
paradigm is Hewitt’s actor model [87], later formalised by Agha in [22]; we have already shown that
our multi-run RV framework can be instantiated to actor-based systems in Section 1.1.3. Despite its
conceptual similarities with the -calculus, the actor model has several key characteristics that make it
easier to distribute and implement in real-world systems [69].

We systematically investigate how each of these defining characteristics of the actor model affects
confluence and determinism of concurrent systems, resulting in the completion of contribution (f).
Concretely, we depart from the 7-calculus and incrementally introduce semantic constraints that capture
these defining actor properties, assessing whether they provide any confluence or determinism guarantees
at each step. Since semantic conditions are, in general, undecidable, we also identify syntactic conditions

that guarantee their semantic counterparts.

1.2 Structure of the thesis

As part of a comprehensive theory, we present this thesis in four parts, which respectively correspond
to Sections 1.1.1 to 1.1.4. We briefly describe the contents of each chapter.

Chapter 2 introduces the classical RV setup and the system language that we use throughout the
first part of this thesis. It also formalises the branching-time specification logic called Hennessy-Milner
Logic with Recursion [97] (RecHML), used to describe correctness properties about the behaviour of the
SUS. We conclude by giving a syntactic characterisation for the subset of RECHML formulae that are

monitorable for violations with one system execution.

Part I: Repeated Monitoring for Deterministic Systems

Chapter 3 presents an extended monitoring setup designed to operate over multiple runs of the same
deterministic SUS. It formalises the operational model of the monitors, detailing how they record SUS
traces, and an instrumentation relation connecting their operational behaviour with that of the running
SUS. This chapter concludes by defining how the aggregated traces are rejected by a monitor through a
proof system.

Chapter 4 provides several definitions of what it means for a monitor to correctly verify a property.
Among the most fundamental criteria are soundness and completeness, respectively stating that the
monitor never report false violations and that it flags all system violations.

Chapter 5 gives a concrete definition for monitorability, which is parametric w.r.t. the notion of correct
monitoring from Chapter 4. Based on this, we examine how the monitorability limits identified in [10, 76]

are affected by considering multiple executions of a deterministic SUS.

Part II: Repeated Monitoring for Non-deterministic Systems

Chapter 6 revisits the system language presented in Chapter 2, lifting the determinism assumption and
enriching the system model with additional properties.

The rest of this part of the thesis is organised as in Part L

Chapter 7 extends Chapter 3 by augmenting the instrumentation relation to make certain internal

SUS actions visible to the monitor, while also forwarding information about the determinism of all the
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observed actions. This chapter concludes by redefining how a monitor, privy to this additional SUS
information, rejects the aggregated traces through a proof system.

Chapter 8 revisits the notion of monitor correctness in the context of the extended multi-run monitoring
setup of Chapter 7.

Chapter 9 recasts the notion of monitorability in terms of the redefined definition for monitor cor-
rectness. Based on this, it studies how the identified monitorability limits [10, 76] are affected when

analysing multiple executions of a potentially non-deterministic SUS.

Part III: Practical Aspects

Chapter 10 shows that the verification technique proposed in Part I lends itself well to the implementation
of an RV tool that analyses a system over multiple runs. This is done by first outlining the steps towards
a full automation and then giving a corresponding complexity analysis. This chapter concludes by
presenting a method for systematically determining lower bounds for the number of SUS executions
required to conduct RV from the syntactic structure of the formula being verified.

Chapter 11 formalises the language for actor-based concurrent systems and shows how they can be

runtime verified using the proposed multi-run monitoring framework.

Part IV: Confluence and Determinism in Concurrent Systems

Chapter 12 introduces three defining characteristics of the actor model. It also presents the system
language that we will use throughout this part of the thesis, namely a standard version of the synchronous
n-calculus with name matching. This chapter concludes by formally defining the notions of confluence
and determinism, adapted from Philippou et al.’s work in [113].

Chapter 13 incrementally introduces semantic constraints capturing the characteristic in Chapter 12 to
the 7-calculus and assesses whether they provide any confluence or determinism guarantees at each
step. To validate the realisability of these constraints, this chapter also identifies a number of syntactic

conditions that capture their semantic counterparts.

1.3 Scope of the Study

The properties discussed thus far, as well as those considered for the rest of our study, are formalised
in terms of a variant of the modal p-calculus [94] called Hennessy-Milner Logic with Recursion [97],
ReECHML. This logic is a natural choice for describing branching-time properties and is employed by
state-of-the-art model checkers, including mCRL2 [54] and UPPAAL [39], as well as a stable RV tool
for specifying and verifying asynchronous component systems”. It is a highly-expressive formalism
that has been shown to embed other standard logics such as LTL, CTL and CTL* [34, 51]. For instance,
prior work [10, 12] provided translations from LTL to a linear-time interpretation of REcHML, which
indicates that our results can be carried over to these logics. In addition, the chosen logic allows for
continuity by building upon existing maximality results for branching-time logics [76, 7, 13], which have
only been established for the modal p-calculus. Our exposition focusses on “safety” properties that can

be monitored for violations; monitoring for satisfactions of branching-time properties is symmetric [76].

2https://duncanatt.github.io/detecter/



2 Preliminaries

In this chapter, we present the main technical machinery that we use throughout this thesis. In particular,
we formalise the system model and the specification logic we will use to specify correctness properties
of interest. We also show that constraining monitor observations to the current (single) computation
path of the SUS—as is standard in the classical RV setting—severely limits the range of properties that

can be runtime verified.

Structure of the chapter. In Section 2.1, we introduce the system language and endow it with an
operational semantics that is defined in terms of an LTS. In Section 2.2, we formalise the specification
logic, a variant of the modal p-calculus [94] called Hennessy-Milner Logic with Recursion [97], RECHML,
and give it a branching-time interpretation. In Section 2.3, we revisit Aceto et al.’s [76] notion of
monitorability, and demonstrate, through a series of pathological examples, that a property may either
be monitored for satisfactions or violations, but not both; in the rest of this thesis, we focus on the latter
as monitoring for satisfactions is symmetric. We also present an important result from [76] stating that
the subset of RECHML properties that are monitorable for violations corresponds to a syntactic fragment

called sHML. Section 2.4 concludes.

2.1 The Model

We presuppose a finite set of actions #,£,...€ Act=eAcTU{r}, with a set of external actions a,f,... €EACT
and a distinguished silent action 7 ¢ EACT.

A SUS is modelled as a Labelled Transition System (LTS) [92], a triple of the form
(Prc, AcT, —> )

where SUS states are denoted by a set of processes p,g,... € PRc and — C (PRCXAcTXPRe) is a ternary
transition relation between SUS states labelled by actions from Act. We also write p N q instead of
(p,n,q) €E—>, and p 7’7L> whenever Ag such that p SN q. Weak transitions, p = q, denote that p can
transition to g with a single « action and a number (possibly zero) of r actions, i.e., p(;)* 5 (;)*q,

referring to g as the a-derivative of p. Systems in this LTS are deterministic, that is:
for any n € Acr, ifpj%qandp—'l—)rthenqzr

External actions can be sequenced to form traces, t,u € TRC = EACT”, representing finite prefixes of
system runs. As usual, € denotes the empty trace. A trace with action « at its head and continuation ¢ is
denoted as at, whereas a trace with prefix t and action « at its tail is denoted as ta. For trace t =, -+ ap,

t 1 n .
we write p= q instead of the sequence of transitions p =2 q. A system p produces trace t if 3q
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such that pé g, where the set of all the traces produced by p is denoted by T,, € Trc. Histories, denoted
H e Hst where HsT C TRc, are finite sets of traces. We also write H,t as a shorthand for the disjoint
union HW{t} i.e, HN{t} =0.

Throughout this thesis, we often denote systems p,q € Prc using standard CCS notation (Definition 2.1).

Definition 2.1 (CCS notation [106]). The regular fragment of CCS is inductively defined as follows:
pgEPrRC =0 |np |p+q |recXp |X

where X,Y,... are from some countably infinite set of recursion variables TVars and 1 € AcT. The

transition relation — is defined as the least relation satisfying the following rules:

SELL SELR
ACT REC n ’ no,
p—p q9—4q
ry.pr recX.p;p[reCXP/X] p+qi>p' p+qi>q’ [

Remark 2.2. Rule rEc in Definition 2.1 differs from the standard CCS recursion rule, which derives
transitions directly from the unfolded process. In contrast, we represent recursion explicitly through an

internal 7-transition corresponding to one unfolding step [76, 109]. ]

Example 2.3. Consider the system p, below (formalised as a CCS process) that describes a possible

implementation of the server in Example 1.1.
P = recX.(r.s.X+a.X+c.0)

System p, repeatedly receives queries (r) and services (s) them. After any number of serviced queries
(i.e., alternating r and s actions), it may also allocate more memory (a) before servicing more received
queries or close the connection (c). The directed graph below depicts the LTS for p, where nodes
represent system states and arcs represent weak system transitions between states. For instance, the arc

r €]
from p, to p; represents the transitions p, Srsp+ (a.p,+c.0) RN s.pu ie, py= s.p, where p/ = s.p,.

We note that these graphs do not describe the full branching structure of the depicted systems as they
abstract away from z-derivatives ', such as r.s.p, + (a.p, +¢.0) for system p,. This omission is intentional:
such graphs only serve as an abstract depiction of LTSs to better explain the intuitions behind the logical

correctness properties that follow. |

'Internal (silent) transitions are treated as unobservable and omitted, so only visible actions are represented.
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2.2 The Specification Logic

Correctness properties are formulated for the external SUS view in a variant of the modal p-calculus [94]
called Hennessy-Milner Logic with Recursion [97], RecHML. This logic is defined by the negation free
grammar in Figure 2.1, which assumes a countably infinite set of formula variables X,Y,... € TVARs. Apart
from the standard constructs for truth, falsity, conjunction and disjunction, this logic includes existential
modalities, (@), and universal modalities, [a]¢, that operate over the set of external actions EACT, i.e.,
a € EACT, and respectively express the dual notions of possibility and necessity. Least and greatest fixed
points, minX.¢ and maxX.¢ respectively, bind free instances of variable X in ¢.

In the sequel, we assume standard definitions for open and closed formulae and work up to a-
conversion, assuming formulae to be closed and guarded, unless otherwise stated. A formula is said to
be guarded if every variable X appears within the scope of a modality that is itself in the scope of X. E.g.
the formula maxX.[a]ffA [f]X is guarded but maxX.[a]ff A X is not. For formulae ¢ and ¢/, and variable
X, we use ¢[¥/X] to denote the capture-avoiding substitution of all free occurrences of X in ¢ with /.

The denotational semantics function [-] in Figure 2.1 gives a branching-time interpretation to RECHML
by mapping formulae to sets of system states, [-] : ReCHML — P (Prc). This function is defined with
respect to an environment p, which maps formula variables to sets of states, p : X — P (Prc). Given an
environment p, variable X and a set of states P, we write p[X + P] for the environment mapping X to
P, acting like p and agreeing with p on all other variables. The cases for truth, falsity, conjunction and
disjunction are standard; all systems satisfy tt but no system satisfies ff, conjunctions ¢ A are satisfied
by systems that satisfy both sub-formulae ¢ and i/, whereas disjunctions ¢ V / are satisfied by systems
that satisfy either ¢ or ¢ (or both). Existential modalities ()¢ denote the set of system states that can
perform at least one a-labelled transition and reach a state that satisfies the continuation ¢. Conversely,
universal modalities [r] ¢ denote the set of systems that reach states satisfying ¢ for all (possibly none)
their a-transitions. The set of systems that satisfy least fixed point formulae (resp. greatest fixed point)
is given by the intersection (resp. union) of all pre-fixed points (resp. post-fixed points) of the function
induced by the corresponding binding formula. Since the interpretation of closed formulae is independent
of p, we write [¢] in lieu of [, p] for closed ¢. A state p satisfies ¢ if p € [¢] and violates it if p ¢ [¢].
Two formulae ¢ and ¥ are said to be equivalent, denoted as ¢ =/, whenever [¢] = [/]. The negation of
a formula can be obtained by duality in the usual way, e.g. =(minX.{(a)tt vV [$]X) = maxX.[a]ff A (f)X.

We highlight two basic RECHML formulae that are used throughout the rest of the thesis: the formula
{a)tt describes systems that can produce action «, whereas [«]ff describes systems that cannot produce
action @, as no system can perform an a-labelled transition and reach a state that satisfies ff. We also

note that apart from the usual identities, e.g. tt Ap =¢ and ttV ¢ =tt, we also have (a)ff=ff and [a]tt=tt.

Example 2.4. Consider an additional property for the system of Examples 1.1 to 1.3, stating that

“after any number of serviced queries, [r][s]..., a state that can

close a connection, (c)tt, cannot also allocate memory, [a]ff”

Using the specification logic presented in Figure 2.1, this property can be formalised by the RECHML

formula ¢, below:

0, = maxX.([r][s]X A ({c)tt = [a]ff)) = maxX.([r][s]X A ([c]ffV [a]ff))
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recHML Syntax
¢, € RECHML := tt (truth) | ff (falsehood)
| vy (disjunction) RN (conjunction)
| (Yo (existential modality) | [a]e (universal modality)
| minX.p (least fixed point) | maxX.¢ (greatest fixed point)
| X (recursion variable)

Branching-Time Semantics

[tt.p] £ Pre [ff.p] = 0

[[alg.p] £ {p | Vg-p=qimplies g€ [p.p]}  [oV.p] & [p.p] U [Y.p]

Kedg.p] = {p | 3q-p=> qand g€ [p.p]} [eAv.p] = [o.plNY.p]

[minX.p.p] £ ({P | [p.p[X - P]] < P} [maxX..p] £ | J{P | P<[p.p[X - PI]}
[X.p] = p(X)

Figure 2.1. Syntax and Semantics of RECHML in the branching-time setting.

The greatest fixed point in ¢, captures the intuition that a system invariantly satisfies the sub-formula
[c]ff Vv [a]ff in all of the states that can be reached after any sequence of alternating r and s actions (i.e.,
serviced queries). This means that a system violates ¢, if it is capable of producing both a and ¢ action
after an unbounded, but finite, sequence of r and s actions. For instance, system p, from Example 2.3

clearly violates this property, ie., p, ¢ [¢,], since p, = p, and p, = 0. ]

2.3 Monitorability in the Classical RV Setup

The classical RV setup can be decomposed into three components: the SUS, the monitor conducting the
verification, and the instrumentation coupling the monitor with the SUS. At runtime, instrumentation
permits the monitor m to observe the current execution of the SUS p until it detects certain behaviour

and either accepts or rejects the SUS, as defined below .

Definition 2.5 (Monitor Acceptance and Rejection). Given system p € PRc and monitor m € MoON,

« m accepts p, denoted sacc(p,m), if p can produce some trace ¢ that leads m to an acceptance verdict.

« m rejects p, denoted srej(p,m), if p can produce some trace ¢ that leads m to a rejection verdict. W

Importantly, once the monitor reaches a verdict, this verdict is irrevocable [9]. This means that the

monitor cannot alter its conclusion, regardless of system behaviour it might observe in the future.

?In [76, 10], monitor acceptances and rejections are denoted by the predicates acc and rej. Here, we use sacc and srej to make
it explicit that the verdict is reached after observing a single execution. This allows us to clearly distinguish these predicates from

those used in Part I, which describe acceptances/rejections reached after observing multiple system executions.
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To understand which properties are monitorable w.r.t. the classical RV setup, where monitoring is

limited to the current system execution, we first need to define what we understand by the statement
“Monitor m correctly monitors for property ¢”

In our setting, this translates to a correspondence between monitor acceptances (sacc(p,m)) and rejections
(srej(p,m)) to property satisfactions (p € [¢]) and violations (p ¢ [¢]). This allows us to determine if a
monitor, in some sense, adequately represents a property.

The least correctness requirement expected of monitors is soundness of Definition 2.6, stating that
monitor acceptances (resp. rejections) imply property satisfactions (resp. violations). Concretely, a
monitor m monitors soundly for a property ¢ whenever for any monitored system p, if a monitor accepts
(resp. rejects) this system, i.e., sacc(p,m), then it must be the case that p satisfies (resp. violates) the
property ¢, i.e., p € [¢]. This ensures that the verdicts reached by the monitors do not contradict the

semantic meaning of the property they are monitoring for.

Definition 2.6 (Soundness [76]). Monitor m monitors soundly for the formula ¢ if for any p € Prc,

« sacc(p,m) implies p € [¢]
« srej(p,m) implies p ¢ [¢] [ |

A few comments about Definition 2.6 are in order. First, the universal quantification over all systems
(i.e., for any system p) manifests our black-box treatment of the SUS. Second, it also rules out contradicting
monitor verdicts. Concretely, suppose monitor m monitors soundly for ¢. If it accepts a system p, i.e.,
sacc(p,m) then by Definition 2.6, we have that p € [¢]. By the contrapositive of Definition 2.6, we also
have that —srej(p,m). A symmetric argument applies for monitor rejections.

Soundness is arguably the least requirement for relating a monitor with a property. Further to this,
one might also require the dual of Definition 2.6, i.e., completeness for m and ¢, where all property
satisfactions (resp. violations) imply monitor acceptances (resp. rejections). Such a requirement turns
out to be too restrictive for the logic in Figure 2.1: as shown in [76, Theorem 2], monitors that can perform

both acceptances and rejections are necessarily unsound. This is better illustrated in Example 2.7.

Example 2.7. Consider the basic formula [a]ff. A sound monitor m for it would reject any violating
system p ¢ [[«]ff] but it cannot accept any satisfying systems. Assume, by way of contradiction, that
q € [[«]ff] implies sacc(g,m). Pick any satisfying system q € [[a]ff], i.e., g ~>. By our assumption, we
have sacc(g,m). By definition, we know that m reaches an acceptance verdict after observing some trace
t produced by p, i.e., q:t> q’. From g, we can build a violating system p = g+ .0 ¢ [[«]ff]. But since p
can also produce trace t, i.e., pé q’, then m must also accept it, i.e., sacc(p,m). This makes m unsound
since it can both (incorrectly) accept and reject the violating system p = g+ .0, contradicting the initial

assumption that m is sound (apart from being complete). |

We therefore require a weaker form of completeness, where a monitor is either complete w.r.t. property
satisfactions or property violations but not both. For the rest this thesis, we focus on the latter; monitoring

for satisfactions is symmetric [76]. In what follows, we omit the term (rejection-) in Definition 2.8.

Definition 2.8 (Completeness [76]). Monitor m monitors (rejection-)completely for the (closed) formula

¢ if for any system p € Prc, p ¢ [¢] implies srej(p,m). [ |
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Soundness (Definition 2.6) and completeness (Definition 2.8) characterise the relation between monitors
and property in the classical RV setup. Together, they constitute the basis for the definition of monitor

correctness in this setting, formalised in Definition 2.9 below.

Definition 2.9 (Monitor Correctness [76]). Monitor m monitors correctly for the (closed) formula ¢ if it

can do so soundly and completely. |

Monitorability [62, 76, 36, 12] describes the ability of properties to be adequately runtime verified by a
corresponding monitor. This means that the definition of monitorability is dependent on the underlying
monitoring setup, which is especially relevant to our investigation on the increase in expressive power
when moving from single-run monitoring to multi-runs; the interested reader should consult [12] for an

extensive comparison between various notions of monitorability found in the literature.

Definition 2.10 (Monitorability [76]). A formula ¢ € RecHML is monitorable iff there exists a monitor

that monitors correctly for it. |

Several logical formulae from Figure 2.1 are not monitorable (for violations) w.r.t. a classical RV setup

that is limited to one execution of the system. This claim is substantiated by the following example.

Example 2.11. According to Definition 2.10, the basic formula (a)tt is not monitorable. Assume, by way
of contradiction, that there exists a monitor m that monitors soundly and completely for it. Consider
the violating system 0 ¢ [(@)tt]. Since m is complete for (a)ff, then srej(0,m). From the structure of
the system, m could have only rejected 0 after observing the empty trace €. Since monitor verdicts are
irrevocable, then m must also reject the satisfying system .0, i.e., srej(a.0,m), as it can also produce
the trace € by not transitioning. This makes m unsound, contradicting our initial assumption.

Following a similar argument, we can also show that the disjunction formula [a]ff V [S]ff is not
monitorable according to Definition 2.10. Assume, towards a contradiction, that there exists a monitor m
that monitors soundly and completely for it. Since .0+ .0 ¢ [[«]ffV [ f]ff] then srej(c.0+ $.0,m). From
the structure of the system, m could have only rejected @.0+ .0 after observing either of the traces €,
or 5. For the first case, we would also have srej(0,m) since 0 can also produce the empty trace € via
the transition 0 = 0. For the second case, we would also have srej(«.0,m) since @.0 can also produce
the trace o with 2.0 — 0. Similarly, for the third case, we would also have srej(.0,m) since 5.0 —'B—> 0.
These make m unsound since the systems 0, «.0 and .0 all satisfy [a]ffV [B]ff.

Similarly, the least fixed point formula minX.([a]X A [B]ff), describing systems that eventually stop
producing action @ and never produce action f, is not monitorable for violations. Assume, towards a
contradiction, that there exists a monitor m that monitors soundly and completely for it. The single
state system p with the sole transition p N p violates the formula since it continues performing
action « indefinitely. By Definition 2.8, we must have srej(p,m). Since rejections are based on finite
observations, from the structure of p, we also know that m must have rejected p after observing a finite
trace t = a---a where |t| = k. Consider the system g consisting of k +1 states that exclusively has the
transitions g =g, 405 Qi+ (and nothing else). Clearly, this system satisfies minX.([a] X A [S]ff), i.e.,
q € [minX.([a] X A [B]ff)]. However, g can also produce trace ¢, which means that m must also reject it,

i.e., srej(q,m), contradicting the initial assumption that m is sound. |
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Prior work has shown that the subset of (violation) monitorable RecHML formulae is characterised by
the syntactic fragment SHML , describing the set of safety properties [25] i.e., “something bad does not
happen”. This means that every formula that can be monitored for correctly in the classical RV setup

(with a single execution), then it can always be expressed as a formula in this fragment.

Theorem 2.12 (Safety Fragment [76]). Any formula ¢ € RecHML is monitorable (for violations) iff
3y € sHML and ¢ = where the syntactic fragment SHML defined as follows:

o, yesHML == tt | ff | [ale | ¢AY | maxX.p | X |

At an intuitive level, the fragment sHML captures all RECHML properties such that any violating

system can produce at least one witness trace that enables a verifying monitor to detect the violation.

Example 2.13. Recall ¢, “maxX. ([r1[s1X A ([c]ffV [a]ff)) from Example 2.4. According to Theorem 2.12,
this formula is not monitorable for violations in the classical monitoring setup since ¢, ¢ SHML. For
instance, even though Example 2.4 showed that p, = recX. (r.s.X +(a.X +c.0)) from Example 2.3 violates
this property, i.e., p;  [¢,]. no single trace prefix provides enough evidence for a monitor to detect this.

. . rsc rsa
We could, however, detect this over two executions, e.g. p, = and p, =—. |

2.4 Summary

This chapter introduced the system language and the branching-time logic RecHML. It also showed
that the subset of monitorable RECHML formulae is characterised by the syntactic fragment sHML.
As indicated by the limited syntax of sSHML, restricting RV to monitorable properties severely limits
its applicability. Indeed, many relevant correctness properties still fall outside of this scope as some
violations cannot be determined from single (finite) system executions. This sets the foundation for our
study, which investigates how these monitorability limits are affected when enhancing the monitors’

observational capabilities by allowing them to observe the system across multiple runs.
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3 The Framework

The classical RV setup can be decomposed into three components: the SUS, the monitor conducting the
verification, and the instrumentation coupling the monitor with the SUS. At runtime, the instrumentation
permits the monitor to observe the current execution of the SUS until it detects certain behaviour. In this
chapter, we formalise an extended setup, where monitoring is performed in two steps, namely history
aggregation and history analysis. During aggregation, monitors gather SUS information over multiple
executions. Then, each time a new trace is added to the history, the analysis step uses a proof system to
determine whether the SUS generating such a history is rejected. If it fails to reject that history, these

two steps are repeated again until a permanent verdict is reached.

Structure of the chapter. Section 3.1 first presents our monitor language. We adopt the modular
approach advocated by Aceto et al. [9, 10] by keeping the specification formalism (in this case RecHML)
and the operational description of monitors separate from one another. We then formally define the
instrumentation transition relation connecting the operational behaviour of monitors with the running
SUS. Subsequently, Section 3.2 formalises how a history is rejected by the monitor through a proof

system. Section 3.3 concludes.

3.1 History Aggregation

Monitors are often classified based on when and how they retrieve information from the SUS [63]. The
timing of this retrieval, i.e., when, results in two categories: online monitors and offline monitors. Online
monitors run alongside the SUS while it executes, observing events generated by the SUS up to the
current execution point (i.e., partial execution traces). In contrast, offline monitors run as soon as the
SUS terminates, giving them access to the complete SUS execution (e.g. a log file). Monitors in our
framework are of the former kind; this approach is more lightweight as monitors can stop running and

analyse the trace as soon as they potentially have enough SUS information.

Remark 3.1. Although the monitors in our framework are of the online kind, a log file containing
observations from multiple system executions can be viewed as a history of the SUS. In such cases,
a monitor can perform repeated monitoring by focusing exclusively on history analysis (Section 3.2)
and skipping the history aggregation step (Section 3.1). Nevertheless, the inherent benefits of online

monitoring still carry over to this setting. |

The question of how monitors retrieve information is determined by the instrumentation, which

refers to the mechanism employed to extract events of interest from the SUS during its execution and

17
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Monitor Syntax

m,n€MON = no (rejection verdict) | end (inconclusive verdict)
| X (recursion variable) | m@®n (parallel conjunction)
| a.m (sequencing) | me&n (parallel disjunction)
| recX.m (recursion)

(0e{®,®})

Monitor Semantics

MVRP1L MVRP2L
MEND teH l’¢H MACT
(t,end) LH (ta,end) (t,noGn) ;H (t,n) (t,noOnN) ;H (t,no) (t,a.m) LH (ta,m)
R mTauL
e (t,m) —g (t,m’)
(t,recX.m) —p (t,m[recX.m/x]) (t,moOn) =y (t,m ©n)
MPAR1 MPAR2L
(tm) =g (t,m")  (tn) —p (') n#no (tm)—y (t'm’) (tn)<pu (tn) - u
(t,mon) g (t',m’ on’) (t,mon) g (t',m’)
Instrumentation
N 1TER
o m#no p-—op’ (tm) g (tm)Pu
H>(t,no)<pi>H,t>(t,end)<p Hvy (t,m)<p —a—>H>(ta,end)<p’
1AsP 1AsM 1IMon
T ’ T ’ a ’ a ’
p—p (t,m) —g (t',m’) p—p’ (t,m) >y (t',m')
H>(t,m)<p— H>(tm)<p’  H>(tm)<p>H>(t',m)<p  H>(tm)<p=H>(t',m’)<p’

Figure 3.1. Monitors and Instrumentation for deterministic SUSs

report them to the monitor [36, 18, 46]. Instrumentation can follow either of two approaches: inline or
outline. In the inline approach, monitor code is directly injected into the system’s code, e.g. by adding
additional checks or logging statements in specific points. This approach typically yields lower overheads
and is more expressive since the monitor has full access to the SUS implementation. However, inline
instrumentation cannot be used when the system model is unavailable (e.g. in case of restrictions due to
intellectual property rights, third parties services, etc.). In the outline approach, the SUS and the monitor
are kept as separate entities, and an external tracing infrastructure gathers SUS events and forwards
them to the monitor. Since this thesis aims to stick, as much as possible, to a black-box treatment of the
SUS, our monitoring framework adopts the second approach, i.e., outline instrumentation. This permits
the instrumented monitors to analyse the events emitted by the SUS without relying on any information

about the specific intermediate states reached during execution.
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3.1.1 Monitors

The runtime analysis conducted by our monitors, defined in Figure 3.1, records the SUS traces that lead
to rejection states. An executing-monitor state is described as a tuple (t,m) € TRc X MoN, where t is the
trace that some initial monitor has analysed from the beginning of the run, up to the current execution
point, and m is the current state of the monitor after this analysis.

Executing-monitor transitions are defined w.r.t. a history H that stores the trace prefixes accumulated

in prior monitored executions of the same SUS. They take the form
'7 7’ 4
(t,m) — gy (t',m")

where 1 € AcT, to denote that (#,m) transitions to (¢’,m’) either by observing an action a produced by
the SUS, i.e, n =a € EACT, or by evolving autonomously using the silent action 7, i.e., n=7.

A monitor execution can reach one of two final states: either a rejection verdict, no, or an inconclusive
state, end. The inconclusive state end behaves like an identity, transitioning to itself when analysing any
SUS action (without aggregating the trace further); this is described by rule MEND. Differently, a rejection
state no indicates to the instrumentation that the (partial) trace analysed thus far should be aggregated
to the history. After aggregating the trace, it then behaves as end; this is described by instrumentation
rule INo to be discussed later. Note that rule INo is the only rule that extends the history H by the
aggregated trace t as (H,t).

The current recorded trace is accrued via monitor sequencing, @.m, described in rule MAcT. Besides
sequencing, (sub-)monitors can be composed together as a parallel conjunction, m ® n, or a parallel
disjunction, m @ n. Parallel monitors, m©®n where © € {®,8}, either move autonomously with silent ¢
actions, following rule MTAUL (symmetric MTAUR elided), or in unison when analysing system actions «,
following rule MPAR1. When the sub-monitor m can analyse the action proffered by the system but the
other sub-monitor n cannot, the transition is still permitted but the blocked sub-monitor n is discarded,
following rule MPAR2L (the symmetric rule, MPAR2R, is elided). This reason for this is that although the
sub-monitor n cannot analyse the system action « produced, i.e., (t,n) 7% H, it does not prohibit the other
sub-monitor m from potentially recording a new trace. An analogous mechanism is also implemented
by the instrumentation rule 1TER to be discussed later.

Four rules determine how a rejection verdict sub-monitor is handled (symmetric rules elided). Rule
MVRP2L asserts that the verdict no supersedes its parallel counterpart whenever the accumulated
(violating) trace is new, i.e., t ¢ H; when no®n transitions to no, it allows the instrumentation rule iNo to
add t to the history. Dually, if the trace aggregated is already part of the history, i.e., t € H, the rejection
verdict is discarded, i.e., no®n transitions to n, to allow the other sub-monitor, n, to potentially collect
other violating traces with common prefixes over multiple runs, following rule MVRP1L.

The remaining monitor rules are standard, where symmetric rules are elided. We note that, although
trace collection does not distinguish between parallel conjunction and disjunctions, history analysis

does. This can be seen in Figure 3.3, which will be thoroughly discussed in Section 3.2.

3.1.2 Instrumentation

The operational behaviour of an executing-monitor is connected to that of a running SUS via the

instrumentation transition relation in Figure 3.1. It is defined over monitored systems, which are triples
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that consist of a SUS state p, an executing-monitor (t,m), and a history H, denoted as
H»(t,m)<p
For action 1 € AcT, monitored system transitions take the form
He(t;m)ap — H's(t',m')<p’

and denote that the executing-monitor (¢,m) transitions to (¢',m’) when analysing the SUS transitioning
from p to p’ via action 5, updating the history from H to H’ in the process.

Rule iMon formalises the analysis of an action: whenever a system p transitions to p’ via action a and
the executing-monitor (m,t) can analyse a and transition to (m’,t’), the two transition in lockstep to
H»(m’,t")<p’. Rule INo, previewed earlier, handles the storing of new traces ¢ that lead to a rejection
verdict by extending the history H to (H,t) whenever the executing-monitor is in a rejection state
(m,no), forcing the executing-monitor to terminate in the process. Instrumentation also allows the
SUS and executing-monitor to (internally) transition independent of one another via silent actions, as
described in rules 1AsP and 1AsM. In case (¢,m) can neither analyse a SUS action, nor perform an internal
transition, instrumentation forces it to terminate prematurely by transitioning to the inconclusive
verdict (rule 1TER); this ensures instrumentation transparency, i.e., the instrumented monitors interfere
minimally with the SUS execution [73, 72]. Consequently, the monitoring infrastructure does not block
the behaviour of the SUS whenever the executing monitor cannot analyse a system event.

We adopt a similar convention to that of Chapter 2. For instance, we define weak transitions in a
similar manner and write Hl>(t,m)<p=u>H’l>(t’,m’)<p’ instead ole>(t,m)<pé mgH%(t’,m’) ap’

whenu=o,-- .

Remark 3.2. A major departure from existing work on formalising monitor instrumentation [76, 10, 73]
is that ours does not flag property violations. Instead, it limits itself to aggregating traces. Indeed, each
monitored SUS execution starts with the empty trace t = € and the history size can increase by at most

one trace along each execution, namely the current trace accrued. ]

Our monitors are designed to work over multiple runs of the same SUS. Starting from an empty history
H, =0, a set of trace prefixes, each leading to rejection monitor states no, can be accumulated in the
history over a sequence of monitored system executions by passing the resulting history H; obtained
from the i monitored execution on to the subsequent execution i+1. As depicted in Figure 3.2, this

induces a (finite) totally-ordered sequence of histories, H, € H; C H, C --- where H, = 0.

Example 3.3. Consider monitor m, below, which reaches a rejection verdict after observing either action
a or action c, following a sequence of serviced queries (i.e., alternating r and s actions).
def
m, = recX.(r.s.X® (a.no®c.no))

When instrumented with system p, “recX. (r.s.X+(a.X+c.0)) from Example 2.3, the executing-monitor
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"o Mot} H= (0}

" bonitor m}——— Hi= (1.5}

t

Figure 3.2. History aggregation over n monitored SUS executions

(e,m,) with history H, =0 can aggregate the trace prefix t, =rsa as follows:

Hy> (e,my)<p, SLEN H,> (e,my)<r.s.p;+(a.p,+c.0) (1AsP)
BLEN Hy> (€,r.s.m; @ (a.no®c.no))<r.s.p;+ (a.p,+c.0) (tAsM)
SN Hy» (r,s.m;) <s.p, (tMon)
N Hyw (rs,my) <p, (1IMon)
- Hy» (rs,my)<r.s.p,+(a.p;+c.0) (1AsP)
= Hyv (rs,r.s.m;® (a.no®c.no)) <r.s.p;+ (a.p; +c.0) (tAsM)
SEN Hy> (rsa,no)<p, (1IMon)
= HyU{rsa}»> (rsa,end)<p, (INo)

In a subsequent run with the augmented history H, = {rsa}, the executing-monitor (e,m,) can then

aggregate the trace prefix t, =rsc via the execution sequence
t
H» (e>m1) app == H,» (t2a I"IO) <Py _; H U {tz} > (tzsend) <Py

Note that, since monitors assume a passive role [73], they cannot steer the behaviour of the SUS. This

means there is no guarantee the SUS will exhibit different behaviour each time it is executed. ]

Since the behaviour of executing-monitors (t,m) in monitored systems H» (¢,m) <p is determined by
the accumulated history H, which governs whether m should stop monitoring and add ¢ to the history, or
continue observing p, the instrumentation mechanism must be able to handle overlapping trace prefixes

that may lead to rejection states.

Example 3.4. Monitor m, below is a revised version of monitor m, from Example 3.3, where sequences
of rs actions can be interleaved with memory allocations, i.e., finite sequences of a actions described by

the sub-monitor a.X in m,.
m, = recX. (r.s.X®a.X® (a.no@c.no))

Suppose the initial executing-monitor (e,m,) is instrumented with system p, from Example 2.3, which

can generate the trace rsarsa---. For history H, =0, monitor m, stores the trace prefix rsa via a transition
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sequence similar to that in Example 3.3. However, in a subsequent run with the augmented history

H, ={rsa}, we observe the following behaviour:

rs
H,>(e,m,)<p, = H,>(rs,r.s.m,®a.m,® (a.nodc.no))<a.p,
BN H,>(rsa,m,®no) <p,
;) Hﬁ’("sa,mz)“Pl (*)
rsa
= H,»>(rsarsa,m, ®no)<p,
SLEN H,»>(rsarsa,no)<p,

5 Hu {rsarsa}» (rsarsa,end) <p, @)

Transition (x) follows rule MVRP1R with (rsa,m,®no) 5 u, (rsa,m,) since rsac H,. The executing-monitor
does not stop accruing at the trace prefix rsa but continues monitoring the SUS until it encounters a

new rejecting trace, rsarsa. This is then aggregated to history H, in transition () using rule iINo. W

Rule 1No encodes the design decision to stop monitoring (by transitioning to the inconclusive monitor
end) as soon as a new trace is aggregated to the history. This provides the monitors conducting the
verification with a clear cut-off point at which to stop monitoring and pass the aggregated history to the
subsequent execution. Consequently, these successive monitored executions form the chain of histories

H, CH,CH,C- (ie, totally-ordered sequence of histories) outlined earlier.

3.2 History Analysis

We formalise how a history is rejected by a monitor through a proof system. This is used in conjunction
with the history aggregating mechanism of Section 3.1 to determine whether the SUS generating such
a history is rejected. Concretely, every time a new trace is added to the history, the proof system is
invoked. If it fails to reject that history, the SUS is executed again until a permanent verdict is reached.

The main judgement of this proof system is rej(H,m), i.e., monitor m rejects history H. It can be seen
as an attempt to reconstruct a partial model of the SUS from the traces aggregated by the monitors in
Section 3.1, large enough to infer the property violation. This analysis is the least relation defined by the

rules in Figure 3.3, which rely on a helper function

suffix(Hyp) = {t | nteH}

Intuitively, this function returns the continuation of all the traces in H that are prefixed by an 7 action,
and corresponds to the classical notion of the derivative of a language, also known as the Brzozowski
derivative [45, 110]. For instance, when H = {rsa,rsc,ars}, the function suffix(H,r) returns the set of
traces {sa,sc} whereas suffix(H,s) returns 0.

The axiom No states that a no monitor rejects all non-empty histories. This implicitly means that a
monitor cannot reject a SUS outright, without any observation. In rule AcT, a sequenced monitor a.m
rejects H if the sub-monitor m rejects the history returned by suffix(H,«). Parallel disjunction monitors
m@ n reject history H if both constituent monitors m and n reject H (rule PARO). Conversely, parallel
conjunction monitors m®n reject history H if either one of them rejects it (rules PARAL and the elided

symmetric rule PARAR). Rule REC states that a recursive monitor rejects a history if its unfolding does.
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NO ACT PARO PARAL REC
H+0 rej(suffix(H,a), m) rej(H,m) rej(H,n) rej(H,m) rej(H,m[recX.m/x])
rej(H,no) rej(H,a.m) rej(H,m®n) rej(H,mQ®n) rej(H,recX.m)

Figure 3.3. Proof System for deterministic SUSs

We say that monitor m rejects system p if and only if system p is capable of producing a history H that

m rejects (using the proof system in Figure 3.3). This is formalised in Definition 3.5.

Definition 3.5 (System rejections). A monitor m rejects system p, denoted as rej(p,m), whenever
3H C T, such that rej(H,m). ]

Example 3.6. Recall monitor m, = recX. (r.s.X® (a.no@c.no)) from Example 3.3. One can show that m,

rejects the history {rsa,rsc}, denoted rej({rsa,rsc},m,), through the left-hand proof derivation below.

rej({e}.no) ™ rej({e}.mo) rej({e}.no) ™ rej(@.no) (%)

rej({a, c}, a.no) et rej({a, c}, c.no) e rej({a}, a.no) e rej({a}, c.no) e

rej({a, ¢}, a.no®c.no) rArO rej({a}, a.no®c.no) RO
rej({a, c}, r.s.m; ® (a.no®c.no)) PARAR rej({a}, r.s.m;® (a.no®c.no)) PARAR
rej({a, ¢}, m,) rej({a}, m,)
rej({sa, sc}, s.m,) e rej({sa}, s.m,) et

rej({rsa, rsc}, r.s.my) et rej({rsa}, r.s.m;) et

rej({rsa, rsc}, r.s.m,® (a.no®c.no)) rArAL rej({rsa}, r.s.m; ® (a.no®c.no)) paRAL

REC REC

rej({rsa, rsc}, m,) rej({rsa}, m,)

In contrast, the right-hand derivation above shows why —rej({rsa},m,) since no rule from Figure 3.3

can justify the judgement rej(0,no) at (s). |

Remark 3.7. Derivations for rej(H,m) are not necessarily unique since Figure 3.3 allows a level of

non-determinism. For instance, the judgement rej({rsa,rsc},r.s.a.no®r.s.c.no) admits two derivations:

rej({e},no) " rej({e},no)
rej({a,c},ano) rej({a.c},c.no)
. ACT : AcT
rej({sa,sc},s.a.no) rej({sa,sc},s.c.no)
. ACT . ACT
rej({rsa,rsc},r.s.a.no) rej({rsa,rsc},r.s.c.no)
. PARAL - PARAR
rej({rsa,rsc},r.s.a.no®r.s.c.no) rej({rsa,rsc},r.s.a.no®r.s.c.no)
This, however, does not affect our theory. ]

Example 3.8 below illustrates how a monitor rejects a SUS by repeatedly aggregating and analysing

trace prefixes using the history aggreation and history analysis mechanisms.

Example 3.8. Recall the following execution sequences from Example 3.3, where H, =0 and H, = {t,}.

Hol>(e,ml)<tplé:»HoU{tl]»>(t1,end)<1p1 and H1>(E,m1)<1p1éHIU{tz}b(tz,end)«p1
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During the first monitored execution, instrumentation records the trace prefix t, = rsa but monitor m,
fails to reject the accrued history, i.e., —rej({t,},m,), as shown in Example 3.6. The monitored system
H,>(e,m,) < p, is thus executed again, this time with the augmented history H,, resulting in the addition
of the trace prefix t, =rsc to the history. Monitor m, can now reject the extended history, rej({t,,t,},m,);

see Example 3.6. This means that m, rejects p, via the witness history {t,,t,}, denoted as rej(p,,m,). B

We also note that, the history analysis in Figure 3.3 models the fact that monitor rejections are always

evidence-based. This is better illustrated in the example below.

Example 3.9. Although the (verdict) monitor, no, trivially rejects any system p, it can only do so after it
observes at least one execution. Once it is instrumented with p and initial history H, =0, the setup in

Figure 3.1 immediately triggers rule iNo, i.e.,
0> (e,no)<p N {e}>(e,end) <p

Since a new trace, €, has been added to the history, i.e, H; = {€}, the monitoring framework invokes the

proof system of Figure 3.3 to immediately conclude rej({e},no) via rule No, which implies rej(p,m). B

3.3 Summary

In this chapter, we presented an extended online monitoring setup designed to operate over multiple runs
of the same (deterministic) SUS. Monitoring is performed in two stages: history aggregation and history
analysis. History aggregation is conducted by executing-monitors, which collect information about the
SUS over multiple executions. We equipped these executing-monitors with an operational semantics and
formalised how their behaviour is connected to that of a running SUS via an instrumentation transition
relation. For the analysis phase, we introduced a proof system that determines how a monitor rejects a
history. This, in turn, establishes whether the SUS generating such a history is rejected, which is defined
in terms of the predicate rej. The resulting multi-run setup serves as the basis for defining rigorous
notions of monitor correctness in the following chapter and, later, for studying how multiple runs affect

the monitorability limits identified in prior works.



4 Monitor Correctness

RV establishes a correspondence between the operational behaviour of a monitor and the semantic
meaning of the property it is monitoring for [75, 12]. This is underpinned by what we understand by the

following statement:
“Monitor m correctly monitors for property ¢

What is actually expected of monitors is seldom defined in precise terms, making it hard to ascertain
monitor correctness. For instance, in the classical RV setup (see Section 2.3 for details), the least
correctness requirement one often expects is soundness [75], which ensures that the verdicts flagged by
the monitor conducting RV do not contradict the semantic meaning of the property being monitored
for. Another common requirement is completeness [13, 12], though its definition varies depending on the
monitoring setup. In certain cases, a monitor might be considered complete if it can flag a verdict at
least once, even if it misses other possible detections. However, missed detections could be harmful in
certain contexts, such as safety-critical or autonomous systems. In such scenarios, stricter completeness
constraints might be necessary, such as the ability of flagging all possible satisfactions or all possible
violations for a property. One might also require attributes that are independent of the property being
monitored for and instead focus solely on the verifying monitor. Common requirement include verdict
irrevocability, stating that once a monitor reaches a conclusion, that conclusion cannot be changed [73,
72, 12, 10], and passivity, where the monitor cannot interfere with the SUS execution [36]. The monitor
might also need to exhibit a certain degree of determinism, such as strong eventual consistency [60] or
observational verdict determinism [71, 72, 11], and conceal any non-determinism, as long as it is internal.

This chapter pins down what it means for a monitor from the multi-run monitoring setup of Chapter 3

to correctly monitor for a property ¢, building on the theoretical foundations of Aceto et al. in [7].

Structure of the chapter. The monitors of Chapter 3 conduct two interdependent tasks, namely
history aggregation and history analysis. In Section 4.1, we prove correctness properties of the history
aggregation mechanism of Section 3.1. Similarly, in Section 4.2, we shift our focus to the history analysis
mechanism of Section 3.2 and prove correctness properties about it. We conclude Section 4.2 by formally

defining the notions of soundness, completeness and correct monitoring for our multi-run monitors.

4.1 Correctness for History Aggregation

The first correctness result we show concerns the history aggregation mechanism of Chapter 3. Proposi-
tion 4.1 (below) states that the traces collected by the monitor are indeed traces of the system with which

it is instrumented. It can be used to show that whenever a history H is accumulated over a sequence of

25
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monitored executions of any system p, i.e., H, C H, C --- C H,, where H, =0 and H,, = H, we have that

H C T,. Following Proposition 4.1, we assume that all monitors considered are veracious.

Proposition 4.1 (Veracity). For any history H, monitor m, system p, and sequence of actions 7,,...,7,,

if H>(e,m)<pi>-~-LH'I>(t,m')<p' then p——t—>p'

Proof Outline. The proof is by induction on n.

For the base case, the result is immediate since p=p’, t=€ and p= p.

NGNS (t',m”)<p”. We show
é) ”. By the IH and H» (e,m) < 2y, ”—k>H’> t,m’)<p’, we deduce =t> ’. By case analysis on
p=p". by p p p=7p.Dby y

the rules that could have been used to derive H'»> (t,m") < p’ Jn H”v>(t',m")<p”, we know

. . I/ Nk
For the inductive case, suppose H>(e,m)<p — ---— H'>(t,m’)<p’

o ify=rthent' =t and p’= p”
. 1
« if p#7thent' =tnand p’ = p”

Together with p = p’ and the definition for weak transitions, these imply that p = p”.

For the complete proof, see Appendix B.1. O

Another important correctness criteria for our multi-run monitoring setup is that executing-monitors
behave deterministically, i.e., they produce consistent outcomes for the same SUS observations [72, 11].
Establishing that executing-monitors indeed exhibit such behaviour relies on two additional results,
namely Propositions 4.2 and 4.3. More specifically, Proposition 4.2 shows that r-moves do not affect the
analytical capabilities of a monitor, i.e., the executing-monitor can internally transition only if it cannot
analyse any SUS actions, and vice versa. Conversely, Proposition 4.3 assures us that monitor behaviour

is confluent w.r.t. -moves, i.e., the order of 7-moves does not affect the final monitor state.
Proposition 4.2 (7-Race Absence). For all @ € EACT, if (¢,m) Sy (t,n) then (t,m) i}H.
Proof Outline. Straightforward by case analysis. O

Proposition 4.3 (r-confluence). For monitors m,m’,m” € Mon, trace ¢t € Trc and history H € HsT,
if (t,m) Su (t,m’) and (t,m) Su (t,m”), then there exist weak r-moves (t,m’) (;H)* (t,n) and

(t,m"”) (;H)* (t,n) for some monitor n € MoN.

Proof Outline. By induction on the inference of the first move (t,m) 5 g (t,m’), with sub-induction on

the derivation of the second move (t,m) S (¢t,m"”). For the full proof, refer to Appendix B.2. O

Together, Propositions 4.2 and 4.3 allow us to equate monitor states up to 7-moves, a concept formalised

as monitor t-equivalence in Definition 4.4 below.

Definition 4.4 (Monitor r-Equivalence). The executing-monitors (¢,m,) and (t,m,) are r-equivalent

w.r.t. history H, denoted as (t,m,) =g (t,m,), if there exists a common monitor n € MoN such that
T % T

(tm) (—n)" (,n) and (t,m,) (—n)" (t,n). u
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Importantly, for a given history, the executing-monitors of Chapter 3 deterministically reach equivalent
states when analysing a (partial) trace exhibited by the SUS, formalised in Proposition 4.5. This is also

illustrated in Example 4.6 below.

Proposition 4.5 (Monitor Determinism). For all traces u,1,t,,t,, history H, and monitors m,n,,n,,

if (t,m) :u>H (t;,n,) and (t,m) :u>H (t,,n,) then t, =t, and (t,,n,) =y (t,,n,)

Proof Outline. We can show Xy is an equivalence relation, i.e., it is symmetric, reflexive and transitive.

Our result then follows from the stronger statement below:
if (t.my) =g (£,1,) and (£,m,) =g (4.1,) where (t,m,) 2 (t,m,), then t, =, and (£,n,) &g (t.1,)
We prove this by induction on the number of transitions in the first execution sequence (t,m,) = g (t,n,).

For the base case, we have u = ¢ and m, = n,. Since executing-monitors cannot record silent actions,
for the second move, i.e., (t, mz)(;H)*(tZ,nz), we can show ¢ =t,. By Definition 4.4, we thus get

(t,m,) =g (t,m,) =y (t,n,). Our result follows by transitivity.

. . . U u
For the inductive case, we can expand the first transition sequence to (¢t,m,) —pg (v;,n]) =g (t,,n,) for

some traces u’,0,, monitor n, and action 5. There are two cases to consider:

« If p=1, we can show u=u’, t =0, and (¢,m,) =g (v,,n). From the assumption (t,m,) = (t,m,) and
the fact that =y is an equivalence relation, we obtain (v,,n]) =g (t,m,). By (t,n]) éH (t,n,), the

u
second transition sequence (t,m,) =g (t,,n,) and the IH, we conclude t, =t, and (t,,n,) =g (t,,n,).

e u
« If n=a€rAcT, we know u=au’ for some trace u’. The second transition sequence (t,m,) =p (t,,n,)

can be expanded as

(tm2) (o) (0) S (020)) S (1,1m,)
for some trace v,. By Definition 4.4, we also know (t,m,) =g (t,n,). By this, the assumption
(t,m,) =y (t,m,) and the fact that =y is an equivalence relation, we deduce (t,m,) = (t,n,). Using
Proposition 4.2, we can also show that since (¢,m,) Su (vy,n!) and (t,n)) . (vy,nY) where

(t,m,)=p(t,n,), we have m, =n, and n] =n,’ and v, =v,. Our result then follows by the IH.

For the full proof, refer to Appendix B.2. (]

Example 4.6. Recall m, = recX.(r.s.X@a.X@ (a.no@c.no)) from Example 3.4. Given history H=0 and

trace u =rsa, the executing-monitor (€,m,) can reach both monitor states (u,no) and (u,m, ® no), that is
u u
(e,m;) =n (4,n0) and (em;) =n (u,m,®no)

However, the two executing-monitors (#,no) and (u,m, ® no) can converge at (u,no) by allowing the
latter to 7-transition with rule MVRP2R (since u ¢ H). Following Definition 4.4, this means that (u,no)

and (u,m, ® no) are r-equivalent w.r.t. history H, i.e., (u,no) g (u,m, ® no). |
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4.2 Correctness for History Analysis

Another sanity check characteristic of RV concerns the history analysis of Section 3.2 and is termed
verdict irrevocability [73, 72, 12, 10]. In our case, this translates to Propositions 4.7 and 4.8 stating that,
once the SUS is rejected by a monitor after exhibiting history H (using the history analysis of Section 3.2),
further observations (in terms of additional traces, width, or longer traces, length) do not alter this
conclusion. This is crucial whenever the remedial action taken is based on such verdicts. For instance,
when the monitor rejects a history, the monitor might step in and terminate the entire computation,
kill an offending process/thread (i.e., a part of the computation) or suppress the last action whenever
observable events can be buffered [16]; altering this conclusion would compromise the validity of the

remedial action taken by the monitor.

Proposition 4.7 (Width Irrevocability). For any histories H, H" and monitor m,

if rej(H,m) then rej(HUH’,m)

Proof Outline. The proof is straightforward by induction on the inference of rej(H,m). We only outline
the case for rule AcT, i.e, rej(H,a.m) because rej(H"',m) where H” = suffix(H,a).

Since rej(H'’,m) is a sub-derivation of rej(H,a.m), by the IH, we obtain that rej(H” U H""",m) for
any history H””. Letting H"” = suffix(H’,a), we know that H” UH"" = suffix(H,a) U suffix(H',a) =
suffix(HUH',&). Our result, rej(HUH’,a.m), follows by applying rule AcCT. O

Proposition 4.8 (Length Irrevocability). For any history H, traces t,u and monitor m,

if rej((H,t),m) then rej((H,tu),m)

Proof Outline. The proof is by induction on the inference of rej((H,t),m). We only outline the case for

rule AcT, i.e., rej((H,t),a.m) because rej(H’,m) where H’' = suffix((H,t),«). There are two subcases:

« When t=at’, then H' = (H",t") = suffix((H,t),a) for some H”. By the IH, we deduce rej((H",t'u),m).
But by definition, we also know (H",t'u) = suffix((H,tu),), meaning that rej(suffix((H,tu),a),m).
Our result, rej((H,tu),a.m), follows by applying rule AcT.

« When t =ft’ where f# a, we know suffix((H,t),) = suffix(H,a) = suffix((H,tu),c). Our result follows
by applying rule aAcT.

The proof for the other cases is straightforward; for the complete proof, see Appendix B.2. O

For RV purposes, the least correctness requirement expected of our (irrevocable) history analysis is
that any rejections imply property violations. Concretely, m monitors correctly for the (closed) formula
¢ only if, for any system p, whenever a monitor rejects this system, i.e., rej(p,m), then it must be the
case that p also violates the property, i.e., p ¢ [¢]. This requirement is more commonly referred to as
(rejection) soundness [75]. Correct monitors should observe soundness irrespective of the system they
are instrumented with. This universal quantification over all systems (i.e., for any system p) required by

Definition 4.9 manifests our black-box treatment of the SUS.

Definition 4.9 (Soundness). Monitor m monitors soundly for the (closed) formula ¢ if for all p e Prc,

rej(p,m) implies p ¢ [¢] [ |
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Example 4.10. It can be shown that monitor m, = recX.(r.s.X ® (a.no® c.no)) from Example 3.3
monitors soundly for violations of property ¢, = maxX.([r][s]X A ([alffV [c]ff)) from Example 2.4.
For instance, recall system p, = recX.(r.s.X +(a.X +¢.0)) from Example 2.3 which produces the two
trace prefixes t; =rsa and t, =rsc over two executions. Example 3.3 illustrates how these prefixes can be
veraciously accumulated as a history H ={t,,t,} once exhibited by p,, and Example 3.8 shows that such a
history is rejected, i.e., rej(H,m,). Since H C T,,, we conclude that m, rejects this system, i.e., rej(p,,m,).
Accordingly, system p, violates property ¢, i.e., p, & [¢,]-

By comparison, monitor m, < r.s.a.no is not sound for ¢, Specifically, m, is capable of collecting and
rejecting histories that contain trace t,, which means it would reject systems such as recX.r.s.a.X and

r.s.a.0 (since they can exhibit such a trace). However, these two systems do not actually violate ¢,. l

A complementary requirement to soundness is its dual, i.e., (rejection) completeness of Definition 4.11.
A monitor m monitors completely for a property ¢ if it can reject any violating system based on some
history it produces. Put otherwise, the monitor must be capable of identifying all violations of ¢ after

having accumulated traces from a finite number of monitored executions.
Definition 4.11 (Completeness). Monitor m monitors completely for (closed) formula ¢ if for all p € Prc,

p ¢ o] implies rej(p,m) |

Example 4.12. Using Definition 4.11, it can also be shown that m, monitors completely for violations
of ¢,. Concretely, any system that violates ¢, should be able to exhibit at least two traces of the form
(rs)"a and (rs)"c for some n > o. Once exhibited (and aggregated by m,), one can show that m, rejects
such a history, i.e., rej({(rs)"a,(rs)"c,...},m,) using a proof derivation similar to that in Example 3.8.
We also note that not all sound monitors for a property are complete. For instance, although monitor
r.s.(a.no @ c.no) is sound for ¢,, it cannot reject a violating system such as r.s.r.s.(a.0 +¢c.0), which

exhibits the traces rsrsa and rsrsc but not traces rsa and rsc. This makes the monitor not complete. ll

For monitors that are veracious and produce irrevocable verdicts—as those defined in Chapter 3—

(rejection) soundness and completeness constitute the basis for our definition of monitor correctness.

Definition 4.13 (Correct Monitoring). A monitor m monitors correctly for the (closed) formula ¢ if it

can do so soundly and completely. |

Remark 4.14. Although Definitions 2.9 and 4.13 are analogous, their underlying notions of soundness and
completeness are different; we opted to redefine the latter to eliminate any potential confusion. Crucially,
in the classical RV setup, the meaning of “m monitors correctly for ¢~ was formalised as single-run

monitoring (see Definition 2.9) whereas Definition 4.13 redefines it as multi-run monitoring. |

Example 4.15. Using Examples 4.10 and 4.12, one can show that monitor m, monitors correctly for ¢,.
The same cannot be said for monitor r.s.(a.no® c.no) and property ¢,; although this monitor is sound

for ¢,, Example 4.12 showed that it is not complete. ]
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4.3 Summary

This chapter formalised what it means for a monitor to correctly analyse a property over multiple runs.
We argued that a proper definition for monitor correctness needs to take into consideration both the
history aggregation and the history analysis mechanisms of Chapter 3. For the former, we showed
that executing-monitors are veracious, i.e., traces collected by an executing-monitor are indeed traces
of the SUS, and deterministic, i.e., they always reach equivalent states when analysing the SUS same
traces. For the latter, we showed that rejections flagged by monitors during analysis are irrevocable,
i.e., once a history is rejected by a monitor, further observations (in terms of additional traces, width,
or longer traces, length) do not alter this conclusion. We expect two correctness guarantees from the
multi-run monitors of Chapter 3, namely soundness, i.e., rejections flagged by the verifying monitor do
not contradict the semantic meaning of the property being monitored for, and completeness, i.e., verifying
monitors must reject all violating systems. These two requirements constitute the basis for our definition
of monitor correctness and directly affect which properties can be monitored for at runtime and those

that cannot, as will be demonstrated in the following chapter.



5 Monitorability

Monitorability [62, 76, 36, 12] delineates the properties that can be correctly monitored for at runtime
and those that cannot. In our setting, this translates to a correspondence between the declarative logic
semantics of Chapter 2 (i.e., violations of logical formulae) and the operational monitor semantics of
Chapter 3 (i.e., monitor rejections). More specifically, monitorability is parametric w.r.t. the monitoring
set-up assumed (i.e., the operational semantics of Figure 2.1) and the definition of the statement “monitor
m monitors correctly for property ¢ ” from Chapter 4, formalised in Definition 4.13.

Apart from defining the notion of correct monitoring, monitorability plays a crucial in the development
of RV tools by guiding the design of synthesis procedures that automatically generate (correct) monitors
from logical formulae [32, 15, 30, 102, 37, 56, 108]. Distinguishing between properties that can and
cannot be correctly monitored for has other practical advantages. For instance, synthesis procedures
could be optimised to generate monitors only for monitorable properties [32, 30], avoiding unnecessary
computation for those that cannot be verified at runtime. In certain settings, a syntactic characterisation
for the maximal subset of formulae that are monitorable can also be identified [6, 10, 74, 76]. This,
in turn, provides us with a simple yet effective syntactic check for determining whether a formula
is worth runtime verifying. Concretely, if a formula falls within the scope of this fragment, we are
assured that the synthesised monitor will always reach meaningful verdicts. Otherwise, an alternative
verification technique, such as model checking, must be employed. This directly shapes the design of
hybrid verification strategies that combine RV with other verification techniques [107].

This chapter investigates the increase in expressive power when moving from single-run monitoring to
multi-run (using the operational model of Chapter 4). The approach we adopt follows closely that in [75]
and applies to a variety of settings [115, 10, 86, 47, 17, 64, 28]. It fosters a separation of concerns between
the specification semantics and the verification method employed. Crucially, such an approach ensures
that the operational model can be adapted (e.g. by optimising it to aggregate the histories of Section 3.1
more efficiently), or even replaced, without affecting the set of monitorable properties, provided that the

verifying monitors continue to satisfy the same correctness requirements.

Structure of the chapter. Section 5.1 formally defines what it means for a property to be monitorable
over multiple runs. Based on this definition, we identify an extended logical fragment that is monitorable
in our augmented monitoring setup; the proofs are given in the dedicated Section 5.2. Section 5.3 then
establishes that the identified logical fragment is maximally expressive, i.e., every property that can be
monitored for correctly via the multi-run monitors of Chapter 3 can always be expressed as a formula in

this fragment; the proofs are given in the dedicated Section 5.4. Section 5.5 concludes.

31
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5.1 The Monitorable Logical Fragment

To investigate what properties can be verified at runtime using the multi-run monitors of Chapter 3, we
start by formally defining what it means for a property to be monitorable. More specifically, Definition 5.1
below is parametric w.r.t. the definition of “m monitors correctly for ¢ ”; prior work [76] formalised this as

single-run monitoring (see Definition 2.9) whereas Definition 4.13 redefines it as multi-run monitoring.

Definition 5.1 (Monitorability [10, 76]). A formula ¢ € REcHML is monitorable iff there exists a monitor
m € MoN that monitors correctly for it, ie, soundly and completely. A (sub)logic £ € RecHML is

monitorable iff every formula ¢ € L is monitorable. |

Our multi-run monitoring setup allows us to extend the monitorability limits established in [10, 76].
Specifically, we identify sSHML" , a syntactic subset of ReCHML that extends SHML (Theorem 2.12) with

disjunctions, and show it is monitorable according to Definition 5.1.

Definition 5.2 (Disjunctive SHML). The RECHML safety fragment with disjunctions, sHML", is defined

inductively as follows:

pyesHMLY == tt | ff | [ale | oAY | @Vy | maxX.p | X ]

Showing that a logical fragment, £ C RECHML, is monitorable is non-trivial due to the various
universal quantifications that need to be considered, e.g. all ¢ € £ from Definition 5.2 and all p € Prc
from Definitions 4.9 and 4.1. We prove the monitorability of SHML" systematically, by concretising the
existential quantification of a correct monitor for every formula in sHML" via the monitor synthesis
function (- in Definition 5.3. We then prove that for any ¢ € sHML", the generated monitor ()
monitors correctly for it, following Definition 4.13. A pleasant by-product of this proof strategy is
that the synthesis function in Definition 5.3 can be used directly for tool construction to automatically

generate (correct) witness monitors from specifications; see [32, 15].
Definition 5.3 (Monitor Synthesis). The function (—|) : SHML" — MoN is defined as follows:

(ff) = no (o A ) = (o) @ (o) ([al) = . (o) (X)=x

(tt) =end (o Vo) déf(]qo[)@(]qo[) (maxX.p) = recX.(op) [ ]

Remark 5.4. The synthesis function (—) can be optimised to remove redundant terms, e.g. ([r]ffA[r][s]ff)
would return r.no instead of r.no®r.s.no. For this version of the work, we opted for a simpler synthesis

to better illustrate the correspondence between formulae and the monitors verifying them. ]
Theorem 5.5 (Monitorability). All (closed) formulae ¢ € SHML" are monitorable. ]

The proof for Theorem 5.5 is given in the dedicated Section 5.2 which may be skipped upon first
reading. This result equips us with a simple syntactic check for determining whether a formula is

monitorable or not according to Definition 5.1 through a simple syntactic check.

Example 5.6. Since ¢y, ¢,,¢5,¢, € SHML" (Examples 1.1, 1.3 and 2.4), we know they are monitorable,
following Theorem 5.5. Using Definition 5.3, we can also automatically synthesise a corresponding

correct monitor, e.g. (¢,) =m, (Example 3.3). [ |
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5.2 Proving Monitorability

Theorem 5.5 is proven in two steps; first, we show the monitors generated via the synthesis function
(~) are sound, Proposition 5.12, and then we show they are complete, Proposition 5.13. To prove these
results, we give an alternative definition to that of Figure 2.1 that characterises the specific histories
along which systems violate (closed) formulae in Definition 5.7 (a form of derivative semantics [124]

adapted from [2]).

Definition 5.7 (Violation Relation). The violation relation, denoted as |=,, is the least relation of the

form (Hstx sHML") satisfying the following rules:

vF vUm VANDL VANDR vOR
H#0 suffix(H,a) o ¢ HEy o HE.y HE,o HE.Y
Hlz, ff Hl, [a]e HEop Ay LN HEooVy
vMax
H =, g[maxXo/x]
H |, maxX.¢
We read “H violates ¢” whenever H |, ¢. |

Example 5.8. System p, = recX.(r.s.X+(a.X+c.0)) from Example 2.3 can exhibit the history {rsa,rsc},
which violates formula ¢, i.e,, {rsa,rsc} =, ¢,. This is justified by the left proof derivation below, which

is very similar to that in Example 3.8.

L= A (S 1N {a} Eo [alff a) Fo [elff "
{a,c} E, [alff fac) o [e]ff " {a} Eo [alffV [c]ff o
{a ¢} E, [alffV [c]ff o {ab o [r]ls]py A (lal v [c]f) ™
a.c} o [rlsloy A (alffv el @Whoe
{a,c} Eo 0, o {sa} Folslg,
{sa, s} =, [slp, “U““U {rsa} o [r][slp, "
trsarschbo [lslo, ™ {rsa} o [ [s]gs A ([alfEV [c]f) ;L
{rsa rsc} o [r][slgy A (Lalffv [elf) ™ {rsa} Ey 0, .

{rsa, rsc} Ey 0,

However, formula ¢, cannot be violated with a history that contains fewer traces, such as {rsa}, ie,
{rsa} £y ¢,. This is depicted in the right proof derivation above, since no rule from Definition 5.7 can

justify the judgement 0 |=, ff at (xx). ]

Despite the technical discrepancies between the definitions for property violations in Figure 2.1 and
Definition 5.7, i.e, p ¢ [¢] and H |=, ¢, we can show that the two definitions correspond. The proof for

Theorem 5.9 is quite involved and can be found in Appendix A.

Theorem 5.9 (Correspondence). For all (closed) formulae ¢ € SHMLY and systems p € Prc,

p¢le] iff (3HCT, suchthat H =, ¢) [ ]
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Soundness and completeness of the monitors generated by (-, formalised in Propositions 5.12 and 5.13
below, rely on a number of additional results. In particular, Lemmas 10 and 11 show there is a tight

correspondence between the rejected histories, rej(H,m), and the histories that violate formulae, H |=, ¢.
Lemma 10. For all (closed) formulae ¢ € SHML" and histories H € Hsr, if rej(H, (¢)) then H [, ¢.

Proof. By induction on the derivation of rej(H, (¢)). We outline the main cases:

« Case AcT. We know rej(H,a.m) because rej(suffix(H,a),m) where ¢ = [a]¢ and m = (¢)). By the IH,
we deduce suffix(H,a) |=, . Our result, H |=, [] ¢/, follows by applying rule vUm from Definition 5.7.

. Case REC. We know rej(H,recX.m) because rej(H,m[recX.m/x]) where ¢ = maxX.y and m = (/).
We can also show that m[recX.m/x| = (i) [(maxX.¥)/x] = (y[maxX.¥/x]). Using the IH, we obtain
H |, y[maxX.¥/x]. Our result, H £, maxX.y, follows by rule vMax from Definition 5.7.

The remaining cases follow with similar reasoning. (|
Lemma 11. For all (closed) formulae ¢ € sHML" and histories H € Hsr, if H |=, ¢ then rej(H, (¢))-
Proof. The proof is by rule induction on H |=, ¢, following an approach similar to that for Lemma 10. [J

Based on these results, we are now in a position to prove the soundness and completeness of the

monitors generated by (—).
Proposition 5.12 (Soundness). For any formula ¢ € sHML", monitor (¢]) monitors soundly for ¢.

Proof. Expanding Definitions 3.5 and 4.9, we need to show that for all ¢ € SHML" and all p € Prc,
if (3H C T, such that rej(H, (¢))) then p ¢ [¢]

Suppose that 3H C T, such that rej(H, (¢)). By Lemma 10, we deduce H |=, ¢. Our result, p ¢ [¢], then

follows using Theorem 5.9. O

Proposition 5.13 (Completeness). For any formulae ¢ € sHMLY, monitor (@) monitors completely for ¢.

Proof. Expanding Definitions 3.5 and 4.11, we need to show that for all ¢ € SHML" and all p € Prc,
if p ¢ [¢] then (3H C T, such that rej(H, (¢))))

Suppose p € [¢]. By Theorem 5.9, we know 3H C T, such that H |5, ¢. Our result, rej(H, (¢)), follows by

Lemma 11. .
We are now in a position to prove Theorem 5.5, which we restate below.
Theorem 5.14 (Monitorability). All (closed) formulae ¢ € sSHML" are monitorable. |

Proof. Follows from Propositions 5.12 and 5.13, with (¢) as the witness correct monitor. O
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5.3 Expressiveness of the Monitorable Logical Fragment

Although Theorem 5.5 showed that the monitorability limits identified in previous works [10, 76] can be
extended with multiple executions, several formulae are still unmonitorable (for violations) according to
Definition 5.1, particularly when they include existential modalities, ()¢, and least fixed points, minX.¢.

Intuitively, violations of formulae containing existential modalities are unmonitorable because they
require monitoring to aggregate all the SUS traces from a certain point of the execution onwards. Since
SUS traces can, in general, be infinite, this requires history analysis to consider histories with an infinite

number of traces, which cannot be aggregated over unbounded (albeit finite) multiple runs.

Example 5.15. Consider the formula (a)tt. Assume, towards a contradiction, that there exists a sound
and complete monitor m for it. By the soundness and completeness requirements of Definitions 4.9

and 4.11, this means that for all systems p € Prc, we have

péle] iff rej(p,m) (51)

Pick an arbitrary violating system q ¢ [{a)tt], i.e, q 5. By eq. (5.1), monitor m must reject such a system,

i.e., rej(g,m). Expanding Definition 3.5, we this means that
3JH C T, such that rej(H,m)

However, from system g, we can build another (deterministic) system g+ .0 that satisfies the formula
(a)tt, ie, q+a.0 € [(a)tt]. We also know that H is a history of g+a.0 since H C T, C Ty, Which, by
Definition 3.5, means that m rejects q+a.0, i.e., rej(q+a.0,m). This and g+ «.0 € [{a)tt] make monitor m

unsound, contradicting our initial assumption that m is sound for {a)tt (apart from being complete). B

Similarly, violations of formulae containing least fixed points are unmonitorable because they require
monitors to analyse traces of infinite length, which cannot be aggregated by the operational semantics

of Figure 3.1. This is better illustrated in Example 5.16 below.

Example 5.16. Using an argument similar to that in Example 5.15, we can show that the least fixed
point formula minX.([a] X A [S]ff), describing system that eventually stop producing action « and never
produce action S, is not monitorable according to Definition 5.1. Assume, towards a contradiction, that
there exists a monitor m that monitors soundly and completely for this formula. Due to the soundness
and completeness requirement of Definitions 3.5, 4.9 and 4.11, this means that for all p € Prc, we have
that

p¢le] iff (3H CT, such that rej(H,m)) (5.2)

The single-state system ¢ with the sole transition g 5 q violates this formula, i.e., g [minX.([a] X A
[B1ff)]. Using eq. (5.2), we must have rej(H,m) for some H C T,. From Figure 3.1 and the structure of g,
we also know H is a finite set of the form {a" | n€N}. Fix k to be the length of the longest trace in H and
then consider the system r consisting of k+1 states that exclusively has the transitions r =r, 5.5 Tk
(and nothing else). Clearly, system r satisfies minX.([a]X A [B]ff), i.e., r € [minX.([a] X A [B]ff)]. But
since H is also a history for r, by Definition 3.5, monitor m must also reject r, i.e., rej(r,m). This, however,

contradicts the initial assumption that m is sound (and complete). ]
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We can show that the syntactic subset SHML" of Definition 5.2 is the largest monitorable fragment of
RECHML w.r.t. the extended multi-run monitorability setup of Chapter 3. In particular, every property
that can be monitored correctly according Definition 4.13 is always expressible as a formula in the

sHML". However, we first define what we mean by language inclusion up to semantic equivalence.

Definition 5.17 (Language Inclusion). For all £,, £, € RecHML,

£,C L, = Forall @, € L,, there exists ¢, € L, such that [¢,] = [¢.] [ ]

[Maximality] If a language £ C RECHML is monitorable w.r.t. MoN, then every property ¢ € L can be
expressed as a property iy € sSHMLY ie, £L T sHML". [ ]

The proof for Section 5.3 is given in the dedicated Section 5.4 which may be skipped upon first reading.
This result ensures that restricting verification to the (sub)logic of Definition 5.2 does not impinge on
the set of properties that can be monitored for at runtime (using the multi-run monitor of Chapter 3).
Stated otherwise, one can determine if an arbitrary RECHML formula is monitorable by reformulating it
into a (semantically) equivalent formula from sHML". This would allow a verification framework to
decide whether to runtime verify the property or employ alternative verification techniques, such as
model checking. We note that even though the problem of checking for equivalence across formulae is
non-trivial [61], it is arguably easier than using Definition 5.1; for the latter, numerous quantifications
need to be considered, as already stated in Section 5.1. Section 5.3 is also useful for the construction of
RV tools: the development of automated monitor synthesis can exclusively target the identified syntactic
fragment SHML", assured that all monitorable properties are still covered.

Although Section 5.3 is defined in terms of the analytical powers of our extended multi-run setup, we
can show that this result also holds for arbitrary monitoring setups, Theorem 5.21. This result relies on
the notion of bad histories, where a history is said to be bad for a formula ¢ if all systems that produce
that history also violate ¢, Definition 5.18. In other words, that history demonstrates enough evidence to
conclude with certainty the violation of the formula. Definition 5.20 then gives an alternative definition
for monitorability based on the history evidenced, where a formula is monitorable via bad histories if all

violating systems are capable of producing a bad history for it.

Definition 5.18 (Bad History). History H is bad for the (closed) formula ¢ if for all systems p € Prc
such that H C T, then p ¢ [¢]. [ |

Example 5.19. We can show that the history H = {rsc,rsa} is bad for the formula ¢, from Example 2.4.
Concretely, Example 5.8 asserts that H violates ¢,, i.e., H |=, ¢,. Using Theorem 5.9, we can conclude that
all systems p capable of producing H, i.e., H C T,, violate ¢,, i.e., p ¢ [¢,]. The same cannot be said for
histories that contain fewer traces, such as {rsa}: system such as recX.r.s.a.X and r.s.a.0 can generate

such a history but they do not violate ¢,. ]

Definition 5.20 (Monitorable via Bad Histories). A (closed) formula ¢ is monitorable via bad histories if
for every p e Pre, p ¢ [¢] iff (3H C T, such that H is bad for ¢). [ ]

Theorem 5.21 (General Maximality). If a language £ C RECHML is monitorable via bad histories, then

L cannot (semantically) express more properties than sHMLY, i.e, £ T sHML". |
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We highlight the fact that Theorem 5.21 is a stronger statement than Section 5.3, as it is independent of
the monitoring setup used. At the same time, it follows from Theorem 5.21 that the extended multi-run
monitoring setup of Chapter 3 is general enough to reject all violating systems since all properties that

are monitorable via bad histories are also monitorable according to Definition 5.1, and vice versa.

5.4 Proving Maximal Expressiveness

The first step towards showing that sHML" is maximally expressive, formalised in Section 5.3, is to

define expressive completeness w.r.t. the monitoring setup Mon of Chapter 3.

Definition 5.22 (Expressive-complete). A language £ C RECHML is expressive-complete if for all

monitors m € MoN, there exists some (closed) formula ¢ € £ such that m monitors correctly for it. Wl

We prove that the language SHML" is expressive-complete systematically, by concretising the existen-
tial quantification of a corresponding sHML" formula for every monitor in MoN via the function ((—))

in Definition 5.23. We note that the function ((—)) is the inverse of (—)) from Definition 5.3.

Definition 5.23 (Reverse Monitor Synthesis). The function ({(—)):MoN—RECHML is defined inductively

on the structure of m as follows:
{{no)) = ff (meny = (mYyA{n)y  (am)) = [a](m)) (XN =X

def def

((end)) = tt (men)) = ((m)) Vv {(n)) ((recX.m)) £ maxX.((m)) n

Lemma 24 below shows that there is a tight correspondence between the systems rejected by monitors,
i.e, rej(p,m), and the systems that violate the formulae generated by ((-)), i.e., p & [{({m))]. In particular,

monitor m monitors correctly (i.e., soundly and completely) for the formula ((m})).

Lemma 24. For any system p € Prc and monitor m € MoN, rej(p,m) iff p ¢ [{((m))].

Proof. Since m= ({({(m))), our result follows from Propositions 5.12 and 5.13 by letting ¢ = ({(m)). ([
Theorem 5.25. The (sub)logic sSHML" is Expressive-Complete w.r.t. MoON.

Proof. Follows by Lemma 24 since we can show ({m)) € sHML" for any m € MoN. O

We are now in a position to prove the main result of this section, namely that sHML" is the largest
monitorable subset of RECHML up to logical equivalence, Section 5.3 restated below.

[Maximality] If a language £ € RECHML is monitorable w.r.t. Mon, then every property ¢ € £ can be
expressed as a property ¢y € sSHMLY ie, £ CsHML". [ ]

Proof. Since £ is monitorable w.r.t. MoN, by Definition 5.1, we have that for all p € £,
Jm € Mon such that m monitors correctly for ¢

Pick a formula ¢ € £ and assume there exists a monitor m € Mon such that m monitors correctly for it.

Expanding Definition 4.13, followed by Definitions 4.9 and 4.11, we know that for all systems p € Prc,

rej(p,m) iff p ¢ [¢] (5.3)
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According to Definition 5.17, we need to show 3y € sSHML" such that [¢] = [¢].
Using Theorem 5.25, for the monitor m used in eq. (5.3), we also know 3y € SHML" where 1 = ((m))
and m monitors correctly for . Expanding Definition 4.13, followed by Definitions 4.9 and 4.11, this

means that for all systems p € Prc, we have that

rej(p.m) iff p ¢ [y/] (5.4)

From egs. (5.3) and (5.4), we immediately conclude that ¢ and ¥ are equivalent, i.e., [¢] = [¢]- O

5.5 Summary

This chapter showed that the monitorability limits established in [10, 76] can be partly mitigated by
observing multiple system executions. Our results demonstrate that monitors can extract sufficient
information over multiple runs (of a deterministic SUS) to correctly detect the violation of a class of
branching-time properties that may contain disjunctions (Theorem 5.5). We also proved that the identified
monitorable fragment SHML" from Definition 5.2 is maximally expressive (Section 5.3 and Theorem 5.21).
In particular, every property that can be monitored correctly using our monitoring framework can
always be expressed as a formula in SHML". Such a syntactic characterisation of monitorable properties

is useful for tool construction, as will be shown later in Part III of this thesis.



Part I1

Repeated Monitoring for

Non-Deterministic Systems
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6 Revisiting the System Language

In this part of the thesis, we extend the work in Part I, which was limited to deterministic systems,
to potentially non-deterministic systems. We start by redefining the system language presented in
Chapter 2. In particular, we model system as Instrumentable Labelled Transition Systems, which extend
standard LTSs with additional properties. These properties permit the instrumentation mechanism to

extract more information about the SUS, which are then forwarded to the the monitor for analysis.

Structure of the chapter. Section 6.1 introduces the system language that will be used throughout
this part of the thesis, building on that in Chapter 2. Section 6.2 argues that although an instrumented
monitor is privy to more information about the SUS, the SUS is still treated as a black-box. In Section 6.3,
we revisit the specification logic presented in Chapter 2 and discuss how it is affected by the reformulated

system language of Section 6.1. Section 6.4 concludes.

6.1 The Model

We presuppose a set of actions, 1,& € Act=TAcTW {7}, with a distinguished silent (untraceable) action
7 and a set of traceable actions, yu,A € TACT = EACT WIACT, that consists of two disjoint sets. External
actions, a,f € EACT, describe the computation steps observable to an outside entity which are the subject
of correctness specifications. Internal actions, y,d € 1ACT, describe some internal computation performed
by the SUS. They are not of concern to correctness specifications but can still be discerned by a monitor
with the appropriate instrumentation mechanism. Notably, silent actions (denoted by 7) cannot be traced
by the instrumented monitors. This differs from the setup of Part I; there, we assumed that monitors
could only observe external actions as all internal actions were represented by the silent action 7.

A SUS is modelled as an Instrumentable Labelled Transition System (ILTS), a septuple of the form
(PRc, =, EACT, 1ACT, {7}, >, DET)

where SUS states are denoted by a set of processes, p,q € Prc, with an associated equivalence relation
denoted as = C PrRc X PRc; two states p and g are said to be equivalent whenever p =q.

The ternary transition relation, — C (PRcX AcT X PRrc), is defined over arbitrary actions (i.e., silent,
internal and external). We adopt a similar convention to that of Chapter 2 and write p NN q to denote
labelled state transitions, (p,n,q) €——, and p 7’76 whenever fq € Prc such that p N q. Transitions in

this ILTS abstract over equivalent states, that is:

forany p=gq, ifp R p’ then there exists ¢’ such that g AR q’ where p’=¢q’ (6.1)
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Remark 6.1. From Equation (6.1) it follows that the equivalence relation is a strong bisimulation [3]: if
p =q then p and q are strongly bisimilar. Moreover, since equivalent systems, p = g, exhibit identical

behaviour, they produce exactly the same traces, T, =T,. |

Instrumentation (to be later discussed in Chapter 7) can also abstract over (non-traceable) silent

7-transitions because they are confluent w.r.t. all other actions n € Acr, that is:

for any p, whenever p ;p’ and p Lp” then (i) either n=7 and p’ =¢’, or

(ii) there exists a state q and transitions p’ — ¢ and p”’ N q joining the diamond.

Remark 6.2. Silent actions capture f-moves in the sense of [131, 83] and arise naturally in linearly-typed
systems and as thread-local moves in concurrent systems. For instance, the system (let x =0, in &) ||
(let y=wv, ine,) can silently transition to either e, [%1/x] || (let y=0, ine,) or (let x=0, in &) || &, [?2/y].
In each case, system e, [V1/x] || e,[Y2/y] can be reached in one further silent step. This means that -

transitions are deterministic w.r.t. = (as defined in the next paragraph). |

Finally, an ILTS partitions traceable actions via the predicate DET : TAcT — BooL where all traceable

actions p € TACT satisfying the predicate, DET () = true, must be deterministic (up to =), that is:

ifp Lp’ and p i>p” then p’ =p”

Remark 6.3. The outcomes of the predicate DET can be determined by analysing the actions in TAcT.
E.g. Part IV shows that many systems are deterministic w.r.t. a subset of actions, such as asynchronous
systems and output actions. Crucially, DET treats actions as deterministic only when this is known with
certainty. All other actions, which could be either deterministic or non-deterministic, are conservatively
treated as non-deterministic. We also observe that ILTSs do not limit the range of systems modelled. In
particular, deterministic systems (including those of Part I) can be described by requiring DET(p) =true

for all actions, whereas for general systems, we would always have DET(y) = false. ]

Weak transitions, p = q, abstract over both silent and internal actions, whereas weak traceable
transitions, p =t q, abstract over silent actions only. Concretely, for external actions « € EAcT and

traceable actions y € TAcT, we adopt the following conventions:

« p= q means that either p=gq or 3p’ € Prc and € ({r} U1AcT) such that p Lp=g
« p=r q means that either p = q or Ip’ € Prc such that p i>p':>T q
o p = g means 3p’,p”’ € Prc such that p= p’ i>p"=> q
P S q means Jp’,p”’ € Prc such that p=rp’ Lp”=>r q
Traceable actions can be sequenced to form (augmented) traces, t,u € TRC=TACT", representing (finite)

prefixes of system runs. This is in contrast with the traces of Part I, which only consist of external

actions. We adopt the same conventions as Chapter 2. For instance, for the (augmented) trace t =y, -+ i,

: 4 : .. Ha Hn
we write p=r q instead of the sequence of transitions p =71 - =r14q.
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(a) SUS p as viewed by an external observer (b) SUS p as viewed by the instrumented monitor

Figure 6.1. Global views of the SUS

6.2 A Black-box Approach

Most work on RV focuses on designing monitors that can analyse any system. This is typically done by
treating the system as a black-box that emits the necessary events, without giving any information about
its internal state, source code or implementation details. However, in practice, systems are rarely treated
as complete black-boxes. More specifically, for an outline instrumentation to record enough relevant
information about the SUS so that the monitor can check it against a correctness specification of interest,
instrumentation must possess a certain degree of prior knowledge about the SUS itself. At the very
least, it must know the type of systems being runtime verified (e.g. web services, embedded systems
or message-passing systems) as it directly determines the kind of information that will be recorded
by observing the computation of a running systems (e.g. API calls, read/write on files or send/receive
messages). For instance, in Part I, as well as in other works on RV [10, 7, 13, 19, 5, 74], systems are
modelled as LTS of the form (Prc, —, EAcTU {7}). The only prior knowledge that instrumentation
has about these systems is that they can either transition with external actions from EAcT or silent ¢
actions; instrumentation forwards the former to the monitor but keeps the latter hidden as they are not
relevant for analysis.

By modelling systems as ILTSs (instead of LTSs), instrumentation gains the following two additional

pieces of prior knowledge about the class of systems being monitored for:

(i) Systems can internally transition with actions from 1AcT.
(if) The set of traceable actions TAcT =1AcTUEACT can be partitioned into deterministic and non-

deterministic actions using the predicate DET.

Instrumentation can thus extract certain internal aspects of system behaviour that were previously not
observable and forward them to the monitor for analysis, together with information about whether
the observed actions are deterministic or not. As a result, an ILTS provides two (global) views of the
SUS: an external one, as viewed by an observer limited to EAcT, and a lower-level view as seen by an
instrumented monitor privy to TACT together with DET, respectively depicted in Figures 6.1a and 6.1b.

Our treatment of the SUS is still considered black-box for a number of reasons. First, monitoring is
conducted w.r.t. a set of prior knowledge about the SUS that is fixed throughout the entire system compu-
tation. This means that the information on traceable actions TAcT (needed anyway for instrumentation
reasons) together with their deterministic properties DET, characterises an infinite class of systems,
not one specific SUS. For instance, when DET(r) = false, both the systems r.s.0+r.a.0 and r.(s.0+a.0)
can arise. However, although the monitor is equipped with prior information about the system, it is
still insufficient to uniquely identify the concrete system it is actually observing. Second, due to the
determinism guarantees, a monitor can at best reason about SUS states within the same equivalence

class (i.e., p = q), but not directly on specific states (see Proposition 6.5). For instance, if the monitor
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is observes action r produced by r.(s.0+a.0) +r.(s.0+a.0+a.0), the system could have transitioned to

either s.0+4a.0 or s.0+a.0+a.0, both of which belong to the same equivalence class.

6.3 Revisiting the Specification Logic

Properties are formulated for the external SUS view (i.e., the SUS as viewed by an external observer) in
terms of ReCHML formulae. This logic is defined by the negation free grammar in Figure 2.1, discussed
in detail in Chapter 2. Crucially, existential modalities, (@) ¢, and universal modalities, [a]¢, in this logic
only operate over external actions, i.e., @ € EACT. Put otherwise, RECHML formulae do not reference

internal actions, y € 1IACT; these are only used by the verifying monitors during analysis.

Example 6.4. Recall property ¢, = [71([s]ffV [a]ff) from Example 1.3 and suppose a monitor observes
the two trace prefixes rs and ra along two different executions. Even though both executions start from

the same SUS state, say p, distinct intermediate states could have been reached after exhibiting event r:

When p, # p], the trace prefixes rs and ra only share the initial state p. However, if DET(r) = true, these
two states must be equivalent i.e, p, = p;. Since transitions in an ILTS abstract over equivalent states
(formalised in eq. (6.1)), a monitor can infer that the SUS state p, can also emit event a, and vice versa for
the SUS state p; and event s. This means that the monitor can conclude that ¢, is violated since the SUS

state p, (resp. p;) can exhibit both events s and a. |

We recall that a state p satisfies formula ¢ if p € [¢] and violates it if p ¢ [¢]. Proposition 6.5 shows
that equivalent states, p = g, satisfy (resp. violate) the same formulae. Crucially, it allows us to reason

about system states in the same equivalence class.
Proposition 6.5 (Behavioural Equivalence). For all (closed) formulae ¢ € RecHML and systems p,q € Prc,
if p € [¢] and p=q then g € [¢]

Proof Outline. Suppose p € [¢] and p = q. From Remark 6.1, p and q are strongly bisimilar. Our result,

q € [[¢], follows by the well-known result that strong bisimulation preserves formula satisfactions. [

6.4 Summary

This chapter introduced the system language that will be used throughout this part of the thesis.
Specifically, systems are modelled as ILTSs, where actions are categorised as either external, internal or
silent, and traces are redefined as finite sequences of traceable (i.e., internal and external) actions. An ILTS
further partitions traceable actions into deterministic and non-deterministic ones via the predicate DET.
These features are leveraged in the subsequent chapters to enhance the analytical capabilities of the

monitors conducting runtime verification.



7 A Framework for Repeated Monitoring of

Non-deterministic Systems

Chapter 3 formalised an online monitoring setup that gathers information over multiple monitored
executions of the same deterministic SUS. In this chapter, we extend this multi-run RV setup to operate
over (potentially) non-deterministic systems. Monitoring is still performed in two steps, namely history
aggregation and history analysis. However, the SUS instrumentation we consider sits at a lower-level of
abstraction to the external view used by RECHML, where monitors are privy to traceable actions (instead

of external actions only) and the associated action determinacy delineation defined by DET.

Structure of the chapter. Section 7.1 builds on Section 3.1. It first presents our extended monitor lan-
guage, which remains largely unchanged from Section 3.1.1. This section then extends the instrumentation
transition relation of Section 3.1.2 to make internal actions, 1AcT, visible to the instrumented monitor.
Section 7.2 builds on Section 3.2, by redefining how a history consisting of traceable actions from TAcT
is rejected by a monitor privy to DET through a proof system. Based on this, we also redefine what it

means for a monitor to reject a system that can produce such a history. Section 7.3 concludes.

7.1 History Aggregation

We extend the monitor language and the instrumentation transition relation of Section 3.1. In sharp
contrast to the setup in Section 3.1, where all internal actions were represented by the silent 7 action and
thus kept hidden from the instrumented monitor, the extended framework presented in this part of the

thesis allows monitors to observe (and aggregate) both internal and external actions.

7.1.1 Monitors

In Part I, runtime analysis was conducted by monitors from Mon (Figure 3.1), which record the external
actions, @ € EACT, that lead to rejection monitor states. Monitors in this part of the thesis record the
traceable actions, p,A € TACT, that lead to rejection monitor states. Traceable actions can be sequenced
to form (augmented) traces t,u € ETRC = TACT". An executing-monitor state consists of a pair (t,m) €
ETRCcXMoN, where ¢ is the (augmented) trace that some initial monitor has collected from the beginning
of the run, up to the current execution point, and m is the current state of the monitor after analysing it.

The syntax of monitors remain unchanged from Part I. Concretely, in order to streamline monitor
synthesis from formulae (which only mention external actions) the monitor syntax does not reference
internal actions, e.g. @.m where a € EACT in Figure 3.1. Accordingly, monitor semantics determines

which external actions to record; see rules IMoN and MACT in Figure 3.1, discussed in Section 3.1. Internal
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1As]
Yoo
m# no p—p

He (t,m)<p— Ho (ty,m) <p’

Figure 7.1. Instrumentation rule for internal actions

actions, used to improve the precision of the history analysis, are recorded by the instrumentation
semantics following rule 1As], to be discussed later.
Executing-monitor transitions also carry over from Part I. They are defined w.r.t. a history H that

stores the (augmented) trace prefixes accumulated in prior executions and take the form
U ’ ’
(t,m) —pg (t',m’)

where 1 € EAcTU{r}. Such a transition denotes that the executing-monitor (¢,m) transitions to (¢’,m’)
either by observing an external action i.e., n = @ where a € EAcT, produced by the SUS or by evolving
autonomously via the silent action, ie., 7 = 7. Put otherwise, although trace t in (t,m) may contain
internal actions, executing-monitors cannot transition with these actions, i.e., for any y € 1AcT, we have
(t,m) —’7—> For a detailed discussion of the rules defining the operational semantics of executing-monitors,

refer to Section 3.1.1.

7.1.2 Instrumentation

We extend the instrumentation transition relation in Figure 3.1 by rule 1Asl in Figure 7.1. This rule
allows the SUS to transition with an internal action, i.e., p N p’ where y € 1AcT. Instrumentation
records action y as part of the aggregated trace while concealing it as a 7 action from observers, i.e.,
H» (t,m)<p S H» (ty,m)<p’. The condition m # no in the premise ensures that the monitored system
cannot transition with rule 1No; if the monitor is in a rejection state, the current trace ¢ should be added

to the history. The remaining rules remain unchanged (see Section 3.1.2 for details).

Example 7.1. Recall monitor m, below from Example 3.3, which reaches a rejection state no after

observing actions a or ¢, following a sequence of serviced requests (i.e., alternating r and s actions).
m = recX.(r.s.X® (a.no®c.no))

Consider also system p, below, an extension on p, from Example 2.3, where the decision on whether to
allocate memory or close depends on checking whether there is free memory or not, expressed as the

internal actions 6, and J, respectively.
P = recX.(r.s.X+ (51.a.X+52.c.0))

When system p, is instrumented with the executing-monitor (€,m,) and history H, =0, it can reach a
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NO ACT
H+0 H'=suffix(H,a) f’=fADer(a) rej,, (H.f',m)
rej,,.. (H,f,no) rej,. (H.f,a.m)
AcTl PARAL PARAR
H'=suffix(H,y) f’'=fADEeT(y) rej,, (H'.f',a.m) rej,, (H,f,m) rej,,. (H,f,n)
rejDET(H’f’a'm) rejDET(H’f’m®n) rejDET(H’f’m®n)
PARO REC
rej,.. (H,true,m)  rej,. . (H,true,n) rej,,. (H.f,m[recX.m/x])
rejy,,, (H,true, m@n) rej,, . (H,f,recX.m)

Figure 7.2. Proof System for non-deterministic SUSs

rejection state no through the prefix t, =rsé,a as follows:

Hov> (e, my) <p, . Hye (e, r.s.m;®(a.no®c.no)) <r.s.p,+ (6;.a.p, +35,.c.0) (1AsP, 1AsM)
ELANLEN How (rs,my)<p, (IMoN, IMoN)
ELENLEN Hy> (rs, r.s.m;® (a.no®c.no)) <r.s.p,+(d.a.p, +5,.c.0) (1AsP, 1AsM)
= Hy> (rséy, r.s.m;® (a.no®c.no)) <a.p, (1As])
=5 Hy» (rsé,a, no)<p, (1IMon)
-5 Hyu {rsé,a}> (rsd,a, end) < p, (1No)

In a subsequent run with the augmented history H, ={t, }, the monitored system H,>(e,m,) <p, can then

aggregate the trace prefix t, =rsd,c via the execution sequence
L, t,
H,>(e,;m;)<p, = H,>(t,,n0)<p, - H,»>(t,,end) <p, = H,»>(t,,end) <p,

where H, ={t,,t,}. [ |

7.2 History Analysis

We formalise how a history (consisting of augmented traces) is rejected by a monitor through a proof
system. Its main judgement is rej,_ (H,f,m) and denotes that monitor m rejects history H using DET
with the boolean flag f. It uses internal actions and the predicate DET to calculate whether the traces
are produced by the same SUS states (up to =), where the flag value true encodes that all the actions
analysed up to this point were deterministic actions.

This analysis is the least relation defined by the rules in Figure 7.2, which relies on the helper function
suffix(H,n) = {t | nteH}

from Section 3.2, returning the continuation of all the traces in H prefixed by action 7. Although several

rules in Figure 7.2 are similar to ones in Figure 3.3, we give a full overview for the sake of completeness.
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The axiom No states that a no monitor rejects all non-empty histories with any flag f. This implicitly
means that a monitor cannot reject a SUS outright, without any observation. A sequenced monitor a.m
can reject a history H with flag f in either of two ways. Specifically, in rule AcT, monitor a.m rejects H
with f if the (sub-)monitor m rejects the history returned by suffix(H,a) with updated flag f '=(f ADET()).
Alternatively, a sequenced monitor a.m can reject H with f following rule AcTl, by considering the
suffixes of traces prefixed by an internal action y, again updating the flag to f" = (f ADET(y)), but
leaving the monitor unchanged. Parallel conjunction monitors m®n reject H with f if either one of the
constituent monitors m and n rejects H with f (rules PARAL and PARAR). Importantly, parallel disjunction
monitors m@n reject H with only when the flag is true and both monitors reject it (rule PARO), ensuring
that the trace prefix analysed consisted of deterministic actions. Finally, rule REC states that a recursive
monitor rejects a history with some flag if its unfolding does. As a shorthand, we say that monitor m

rejects history H whenever it rejects that history with flag true, formalised in Definition 7.2.
Definition 7.2. A monitor m rejects history H, denoted as rej,_(H,m), whenever rej,_(H,true,m). B

Based on this definition for history rejections, Definition 7.3 below redefines what it means for a
monitor m to reject a system p, denoted as rej,_ (p,m). Intuitively, if the system p is capable of producing

a history H that the monitor rejects (using the rules in Figure 7.2), then that monitor also rejects p.

Definition 7.3 (System rejections). A monitor m rejects system p, denoted as rej,_(p,m), whenever
3H C T, such that rej,  (H,m). ]

In the example below, we show how monitors privy to DET employ the proof system of Figure 7.2 to

reject (potentially) non-deterministic systems by analysing the histories that they produce.

def

Example 7.4. Recall m, = recX.(r.s.X ® (a.no@®c.no)) and p, = recX.(r.s.X + (6,.a.X +6,.c.0)) from
Examples 7.1 and 3.3 respectively, and suppose that DET(r) = DET(s) = true. Instrumentation can
record the trace ¢, =rsd,a during a first monitored execution, but m, fails to reject the recorded history,
—rejy,,. ({t,},m,). This is depicted in the proof derivation below (the flag is omitted from all judgements

as it is always true), since no rule from Figure 7.2 can justify the judgement rej,_(0,true,no) at ().

rejp,, ({e}, no) ™
rejDET({a}’ a.no) o rejDE'r(®> no) (**)
AcTl ACT

rejy,,, ({814}, a.no) rej,. ({8,a}, c.no)
rej,,,. ({614}, a.no@c.no)

PARO

AR
rejy,, ({6,a}, r.s.m, ® (a.no®c.no)) o

rejDET({éla}; ml)
rejDET({SCSla}, S.ml) Act

REC

rej,. ({rsd,a}, r.s.m,) At

AL
rej,,. ({rsd,a}, r.s.m; ® (a.no®c.no)) o

rej,. ({rsé,a}, m,)

REC

When system p, is monitored again, the additional trace ¢, =rsd,c can be aggregated, which monitor m,
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now rejects, rej,_ ({t,,t,},m,). This is depicted by the following proof derivation (flag true omitted).

e ({etno) ° . 4 .\ No
rej,,. ({a}, a.no) ™ rej, ({c}, c.no) ™
rejy,, ({814, 8,¢}, a.no) pert rej,,, ({8,a, 8¢}, c.no) perl
)
rejl)m"({51a9 52(3}, a.noeac.no) PAR
i PARAL
rej,,. ({d.a, 8,¢c}, r.s.m; ® (a.no@c.no))
3 REC
reJDET({51a’ 520}, m1)
rej,, . ({sd,a, s6,c}, s.m,) At
rej,,. ({rsé.a, rsc}, r.sm,) ™
i PARAL
rej,, ({rsé.a, rsd,c}, r.s.m; ® (a.no®c.no))
rej,,. ({rsd.a, rsd,c}, my) REC
This means that m, can now reject p, via the witness history {t,,t,}, denoted as rej,_ (p,,m,). ]

Crucially, Example 7.5 below shows that parallel disjunction monitors m@®n cannot reject a history if

the trace prefix analysed contained non-deterministic actions; see rule PARO.

Example 7.5. Consider monitor m, = r.(s.no®a.no) and history H = {rs,rc}. Whenever DeT(r) =false,
we can show that m, cannot reject H, i.e., —rej,  (H,m,). In particular, when m, analyses H using rule
AcT from Figure 7.2, the premise flag can only be true ADET(r) =false, which prohibits the analysis from
using rule PARO further up in the proof tree. As a result, there is no rule satisfying the judgement at (x)

in the left proof derivation below.

rej,. ({sa, sc}, false, a.no®c.no) (%)

AR
rejy,.. ({sa, sc}, false, r.s.m; ® (a.no®c.no)) o

rej,,. ({sa, sc}, false, m,) REC

rej,,.. ({s, a}, false, s.no®a.no) (%)

ACT rej,. ({sa, sc}, false, s.m,) T

rej rs,ra}, true,m
o ({7, ra}, ) rej,, ({rsa, rsc}, true, r.s.m,) (%) o

AL
rej,.. ({rsa, rsc}, true, r.s.m, ® (a.no&®c.no)) e

rej,. ({rsa, rsc}, true, m,) REC

Using similar reasoning, one can also show that monitor m, fails to reject the history {rsa,rsc} whenever
DET(r) = false. Specifically, applying rule ACT at (x*) in the right proof derivation above turns the

premise flag to true ADET(r) = false, which prohibits the analysis from using rule PARO at (x*x). W

7.3 Summary

In this chapter, we extended the multi-run monitoring setup from Part I to operate over (potentially)
non-deterministic systems. While the monitor syntax remains unchanged to facilitate synthesis from
high-level formulae, the underlying framework is moved to a lower level of abstraction. Specifically,
we extended the instrumentation transition relation (via rule 1AsI) to allow monitors to observe and
aggregate traceable actions TACT which encompass sequences of both external and internal actions.
This allows internal actions to be recorded as part of the aggregated trace while remaining hidden as

silent 7 actions from external observers, thereby improving the precision of the history analysis.
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The core of this chapter formalises a history analysis proof system based on the judgement rejyy,... This
enables monitors to use the predicate DET to distinguish between deterministic and non-deterministic
actions. A central feature of this analysis is the use of a boolean flag f to track whether the actions
analysed up to a certain point are deterministic. This flag is crucial for the parallel disjunction rule PARO,
which prevents monitors from rejecting a history if the trace prefix contains non-deterministic actions.
By formalising system rejection rejp,.. as the capacity of a system to produce a history that a monitor
rejects, this framework establishes the rigorous foundation necessary to define monitor correctness and
examine how multiple runs of a (potentially) non-deterministic SUS affects the monitorability limits

identified in prior works [10, 76].



8 Monitor Correctness

Chapter 4 establishes what it means for a monitor m from the monitoring setup of Chapter 3 to correctly
monitor for a property ¢. This chapter revisits this definition in the context of the extended monitoring
setup of Chapter 7, where monitors are capable of aggregating and analysing (augmented) traces exhibited

by (potentially) non-deterministic systems over multiple executions.

Structure of the chapter. We adopt the same approach as in Chapter 4. More specifically, Section 8.1
builds on Section 4.1 and proves analogous correctness properties but in the context of the history aggre-
gation mechanism of Section 7.1. Similarly, Section 8.2 builds on Section 4.2 and proves corresponding
correctness properties w.r.t. the history analysis mechanism of Section 7.2. Section 8.2 then redefines
the notions of soundness, completeness and correct monitoring. Section 8.3 concludes. We also note
that this chapter restates several definitions and propositions from Chapter 4 to improve readability and

make the presentation self-contained.

8.1 Correctness for History Aggregation

The first correctness result we show concerns the history aggregation mechanism of Chapter 7. Proposi-
tion 8.1 below corresponds to Proposition 4.1 and states that (augmented) traces collected by the monitor
are indeed traces of the SUS with which it is instrumented. Following Proposition 8.1, we assume that all

monitors considered in this part of the thesis are veracious.

Proposition 8.1 (Veracity). For any history H, monitor m, system p, and sequence of actions 7,,...,7n,

if Hb(e,m)<pi>...’7_">Hl>(t’m’)<p’ then péy—p/

Proof Outline. The proof is similar to that for Proposition 4.1. The main differences are that

» all weak transitions, p = p’ for some p,p’, in Proposition 4.1 are replaced by weak transitions of the
n
form p=rp’.

, Tkt

« when analysing the rules that could have been used to derive H'»> (t,m")<p’ —— H"'>(t',m"")<p’’ in

the inductive case, rule IAsP must also be considered.

For the complete proof, refer to Appendix E.1. O

Another important correctness criteria for our multi-run monitoring setup is that executing-monitors

behave deterministically [72, 11]. In our setting, this translates to Proposition 4.5 from Section 4.1, which
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relies on Propositions 4.2 and 4.3. We restate them below for the sake of the reader and outline how the

corresponding proofs change from Section 4.1.
Proposition 8.1 (r-Race Absence). For all a € EAcT, if (¢,m) S (t,n) then (t,m) —(174H.
Proof Outline. Trace t may now contain internal actions, y € IACT, but this does not affect the proof. [J

Proposition 8.1 (r-confluence). For monitors m,m’,m’’ € MoN, trace t € Trc and history H € HsT,
if (t,m) Sy (t,m’) and (t,m) Su (t,m”), then there exist weak r-moves (t,m’) (;H)* (t,n) and

(t,m"") (;H)* (t,n) for some monitor n € MoN.

Proof Outline. Trace t may now contain internal actions, y € IACT, but this does not affect the proof. [J

Proposition 8.1 (Monitor Determinism). For all traces u,t,t,,1,, history H, and monitors m,n,,n,,

if (t,m) =>p (t,m) and (t,m) =>g (t,,n,) then t, =1, and (t,n,) g (L)

Proof Outline. The proof is analogous to that in Section 4.1. For the inductive case, we can show that a

third case n =y € IACT never arises. To show this, assume, by way of contradiction, that =y € 1AcT, i.e,
Y i . .

(t,m;) — g (v,,n]) and u=yu’ for some u’ €TRC. But by the rules in Figure 3.1, we know executing-monitors

cannot analyse internal actions, i.e., (t,m,) —#m, contradicting our initial assumption. O

8.2 Correctness for History Analysis

Section 4.1 shows that the verdicts reached by the history analysis of Section 3.2 are irrevocable. We show
that a similar correctness property also holds for the history analysis of Section 7.2. More specifically,
Propositions 8.2 and 8.3 correspond to Propositions 4.7 and 4.8 respectively and state that, once the SUS
is rejected by a monitor after exhibiting history H (using the history analysis of Section 7.2), further

observations (in terms of additional traces, width, or longer traces, length) do not alter this conclusion.

Proposition 8.2 (Width Irrevocability). For any histories H, H' and monitor m,

if rej,, (H,m) then rej,, (HUH',m)

Proof Outline. Expanding Definition 7.2, we have to show that if rej,_ (H,true,m) then rej(HUH true,m).

This follows from the statement in eq. (8.1) below, letting f =true:
for any histories H,H’, flag f and monitor m, if rej,, (H,f,m) then rej,, (HUH',f,m) (8.1)

The proof is by induction on the inference of rej,  (H,m) and is very similar to that for Proposition 4.7.

For instance, for rule AcT, we have that rej, . (H,f,a.m) because rej,,, (H”,f',m) where H"” =suffix(H,«)
and f’ =f ADET(a). Let H"” = suffix(H’,a). By the IH, we obtain rej,, (H” UH",f’,m). Our result,
rej,. (HUH',f,a.m), then follows by applying rule AcT.

We also have an additional case to consider, i.e., rule AcTL. Its proof is similar to that for rule act. [J
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Proposition 8.3 (Length Irrevocability). For any history H, traces t,u and monitor m,

ifrej, ((H,t),m) then rej,_ ((H,tu),m)

Proof Outline. By Definition 7.2, we have to show that if rej, . ((H,t),true,m) then rej((H,tu),true,m).

This follows from the stronger statement in eq. (8.2) below, letting f =true.

for any histories H,H’, traces t,u, flag f and monitor m,

ifrej,_ ((H,t),f,m) then rej,_((H,tu),f,m) (8.2)

The proof is straightforward by induction on the inference of rej,_ ((H,t),f,m) and is very similar to
that for Proposition 4.8. We also have an additional case to consider, i.e., rule AcTL Its proof is similar to

that for rule AcT. For the full proof of eq. (8.2), see Lemma 1 in Appendix E.2. |

For RV purposes, the least correctness requirement expected of our (irrevocable) history analysis is
that any rejections imply property violations, a requirement termed (rejection) soundness in Section 3.2.
Definition 4.9 formalised what it means for monitors from Chapter 3 to soundly monitor for a formula
(using the history analysis mechanism of Section 3.2). Definition 8.4 below redefines this notion for the
extended history analysis of Section 7.2. Concretely, a monitor m (privy to TAct and DET) monitors
soundly for the (closed) formula ¢ only if, for any system p, whenever m rejects this system, i.e.,

rej,,. (p,m), then it must be the case that p also violates the property, i.e., p € [¢].
Definition 8.4 (Soundness). Monitor m monitors soundly for the (closed) formula ¢ if for all p € Prc,
rej,,. (p,m) implies p ¢ [¢] |

Example 8.5. It can be shown that monitor m, = recX. (r.s.X® (a.no@c.no)) from Example 3.3 monitors
soundly for violations of ¢, = maxX. ([r1[s1X A([a]ffV[c]ff)) from Example 2.4. For instance, Example 7.1
illustrates how the trace prefixes rsd,a and rsd,c of p, can be veraciously accumulated as a history once
exhibited by p,, and Example 7.4 shows that such a history is rejected. Accordingly, p, violates ¢,.

Similarly, monitor m, = 5.no®a.no®c.no monitors soundly for property ¢, = [s]ff A [a]ff A [c]ff from
Example 1.1; it rejects systems that are capable of producing any of the trace prefixes ts, ta and tc for
some (internal) trace t € 1AcT”, all of which witness the violation of property ¢,.

By comparison, monitor m, = r.s.a.no from Example 4.10 is not sound for property @,; it can collect
and reject histories that contain the trace prefix rsé,a, but systems such as recX.r.s.6,.a.X and r.s.6,.a.0

(which can exhibit such a trace) do not violate ¢,. |

A complementary requirement to soundness is (rejection) completeness. Definition 4.11 formalised
what it means for monitors from Chapter 3 to monitor completely for a formula (using the history
analysis mechanism of Section 3.2). We redefine this notion for the history analysis of Section 7.2.
Concretely, Definition 8.6 below states that a monitor m monitors completely for a property ¢ if it is

capable of rejecting any violating system p based on some history it produces.

Definition 8.6 (Completeness). Monitor m monitors completely for (closed) formula ¢ if for all p € Prc,

p ¢ [¢] implies rej,,. (p,m) u
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Example 8.7. Using Definition 8.6, it can be shown that monitor m, = 5.no®a.no®c.no from Example 8.5

monitors completely for property ¢, = [s]ffA [a]ff A [c] ff from Example 1.1. Concretely, any violating
system should be able to exhibit at least one trace prefix of the form ts, ta or tc for some (internal) trace
t € 1AcT”. Once exhibited (and aggregated), one can show that m. rejects that history.

We also note that complete monitors for a property following Definition 4.11 do not necessarily satisfy
the completeness requirement in Definition 8.6. For instance, Example 4.12 shows that m, monitors
completely for ¢, according to Definition 4.11, but it is not complete for ¢, according to Definition 8.6;
monitor m, cannot reject violating systems such as r.(s.a.0+s.c.0) +r.s.0 whenever DET(r) =false, even

though they might exhibit the (violating) trace prefixes rsa and rsc (see Example 7.5 for details). W

For monitors that are veracious and produce irrevocable verdicts—as those defined in Chapter 7—
soundness and completeness of Definitions 8.4 and 8.6 constitute the basis for monitor correctness,
formalised in Definition 8.8. Although Definition 8.8 is analogous to Definition 4.13, the underlying
notions of soundness and completeness are different; we opted to redefine the latter to eliminate any

potential confusion.

Definition 8.8 (Correct Monitoring). A monitor m monitors correctly for the (closed) formula ¢ if it can

do so soundly and completely. |

Example 8.9. Using Examples 8.5 and 8.7, one can show that m, monitors correctly for ¢,. The same
cannot be said for monitor m, and property ¢,; although this monitor is sound for ¢,, Example 8.7

showed it is not complete according to Definition 8.6. ]

8.3 Summary

This chapter formalised what it means for a monitor from Chapter 7 to correctly analyse a property
over multiple runs of a (potentially) non-deterministic SUS. Similar to the earlier work in Part I, our
notion of monitor correctness takes into consideration both the history aggregation and the history
analysis mechanisms of Chapter 7. For the former, we showed that executing-monitors are veracious, i.e.,
traces collected by an executing-monitor are indeed traces of the SUS, and deterministic, i.e., they always
reach equivalent states when analysing the SUS same traces. For the latter, we showed that rejections
flagged by monitors during analysis are irrevocable, i.e., once a history is rejected by a monitor, further
observations (in terms of additional traces, width, or longer traces, length) do not alter this conclusion.

Since Chapter 7 reformulated what it means for a monitor to reject a system, we also revisited the
notions of soundness and completeness. These two requirements constitute the basis for our definition
of monitor correctness and directly affect which properties can be monitored for at runtime, as will be

demonstrated in the following chapter.



9 Revisiting Monitorability

Monitorability establishes a correspondence between the declarative semantic of Chapter 2 and the
operational semantics of the monitors conducting the runtime verification, as formalised in Definition 4.13.
Chapter 5 defined monitorability w.r.t. the multi-run monitoring setup of Chapter 3, where monitoring
was limited to deterministic systems, and identified the corresponding maximal monitorable subset. In
this chapter, we revisit the definition of monitorability in the context of the augmented monitoring setup
of Chapter 7, where monitors are capable of runtime verifying (potentially) non-deterministic systems.
Accordingly, we investigate the increase in expressive power when moving from single-run monitoring

to multi-run monitoring (using the monitor operational model of Chapter 7).

Structure of the chapter. We adopt an approach similar to that of Chapter 5. More specifically,

Section 9.1 builds on Section 5.1. It identifies an extended logical fragment sSHMLY  that is monitorable in

the augmented multi-run setup of Chapter 7; the proofs are given in the dedicated Section 9.2. Section 9.3
builds on Section 5.3. It proves that the monitorable fragment sHML is maximally expressive, i.e., every
property that can be monitored correctly using the multi-run setup of Chapter 7 can always be expressed
as a formula in sHMLy,

DET*

and propositions from Chapter 5 to improve readability and make the presentation self-contained.

Section 9.4 concludes. We also note that this chapter restates several definitions

9.1 The Monitorable Logical Fragment

To investigate what properties can be verified at runtime using the multi-run monitors of Chapter 7, we
start by formalising what it means for a property to be monitorable. As already discussed in Chapter 5,
this definition is parametric w.r.t. the meaning of the statement “m monitors correctly for property ¢”;
Chapter 4 specifies monitor correctness in terms of the predicate rej, whereas Chapter 8 redefines it
in terms of the predicate rej,  where verifying monitors are privy to both TAct and DET. To avoid
confusion and make it explicit that the notion of monitorability that we are considering in this chapter

is w.r.t. the monitor correctness of Definition 8.8, we redefine this notion in Definition 9.1.

Definition 9.1 (Monitorability [10, 76]). A formula ¢ € RecHML is monitorable iff there exists a
monitor m € Mon that monitors correctly for it, i.e., soundly and completely. A (sub)logic £ € RecHML

is monitorable iff every formula ¢ € £ is monitorable. ]

Several formulae are not monitorable (for violations), particularly when they include existential
modalities and least fixed points (see Examples 5.15 and 5.16, replacing the predicate rej with rej,_; the

rest of the argument is analogous). Apart from existential modalities and least fixed points, disjunctions
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are the only other RECHML logical constructs that are excluded from sHML, as restated in Theorem 2.12.

However, formulae containing disjunctions can be monitorable with a few caveats.

def

Example 9.2. Recall ¢, = [r]([s]ffV [a]ff) from Example 1.3. When DeT(r) = false, formula ¢, is not
monitorable, according to Definition 9.1. Arguing towards a contradiction, assume there exists a monitor

m that monitors correctly for it, i.e, soundly (Definition 8.4) and completely (Definition 8.6). Since
ps = r.(s.04a.0)+7.5.0 ¢ [¢,]

then we should have that rej,, . (p;,m), which implies rej, . (H,m) for some H C T},. But T,,, =T, where
def
py = r.s.0+r.a.0 € [o,]

This means that H is also a history of the satisfying system p,, which, by Definition 7.3, implies
rej,. (p,,m). This would make m unsound, contradicting our initial assumption.

However, when DET(r) = true, property ¢, is monitorable: an obvious correct monitor for it is
my =7.(s.no®a.no) from Example 7.5. Although p, and p, would be ruled out by requiring DET(7) =true,

an ILTS would still allow systems such as
Ds « r.(s.0+a.0)+r.(s.0+a.0+a.0)

that reaches the equivalent states 5.0+ a.0 and 5.0+ a.0 + a.0 after an r-transition. Thus, even if the
history H = {ra,rs} is aggregated by passing through different intermediary states, i.e., s.0+4a.0 and
5.0+a.0+a.0, the monitor analysis would still be sound in rejecting p, via H since the intermediary
states are behaviourally equivalent; see Proposition 6.5.

A trickier formula is ¢, = maxX. ([r1[s1X A ([alffV [c]ff)) from Example 2.4. Although the disjunction
is syntactically not prefixed by any universal modality, it can be reached after a single recursive unfolding,
i.e, o,=[r][s]o,A([a]ffV [c]ff). Using similar reasoning to the one used for ¢,, formula ¢, is monitorable

whenever DET(r) = DET(s) = true but unmonitorable otherwise. |

Definition 9.3 characterises the extended class of RECHML monitorable formulae for multi-run monitor-
ing, parametrised by the set of external actions EAcT and the associated action determinacy delineation
defined by DET. It employs a flag to calculate deterministic prefixes via rule cUm along the lines of
Figure 7.2. This flag is then used by rule cORr, which is only defined when the flag is true, ensuring that

the disjunction operator is only prefixed by deterministic actions.

Definition 9.3. The judgement f ., ¢ for (closed) formulae ¢ € RecHML and flag f € Boot is defined

coinductively as the largest relation satisfied by the following rules.

cA cUm CAND cOr cMax

pe{fftt,X} fADET(Q)bpm @ frpm@ frpm¥ truerp, @ truerp, ¢ f o, o[MaxXo/x]

f Fper 4 f Fper [a]ﬁo f Fper @ A (p true Fper (7 \ ¢ f Fper maXX.ga

The set sHMLY, = {¢ | true b, ¢} defines the set of extended monitorable formulae. Specifically, it
extends SHML (Theorem 2.12) with disjunctions as long as these are prefixed by universal modalities of

deterministic external actions (up to largest fixed point unfolding). |
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Figure 9.1. A depiction of the systems in Example 9.6

Remark 9.4. Following Definition 9.3, the greatest fixed point formula maxX.[a]X belongs to the
set of extended monitorable formulae, i.e., maxX.[a]X € sHMLY_, regardless of the value of DET(a).
However, although the formula maxX.(X Vv X) is, like maxX.[a]X, a tautology and therefore equivalent
to tt € SHMLy,

DET>

it does not belong to the set of extended monitorable formulae when DET(a) =false. B

Example 9.5. Assuming that DET(r) = DET(s) = true and DET(a) = false, we can symbolically show
that both formulae ¢, and ¢, are in sHMLY, . For instance, according to Definition 9.3, to justify the
inclusion ¢, € sHMLY it suffices to prove the judgement true Fp,, ¢,. Now, the relation R below satisfies

the coinductive rules of Definition 9.3 and includes the pair (true,¢,), thereby proving that true tp,, @,.

(true, [r]([s]ffV [a]ff)), (true, [s]ffV [a]ff),
R=1 (true, [s]ff), (true, [a]ff),
(true, ff), (false, ff)

In contrast, when DET(r) =false, we can show that the formula ¢, is not in sHMLY,,. Assume, by way
of contradiction, that ¢, € sSHMLY . According to Definition 9.3, there must exist a proof derivation
justifying true tp,, ¢,. However, there is no rule from Definition 9.3 that can satisfy the judgement
false Fp,, [s]ffV [a]ff at () in the proof derivation below; the application of rule cUm forces the premise

flag to be true ADET(r) =false, which prohibits the analysis from using rule cORr.

false bp,, [s]ffV [a]ff (%)
true ko, [r]([s]ffV [a]ff)

cUm

This means that —=(true Fp,, ¢,), which gives us a contradiction. Using a similar argument, one can also

show that ¢, ¢ SHMLY  whenever either DET(r) = false or DET(s) =false. |

Although the tracing of internal actions y € IACT as part of the history helps with correct monitoring of
(potentially) non-deterministic SUSs, multi-run RV requires us to limit systems to deterministic internal
actions in order to attain violation completeness (Definition 8.6) for monitors Mon of Chapter 7. This

limitation is better illustrated by p,, ¢ [@,] in Example 9.6 below.

Example 9.6. Consider again ¢, = [r]1([s]ff v [a]ff) from Example 1.3 with DET(r) = true. The two

systems p and p, below, depicted in Figure 9.1 where the arcs correspond to weak system transitions
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:”>T, both satisfy property ¢, when DET(r) =true.

De E 0,.r.s.0+6,.r.a.0

Py = y.r.s.0+y.r.a.0

In the case of pg, the correct monitor m, = r.(s.no®a.no) from Example 7.5 does not reject the history
{8,rs,8,ra} because the application of rule AcTI of Figure 7.2 (for either &, or §,) necessarily reduces the
history size of the premise to one trace. In the case of system p,, we must also have DET(y) =false. As a
result, monitor m, does not reject p, either; when it analyses the history {yrs,yra} using rule AcTl, the
premise flag can only be false, which prohibits the analysis from using PARO.

In comparison, systems pg and p, below, again depicted in Figure 9.1, both violate ¢,. Accordingly,

they are rejected by the correct monitor m, via the respective histories {rd,s,rd,a} and {rys,rya}.

ps = r.(8,.5.0+6,.a.0)

Do = r.(y.5.0+y.a.0)

Nevertheless, non-deterministic internal actions pose a threat to (rejection) completeness. For instance,
system p.o = y.ps+y.0 violates ¢, but m, cannot reject the history {yrd,s,yrd,a}: since DET(y) =false,

the initial application of AcTI turns the flag to false, prohibiting subsequent uses of rule PArRO. |

As already argued in Section 5.1, showing that a logical fragment, £ CRECHML, is monitorable according
to Definition 9.1 can be onerous due to the various universal quantifications that need to be considered,
e.g. all p € £ and all p € Prc from Definitions 8.4 and 8.6. We prove the monitorability of sSHMLY, from
Definition 9.3 systematically, using an approach similar to that used for Theorem 5.5. Concretely, we

4
DET

concretise the existential quantification of a correct monitor for every formula ¢ € sHML}  via the
monitor synthesis function (¢ in Definition 5.3, restated below. We then prove that for any formula
¢ € sHMLY, , the synthesised monitor () does monitor correctly for it according to Definition 9.1.

If we limit ILTSs to deterministic internal actions, i.e., DET(y) = true for all y € 1AcT, we can show
\4

monitorability for arbitrary ILTSs and the fragment sHML/ , formalised in Theorem 9.7.
Theorem 9.7 (Monitorability). When DET(y)=true for all internal actions y € 1AcT, all (closed) formulae

@ € sHMLY, are monitorable.

Proof Outline. The proof for Theorem 9.7 is given in the dedicated Section 9.2 which may be skipped
upon first reading. O

This result equips us with a syntactic check for determining whether a formula is monitorable or not

w.r.t. the multi-run RV setup of Chapter 7.

9.2 Proving Monitorability

This section is dedicated to the proof of Theorem 9.7. The proof consists of two steps and follows an
approach similar to that for Theorem 5.5. Concretely, we first show that the monitors generated via the

synthesis function (—) are sound (Definition 8.4), and then we show they are complete (Definition 8.6).
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To facilitate the establishments of these results, we define an explicit witness-based violation relation
H Epgr ¢ that characterises the specific histories along which arbitrary ILTSs (that include the function
DET) violate (closed) formulas to avoid the existential quantifications over SUS histories of Definitions 8.4

and 8.6. The new judgement H |=pg; ¢ corresponds to p ¢ [¢] whenever H C T,,.

Definition 9.8 (Violation Relation). Given a predicate on TAcT denoted as DET, the violation relation,

denoted as Epgr, is the least relation included in (Hst x BooL x sHMLY, ) that satisfies the following
rules:
vF vMax VANDL VANDR
H#0 (H,f) Fper [MaxX.¢/X] (H.f) Foer ¢ (H.f) Eper ¢
(H.f) Eper ff (H.f) Eper maxX.¢ (H.f) Foer o AY (H.f) Foer o AY
vOR vUMPRE
(H,true) Epsr ¢ (H,true) Epgr ¥ H'=suffix(H,y) f'=fADET(y) (H'.f')Fper [a]e
(H,true) Fper @ VY (H.f) Eper [a]e
vUMm
H'=suffix(H,a) f’=fADET(a) (H'.f’)Epsr¢
(H:f) |=DET [Of]ﬁﬂ
As a shorthand, we write H Epgr ¢ in lieu of (H,true) Epgr ¢ and read it as “H violates ¢”. [ |

Theorem 9.9 below shows that whenever a system p produces a history H that violates a formula ¢,
i.e., H Epgr ¢, then it must be the case that p also violates it, i.e., p ¢ [¢] (for arbitrary ILTSs). To show
correspondence in the other direction, Theorem 9.10, we need to limit ILTSs to deterministic internal
actions. The reason for this is, once again, the set of systems such as p,, from Example 9.6 for which

there is no history H C T, such that H |Fpgr ¢,, even though py, ¢ [¢,].
Theorem 9.9. For all (closed) formulae ¢ € sSHMLY_, if (3H C T}, such that H pgr ¢) then p ¢ [¢].

Proof Outline. Follows from the stronger statement below, by letting f = true.
For any formula ¢ € sHMLy, , history H C T}, and flag f € Boor, if (H,f) Epzr ¢ then p ¢ [¢].
The complete proof is given in Appendix D.2. d

Theorem 9.10. Suppose DET(y) = true for all internal actions y € 1AcT. For all (closed) formulae
@ € sHMLY,_, if p ¢ [¢] then (3H C T, such that H |=pgr ).

DET?

Proof Outline. Using Definition 9.3, our result follows from the statement below, by letting f =true.

Suppose DET(y) =true for all y € IAcT. For any formula ¢ € RECHML and flag f € Boor,
if f ko, @ and p ¢ [@] then (3H C T, such that (H,f) [=per ¢).

The complete proof is given in Appendix D.2. O

Soundness (Definition 8.4) and completeness (Definition 8.6) of the monitors generated by (—|), respec-

tively formalised in Propositions 9.14 and 9.15 below, rely on a number of additional results. In particular,
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Lemmas 12 and 13 show there is a tight correspondence between the rejected histories, rej, (H,f,m),
and the histories violating formulae, (H,f) |=pgr ¢. Before giving the proofs for these two lemmata, we

give an additional technical result, namely Lemma 11 below.
Lemma 11. For all (closed) formulae ¢,y € SHMLY. , (¢ [¥/x]) = (o) [(¥)/x]

Proof. By induction on the structure of ¢, we can show that for all formulae ¢,1/ € sSHML", we have
(@[¥/x1) = (o) [(#D/X]. Our result then follows using the fact that sSHMLY, C sHML". O

DT =

Lemma 12. For all formulae ¢ € sHML)  and histories H, if rej,,.(H,f,(¢)) then (H,f) Eper ¢

DET

Proof. The proof proceeds by induction on rej, . (H.f,(¢])). We outline the main cases:

« Case ACT, ie, rej,, (H.f,a.m) because rej, . (H',f',m) where H' = suffix(H,a) and f'=f ADET() and
¢ =[a]y and m= (). By the IH, we get (H',f") Epgr . Our result, (H,f) Epgr [@]¥, follows by vUm.

. Case REC, ie., rej,, (H,f,recX.m) because rej,, (H,f,m[recX.-m/X]) where ¢ = maxX.y and m = (/).
By Lemma 11, we also know that m[recX.m/x| = (i) [ (maxX.¥]) /x] = (y[maxX.¥/x]). Using the IH, we
then obtain (H,f) pgr 7 [MaxX.¥/X]. Our result, (H,f) Epgr maxX.y, follows by rule vMax. O

Lemma 13. For all formulae ¢ € sHML, , histories H and flag f, if (H,f) Epgr ¢ then rej,_ (H.f,(¢)).
Proof. Follows with a proof similar to that for Lemma 12. O

Based on these results, we are now in a position to prove the soundness and completeness of the

monitors synthesised using the synthesis function (—), according to Definitions 8.4 and 8.6.

Proposition 9.14 (Soundness). For any formula ¢ € SHMLY, , monitor (¢) monitors soundly for ¢.

Proof. Expanding Definitions 7.3 and 8.4, we need to show that for all ¢ € sHML), and p € Prc,

if (3H C T, such that rej, (H, (¢))) then p ¢ [¢].

Suppose 3H C T, such that rej, (H,(¢)). By Lemma 12, letting f =true, we obtain H f=pg ¢. Our result,
p &[], follows by Theorem 9.9. O

Proposition 9.15 (Completeness). Suppose DET(y) = true for all y € 1AcT. For any formula ¢ € SHMLY, ,

monitor (¢ monitors completely for ¢.

Proof. Suppose that DET(y) =true for all internal actions y € 1AcT. Expanding Definitions 7.3 and 8.6,

we need to show that for any formula ¢ € sHMLY  and system p € Prc, we have that

if p ¢ [¢] then (3H C T, such that rej,_ (H, (¢)))

Suppose p ¢ [¢]. By the assumption that DET(y) = true for all y € tAcT and Theorem 9.9, we know
3H C T, such that H |epgr ¢. Our result, rej, (H, (¢)), follow by Lemma 13, letting f =true. O

We can now prove the main result of this section, namely that the logical fragment sHML, _ is

monitorable, restated in Theorem 9.7 below.

Theorem 9.16 (Monitorability). =~ When DET(y) = true for all internal actions y € 1AcT, all (closed)

Vv
DET

formulae ¢ € sSHML} _are monitorable.

Proof. Follows from Propositions 9.14 and 9.15, with (¢]) as the witness correct monitor. O



9 Revisiting Monitorability - 60

9.3 Expressiveness of the Monitorable Logical Fragment

Section 9.1 showed that the logical fragment SHMLY . of Definition 9.3 is monitorable w.r.t. the multi-run

RV setup of Chapter 7. In this section, we show an even stronger monitorability result called maximality,

\
DeT

which ensures that restricting specifications to sSHML} does not impinge on the set of properties that

can be monitored for at runtime, formalised in Theorem 9.29 below. Stated otherwise, all monitorable

RECHML formulae can be reformulated into a (semantically) equivalent formula from sHMLY, .

One way to prove the maximality of SHMLy . is to show that every monitor in MON corresponds to a

formula in sHMLY

DET?

according to Definition 8.8. Section 5.4 formalised this as expressive-completeness,
which we restate below for the sake of the reader; we remind the readers that we use the notion of

monitor correctness in Definition 8.8.

Definition 5.22 (Expressive-complete). A language £ C RECHML is expressive-complete if for all

monitors m € Mon, there exists some (closed) formula ¢ € £ such that m monitors correctly for it. W

To show that the syntactic fragment sHML, _ is expressive-complete, we typically rely on a reverse

synthesis function ({(—)) that maps any monitor m € MoN to a characteristic formula ({m)) € sSHMLY
that it monitors correctly for (as was done in Section 5.4). However, such a method is complicated by

the occurrence of non-deterministic actions in the monitor description.

Example 9.17. Consider again formula ¢, = [r]1([s]ff v [a]ff) and monitor my = r.(s.no @ a.no).

Example 9.2 showed that for DET(r) =true, m, is correct for ¢,. However, when DET(r) =false, it does
not correctly monitor for ¢, as it never rejects any violating systems (see Example 7.5 for details). In
order to overcome these anomalies and obtain our results, we first normalise the aforementioned monitor

to r.end. |

Definition 9.18 characterises the class of normalised monitors from MoN, parametrised by EAct and
the associated action determinacy delineation defined by DET. Similar to Definition 9.3, it employs a flag
to calculate deterministic prefixes via rule cAcT along the lines of Figure 7.2. This is then used by rule
cPARO, which is only defined when the flag is true, ensuring that the parallel disjunction operator @ is

only prefixed by deterministic actions.

Definition 9.18. The judgement f ,, m for monitors m € Mon and flag f e Boot is defined coinductively

as the largest relation satisfying the following rules.

cM CAcT CPARA cPARO CcREC
me{end,no,X} fADET(@)rpm frpuemfrp,n  truerp, mtruerp,n fp, m[reCX,m/x]

f Fpee M f Fper .m f Fpee M®n true bp,, m®dn f Fpe recX.m
def . .
The set MONpgr = {m | true tp,, m} defines the set of normalised monitors. [ |

To obtain an sHML)  formula for any monitor from Mon, we adopt the two-step approach illustrated
in Figure 9.2. Specifically, we first use a normalisation function Npgr(—) to map arbitrary monitors
from MoN to monitors in MONpgy, and then we use a reverse synthesis function ((—)) to map MONpg

monitors to sHMLY

DET

formulae. The normalisation function Npgr(—) is formalised in Definition 9.19
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¢ € SHMLY

DET

meMox e Mo

Figure 9.2. Monitors to Formulae

below. It employs a flag to compute deterministic prefixes via rule NAcT, which is then used by rule
NPARF to normalise parallel disjunction monitors to the inconclusive monitor end whenever the flag
is false. This function also relies on a map ¢ € SUB: TVARs — MoN X BooL that keeps track of which
monitors were analysed with which flags. When Npgr(—) analyses a recursion monitor recX.m with flag
f following rule NREc, the entry X — (recX.m,f) is added to o; this ensures that the recursion variable
X is unfolded only if the corresponding monitor recX.m was not already analysed with the current flag

(rule NTVAR3).

Definition 9.19 (Monitor Normalisation). Given a predicate on TACT denoted as DET, the normalisation

function Npgr : MON XBoOL X SUB — MONpy is the smallest relation satisfying the following rules:

N . NTVar1 NTVARr2
e R X ¢ dom(o) o(X) = (m,f)
Nper(no,f,o) =no Nper(end,f,o) =end Nper (X f,0)=X Nper(X.f,0) =X
NREC NTVAR3
Nper(m,f,o[X — (recX.m,f)])=n o(X)=(mf’y f'#f Npg(mf,o)=n
Nper(recX.m,f,0) =recX.n Nper(X,f,0)=n
NACT NPARA
Npzr(m,f ADET(0),0) =n Nper(m,f,0)=m’ Npgr(nf,o)=n
Nper(a.m,f,0)=a.n Nper(men,f,o)=m’®n’
NPARO1 PARO
Nper(m,true,0) =m’  Npgr(n,true,o) =n’ R
Nper(m®n,true,c) =m’&n’ Npgr(m@n,false,o) =end
As a shorthand, we write Npgr(m) to mean Npgr(m,true,0). [ |

Example 9.20. Using the rules in Definition 9.19, monitor m, = r.(s.no®a.no) from Example 7.5 with

DET(r) =false can be normalised to the monitor r.end, as shown by the proof derivation below.

NPARO2
Npgr(s.no®a.no,false,0) =r.end

A
Npgr(r.(s.no®a.no),true,®) =r.end et

In contrast, when DET(a) = true, the monitor remains unchanged, i.e., Npgr(m,) =m,. |

Although monitors m and Npgr(m) might be syntactically different, Proposition 9.21 shows they
correspond, in that they reject the same histories; see Example 9.23 below. Consequently, normalised

monitors reject the same systems as their non-normalised counterparts, Corollary 9.22.

Proposition 9.21. For all m € Mo~ and H € HsT, rej,  (H,m) iff rej,  (H,Npgr(m)).
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Proof Outline. The proof is quite involved and relies on several auxiliary results. See Appendix F. [
Corollary 9.22. For all monitors m € MoN, rej, . (p,m) iff rej,, (p, Nper(m)). [ |

Example 9.23. When DeT(r)=false, Example 9.20 showed that Npgr(m,)=r.end, and both m, and r.end
cannot reject (or aggregate) any histories. A trickier monitor is m, ZrecX.r.s. X®a.X®(a.no®c.no) from
Example 3.4. When either DET(r) = false or DET(s) = false, monitor m, can reject histories containing
at least two trace prefixes of the form a"a and a"c for some n > o, where the (sub-)trace a” may be
interleaved with finite sequences of deterministic internal actions. It cannot, however, reject histories
such as {rsa"a,rsa”c} where traces a"a and a"c are prefixed with actions rs. Accordingly, monitor m, is

normalised to
me = recX. (r.s.(recX.rs.X®aX®end))®a.X ®(a.nodc.no)

where the sub-monitor r.s.(recX.r.s.X ® a.X ® end) can never reject (or aggregate) any history. This
means that mg can only reject histories containing traces a"a and a”c for some n > o (modulo internal

actions), which correspond to those rejected by m,. ]

Remark 9.24. We note that Npgr(—) could be optimised to eliminate redundant sub-monitors. For
instance, m, would be normalised to recX.a.X ® (a.no®c.no) instead of ms. However, for the proof of

Theorem 9.29, the current, simpler version of the normalisation function in Definition 9.19 suffices. Bl

For the second part of Figure 9.2, we recall the reverse synthesis function ((—)) of Definition 5.23,

mapping monitors from MoN to RECHML formulae.

Definition 5.23 (Reverse Monitor Synthesis). The function ({(—)):MoN—REcCHML is defined inductively

on the structure of m as follows:

def def def

{(no)) = ff (men)) = ((m)) A{(n)) ((or.m)) = [a]((m)) XN =X

def def

((end)) = tt (men)) = ((m)) Vv {(n)) ((recX.m)) = maxX.((m)) u

Using the normalisation function Npgy (—) in Definition 9.19 and the reverse monitor synthesis function

((=)) in Definition 5.23, we can show that whenever we limit systems to deterministic internal actions

\4
DET

(see Example 9.6 for details), the syntactic fragment sSHML;  is expressive-complete, as formalised in
Theorem 9.27. In particular, this result follows from Propositions 9.25 and 9.26 below, the proof of which

may be skipped upon first reading.

Proposition 9.25. If m € MoNpy; then ({m)) € sHMLY, |

DeT®

Proof. Suppose m € MONpyy, i.e., true bp,, m (Definition 9.18). We have to show ({m)) € sHML/, , i.e.,

true Fp,, ((m)) (Definition 9.3). This follows from the stronger statement below, letting f =true.

if f by m then f Fp,, ((M)) (9.1)
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To show eq. (9.1), we define the relation R below and show it is closed under the rules defining f +p,, ¢ in

Definition 9.3.
R={ (f,((m))) | o m}

Intuitively, we must show that for every pair (f,¢) € R, there exists a rule in Definition 9.3 whose
premise is satisfied by elements also in R. We proceed by case analysis on the structure of the monitor

m, outlining only one case as the others follow with similar reasoning:

« When m=a.n, by rule cAct from Definition 9.18, we know that (f ADET(&)) Fp,, n. By Definition 5.23,
we also know that the synthesized formula is ((m)) = ({a.n)) = [a]{({n)). But since (f ADET(&)) Fp,, 1,
then the pair ((f ADET(@)),((n))) is also in R by definition. Thus, the premise of rule cUm from
Definition 9.3 is satisfied by an element that is already in R.

Since we have shown that R is closed under the rules in Definition 9.3, then for any m such that f +,, m,

we have f +p,, ((m)) for the corresponding synthesised formula ({(m})). O

Proposition 9.26. Suppose DET(y) = true for all y € tAcT. For any m € MON, monitor m monitors

correctly for formula ((Npgr(m))).

Proof. Assume DET(y) = true for all y € 1AcT. Pick p € Prc. Let n = Npgr(m) and ¢ = ((n)). Since the

codomain of Npgy(—) is MONpgy, we know n € MONpgy, and by Proposition 9.25, we get ¢ € SHMLY .

To show soundness, assumerej,, (p,m). By Corollary 9.22, we know rej,,,. (p.n) as well. Since pesHMLY,_,

we can use Proposition 9.14, letting ¢=((n)), to obtain p¢[¢]. We have thus shown that rej, . (p,m)
implies p € [[¢], i.e., m monitors soundly for ¢ (Definition 8.4).

To show completeness, assume p ¢ [¢]. Since ¢ € sHML} = and DET(y) = true for all y € 1IACT, we can
use Proposition 9.15, letting ¢ = {(n)), to obtain rej,, (p,n). By Corollary 9.22, we conclude
rej,.. (p.n). We have thus shown that p ¢ [¢] implies rej,, (p,m), i.e., m monitors completely for ¢

(Definition 8.6).

The required result, m monitors correctly for ¢ = ((Npgr(m))), follows by Definition 8.8. ([

Equipped with these results, we can show that if we limit ILTSs to deterministic internal actions, i.e.,

DEeT(y) =true for all y € 1ACT, any monitor in MoN can be mapped to a corresponding sHMLY _ formula.

DT

Theorem 9.27. If DET(y) =true for all y € 1AcT, sHML),, is expressive-complete w.r.t. MON.

Proof. Pick m € MoN. By Proposition 9.26, we know monitor m monitors correctly for the formula
({(Npgr(m))). Also, since the codomain of Npgr(—) is MONpgr, we know Npgr(m) € MONpgr, and by

Proposition 9.25, we get ((Npgr(m))) € sSHMLY._, as required. ([

The expressive-completeness of the syntactic fragment sSHMLY, . is better illustrated in Example 9.28,

which shows how arbitrary monitors from MoN are mapped to corresponding sHML,. _ formulae follow-

DT

ing the two-step approach outlined in Figure 9.2.

Example 9.28. Consider again monitor m, £ r.(s.no®a.no) with DET(r) =false. Although m, ¢ MONpgr,

Example 9.23 shows that it can be normalised to Npgr(m,)=r.end where r.endeMoNpg. A corresponding
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formula can then be obtained by applying the reverse synthesis function on the normalised monitor,
yielding {(r.end)) = [r]tt where [r]tt € SHMLY . Since formula [r]tt=tt cannot be violated and monitor
r.end never rejects, it is not hard to see that r.end monitors correctly for [r]tt.

Similarly, one can show that when DeT(r) = false, monitor m, monitors correctly for formula
({(Npgr(m,))). Concretely, m, is normalised to Npgr(m,) = mg from Example 9.23, which is mapped to
the sHML/

e formula ((me)) = @5 where ¢ is defined as follows:

05 = maxX.([r][s](maxX.[r][s]X A [a]X Att)) A [a]X A ([alffV [c]ff)

Since [r][s](maxX.[r][s]X A [a] X Att) =tt, then ¢, = maxX.[a]X A ([a]ffV [c]ff). This means that ¢
is violated by systems that can produce at least two trace prefixes of the form a”a and a"c for some
a > o, where the (sub-)trace a” may be interleaved with finite sequences of deterministic internal actions.

Accordingly, monitor m, rejects any system capable of producing these two trace prefixes. |

We are now in a position to prove the main result of this section, namely Theorem 9.29 below, stating
that if we limit ILTSs to deterministic internal actions, i.e., DET(y) =true for all y € 1AcT, the syntactic
fragment SHML)/ _ is the largest monitorable subset of RECHML up to logical equivalence. However, we

first recall what we understand by language inclusion up to semantic equivalence from Section 5.4.

Definition 5.17 (Language Inclusion). For all £,, £, C RecHML,

L,C L, E Forall ¢, € Ly, there exists ¢, € L, such that [¢,] = [¢.] [ |

Theorem 9.29 (Maximality). If DET(y)=true for all y e 1AcT and language £ C RecHML is monitorable

w.r.t. MoN, then £ cannot (semantically) express more properties than sHML , i.e., £ T sHMLY,

DeT? DET*

Proof. Assume DET(y) =true for all y € IAcT. Assume also that £ C RECHML is monitorable w.r.t. MoN.

By Definition 5.1, this means that for all ¢ € £,
dm € Mon such that m monitors correctly for ¢

Pick a formula ¢ € £ and assume 3m € Mon such that m monitors correctly for it. Using Definition 8.8,

followed by Definitions 8.4 and 8.6, this means that for any system p € Prc, we have
p ¢ [[q)]] IH rejDET (p’m) (92)

DT

According to Definition 5.17, we need to show that 3y € sHMLY,, such that [¢] = [y].

By the assumption that DET(y) = true for all y € 1AcT and Theorem 9.27, for the monitor m used in
eq. (9.2), we also know 3y € sHML), . where i/ = ({(Npgr(m))) and m monitors correctly for i. Expanding
Definition 8.8, followed by Definitions 8.4 and 8.6, this means that for all systems p € Prc, we have

p ¢ Y] iff rejy,, (p,m) (9-3)

We prove [¢] =[¢] in two steps; first, we show [ C [¢] and then we show that [¢] C [¥].
For the former, assume an arbitrary system p ¢ [¢]. By eq. (9.2), we know rej,_ (p,m), which by eq. (9.3)
implies that p ¢ []. We thus have that

p ¢ [¢] implies p ¢ [y/] (9.4)
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By the contrapositive of eq. (9.4), we deduce that p € [/] implies p € [[¢], i.e., [/] € [¢]. Dually, we can
show [¢] € [¥/]. Our result, [¢] =[], follows. O

Theorem 9.29 has several practical implications that are analogous to those for Theorem 9.29 (see
Section 5.3 for details). For instance, maximality permits a verification framework to determine if a
property is monitorable w.r.t. the setup of Chapter 7 via a simple syntactic check, thus deciding whether

to runtime monitor for it or else employ alternative verification techniques, such as model checking.

9.4 Summary

This chapter showed that monitors can extract sufficient information over multiple runs of (potentially)
non-deterministic systems to correctly detect the violation of a class of branching-time properties that
may contain disjunctions, as long as these are not prefixed by non-deterministic actions (Theorem 9.7).

We also proved that the identified monitorable fragment sHML),

DET

from Definition 9.3 is maximally
expressive (Theorem 9.29). In particular, every property that can be monitored correctly using the multi-
run setup of Chapter 7 can always be expressed as a formula in sHML/, .. Such a syntactic characterisation

of monitorable properties is useful for tool construction, as will be shown in Part III.
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10 Implementability Concerns

Part II showed that previously established limits for branching-time properties can be extended by
monitoring systems over multiple executions. Despite the merits of these theoretical results, they
also raise several practical questions. The first, and arguably the most fundamental one, concerns the
implementability of the verification technique presented in Chapter 7. Specifically, we would like to
examine whether this technique lends itself well to the implementation of a tool that runtime verifies
systems over multiple executions, possibly by extending existing RV tools. Second, we would also like
to understand better the correlation between the structure of the specification formula expressing the
property (e.g. the number of disjunctions used) and the number of SUS executions required to monitor
adequately for that property. Such a measure is crucial for an efficient implementation of the operational
semantics of the monitor (Figures 3.1, 7.1 and 7.2) where history analysis is not invoked unnecessarily
whenever a new trace is aggregated to the history.

We note that although this part of the thesis focuses on the monitoring setup of Part II, the same
arguments also apply to that of Part I.

Structure of the chapter. Section 10.1 shows that the verification technique in Chapter 7 lends itself
well to the implementation of a tool that runtime verifies systems over multiple executions. Section 10.2
then presents a method for systematically determining lower bounds for the number of SUS executions

required to conduct RV from the syntactic structure of the formula being verified. Section 10.3 concludes.

10.1 Towards Implementing the Multi-Run Monitoring Setup

In this section, we outline the steps towards a full automation of the verification technique in Chapter 7.

Subsequently, we evaluate this technique by means of a complexity analysis.

The Algorithm The first step is to automatically generate executable monitors from properties ex-
pressed as sHML  formulae, following the synthesis algorithm of Definition 5.3. These monitors must
then be instrumented to execute alongside the SUS w.r.t. the history of traces observed thus far (initialised
to the empty set). There are various instrumentation techniques that can be employed, but the one
that suits our needs best are outlined [36]; as discussed in Chapter 3, this allows us to treat systems as
black-boxes. Instrumentation then forwards the events generated by the SUS to the monitor, which
aggregates traces according to the mechanism in Figures 3.1 and 7.1.

Prior work [15, 32] has shown that the synthesis and implementation of similar operational models is
almost one-to-one. Aceto et al. [14] rigorously demonstrate their efficiency, which results in a stable tool

for runtime verifying asynchronous component systems called detectEr [32, 15].

67
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Whenever instrumentation aggregates a new trace to the history, the monitor is terminated (by
transitioning to the inconclusive monitor end) and the history analysis in Section 7.2 is invoked; this can
be automated following an approach similar to that in [19]. History aggregation and history analysis are

then repeated until a permanent verdict is reached (Proposition 8.2).

Complexity Bounds The performance of the algorithm outlined above depends on three factors:

(i) The history aggregating mechanism of Section 7.1. Monitors analyse system events sequentially
and transition accordingly, each monitor component incurring a linear complexity w.r.t. the length
of the processed trace. The required number of monitor components and the cost of simulating
these with a single monitor component has been studied extensively for similar monitoring systems
in [8]. There, the authors prove that monitors without parallel components may require up to
a doubly-exponential number of states w.r.t. the size of the formula that they monitor for. This
means that it may be necessary to maintain an exponentially long description of the monitor
configurations along a run. Under the assumption that formulae are generally significantly smaller
than execution traces, or that monitors run asynchronously w.r.t. the SUS, the resulting overhead

is acceptable.

(ii) The history analysis mechanism of Section 7.2. The complexity of derivations for rej, _(H,m) is
polynomial w.r.t. the size of m and the longest trace in H. Effectively, this amounts to p-calculus
model-checking on trees, i.e., modal logic model-checking on acyclic graphs, which requires a
bilinear time w.r.t. the size of the tree and the formula [82]. With the exception of rules PARAL
and PARAR from Figure 7.2, derivations are mostly syntax-directed and monitors are guarded,
i.e., rule REC can only be applied a finite number of times before either rule AcT or rule AcTl is
used. For a similar (but more complex) tableau format, [19, Section 5] showed that, in practice, the
doubly-exponential worst-case complexity upper bound identified in [13] does not represent the

average-case complexity.

(iii) The number of trace prefixes required by the monitor conducting the verification to reject the
aggregated history. Theorem 10.10 (to be discussed in Section 10.2) provides partial insight into
this quantity by relating rejections to structural properties of the monitored formula. However,
obtaining a general upper bound is difficult, since for certain formulae, no finite upper bound

exists. We revisit this aspect in Example 10.3 of Section 10.2.

10.2 Establishing Bounds

Despite the guarantees provided by Definition 8.8, the correct monitors underpinning monitorable
formulae (Theorems 9.7 and 9.29) do not provide any indication of the number of monitored runs needed
to reject a violating system. This measure is crucial for an efficient implementation of the operational
semantics of the monitor (Figures 3.1, 7.1 and 7.2) where the history analysis of Figure 7.2 is not invoked
unnecessarily whenever a new trace is aggregated to the history.
In view of this, we investigate whether there is a correlation between the syntactic structure of
\2

properties expressed in terms of sSHML;)  formulae and the number of partial traces required to conduct

the verification. In particular, we study how this measure can be obtained through a syntactic analysis
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\%

e formulae in a

of the disjunction operators used in the formula. Since we can only monitor for sHML
correct manner when the relevant internal actions are deterministic (see Example 9.6), internal actions

are elided in the subsequent discussion as they only make examples more cumbersome.

Example 10.1. Assuming DET(r) =true, recall formula ¢, El ([s]ffV [a]ff) from Example 1.3 and its
representative correct monitor m, = r.(s.noEB a.no) = (¢.) from Example 7.5. Violating systems can
produce the history H = {rs,ra} (modulo internal actions), which is enough for m, to reject. At the same
time, no violating system for ¢, can be rejected with fewer traces. Similarly, all violating systems for the

formula ¢ El ([s]ff v [a]ff) V [a]ff can be rejected via the 3-size history {rs,ra,a}. ]

Although the evidence in Example 10.1 suggests that monitoring for a formula with n disjunctions
requires n+1 executions to detect violations, this measure could be imprecise in general, for a number
of reasons. First, as a consequence of monitor passivity, there is no guarantee that the SUS will only
produce the trace prefixes required to reject as it might also exhibit other behaviour (recall that a monitor
is passive and cannot steer the behaviour of the SUS). We thus reason about history bounds for the best
case scenario where every monitored run produces a relevant trace prefix. Second, not all SUS violations
are justified by the same number of (relevant) trace prefixes. For instance, formulae such as ¢, A ¢,
are violated by systems that either violate ¢, or ¢, (but not necessarily both), and thus the number of
relevant trace prefixes required to violate each subformula ¢; for i € 1..2 might differ. This means that

lower and upper bounds may not necessarily coincide, as better illustrated in Example 10.2 below.

def

Example 10.2. Consider the formula ¢, = [r]([s]ffV [a]ff) A [s]ff, a slight modification on formula ¢,.
A representative monitor for ¢, can reject violating systems that exhibit both trace prefixes ra and rs,
but it can also reject others exhibiting the single prefix s via the subformula [s]ff. This is problematic
since our violating trace estimation needs to universally quantify over all systems, in order to adhere to

a black-box treatment. |

Recursive formulae pose further complications when attempting to calculate the executions required

from the number of disjunctions present in a formula.

Example 10.3. Consider formula ¢s below, a variation on formula ¢, from Example 2.4, stating that
“if the system can allocate memory, then (i) it cannot also perform a close action and (ii) this property is

invariant for all the states reached after servicing received queries.”
05 = maxX.({(a)tt=> ([c]ffA [r][s]X)) = maxX.([alffV ([c]ffA [r][s]X))
Formula ¢g contains one disjunction, and its representative monitor
m, = recX.(a.no® (r.s.X ®c.no)) = (ps)
can correctly monitor for it with no fewer than two trace prefixes. For instance, the system
P = recX.(rs.X+(aX+c.0))

from Example 2.3 violates ¢g, and m, can detect this through the size-2 history {a,c} C Tp,. But the same

cannot be said for the violating system

Pu < 2.0+r.5.(a.0+c.0)
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. C . . . . . . .
Since p;; 5, monitor m, cannot use the previous size-2 history {a,c} and instead requires the size-3

history {a,rsa,rsc} C T, . A similar argument can be made for the violating system
P12 = a.0+r.s.(a.0+r.s.(a.0+c.0))

which can only be detected via the size-4 history {a,rsa,rsrsa,rsrsc} C Ty, |

Example 10.3 demonstrates how, when universally quantifying over all systems, execution upper
bounds cannot be easily determined for any violating system from the structure of a formula. However,
we show that the calculation of execution lower bounds from the formula structure is attainable. For
instance, the lower bound for a conjunction ¢, A ¢, would be the least value between the lower bounds of
¢, and ¢, respectively. Crucially, history lower bounds are invariant w.r.t. recursive formula unfolding

of greatest fixed points.

Example 10.4. Recall formula ¢g from Example 10.3, where it was (informally) established that the
history lower bound required for a monitor to effect a rejection is that of with a history lower bound
of size 2, which is equal to the number of disjunctions in @5 plus 1 (as argued in Example 10.1). By the

semantics in Figure 2.1, the same violating systems should also violate the unfolding of ¢s, namely

05 = [alffv ([c]ffA[r][s](maxX.([alffV ([c]fE A [r][s]X)))) = [alffV ([c]ffA[r][s]@s)
since the two formulae are semantically equivalent, i.e., p3 = @5. A naive analysis would conclude that
(g contains 2 disjunctions, implying that violation detections would require histories of at least size
2+1=3. However, a compositional approach for such a calculation, based on the reasoning followed
in Example 10.2 would increase precision and allow us to conclude that history lower bounds of size
2 suffice. Concretely, to reject a violating SUS for g, trace evidence is needed to determine violations
for both sub-formulae [a]ff and [c]ff A [r][s]@s. Whereas one trace suffices to reject [a]ff, determining
the lower bounds for rejecting [c]ff A [r][s]ps amounts to calculating the least lower bound required to
reject either [c]ff or [r][s]¢s. Since rejecting [c]ff requires only 1 trace, the total lower bound is that of

1+1=2 traces, which is equal to that of ¢s. |

Although recursive variables X € TVAR do not syntactically contain disjunctions, recursive unfoldings
may introduce an unbounded number of them. Example 10.5 shows that our history lower bound

calculation takes this into account.

Example 10.5. Recall ¢, « maxX.([r][s]X A ([c]ffV [a]ff)) from Example 2.4. The proposed syntactic
analysis of this formula would determine that the history lower bound for ¢, is 2. Concretely, the
conjunction sub-formula [r][s]X can potentially contain an unbounded number of disjunctions due to
recursion, whereas the right sub-formula contains 1 disjunction, meaning that 2 traces are required; the

lower bound across the conjunction is thus 2. The unfolding of ¢, is:

0; 2 ([0 (maxX([r1 51X A ([elfFV [alfD)) ) A (el fFV [alf0)

where the history lower bound calculation is invariant at 2. |
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The function [b(—) in Definition 10.6 below formalises the calculation of history lower bounds based

on the (compositional) syntactical analysis of formulae.

Definition 10.6 (History Lower Bounds). The function Ib(—) : sHML"Y — NU {oo} is defined as follows:

Ib(ff) £ o Ib(p AY) = min{lb(p),Ib(y)}  Ib([alp) < Ib(p)
Ib(tt) £ (V) = Ib(p)+1b(Y)+1
Ib(X) £ oo Ib(maxX.g) = Ib(¢p) [ |

There is one further complication to consider when calculating the relationship between the syntactic
structure of formulae and the number of trace prefixes required for rejections. Our implicit assumption
has been that, for disjunctions ¢, V ¢,, the incorrect system behaviour described by ¢, and ¢, is distinct.
Whenever this is not the case, formulae do not observe the lower bound proposed above since ¢, and ¢,

might be violated by common trace prefixes.

Example 10.7. Consider formula ¢, = [r]ff v [r][s]ff and its representative synthesised monitor

ms = r.no@r.s.no= (o). Although analysing ¢, syntactically gives a history lower bound of 2, monitor

mg rejects all violating systems with the single trace prefix rs. ]

We limit our calculations to a subset of RECHML ruling out overlapping violating behaviour across
disjunctions (Definition 10.8). The logical fragment SHML,/. (below) combines universal modalities and
disjunctions into one construct, \/;c;[a;]¢;, to represent the formula [a,]@, V-V [a,] @, for the finite
set index I ={1,...,n}. When I =0, \/,;c;[ ;] ¢; denotes ff.

Definition 10.8. The logical fragment SHMLY € RecHML is defined as:

NF —
gy esHMLY, w=tt | ff | @AY |\/[a,~](p,~ | maxX.p | X
iel

where Vi, j € I, we have i # j implies a; # a;. [ |

Since disjunctions \/;¢;[a;]@; in SHMLY, require that all «; actions are distinct, we can show that
disjunction sub-formulae [a;]¢; must be violated by disjoint histories. Proposition 10.9 relies on the
witness-based violation relation H [=pgr ¢ of Definition 9.8, characterising the specific histories along

which arbitrary ILTSs violate (closed) formulas.

Proposition 10.9 (Disjoint Violating Histories). For all (closed) formulae ¢ Vi € sSHMLy,. and histories
H eHsrt, if H Fpgr ¢ VY then H=H’WH" such that H’ |Fpgr ¢ and H” Fpgr ¢

Proof Outline. Assume (H,f) Epgr ¢ V. Since ¢ Vi € SHMLY ., we know that

NF?

o=\/lalg and  y=\/laly;

iel jejJ

for some index set I ={1,...,i} and J={i+1,...,j}. We can further show that the violating history H can

be decomposed into disjoint histories Hj,...,H;,; such that, for any k € IU J, all traces in Hj are prefixed
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with an ay action and Hk Fpgr [ak]¢;. Let H'=H,U---UH; and H” = H;y, U---UH;. Repeatedly applying
rule vOR from Definition 9.8, we obtain that H' Epgr ¢ and H” Fpgr .

We observe that the initial history H might also contain other traces that are not prefixed with any
ay action for k€ IU J, i.e, H=H'WH"” WH"’. However, we can show that by adding more traces to H’
(resp. H"”'), the resulting history H' UH’" still violates the sub-formula ¢ (resp. ). This allows us to
conclude that H' UH"" |=pgr ¢ and H” |=pgr ¢, as required.

For the complete proof, refer to Appendix G. g

Theorem 10.10 establishes a lower bound on the number of trace prefixes required to detect violations

for formulae generated from sHMLY,.

Theorem 10.10 (History Lower Bounds). For all (closed) formulae ¢ € sHMLy, and histories H € HsT, if
H Epgr ¢ then |H| > Ib(@) +1.

Proof Outline. To prove this, we give an alternative definition H |5} ¢ to the violation relation H |Fpgr ¢
of Definition 9.8 that is specific to SHMLy, formulae (in contrast to [Epgy which is defined over sHMLY, ).
In particular, we replace rule vORr in Definition 9.8 by the rule

SVOR

H=H,WH, (Hytrue)fp., ¢ (Hytrue)Fp. ¢

(H,true) Epgr @ VY

where disjunction formulae are violated via disjoint histories. For the proof, refer to Appendix G. [

Example 10.11. Following Theorem 10.10, we can syntactically determine that ¢,,¢,,¢,,¢s € SHMLY,
cannot be violated (by any system) with fewer than 2 trace prefixes since [b(¢,)=1b(¢,)=1b(¢p,)=1b(ps)=1.
In comparison, 1 trace prefix suffices to violate ¢,,¢,,¢, € SHMLY, since [b(¢,) = Ib(¢;) = Ib(¢,) =0. B

A pleasing side effect of Theorem 10.10 is that it also provides us with a simple syntactic check to
determine whether formulae generated by sHMLY,. are worth monitoring for, according to Definition 8.8.
Specifically, Corollary 10.12 below shows that whenever Ib(¢) = oo, the formula ¢ is always satisfied,

meaning that violations for it can never be detected, regardless of the system being runtime verified.
Corollary 10.12. For all formulae ¢ € sHML, and histories H € Hsr, if lb(¢) = co then H .. ¢.

Proof. Suppose that ¢ € SHMLY,. and H € HsT such that [b(¢) = co. Since histories are finite, |H| < Ib(¢) <
Ib(¢) +1=00. Our result, Hf-p, ¢, follows by the contrapositive of Theorem 10.10. O

Example 10.13. The formula ¢e = (maxX.[r][s]X) V [a] [c]ff turns out to be a tautology, ie., ¢pw = tt,
since maxX.[r][s]X = tt and tt V [a][c]ff = tt. Accordingly, our lower bounds calculation gives us
Ib(poo) = c0. |

Finally, we note that there is a distinction between the number of SUS executions that need to be
observed and the partial traces that need to be analysed: although a minimum of n trace prefixes
might be required by Definition 10.6 for analysis, the SUS might need to be executed more than n times

to obtain these prefixes, even in the best of cases. Intuitively, this is caused by redundancies in the
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monitors (caused by the compositional method of monitor synthesis) and the incremental manner in
which monitor instrumentation record trace prefixes, as illustrated in Example 10.14 below. When these
redundancies are avoided, we end up with a one-to-one correspondence between the required number

of SUS executions and partial traces.

Example 10.14. Assuming that DET(a) =true, consider formula ¢,, below, which describes the property
“after any number of serviced queries interspersed by arbitrary sequences of memory allocations, a system

that can allocate memory cannot also perform a close action.”

0o = maxX.([r][s]X A[a]X A ({a)tt = [c]ff)) = maxX.([r][s]X A [a]X A ([a]ffV [c]ff))
When synthesising the formula ¢,,, we get the monitor (¢,0) =m, = recX.(r.s.X®a.X ® (a.no®c.no))
from Example 3.4. The system

D13 = recX.(r.s.X+a.X+a.c.0)

violates ¢,o, and monitor m, can detect this violation by rejecting the history H={rsaa,rsac} C T, . This
is in line with Theorem 10.10 which states that all violating systems for ¢,, cannot be rejected with fewer
than [b(¢,0) +1=2 trace prefixes. However, the incremental manner with which traces are aggregated
(Chapter 7) requires that, whenever rsaa € H, then rsa € H as well. This is due to the fact that for the

execution trace rsa---, we always have
rsa y  def
0> (e,m,) < p;; = 0> (rsa,no) <p,y where D1y = ISPzt a.p+a.c.0

during the first monitored execution. Stated otherwise, although two prefixes are sufficient to detect a
violation, the operational mechanism for aggregating the traces for analysis forces us to observe at least

three SUS executions for the monitor to gather the necessary traces for analysis. ]

10.3 Summary

In this chapter, we outlined the steps towards a full automation of the multi-run monitoring technique
proposed in Part II and gave a corresponding complexity analysis. We have also shown that although
establishing execution upper bounds cannot be easily determined for any violating system, the least
number of expected runs required to effect the runtime analysis can be calculated through a syntactic

analysis of the disjunction operators used in the formula expressing the property being verified.



11 An Instantiation of the Multi-Run Framework

In this chapter, we validate the realisation of ILTSs from Chapter 6 and how realistic the constraints
adopted in Chapter 9 are by considering an instantiation for actor-based systems [87, 21]. This concur-
rency model has been adopted by numerous programming languages, including Erlang [48], Akka [79],
Elixir [9o] and Swift [29], further highlighting the applicability and usability of our multi-run monitoring

framework for real-world systems.

Structure of the chapter. In Section 11.1, we introduce the language for actor systems, whose opera-
tional semantics is specified in terms of an ILTS. In Section 11.2, we focus on two specific properties of the
ILTS of Chapter 6, namely that transitions abstract over equivalent states and that silent (non-traceable)
actions are confluent w.r.t. all other actions. We prove that transitions in our systems satisfy these two
properties, reaffirming that our semantics is indeed an ILTS. In Section 11.3, we show which actions are

treated as deterministic by our ILTS and prove results that justify this choice. Section 11.4 concludes.

11.1  Actor Systems

Actor systems are characterised by a set of concurrent processes called actors that interact with one
another via asynchronous message-passing. Each actor is identified by its unique ID, which is used by
other actors (possibly more than one) to send messages to it i.e., the single-receiver property. Actors are
also persistently receptive meaning that they are always able to receive messages addressed to them.

Figure 11.1 presents the syntax of our model actor language. This grammar assumes a set of disjoint
actor names/addresses i, j,h,k € PID, atoms a,b € ATOM, expression variables x, y€ VARs, and term variables
X,Y € TVAR. Values, v € VAL, range over PIDU AToM and can be sent as messages. Identifiers, w, are
syntactic entities that range over values and variables.

An actor system, A,B € ACTR, consists of multiple parallel actors A || B, which can either be inactive, 0,

or locally scoped to a subsystem of actors, (vi)A. A system may also have a number of asynchronous

ABeAcTtr := 0 |i[e<q] |i(w) |A|B | (vi)A

e,d €Exp := wilw,.e | rev{pn—entner | spwdasxe |selfxe |recXe |X |O

poePar = x |i |a greMBox == € |uv:q

Figure 11.1. Erlang Syntax for Actor Systems

74
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messages in transit; a message in the ether ' carrying value v addressed to i is denoted as i(v). Individual
actors, i[e <q], are uniquely identifiable by their names, i, and consist of a running expression e and a
mailbox g, i.e., a list of values denoting a message queue. Incoming messages are added at the end of
the queue, whereas pattern-matched messages are removed from the front of the queue. We use the
list notation q:r to denote queue concatenation, v:q for the mailbox with v at the head and q at tail of
the queue, and g:o for the mailbox with v at the end of the queue preceded by q. When the mailbox is
empty, €, we often elide it from the individual actor and write i[e] instead of i[e <€].

Actor expressions e,d € EXp can be outputs, ilv.e, or reading inputs from the mailbox through pattern-
matching, rev{p, — e, }ner, Wwhere each expression e, is guarded by a disjoint pattern p,,. We assume
that patterns are disjoint, i.e., if some v matches p;, it does not match any other p; for i # jand i,j €.
Expressions can also consist of self references (to the actor’s own name), self x.e, actor spawning,
spwdasx.e, or recursion, recX.e. Receive patterns and spawn bind expression variables x, y € VARs,
whereas recursion binds term variables X,Y € TVAR. Similarly, (vi)A binds the name ID i in A.

We assume the standard definitions fn(A) and fv(A) for the free names and variables of an actor system
A and work up to a-conversion of bound names and variables. We also write fId(A) for the free names
i of the individual actors i[e <q] in A. E.g. for A=i[e,] || j[e.] || (vh)h[e;], we have fId(A) ={i,j} and
m(A)={i,j}Ufn(e,)Ufn(e,) U(fn(e,)\{h}). Running actor systems are closed, i.e., fv(A) =0, and respect
the single-receiver property, i.e., whenever A=B, || B, then fId(B,) N fld(B,) =0. For syntactic objects 0,0’,
we write offo” to mean that the free names of 0 and o’ are disjoint, e.g. A B denotes fn(A) N fn(B) =0.
We also write K,d to mean KW {d} where & denotes disjoint union. Substitutions are partial maps
from variables to values, o € SUB : VARs — VAL. The subject of an action n € Act U {r} is defined as
sbj(r) = sbj(com(i,v)) = sbj(ncom) = 0 and sbj(i?v) = sbj(ilv) = {i}.

The operational semantics of our language is given in terms of an ILTS. The implicit observer that
A interacts with when running is represented by the set of IDs O C P1p; to model the single-receiver
property, we have that fld(A)#O. Knowledge K C P1p denotes the set of IDs known by both an actor
system A and the implicit observer with which it interacts. It is used by the rules in Figure 11.2 to keep
track of bound/free names and abstract away from name bindings in actions [121, 83]; see [40].

Transitions are defined over system states of the form K | O> A € Prc where fn(A) CK, O CK and
fId(A)#O. The ILTS transitions of the form K | O» A KNG | O’> B are governed by the judgement

K|O>ALB ()

defined by the rules in Figure 11.2. The evolution to K and O after 7 is left implicit in the judgement
of () since it is determined by the function aft(K | O,5) in Definition 11.1.

Definition 11.1 (Knowledge and Observer Evolution).  The evolution of K | O after action 5 € AcT,

denoted as aft(K | O,n), is inductively defined as follows:

def def

aft(K | 0,i?v) = KU fn(v) |OU (fn(v) \K) aft(K | O,com(i,v)) = K|O
aft(K | 0,itv) £ K |0 aft(K | O,ncom) £ K | O
aft(K| 0,iT0) £ KU fn(v) | O aft(K|0,7) ¥ K]0 -

*An ether is a communication medium.
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SND1

SND2
RCV

jeo
or . T, . jlo i?
K|O»>i[jlv.e<q] —ile<q] || j{v) K|O>j(0)J—>0 K|O>i[e<q]—v>i[e<q:v]
coMML NCOMML
K| fld(B)»A—> A’ K| fld(A)»B—> B’ K|ﬂd(B)>A—lT—j—>A' K| fld(A)»B—5 B’
com(i,v ncom . ’ ’
K|0»A| B0, 401 B K|0»A| B=5 (vj)(A' || B)
SCP1 SCP2 OPN
com(i,v ilj
KjlosaLB  jifu(n) KjlosA B je (i) K.jlo»A-L B
. n . . . iTi
K|0»(vj)A=> (v))B K| 0> (vj)A—" (v)B K|0>(v)A-sB

RD

PARL

Vnel-absent(pn,q) Imel--absent(pm,v), match(pm,0) =0 K|OxA KNyY sbj(n) 4 fld(B)

K| O>i[rev{pn = en}ner <q:v:r] — i[emo <q:r] K|OvA|| BL A’ || B
SPW
. SLF
JHK
K| Ovi[spwdasx.e<q] 5 (vj)(ile{i/x}<q] || j[d <€]) K|O»>i[selfx.eaq] 5 ife{i/x} «q]

REC

STR

A=A K|O»A'LB B'=B

K|Ovi[recX.e<q] — i[e{recX-e/x} «q] K|O>A1>B
sCtxP sCTxS
SNIL sCom SAss A=B A=B
A=Al o A|B=B| A (A||B)||C=A| (B||C) AllCc=B|C (vi)A= (vi)B
s SExT
- if fn(A)
(vi)(vj)A=(vj)(vi)A All(vi)B=(vi)(All B)

Figure 11.2. Erlang Semantics for Actor Systems

Actors communicate through asynchronous messages, which are sent in two stages: the actor first

creates a message j(v) in the ether (rule snp1), and then the ether sends value v to actor j (rule sND2).

Once received, messages are appended to the recipient’s local mailbox (rule rcv) and selectively read

following rule rD. This relies on the helper functions absent(—) and match(—) in Definition 11.2 below

to find the first message v in the mailbox that matches one of the (pairwise-disjoint) patterns p,, in

{pn — en}ner- If a match is found, the actor branches to e,,0, where e, is the expression guarded by

the matching pattern p,, and o substitutes the free variables in e,, for the values resulting from the
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pattern-match. Otherwise, reading blocks.

Definition 11.2. Functions match:PATXVAL— SUBU{ L} and absent: PAT X MBox— BooL are defined as:

0 ifp=v=iorp=v=i=a
0/x ifp=x

match(p,v) = e/ b
Hi,o; ifp={py...pn} and v=A{v,,...,0,}, and Vi€ {1,...,n} - match(p;,v;) = o;
1 otherwise
0,Uo, ifdom(o,)Ndom(c,)=0
0,Uo, ifVoedom(o,)Ndom(a,): 0,(v)=0,(v)

o,Wo, =
€L ifo,=loro,=1
L otherwise
false if match(p,v) =L
absent(p,€) =true absent(p,v:q) = |

absent(p,q) otherwise

Parallel actors, A|| B, may internally communicate via rule NcoMML whenever A and B can respectively
transition with dual output and input actions, ilv and i?v, binding all names extruded by v in the process,
or via rule commL if all names in v are already known (symmetric rules NcomMmR and commR elided).
Actors may also transition independently following rule pARL (symmetric rule PARR elided); the side-
condition sbj(u)# fId(B) enforces the single-receiver property and checks that the message is not destined
for some actor in B. An actor may also scope extrude names by communicating bound names to actors
outside the scope (rule opN). As will be discussed later, such a transition is represented by a specific
form of output, iTj, denoting that the bound name j is scope extruded to actor i. Dually, when bound
names are not mentioned in the action along which the transition occurs or the action denotes internal
communication ncom, the names remain bound (rules scp1 and scp2). The remaining rules, sLF and spw,
are standard.

Our ILTS semantics assumes structural equivalence for actor systems A = B which is lifted as the
process equivalence relation from Chapter 6, ie, (K; | O,>A;) = (K, | O,>A,) whenever K, =K,, 0,=0,

and A, = A,; transitions abstract over such states via rule sTR.

11.2 Actor Structural Equivalence and Silent Actions

In order to show that our semantics is indeed an ILTS, we need to prove a few additional properties.

Proposition 11.3 below shows that transitions abstract over structurally-equivalent states.

Proposition 11.3 (Structural Invariance). For any actors A,B € AcTr such that A = B, whenever

K|O>A 5 A’ then there exists B such that K |O>B B and A’=B.

Proof Outline. This required result follows from the following (stronger) statement since A’ = A”:

for any A,B € AcTr such that A=B, if K | O A5 A’ then K |O>B KNV
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The result is immediate from rule STR since A’ = A’. O

As a result of Proposition 11.4 below, we are guaranteed that any actor SUS instrumented via a
mechanism that implements the semantics in Figures 3.1 and 7.1 can safely abstract over (non-traceable)

silent transitions because they are confluent w.r.t. other actions.

Proposition 11.4 (r-Confluence). If K|O»A 5 A and K |O>A N A”, then either =7 and A’= A" or
there exists an actor system B and moves K | O>A’ 2, Band aft(K|O0,n)>A" 5B.

Proof Outline. Intuitively, this is true because if K | O>A does two different moves, then they must have
occurred in different parallel components of A. The proof is by induction on the derivation of the first

move, K | O»A— A’, and is given in Appendix H..1. O

11.3 Actor Traceable Actions

Our actor semantics uses three forms of external actions:
EAcT ={i?, ilv, iTj | 1i,j€Pm,oeVAL}

Apart from input actions, i?v, and output actions, ilo, we identify a specific form of outputs, iTj, where
the payload j is scope-extruded to the observer, which manifests itself as j ¢ K in our setting; see rule

oPN in Figure 11.2. Our semantics also employs two forms of internal actions:
1AcT ={com(i,v), ncom | i€Pip, veVaL}

We model actor communication via internal communication actions, com(i,v), as opposed to using silent
actions as is standard in [83, 121]. This permits the instrumented monitors to differentiate between
different communication steps which can reach states that are not necessarily behaviourally equivalent.
The exception to this strategy is internal communication involving scoped names, ncom; see rules
NcomML and scp2 in in Figure 11.2. We still allow our monitor instrumentation to differentiate these
transitions from silent actions, mainly because they do not satisfy properties such as Proposition 11.4,

and thus treat them differently during runtime verification.

Remark 11.5. In the monitoring setup of Chapter 7 and the instantiation presented in this chapter,
instrumentation records certain internal actions such as process communication, ncom and com(a,b).
We conjecture that this is a reasonable assumption since many programming language platforms
come equipped with tracing mechanisms that are used for a variety of purposes such as debugging
and telemetry. For instance, the Virtual Machine for Erlang and Elixir (two widely-used actor-based
languages), called the EVM [48], records internal communication events as output events immediately
followed by the corresponding input event. In existing tools, these two events are coalesced into silent

(z-)actions but they could be easily combined into internal communication events instead. |

Our ILTS interpretation treats input actions, output actions and internal communication actions as
deterministic, i.e., for any i € PID and v € VAL, we have DET(i?0) =DET(ilv) = DET(com(i,v)) =true. This

treatment is justified by Propositions 11.6 to 11.8 below.

i?
Proposition 11.6 (Input Determinacy). For all systems K | O>A and input actions i?0, if K| O>A LNyY
and K | O» A% A” then A’ = A”.
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Proof Outline. By induction on the sum of lengths of the proofs of the two transitions, relying also on

the single-receiver property. The complete proof is given in Appendix H.2. O

il
Proposition 11.7 (Output Determinacy). For all systems K |O>A and output actions ilo, if K | O»A—S A/
and K| 0> A% A” then A’ = A”.

Proof. By induction on the sum of lengths of the proofs of the two transitions, relying also on = from

Figure 11.2. The complete proof is given in Appendix H.z. ]

Proposition 11.8 (Communication Determinacy). For all systems K | O>A and internal communication
com(i,v) com(i,v)

actions com(i,v), if K| OpA——> A’ and K| ObA———> A” then A’=A"".
Proof Outline. By induction on the sum of lengths of the proofs of the two transitions, relying also on

Propositions 11.6 and 11.7. The complete proof is given in Appendix H.2. ]

In contrast, scope-extruding output (i.e., output that communicates bound names to actors outside the
scope) and internal communication involving scoped names are not considered to be deterministic, i.e.,
for all i, j € Pip, we have DET(iTj) = DET(ncom) = false. Examples 11.9 and 11.10 illustrate why they are

treated differently from other traceable actions.

Example 11.9 (Non-deterministic bound communication). Consider the actor state K | O> A, where

Jj € O and the running actor is defined as
A, = (vi)(i[reve— jixo] || io,) [l i(v,))
where v, #0,. The actor identified by i, which is scoped by the outer construct (vi), can internally receive
either value v, or v, via rules scp2 and comMR as follows:
ncom

K|O>A,—— K| O» (vi)(i[rcvx— j!x.0<0,] || 0 || i{v,)) (11.1)

ncom

K|O>A,—— K| O» (vi)(i[rcvx— j!x.0<0,] || i{v,) || 0) (11.2)

In particular, since v, # v,, the systems reached in (11.1) and (11.2) are not structurally equivalent. More
importantly, these two states exhibit a different observational behaviour by sending different payloads

to the observer actor at j; see rules RD, SND1 and SND2. [ |

Example 11.10 (Non-determinisic scope-extruding outputs). Consider the actor system K | O>A, where
h € O. The running actor A, is defined below, where name i is locally scoped twice and e, and e, exhibit

different behaviour.

A, = (i) (ile] 1A I (vi)(ile.] I h())

The actor system K | O» A, can scope extrude name i by delivering the message h(i) in two possible

ways using rules PARL, PARR and opN as follows.

K|0»4, 25 KU (i} |05 (i[e,] 1| 0) | (vi)(i[es] Il A(i)) (11.3)

K|O>Az—thU{i}|0>(Vi)(i[61] 1R@) Il (ile:] Il 0) (11.4)
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Since the systems reached in (11.3) and (11.4) above are not structurally equivalent, they are possibly not
behaviourally equivalent either. Particularly, once an observer learns of the new actor address i, it could
interact with it by sending messages and subsequently observe different behaviour through the different

actor expressions e, and e,. [ |

The following example showcases how the properties introduced in Examples 1.1 and 1.3 to 2.4 can be

adapted to monitor for actor systems.

Example 11.11. With the values req, ans, all, cls, init € ATom, a server, expressed as actor i, can receive
queries, i?req, reply to an observer client located at address j, jlans, and send messages to a resource
manager, abstracted as an observer actor at address A, to either allocate more memory, hlall, or close a

connection, hlcls. We can reformulate ¢, from Example 2.4 as formula ¢,, below:
on = maxX.([i?req] [jlans] X A ([RicIs]ff Vv [hlall]ff))

Assuming {i, j, h, k;, k,} C K and {j,h} C O, consider the server implementation K | O> Ay, (defined

below) that violates formula ¢,;.
Agy = i[rev req — (k,linit.k,init. jlans)] || k,[rcvinit— hlall] || k,[rcvinit— hlcls.0]
This implementation can produce the history {t,,#,} where the traces t, and ¢, are defined as follows:

t, = (i?req).com(k,, init).com(k,, init).(jlans).(hlall)

t, = (i?req).com(k,, init).com(k,, init).(jlans).(h!cls)

Since, by Propositions 11.6 and 11.7, we know that DeT(i?req) = DET(i!ans) = true, the visibility of the
internal actions com(k, init) and com(k,,init) in the trace prefixes ¢, and t, suffices for the representative
monitor mg = (¢pu)) to reject Agy.

This changes for the server implementation K’ | O > (vky,k,)(Asv) where K = K\ {k,,k,}. The

aforementioned traces would change to t; and ¢, below:

ty = (i?req).ncom.ncom.(jlans).(hlall)

t, = (i?req).ncom.ncom.(j'ans).(h!cls)

The obscured ncom events prohibit monitoring from determining whether behaviourally equivalent SUS
states are reached after these transitions, thus soundly relate ¢, with ¢, in history {t;,t,}. As a result, the

representative monitor mg cannot reject K’ | O (vky,k,) (Asrv), even though it violates ¢y;. [ |

11.4 Summary

In this chapter, we outlined a possible instantiation of the multi-run monitoring RV framework proposed
in Part II to actor-based systems, which, in turn, validates its applicability and usability. We have also
shown, through a pathological example, how previously discussed RECHML properties can be adapted

to monitor for them in actor-based systems.
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The multi-run RV setup proposed in Part II is underpinned by an instrumentation mechanism that
largely relies on the notions of determinism and confluence. In particular, we recall that our instrumenta-
tion (i) makes certain internal computation of system behaviour visible to the monitor to allow it to
differentiate between confluent internal moves and moves that lead to non-deterministic branching, and
(ii) provides the monitor with information about whether the observed actions are deterministic.

This part of the thesis presents a general study of these two notions in a wider context. In particular,
confluence and determinism have been studied extensively for the 7-calculus [78, 105, 106, 80, 113, 126,
116, 111, 81, 103, 130], the touchstone model for expressing concurrent systems. For instance, Philippou
et al. [113] study these two properties for value-passing CCS agents expressed in the 7-calculus and show
they are preserved by certain system-building constructs. Although the z-calculus is highly general and
capable of describing a wide range of computational patterns, concurrency in modern systems is often
more structured. For instance, another prominent concurrent paradigm is Hewitt’s actor model [87],
later formalised by Agha in [22]; we have already shown that our multi-run RV framework can be
instantiated to actor-based systems in Part III. Despite its conceptual similarities with the z-calculus, the
actor model has several key characteristics that make it easier to distribute and implement in real-world
systems [69]. In particular, we recall that actor-based systems consist of a set of processes called actors

that observe the following properties:
(Prop. 1) Actors interact with one another through asynchronous message-passing.

(Prop. 2) Every actor is identified by a unique ID, which is used by other actors to send messages to it

i.e., the single-receiver property.
(Prop. 3) Actors are persistently receptive, i.e., that can always receive messages addressed to them.

We systematically investigate how each of these three defining characteristics of the actor model impact
confluence and determinism of concurrent systems. Concretely, we depart from the z-calculus and
incrementally introduce semantic constraints that capture Prop. 1 to Prop. 3 for specific actor IDs;
these constraints can be extended to all actors IDs as needed. At each step, we also assess whether the
introduced semantic constraints provide any confluence or determinism guarantees. Since the monitoring
setup in Part II considers classes of systems that are deterministic w.r.t. a subset of actions, we restrict
our study of confluence and determinism to a subset of actions; although this study could be extended
to a wider range of actions, we leave this for future work. Moreover, since semantic conditions are, in

general, undecidable, we also identify syntactic conditions that guarantee their semantic counterparts.
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Structure of the chapter. In Section 12.1, we present the system language that will be used throughout
this part of this thesis, a standard version of the synchronous 7-calculus with name matching. Its
operational semantics is specified in terms of an LTS, based on the one in [71]. Section 12.2 then formally
defines the notions of determinism and confluence, adapted from Philippou et al.’s work in [113]. It
also establishes a well-known confluence result, asserting that certain internal actions do not affect the

observable behaviour of the system. Section 12.3 concludes.

12.1 The Process Language

Figure 2.1 presents our process language, a standard version of the synchronous z-calculus with name
matching. It assumes a finite set of disjoint channel names a,b,c,d € CHANS, name variables x,y,z € VARs,
process variables X,Y € PVARs, and values, u,v € VAL, which range over CHANS U VARSs.

A process, P,Q € Prc, consists of multiple parallel processes P || Q, which can either be inactive, 0, or
locally scoped to a subsystem of processes, (vc)P, denoting that channel ¢ is hidden from the environment
and is thus private to process P. Processes interact by sending and receiving messages over channels
using the standard constructs for input prefixing, a?x.P, and output prefixing, a!b.P. The name matching
construct, if a=b then P else Q, expresses conditional behaviour based on the equality of a and b. Finally,
a process can be recursive, recX.P.

The input construct, a?x.P, the recursion construct, recX.P, and the scoping construct, (vc)P respec-
tively bind the free instances of variable x, process variable X and channel name ¢ in P. We assume
standard definitions for the free channel names, name variables and process variables in P, respectively
denoted as fu(P), fv(P) and fV(P). We also work up to a-conversion of bound channel names and
process variables, assuming processes are closed, i.e., fv(P) =0, and guarded, unless otherwise stated.
The function fIn(—) in Definition 12.1 below returns all the channel names that are free in an input
position, e.g. fln(a?x.0) ={a} and fIn((va)(a?x.0)) =0. General syntactic objects are ranged over by 0,0,
and we write offo’ to mean that the free names of 0 and o’ are disjoint, e.g. P#Q denotes fn(P)Nfn(Q)=0.
We use K, c as shorthand for KW {c} where & denotes disjoint union. We also assume two substitutions,
0 € SUB: VARs — CHANS and o € SuB: TVARs — Prc, which respectively map variable names to channel
names and process variables to processes. This abuse of notation is justified by the fact that it is always

clear from the context which substitution is being used, thereby avoiding any potential ambiguity.

Definition 12.1 (Free Input Channels). The function fIn: PRc — P (CHANS) is defined as follows:

def def

fin(0) = 0 fIn(X) =0
fn(uto P) e n(P) f(urcP) e fIn(P)U{a} ifv=afor some a € CHANS
false otherwise
fin(P(|Q) = fin(P)UAIn(Q)  fln((ve)P) = fIn(P)\{c}
fIn(recX.P) £ fIn(P) fIn(ifu=vthen Pelse Q) = fIn(P) U fIn(Q) |

The operational semantics of our language is given in terms of an LTS, defined by the rules in Figure 12.1.
Interfaces K € CHANs denote the set of channel names known by the process and an implicit external

observer with which it interacts; these are used by the rules in Figure 12.1 to keep track of bound/free
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m-Calculus Syntax

P,Q,...€Prc:= 0 (inactive) | X (recursion variable)
| w?x.P (input) | ulo.P (output)
| P||Q (parallel) | (ve)P (scoping)
| recX.P (recursion) | ifu=ovthen Pelse Q (conditional)

m-Calculus Semantics

PSCP1

pOUT pIN PREC K,bl>Pi>Q bﬁf]
KeabP 2P KeatxPlsp[b/y]  KerecX.PSP[reXP/X] Kb (vb)P s (vh)Q
PSCP2 rCoMMm pNcomm
KeoP -0 cefaby  KeP-Lp ke keP %P ke
ncom b ncom ,
K> (ve)P = (ve)Q KoP || Q-0 pryjof K>P || Q—= (vb)(P'[| Q")
pOPN PPAR
KboP2Ls0 KoP LS P/ PN
K,>(Vb)pa_Tb>Q K>P||Qi>P’||Q Ksifc=cthenPelse Q 5 P
PELs PSTR
cd P=P K»P'LQ Q=0
Kl>ifc=dthenPe|seQi>Q K>P—’7—>Q

Figure 12.1. w-Calculus Syntax and Semantics

names and abstract away from channel name bindings in actions [121, 83] accordingly (see [40] for more
details). System states are of the form K> P, where fn(P) C K and P is closed, i.e, fy(P) =0. An interface
K is said to be valid for process P if fn(P) C K. Transitions in our LTS are defined over system states,

KeP-LK'> Q, and are governed by judgements of the form
n
K>P—Q (%)

denoting that process P performs interaction n with the observer represented by interface K and
transitions to process Q. The evolution of interface K after action 7 is left implicit in (+) as it can be

recovered as a function of K and 7, to be discussed in Definition 12.7. Interactions 7,¢ range over
Act=EAcTUIACTU {1}

where EACT is the set of external actions, 1ACT is the set of internal actions, and r is a distinguished

silent action.

Remark 12.2. Internal actions y,8 € IACT are used to model process communication, as opposed to using

silent actions as is standard [83, 121, 113]. We differentiate between these two kinds of actions because,



12 Systems as Process Calculi - 85

as we will show later, process communication might lead to different observational behaviour, whereas

silent actions capture f-moves in the sense of [131, 83]. |

The set EAcT is defined below and consists of three forms of external actions.
a,peeAct={ a?b, alb, alb | abeCHans }

Apart from input actions, a?b, and output actions, a!b, we identify a specific form of outputs, aTb, where
channel name b is scope extruded to the observer, i.e., channel name b is communicated as a payload to a

processes outside the scope. In our setting, this manifests itself as b ¢ K (rule POpPN to be discussed later).

Remark 12.3. In standard text [121, 83], the action aTb is expressed as (vb)a!b. However, the latter notation
may lead to confusion about the scope of b, especially in the process reached after the interaction: the
construct (vb) denotes a binder, but when it is used in an interaction, (vb)alb, its meaning differs as
channel b becomes fixed in the resulting process. We thus abstract away from name bindings in actions,

and write aTb to make it explicit that b is free in the resulting process; see [40] for details. |

The set 1AcT contains two forms of internal communication actions that model process communication.
V.0 €1AcTt={ com(a,b), ncom | a,be CHANS }

Internal actions of the form com(a,b) denote internal communication between two processes on channel
name a carrying payload b (rule PComM to be discussed later). In contrast, when internal communication

involves scoped names, internal actions take the form ncom (rules PNcomm and pScp2, discussed later).

Remark 12.4. In actions a?b, a!b, alb, and com(a,b), channel name a is the subject, whereas channel
name b is the object. Occasionally, we also use the suggestive notation a?_ to denote that the object of

that input action ranges over all channel names b € CHANS. ]

The judgement in (+) is defined by the reduction rules in Figure 12.1. Rules POUT and PIN respectively
detail how messages are sent and received. Parallel processes, P || Q, may internally communicate via rule
pNComMm whenever P and Q can respectively transition with dual input and output actions, a?b and a!b,
binding all names extruded by b in the process, or via rule PComm if all names in b are already known.
Alternatively, processes P and Q in P || Q may transition independently from one another following
rule PPAR. A process may also perform scope-extrusion by communicating bound names b to names
outside the scope, i.e., b ¢ K, via rule POPN. Dually, when bound channel names are not mentioned in the
action along which the transition occurs or the action denotes internal communication ncom, the names
remain bound (rules pScp1 and pScp2 respectively). Rules PTHN and pPELs describe standard conditional
branching based on name matching. Our semantics assumes standard structural equivalence; transitions
abstract over structurally equivalent states via rule pStr, thus allowing for a more concise presentation
of the reduction rules.

Structural equivalence permits the syntactic rearrangement of processes and is defined as the least
relation on processes that satisfy the rules in Definition 12.5 below. The axioms sCoM, sAss and sNIL
respectively state that parallel composition is commutative and associative, and that it contains the

inactive process, 0. Axiom sSwp allows for the reordering of channel name bindings, whereas axiom
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sExT allows the a-binder to be extended to a new process P or retracted, as long as channel name a is
not free in that process, i.e., af fn(P). Finally, rules sCTxXP and sCTxS respectively state that structural

equivalence is closed under parallel composition and scoping.

Definition 12.5.  Structural equivalence, denoted as =, is the least relation of the form (PrRc X Prc)

satisfying the following rules:

c N N sCtxP sCTxS
sCoMm SASS SNIL P = Q P = Q
PllQ=Q|P PIQIIR=P|(QIIR) P=PJo PIR=Q|R (va)P=(va)Q
s sExT
aff fn(P)
(va)(vb)P = (vb)(va)P Pl (va)Q=(va)(P| Q)
Two processes, P and Q, are said to be structurally equivalent whenever P = Q. |

Remark 12.6. Rules sCom and sAss, together with rule PSTR, inherently capture the symmetries of rules

PPAR, PComM and PNcomu in Figure 12.1, thereby facilitating the presentation of the reduction rules. B

Definition 12.7 below formally defines how the evolution of interface K after action 7 can be retrieved
through the function aft(K,n), where both the observer and the process may extend K through input

and output actions respectively.

Definition 12.7 (Interface Evolution). The function aft: $ (CaANs) X AcT — P (CHANSs) is inductively

defined as follows:

def

aft(K,a?b) = KU{b}

def

aft(K,com(a,b)) = K

def

aft(K,alb) & KU {b}

aft(K,ncom) 2K

def

aft(K,alb) = K aft(K,7) = K [ |
Example 12.8. Consider process P, = (vsec) (inv?x.xlsec.0), modelling a toy server that waits for inputs
on an invocation channel, inv, and replies with a secure channel name, sec. For interface K = {inv},
denoting that both P, and the observer know of channel inv and can communicate over it, the system

K> P, can perform the transition

inv?ret

K»>P, — ((v sec) (xsec.0)) [ret/x] (using rules pScp1 and pIN)

where ((vsec)(xlsec.0))[ret/x]=(vsec)(ret!sec.0). The interface after the transition is K’=aft(K,inv?ret)=
K U{ret}, denoting that the process is now aware of the return channel name, ret, which it can use to

communicate with the observer by transitioning w.r.t. the extended interface K’ as follows:

retTsec

K’ (v sec)(ret!sec.0) (using rules POPN and pPOUT)

Following this transition, the observer becomes aware of the previously scoped channel name sec.

Consequently, the interface is extended to aft(K’,ret{sec) = K’ U{sec}. |

Traceable actions y,A range over both external and internal actions, ,£ € TACT = EACT UIACT. Since

the monitors of Chapter 7 can observe any traceable action, and our goal is to examine what makes
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systems well-behaved in terms of terms of determinism and confluence—as utilised by the monitors
of Chapter 7—we adopt a finer-grained notion of observational behaviour than is standard in the 7-
calculus [121, 83, 113] where only external actions are observable. Specifically, our semantics treats
traceable actions as observable, and weak transitions K»>P=> Q only abstract over silent actions. Given

A €TACT and n € Act, we write:

. K>P—F/—> to mean that AQ such that K»PLs 0

. KoPLs aft(K,p)> P’ A, P” to mean that K»P - P’ and aft(K,p,) > P’ A, p”

« K»P= Q to mean that 3P,,...,P, such that K» P, i>KI>P1 S i>P,, where P, =P and P, =Q
. KPS Q to mean that 3P’,P” such that K» P= K»>P’ AN aft(K,p)>P"= Q.

. K>P=U>Qt0 meanthatK>P=>Qwhenn:fandK>P=']>QWhennif

Traceable actions can be sequenced to form traces, t,u€ TRC=TACT", representing finite prefixes of system
. 3 Ha Hn . Lo ips
runs. For t =y, -y, we write P= Q to mean K»P = --- = Q and lift the function in Definition 12.7 to

traces, aft(K,t), in the obvious manner.

Definition 12.9 (System Derivative). A system K’»>Q is a derivative of system K» P iff there exists a
trace ¢ € TrC such that K» P= Q and aft(K,t)=K'. ]

Two systems are observationally equivalent if each time one system performs an action 7, then the other
system can match that move through a sequence of silent actions, followed by the same action 7, and

possibly further silent actions. This is formalised as (weak) bisimilarity in Definition 12.10 below.

Definition 12.10 (Bisimilarity). A binary relation R is a (weak) bisimulation iff for each (K»P,K’>Q) e R
and action n € AcT,

() K=K
(ii) if K»P - P’ then K'>Q = Q’ for some Q’ such that (aft(K,n)>P’, aft(K’,n)>Q’) € R;
(i) if K’>Q —> Q' then K» P = P’ for some P’ such that (aft(K’,n)>P’, aft(K,n)>Q’) € R.

Two systems, K> P and K’'>Q, are (weakly) bisimilar, denoted as K> P ~ K’ Q, iff there is a (weak)
bisimulation that relates them. As a shorthand, we often write K =P~ Q to mean K»P ~ K> Q. |

Since two systems are bisimilar if there is a bisimulation that relates them, to prove they are bisimilar,
it only suffices to exhibit a bisimulation that relates them. This is better illustrated in the proof for
Theorem 12.11 below. For the sake of clarity, we occasionally describe transitions as relations over system
states and write K» P — aft(K,n)>Q instead of K»P N Q.

Theorem 12.11. For all processes P,Q € PrRc, if P=Q then K =P~ Q.

Proof. Suppose that P = Q. We need to show K =P~ Q. To do so, we need to find a bisimulation R such
that (K»>P,K»>Q) € R. Let us define it as follows:

R = {(K+P.K>Q) | P=Q)

We have to show that R is a bisimulation, i.e., it meets the requirements in Definition 12.10.
Pick a pair (K»P,K»>Q) € R and suppose K» P R aft(K,n)»P’. By definition of R, we know P = Q.
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Moreover, since = is an equivalence relation, P’ = P’. Applying rule pSTR from Figure 12.1, we thus obtain
K>Q N P’, which by definition implies K> Q ='7> P’. Since P’ = P’, then, by definition of R again, we
know (aft(K,n)>P’, aft(K,n)>P’) € R as well. This satisfies condition (ii) of Definition 12.10.

Proving condition (iii) of Definition 12.10 follows with analogous reasoning. (|

12.2 What Makes a System Confluent or Deterministic?

In this section, we formally define what we understand by determinism and confluence for the systems of
Section 12.1, which are adapted from Philippou et al.’s work in [113]. Since our aim is to identify a subset
of actions that are confluent or deterministic w.r.t. the class of systems that satisfy Prop. 1 to Prop. 3,
without requiring the systems to be confluent/deterministic themselves, our definitions are parametric
w.r.t. the set of actions AcT. Concretely, Definition 12.12 asserts that a system is deterministic w.r.t. a

specific action if all states reached after transitioning with that action exhibit the same behaviour.

Definition 12.12 (Determinism). A system K> P is deterministic w.r.t. action 1 € Act if for all processes
0,0’ €Prc, K»P N Qand K»P N Q’ implies aft(K,n) EQ~Q’. ]

The notion of confluence is formalised in Definition 12.13.

. . . . noo,
Definition 12.13 (Confluence). A system K» P is confluent w.r.t. actions n and & if whenever K»P — P

and K»P i P” then either

(i) n=¢& and aft(K,n) EP’ = P”,

(if) or there exist processes Q,Q’ and moves aft(K, &) > P” N aft(K, &n) » Q and aft(K,n) > P’ é
aft(K,n&)»>Q’ where aft(K,&n)»>Q = aft(K,né)»>Q’.

Diagrammatically, we can say that given

K»P aft(K,n)»>P’

aft(K,&)» P

then either n =& and aft(K,n)»> P’ = aft(K,n)>P", or there exist transitions

U

K»P aft(K,n)»>P’
3 ¥
A -
aft(K,)> P <<= -5 aft(K,E)>Q ~ aft(K,né)» 0’
In such diagrams, solid lines indicate the given moves and dashed lines indicate those required. ]

Remark 12.14. A major difference from Definitions 12.12 and 12.13 and Philippou et al’s [113] notions

of determinism and confluence is that, in the latter, two states are observationally equivalent if they
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can produce the same sequence of external actions @ € EACT. In contrast, our notion of observational
equivalence is more stringent. Notably, two states are observationally equivalent if they can produce the
same sequence of traceable actions, y € TAcT =EACTUIACT. The reason for this is, once again, that the

monitors of Chapter 7 are privy to TACT. ]

As already previewed in Remark 12.2, Theorem 12.15 below shows that silent actions capture f-moves
in the sense of [131, 83], where 7-moves do not affect the possible occurrence of other moves, i.e., they
do not affect the branching structure of the ILTS w.r.t. any other actions in AcT. This result can then be
used to show that systems generated by the grammar in Figure 2.1 are confluent w.r.t. 7 actions and any
n € Act, formalised in Corollary 12.16 below. Importantly, this allows us to safely abstract away from

silent actions when reasoning about the system’s behaviour.

Theorem 12.15. If K»P 7, P’ and K» P55 P then either

(i) y=rand P'=P”,

(i) or there exists a process Q and moves aft(K,n)>P’ 5 Q and K»P” SN Q.

Proof Outline. The proof is similar to that in [83, Lemma 6.6]. Intuitively, it holds because if K> P
does two different moves K> P P and K»P KN P’ then both moves must have occurred in different

(parallel) components of P. The proof is by rule on the two transitions K» P L pandKe PSP, O

Corollary 12.16 (Confluence w.r.t. z-moves). All derivatives of system K> P are confluent w.r.t. silent

actions and any 7 € AcT.

Proof Outline. Follows from Theorems 12.11 and 12.15. [l

Remark 12.17. The semantics in Figure 12.1 can be seen as an ILTS (see Chapter 6). Indeed, it satisfies
the ILTS property stating that silent 7 transitions are confluent w.r.t. other actions (Theorem 12.15).
For systems expressed using the standard n-calculus, we have DET(#) = false for all actions 5 € AcT.
However, the output of this predicate changes throughout this part of the thesis, depending on the

determinacy results we obtain by imposing semantic constraints that guarantee Prop. 1 to Prop. 3. W

12.3 Conclusion

This chapter presented the process language, a standard version of the synchronous z-calculus with
name matching, that will be used throughout this part of the thesis. It also formally established what it

means for a system to be deterministic or confluent w.r.t. specific actions.



13 Actor Properties and their Behavioural Implications

This chapter investigates how the three defining characteristic of actor systems, namely Prop. 1 to
Prop. 3 from Chapter 12, effect determinism and confluence of concurrent systems expressed using the
r-calculus. We also recall that we only examine these properties for specific channel names, but they
can be extended to all (free) channel names as needed.

We depart from the z-calculus and introduce semantic constraints that capture Prop. 1 to Prop. 3.
Based on these, we consider a subset of system actions and examine whether they give any determinism
or confluence guarantee. While our main focus are the semantic constraints and the corresponding
implications for determinism and confluence, we show that these semantic constraints can be enforced
via syntactic restrictions on the structure of the process itself. The syntactic constraints be seen as an
“approximation” of their semantic counterpart, which offer a conservative but lightweight and static

means of ensuring that the system behaviour aligns with that specified by the corresponding properties.

Structure of the chapter. Section 13.1 formalises semantic constraints that capture Prop. 1 and prove
the corresponding determinism/confluence results. Section 13.1.1 then identifies syntactic conditions that
soundly approximates these semantic constraints. Sections 13.2 and 13.2.1 and Sections 13.3 and 13.3.1
correspond to Sections 13.1 and 13.1.1 but in the context of Prop. 2 and Prop. 3 respectively. Section 13.4

summarises the obtained results.

13.1 The Asynchronous Message-Passing Property

We start by formalising a semantic condition that captures Prop. 1 for specific channel names. Defini-
tion 13.1 below asserts that a system K» P outputs asynchronously on channel a via action alb, evolving to
Q in the process, if K»P and K> Q || a!b.0 exhibit the same behaviour. This ensures that the system K»P
does not need to wait for a matching receiver for a!b before continuing execution. Instead, the message
is sent as soon as a corresponding receiver becomes available. Similarly, when K> P may transition to Q
after scope extruding channel name b via action aTb, it must behave the same as K> (vb)(Q||a!b.0). These
restrictions on outputs correspond to the properties identified by Amadio et al. for the asynchronous

m-calculus [26].

Definition 13.1 (Asynchrony). A system K»P outputs asynchronously on channel name a whenever

@) if Ko P25 Q then K =P~ Q|| alb.0; and
(i) if Ko P15 O then K =P~ (vb)(Q || alb.0).

90
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A system K= P then persistently outputs asynchronously on channel name q if the property in Defini-
tion 13.1 is preserved by all system transitions. This is formalised Definition 13.2, which relies on the

notion of system derivatives in Definition 12.9.

Definition 13.2 (Persistent Asynchrony). A system K» P persistently outputs asynchronously on channel

name a whenever each derivative K’>Q of K> P outputs asynchronously on channel name a. ]

d

Example 13.3. Using Definitions 13.1 and 13.2, we can show that for K = {a,b} and P, = recX.alb.X,
the system K» P, persistently outputs asynchronously on channel name a. Concretely, although K» P,
cannot immediately output on channel a (which vacuously satisfies the conditions in Definition 13.1), it

can do so after one recursive unfolding:
T alb
K>P, — K»ab.P, —> P,

It is not hard to see that K»a!b.P, and K» P, || alb.0 exhibit the same behaviour as they both repeatedly

output b on a. In particular, we can show that K = a!b.P, ~ P, || alb.0 via the following bisimulation:

def

R = { (K>P,,K>P,), (K>alb.P,,K>P, | ab.0) }

By Definition 13.1, this means that system K>al!b.P, outputs asynchronously on channel name a. Moreover,
the system K»alb.P, can transition with a!b and return to the initial state K» P,, which we have already
shown to asynchronously output on a.

In contrast, the system K»P; where P, = alb.a?x.0 can transition with action alb and reach the state
Kva?x.0. However, K> P; and K»a?x.0 || a!b.0 exhibit different behaviours: the latter can immediately
receive on a, whereas the former can only do so after an a!b transition. Hence, these two systems are

not bisimilar, which violates condition (i) of Definition 13.1. |

Since Prop. 1 implicitly requires all outputs to be asynchronous, regardless of the name for which that
message is destined, we lift Definition 13.2 to sets of names, formalised in Definition 13.4. Intuitively,
Definition 13.4 asserts that as soon as previously-scoped names become available for communication,

any outputs on those names must always occur asynchronously.

Definition 13.4 (Full Asynchrony). A system K» P is fully asynchronous whenever each derivative
K’>Q of K» P outputs asynchronously on all a € K. ]

Our first key result, formalised in Theorem 13.5 below, asserts that if a system satisfies Prop. 1—captured

by the semantic constraint in Definition 13.4—then all output actions, a!b, lead to bisimilar states.

Theorem 13.5 (Output Determinacy). A fully asynchronous system K» P is deterministic w.r.t. any

output action alb.

b
Proof Outline. Suppose K= P has asynchronous outputs on channel name a and K»P NG >(Q and
b
K»>P 25 K’>Q’. We have to show K’ EQ~ Q.
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From these two transitions, we can show there exist d C CuaANs and P,,P,,P;,P, € Prc such that
P=(vd)(P||ab.P,)  and Q= (vd)(P, | P.)
P=(vd)(Ps| alb.P,) and Q' =(vd)(Ps || Py) (13.1)

By transitivity/symmetry, we obtain (VJ) (P, ||ab.P,) = (vcj) (Py |l a!b.P,). Since this could have only been
derived using rule sCTxS, we also know P, || a!b.P, = P, || a!b.P,. This gives us a number of sub-cases, but

their corresponding proofs are long and tedious. We focus on the main ones:

» When a!b.P, = alb.P, and P, = P;, by the statements in eq. (13.1) and structural equivalence rules, we
obtain that Q = Q’. Our result, K’ = Q = Q’, follows by Theorem 12.11.

» When P,=R||R" and P, =R || a!b.P, and a!b.P, = R’, using the statements in eq. (13.1), the structural

equivalence rules and transitivity, we can show that
Q= (vd)((R|lab.P)||P,) and Q'=(vd)((R| ab.P,)|P,) (13.2)

Using the the reduction rules in Figure 2.1, we can also show that these two systems can output

channel b on channel a as follows:
, - ab =
K'>(vd)((R |l ab.P,) || P,) — (vd)((R|I P I P,) and
, - alb =
K’>(vd)((R| ab.P,) || ;) — (vd) ((R| P,) || Py)

But by the assumption that K» P is fully asynchronous and Definition 13.4, we also know that all
its derivatives, including K’ > (VJ)((R | alb.P,) || P,) and K> (VJ)((R || a!b.P,) || P,), asynchronously

output on any a € K’. Thus, by Definition 13.1 and the two transitions above, we also have that:

K’'E (vd)((R| ab.P,) || P,) ~ (vd)((R|| P,) || P.) || alb.0 and
K’ (vd)((R|| ab.P,) || P,) ~ (vd) ((R|| P,) || P,) || alb.0

By transitivity/symmetry of ~, we obtain
K'E(vd)((R]lalb.P,) || P,) = (vd) ((R]| alb.P,) || P,)
Our result, K’ = Q ~ Q’, follows using eq. (13.2) and Theorem 12.11.

For a more detailed proof, see Appendix J.1. O

In contrast, scope-extruding outputs, aTb, give neither determinism nor confluence guarantees. This is

better illustrated in Example 13.6 below.

Example 13.6. Consider the fully asynchronous system K> P, where K = {a} and channel name c is

locally scoped twice in the running process P,, defined below.
P, £ (ve)(ale.0]| c?x.0) || (vc)(alc.0]| c?x.a!x.0)

The system K»P, can scope extrude name ¢ by outputting it to channel name a in two possible ways

using rules PPAR and POPN as follows:
K»>P, a—TC> Ku{c}» (0] c?x.0) || (vc)(alc.0] c?x.alx.0) (13.3)

K»>P, —aT—C—> Ku{c}»(vc)(alc.0]|c?x.0) || (0] c?x.alx.0) (13.4)



13 Actor Properties and their Behavioural Implications - 93

The systems reached in (13.3) and (13.4) above are not bisimilar; that in (13.4) can produce the trace
c?b- alb but the system in (13.3) cannot. Particularly, once an external process learns of the new channel
name c, it could interact with it by sending messages and subsequently observe different behaviour.
In turn, this implies that K> P, is not deterministic w.r.t. action afc. Moreover, we can show that this
system is not confluent w.r.t. afc either; since the transitions in (13.3) and (13.4) scope extruded name c,

the resulting systems cannot transition with alc again. |

13.1.1 Syntactic Condition

Despite the merits of Definitions 13.1, 13.2 and 13.4, these are semantic conditions, which are, in general,
undecidable. One way to guarantee that these conditions are satisfied is to restrict the systems in
Chapter 12 to exclude output prefixing. This syntactic restriction is characterised by the predicate
asy:Prc—BooL in Definition 13.1, where asy(P) returns true if every output construct in P is immediately

followed by the inactive process, i.e., ulv.P’ = ulv.0.

Definition 13.7. The predicate asy(P) : Prc — Boot is inductively defined as follows:

asy(0) = asy(X) = true asy(ifu=vthen Pelse Q) = asy(P || Q) = asy(P) A asy(Q)
wr |true ifP=0 asy(a?x.P) = asy((vc)P) = asy(recX.P) £ asy(P)
asy(ulv.P) = ] |
false otherwise

Remark 13.8. The restriction on outputs described by Definition 13.7 is precisely that captured by
the asynchronous variant of the w-calculus, which Honda et aland Boudol showed to be still quite
expressive [89, 43]. Our work differs from that the asynchronous z-calculus in that asy(—) does not
restrict the m-calculus at the grammar level. For instance, Boudol [43] defines the asynchronous -

calculus using the grammar
P,QePrc == x(y).P | xy | P||Q | (vx)P |!P

where the constructs x(y).P, xy and !P respectively denote input prefixing, output and process replication.
Crucially, the output construct xy.P in the standard -calculus (which corresponds to ulv.P in Figure 12.1)
is replaced by the construct Xy to restrict outputs from having a continuation. In contrast, we retain the

full 7-calculus and identify a syntactic subset where outputs must be of the form u!v.0. |

Proposition 13.9 below shows that by removing output prefixing, we can guarantee asynchronous

outputs on any free channel name.
Proposition 13.9. If asy(P) then K» P outputs asynchronously on any channel name a € K.

Proof. Fix an interface K C CHANSs and pick a € K. Suppose also asy(P). To prove that K» P outputs

asynchronous on channel a, we have to show that both conditions in Definition 13.1 are satisfied:

@) if K> P25 0 then K EP~Q || alb.0
(i) if K» P15 O then K = P~ (vb)(Q || a'b.0)
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We only give the proof for (i); that for (ii) follows with a similar argument.

Suppose K»P 2, Q. We can show that there exists d C Cuans and P, P, € Prc such that d #{a,b} and
P= (vcj) (P, || a'b.P,) and Q = (vci) (P, || P,). Since asy(P), we can also show that asy((vj) (P, || a!b.P,)),
which by Definition 13.7 implies that P, = 0. Using the facts that P, =0 and d #{a,b} and the structural

equivalence rules in Definition 12.5, we obtain that
P=((vd)P,)|lab.0  and  Q=((vd)P)] 0
Again using the structural equivalence rules in Definition 12.5 and symmetry, we thus get that
Ol abo = ((vd)P,) || 0 || ab.0 = ((vd)P,) || alb.0 = P
By transitivity/symmetry, this implies P= Q|| a!b.0. Our result, K =P~ Q]| a!b.0, follows by Theorem 12.11.

The omitted lemmata for this proof are given in Appendix J.1. ]

Proposition 13.10 below shows that when the initial process does not contain any output prefixing,

then this property is preserved by all system transitions.

Proposition 13.10 (Preservation). If asy(P) and K»P N Q then asy(Q).

Proof. Straightforward by rule induction on K»P N Q. (]
Proposition 13.11 below confirms that requiring asy(P) suffices to guarantee full asynchrony.

Proposition 13.11. For all valid interfaces K, if asy(P) then system K» P is fully asynchronous.

Proof. Suppose that asy(P). Following Definition 13.4, we show that for any trace t€ Act”, if K »PK ">Q
then K’>Q outputs asynchronously on any channel a € K.
The transition K>P=t> K’>Q can be expanded as follows, where K, =K, K, =K’, P, =P and P, = Q.

K1>PIL>K2>P2 LR ...LKn>Pn
The proof is by numerical induction on n.

« When n=o, then t =€ and P=P, =P, = Q. By asy(P) and Proposition 13.9, we immediately conclude
that K» P outputs asynchronously on any ack.

« When n=k+1, then K;>P, R K >P = Q, where t’ has length k. By asy(P,) and Proposition 13.10,
we deduce asy(P,). From K,»P, = Q and the IH, we get that K, > P, is fully asynchronous. Our result,
K’>Q outputs asynchronously on any a € K’, follows by the facts that K, =K’ and P, =Q. (]

The converse of Proposition 13.11 does not hold; this is better illustrated in the following example.

Example 13.12. The system K P, from Example 13.3 is fully asynchronous but —asy(P,). Another
example is K'»> Py Where K’ ={a,b,d} and P = alb. ((ve)cld.0). This system can output a on b via the
transition K’ » P, 2, (ve)eld.o. Since the resulting system is blocked, i.e., K> (vc)cld.0 —,L> for any
n € AcT, it is bisimilar to the inactive system K’»>0, i.e., K’ |= (vc)cld.0 = 0. In turn, this implies that

K’ =P, ~ (vc)cld.0 || alb.0, which means that K’»> P; is fully asynchronous, even though —asy(P;). W

Since the asynchronous 7z-calculus has been extensively studied, for the remainder of this part of the

thesis, we only consider processes that do not contain any output prefixing, i.e., asy(P) for all P € Prc.
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13.2 The Single Receiver Property

Prop. 2 implicitly states that, in actor-based systems, each message may be received by at most one actor.
In our setting, this translates to requiring that each message destined to some channel a can be received
by at most one (matching) input-prefixed process, a?x.P. However, in general, the LTSs of Chapter 12 do
not observe this restriction: any process offering a matching input can receive the message, which may

lead to multiple potential receivers. This is better illustrated by the following example.

Example 13.13. Consider process Pg = a?2xxb.0|| (ve)(a?y.ylc.0), which extends P, from Example 12.8.

Given interface K = {a,b}, system K> Pg can input some channel name d on a in two possible ways:

2d

K»Pg 25, dwbo [| (ve)(a?x.x!c.0) (using rules PPAR and pIN)
°d

K> Pg 24 2xxb.0 I (ve)(d'c.0) (using rules PSTR, PPAR and PIN)

This violates Prop. 2, as multiple parallel processes, namely a?x.x!b.0 and (vc)(a?x.xlc.0), are simultane-

ously capable of accepting an input on channel name a. ]

We model Prop. 2 for systems K» P from Figure 2.1 in two steps, namely Definitions 13.14 and 13.17.
Concretely, Definition 13.14 below states that a system K> P has single receivers on a specific channel a if

at most one of its parallel components is capable of accepting an input on it.

Definition 13.14 (Single Receiver). A system K» P has single receivers on channel name a whenever for
all P’,P” € Prc and d C CHANs such that P= (vci) (P’||P”) and Jﬂ a,

2 ?
if K»P'—~=5Q then K»P” —f> ]

Remark 13.15. We observe that system K> P can input on a channel name a if and only if that channel
name occurs free in an input position, i.e., a € fIn(P). As a result, K» P vacuously has single receivers
on channel a whenever a ¢ fIn(P) since K»P’ % Q. We also observe that whenever P = (vc?) (P"|| P")
and a € fIn(P), then it implicitly follows that d Ha. Otherwise, if a € d then a, is by definition, bound in
P, contradicting a € fIn(P). This means that the condition d #a in Definition 13.14 could technically be
dropped, but we opt to retain it for added clarity. ]

Example 13.16. Recall process P, £ (ve)(a?x.xlc.0) from Example 12.8. Given K = {a}, system K» P,
trivially has single receivers on a. Concretely, the only way how process P, can be decomposed into two
parallel sub-processes is when P, = (vc) (a?x.xlc.0 || P/) where process P/ is structurally equivalent to the
inactive process, i.e., P, = 0. The first parallel sub-process a?x.x!c.0 can input on a, but the second one
cannot (since P, =0 and 0 —”/—> for any action 7). We can also show that for K’ = {a,b} and process P,

below, system K’ P, has single receivers on a.
7

P, £ b?x.x?y.0 || a?x.0
Intuitively, this is because only the second parallel component of P, can input on channel name g, i.e,
2b ?
K>a?x.0 —5 0 but K» b?y.x?y.0 $
The same cannot be said for K> Ps from Example 13.13; process Pg contains two parallel sub-processes,

namely a?x.x1b.0 and (vc)(a?y.y!c.0), that can both input on channel a. |
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Since Prop. 2 holds throughout the entire system execution, Definition 13.17 states that a system
has persistent single receivers on channel name a if it satisfies the single receiver condition w.r.t. a
(Definition 13.14) not just in the current state, but also in every state reachable from it. Put otherwise, at

no point during execution can two parallel processes be simultaneously capable of inputting on a.

Definition 13.17 (Persistent Single Receiver). A system K» P has persistent single receivers on channel

name a whenever each derivative K’>Q of K> P has single receivers on channel name a. ]

Example 13.18. Using Definition 13.17, we can show K»P,, K» P, and K» P, from Examples 13.3, 13.6
and 12.8 (restated below) have persistent single receivers on a, whereas K» P from Example 13.13 does

not.

P, = (ve)(a?x.xc.0) P, = recX.alb.X

P, = (ve)(ale.0 ]| ¢?x.0) || (ve)(ale.0] c?x.a!x.0)

A trickier system is K’» P, from Example 13.16. Although we already showed that it has single receivers

on channel a, they are not persistent. In particular, K’> P, can input a on b by transitioning as follows:
b?
K'>P, AN (x?y.0 || a?x.0)[4/x] = a?y.0]| a?x.0 (using rules pIN and PPARL)

The resulting system contains two parallel processes, a?y.0 and a?x.0, that are capable of inputting on
channel g, thereby violating the condition required for K’»>a?y.0 || a?x.0 to have single receivers on a.
Another tricky system is K> Pg where process Pg below behaves like an identity that repeatedly waits

for inputs on channel a and sends them back.
Ps < recX.(a?x.alx.0 || X)

Although only one of the parallel components of Pg, namely a?x.a!x.0, is syntactically prefixed with an
input on channel g, the sub-process X can also input on a after two recursive unfoldings. Concretely,

system K» Pg can transition with the execution sequence
K»P; 5 K»a?x.alx.0 || Pg 5 a?x.alx.0 || (a?x.a!x.0|| Ps) (using rules PREC and PPAR)

and reach a system state that does not have single receivers on a, as both a?x.a!x.0 and a?x.a!x.0 || Ps can
. . . . a’c a’c
immediately input on g, i.e, K»>a?x.alx.0 — alc.0 and K»>a?x.a!x.0 || Ps — alc.0 || Ps for some channel

c. In turn, this implies that K> Ps does not have persistent single receivers on a. ]

For LTSs that satisfy the criteria in Definitions 13.14 and 13.17, we can establish several key determinism
results. We start with Theorem 13.20 below, which states that having single receivers on a channel a
ensures determinism w.r.t. inputs on that name. Its proof, which may be skipped upon first reading,
relies on the stronger result in Proposition 13.19, showing that for such systems, all states reachable via

an inputs on channel a are structurally equivalent.

b
Proposition 13.19 (Input Determinacy). Suppose K= P has single receivers on a. If K»P 0, Q and
?b
K»P' 25 Q’ where P=P’ then Q=Q’.

Proof Outline. Intuitively, this is because by Definition 13.14, exactly one parallel component of P is
2
capable of inputting on a. The proof is by rule induction on the first move, namely K> P = Q. The

most interesting case is for rule PPAR, outlined below:
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b
« Case PPAR, i.e, P=P, || P, and K>P, 0, P/ and Q =P} || P,. By the assumption that K> P has single

. a?
receivers on a, we know K»P, ./&) For the second move, we can show that

?b
either K P, o, Q/and Q'=Q/|| P, (13.5)
a?b
or K»P, b, Q,and Q'=P, | Q, (13.6)

However, the move in (13.6) contradicts K> P, i':&», which implies that (13.5) must hold. Thus, by the
IH, we obtain Q, = Q7. Our result, Q = Q’, then follows by applying rule sCTXP from Definition 12.5.

For the complete proof, see Appendix J.1. (]
Using Proposition 13.19, we can prove Theorem 13.20 below.

Theorem 13.20 (Input Determinacy). If a system K» P has single receivers on channel name a, then

K> P is deterministic w.r.t. all input actions a?b.

b b
Proof. Assume K» P 0, Q and K»P a0, Q’. According to Definition 12.12, we must show that
aft(K,a?b) = Q ~ Q’. This follows by Proposition 13.19, using also Theorem 12.11 and the fact that P = P.
O

This leads to the following corollary, which generalises the result to all reachable states, assuming

that the initial system has persistent single receivers on a given channel name.

Corollary 13.21. If K> P has persistent single receivers on channel name g, then each derivative of K»P

is deterministic w.r.t. all input actions a?b. |

Building on Theorem 13.20, we can also show that whenever a system has single receivers on channel
a, all states that can be reached after internally communicating some channel b to channel a, described

by the (internal) action com(a,b), are also bisimilar.

Theorem 13.22 (Internal Communication Determinacy). If K»P has single receivers on channel name

a, then K> P is deterministic w.r.t. all internal communication actions com(a,b).

b b
Proof Outline. Suppose K»P M Qand K»P M) Q’. We must show K EQ~Q’.
com(a,b)

From the first move, K> P ———— Q, and our assumption that asy(P) (see Section 13.1.1), we can show

that there exist R € Prc such that

P=R| ab.0 and KeRZL R and O=FR

b .
Similarly, from the second move, K> P m Q’, and asy(P), we can show there exist S € Prc such that

P=5|abo and K>S and Q' =8

From P = R||a!b.0 and P = S || a!b.0 and transitivity, we know R || a!b.0 = S || a!b.0, from which we can
a?b a?b
show that R=S. Thus, by rule sTRN and K>S L> S’, we deduce K»>R ;> S’. Since K> P has single

. . . . a?b
receivers on a and P =S || alb.0, we can show K>S also has single receivers on a. Using K»R — §’
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b
and K> R 2% R’ and Theorem 13.20, we thus get K |E R’ ~# §’. Since Q =R’ and Q' = §’, we conclude
KEQ~Q.
For the detailed proof, refer to Appendix J.1. O

Theorem 13.22 can be generalised to all reachable states, assuming that the initial system has persistent

single receivers on a given channel.

Corollary 13.23. If K»P has persistent single receivers on channel name a, then each derivative of K»P

is deterministic w.r.t. all internal communication actions com(a,b). |

Although a system capable of inputting on a channel a can transition with input action a?b, the
payload b depends on the observer’s interaction with the system and cannot be controlled or predicted
in advance. Example 13.24 below shows that requiring single receivers (resp. persistent single receivers)
on a given channel does not give any determinism or confluence guarantees when input actions carry

different payloads.

Example 13.24. Consider process P, below, which repeatedly waits for two consecutive inputs on

channel name a and then replies by outputting the first channel name it received.
P, = recX.a?x.a?y.(alx.0 || X)

Given K ={a}, we can show that although K> P, has persistent single receivers on channel a, the system
reached after a recursive unfolding, i.e., K»P, S atx.a? y.(alx.0| Py), is not confluent w.r.t. input actions
a?b and a?c, with b # c. Concretely, K»a?x.a?y.(a!x.0 || Py) can input either channel b or channel ¢ on

channel a using rules PSTR, PPAR and PIN, as follows:

?b
K>a?x.a?y.(alx.0 || Py) LN a?y.(a!b.0|| Py) (13.7)
K>a?x.a?y.(alx.0 || Py) o, a?y.(alc.0 || Py) (13.8)

When b # ¢, the resulting systems in (13.7) and (13.8) are clearly not bisimilar: they exhibit a different

observational behaviour by outputting different payloads to channel a. Moreover, even though

aft(K,a?b)>a?y.(alb.0 || Py) —% alb.0 || P, and (13.9)
aft(K,a?c)»a?y.(alc.0 || Py) LR alc.0 || P, (13.10)

the resulting systems in (13.9) and (13.10) are not bisimilar; again, they output different payloads to
channel a. This means that the system K»a?x.a?y.(a!x.0 || Py) is not confluent w.r.t. input actions a?b

and a?c, as neither of the conditions in Definition 12.13 are satisfied. [ |

Similarly, requiring single receivers (resp. persistent single receivers) on a given channel does give
any determinism or confluence guarantees for internal communication actions with the same subject

but different objects, i.e., actions such as com(a,b) and com(a,c) where b # c.

Example 13.25. Consider system K» P, where K = {a} and process P, is defined as follows, with b # c.

def

Po =P, || ab.0 || alc.0 where P, = recX.a?x.a?y.(a!x.0 || X)
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The system reached after a recursive unfolding, i.e., K> P, 5 P/ where

def

P}, = (a?x.a?y.(a!x.0|| Py)) || a'b.0 || alc.0

10

has persistent single receivers on g, but it is not confluent w.r.t. communication actions com(a,b) and
com(a,c). In particular, the system K»P] can internally receive either channel b or ¢ on channel a via
rules PIN and pPComm as follows:

com(a,b)

K»>P|, —— a?y.(alb.0||P,) || 0 || alc.0 (13.11)
b
K»P;, m a?y.(alc.0||Py) || alc.o || 0 (13.12)

Since b#c, the systems reached in (13.11) and (13.12) exhibit different observational behaviour by outputting
different payloads on channel g; the former outputs b, whereas the latter outputs c. More importantly,

they can resp. internally receive channels ¢ and b on channel a by transitioning as follows:

K»a?y.(ab.0 | Py) || 0 || a0~ (ab.o||P,) | 0 || 0 (13.13)
b
Kea?y.(alc0|| ) || alco || 0 "%, (aco|P,) || 0 || 0 (13.14)

However, the states reached in (13.13) and (13.14) are clearly not bisimilar, as they output different payloads

to channel a. This implies that K» P; is not confluent w.r.t. the actions com(a,b) and com(a,c). |

13.2.1 Syntactic Condition

To guarantee Definitions 13.14 and 13.17, we impose several syntactic restrictions on the processes of
Figure 12.1. We start by formalising how a process is (statically) analysed for disjoint receivers on a given
channel through a proof system. Its main judgement is dr(P,a,V), i.e., process P has disjoint receivers
on channel a where V keeps track of the recursion variables that were unfolded during the analysis.
This analysis is the least relation defined by the rules in Definition 13.26 below. Rules sRec1 and sRec2
use the set of visited recursion variables V to unfold recursive processes recX.P only if this process
was not already analysed before, i.e, X ¢ V; this is justified by Proposition 13.28, to be discussed later.
The only other non-straightforward rule is sPAR. It states that parallel processes P || Q have disjoint
receivers on g, i.e., dr(P || Q,a,V), whenever channel a is not free in an input position in both P and Q,
i.e., a € fIn(P) N fIn(Q), and both P and Q have disjoint receivers on a, i.e., dr(P,a,V) and dr(Q,a,V).

Definition 13.26 (Disjoint Receivers). = The judgement dr(P,a,V) is defined inductively as the least

relation included in (Prc X CHANS X P (TVARS)) satisfying the rules

N v sOuT sIn sScp
o T dr(P,a,V) dr(P,a,V) dr(P,aV) a#c
dr(0,a,V) dr(X,a,V) dr(u'v.P,a,V) dr(u?v.P,a,V) dr((ve)P,a,V)
sCmp sPAR sREc1
dr(P,a,V) dr(P,a,V) a¢fIn(P)NfIn(Q) dr(P,a,V) dr(Q,aV) XeV  dr(P,a,V)
dr(ifu=vthenPelse Q,a,V) dr(P|| Q,a,V) dr(recX.P,a,V)
sRec2

XeV  dr(P[recX-P/x],a,V U{X})

dr(recX.P,a,V)
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As a shorthand, we write dr(P,a) to denote dr(P,a,0) and read it “P has disjoint receivers on a”. ]

Example 13.27. Consider again process P, =recX.a?x.a?y.(a!x.0|| X) from Example 13.24. The derivation

below shows that P, has disjoint receivers on channel name g, i.e., dr(P,,a).

ar(0, a, {(x})

T sTVar

dr(alx.0, a, {x}) °7 drn(X, a {X})
dr(alx.0 || X, a, {X}) sean
N dr(a?y.(a'x.0 || X), a, {X}) SI”I
dr(0,a, {X}) dr(a?x.a?y.(alx.0 || X), a, {X}) *
. <. sOur sREC1

dr(a'x.0, a, {X}) dr(Py, a, {X})
dr(a!x.0 || Py, a, {X})
dr(a?y.(alx.0 || Py), a, {X}) "
dr(a?x.a?y.(a!x.0|| Py), a, {X}) SN
dr(Py,a,0) secz

sPAr

The same cannot be said for process P, = a?x.xb.0 || (ve)(a?x.xlc.0) from Example 13.13. Concretely,
rule sPAR from Definition 13.26 cannot be used to justify dr(P;,a) since we have that a € fIn(a?x.x!b.0)

and a € fIn((vc)(a?x.x!c.0)). This means that P, does not have disjoint receivers on a, i.e., ~dr(P;,a). B

Proposition 13.28 below, previewed earlier, asserts that analysing a single unfolding of a recursive
process recX.P is sufficient to determine whether it has disjoint receivers on a specific channel. The
underlying idea is that after unfolding once, we can safely exclude the recursion variable X from the set
of recursion variables that were analysed. Although further unfoldings may occur, they do not introduce

new structural information that could violate the disjoint receptiveness of process recX.P on channel a.
Proposition 13.28. If dr(P[recX.P/X],a,V w{X}) then dr(P[recX.P/X],a,V).
Proof Outline. By rule induction on dr(P["ecX.P/X],a,V U{X}). For the full proof, see Appendix J.2. O

For a process P with disjoint receivers on some channel a, i.e., dr(P,a), we can show that for any valid

interface K, the system K» P has single receivers on that channel.
Proposition 13.29. For any valid interface K C CHANS, if dr(P,a) then K» P has single receivers on a.

Proof Outline. The proof is by rule induction on dr(P,a). The intuition is that if P = (vc?) (P" || P)
and K»P’ 2, Q, channel a must occur free in an input position, i.e, a € fIn(P’). By the assumptions
P= (vc?) (P’|| P”) and dr(P,a), we can also show dr((vc?) (P"|| P""),a). Using rule sPAR, this gives us that
a ¢ fIn(P’) N fIn(P"). But since a € fIn(P’) we must have a ¢ fIn(P”"), which implies K»P”’ i@ This

means K» P has single receivers on a. O
Definition 13.26 and Proposition 13.29 can be better understood through the example below.

Example 13.30. Example 13.27 showed that dr(P,,a). Accordingly, system K> P, with K = {a} has single
receivers on a. In comparison, the system K’>P, with K’ ={a,b} does not have single receivers on a (see

Example 13.16). Accordingly, we have that —dr(P;,a) as shown in Example 13.27. ]
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The converse of Proposition 13.29 does not hold. Intuitively, this happens because the judgement dr(—)
rules out parallel processes that have common free names in input positions, even if those names are
inactive, i.e, not ready to receive inputs, as illustrated in Example 13.31. While requiring disjoint receivers
might appear too restrictive, it aligns with the usage of names in actor system, where each (parallel)
actor is identified by a unique ID, which is used by other actors to send messages to it, formalised as

Prop. 2.

Example 13.31. Recall Pg = recX.(a?x.alx.0 || X) from Example 13.18. When K = {a}, system K> Pg has
single receivers on a, as it can only input on a after a recursive unfolding. However, it does not have
disjoint receivers on that channel, i.e., =dr(Ps,a). Concretely, after applying rule sREc2, there is no rule

from Definition 13.26 to justify dr(a?x.a!x.0 || Ps,a,{X?}) since a € fIn(a?x.a!x.0) but also a € fIn(Ps). B

In order to guarantee persistent single receivers, Definition 13.26 alone does not suffice. In particular,
as already alluded to in Example 13.18, our LTSs also permit transmitted channel names to be later used
by the recipient in an input position. While this mechanism is harmless when ensuring single receivers

on specific channels, it should not be used indiscriminately when the goal is persistent single receivers.

Example 13.32. Recall process P, = b?x.x?y.0 || a?x.0 from Example 13.16. Example 13.18 showed that
for K’ ={a,b}, system K’» P, does not have persistent single receivers on a; after inputting a on b, the
resulting state, K’ >a?y.0 || a?x.0, violates the single receiver condition for a. Yet, a static analysis of
P, indicates that dr(P,,a). This shows that disjoint receivers of the initial process alone do not ensure
persistent single receivers, as Definition 13.26 does not account for how the system evolves with input

actions, particularly when the received channel name is later used in an input position. |

We circumvent the complications described in Example 13.32 by also demanding that received channel
names can be used in output positions but not in input positions. To enforce this locality constraint, we
rely on the predicate loc(—) in Definition 13.33, which characterises the local (asynchronous) z-calculus
of [104]. Notably, requiring locality rules out problematic processes like P, from Example 13.16; see

Example 13.34 below.

Definition 13.33 (Locality). The predicate loc(P,V) : PrRc X P (PVars) > Bool is defined as follows:

loc(0,V) = loc(X,V) = true

def

loc(u?x.P,V) = u¢V Aloc(P,VU{x})

def

loc(ifu=vthenPelse Q,V) =loc(P || Q,V) = loc(P,V) Aloc(Q,V)

def

loc(ulo.P,V) =loc((vc)P,V) = loc(recX.P,V) = loc(P,V)

As a shorthand, we write loc(P) whenever loc(P,0). ]

Example 13.34. Recall process P, E b?x.x?y.0 || a?x.0 from Example 13.16. Using Definition 13.33, we
can show that —loc(P;). Assume, by way of contradiction, that loc(P,). By definition, then we must also
have loc(b?x.x?y.0) and loc(a?x.0). The former implies that loc(x?y.0,{x}) but by definition we know

=loc(x?y.0,{x}) since x € {x}. This gives us a contradiction, which means that =loc(P,). |
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Proposition 13.35 below shows that when the initial process is both local, i.e., loc(P), and has disjoint

receivers on a, i.e., dr(P,a), then these two properties are preserved under all system transitions.
Proposition 13.35 (Preservation). Suppose loc(P) and dr(P,a). If K» P N Q then loc(Q) and dr(Q,a).

Proof Outline. By induction on the inference of K» P N Q. We only outline the proof for rule pIN.

« Case PIN, i.e, K»b?x.P ﬂc—> P[¢/x] for some b,c € CHANS, possibly equal to a.
From the assumption loc(b?x.P), we can show P|[¢/x] satisfies the locality constraint, i.e., loc(P[¢/x]),
since substitution in local processes does not affect input positions.
Showing dr(P[¢/x],a) is slightly more involved. From the assumption dr(b?x.P,a) and rule sIN, we
deduce dr(P,a). But since loc(P), process P does not contain any (sub-)processes of the form x?a.P’.
This means that substituting the free occurrences of x by ¢ does not affect the set of (sub-)processes in

P that can input on a. Thus, we can conclude dr(P[b/x],a).

For the complete proof, see Appendix J.2. O

Proposition 13.36 below shows that if a process P has disjoint receivers on a specific channel name
a (Definition 13.26) and satisfies the locality constraint (Definition 13.33), then for a valid interface K,

systems K> P have persistent single receivers on that channel.

Proposition 13.36 (Persistent Single Receiver). For all valid interfaces K C CHANS, if loc(P) and dr(P,a)

then system K> P has persistent single receivers on a.

Proof. Similar to that for Proposition 13.11, using Proposition 13.29, 13.35 instead of Proposition 13.9, 13.10.

O

13.3 The Persistent Receptiveness Property

The persistent-receptiveness property in Prop. 3 asserts that actors are always available for communication.
We model this property by specifying the conditions under which certain channel names are ready
to input at any time during the system execution. We start with Definition 13.37 below, stating that
a system is receptive on a given channel name a if it is capable of inputting on that channel after any

number of silent transitions. This ensures that any message sent at a can be immediately processed.

Definition 13.37 (Receptiveness). A system K» P is receptive on channel name q if there exists processes
?
Q,Q’ € Prc such thatK>P=>K>Q'L>Q_ -

Intuitively, a system K» P is receptive on channel name a, according to Definition 13.37, if at least one
of the parallel components of process P is capable of inputting of a. Note that, this does not imply single
receivers on a (Definition 13.14) as a receptive system may contain multiple processes ready to input on

it; this is better illustrated by K’> Pg in Example 13.38 below.

Example 13.38. Recall processes P,, P, P, and P, below from Examples 12.8, 13.13, 13.16 and 13.24
respectively.

def

pE (ve)(a?x.x!c.0) Ps = a?x.x1b.0 || (vc)(a?y.y!c.0)

def def

P, = b?x.x?y.0 || a?x.0 Py = recX.a?x.a?y.(alx.0 || X)
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For K ={a} and K’ ={a,b}, we can show that systems K»P, and K’» P, are receptive on channel a as

they can immediately input on that channel, without requiring any silent transitions:

?b
K»P, 25 (ve)(ble.0) (using rule pIN)
2b
K’'>P, 2 b2xx?y.0]|0 (using rules PIN, PPAR)

Similarly, we can show K’» Ps is receptive on a as it can input on that channel in either of two ways (see

Example 13.13). Although K> P, cannot immediately input on g, it can do so after a recursive unfolding:
?b
K> P, S Ke a?x.a?y.(alx.0 || Py) BN a?y.(a!b.0|| Py) (using rules PREC, PIN)

This means K» P, is also receptive on channel a. The same cannot be said for the system K’» P,; where

P, = b?x.a?y.0 since it is blocked from inputting on channel a until it first inputs on channel b. ]

Building on Definition 13.37, we formalise what it means for receptiveness on a given channel name to
be persistent throughout the entire system execution. This persistence is crucial whenever unboundedly
many messages could be sent to that channel. Definition 13.39 follows closely Sangiorgi’s terminol-
ogy [120] for w-receptiveness and states a channel name is persistently receptive if it is always ready
to input on that channel. However, unlike the notion of w-receptiveness in [120], our definition for
persistent receptiveness is not of the “uniform” kind; it does not require all inputs on a given channel a
to have the same continuation (i.e., the input end of a is “functional”). Instead, Definition 13.39 allows

for varying continuations that depend on the current system state; see K» P, in Example 13.40 below.

Definition 13.39 (Persistent Receptiveness). A system K» P is persistently receptive on channel name a

whenever each derivative K’>Q of K» P is receptive on channel name a. ]

Example 13.40. Consider again P, from Example 13.24. To show that K» P, is persistently receptive
on channel a according to Definition 13.39, we must show that all its derivatives are receptive on that
channel. Example 13.38 already showed that this is indeed the case for the initial system, K> P,, and
its 7-derivative, K»a?x.a?y.(a!x.0 || P,). The latter system can input any b € CHANs on channel a, and
evolve to K'>a?y.(a!b.0|| Py) where K’ =K U {b}, which is clearly receptive on a. Similarly, the resulting
system can input any ¢ € CHANS on channel a and reach K"’ >a!b.0 || P, where K" =K’ U{c}. Continuing
in this manner, it is not hard to see that there is always one process available for input on channel a.
In comparison, although Example 13.38 showed that system K» P, is receptive on channel g, this
receptiveness is not persistent. Concretely, after inputting some channel b on channel a via the transition
K> P %, (ve)(blc.0), the system loses the ability to accept inputs on channel q, i.e, aft(K,a?b) >
(ve)(b'c.0) jg and aft(K,a?b) > (vc)(blc.0) 7TL> A similar argument applies for systems K’» P and

K’v>P, where K’ = {a,b}, which were shown to be receptive on channel a in Example 13.38. ]

Since we have already shown that Definitions 13.4 and 13.17 guarantee determinism w.r.t. input actions,
output actions that do not involve bound names, and internal communication actions, we do not revisit
these actions. Instead, we only focus on input and internal communication actions with the same

recipient but a different payload, i.e., input actions a?b and a?c and communication actions com(a,c) and
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com(a,c) where b # c. It turns out while Definitions 13.37 and 13.39 guarantee Prop. 3, they are too weak

to provide any determinism or confluence guarantees for these kinds of actions.

Example 13.41. Recall processes Ps and P, from Examples 13.18 and 13.25, restated below.

P = recX.(a?x.alx.0 || X)

Po & (recX.a?x.a?y.(a!x.0 | X)) || alb.0 || alc.0

Although K»Ps with K={a} is persistently receptive on channel name a (Example 13.38), it is not confluent
w.r.t. input actions a?b and a?c, where b # ¢ (Example 13.18). Similarly, Example 13.25 demonstrated that
K P,,, which is persistently receptive on channel name a, is not confluent w.r.t. communication actions

com(a,b) and com(a,c) with b #c. ]

We strengthen Definition 13.37 by not only requiring receptiveness on given channel names a, but
also some form of structured response to inputs on those channels. One approach would be to follow
Sangiorgi’s notion of uniformity [120] and require all inputs on a given channel name to have the same
continuation. Another way would be relax to this requirement by only demanding that a portion of
the resulting system remains behaviourally equivalent (up to bisimilarity) to the initial one; this allows
for more flexibility in how the system evolves, while ensuring that the core behaviour of the system
is preserved. Definition 13.42 follows the latter approach. Concretely, the first part of (ii), namely
P= (VJ)P’, states that process P may contain a number of restricted channel names d. The additional
requirement, P’ # (vc)P” for all P”” € Prc, ensures that there are no additional top-level restrictions
hidden inside the internal structure of P’. This allows us to reason directly about the behaviour of P’
inside the current scope, (VJ)P'. The final part of (ii) asserts that whenever P’ inputs on channel q, i.e.,
K'»P'=K'>Q LR Q’ where K'=KU {c?}, the resulting process Q’ can be decomposed into two parallel
components, Le., Q' = Q, || Q,. Crucially, one of these components, say Q,, must behave in the same
way as the original process before the input i.e., aft(K’,a?b) |= Q, ~ P’. This means that even though the

system has processed an input on channel g, a part of it continues behaving as if nothing has changed.

Definition 13.42 (Strong Receptiveness). A system K» P is strongly receptive on channel name a

whenever the following conditions hold:

(i) System K»P is receptive on a.
(if) Suppose P= (w;)P’ such that P’ # (vc)P” for all P”” € Prc. If K'>P' = K’'>Q 0, Q’ where K’ =K,o7
then 3Q,,0, € Prc such that Q" =Q, || Q, and aft(K’,a?b) EQ, ~ P’. |

Definition 13.42 is better illustrated in the following example.
Example 13.43. Consider process P,, below, a slight modification of Pg from Example 13.18.
P, = recX.a?x.(alx.0 || X)

When K = {a}, we can show that K» P,, is strongly receptive on channel a. Concretely, it is not hard to
see that this system is receptive on a, satisfying (i) of Definition 13.42. After inputting some channel b

on channel a, system K> P,, evolves to a!b.0 || P,,, where the second parallel component, P,,, is clearly
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bisimilar to the initial process. This means that K> P,, also satisfies (ii) of Definition 13.42, which allows
us to conclude that it is strongly receptive on a.

In comparison, system K» P, where P, = recX.a?x.a?y.(a'x.0 || X) (from Example 13.24) is not strongly
receptive on channel name a; although it is receptive on channel q, it does not satisfy condition (ii) of
Definition 13.42. Specifically, after inputting some channel b on g, it evolves to aft(K,a?b)>a?y.(a!b.0|| P,).
This system only contains one parallel process, which does not behave the same as the original one; the

process a?y.(alb.0 || Py) can output b on a after receiving another input on g, but P, cannot. |

Definition 13.44 builds on Definition 13.42. It states that a system is persistently strongly receptive on
channel name a if it is satisfies the strong receptiveness property w.r.t. that channel name not just in the

current state, but also in every state reachable from it.

Definition 13.44 (Persistent Strong Receptiveness). A system K» P is persistently strongly receptive on

channel name a whenever each derivative of K» P is strongly receptive on channel name a. ]

Example 13.45. Using Definition 13.44, we can show that for K = {a}, system K> P,, from Example 13.43

is persistently strongly receptive on channel a. The same cannot be said for K> P,; where
Py, £ recX.a?x.(x?y.aly.0 || X)
This system can input channel a by transitioning with rules PREc and pIN as follows:
K»recX.a?x.(x?y.aly.0 || X) SN K>a?x.(x?y.aly.0 || Py)
a?a
— a?y.aly.0 || Py (13.15)

The system in (13.15) is not strongly receptive on channel a. In particular, it can input channel b on

channel a using rules PIN and PPAR as follows:
a?b
Kv»a?y.aly.0 || P,; — a'b.0 || Py

The resulting system does not contain a sub-process that is bisimilar to the system before accepting the
input; the latter, a?y.a!y.0 || P,;, can input and then immedaitely output on a, whereas neither a!b.0, P,
nor a!b.0 || P, can exhbit such behaviour. This violates condition (ii) of Definition 13.42, which, in turn,

means that the intial system K» P;; is not persistently strongly receptive on channel a. ]

For LTSs that satisfy the properties in Definitions 13.42 and 13.44, we can establish several key
confluence results. We start with Theorem 13.46, stating that strong receptiveness on a given channel

name guarantees confluence for input actions with the same subject but a different object.

Theorem 13.46 (Input Confluence). If a system K» P is strongly receptive on channel a, then that system

is confluent w.r.t. input actions a?b and a?c where b #c.

?b ?
Proof Outline. Suppose K»P is strongly receptive on channel a and K»>P 2K Qand K»P KR,
We have to complete the following diagram, where K’ = KU {b,c}, the solid lines indicate the moves

that are given and the dotted lines are those that are required:
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a’c

K»P K”>R

i

]
a?b va?h

]

, a’c M
K'bQ=======ccc=cccccccoccoaood Ko SxK">T

Assume P = (VJ)P’ and P’ # (vc)P” for any c and P”. Since P is strongly receptive on a, then we know

that both K’>Q and K’ >R contain sub-processes that are bisimilar to the initial process P’, that is:
0=(vd)(Q,]1Q,) and K,dEQ,~P' and R=(vd)(R||R,) and K".d}ER~P

From this, we can show that K’>Q and K”’>R can input the channel name that the other inputted, i.e.,

the former inputs ¢ on a whereas the latter inputs b on g, as follows:

’ a?b ”’ 7 7 7’ 7 ’
K'»Q=K""»(vd)(Q; |Q.) where K", dEQ/~R R, (13.16)
2b - -
K"»R=>K"'>(vd) (R |R,) where K" dER ~Q,|0Q, (13.17)

There only remains to show that systems reached in eqgs. (13.16) and (13.17) are bisimilar. From the results

above, we know that

K"’s‘i = Ql, Q. = (RIR) || Q, = (P"IIR,) |l Q.
K" dERI|R, ~ (Q1Q) IR, ~ (P'1|Q,) | R,

which, by transitivity and symmetry, implies that K ”’j EQ!|| Q. ~R! || R,. From this, we can then show
that K"’ |= (VE)(Q; |Q,)~ (vd) (R Il R,) which gives us the required result.
The interested reader should consult Appendix J.3 for the complete proof. O

The second main result of this section, formalised in Theorem 13.47 below, builds on Theorem 13.46
and states that strong receptiveness on a given channel also guarantees confluence for communication

actions with the same subject but a different object.

Theorem 13.47 (Communication Confluence). If a system K» P is strongly receptive on channel a, then

that system is confluent w.r.t. communication actions com(a,b) and com(a,c) where b #c.

b b
Proof Outline. Suppose K»>P is strongly receptive on channel a and K»P MP’ and K»P M)P”.

We have to complete the following diagram, where the solid lines indicate the moves that are given and

the dotted lines are those that are required.

com(a,c)
K»P KPPN
:
]
com(a,b) ' com(a,b)
]
com(a,c) v
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From the given moves and the underlying assumption that asy(P) in Section 13.1.1, we can show that

there exists a process R such that

?b ?
P=R| ab.0] alc.0 and K>R ", R and K»R-Z% R (13.18)

where P’ =R’ || alc.0 and P =R" || a'b.0
Using the rules in Figure 12.1, we can obtain the moves
a’h  _, ac _,,
K>P——R'||ab.0]| alc.0 and K»P—>R" || alb.0]| alc.0

From these moves, together with the fact that K» P is strongly receptive on channel name a and

Theorem 13.46, we know there exist processes S,5” such that

a’c '
K»>P K>R" | a'b.0|| alc.0
a?b a?b
D)
K»R' || alb.0 | alc.0 are K»S~K»S'

?
From these moves, we show there exists a process Q such that K»>R’ AN Qand S=Q||a!b.0|| alc.0. From
? com(a,c)
K»R = Q we can also show K»>R’ || alc.0 === Q. Using the fact that P’ =R’ || alc.0 in eq. (13.18)

. . com(a,c)
and rule PSTR gives us the first required move, K > P’

(a,b)
Similarly, we can obtain the second required move, K>P"”’ 7 Q’ where S’=Q’ || a'b.0 || alc.0.
To show that K»Q ~ K>Q’, we use K>S~ K»S" where S=Q || a!b.0|| alc.0 and S’ =Q’ || a!b.0 || alc.0.

For the complete proof, see Appendix J.3. (]

Theorems 13.46 and 13.47 can be generalised to all reachable states, assuming that the initial system is

persistently strongly receptive on a given channel name.

Corollary 13.48. If K> P is persistently strongly receptive on channel name a, then each derivative of

K> P is confluent w.r.t. input actions a?b and a?c where b # c. ]

Corollary 13.49. If K> P is persistently strongly receptive on channel name a, then each derivative of

K> P is confluent w.r.t. internal communication actions com(a,b) and com(a,c) where b # c. [ |

The only system action that we have not yet considered is internal communication actions that involve
scoped names, ncom. Example 13.50 shows that neither single receivers (resp. persistent single receivers)
nor strong receptiveness (resp. persistent strong receptiveness) on a given channel give any determinism

or confluence guarantees for it.

Example 13.50. Consider the system K»P,, where K ={a,c,d} and the running process P,, is defined
below. Using Definitions 13.17 and 13.44, we can show that this system has both persistent single receivers

and is persistently strongly receptive on channel name a.

def

Py = P, || (vb)(b?x.x1b.0 || blc.0 || b!d.0) where P, = recX.a?x.(alx.0 || X)
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System K> P,, can internally receive either ¢ or d on channel b via rules PPAR and PNComwm as follows:

ncom

K>P,, — P, || (vb)(c!b.0 || 0 || bld.0) (13.19)

Ko P, — Py, || (vb)(d!b.0 || blc.0 || 0) (13.20)
The systems reached in (13.19) and (13.20) are clearly not bisimilar as they exhibit a different observational
behaviour; the former scope extrudes b by outputting it on ¢, whereas the latter outputs it on d. Moreover,
neither of these systems can transition with action ncom. This means K» P, is neither deterministic nor

confluent w.r.t. ncom actions. |

13.3.1 Syntactic Condition

To ensure that a system K» P satisfies the semantic properties in Definitions 13.37, 13.39 and 13.42, we
impose some restrictions on the structure of the running process P. Our first restriction relies on the
function iac(—) in Definition 13.51, returning the set of input-active channels of a process, i.e., all channel
names that are ready to accept an input after any number of z-transitions. E.g. iac(a?x.b?x.0||c?x.0)={a,c}
and iac((va)(a?x.xla.0)) = 0. Requiring a € iac(P) thus essentially reduces to syntactically checking that

a process has at least one unguarded input on channel a.

Definition 13.51 (Input-active channels). The function iac: PRc — P (CHANS) is defined as follows:

iac(0) =0 iac(X) =0 iac(a?x.P) = {a}

iac(alb.0) = 0 iac(if b=cthen Pelse Q) = iac(Q)

iac(P|| Q) £ iac(P)Uiac(Q) iac(if b=b then Pelse Q) £ iac(P)

iac((ve)P) = iac(P)\{c} iac(recX.P) = iac(P) |

We observe that the function iac(—) is total. Specifically, our initial assumption that all processes are
closed indicates that processes cannot be of the form P = if x=ythen P’ else P’ or Q = x!y.P’, where
variables x and y are not bound by some input prefix. Moreover, since we are assuming that asy(P) for
any process P, then output processes are always of the form a!b.0 for some channel names a,b.

Proposition 13.52 below assures us that whenever a given channel a is input-active in a process P, then

all systems K> P must also be receptive on that channel.
Proposition 13.52. For any valid interface K C CHANS, if a € iac(P) then K» P is receptive on a.

Proof Outline. Assume that a is an input-active channel of P, i.e., a € iac(P). The proof is by induction

on the structure of P. We outline the main cases:

« When P=57x.Q, by the assumption that a € iac(P), we must have b=a. Our result follows by rule pIN

since b?x.Q e, Q[¢/x] for any c € CHANS.

« When P=P, || P,, then either a€ P, or a € P,. Wlo.g., suppose the former. By the IH, we obtain that
K»P, is receptlve ona,ie, K»P= - o, Q, for some Q. Repeatedly applying rule PPAR, we obtain

KeP || P,= - o, O, || P,, meaning that K» P, || P, is receptive on a.
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For the complete proof, refer to Appendix J.3. O

In order to guarantee that a process is strongly receptive on channel name a, requiring that a is
input-active does not suffice. For instance, although a € iac(P,,), Example 13.43 showed that K> P,, is not
strongly receptive on that channel. We thus add a second constraint, namely that channel a is always

available in input-replicated form, *a?x.P, where
xa?x.P £ recX.a?x.(P||X) with X ¢ fV(P) (13.21)

The notation in eq. (13.21) is only used to facilitate readability; in what follows, we occasionally revert to
describing input-replicated processes using the recursion construct. We also note that since we only
want to guarantee strong receptiveness on specific channel names, we still allow basic inputs on other

channel names; see rules RIN2 to be discussed later.

Remark 13.53. The notation in eq. (13.21) is closely related to the replicated input construct !a(x).P found
in certain versions of the asynchronous z-calculus, e.g. [104, 120]. Indeed, both constructs express
persistent input behaviour. The difference lies in how this behaviour is represented within the calculus.
For instance, in the calculus of Sangiorgi et al. [120], replicated input is a primitive syntactic construct
whose behaviour is specified directly by the operational rule

REP

ta(x). P2 pLb/a] | 1a(x).P

In contrast, our calculus includes recursion, allowing persistent input processes to be expressed as
recursive processes. Consequently, *a?x.P is introduced as convenient notation that can be expanded
into a recursive process that can transition using rule PREc, without requiring a dedicated operational

rule for replication. |

We statically check if channel name a is only available in input-replicated form in process P through
a proof system. Its main judgement is r(P,a), ie., a is input-replicated in P, and it is the least relation
defined by the rules in Definition 13.54. The main rules are RREc1, RREC2, RIN1 and RIN2. Rule RREC1
states that channel a is input-replicated in recX.P if (i) process P in recX.P is precisely of the form
a?x.(P" || X) for some P’, ie., recX.P=xa?x.P’, and (ii) channel a is input-replicated in P’. Alternatively,
channel a is input-replicated in recX.P if P is not prefixed with an input on that channel, and r(P,a)
(rule rRREC2). Since an input-replicated process *a?x.P’ is behaviourally equivalent to its unfolding,
namely a?x.(P’ || *a?x.P’), rule RIN1 states that channel a is input-replicated in a?x.P if P is of the form
P’ || *a?x.P’ for some P’, and a is input-replicated in P’. In contrast, if a process is prefixed by an input
on a channel different from a, i.e., u?x.P with a # u, then a is input-replicated in that process if it is

input-replicated in P (rule PIN2). The remaining rules are straightforward.

Definition 13.54 (Input-replication). The judgement r(P,a) is defined as the least relation of the form

(Prc X CHANS) satisfying the following rules:
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- rOUT RScP rRCMP RrIN1
. HvAr r(P,a) r(P,a) a#c r(P,a) r(Q,a) P=P' || *a?x.P’ r(P’,a)
r(0,a) r(X,a) r(ulw.Pa) r((vc)P,a) r(ifu=vthenPelseQ,a) r(a?x.P,a)
RPAR RREC1 RREC2 RIN2

r(P,a) r(Q,a) P=a’x.(P'||X) Xe¢fV(P') r(P,a) P#a?xP" r(P,a) uza r(Pa)

r(P || Q,a) r(recX.P,a) r(recX.P,a) r(u?x.P,a) [ |

Example 13.55. Consider again process P, = recX.a?x.(a!x.0 || X) from Example 13.43. According to

Definition 13.54, channel a is input-replicated in P,, as shown by the left proof derivation. Indeed, using

RNIL

no,a) " _rob) 0 ———— 1V,
X ROUT RTVAR

m ROUT WRTVAR r(alx.0, b) r(X, b) .

1x.0, s RPAR

ax0 | X.a) RPAR r(a?y.(a'x.0| X), b) .

— - ra?x.a?y.(ax0 || X),b) *

r(recX.a?x.(a'x.0 || X), a) reer ( it 1X). b) RREC2

r(recX.a?x.a?y.(a!x.0 || X), b)

Similarly, the right proof derivation above shows that channel name b is input-replicated in process
P, = recX .a?x.a?y.(a!x.0 || X) from Example 13.24. We observe that, since we are checking for input-
replication on channel name a, this derivation uses rule RREc2 instead of RREc1. This is because although
the body of the recursive process P, is prefixed with an input, this input occurs on a different channel,
b #a, and therefore its form is not relevant, i.e., it need not be input-replicated. In contrast, channel name
a is not input-replicated in Py: there is no process P’ that satisfies the equality a?x.a?y.alx.X=a?x.(P’ || X)

required by the premise of rule RREC1. |

Proposition 13.56 below states that requiring channel a to be both (i) input-active and (ii) input-

replicated in process P gurantees that all systems K » P are strongly receptive on channel a.

Proposition 13.56. For any valid interface K C CHANS, if a € iac(P) and r(P,a) then system K» P is

strongly receptive on channel name a.

Proof Outline. Intuitively, this result holds for the following reasons:

« Proposition 13.52 and the assumption that a € iac(P) guarantees that K» P is receptive on channel a,
satisfying the first condition of Definition 13.42.

« Showing that K> P satisfies the second condition of Definition 13.42 is more involved. The intuition is
that whenever a process P accepts an input on an input-replicated channel a, a copy of that process
immediately becomes available for input. E.g. if K»>a?x.P —a?—b—> Q, then using rule rIN1, we can infer
that P=P’ || xa?x.P’ and Q = P’'[%/b] || #*a?x.P’ where the sub-process *a?x.P’ can input on a and is

bisimilar to the initial one.

The complete proof is given in Appendix J.3. d
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Example 13.57 shows that the converse of Proposition 13.56 does not hold.

Example 13.57. Consider the basic system K» P,; where K = {a} and the running process is defined
as P, = recX.a?x.X. Clearly, K» Py, is strongly receptive on channel a, as K> Py, RN P, and
aft(K,a?b) |= P3 = P,, for any inputted channel b. However, this system is ruled out by our analysis as
process P,; does not satisfy the second syntactic condition stating that channel a must be available in

input-replicated form, i.e., = r(Py;,a). ]

Ensuring that strong receptiveness on a given channel is persistent throughout the entire system
execution is complicated by the system’s capability of using received channel names in input positions,

discussed earlier in Section 13.2.1. This is better illustrated in the example below.

Example 13.58. Consider again process P,; from Example 13.45, rewritten using the notation in (13.21).
Py = *a?x.x?y.aly.0

Example 13.45 showed that for K ={a}, system K» P, is not persistently strongly receptive on channel a.
However, statically analysing P,; establishes that it is both input-active and input-replicated on channel
a, i.e, a € iac(P,;) and r(P,;,a). This means that requiring that the initial process satisfies these two
conditions alone does ensure persistent strong receptiveness. This happens because Definition 13.54
only imposes constraints on the initial structure of the system—namely inputs on a specific channel—but
does not account for how it evolves with input actions. In particular, when the received channel name a

is used in an input position,
T a’a
K> P, —>-——a?y.aly.0 || *a?x.x?y.aly.0

a new input on that channel is created, but it does not occur in input-replicated form. |

Following the approach in Section 13.2.1, we guarantee persistent strong receptiveness by demanding
that all processes are local, i.e., only the output capabilities of channel names can be transmitted, using
the predicate loc(—) in Definition 13.33. Whenever channel name a is input-active and input-replicated

in process P and P is local, then these three properties are preserved under all system transitions.

Proposition 13.59 (Preservation). Suppose that a € iac(P) and r(P,a) and loc(P). If K»P N Q then
a € iac(P) and r(Q,a) and loc(Q).

Proof Outline. The proof is by induction on the derivation of r(Q,a). Intuitively, it holds because the
locality constraint ensures that received inputs do not introduce new inputs on channel a, which ensures
that r(—) is satisfied by all reachable systems. Conversely, receptiveness ensures that whenever the
process inputs on channel name a, a new input on that channel name immediately becomes available,
meaning that there is always at least one process that is input-active on a.

For the full proof, refer to Appendix J.3. O

When used in conjunction, these three conditions guarantee that the strong receptiveness property is

persistent, as formalised in Proposition 13.60 below.

Proposition 13.60 (Persistent Strong Receptiveness). For all valid interfaces K C CHANS, if a € iac(P)

and r(P,a) and loc(P) then system K» P is persistently strongly receptive on channel name a.
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Proof. Similar to that for Proposition 13.11, using Propositions 13.56,13.59 instead of Propositions 13.9,13.10
O

13.4 Summary

This chapter showed, through a series of pathological examples, that in general, processes expressed
using the standard z-calculus are neither confluent nor deterministic w.r.t. any actions. We systematically
showed that certain degrees of determinism and confluence can be recovered by imposing semantic
constraints that capture the defining characteristic of the actor model, described by Prop. 1 to Prop. 3.

To guarantee Prop. 1, we introduced the notions of asynchrony and persistent asynchrony for specific
channel names and proved that the class of LTSs that satisfy these properties are deterministic w.r.t.
output actions a!b (Theorem 13.5). In Proposition 13.11, we proved that we can guarantee asynchrony
and persistent asynchrony for all channel names by removing output prefixing.

To guarantee Prop. 2, we presented the notions of single receivers and persistent single receivers.
Theorems 13.5 and 13.22 respectively proved that the class of LTSs that satisfy these two properties w.r.t.
channel a are deterministic for input actions a?b and internal communication actions com(a,b). We
proved that we can guarantee single receivers on specific channel names by demanding process to have
disjoint receivers on that channel name (Proposition 13.29) and that this property is persistent if received
channel names cannot be used in input positions (Proposition 13.36).

To guarantee Prop. 3, we presented the notions of strong receptiveness and persistent strong recep-
tiveness. Theorems 13.46 and 13.47 respectively proved that the class of LTSs that satisfy these two
properties w.r.t. a given channel a are confluent for both input and internal communication actions
carrying different payloads, i.e., input actions a?b and a?c, and communication actions com(a,b) and
com(a,b) with b # c. Finally, we showed that we can guarantee strong receptiveness on specific channel
names by requiring that channel to be active in an input position and that all inputs on it are only
available in a specific form (Proposition 13.56). This property is then persistent throughout the entire

system execution if received channel names cannot be used in input positions (Proposition 13.60).



14 Related Work

We divide this chapter into two sections: the first discusses the existing literature related to Parts I to 111,

whereas the second reviews the literature relevant to Part I'V.

14.1 Multiple Traces for Runtime Verification

Linear-time properties This thesis showed that the RV technique can be extended to meaningfully
verify a wider range of branching-time properties by considering multiple system executions. This is in
sharp contrast to most research on RV, which centres around monitoring linear-time properties [36, 100].
In particular, RV might seem to be an inherently linear-time exercise: a monitor in the classical RV
setup can, after all, only observe a single execution. However, the key difference in monitoring in
the linear- and branching-time settings is not the monitor performing the verification, but rather, the
correctness property it is monitoring for. More specifically, in linear-time monitoring, we are interested
in a property of the current execution, rather than the system as a whole. This is particularly useful for
checking in deployed systems whether the output of a third-party component is safe to use in a critical
component, for example. In contrast, when RV is used as a best-effort alternative to model checking, we
are trying to determine out whether the entire system, rather than the current execution, is, in some
sense, correct. Since monitors still only observe one execution, the class of monitorable branching-time
properties is, unavoidably, syntactically smaller than that of monitorable linear-time properties [10],
explaining, in part, why the linear-time setting appears less restrictive when being runtime verified.
For instance, linear-time properties that are monitorable for violations are closed under disjunctions,
¢V ¢, and existential modalities, (a)¢, as in that setting, these operations can be eliminated by encoding
them in an effective, if not efficient, manner [10, 8] in terms of other RECHML constructs. In contrast,
disjunctions and existential modalities in a branching-time setting cannot be encoded in terms of other
RECHML constructs. As a result, the benefit of using multiple runs is even greater, as our result show

that they expand the realm of monitorable branching-time properties.

Hyperproperties Various bodies of work employ monitors over multiple runs for the purpose of
RV. The most prominent efforts target Hyperproperties, i.e., properties describing sets of traces called
hypertraces, used to describe safety and privacy requirements [52].

Finkbeiner et al. [67] investigate the monitorability of hyperproperties expressed in HyperLTL [53] and
identify three classes for monitoring hypertraces: the bounded sequential, the unbounded sequential and
the parallel classes. They also develop a monitoring tool called RVHyper [66] that analyses hypertraces
sequentially by converting an alternation-free HyperLTL formula into an alternating automaton, which

is then executed over different permutations of the observed traces. The authors show that deciding

113
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monitorability for alternation-free HyperLTL formulae in this class is PSPACE-complete but undecidable
in general. Our monitor setup fits their unbounded sequential class because monitors receive each trace
in sequence, and a SUS may exhibit an unbounded number of traces.

Agrawal et al. [23] give a semantic characterisation for monitorable HyperLTL hyperproperties called
k-safety. They also identify syntactic HyperLTL fragments and show they are k-safety properties,
backed up by a monitor synthesis algorithm that generates a combination of Petri nets [112] and LTL,
monitors [38], whereby monitors are generated on-the-fly.

Stucki et al. [125] show that many properties in HyperLTL involving quantifier alternation cannot
be monitored for. They also present a monitoring methodology for properties with one alternation by
combining static verification and RV: the static part extracts information about the set of traces that
the SUS can produce (i.e., branching information about the number of traces in the SUS, expressed as a
symbolic execution tree) that is used by monitors to convert quantifications into k-(trace)-quantifications.

Despite the similarities of using multi-run monitoring, the works in [67, 23, 125] differ from ours in a
number of ways. For instance, the methods used are very different. Our monitor synthesis algorithm is
directly based on the formula syntax and does not rely on auxiliary models such as alternating automata
or petri nets, which facilitates syntax-driven proofs. The results they present are also substantially
different from ours. Although [23, 125] prove that their monitor synthesis algorithm is sound, neither
work considers completeness results, maximality or execution lower bound estimation. More importantly,
our target logic, RECHML, is intrinsically different from (linear-time) hyperlogics since it (and other
branching-time logics) is interpreted over LTSs (or more concretely, system states), whereas hyperlogics
are defined over sets of traces. The latter model of describing a system is inherently coarser than an
LTSs. For instance, the systems a.b.0+a.c.0 and a.(b.0+c.0) are described by different LTSs but have
an identical trace-based model, namely {ab,ac}. Even though this is not an issue when monitoring for
hyperproperties, it was a major source of complication for our technical development. However, even if
we were to restrict our analysis to the deterministic LTS settings, where system such as a.b.0+a.c.0 are
disallowed, it remains unclear how the two types of logics correspond. For one, hyperlogics employ
existential and universal quantifications over traces, which are absent from our logic. If we had to
normalise these differences (i.e., by removing trace quantifications), a reasonable mapping would be
to take a a linear-time interpretation [¢]rr [10, 12] for every RECHML branching-time property ¢, and
require it to hold for all of its traces. For all branching-time properties ¢ and deterministic systems p,
we would then expect that p satisfies ¢ if and only if the set of all traces produced by p satisfies the

linear-time interpretation of ¢, that is:

pele] ff Tp €[]
But even this correspondence fails. For instance, the branching-time property [a]ff v [b]ff describes
systems that cannot perform both a and b actions, and the system a.0+b.0 clearly violates it. However,
with a linear-time interpretation, this formula denotes a tautology, i.e., [a]ffV [b]ff = tt: it is satisfied by
all traces since they are necessarily either not prefixed with an a action or with a b action. There are,
however, notable similarities between our history evaluation (Figures 3.3 and 7.2) and team semantics

for temporal logics [95, 127], and this relationship is worth further investigation.

Distributed Monitoring Multiple execution traces are also considered in distributed monitoring as a

means of fault tolerance through the replication of components that perform specific tasks, including
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monitors. Fraigniaud et al. [70] and Bonakdarpour et al. [42] explore scenarios where events can be
observed by multiple monitors that may potentially crash (i.e., halt and never recover). Surviving
monitors then emit verdicts based on their respective partial views of the execution and communicate it
to the other monitors to collectively arrive at a global verdict. Our approach could, in principle, adopt
fault-tolerant techniques from this work to mitigate history corruption and execution crashes across the

various monitored executions of the SUS.

Parametric Trace Slicing Other approaches use multiple traces to runtime verify traces with imprecise
event ordering [129, 49, 35, 31] due to interleaved executions of components architectures, which might
hinder the monitor’s detection capability. Parametric trace slicing [49, 35] infers additional traces from a
trace with interleaved events by traversing the original trace and dispatching events to the corresponding
slice. Attard et al. [31] partition the observed trace at the instrumentation level by synthesising monitors
and attaching them to specific system components; they hint at how this could enhance the monitoring
expressive power for certain properties but do not prove any monitorability results. Despite their
relevance, all traces considered in [129, 49, 35, 31] are extracted from a single execution as a means to

recover missing or imprecise data in the observed trace.

Testing Abramsky [1] studies testing on multiple, yet finite, copies of the same system, combining the
information from multiple runs. Our approach differs in three key aspects. Firstly, our multiple executions
correspond to creating multiple copies of the system from its initial state; Abramsky allows copies to
be created at any point of the execution. Secondly, tests are composed using parallel composition, can
steer the execution of the SUS and can detect refusals. In contrast, our monitors are composed using an
instrumentation relation: they are passive and their verdicts are evidence-based (i.e., what happened, not
what could not have happened). Third, the visibility afforded by monitor instrumentation considered in
this work is larger than that obtained via parallel composition.

Silva et al. [55] investigate combining traces produced by the same system in subsequent runs to create
temporal models that approximates the SUS’s behaviour which can then be used to model check for
branching-time properties. However, this approach is not sound as the generated model may violate
properties that are not violated by the actual system. Because of this, the authors advise using their

approach as a formal complement to software testing to suggest possible problems.

Monitoring with Prior Knowledge The closest work to ours is [7], where Aceto et al. give a framework
to extend the capabilities of monitors. They study monitorability under a grey-box assumption where,
at runtime, a monitor has access to additional SUS information, linked to the system’s states, in the
form of decorated states. The additional state information is parametrised by a class of conditions that
represent different situations, such as access to information about that state gathered from previous
system executions. Other works have also examined how to use prior knowledge about the SUS to
extend monitorability both in the linear-time setting [85, 50, 99] and the branching-time setting [13]. For
instance, Aceto et al. [13] incorporate prior knowledge about the SUS, such as independence between
individual components or state-reachability (expressed as branching-time properties K) during monitor
synthesis: instead of generating monitors from correctness properties P, they generate monitors based

on the conjunction K A P. In contrast, our work makes no prior assumptions about the SUS and treats it
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as a black box; while our augmented instrumentation exposes additional information to the monitor,
this information remains fixed throughout the system execution and characterises an infinite class of

systems, rather than a specific SUS (see Section 6.2 for details).

14.2 A study of Actor Model Properties in Process Calculi

Confluence and Determinism Confluence was first introduced in [119, 105] and later examined in [106]
by Milner for CCS processes, where it was shown that confluence implies determinacy under silent 7
actions, and that it is preserved by certain system-building constructs. A similar study was later conducted
by Philippou et al. [113] for a richer calculus with name passing, namely the z-calculus. Although our
definitions for confluence and determinism are grounded in those of [113], our objectives are significantly
different. Whereas Philippou’s work confines the use of certain system-building operators to construct
systems that are guaranteed to be confluent, our work takes a more analytic approach: we identify a
subset of actions that are confluent or deterministic within a system, without requiring the entire system
to be confluent/deterministic itself.

Our work also shares similarities with that of Aceto et al. [4] who address the undecidability of
semantic determinism through syntactic criteria. However, the role of syntax differs substantially
between the two approaches. The authors propose rule formats that serve as templates for defining
languages whose processes satisfy determinism-related properties by construction. In contrast, we use
syntactic conditions as auxiliary criteria for detecting pre-defined semantic notions of confluence and
determinism. Moreover, whereas their meta-theory establishes these properties for entire language
fragments or classes of operators, our approach identifies deterministic and confluent subsets of actions

within a given system.

Process Calculi inspired by the Actor Model The work in [20] presents a typed variant of the -
calculus called A,, designed to represent the actor model. Agha et al. also present an actor language
called SAL and show how actor systems expressed in SAL can be translated into A, to help transfer
results from one theory to the other. Actor properties, such as uniqueness of actor names, persistence
(actors do not disappear after processing a message) and freshness (actors cannot be created with names
received in a message), are enforced via a type system. Agha et al.’s notions of uniqueness and freshness
imply our single-receiver property: the former prevents multiple (parallel) processes from inputting
on the same channel name, whereas the latter ensures that this holds throughout the entire system
execution. Although their persistence property is related to our notion of persistent receptiveness, the
proposed type system relaxes the persistence requirement by allowing channel names to disappear after
accepting an input: the authors interprets this as actors with a “sink” behaviour that consume all the
message they receive without performing any further actions.

Sangiorgi [120] presents two candidate definitions for receptiveness in the 7-calculus, namely linear
receptiveness and w-receptiveness, and shows how they can be captured through type systems. Our
notion of persistent receptiveness is closely related to the latter since we require persistently receptive
channel names to always be ready to accept an input. However, our definition is not of the uniform
kind: it does not require all inputs on a persistently receptive channel to have the same continuation.

Other languages and calculi based on the z-calculus, such as PICT [114], the join calculus [68], and the
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blue calculus [44], also make use of specific input constructs that satisfy properties corresponding to
Sangiori’s notion for w-receptiveness. Similarly, inputs on these channels are treated uniformly.

Amadio et al. [27] present a variant of the distributed 7-calculus [84] called the receptive n-calculus.
In contrast to Sangiorgi’s definition [120], their notion of receptiveness is not uniform: they require
receptive inputs to be involved in a recursive process that may reincarnate itself, possibly in a different
state, after accepting an input. They show that the receptiveness of all private channel names can
be ensured through a static analysis that, when used in tandem with a type system, guarantees that
messages always will find a matching receiver.

Despite the similarities of capturing certain actor properties in languages or calculi based on the
n-calculus, the works in [120, 114, 68, 44, 27] differ from ours in a number of ways. For one, their
notions of receptiveness applies to private channel names (within their scope), whereas our definition
is concerned with free channel names. Since we want to study whether the persistent receptiveness
property (and other actor properties) yields any confluence or determinism guarantees, it makes little
sense to ascribe such properties to bound channel names, since bound names are local can thus be freely
a-renamed. Another key difference is that all the work in [120, 114, 68, 44, 27] capture receptiveness
by restricting their calculus at the syntactic level, e.g. through type systems. In contrast, we define
persistent receptiveness in terms of semantic properties and derive our confluence and determinism
results directly from them. While we also introduce syntactic conditions, their role is auxiliary: they
only serve as practical checks that ensure the corresponding semantic counterparts are realisable.

Several other calculi [77, 89, 117, 57, 69] were inspired by the actor model and the 7-calculus, but
they are either not entirely faithful to the actor model or make use of primitives that are not intrinsic
to either of the models, making them difficult to compare with our work. Indeed, the aim of these
works were significantly different from ours: these calculi were primarily designed to model interaction
in concurrent object-oriented programming and examine their behaviour. For instance, Gaspari and
Zavattaro [77] present a process algebra based on the actor model. Objects in their calculus observe
certain behavioural properties akin to those in the actor model, such as asynchronous message-passing
and the single-receiver property, but ignore the persistent-receptiveness property. They also have
constructs that are found in neither the z-calculus nor the actor model. Honda et al. [89] introduce
an asynchronous variant of the z-calculus that restricts the syntax to only allow output prefixes that
are succeeded by the inactive process, effectively capturing asynchronous message-passing. Ravara
et al. [117] present an object-based extension of the asynchronous z-calculus [89] where each object has
a unique mailbox that it can read from and received channel names can only be used in output positions.
De’ Liguoro et al. [57] propose the mailbox calculus, an extension of the asynchronous z-calculus with
first-class mailboxes, selective reads and non-deterministic choices. In contrast to the pure actor model,
processes in this calculus may read from multiple mailboxes. The authors also present a mailbox type
system, guaranteeing that processes can only receive messages that they are capable of processing, while
ruling out configurations where processes are blocked. Despite the similarities of [117, 89, 57] with our
work, they only capture the asynchronous message-passing property of the actor model but do not

consider the single receivers and persistent-receptiveness properties.



15 Conclusion

This thesis proposed a monitoring framework to systematically extend the RV technique to meaningfully
verify a wider range of branching-time properties by observing multiple system executions. As a first
step towards a comprehensive study, we focused on deterministic systems. Our results demonstrate
that monitors can extract sufficient information over multiple runs of an arbitrary deterministic SUS
to correctly detect the violation of any branching-time properties that may contain disjunctions (The-
orem 5.5). We also identified a monitorable fragment SHML" (Definition 5.2) and showed that it is
maximally expressive (Section 5.3). In particular, every property that can be monitored for correctly
using the proposed multi-run monitoring framework can always be expressed as a formula in sSHML".
Such a syntactic characterisation of monitorable properties is useful for the construction of a tool based
on the proposed method: the development of an automated monitor synthesis could exclusively target
the identified syntactic fragment SHML", assured that all monitorable properties are still covered.

Since the ultimate goal of this thesis was to extend the existing monitorability limitations for any
system, even if it might exhibit certain non-deterministic behaviour, the second step was to extend our
study to potentially non-deterministic systems. Concretely, we presented an augmented instrumentation
that makes certain hidden (z-)actions visible to the monitor (to allow it to differentiate between confluent
internal moves and moves that lead to non-deterministic branching), as well as provides the monitor
with information about whether the observed actions are deterministic. Equipped with this additional
SUS information, our results show that monitors can extract sufficient information over multiple runs
to correctly detect the violation of a class of branching-time properties that may contain disjunctions
(Theorem 9.7). We also identified a monitorable fragment sHMLY = (Definition 9.3) and showed that
it is maximally expressive (Theorem 9.29). It is worth pointing out that an implementation based
on our theoretical framework could relax some of the assumptions that are only used only to attain
completeness and maximality results. For instance, instead of assuming that all internal actions of a SUS
are deterministic, a tool based on our theory could adopt a pragmatic stance and simply stop monitoring
a formula that contains disjunctions as soon as a non-deterministic internal action is encountered, which
would still yield a sound (but incomplete) monitor.

To show that the proposed technique lends itself well to the implementation of a tool, we outlined the
steps towards a full automation and gave a corresponding complexity analysis. In order to attain an
efficient implementation, we demonstrated that the (least) number of expected runs required to effect
the runtime analysis can be calculated from the structure of the formula expressing the property being
verified (as opposed to obtaining this information by statically analysis the SUS [125]); see Theorem 10.10.
We are unaware of similar results in the RV literature and do not rule out the possibility that our

techniques could be adapted to carry out similar minimal-run calculations for hyperproperties. We also
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validated the realisability of our (extended) multi-run monitoring RV framework by outlining a possible
instantiation to (concurrent) actor-based systems. Since such system are inherently non-deterministic,
we also presented a general study of how enforcing certain characteristics of the actor model in a highly
non-deterministic calculus allows us to recovery a certain degree of determinism (Theorems 13.5, 13.20,
13.22, 13.46 and 13.47). Finally, we showed that these semantic properties can be guaranteed through

syntactic conditions on the processes themselves.

15.1 Future Work

This thesis is part of an ongoing effort to extend RV to a wider class of properties. While we demonstrated
how some of the inherent limitations of the technique can be partially overcome by considering multiple
runs, there are still several possible avenues for future research.

We plan to investigate how our results can be extended further by considering more of a grey-box view
of the system, in order to combine our machinery with techniques from existing work. For instance, a
possible direction would be following the approach of Aceto et al. [7] where, at runtime, instrumentation
provides the monitor with additional (branching) information about specific system states, such as
computation steps that could have happened or could not have happened, gathered from previous system
executions. We will also study strategies to optimise the collection of relevant SUS traces. Depending
on the application, one might seek to either maximise the information collected from every execution
(e.g. by continuing to monitor the same execution even after a trace prefix is added to the history) or
else minimise the runtime during which the monitor is active. Moreover, we plan to study whether we
can establish any upper bounds for the number of SUS executions required for RV, and complement the
lower bounds established in Theorem 10.10.

Another avenue for future work is the construction of a tool that runtime verifies systems over
multiple executions. Chapter 10 outlined an algorithm for a full automation of the proposed verification
technique. The next step is to automate this algorithm, possibly by extending existing (single-run)
open-source monitoring tools for RECHML such as detectEr [32, 15] that already target actor systems.
In the multi-run monitoring setup of Chapter 7 and the instantiation of Chapter 11, instrumentation
records certain internal actions such as process communication. We conjecture that this is a reasonable
assumption since many actor-based programming language platforms come ready equipped with tracing
mechanisms that are used for a variety of purposes such as debugging and telemetry. For instance, the
Virtual Machine for Erlang and Elixir (two widely-used actor-based languages), called the EVM, records
internal communication events as output events immediately followed by the corresponding input event.
In existing tools, these two events are coalesced into silent (z-)actions but they could be easily combined

into the internal communication events of Chapter 11 instead.
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A General Results

In this section, we prove some properties about the violation relation |=, of Section 5.2, including

Theorem 5.9, since this alternative definition for property violations will be used in several proofs.
Lemma 1. If rej(H,m) then H # 0.

Proof. By rule induction on rej(H,m). O
Lemma 2. If H |5, ¢ then H # 0.

Proof. By rule induction on H |=, ¢. O

The first property that we prove is about the violation relation |, of Definition 5.7 is that it observes
sanity checks akin to those for the history analysis of Section 3.2. In particular, Propositions A.3 and A.4
below guarantee that once a system violates a formula via a history, it will persistently violate that
formula, regardless of any other behaviour it might exhibit (described in terms of additional traces added

to the history, width, or longer trace prefixes, length).
Proposition A.3 (Width Violation Idempotency). For any histories H,H’, if H =, ¢ then HUH' |, ¢.
Proof. Straightforward by rule induction on H |=, ¢. O

Proposition A.4 (Length Violation Idempotency). For any history H and traces t,u, if H,t |5, ¢ then
H,tu k=, ¢.

Proof. By rule induction on H,t |, ¢ using a proof similar to that for Proposition 4.8. (]

To prove that despite the technical discrepancies between the definitions for property violations in
Figure 2.1 and Definition 5.7, i.e., p¢[¢] and H |5, ¢ for H C T, the two definitions correspond, formalised

as Theorem 5.9, we first need to prove several additional results.
Lemma 5. For any formula ¢ € sHMLY and history H C T,,, if H |, ¢ then p ¢ [¢].

Proof. Proof is by induction on the derivation of H |, ¢.
« Case VF. We know H |5, ff. Our result, p ¢ [ff], is immediate since [ff] = 0.

« Case vUM. We know H =, [a@]y because suffix(H,a) |=, . By Lemma 2, we also know H’ # (0. This
means that p = q for some q and suffix(H,a) C Ty. By the IH, we thus obtain that g ¢ [i/]. Using this
and the fact that suffix(H,a) |=, ¢, we can conclude p ¢ {q| g = q’ implies ¢’ € [¥]} =[[a]¥].
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« Case VANDL. We know H |=, ¥ A y because H |, /. By the IH, we obtain p ¢ [¢]. This implies
pelyInlxl=1yAxl

« Case VANDR. Proof is analogous to that for vVANDL.

« Case VOR. We know H |=, {/ V y because H =, ¢ and H |=, . By the IH, we obtain p ¢ [/] and p ¢ [ 1],
which implies p ¢ [y U [x] =[¢ V x].

« Case VMAX. We know that H =, maxX.j/ because H |, i/[MaxX.¥/x]. By the IH, we obtain that
p ¢ [y[maxXy/x]] = [maxX.y].

This completes our proof. (]

Corollary A.6. For all (closed) formulae ¢ € sSHMLY, if (3H C T, such that H |=, ¢) then p ¢ [¢].

Proof. Suppose 3H C T, such that H |, ¢. Our result follows by Lemma 5. (]

Lemma 7. For all (closed) formulae ¢ € SHML", if p ¢ [¢] then (3H C T, such that H |5, ¢).

Proof. To prove this lemma, we must be able to reason about potentially open formulae. For this, we
need a semantic operation mapping the free variables of ¢ to a set of systems in the antecedent of
the statement; we do this using environments p. Conversely, for the consequent, we need a syntactic
operation mapping the free variables of ¢ to closed formulae; we handle this via substitutions ¢ € Sus,

Definition A.9. This results in the statement below (restated in Lemma 13):
For all g € sHML", p ¢ [, p] implies 3H C T,, such that H |5, po (An)

Since both p and o operate on ¢ to deal with the same free variables, albeit in a different manner, p(X)
describes how the two are related: this is formalised in Definition A.8 below. Intuitively, pX denotes the
set of systems that don’t violate Xo.

We also note that, when ¢ is closed, [¢,p] = [¢] and ¢o = ¢. Our result follows from eq. (A.1). O

Definition A.8. For all 0 € SuB and X € TVARs,

p(X)={p|H,Xoforall HCT,} |

Definition A.9. Substitutions are total maps from recursion variables to closed formulae, o € SUB :
TVARs—RECHML. We use [¥1/X,,¥1/X,,...] to denote the substitution mapping each X; to ; for i€ {1,...,n}.

Substitution application, ¢{o,V), is defined w.r.t. a set of recursion variables V' C TVARs as follows:

w |O(X) X¢V

ffo,VYEf  tt{o, V) Ett X(o, V) Z

X otherwise
([a]@){(o.V) = [a]p(o.V) (P AY) (o V) = (o, V) Ao V)
(V). V)Y = (o, V)V (o, V) (maxX.p){c,V) = maxX.¢(c,Vw{X})

We use oy as a shorthand for (0,V). When V =0, we occasionally write po to mean ¢o,. We also use

o[#/X] when the mapping for X in o is overridden by ¢. |
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We highlight a few aspects about Definition A.9. First, V in o keeps track of the recursion variables
bound by some outer greatest fixed point so as not to substitute them with the formulae mapped to in o.
Concretely, the substitution application in maxX.(¢ox,) leaves all occurrences of X in ¢ unchanged
since they are bound by the outer max operator. Second, ¢o always returns a closed formula since each

free recursion variables X is substituted by the closed formula o(X).

Example A.10. Consider the formula maxZ.([a]X AY A [b]Z) and the substitution o = [e/x¥/Y,x]z,...]
where ¢,1, y,... are closed formulae. Following Definition A.9, the substitution application ¢o returns

maxZ.([a]l¢ Ay A[b]Z) since X and Y are free. [ |

Lemma 11. For any closed i € SHMLY, V C TVaRs and ¢’ = ¢[V/X], then (povux,) [V/X] = ¢,

Proof. By structural induction on ¢ € sHML".

« Case ¢ = ff. Trivial because (ffoyyx,) [V/X] = ff = ffol.
« Case ¢ =Y. There are two subcases to consider.

- When Y¢ VW {X},then X #Y and (Yo, VW {X}[V/X] =a(Y)[V/X] =a(Y) since o(Y) is closed by
Definition A.9. Since the only difference between o and o’ = [V/X] is the entry for X but X #Y, we
deduce that o(Y)=0"(Y). Also, since Y¢V, we know ¢’ (Y)=Yoy,. Our result, (Y oy x,) [¥/x]= Yoy,
thus follows.

— When YeVw{X}, then (Yoy. ) [V/X]=Y [¥/X]. f Y=X, we know Y[V/X]|=X[V/X|=¢=X0o| =Y,
since X ¢ V and o’(X) = . Otherwise, if Y # X, then Y[¥/X] =Y = Yo, since Y ¢ V. Our result
follows.

« Case 9=, A@,. By Definition A.9 and the IH, we have that (((pl/\(pz)GVw{X}) [V/x]= (10vuixy) [¥/x] A

(020v000) [V/X] = (9207) A (9:07) = (¢ A )y, as required.

« Case ¢ =,V ¢,. Analogous to the previous case.
« Case ¢ = maxY.¢’. Assuming, by a-equivalence, that X # Y we have (maxY.¢")ovyx, [V/X] =

maxY.(¢ ovuxy, [¥/X]). By the IH, this is equal to maxY.(¢ oy,y,) = (maxY.p’oy,), as required. [J

Lemma 12. For any (closed) formulae ¢,¢,,¢, € SHML" and history H € HsT, we have that:

(i) H o [ale iff suffix(H,a) [0 ¢

(i) H [Fo o1 A, iff H o ¢, and H 5, @,
(i) H [Fo @2V @, iff H o ¢y or H Iy 0,
(iv) H [, maxX.g iff H [, p[MaxX.0/x]

Proof. We only give the proof for (2); the others follow with a similar but more straightforward argument.
Proof of (2). For the if direction, assume H -, ¢; A ¢,. Suppose, by way of contradiction, that either
H =y ¢, or H =, ¢,. In both cases, we obtain H |=, ¢, A ¢, by respectively applying rules vVANDL and

VANDR, both of which contradict the initial assumption.
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For the only if direction, assume H -, ¢, and H £, ¢,. Suppose, by way of contradiction, that H =, ¢, A@,.

Since this could have been derived using either rule vVANDL or VANDR, we infer that H |=, ¢, or H |5, ¢,

holds, a contradiction. O

Lemma 13. Suppose p is defined as in Definition A.8. For all ¢ € sSHMLY, if p ¢ [, p] then (3H C T, such
that H |5, ¢0).

Proof. We prove the contrapositive, i.e., for all ¢ € SHML", we have that

(H o @o for any H C T,) implies p € [.p]

Assume H |, ¢ for all H C T,. The proof proceeds by induction on the structure of ¢.

Case ¢ = ff. We know ffo =ff. Since {€} C T, for all g € Prc, there exists some H # () such that H |=, ff
by rule vF, which contradicts the initial assumption that H |£, ff for all H C T;,. The statement is thus

vacuously true.
Case ¢ =X. Since H [£, X0 and p(X) ={q | H |, X0 for all H C T, }, then p € p(X) = [X, p] as required.

Case ¢=[a]y. Since H&, ([a]y)o then HIE, [a] (Yo). By Lemma 12(i), we know that suffix(H,a) [,y o.
There are two cases how this could happen. The first case is when p =(,cxé> and H=0. When that happens,
we immediately get pe {p | p = q implies q € [Yo,p]} =[[a]¥]. The second case is when p = q and
suffix(H,a) € T,. When that happens, by the IH, we obtain that g € [/, p], which implies p € [[a]y/,p].

Case ¢ =y, A,. Since H |, (Y, AY,) o, then H |, Y10 A,0. From Lemma 12(ii), we know H &, {,0
and H £, {,0. By the IH, we deduce p € [10,p] and p € [¢,0,p], which implies p € [¢10,p] N [V.0,p] =

[[‘//10—/\‘//20'=pﬂ = [[(% /\‘ﬁz)fﬁp]]-

Case ¢ =9, V),. Since H &, (4 V{,)0, then H [, Y0V ),0. By Lemma 12(iii), we know that either
H,Yho or H I, ,0. Without loss of generality, suppose the former. By the IH, we obtain p € [,0,p],

which implies p € [f10.p] U [Y20,p] = [VooVr0.p] = [(1 V) 0. p].
Case p=maxX.y. We know H [£, (maxX.y)o where (maxX.i)o is a closed formula. By Definition A.9,

we also know (maxX.y)o =maxX.Jox,, meaning that
H [, maxX Yo, (A.2)
By Lemma 12(iv), we obtain
H [y (Yo0) [MaXX Yo /X] (A3)
By lemma 11 and the fact that maxX.yo(x, is closed, we know that for ¢’ = g[MmaxX.¥ox /x],
(Yop) [MxX Yo /X] = o’ (A.q)

From eqs. (A.3) and (A.4) we obtain that H }~, yo’.
Let S={q|H' [ty o’ for all H' C T, }. We show S is equal to {q| H’ [f, X0’ for all H' C T, } as follows:
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Pick g € S and H' C T;;. Then, we have

H' £, Yo’ by definition of S

iff H' o (Vo)) [MaXXY01x)/X] by eq. (A.4)
iff H' |, maxX.yox, by Lemma 12(iv)

iff H' |, X0’ because X0’ =0’ (X) = maxX.Jox

By the IH, we know that for all g € Prc,
q €S implies g € [, p[X — S]] (A5)

Since p € S, we obtain p € [/, p[X — S]], which implies that p € {S|S C [{/,p[X — S]]} =[maxX.¢,p].

This completes our proof. U
We are now in a position to prove Theorem 5.9 from Section 5.2, which we restate below.
Theorem A.14 (Correspondence). For all (closed) formulae ¢ € sSHMLY and systems p € Prc,

p¢le] iff (3HCT, suchthat H |5, ¢) [ ]

Proof. Follows from Corollary A.6 and Lemma 7 below. O



B Proving Monitor Correctness

In this section, we prove the instrumentation and monitor properties from Chapter 4.

B.1 Instrumentation Properties

The proof of Proposition 4.1 relies on several technical lemmas that help us reason about the structure of

the traces ¢ in executing-monitors (t,m).

Lemma 1. If (¢,m) Su (t/,m’) then t’ =ta.

Proof. By rule induction on (t,m) Su (t',m’"). O
Lemma 2. If (t,m) Sy (t/,m’) then t=t'.

Proof. By case analysis of the rules that that could have been used to derive (¢,m) Sou (t',m’). O
Lemma 3. If (t,m) (;H)* (t/,m’) thent=t".

Proof. Follows from Lemma 2. O

Proposition B.3 (Veracity). For any history H, monitor m, system p, and sequence of actions 7y,...,1,,

if H>(e,m)<pl>-~oi>H'l>(t,m')<p' then pép'

Proof. The proof proceeds by induction on n.
For the base case, when n = o, the result is immediate.

For the inductive case, when n = k+1, the execution sequence can be expanded as follows:

H>(e,m)<pi> i’H’>(t,m’)<p/&HHD(t/,m”)<pN

We show that p = p”.
By the IH and H» (e,m) <p RN S (t,m")«p’, we obtain that

p=p (B.1)
By case analysis, H'»> (t,m”) <p’ RSN (¢/;m”)ap” could have been derived via several rules:
« Using rule 1No, then p”” = p’ and t = ¢’, which implies that p’ = p”. By eq. (B.1), we conclude that

t € t
’ 7 ”
p=p =p ,Le,p=p".
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Using rule 1TER, then ¢’ =t and p’ i>p” for some @ € Act, which implies that p’ =a>p”. By eq. (B.1),
we conclude that p=t>p' =a>p”, ie,p gp”.

Using rule 1AsS, then t =t" and p’ i>p", which implies that p’ = p”. By eq. (B.1), we conclude that

Lor S Lo
p=p =p ,Le,p=p".

Using rule 1AsM, then p’=p” and (t,m’) L>H (¢',m”"). By Lemma 2, we obtain t=¢’, and since p’=p"’,

we obtain p’ ép”. Using eq. (B.1), we conclude p =t>p’ =€>p”, ie,p =t>p”.

» Using rule IMoN, then p’ i)p” and (t,m’) >y (',m”) for some a € AcT. By Lemma 1, we obtain
t
that ¢’ =ta, and since p’ N p” we know that p’ 5 p”. Using eq. (B.1), we conclude p= p’ =a>p”, ie.,

p%p”. O

B.2 Monitor Properties

In this section, we give the complete proofs for Propositions 4.2, 4.3, 4.5 and 4.8 from Chapter 4. However,

we first give a few useful technical results about the executing-monitors of Figure 2.1.
Lemma 4. For any monitor m,m’,n € Mon, if (¢,m) (;H)* (t,m’), then (t,m®n) (;H)* (t,m’ ©On).
Proof. By induction on the number of r-transitions. (]

For the sake of completeness, we restate Proposition 4.2 below. This result asserts that a monitor that

7-transition cannot transition along other actions.

Proposition B.4 (r-Race Absence). For all @ € EAcT, if (¢,m) Sy (t,n) then (t,m) .

Proof. Proof is straightforward by case analysis. (]
Proposition 4.3 below assures us that monitor behaviour is confluent w.r.t. r-moves.

Proposition B.4 (r-confluence). For monitors m,m’,m” € MoN, trace t € TRc and history H € HsT,
if (t,m) Sy (t,m’) and (t,m) Sy (t,m’), then there exist weak r-moves (t,m’) (;H)* (t,n) and

(t,m”) (;H)* (t,n) for some monitor n € MON.

Proof. The proof proceeds by induction on (t,m) N g (t,m’).

« Case MVRP1. We have (t,no®n) Su (t,n) where t € H. The second transition (t,no®n) Su (t,m"”)

could have been derived in two ways:

— Using rule MVRP4y, i.e, (£,noOn) 5 g (t,n), which requires o matching moves.
— Using rule MTAUR, ie., (t,no®n) Su (t,noon’) and (t,n) Sn (t,n’). Since t € H, we know

(t,noGn’) ;H (t,n") by rule MVRP1. This and (¢,n) ;H (2,n’) give the required matching moves.

« Case MTauL. We have (t,n,0n,) Sy (t,n] ©n,) because (t,n,) Sy (t,n!), which implies n, # no. The

second transition (t,n, ®n,) Sn (¢t,m”") could have been derived using either of the following rules:

— Rule MVRP1R, i.e., (t,n1®n2)i>H(t,n1) where n,=no and te H. By MVRP1R, we deduce (t,n{@nz)im

(t,n!). This and (t,n,) Sy (t,n!) are the matching moves.
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— Rule MVRP2R, ie., (t,n, ©n,) LH (t,no) where n, = no and t ¢ H. By rule MVRPR2, we deduce

(t,n]On,) ;H (t,no0). This and (t,no)(;H)o(t,no) give the required matching moves.

— Rule MTAUL, ie., we have (t,n, O n,) —p (t,n) ©n,) and (t,n,) S (4, n!’). By the IH, there
exist moves (t,n{)(;H)*(t,n) and (t,n;’)(;H)*(t,n) for neMon. We obtain the matching moves,

(t,;n,On,)(—w)*(t,non,) and (t,n” ©n,)(—x)*(t,nOn,), from Lemma 4.

— Rule MTAUR, i.e.,, we have (t,n,0n,) Sy (t,n,©On}) and (t,n,) Su (t,n!). The required matching

moves, (t,n]On,) Sn (t,n;on}) and (t,n,0n) Sn (t,n;©n)), follow by rules MTAUL and MTAUR.

This completes our proof. O

Corollary B.5. If (t,m) (;H)* (t,m’) and (t,m) (LH)* (t,m””), then there must exist weak moves

(t,m’) (;H)* (t,n) and (t,m"”) (LH)* (t,n) for some n € MoN.
Proof. Follows by repeatedly applying Proposition 4.3. O

For completeness’s sake, we recall what it means for monitors to be equivalent up to r-moves, Defini-

tion 4.4, and prove some properties about it.

Definition 4.4 (Monitor r-Equivalence). The executing-monitors (t,m,) and (¢,m,) are r-equivalent
w.r.t. history H, denoted as (t,m,) =y (t,m,), if there exists a common monitor n € MoN such that
(t,my) (>p)* (t,n) and (t,m,) (—>p)* (£n). ]

Lemma 6. Xy is an equivalence relation.

Proof. Proving =y is symmetric and reflexive is straightforward. To prove that =y is transitive, suppose

that (t,m,) =y (t,m,) =g (t,m3). By Definition 4.4, we know there exist monitors n, and n, such that:

(t,m,) (= )" (t,n,) and (t,m,) (— )" (t,n,)

(t,m,) (Som)* (t,n,) and (t,my) (S>p)* (t,n,)

By Corollary B.5, we know that there also exists some monitor n such that (t,n,) (;H)* (t,n) and
(t,n,) (;H)* (t,n), which implies that (t,ml)(;H)*(t,n) and (t,m3)(i>H)*(t,n). Our result, namely

(t,my) =g (t,ms), follows by Definition 4.4. O

Lemma 7 below shows that two 7-equivalent monitors must be equal if they can transition along the
same actions @ € AcT. Moreover, the executing-monitors reached after performing that transition are

also equal.

Lemma 7. If (¢,m) LH (t’,m”) and (¢,n) LH (t”,n’) where (t,m) =g (t,n), then m=n and m’=n’ and

t'=t".

Proof. Assume (t,m) LH (t’,m’) and (t,n) LH (t"”,n") where (t,m) =g (t,n). By Definition 4.4, there
exists some n’’ such that (t,m) (—T—>H)* (t,n””) and (t,n) (;H)* (t,n””). But by Proposition 4.2, we also
know (t,m) Sy and (t,n) 4y, which implies that (¢,m) (L>H)O (t,n’””) and (t,n) (inq)O (t,n””), and
thus m=n"=n.

To show that if (¢,m) LH (t’,m’) and (t,m) Sy (t”,n’) then t’ =t and (¢',m’) =g (t"",n’), we use

. . a . .
rule induction on (t,m) —g (t',m’). We outline the main cases:
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« Case MEND. We have (t,end) Sy (t,end) where m=end. Result follows immediately since the second
transition (£,end) —; (¢”,n’) could have only been derived using the rule MEND, which implies " =t

and m” =end.

« Case MPAR1. We have (t,m,Om,) Su (t',m;®m}) where m=m, ©m, because (t,m,) Su (t',m]) and
(t,m,) LH (t',m}). By Proposition 4.2, we know (¢,m,) —T}‘H and (t,m,) —T}H, which implies m, # no
and m, # no. This means that the second transition (t,m, ®m,) LH (¢”,n") could have only been
derived by MPARr1. Thus, we infer that n’ =n, O n,, (t,m,) —a—>H (t”,n,) and (t,m,) —a—>H (t”,n,). Our

result, t’ =t" and m’ =m"’, follows by the IH.
The remaining cases follow with analogous arguments. (]

Similarly, r-equivalent monitors must be equal if they can (weakly) transition with the same trace

u € Trc, in which case the executing-monitors reached are also equal.

Lemma 8. For all u € Trc, if (t,m,) :u>H (t,,n,) and (t,m,) :u>H (t,,n,) where (t,m,) =y (t,m,), then t;=t,

and (tbnl) a0 (t2:n2)~

Proof. The proof proceeds by induction on the length [ of transitions in (t,m;) = g (t,ny).

« For the base case, suppose I =o. Then u=¢€, m; =n, and (t,mz)(LH)*(tz,nz). By Lemma 3, we know
t =t,. By this and Definition 4.4, we also know (t,m,) =g (t,,n,) = (t,n,). Since (t,m,) =g (t,m,), our

result, (t,m,) =g (t,,n,), follows via Lemma 6 (transitivity).

u
« For the inductive case, suppose [ =k +1. The transition sequence (t,m,) = (t,,n,) can be expanded as
H "
(t’ml) —H (Ul’nl) =H (tl’nl)

where u’,0, € TRC, n] € MoN and pr € ActU{r}. There are two subcases to consider:

— When p=t, we have (t,ml);H(vl,n{) and u=u’, which implies =0, by Lemma 3 and (t,m,) =g (v,,n])
by Definition 4.4. By (t,m,) =g (t,m,) and (t,m,) =g (v,,n]) and Lemma 6, we obtain (v,,n]) =g (t,m,).
By (t,n)) =u>H (t,1,), the original assumption (t,m,) :u>H (t,,n,) and IH, we conclude ¢, = ¢, and

(tlsnl) Ry (tz,n2)~

[24
— When p=a € Act, we have (t,m;) — (v;,n]) and u=au’ for some u’ € Trc. The second sequence

(t,m,) =u>H (t,,n,) can be expanded as
T " a u
(tm,) (—m)* (£,n)) —u (0,1n])) =n (.10,)
where v, e TRc. By Definition 4.4, we also know (t,m,) =g (t,n,). From this, the original assumption
that (t,m,) =g (¢,m,) and Lemma 6, we deduce (t,m,) =g (t,n}). Since (t,m,) Su (vy,n]) and
(t,n}) LH (v,,n)) where (t,m,)=g(t,n,), we obtain that m, =n), and n]=n/ and v, =0, by Lemma 7.

Our result, t, =t, and (#,,n,) =g (t,,n,), follows by the IH.

This completes our proof. g
We can now prove Proposition 4.5 from Chapter 4, restated below.

Proposition B.8 (Monitor Determinism). For all traces u,t,t,,t,, history H, and monitors m,n,n,,

if (t,m) =g (t,m,) and (t,m) = (£,,n,) then t, =1, and (t,n,) g (£,,1,)
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Proof. Assume that (t,m) =u>H (t’,m’) and (t,m) =u>H (¢"”,m""). By Lemma 6, we know that (t,m) =g (t,m).

By Lemma 8, we obtain that ' =¢"" and (¢',m’) =g (t”’,m’’). Our result follows by Definition 4.4. [

We now show monitor rejections are irrevocable in terms of both additional traces, width, and longer

traces, length, formalised in Propositions 4.7 and 4.8, which are restated below.

Proposition B.8 (Length Irrevocability). For any history H, traces ¢,u and monitor m,

if rej((H,t),m) then rej((H,tu),m)

Proof. The proof proceeds by induction on rej((H,t),m).

Case No. Follows immediately because rej(H’,no) for all H' # 0.

Case acT. We know rej((H,t),a.m) because rej(H’,m) where H' = suffix((H,t),«). There are two

subcases to consider:

— When t=at’, then H'=(H",t")=suffix((H,t),«) for some H"'. By the IH, we deduce rej((H",t'u),m).
But by definition, we also know (H”,t'u) = suffix((H,tu),«), meaning that rej(suffix((H,tu),a),m).
Our result, rej((H,tu),a.m), follows by rule AcT.

— When t=ft’" where f+#a, we know by definition that suffix((H,t),«) = suffix(H,«) = suffix((H,tu), ).
Our result, rej((H,tu),a.m), follows immediately by applying rule AcT.

Case PARAL. We know that rej((H,t),m’ ® m’’) because of rej((H,t),m’). By the IH, we obtain

rej((H,tu),m’). Using rule PARAL, we can conclude rej((H,tu),m’ @ m’’).
Case PARAR. Proof is analogous to that for PARAR.

Case PARO. We know rej((H,t),m’ @ m”’) because rej((H,t),true,m’) and rej((H,t),m"”). By the IH,
rej((H,tu),m’) and rej((H,tu),m’"). Applying rule PARO, we obtain rej((H,tu),m’ ®@m’").

Case REc. We know rej((H,t),rec X.m) because rej((H,t),m[recX-m/x]). By the TH, we obtain
rej((H,tu),m[recX.m/x]). Our result, rej((H,tu),recX.m), follows by rule REC. O
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ing setup

In this section, we prove Theorem 5.21 from Chapter 5. Before we embark on this endeavour, we first show
how to synthesize monitors for RECHML formulas (in contrast to Definition 5.3, which only generates
monitors for formulae in sHML"). Not all these formulas from RECHML are monitorable, according to
Definition 5.1. As a result, our synthesis does not guarantee monitors that monitor completely for the
corresponding formulas. Instead, our synthesis uses ideas and techniques from [13] to generate optimal
monitors. For completeness’s sake, we also recall Definitions 5.18 and 5.20 from Chapter 5, restated

below.

Definition 5.18 (Bad History). History H is bad for the (closed) formula ¢ if for all systems p € Prc
such that H C T, then p ¢ [¢]. [ |

Definition 5.20 (Monitorable via Bad Histories). A (closed) formula ¢ is monitorable via bad histories if
for every p € Pre, p ¢ [] iff (3H C T, such that H is bad for ¢). ]

Definition C.1. Monitor m monitors optimally for the (closed) formula ¢ € RecHML if it can do so

soundly and, additionally, rej(H,m) for every bad H for ¢. |

Assumptions about our formulas. We can assume that recursion is guarded in every formula ¢ [96],
in that for every subformula minX.y or maxX.y of ¢, variable X is in the scope of a modal operator. We
assume a reasonable closure operator cl(—) on the subformulas of ¢, such that cl(X) =cl(minX.y) or
cl(X) = cl(maxX.y), if minX.y or, respectively, maxX.i/ is a subformula of ¢.

Since RECHML-satisfiability is decidable (in exponential time) [94], we also assume that for every
subformula ¥ of ¢, either cl(y) is satisfiable or ¢ =ff.
Finally, we also assume that in ¢, conjunctions and diamonds only appear in the context of subformulas

of the following form, where A C Act and B, is a set of formulas indexed by a:

ALCA @) Alady

a€A\ YeBy

This is a more relaxed condition than the disjunctive form from [128], where Walukiewicz gives a method
to turn every RECHML formula to an equivalent one in disjunctive form. On deterministic systems, we

have that (a)¢ = (@)tt A [a] ¢, resulting in formulae of the form

Al Catealady) alaly;

a€A\ YeBy
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This can be rewritten in the more general form below:

N\ @tta A [Blyg (eR)
acA peB
Therefore, with the assumption that conjunctions and diamonds only appear in the context of subformulas
of the form in (C.1), we all RECHML formulas can be expressed as formulas in RECHMLy;, Definition C.2

and Proposition C.3.

Definition C.2. The logical fragment RECHMLy; is defined inductively as follows:

@,y €ERECHMLy :=tt | ff | [a]e | VY | /\(a)tt/\/\[ﬂ]ybﬁ | minX.p | maxX.p | X N
acA peB

Proposition C.3. For all ¢ € RecHML, 3¢’ € ReCHMLy; such that [¢] = [¢’]. |

We define s(H) as the sum of the lengths of the traces in H. Formally: s(H) = 3,y |t| where |¢| =0
and |at’| =1+|t’|. In particular, s(0) = o, but in what follows, this does not arise since bad histories for
formulae cannot be empty (later shown in Lemma 6).

We also define k(1) to be the length of the longest path in the syntax tree of cl(i/) until we find a modal
operator. Formally: k(ff) =k(tt) =k({a)¥) =k([a]¥) = 0; k(maxX.¥) =1+k()); k(X) =1+k(maxX.y) or
k(X) =1+k(minX.¥); and k(Y AY,) =k (¥, V,) =1+ max{k(¥,),k(},) }. We know that k(1)) is always

finite, as we have assumed that recursion is guarded in ¢.

Synthesis of optimal monitors We define a new monitor synthesis function, (—|) : RECHMLy; — MoN,

by extending the synthesis function (—) in Definition 5.3 to all RecHMLyzformulas such that
(minX.@)¢ = recX.(p)¢ and ((a)tt)® = end

We also define a new violation relation, |=¢, by extending the rules of the violation relation in Definition 5.7

to treat the case of minX.p as maxX.¢.

We show that for any ¢ € RECHMLy;, the generated monitor (¢)¢ monitors optimally for it, according
to Definition C.1, formalised in Theorem C.8. This relies on two important technical results. Specifically,
Lemma 4 shows the rejected histories, rej(H,m), and that the histories along which systems violate
formulae, (p,H) =5 ¢, coincide. Lemma 7 then further shows that there is also a tight correspondence

between bad histories, H bad for ¢, and rejected histories, rej(H,m).
Lemma 4. For any ¢ € RECHMLy;, p € Prc and H C T, we have rej((¢)¢, H) iff H =5 ¢.

Proof. We prove this in two steps. For the if direction, assume H = ¢. Note that, when ¢ = (a)tt, then
H [£S ¢ since there is no rule justifying H =5 (@)tt. The proof proceeds by rule induction on H |5 ¢ as

follows:

« When H ¢ minX.¢ because H ¢ ¢ [MinX.¢/X]. The proof is similar to that for vMAX in Lemma 11.

« The remaining cases are identical to those in Lemma 11.
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For the only if direction, assume that rej((p)¢ H). Note that, when ¢ = (a)tt, then (¢)¢ = end and
—rej(H,end) since there there is no rule in Figure 3.3 justifying rej(H,end). The proof proceeds by rule

induction on rej(H, (¢)°¢) and is identical to that in Lemma 10. g
Before proving Lemma 7 (below), we give two helpful technical results, namely Lemma 5 and Lemma 6.
Lemma 5. For any H C HsT and «a € AcT such that s(H) # o, then s(suffix(H,a)) < s(H).

Proof. Proof is straightforward. (]

Lemma 6. If H is bad for ¢ then H # 0.

Proof. Suppose H is bad for ¢. Expanding Definition 5.18, we have that Vq. (H C T, = q ¢ [¢])) Suppose,
for contradiction, that H = 0. Since 0 C T, for all systems g, from our assumption, we get that q ¢ [¢] for

all systems g, a contradiction. Thus, we can conclude H # 0. O

Lemma 7. For every formula ¢ € RECHMLy;, system p € Prc and history H C T,, we have that H is bad
for ¢ iff H 5 ¢.

Proof. We prove this in two steps:

For the “only if"case, we prove that for every subformula ¢ of ¢, system p, and H C T,,, if Vq. (H C
Ty = q ¢ [cl()]) then (p.H) E5 cl(y).

Pick a subformula ¢ of ¢, system p € Prc and history H C T,,, and assume that
Vq. (HC Ty, = q ¢ [cd()]) (C.2)

Since p € Prc and H C T, then by eq. (C.2), we also know that
pe[yl (C3)

We want to show that H |5 cl(¢).
We proceed by lexicographic induction on (s(H),k(¢)).

« For the base case, when s(H) = o, we have that H = {e} (since H # () by Lemma 6). By definition
of histories, then H C T;, for every system ¢, and by eq. (C.2), we obtain g ¢ [cl(¢)]. This means
that cl(y) is not satisfiable. Thus, due to our assumptions about ¢, we have y =ff, which implies
HES ().

« For the inductive case, when s(H) = k+1, we take cases for .

- If y = (@)tt, then from (C.3), it is not hard to see that for ¢ = a.nil, the system p+q is a
deterministic, p+q € [/], and H C T, C T,4, contradicting the assumption in (C.2). Thus,
¥ # (a)tt.

— If y =[a]y’, then it is not hard to see that Vg such that p = g, we have that (suffix(H,a) C
T, = q ¢ [cl(¢)]). Using Lemma 5, we also know that s(suffix(H,a)) < s(H). Thus, by the
IH, we obtain that suffix(H,a) =5 cl(y’). Our result, H =¢ cl([a]y’), follows by rule vUm.
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= If = Ageal)tt A A\ eplalip, then it suffices to prove that Vg such that p = q, we have that
(suffix(H,a) €Ty, = q ¢ [cl(¢«)]) for some a € B.
If that is not the case, then for every a € B, there exists some g, € [cl(¥4)] such that
suffix(H,a) € Ty,,. Let A’ =A\B and g =} jc 4 a.nil+ 3 ,cp.q,. Then q is a deterministic
system, H C T, and q € [cl()], which contradicts the assumption in (C.2).

— The remaining cases are straightforward.

For the “if” case, assume H |={ ¢. Then we can prove that for every H C T,, we have p ¢ [¢]. The proof
is straightforward by induction on the derivation of H = ¢. (]

We are now in a position to prove that the generated monitor (@))€ monitors optimally for ¢, according

to Definition C.1.
Theorem C.8. For every (closed) formula ¢ € RECHMLy;, (¢))¢ monitors optimally for ¢.

Proof. Suppose ¢ € RECHML. Expanding Definition C.1, we have to show that (¢))¢ monitors soundly for
¢ and that rej(H, (¢)¢) for every bad H for ¢.

To show soundness, suppose p € Prc and H C T, such that rej(H, (¢))¢). By Lemma 4, we obtain H |=§ ¢,
and by Lemma 7, we know that H is bad for ¢. But H C T,, which implies that p ¢ [¢] (since H is
bad for ¢).

To show rej(H, (¢))¢) for every bad H for ¢, suppose p € Prc and H C T, such that H is a bad history
for . By Lemma 7, we deduce that H ¢ ¢, and by Lemma 4, we conclude rej(H, (¢)°). O

As a consequence, we see that SHML" characterizes the class of all ReECHMLy; formulas—and, by
extension, RECHML formulae—that are monitorable via bad histories. Put differently, every property
that is monitorable via bad histories and can be described by a RecHML formula, can also be described
with an sHMLY formula. This is a stronger statement than Section 5.3, as it does not depend on the

monitor model.

Theorem C.9 (General Maximality). If a language £ C RecHML is monitorable via bad histories, then
L cannot (semantically) express more properties than sHMLY, i.e, £ T sHML. |

Proof. Suppose that ¢ € RECHML is monitorable via bad histories and let p ¢ [¢]. By Proposition C.3, we
know there exists iy € ReCHMLy; such that [¢] =[] and p ¢ [¢/] and ¢ is monitorable via bad histories.
Our result follows by Section 5.3 if we can show that ¢ is monitorable (Definition 5.1); that is, there exists
a monitor m € MoN that monitors soundly and completely for .

From Definition 5.20, we know that there exists H C T,, such that H is bad for . Using Theorem C.8,
we obtain that (/)€ is an optimal monitor for . Expanding Definition C.1, this means that

()¢ monitors soundly for ¢ (C.g)
rej(H, ()¢) for every bad H for ¢ (C5)

Since p ¢ [{/] and H is bad for ¢, then by (C.5), we obtain rej(H, (/)¢), which implies rej(p, (/)¢). Thus,
(¢ also monitors completely for . O
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D General Results

In this chapter, we prove some general results that will be used throughout the proofs in this part of the
appendix. Concretely, Appendix D.1 focuses on the ILTSs of Chapter 6 whereas Appendix D.2 focuses on

the violation relation |=pgr of Definition 9.8 from Section 9.2.

D.1 LTS Properties

We prove some general results about the ILTS of Chapter 6.

t « .
Lemma 1. Whenever p — p’ and p=r p”’ where t € TACT" then either

« r=cand p’=q’; or

t
« there exist moves p’ =r q and p”’ N q.

Proof. Follows from the confluence property of our ILTSes: silent (r)-transitions are confluent w.r.t.

other actions (Chapter 6). O

Lemma 2. If p 5 qthen T, =T,.

Proof. Let p — g. We show that T, =T, in two parts.

t t

+ To show that T, C T, suppose t € Ty, i.e., p=>r p’ for some p’. We show t € Ty, that is g=r g’ for some
q’. This required matching move follows from Lemma 1.

+ To show that T, C T,, suppose t € T,. We show t € T,, i.e, p:tn p’ for some p’. The required matching

move isquéT q. O
Corollary D.3. If p=r qthen T, =T,. |
Lemma 4. If p=gqthen T, =T,

Proof. Suppose p = q. We show that T, =T, in two parts.

+ To show T, C T, suppose t € T, i.e, p S p’ for some p’. By definition of =, we know 3¢’ such that
q:t'r q’ and p’ = q’, which means t € T,.

+ To show T, C T, suppose t € T;. The proof for showing t € T,, is analogous.
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Lemma 5. For all € TAcT, if p L p’and p L p"" and DET(u) =true then T,y = Tpn.

Proof. Suppose that p e p’and p . p”’. By definition, 3¢,,¢,95,9, such that
p=1q g =rp  and p=rg; > g,=rp”

We have to show that T,y =T,~. Repeatedly using the property of our ILTS that silent actions are confluent
w.r.t. other actions (Chapter 6) and the assumption that DET(u) = true, we obtain the dashed transitions

in the diagram below.

H ’
p Tqu qHz Tp
I I
I I
I I
T ™ i ™V
Gy —mmoo b Py oot . T,
I
I
p po .
g
Gy -=omm-5 Ts
T
pn

By Lemma 4, we know T, = T.,- By Corollary D.3, we also know Ty =Ty, =T,, and Tpyy =T, = T;,. We can
thus conclude that Ty =Ty O

Proposition D.6 shows the relation between the two forms of weak transitions, namely = and =r.

Proposition D.6. For all systems p,q€PRrc, external actions «€EACT and internal actions y€1AcT,
(i) if p=r g then p=¢q;
(i) if p L, q then p= g;
(iii) if p= g then p=t>T q for some t € 1ACT";
(iv) if p = q then p tét’r q for some t,t’ € IACT";
(v) ifp =7 q then p = q.

Proof. We prove the above as follows:

To prove (1) straightforward by definition.

To prove (2) suppose p A q. By definition, 3p’,p"’ such that p=r p’ RN p” =r q. By (1), we obtain
p=p’ L>p"=> q, ie,p=q.

To prove (3) suppose p= q. The proof proceeds by induction on the number of (strong) transitions n.
For the base case (i.e., n=0), then p=q and p Sr q. For the inductive case (i.e, n = k+1), then
either 3p’ such that p i>p'=> q or dp’,y such that p Lp'=> q. For the first subcase, by the IH, we

obtain p’ S q for some t € 1Act”, which implies p’ S q. For the second subcase, by the IH, we

obtain p’ S q, which implies p iﬁ q.
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To prove (4) suppose p = q. By definition, Jp’,p”" such that p= p’ 5 p" = q. By (3), we obtain
P S p’ i)p" Sr q for some t,t" € IAcT”, which means p = g, as required.

To prove (5) straightforward by definition and (1). O

We also prove Proposition 6.5 restated below, stating that equivalent systems satisfy the same formulae.

Proposition D.6 (Behavioural Equivalence). For all (closed) formulae ¢ e RecHML and systems p,q € Prc,
if p € [¢] and p = q then q € [¢]

Proof. Suppose p € [¢] and p=q. By definition, p and q are also strongly bisimilar [3]. Our result, g € [¢],

then follows by the well-known result that strong bisimulation preserves formula satisfactions. O

D.2 Properties of the Violation Relation

We prove some properties of the violation relation Fpgy of Definition 9.8, including Theorems 9.9 and 9.10

from Section 9.2. We start with some general results.
Lemma 7. If (H,f) |=pgr ¢ then H#0.
Proof. Straightforward by rule induction. O

We show that the violation relation |=, observes sanity checks akin to those for the history analysis of
Figure 3.3. In particular, Propositions D.8 and D.9 below guarantee that once a system violates a formula
via a history, it will persistently violate that formula, regardless of any other behaviour it might exhibit

(described in terms of additional traces added to the history, width, or longer trace prefixes, length).
Proposition D.8 (Width Irrevocability). If (H,f) Epgr ¢ then (HUH',f) Epgr ¢.

Proof. The proof is similar to that for Proposition 8.2. ]

Proposition D.g (Length Irrevocability). If (HUt,f) [Epger ¢ then (HU{tu},f) Fper ¢.

Proof. The proof is similar to that for Proposition 8.3. (|

Corollary D.1o. If (HUH'f) |, ¢ then (H,f) &, ¢.

We also lift the function suffix(—) to traces as follows: suffix(H,e)=H and suffix(H,ut)=suffix(suffix(H,u),t).
Similarly, DET(€) = true and DET(ut) =DET(1) ADET(?).

Lemma 11. For all ¢ € sHMLY, and t € 1Act*, if H' = suffix(H,ta) and f'=f ADET(t) and (H',f") =, ¢
then (H.f) Fper [a]o.

Proof. The proof proceeds by induction on the length of ¢, i.e., n=|t|.
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« When n=o, then t =¢, H = suffix(H,a), f'=f ADET(a) and (H’,f’) =, ¢. Our result, (H,f) |, [a] o,

follows immediately by rule vUm.

« Whenn=k+1,thent=y, -y, €1Act" and H’' = suffix(H,ta) and f' =f ADET(t) and (H',f") |5, ¢.

By definition of suffix(—), we know there exists some H"’ such that
H" =suffix(H,y;) and H'=suffix(H,y, - yna) (D)
By definition of DET(—), we also know there exists some f " such that
f”=f ADET(y,) and f'=f"ADET(y,  yn) (D.2)

Using (D.1), (D.2) and the IH, we obtain (H”,f") |=, [a]@. Our result, (H,f) |=, [a]¢, follows by
applying rule vUMPRE. ]

We prove that whenever a system p produces a history H that violates a formula ¢, i.e., H Fpgr ¢,
then p must also violate it, i.e., p ¢ [¢], namely Theorem 9.9 from Section 9.2. This proof relies on an
additional result. Specifically, Lemma 12 below states that if a history violates a formula with the flag set

to false, then a single trace t suffices to violate that formula.
Lemma 12. If (H,false) [=pgr ¢ then 3t € H such that ({t},false) pgr .
Proof. Straightforward by rule induction. g

Lemma 13 below then states that whenever a single trace violates a formula, then the system producing

that trace also violates the formula.

Lemma 13. For all t € Ty, if ({t},f) Fper ¢ then p ¢ [¢].

Proof. Straightforward by rule induction. O
We are now in a position to prove Theorem 9.9, restated below.

Theorem D.14. For all (closed) formulae ¢ € sHMLy, , if (3H CT,, such that H [=pgr @) then p ¢ [].

DeT?

Proof. Suppose that 3H C T, such that H =pgr ¢. Our result, p ¢ [¢], follows from Lemma 15 below, by
letting f =true. U

Lemma 15. For all ¢ € sHMLy,, and H C T}, if (H,f) [Eper ¢ then p ¢ [¢].

Proof. The proof proceeds by induction on (H.,f) |5, ¢ where H C T,,.

« Case VF, i.e, (H,f) [Epgr ff where H # 0. Our result, p ¢ [ff], is immediate since [ff] = 0.

. Case vUm, i.e., (H,f) |=pgr [@]@ because (H',f") Epgr ¢ where H’ = suffix(H,a) and f’ =f ADET(a).
By Lemma 7, we also know H’ # (). This means that 3n > 1 such that

n
H = UHi’ such that p =7 gi and H] C T, for each i € {1,...,n} (D.3)

i=1

There are two subcases to consider:
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- If f’ = false, we know by Lemma 12 that 3t € H’ such that ({t},f") Eper [@]@. From (D.3), we
also know t € HIQ for some k € {3,...,n} and that p = qx and H,; C Ty,. Using Lemma 13, we
deduce that gi ¢ [¢], and by Proposition D.6, we obtain p = gk. Thus, we can conclude that
pe{qlp = q implies q ¢ [¢]} =[] ¢], as required.

- Iff’=true, then DET(«). From Lemma 5, we know Ty, =Ty, foralli,je{x,...,n}, which implies H' C T,
for all k € {1,...,n}. We can thus use the IH and obtain g € [¢]. By Proposition D.6 and the fact that
P = gk, we also know p = qk- Thus, we can conclude that p ¢ {q| p = q implies q ¢ [¢]} =[lo]¢],

as required.

« Case VUMPRE, i.e., (H,f)[Epsr [a] @ because (H',f ") Epgr [a] ¢ where H' =suffix(H,y) and f '=f ADET(y).
Due to our assumption that all internal actions 1ACT are deterministic, i.e., DET(y), then f’ =true. By

Lemma 7, we also know H’ # (). This means that 3n > 1 such that

n
H' = UH” such that p LA giand H/ C T,

i=1
for each i€ {3,...,n}

From Lemma 5, we know Ty, = Ty, for all i,j € {1,...,n}, which implies H' € T, for all k € {3,...,n}. We
can thus use the IH and obtain g € [[a]¢]. By Proposition D.6 and p A gk, we also know p= qx.
Our result, p ¢ [[a]¢], follows by definition of [-].

. Case VANDL. We know (H,f) Epgr ¢ Ay because (H,f) =, ¢. By the IH, we obtain p ¢ [¢], which
implies that p ¢ [e] N [¢] =[e A¥].
« Case VANDR. Proof is analogous to that for vANDL.

« Case VOR. We know (H,true) Epgr ¢ V¢ because (H,true) |=, ¢ and (H,true) =, . By the IH, we
obtain p ¢ [¢] and p ¢ [{/], which implies that p ¢ [e] U[¢] =[¢ V¥].

« Case vMax. We know (p,f) |, maxX.¢ because (H,f) £, p[MaxX.¢/x]. By the IH, we obtain
p ¢ [o[maxX.¢/x]] = [maxX.¢]. O

We now prove Theorem 9.10, restated below.

Theorem D.16. Suppose DET(y) = true for all internal actions y € 1AcT. For all (closed) formulae
@ €sHMLY, . if p ¢ [¢] then (3H C T, such that H [=pgr ¢).

DET>

Proof. Follows from Lemma 17 below, by letting f =true. O

Lemma 17. If DET(y) = true for all y € 1ACT, then for all p € Prc, ¢ € sSHMLY,, and f € Boot, if f +p,, ¢

and p ¢ [¢] then (3H C T, such that (H,f) [Fper ¢).

Proof. Suppose p € [¢]. Since H C T,,, it suffices to show (T,,true) Fpgr ¢. This follows from Lemma 18
below. (|
Lemma 18. If DET(y) =true for all y € AcT, then for all p € Prc, ¢ € sHMLY,  and f € Boot, if f +p,, ¢

and p ¢ [[QDH then (Tp,f) EDer ¢

Proof. The proof proceeds by rule induction on f Fp,, ¢.
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« Case CA, i.e, f Fp,, ¢ where ¢ € {ff,tt, X}. Assume that p ¢ [¢]. When ¢ =ff, we immediately obtain
that (Tp,f) FEper ff by rule vE. When ¢ = tt, the statement is vacuously true since [tt] = Prc and thus

p € [¢]. Also, we cannot have that ¢ = X; we are assuming ¢ is closed.

« Case cUm, Le, f by, [a]@ because f ADET(a) by, . Assume p ¢ [[a]@]. This means that there exists
q such that p = q and q ¢ [¢]. By Proposition D.6, we know p:t'T p’ = p” =7 q for some p’,p”" and
t,t’ € IAcT*, which implies p”’ ¢ [¢]. There are three subcases to consider:

— When f=true=DET(a), we have true ry,, ¢. By the IH, we deduce (Tp,true) Fper @, Le., (Tpr, trueA
DET(e)) Eper ¢ Applying rule vUm, we obtain (T,,true) Fpgr [a]¢. Applying rule vVUMPRE ||

times, we conclude (T, true) Fper [a]o.
— When f =false, the proof is analogous to that for the previous case.

— When f =true and DT () = false, we have false r-,, ¢. By the IH, we get (T,,false) =pzr ¢ ie.,
(T, true ADET(a)) Fper ¢ Applying rule vUm, we obtain (T,s,true) =pger [@] @. By the assumption
that DET(y) = true, then we also know that for t =y,---y,, we have DET(y;) = true. We can thus

apply rule VUMPRE n times and conclude (T, true) Fper [a] .

« Case CAND, Le, f Fp, @ A because f Fp,, ¢ and f +p,, V. Assume p ¢ [¢ A/]. This implies that either
p ¢ @] or p ¢ []. Without loss of generality, suppose the former. By the IH, we obtain (T},,f) [Eper ¢.
Our result, (Tp,,f) Fper ¢ A, follows by rule vAND.

« Case COR, i.e., true kp,, ¢ V i/ because true by, ¢ and true kp,, . Assume p ¢ [¢ V ¢/]. This implies
that p ¢ [¢] and p ¢ [¢]. By the IH, we obtain (T,,true) pgr ¢ and (T, true) Fpgr . Our result,
(Tp,true) Fper ¢ V ¢, follows by rule vOR.

. Case CMAX, ie., f Fp,, maxX.¢ because f by, o[ M2XX.¢/X]. Assume p ¢ [maxX.¢]. Since [maxX.¢] =
[p[maxX.¢/x]], we also know p € [p[MaxX.¢/X]]. By the IH, we obtain (T,,f) Fper ¢[MaxX.¢/X].
Our result, (Tp,f) Fper maxX.¢, follows by rule vMax. O



E Proving Monitor Correctness

In this section, we prove the instrumentation and monitor properties of Chapter 8. Before delving into
the technical results, we present the full operational semantics for monitors and instrumentation in

Part II of this thesis. Concretely, Figure E.1 consolidates the rules in Figure 3.1 and Figure 7.1.

Monitor Syntax
mneMoN:=no |end |am |recX.m | X | m®&n | m®n (0e{a,8})

Monitor Semantics

. MVRP1L MVRP2L A
MEND teH t¢H MACT
(t,end) Su (ta,end) (t,noGOn) Son (t,n) (t,noGn) Sn (¢,no) (t,a.m) Sy (ta,m)
mTauL
R
e (t,m) S (t,m)
(t,recX.m) —p (t,m[recX.m/x]) (mon) -y (t,m’ ©n)
MPAR1 MPAR2L
(tm) S (,m")  (tn) Sp (') n#no (tm) oy (t'm) (tn)<bu (tn)-u
(t,mon) Sy (t',m on’) (t,mon) >y (t',m’)
Instrumentation Semantics
N ITER
o m#no p-sp’ (tm)by (tm)Hu
Hl>(t,no)<pi>H,t>(t,end)<p He(t,m)<p i>H>(to¢,end)<1p'
1AsS 1AsI 1AsM
m# no p;p' m# no pr’ (t,m) Sy (t',m")
Ho(t,m)<p—Ho(t,m)<p’  He(tm)<p—H>(tym)<p’  H>(t,m)<p— Ho(t\m’)<p

IMoN

pSp (m) S (fm')

H> (t,m)<p > Ho (t\m’) <p’

Figure E.1. Monitors and Instrumentation for non-deterministic SUSs
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E.1 Instrumentation Properties

The first result we prove is Proposition 8.1, restated below. We note that this proof is very similar to that

for Proposition 4.1 in Appendix B.

Proposition E.o (Veracity). For any history H, monitor m, system p, and sequence of actions 7y,...,1,,

lf HD(e,m)<‘pl]_)...ﬂ_)HID(t’m/)<p/ then PéTp/

Proof. The proof proceeds by induction on n.
For the base case, when n = o, the result is immediate.

For the inductive case, when n = k+1, the transitions are as follows:

H>(€,m)<pl> n—k>H'>(t,m')<p' &)H”>(t',m")<p”

We show that p Sor p”.
By the IH and H> (e,m) <p SN SN (t,m’)<p’, we obtain that

p=rp’ (E.1)
By case analysis, H' > (t,m’) <p’ AN (t',m"")<p” could have been derived via several rules:

« Using rule iNo, then p” =p’ and t =t’, which implies that p’ Sr p”. By eq. (E.1), we conclude that
p=t>r p’ Sr p" e, p S p”.

Using rule 1TER, then ¢t'=ta and p’ Lp” for some a e EAcT, which implies that p’ :a:»rp”. By eq. (E.1),

t o ta
we conclude that p=r p’ =71 p”, ie, p=>rp”.

Using rule 1AsS, then ¢t =t" and p’ 5 p”’, which implies that p’ =7 p”’. By eq. (E.1), we conclude that

¢ ’ € . 4 "
p=rp =rp’,Le,p=rp" .

Using rule 1As], then ¢’ =ty and p’ Lp” for some y € 1AcT, which implies p’ L p”. By eq. (E.1), we

t 14 ty
conclude that p=r p’ =7 p”, i.e, p=rp”.

Using rule 1AsM, then p’=p” and (t,m’) ;H (¢',m”"). By Lemma 2, we obtain ¢t =¢’, and since p’=p"’,

t t
we obtain p’ Sr p”. Using eq. (E.1), we conclude p=r p’ S p’ e, p=>rp”.

« Using rule IMoN, then p’ — p”’ and (t,m’) — (t',m"’) for some « € EACT. By Lemma 1, we obtain
t
that t" =ta, and since p’ —a—>p" we know that p’ =7 p”. Using eq. (E.1), we conclude p =7 p’ S p”,

ta
ie,p=1p”. O

E.2 Monitor Properties

In this section, we give the complete proof for Proposition 8.3 in Chapter 8. We note that this proof is

very similar to that for Proposition 4.8 in Appendix B.
Lemma 1. For any history H, traces t,u, flag f and monitor m, if rej((H,t),f,m) then rej((H,tu),f,m)

Proof. The proof proceeds by rule induction on rej((H,t),f,m).



E Proving Monitor Correctness - 144

Case No. Follows immediately because rej(H’,f,no) for all H" # 0.

Case acT. We know rej((H,t),f,a.m) because rej(H’,f’,m) where H’ = suffix((H,t),) and f’ =

f ADET(a). There are two subcases to consider:

— When t=at’, then H'=(H",t")=suffix((H,t),a) for some H". By the IH, we deduce rej((H",t'u).f’,m).
But by definition, we also know (H”’,t'u) =suffix((H,tu),a), meaning that rej(suffix((H,tu),a),f’,m).
Our result, rej((H,tu),f,a.m), follows by rule AcT.

— When t=pt’, we know by definition that suffix((H,t),«) = suffix(H,e) = suffix((H,tu),e). Our result,
rej((H,tu),f,a.m), follows immediately by applying rule AcT.

Case ACTPRE. Proof is similar to that for AcT.

Case PARAL. We know that rej((H,t),f,m’ ® m’’) because of rej((H,t),f,m’). By the IH, we obtain
rej((H,tu),f,m’). Using rule PARAL, we can conclude rej((H,tu),f,m’ @ m”).

Case PARAR. Proof is analogous to that for PARAR.

Case PARO. We know rej((H,t),true,m’®m’’) because rej((H,t),true,m’) and rej((H,¢),true,m”). By
the IH, we obtain that rej((H,tu),true,m’) and rej((H,tu),true,m”). Applying rule PARO, we conclude
rej((H,tu),true,m’®m"’).

Case REc. We know rej((H,t),f,recX.m) because rej((H,t),f,m[recX.m/X]). By the IH, we obtain
rej((H,tu),f,m[recX.m/X]). Our result, rej((H,tu),f,recX.m), follows by rule REC. O



F Proving Maximal Expressiveness

The proof for showing that sHML  is maximally expressive w.r.t. our multi-run monitoring setup in
Section 9.3 relies on the normalisation function Npgr(—) in Definition 9.19. Concretely, in this chapter,

we give the proof for Proposition 9.21, which relies on several additional results.

Lemma 1. Suppose X ¢ fv(m). Then for all m,n € Mon, f,f’ € BooL and o € Sus, we have

NDET(myf’O-) :NDET(m’f9O-[X'_) (n’f,>])

Proof. Suppose X ¢ fv(m). The proof proceeds by induction on the structure of m. The only interesting

case is when m =recX.m’. We have

Nper(recX.m’,f,0) =recX .Npgr(m'.f,0[X — (recX.m,f)])
=recX.Npgr(m',f,oc[ X = (nf")][X — (recX.m,f}]) for some n and f’
since o[{n,f")][X — (recX.m,f)] = o[ X  (recX.m,f)]
= Npgr(recX.m’f,o[X — (n,f")])

The other cases are straightforward. O
Lemma 2. For any m, f and o € Sus, if X ¢ fv(m) and X ¢ fv(cod(0)) then X ¢ fv(Npgr(m,f,0)).
Proof. Follows from the contrapositive of Lemma 3. (]

Lemma 3. For all m € Mon, f € Boor and o € Sus, if X € fu(Npgr(m,f,o)) then either X € fv(m) or
X € fv(cod(0)).

Proof. Suppose X € fv(Nper(m,f,0)). The proof proceeds by induction on the derivation of Npgr(m,f,0).

We only outline the main cases:

« Case TVAR3, i.e., Nppr(Y,f,0) = n because o(Y) = (m,f’) where f’ # f, and Npy;(m,f,0) = n. Since
fv(Npger(Y.f,0)) = fu(n) = fu(Nper(m,f,o)), we can use the IH and obtain that either X € fv(m) or
X € fu(cod(o)). Since o(Y) = {m,f’}, then it must be that X € fv(cod(0)).

« Case TACT, i.e., Npgr(a.m,f,0) = a.n because Npgr(m,f ADET(a),0) =n. Since f\(Npgr(a.m,f,0)) =
fv(a.n) = fv(n) = fU(Npgr(m,f ADET(),0)), we can use the IH and obtain that either X € fv(m) or
X € fv(cod(0)). In turn, this implies that either X € fu(a.m) or X € fu(cod(o)).
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« Case TREC, i.e., Npgr(recY.m,f,0) =recY.n because Npgr(m,f,0’) =n where 6’ =o[Y + (recY.m,f)].
Working up to a-equivalence, we can assume that X # Y. Since X € fu(recY.n) = fv(n) \ {Y}, then
X € fv(n). By the IH, we obtain that either X € fv(m) or X € fu(cod(c”)). In case of the former, since
X #Y, we deduce that X € fu(recY.m). In case of the latter, there are two subcases. If X € fv(cod(0)),
then we are done. Otherwise, if X € fv(cod(c”)) but X ¢ fv(cod(c)), then it must be that X € fv(recY.m).

The other cases follow with similar reasoning. (]

Lemma 4. Given monitor n € MoN and o € Sus, suppose that X ¢ fv(cod(o)) and fv(n) C {X}. Then for
any monitor m € MoN, we have that

Npgr(m,false,a[X > (recX.n,true)]) = Npgr(m,false,c[X > (recX.n,false)]) [ NDer(recX.n.false,0) /x]

Proof. The proof proceeds by induction on the structure of m.

« Case m=X. We have

Nppr (X, false,a[ X +— (recX.n,true)])

= Npgr(recX.n,false,o[ X — (recX.n,true)])

=recX.Npgr(n,false,a[X - (recX.n,false)])

= (recX.Npgr (n.false, o[ X > (recX.n,false)])) [NDer(recX n.false,0) /] since X is not free

= Nper(recX.n,false, o[ X — (recX.n,false)]) [ NDer (recX.n,false,0) /x|

« Case m =Y. There are two subcases to consider. When Y ¢ dom(o), the proof is straightforward.

When o(Y) = (m’,f) for some m’ and f, we have
Npgr (Y, false,o[X — (recX.n,true)])
= Npgr(m/,false,o[ X — (recX.n,true)])
= Npgr(m/,false,a[ X — (recX.n,false)]) by Lemma 1 because X ¢ fv(cod(o)) implies X ¢ fv(m’)
= Nper(m’ false,c[ X — (recX.n,false)]) [NDer(recX.n,false, o) /x]
since X ¢ Npg;(m',false,a[X — (recX.n,false)]) by Lemma 2

« Case m=recX.m’. We have

Npger(recX.m’ false,o[ X + (recX.n,true)])

= Npgr(recX.m’,false,a[ X — (recX.n,false)]) by Lemma 1 since X ¢ fv(recX.m’)
=recX.Npyr(m’ false,c[ X > (recX.n,false)])

= (recX.Npgr(m’,false,c[X > (recX.n,false)])) [Nper (recX.n,false,0) /x] since X is not free

= Nper(recX.m’ false, o[ X — (recX.n,false)]) [NDer(recX.n,false, o) /x]

« Case m=recY.m’. We have

Nper(recY.m',false,o[ X — (recX.n,true)])

=recY.Npgr(m’',false,a[ X — (recX.n,true)])

=recY.(Nper (m’',false,c[ X > (recX.n,false)]) [Nper(recX.n.false,0) /x]) by the IH
= (recY.Npgr (m',false,c[ X > (recX.n,false)])) [Nper(recX.n false,0) /x|

= Npgr(recY.m’ false,o [ X — (recX.n,false)]) [NDer(recX.n false,0) /x]
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The remaining cases are more straightforward. (]

Lemma 5. Given monitor n € Mon and o € Sus, suppose X ¢ fv(cod(o)) and fv(n) C {X}. For any

monitor m € Mon and flag f € Boot, we have that
Nper(m[recX.n/x].f o) = Npgr(m,f,0”) [NDer(recX.n.f,0) /x]
where ¢’ = o[ X+ (recX.n,f)].
Proof. Let 0’ = [X — (recX.n,f)]. Suppose X ¢ fv(cod(c)) and fv(n) € {X}. Then X ¢ fv(recX.n) either.
The proof proceeds by induction on the structure of m. We outline the main cases.
« Case m=X. There are three subcases to consider.
— When o(X) = (m/,f) for some m’, we have
Nper (X [recX-m/X].f,0)
= Npgr(recX.n,f,o)
= X[Noer(recXn.f,0)/x]
= Nper (X, f,0”) [NDer(recX.n.f,0) /x| where ¢’ = o[ X +> (recX.n,f)] by Definition 9.19

- When o(X) =(m’,f") for some m’ and f’ #f, the proof is similar.
— When X ¢ dom (o), the proof is similar.
« Case m=Y. There are three subcases to consider.
— When o(Y) =(m/’,f) for some m’, we have
Npgr(Y[recX.-m/x],f,6) = Npgr(Y,f,0) =Y by Definition 9.19
=Y [Nper(recX.nf,0)/x]
= Npg:r(Y.f,0”) [NDer(recX.n.f,0) /x] by Definition 9.19

- When o(Y) ={m’,f’) for some m’ and f’ #f, we have

Npgr (Y[recX-m/X].f,0)
= Npgr(Y,f,0) = Npgr(m',f,0) by Definition 9.19
= Npgr(m',f,0’) where ¢’ =o[X — (recX.n,f)] by Lemma 1
because X ¢ fv(cod(o)) implies X ¢ fv(m’)
= Npgr(m',f,0") [NDer(recX.n.f,0) /x] since X ¢ Npg.(m’,f,¢’) by Lemma 2
= Npgr(Y.f,0”) [NDer(recX.n.f,0) /x] by Definition 9.19
— When Y ¢ dom(o), the proof is straightforward.

o Case m=a.n. We have

Npgr ((a.m”)[recX-m/X].f, o)
= Npgr (a.(m'[recX-m/x]).f, o)
= at.Npgr(m’[recX.m/X] f’ o) where f' =f ADET(a)

= a.(Npgr (m',f’,6”) [NDer (recX.n.f",0) /x1) using the IH where o’ =g [X > (recX.n,f’)]
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There are two subcases to consider. If f =f’, we have
a.(Npgr(m',f’,0") [NDer(recX.n.f',0) /x])
= a.(Npgr(m',f,0”) [NDer(recX.n.f,0) /x]) where ¢’ = o[ X > (recX.n,f)]
= (a.Npgr (m’,f,0”)) [NDer (recX.n.f,0) /x]
= Npgr(a.m’,f,0”) [NDer (recX.n.f,0) /X] as required
Otherwise, if f =true and f’ =false, we have
a.(Npgr (m',f’,0”) [NDex (recX.nf',0) /x])
= a.(Npgr(m',false,o”) [NDer (recX.n.false,0) /x]) where o’ = o[ X > (recX.n,false)]
= a.(Npgr(m',false,o”’) [ Nper (recX.n.false,0) /x]) [ Nper (recX.n true,0) /x| since X is not free
= at.Npgr(m/,true,o”’) [NDer (recX.n,true,0) /x| by Lemma 4 where ¢’ = o[ X > (recX.n,true)]
= Npgr(a.m’,true,c”’) [NDer(recX.n.true,0) /x| as required

« Case m=recX.m’. We have

Npgr((recX.m’)[recX.n/x] f o)

= Npgr(recX.m’,f,o) since X ¢ fv(recX.m’)

= Npgr(recX.m’,f,6”) where ¢’ = o[ X > (recX.n,f)] using Lemma 1
=recX.Npgr(m'.f,0’ [ X > (recX.m’,f)])

= (recX.Npgr (m',f,0’[X > (recX.m’,f)])) [Nper(recX.n.f,0) /X] since X is not free
= Npgr(recX.m’,f,¢")[NDer(recX.n,f,o) /x]

« Case m=recY.m’. We have

Npgr ((recY.m’) [recX.n/x].f, o)
= Nper(recY.(m’[recX.n/x]),f,0)
=recY.Npg(m’[recX.n/x],f o’) where ¢’ =c[Y — (recY.m’[recX.n/x] )]
=recY.(Npgr(m',f,0") [NDET(FeCX-"’O"’f)/X]) by the IH where ¢’ = ¢’ [X — (recX.n,f}]
= (recY.Npgr(m',f,0”)) [NDer(recX.n.o”.f) /x|
= Nper(recY.m’,f,¢””) [Nper(recX.n.o”.f) /x]
= Nper(recY.m’,f,¢”") [NDer(recX.n,o”.f) /x| by Lemma 1
since Y ¢ fv(cod(o”)) and the assumption fv(n) C {X} implies Y ¢ fu(recX.n)
The remaining cases are more straightforward. ]

Lemma 7 shows that the transformation function Npgr(—) preserves history rejections. However, its
proof relies on Lemma 6 below.

Lemma 6. Suppose that for any monitor m € Mon and o € Sus, X ¢ fu(cod(0)) and fv(m) C {X}. If
rej(H,false, Npgr (m,false,0)) then rej(H,false, Npgr (m,true,o)).

Proof. The proof proceeds by rule induction on the judgement rej(H,false, Npgr (m,false,o)). We outline
the main cases.
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« Case ACT, i.e., rej(H,false, Npgr(@.m,false,0)) where Npgr(a.m,false,0) = a.Npgr(m,false,o) because

rej(H’,false, Npgr (m,false,0)) where H' = suffix(H, ). There are two subcases to consider:

In the case that DET(a) = false, we have Npgr(a.m,false,0) = Npgr(a.m,true,o), which implies
rej(H,false, Npgr (@.m,true,0)).

In the case that DET(a) = true, by the IH, we obtain rej(H’,false, Npgr(m,true,o)). Applying rule
ACT, we get rej(H, false,a.Npgr (m,true,0)). Our result follows by the fact that a.Npgr(m,true,o) =

Npgr(a.m,true,o).

« Case REC, i.e., rej(H,false, Npgr (recX.m,false,0)) where, by Definition 9.19, we have that

Npgr(recX.m,false,o) = recX.Npgr(m,false,0”) and ¢’ = o[ X > (recX.m,false)] because
rej(H,false, Npg; (m,false,o”) [recX .Nper (m.false,0) /x]) (F.1)
By Lemma 5, we also know that
Nper(m,false,o”) [recX.Npgr(m.false,0) /x| = Npg (m[recX-m/X], false, o) (F.2)

By eqgs. (F.1) and (F.2) and the TH, we deduce rej(H,false, Npg, (m[recX-m/x] true,o)), which implies
that rej(H, false, Npgr (m, true,o”’) [recX.Nper(m.true,a”’) /x]) where ¢” = o[X > (recX.m,true)] by
Lemma 5. Applying rule REc, we obtain rej(H,false,recX.Npgr(m,true,c”’)).

Our result, rej(H,false, Npgr (recX.m,true,0)), follows by Definition 9.19 since recX.Npgr(m,true,c”’) =

Npgr(recX.m,true, o). O
Lemma 7. For any monitor m € Mon, rej(H,f,m) iff rej(H,f,Npgr (m,f,0)).

Proof. For the “only if” direction, the proof proceeds by rule induction on rej(H,f,m). We outline the

main cases.

« Case AcCT, ie., rej(H,f,a.m) because rej(H’,f’,m) where H’ = suffix(H,a) and f’ =f ADET(). By the
IH, we obtain that rej(H’,f’,Npgr (m,f’,0)). Applying rule AcT, we get rej(H,f,a.Npgr (m,f’,0)) which,
by Definition 9.19, implies that rej(H,f,Npgr (a.m,f,0)).

« Case acTl, i.e, rej(H,f,a.m) because rej(H',f',a.m) where H'=suffix(H,y) and f '=f ADET(y) for some
Y€IAcT. By the IH, we obtain rej(H’,f’, Npgr(a.m,f’,0)). There are two subcases to consider. If
f =f’, we can apply rule actl and conclude rej(H,f, Nppr(a.m,f,0)). If f # f’, ie, f = true and
f’ =false, then by Lemma 6, we obtain rej(H’,f’, Npyr(a.m,f,0)). Applying rule actl, we conclude
that rej(H,f, Npgr (a.m,f,0)).

« Case REC, ie., rej(H,f,recX.m) because rej(H,f,m[recX.m/x1]).
By the IH, we obtain rej(H,f,Npg, (m[recX-m/x] f,0)). Using Lemma 5 and Definition 9.19, we know
Npg: (m[recX.-m/x].f,0)
= Nper(m,f,{X — (recX.m,f)})[Nper(recX.m,f,0) /x]

= Nper(m,f,{X — (recX.m,f)}) [recX.NDET(m,f,{X - (recX.m,f)})/X]

Let n= Npgr(m,f,{X  (recX.m,f)}). We thus have rej(H,f,n[recX.n/x]).
By rule rREc, we obtain rej(H,f,recX.n). Our result, rej(H,f, Npgr(recX.m,f,0)), follows by Defini-

tion 9.19.
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The proof for the “if” direction follows similarly by rule induction on rej(H,f,Npgr(m,f,0)). The only
case that differs slightly is that for REC.
« Case Rec. We know rej(H,f,Npgr(recX.m,f,0)), i.e, rej(H,f,recX.n) where
recX.n= Npgr(recX.m,f,0) =recX.Npgr(m,f,{X — (recX.m,f)})
because rej(H,f,n[recX.n/X]). Using Definition 9.19 and Lemma 5, we know

n[recX.n/x] = Npgr(m,f,{X — (recX.m,f)}) [recX -Nper (m,f,{X - (recX.m,f)}) /x]
= Noer (m,f{X - (recX.m,f)})[Nper (recX.m.£.0) /x]
= Nper (m[recX-m/x].f,0)

We can thus rewrite rej(H,f,n[recX.n/X]) as rej(H,f,Npgr (m[recX-m/x].f,0)). By the IH, we obtain
rej(H,f,m[recX.m/X]). Applying rule REC, we can conclude rej(H,f,recX.m) as required. O

We are now in a position to prove the main result of this chapter, namely Proposition 9.21 from Section 9.3

which is restated below.

Proposition F.7. For all m € Mo~ and H € HsT, rej, . (H,m) iff rej, . (H,Npgr(m)).

Proof. Follows from Lemma 7, letting f =true. O
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In this chapter, we give the missing proofs in Section 10.2. To prove Proposition 10.9 and Theorem 10.10
from Section 10.2, we first present a few technical results, starting with several properties for the function

Ib(—) in Definition 10.6, where the meta-function fv(¢) returns the free recursion variables in ¢.

Lemma 1. For all ¢,1, y € sSHMLY:
(i) (p[V/X]) = Ib(p[maxY ¥/x])
(i) Ib(y) < Ib(x) implies Ib(p[¥/X]) < Ib(@[X/X])
(iii) Ib(¢) < Ib(y) implies Ib(p) < Ib(Y[?/X])

Proof. We only give those for the main cases of (iii); the others follow with a similar but more straight-

forward argument and can be proven independently.

The proof of (iii) proceeds by induction on . Assume [b(¢) < Ib(1)). We show [b(¢) < Ib(y[?/X]).

« When /=Y, we have [b(Y)=c0 and Ib(¢) <Ib(Y). If X=Y, result follows immediately since X[?/X]=¢.
If X #Y, result also follows immediately since Y[¢/X] =Y.

« When ¢ =[a]y’, we have Ib(¢) < Ib([a]y’)=1Ib(y"). By the IH, we deduce [b(¢) < Ib(y/’'[?/X]), which
implies Ib(¢) < Ib(([a]y’)[#/X]).

« When ¢ =y, A, we have [b(¢) < min(Ib(4),1b(1),)), which implies Ib(¢) < Ib(y,) and Ib(¢) < Ib(y,).
By the IH, we obtain [b(¢) < Ib(y4[?/X]) and Ib(y,[?/X]). Our result, Ib(p) < Ib((Y, A ,)[9/X]),
follows since Ib((, Ah,) [9/X]) = min(Ib(y,[2/X]), Ib(Y,[9/X])).

« When ¢ =4, Vi), then Ib(¢p) < Ib(y, Vi),) = Ib(Y,) + Ib(1),) +1. There are two subcases to consider:

— When Ib(¢) < Ib(yy) or Ib(¢) < Ib(1),). W.lo.g. suppose the former. By the IH, we obtain Ib(p) <
Ib(y,[#/X]), which implies that Ib(¢) < Ib(y,[?/X]) +Ib(Y, [/X]) +1=Ib((¢, V ,) [¢/X]).

— When Ib(¢p) > Ib(y) and Ib(¢) > Ib(y),). By the IH, we obtain Ib(y,) < Ib(y,[V1/X]) and Ib(1),) <
Ib(y,[V2/X]). But by Lemma 1((ii)), we also know Ib(y [¥1/X]) < Ib(y,[?/X]) and Ib(y,[V2/X]) <
Ib(y,[#/X]). This implies that Ib(p) < Ib(,) + Ib(,) +1 < Ib(Y,[?/X]) + Ib(Y,[2/X]) = Ib((Yy V
,)[#/X]), as required.

« When ¢ =maxY.y’, then Ib(¢) < Ib(maxY.y’) = Ib()’). There are two sub-cases to consider:
If X =Y, our result is immediate since (maxX.y’)[?/X] = maxX.y/.
If X #Y, then by the IH, we obtain Ib(¢) < Ib(y'[¢/X]) = Ib((maxY.y’)[¢/X]).

This concludes our proof. O
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Corollary G.2. For all ¢ € sSHMLY, Ib(p) < Ib(p[?/X]).
Proof. Follows from Lemma 1(iii) by letting ¢ = . ]

We give an alternative definition to the violation relation, [=pgr, in Definition 9.8 that is specific to SHMLY,,
formulae (in contrast to Epgr which is defined over sHMLY ), namely Definition G.3. Theorem G.8 then

shows that these two definitions correspond.

Definition G.3. The separation violation relation, denoted as = is the least relation of the form

s
DET’

(HsTxBoorLx sHMLY,) satisfying the following rules:

svF svMax svUm
H+#0 (H,f) B 0[MmaxXo0/x] H'=suffix(H,a) f'=fADET(a) (H'.f")E @
(H.f) Edge ff (H.f) E)pr maxX.@ (H.f) Edgr Ll
sVUMPRE SVANDL SVANDR
H' =suffi(Hy) f'=f ADET(y) (H'f) E},, [alp (H.F) Ebyr 0 (H) e ¥
(H.f) Fper [ale (H,f) Fper o A Y (H,F) Fper o AY
svOR

H=H,WH, (Hhtrue) ':IS)ET @ (Hz’true) |=Is)ET ¢

(H,true) Epgr @ VY

We write H | ¢ to mean (H,true) = . ¢. |
Width irrevocability also holds for the separation violation relation, Lemma 4.
Lemma 4. For all ¢ € SHMLY,, if (H.f) . ¢ then (HUH".f) 5} .

Proof. The proof proceeds by rule induction. We only give the proof for the case when (H,f) |5} ¢ is

derived via rule svOR; the other cases are straightforward.

« We know (H,f) . .V ¢, because H=H, W H, and (H,f) |}, ¢; and (H,,f) = . ¢.. We show
that (HUH',f) ], @1V ¢.. Let H” = H\H’ where H,NH’ =0 and H, NH’ = 0. By the IH, we know
(H,UH"f) B, ¢:- Since (H,UH"”)NH, =0, we conclude (HUH',f) & ¢V ¢, via rule svOr. [

Lemma 6 shows that all violating systems for \/;¢;[@;]¢; from sHMLY, can violate the sub-formulae
[ai]¢; through disjoint histories. This result relies on the helper function start(H,a) ={t |t =at’ € H},
returning the set of all traces in H that are prefixed with a sequence of internal actions y etAcT*, followed

by an « action. E.g. when H ={d,rsa,d,rsc,ars}, then start(H,r) = {5,rsa,d,rsc}.
Lemma 5. For all @, f such that a # f, start(H,a) N start(H, ) = 0.
Proof. Straightforward by definition. O

Lemma 6. For any (closed) formula \/;¢;[@;]¢; € SHMLY, and history H € HsT,

if (H,f) Edgr \/[ai](pi then (start(H,a;),f) Edy, [ai] @i for each i€l

iel
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Proof. The proof proceeds by numerical induction on the size of I.

« For the base case, I = {1}, ie, (H,f) B,
H’ = suffix(H,ta) and f’ = f ADET(tr) and (H',f’) Eper . Let H” = {au | u € H'}, i.e, all traces
in H' prefixed with action a. Applying rule svUm, we obtain (H”,f ADET(t)) |}, [a]e. Let

[a]¢. Using Lemma 11, we know 3t € tAcT” such that

H" ={tt"|t' € H'}, i.e, all traces in H" prefixed with trace ¢. Applying rule sSvUMPRE n times where
n is the length of trace t, we obtain (H",f) |=pgr [@]¢. Since, by definition, H"” C start(H, ), we can

use Lemma 4 to conclude that (start(H,a),f) &}, [a]e.

« For the inductive case, I={1,...,n+1}. The judgment (H,f) F . V;er[ai]@; can be expanded to

(H,f) Epgr ([on] ) v (\/[aj]q)j) where J ={2,...,n+1}
jeJ
By case analysis, this could have only been derived via rule svOR, which means that there exist H',H"”’
such that H=H'WH" and (H'.f) |}, [en] @ and (H”,f) .. V jes[@j] @;. Using Lemma 4, we deduce
(p.H) Epypr [l @y and (p,H) [}, Vjeg[@j]@;. By the IH, we obtain (start(H,a,),f) Ff),, [e1] @, and
(start(H,a;),f) B}, [@;]e; for all j € J. We can thus conclude (start(H,o;),f) B}, [ai]e; forall i€,

as required. 0
We show that a similar result holds for the violation relation Fpgy.

Lemma 7. For any (closed) formula \/;c;[ai]¢; € SHMLy, and history H C T,
if (H,f) Eper \/[ai]q)i then (start(H,a;),f) Eper [ai] @i for each i€l
iel

Proof. Proof is similar, but more straightforward, to that for Lemma 7. O

Theorem G.8 (Correspondence). For all pesHMLy, and HeHsT, (H.f) [epgr ¢ iff (H,f) 55, 0.

Proof. For the if direction, we show (H.,f) &} ¢ implies (H,f) Fpgr ¢. The proof is by rule induction.

We only give the case for when (H,f) Epgr ¢ is derived via rule svOR; all other cases are homogeneous.

« We know (H.f) F},.. ¢ V¢ because 3H,,H, such that H = H,WH,, (H..f) F},., ¢ and (H,.f) ., ¥.
By the IH, we deduce (H,,f) Fpgr ¢ and (H,,f) Eper ¢, which imply (H,f) |=per ¢ and (H,f) Eper ¢
by Proposition D.8. Our result, (H,f) |=per ¢ V ¢, follows via rule vOR.

For the only if direction, we show (H,f) Fpgr ¢ implies (H,f) |5 ¢. Again, the proof is by rule

induction and we only give that for when (p,H) [=pgr ¢ is derived via rule vOR.

« We know (H.,f) Epgr ¢ Vi because (H,f) Fper ¢ and (H,f) Fper . By the IH, we deduce (H.f) .. ¢
and (H,f) |, . Since ¢ V¢ € SHMLY,, then ¢ = V;¢[ai] ;i and ¢ =/ ;¢ [a;]¢); where IN ] = 0.
By Lemma 6, we obtain (start(H,a;),f) Der @i and (start(H,a;),f) Fier ¥j foreachieTand j € J.
By Lemma 5, we also know (¢ start(H,ax) = 0. Repeatedly applying rule svOR, we deduce
(Userstart(H,o:),f) ., Vierlailgi and (Ujeystart(H,a;),f) .. V jes[@i]y;. By rule svOR again,
we get (deu] start(H, ak),f) Fdgr @ V. Our result, (H,f) = . ¢ V¢, follows via Lemma 4 since
Ukeryy start(H,ax) C H.
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O

Equipped with these technical results, we prove Proposition 10.9 and Theorem 10.10. Theorem 10.10 is a

direct consequence of Lemma 9.

Proposition G.8 (Disjoint Violating Histories). For all (closed) formulae ¢ V iy € sSHMLY, and histories
HeHsrt, if H Fper ¢ VY then H=H’WH" such that H’ |Fpgr ¢ and H” Fpgr ¢.

Proof. Assume (H,f) Epgr ¢ V. Since ¢V € SHMLy,, we know ¢ = \/;¢/[ai]¢] and = \/ie][aj]gbjf
where IN J=0. By Lemma 7, we deduce (start(H,a;),f) Fper [ai] @] and (start(H,a;),f) Fper [aj]lﬁ]’. for
eachi€land j€J. Let H, = ;¢ start(H,a;) and H, =J ;¢ start(H,a;). Repeatedly applying rule vOR,
we obtain (H,,f) Fper ¢ and (H,,f) Fper . From Lemma 5, we know H,NH, =0. Let H; = H\H,. By
Proposition D.8, we get (H,,f) Fper ¢ and (H, UH;,f) [Eper ¥ where H=H, W (H, UH;) as required. [

Lemma 9. For any (closed) formula ¢ € sSHMLY, and H € Hsr, if (H,f) E§__ ¢ then |H| > Ib(¢) +1.

Proof. The proof is by rule induction.

« Case VT, ie, (H.,f) B}, ff where H # 0. Thus |H| > 1= Ib(f) +1.

« Case VUM, ie, (H,f) E_ [a]p because (H',f") = ¢ where H' = suffix(H,a) and f’ =f ADET(a).
By the IH, we deduce |H’| > Ib(¢)+1. Let H” ={at |t € H'}. Since H” C H, then |H| > |H”|=|H’'| >
(@) +1=1b([a]p) +1.

« Case VUMPRE, ie, (H,f) E}__ [a]e because (H',f') | [a]¢ where H' = suffix(H,y) and f’ =
f ADET(y). By the IH, we deduce |H’| > Ib([a]@) +1. Let H” = {yt |t € H’'}. Since H” C H, then
|H| = |H"”|=|H'| = Ib([a]p) +1.

» Case VANDL, i.e., (H.f) 5., @AY because (H.f) [}, . ¢. By the IH, |H|> [b(¢)+1=>min(Ib(¢),lb())+1=
(o AY)+1.

» Case VANDR. Analogous to previous case.

+ Case VOR, ie., (H,true) . ¢ Vi because H=H,WH, and (H,,true) . ¢ and (H,,true) = ¢. By
the IH, we obtain |H,| > [b(¢)+1and |H,|>Ib(}/)+1, which means that |H|=|H,|+|H,| > [b(p)+1b(}) +2=
(e V) +1.

. Case VMAX, ie, (Hf) ), maxX.p because (H,f) |, ¢[MaxX.¢/x]. By the IH, Lemma 1(i) and
Corollary G.2, we conclude |H| > Ib(¢[MaxX.¢/X])+1=Ib(p[?/X])+12 Ib(p) +1=Ib(maxX.¢)+1.0]

We are now in a position to prove the main result of this chapter, namely Theorem 10.10, restated below.

Theorem G.10 (History Lower Bounds). For all (closed) formulae ¢ € sSHMLY, and histories H € HsT, if
H Epgr ¢ then |H| > Ib(p) +1.

Proof. Follows from Lemma 9 and Theorem G.8. ([l



H Properties of Actor Systems

In this section, we give the missing proofs from Chapter 11. Before embarking on this endeavour, we

give some general properties of actor systems.

Lemma 1. IfK| O>Ai?—U>B then i € fld(A).

Proof. Straightforward by rule induction. (]
i?

Corollary H.2. If i ¢ fld(A) then K |O>A ﬁ& B.

Proof. Straightforward by rule induction. ]

Lemma 3. If K|O>A - B then fld(B) C fld(A).

Proof. Straightforward by rule induction. 0

Lemma 4 below states that if a system can perform an input action, then that transition is always

possible, regardless of the external observer O w.r.t. which it is executing.
" "
Lemma 4. If K| O>A— B then K | 0’>A — B for every observer O’

Proof. The proof proceeds by induction on K | O>A B,

« CaseRcv, ie, K|O»i[e<q] o, i[e<q:0]. Our result, K| O’>i[e<q] LR i[e<q:v], follows by rule rcv.

" "
. Case scry, i.e, K|Ov>(vj)A = (vj)B because K,j| O»A % Band j#fm(i?v). By the IH, we obtain
i? i?
K,j|O'>A =%, B. Our result, K |O’>(vj)A = (vJj)B, follows by rule scpi.

« Case PARL, ie, K|O-A| B BNV || B because K | O» A 2, A and i f1d(B). By the IH, we obtain
i i
K|O'»A =2, A’. Our result, K |O’>A| B Ny || B, follows by pARL.

» Case pPARR. The proof is analogous to that for PARL.

This completes our proof. (]

Similarly, Lemma 5 states that if a system can r-transition, then that transition is always possible,

regardless of the knowledge K and external observer O w.r.t. which it is executing.
Lemmas. IfK|O»A-5K|O»BthenK’|0’»A->K’|0'»B forall K, K’, 0, 0’ C Pip.
Proof. Straightforward by rule induction. ]
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We also prove several results that provide insights into the structure and behaviour of actor systems.

Lemma 6. If A=A, || A, then one of the following statements must hold:

« A=A and A,=0,or A=A, and A, =0
e A = (vh)A!|| (vhy)A” and A, = (vhy)A, || (vh,)AY and A= (vhy,hy,hy k) (B, || B,) and B, = A || A,
and B, = A" || A”.

Proof. By rule induction on A= A, || A,. O

Lemma7. IfA=A, || A, and K | O>A -2 B then

(i) either K | O» A, —% A’ and B= A’ || A,;
(ii) or K|O»A, =% A’ and B= A, || A..

Proof. Suppose that A=A, || A, and K| O»A %, B. The proof is by rule induction on the latter.

+ CaseRcv, i.e., A=i[e<q] and A’=i[e<q:v]. Since A=A, ||A,, then by Lemma 6, we must have either A=A,
and A,=0,0or A=A, and A, =0. In the first case, condition (1) is satisfied since i[e<q:0] =i[e<q:v] || 0.

Otherwise, condition (2) is satisfied since i[e<q:v] =0 || i[e <q:0].
+ Case PARL, i.e, A=A, || A, and B=B, || A, because K | O> A, 2, B,. By Lemma 6 and A=A, || A,,
we must have A, =A] || A and A, = A} || A} and A; =A] || A} and A, = A" || A)'. Using the facts that
i?
A;=A]|| A} and K| O» A, = B, and the IH, we know that
i?
either K| O>A! = B/ and B, = B! || A,

i?
orK|0»A, =5 B, and B,=A! || B,

Applying rule pARL on the transitions and rule sCTXP on the equivalences, these resp. give us that

i?
, 14}

either K|O>A]||A — B; || A] and B; || A, = (B] || A}) || A,

i?
or K|O»AL||AY =5 B, || AV and B, || A, = (A!|| B) || A,
Using A, =A" || A), A, =A] || A", A,=A, || A), B=B, || A, and rules for =, we can rewrite this as

either K | O» A, —2 B/ || A” and B= (B! || A7) || A,

or K| 0>A, =% B, || A/ and B= A, || (B, || AZ)

which correspond to conditions (1) and (2).

« Case PARR, similar to that for PARL.
i?
« Casescry, ie, A=(vj)A’and B=(vj)A" because K,j| O>A’ Z2 A” and j#m(i,0). By Lemma 6, there
are two subcases to consider:
i? i?
— When A=A, and A, =0, by this and K| O»> (vj)A’ = (vj)A”, we know K | O» A, = (vj)A”. By
rule sNi1L, we conclude B=(vj)A” =B 0=B|| A, as required.
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— When A, = (vh)A! || (vh,)A” and A, = (vhy) A, || (vhy)A/ such that

A= (vhuhyhyh)(As||A,)  where A;=A/||A, and A,=A"| Al

Since A= (vj)A’, we must have that j € Ei for some i € {1,2,3,4}. Consider the case for when i =1;

other cases follow with similar reasoning. Let Es = l_{l \{j}. Then we know

A’ = (vhg, by hayhy) (As || Ay)

(H.1)

Since we work up to a-conversion of bound entities, we can assume that Elﬁ fn(A,) and I% g/m(A,)

and i, ffn(A,) and 54 #/m(A,). Using the fact that ZS c h, and the rules defining = in Figure 11.2, we

also know
A’ = (vhehy) A, || (vVhy k) A,
By eq. (H.1), the fact that K,j | O>A’ %, A” and the IH, we obtain that
either K,j|O» (vﬁs,ﬁ3)A3 2, B,and A" =B, || (VEZ,E4)A4
or K.j| 0> (vhyh)A, — B, and A” = (vhy,hy) A, || B,
If eq. (H.3) holds, applying rules scp1,sCTxS,sExT,sCoMm gives us that
(Vhnhy)Ay—2> (vj)B, and  (vj)A” = (v))B, || (vhh,)A,

which corresponds to statement (1) as required.

If eq. (H.4) holds, applying rules scp1,sCTXS,sExT,sCoM give us

K|O»(vjihoh)A, 2 (vj)B, and  (vj)A” = (vhshy)As || (v))B,

which corresponds to statement (2) as required.
« Case sTrN, proof is straightforward.

This completes our proof.

Corollary H.8. Ifi[e<q] =A and K| O>Ai?—v>B then B=i[e<q:v].

Proof. Follows from Lemma 7 since K | O>i[e <q] e, il[e<q:v] and i[e<q] =A|| 0.

Lemmag. If A=A, || A, and K| O>Ai!—v>B then

(i) either K| O» A, —5 A’ and B= A’ || A,;
(ii) or K|O»A, —5 A’ and B= A, || A..

Proof. The proof is similar to that for Lemma 7.

Lemma 10. If A= (vi)A’and K|O>A 7, Band it fn(n) then B= (vi)B’ and K,i | O» A’ L p.

Proof. Proof is straightforward.

Lemma11. IfA=A,||A,and K|O>A Z, B then one of the following statements must hold:

(H.2)

(H.3)

(H.4)
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(i) K|O»A, — A’ and B= A’ || A, and sbj(n)# fld(A,)
(i) K|O»A, —>A’ and B=A, || A} and sbj(n)t fld(A,)
(iii) n=-com(i,v) and K | fld(A,)>A, ———>B and K | fld(A,)>A, —)B and B=B, || B,
(iv) n=com(i,v) and K | fId(A, )>A —>B and K | fld(A, )>A —>B and B=B, || B,
(v) n=ncomand K | fld(A,)>A, —> B, and K| fld(A,)> A, A, B, and B= (vj)(B, || B,)
(vi) n=ncomand K | fld(A,)» A, — B, and K | fld(A,)> A, —2> B, and B= (v)) (B, || B,)

. . . . . . n
Proof. We omit the proof due to its length. However, it can be proven via rule induction on K| O>A — B,

using also Lemma 6. The method is similar to that for Lemma 7. (]

H.1 Actor Structural Equivalence and Silent Actions

This section is dedicated to the proof of Proposition 11.4 from Section 11.2, stating that (non-traceable)

silent transitions are confluent w.r.t. other actions.

Proposition H.11 (z-Confluence). IfK|O»>A 5 A’ and K |O>A N A", then either y=7and A’= A" or
there exists an actor system B and moves K | O>A’ Z, Band aft(K|0,n)>A" 5B

Proof. Intuitively, this is true because if K|O>A does two different moves K|O»A S A andK |O>A LA",
then both moves must have occurred in different components of A. The proof proceeds by induction on
the derivation of the first move, K | O» A Ny

All axioms are trivial. Rules coMML, coMMR, NcomML, NcOMMR, scp2 and opN do not occur in any
derivation of a 7 move. For the inductive cases, the only non-straightforward rule is PARL (the proof for

PARR is analogous). If K | O» A 5K | O> A’ was derived using this rule, then

K|O»A, ||A, > K|O>A!|| A,
because K | O» A, — K | OrA] (H.5)

We examine the proof for the second move, which must be of the form K | O A, || A, N aft(K|O,n)>A".

By Lemma 11, there are six possible ways how this could have occurred. We focus on the main cases:

« A”=A,||A, and K|OvA, LK'I>A; where K’ | O’ =aft(K | O,n) and sbj(n)# fld(A,). Diagrammatically

K|O»A |4, —— 5 K|O»A! || A,

|

K'|O"> A A

From Lemma 5 and eq. (H.5), we get K’ | O'> A, SK | O’>A!. Since sbj(r) =0, thus sbj(z)# fld(A,), we
can apply rule PARL to get the move K’ | O’> A, || A, 5K O >A’|| A,. By Lemma 3, we also know
fd(A!) CfId(A,), which implies sbj()#ifId(A]). Rule PARR can thus be applied to K |O>A, NG |O'>A,
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to obtain the move K | O>A! || A, Lk | O’>A! || A,. This gives us the required commuting diagram

K|O»A | A, ———— K|O»A!| A,
@ q
K'|O'»A, | A, ———— K'|0'>AL|| A,

A”=Al||A, and K| Or A, NG | O’>A! where K’ | O’ = aft(K | O,n) and sbj(n)# fld(A,). In other

words, we have to complete the diagram

K|O»A, | A, ——— K|O»Al|| A,
|
UJ r]l
|
KO AL || Ay === K/ |07 A || A,

But note that we also have the diagram
K|OvA, —— 5 K|O»A!
|
K'|O'»A
that can be completed by induction as
K|O»A, —— 5 K|O-A!

| |

K“/ | O/DA{, T K/ | O/DA{,,

Applying PARL twice on K’ | O'>A) SK |O’>A!" and K| O»A! Lk |O’>A!" give the two required
moves.

o o
n=ncomand A”=(vj)(A!||A)) and K | fld(A,)>A, iK' |O">A! and K| fld(A,)>A, N & |0">AY
for some name i, j € PIp where K’ | O’ = aft(K | fId(A,),iTj) and K" | O” =aft(K | fld(A,),i?j). In other

words, we have to complete the diagram

K|OsA |4, —— 3 K|O-A! || A,
|
ncomJ ncom:
|
K| 0> (vj)(AV [ AY) ---= =5 K| O» (vj) (A" || A7)

But note that we also have the diagram

K| fld(A)» A, —— s K| fld(A,)» A

inj J

K'| 0> A/
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that can be completed by induction as

K| fld(A)» A, ———— K| fld(A,)» A

] 1]
K/ | OIDA;, T K/ | OIDA;//
e iy
Applying NcomML to K | fld(A,) > A] W, g |O’">A]"” and K | fld(A,)>A, N 0" » A’/ gives the

first required move
ncom

K|0>Al[| A, — K| 0> (vi) (A" | AY)

By Lemma 5 and K; | O'> A/ 5K | O’"> A", we also know K | O» A/ 5K | O>A!”. By rule PARL, we
get K| O Al || AY SK| Ov>A]" || AY. Then applying scp1, we obtain the second required move

K| 0w (vj)(AL | AY) S K | Os (vj) (A || AY)

The remaining cases follow with similar reasoning. (]

H.2 Actor Traceable Actions

In this section, we prove Propositions 11.6 to 11.8 from Section 11.3, respectively stating that input actions,

output actions and communication actions are deterministic.

Proposition H.11 (Input Determinacy). For all systems K | O>A and input actions i?v, if K| O» A RN
i?
and K|O»A 22 A” then A’ = A",

Proof. Follows from Lemma 12 below since A = A. O
Lemma 12. Forany A=A’ if K|O»A— B and K | O» A’ —2> B’ then B= B

Proof. Suppose A=A’ and K| O>A 2, Band K |Os>A’ ", B’ We show B=B'. The proof proceeds by

induction on the first move.

Y "
« Case Rrev, i.e, K|Ori[e<q] = i[e<q:0]. For the second move, we thus have K | O>A’ =2, B’ where
if[e<q] = A’. By Corollary H.8, we obtain that B’ = i[e <q:0]. Our result, i[e <q:v] = B, follows by

symmetry.

« Case scpy, i.e, K|O»(v))A o, (vj)B because K,j| O>A o, B because jt fn(ilv). For the second
move, we have K | O> A’ 2, B’ where A’ = (vj)A. By Lemma 10, we know K, j | O>A i, B” and
B’ =(vj)B”. By the IH and the fact that A = A, we obtain B= B”. Our result, (vj)B= (vj)B", follows
by rule sCTxS.

« Case PARL, i.e, K|O>A, | A, i?—U>Bl || A, because K |O» A, i?—v>B1 and sbj(i?v) i fld(A,). For the second
move, we have K | O>A’ %, B’ where A’ =A, || A,. By Lemma 7, Corollary H.2 and iff fld(A,), we
know K |O> A, i, B! and B’ = B! || A, for some B,. By the IH, B, = B]. Our result, B, || A, =B/ || A,,
follows by sCtxP.
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« Case PARR, proof is analogous to that for case PARL.
Y Y
o Case STR, i.e, K| O»A ~2, Bbecause A= A" and K |O>A" 2%, B and B” = B. For the second move,

i?
we have K |O>A’ %, B where A’ = A”". By transitivity, we know A”” = A" as well. Using the IH, we
thus obtain that B” = B’. Our result, B= B’, follows by symmetry and transitivity. O

The proof for Proposition 11.7 (output determinacy) relies on Lemma 13 below, which describes the

structure of actors capable of performing an output action ilo.
i!
Lemma13. If K|O>A—>Bthen A=A’||i(v) and B= A",

Proof. Suppose K | O>A %, B. The proof proceeds by induction on K |O»>A 2B,
i
. Case sND2, i.e, K| O»i{v) —> 0 where i € O. Result is immediate by rules sNIL, sCoM.

« Case scry, i.e, K| O>(v)j)A 2, (vj)B because K, j | O»A 22, Band jtfm(i'v). By the IH, we obtain
that A=A’ || i{v) and B= A’ for some A’. Applying rule sCTXT, we get (vj)A= (vj)(A" || i(v)) and
(vj)B=(vj)A"

There only remains to show that (vj)A=((vj)A’) || i{v). Since j§fn(ilv), we know j§fn(i{v)). Thus, by
rule sEXT, (vj) (A’ i{v)) = ((vj)A") || i{v). Our result, (vj)A= ((vj)A’) || i{v), follows by transitivity.

o Case PARL, i.e, K|O»A, || A, iBl || A, because K |O>A, 2, B, and i§ fId(A,). By the IH, we obtain
A, = Al | i{v) and B, = A] for some A]. Applying rule sCTxP, we get A, || A, = (A] || i{v)) || A, and
B, |lA, = Al A,.

There remains to show A, || A, = (A] || A,) || i{v); this follows by rules sAss, sCom.

« Case PARR, analogous to that of pARL.

« Case STRrN, i.e, K|O>A %, B because A =A”,B=B and K|O»A" L@%B’. By the IH, A” = A" || i{v)

and B’ = A’. By transitivity and symmetry of =, we can thus conclude A= A’ || i{(v) and B=A’. [
We can now prove Proposition 11.7, restated below.

i!
Proposition H.13 (Output Determinacy). For all systems K | O>A and output actions ilv, if K| OrA—5 A
and K| 0> A% A” then A’ = A”.

Proof. Follows from Lemma 14 below since A = A. (I
) |
Lemma 14. Forany A=A’,if K|O»A 2, Band K |O>A’ =%, B’ then B=P'.

Proof. Suppose A=A’ and K|O»>A 2, Band K |O>A’ %, B’. We show B=B’. The proof proceeds by

induction on the first move.

« Case sND2, i.e, K| O>i{v) o, 0 where i € O. For the second move, we have K | O» A’ o, B’ where
A’ =i(v). By Lemma 13, we know A’ = A" || i{v) and B’ = A” for some A”. But since A’ =i(v), we can
show A”” =0. Our result, 0 = B, follows.

« Case scry, ie., K| O>(vj)Ai!—U> (vj)B because K, j | O>A %, Band jtfm(v) U{i}. Consider the second
move, K|O»>A’ %, B’ where (vj)A=A’. By Lemma 10, we know B’ = (vj)B” and K,j | O> A N
By the IH, we obtain that B=B”. By rule sCtxS, (vj)B= (vj)B"”. Our result, (vj)B = B’, follows by

transitivity/symmetry.
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il il
o Case PARL, i.e, K|O>A, || A, = B, || A, because K | O> A, = B, and iff fId(A,). Consider the second

il
move, K|O>A’ -2, B’ where A, ||A,=A’. By Lemma 9, we have two sub-cases:

il
— For the first subcase, K | O»> A, N B; and B’ = B/ || A,. By the IH, we obtain B, = B. By rule sCxTP,
B, || A, =B! || A,. Our result, B, || A, = B’, follows by transitivity/symmetry.

— For the second subcase, K | O> A, 2, B, and B’ = A, || B,. Lemma 13, we obtain A, = A! || i(v) and
A,=A] || i{v) and B, = A] and B, = A,. This implies that
B || A, = Al (4] [l i{v))
= (A i{v)) || A, using rules sCom and sAss
=A | B,=B

Our result, B, || A, = B/, follows by transitivity.

Case PARR, analogous to that of pARL.

Case STR, i.e, K|O>A l'—v> Bbecause A=A"” and K| O>A" l'—v> B’ and B”” = B. For the second move,
i!

we have K| O>A’ —> B’ where A’ = A”. By transitivity, we know A" = A” as well. Using the IH, we

thus obtain that B” = B’. Our result, B= B’, follows by symmetry and transitivity. 0

The proof for Proposition 11.8 (communication determinacy) relies on Lemma 15, describing the

structure of an actor system capable of performing an internal communication action com(i,v).

com(i,v)

Lemma 15. If K| O»A—— B then

(@) A=A"[[i(v);
(i) K| 0> A’ 2% B for some B';
(i) B=B'.
Proof. Assume K | O»A oomD), B. We proceed by rule induction, outlining only the main cases; the

remaining follow similarly.

+ Case coMML, i.e, A=A, || A, and B=B, || B, because K | fId(A,)> A, 2, B, and K| fld(A,)>A, e, B,.
By Lemma 13, we know A, = A! || i{v) and B, = A. By rules sCTxP, sAss, sCom and transitivity, this
implies A, || A, = (A} || A,) || i{v), giving us (i).

Applying rule PARR on K | fld(A,)>A, i?—v>B2, we obtain K | fld(A,)>A] || A, ﬂ—U>A{ || B,. Using Lemma 4,
we get K|O» Al || A, ﬂ—)A{ || B, giving us (ii).
The result in (iii), namely B, || B, = A! || B,, follows from B, = A! and rule sCTxP.

com(i,v)

Case PARL, i.e, A=A, || A, and B=B, || A, because K | O>» A, — B,. By the IH, we obtain that

A=A i¢o) (H.6)
K|0»A, =B, (H7)
B, =B (H.8)

The result in (i), namely A, || A, = (A] || A,) || i{v), follows by eq. (H.6), rules sCTXP, sAss, sCom and

transitivity.
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The result in (ii), namely K |O>A! || A, 2, B! || A,, follows by eq. (H.7) and rule PARL.
The result in (iii), namely B, || A, = B} || A,, follows from eq. (H.8) and rule sCTxP.

« Case scri, A:(VJ)A' and Bz(Vi)B' because K,j>A’ com(i,v)

{i,u}. By the IH, we obtain

B’ and j#ifn(com(i,v)) where fn(com(i,v))=

A’=B"i(v) (H.9)
K,j|OsA" 22 B (H.10)
B’ =B" (H.11)

Applying rule sCTxS on eq. (H.9), we get (vj)A’ = (vj)(A” || i{v)). Since j#{i,0}, we can use rule SEXT
to obtain (vj)A’ = ((vj)A”) || i{v), giving us the result in (i).

The result in (ii), namely K | O> (vj)A” LR (vj)B”, follows by eq. (H.10) and rule scp1.

The result in (iii), namely (vj)B’ = (vj)B"”, follows by eq. (H.11) and rule sCtxS. O

We can now prove that communication actions are deterministic, Proposition 11.8 restated below.

Proposition H.15 (Communication Determinacy). For all systems K | O>A and internal communication
com(i,v) com(i,v)

actions com(i,v), if K| ObpA——> A’ and K| ObA———> A” then A’=A"".

com(i,v) com(i,v)

Proof. Suppose K| O» A ——— B and K| O>» A —— B’. We need to show B=B’. By Lemma 15 and

com(i,v) .
K| O» A—— B, we know there exist some actor system C such that

A=C|i(w) and K|O>CE5C' and B=C'

Similarly, by Lemma 15 and K | O»A omtin), B’, we know there exist some actor system D such that

A=D|i() and K|O>DX%D' and B =D’

Since A=C||i{v) and A=D || i{v), we also know that C||i(v) =D || i(v). By case analysis, this could have
only been derived using rule sCTxP, which gives us C = D. Thus, by rule sTrR~N and K | O>D 2, D', we
know K | O>Cl?—u>D’ as well. Using the facts that K| O>Cl?—v>D’ and K | O>Cl?—v> C’ and Proposition 11.6,

we obtain C’ = D’. Since B=C’ and B’ = D’, using transitivity/symmetry, we can conclude B=B’. [
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I General Results

In this section, we state a few general results.
2b
Lemma 1. IfK»P Q then a € fIn(P).

b
Proof. Straightforward by rule induction on K»P <0, Q. O

com(a,b

Lemma 2. If K»P —)> QthenabeK.

Proof. Straightforward by rule induction. O
Lemma 3. If K»P £, Q then fIn(Q) C fIn(P) U {b}.

Proof. Straightforward by rule induction. (]
Lemma 4. IfK>P a—Tb> Q then 3P’ € Prc such that P = (vb)P’.

b
Proof. The proof proceeds by induction on K> P -1, Q.

b b
« Case pScry, ie, K> (vc)P L (ve)Q because K,c» P L and cflalh. By the IH, we know 3P’ such
that P=(vb)P’. Using rules sCTXTS and sSwp, we obtain (vc)P = (ve)(vb)P’ = (vb)(vc)P’ as required.

alb !
« Case POPN, i.e., K> (vb)P—T——> Q because K,bl>P—a'—b—> Q. Our result, (vb)P=(vb)P, follows immediately.

b b
o Case PPAR, ie, Ko P, || P, L Q. || P, because K» P, L Q,. By the IH, we know 3P/ such that
P, = (vb)P]. Since we are working up to a-equivalence, we can assume that b is different from every
free name, ie., bl fn(P,). Using rule sExT, we conclude P, || P, = ((vb)P)) || P, = (vb) (P! || P,).

b b
« Case PSTR, i.e, K»P —al—> Q because P = P"” and Q= Q' and K»P” —al—> Q’. By the IH, we obtain
P” = (vb)P’ for some P’. Our result, P = (vb)P’, follows by transitivity and symmetry.

This concludes our proof. O
Lemma 5. IfK,c>Pl> Q and cff fn(P) then K»P N Q.
Proof. By rule induction on K,c>P 2, Q. O

Lemma 6. Suppose clf fn(P). If K»P LR Q where b # ¢ then cff fn(Q).

Proof. Straightforward by rule induction. ]

166
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Inversion Lemmas

We also prove several results that provide additional insights into the structure and behaviour of systems

from Figure 12.1.
Lemma 7. If P=P, || P, then either of the following statements must hold:

(i) P=P,and P,=0,0r P=P, and P, =0;

(i) P,=(vd,)P, || (vd,)P;’ and P, = (vdy)P; || (vd,)P} and P=(vd,d,,dy,d,)(Q, || Q,) and Q, =P, || P,
and Q, =P/’ || P.

Proof. By rule induction on P =P, || P,. We omit the proof as it is quite long and tedious. O

b
Lemma 8 (Input Inversion). If P=P, || P, and K»P o0, Q, then one of the following holds:

?b

() K»P, P/ and Q= P/ | P,
a?b

(ii) KoP, =25 P and Q=P, || P!

%
Proof. Suppose that P=P, || P, and K»P 20, Q. The proof proceeds by rule induction on the latter.

. Case PIN, i.e., P=a?x.P’ and Q=P’[b/x]. Since P=P, || P,, then by Lemma 7, we must either have P=P,
and P,=0, or P=P, and P,=0. In the first case, the statement in (i) is satisfied since P’[0/x] =P’[?/x] ]| 0.
Otherwise, the statement in (ii) is satisfied since P’[?/x] = 0 || P’[b/x].

+ Case PPAR, i.e, P=P, || P, and Q=Q, || P, because K> P, o, Q,. By Lemma 7 and P=P, || P,, we must
have P, =P/ || P} and P, =P, || P; and P, =P} || P, and P, =P}’ || P,’. Using the facts that P, =P] || P,
and K»P, v, Q; and the IH, we know that

either K» P} , Q/and Q,=Q; || P,

?b
orKl>Pz'a—>Q; and Q, =P} || O,

Applying rule PPAR on the transitions and rule sCTxP on the equivalences above, these respectively

give us that
either K> P, || P/ <225 Q[ || P/ and Q, [| P, = (Q, | P}) || P,
or Ko P, | PY <5 0 || P} and Q, [| P, = (P11 Q) || P,
Using P, =P/’ || P;/, P,=P, || P, P,=P, || P,’, Q=Q, || P, and rules for =, we obtain that
either K> P, 25 0/ || P’ and Q= (O} | P") || P,
or K>P, 2> 0! || P/ and Q= P, || (0} | PL')

which resp. correspond to the statements in (i) and (ii).

« Case pScry, i.e., P=(vc)P’ and Q = (vc)Q’ because K,c»> P’ e, Q’ and cf{a,b}. By Lemma 7, there

are two subcases to consider:
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b b
— When P=P, and P,=0 : since K>PL>Q where P=(vc)P’ and Q=(vc)Q’, we have that K»P, LQ.
By rule sN1L, we also know Q=Q || 0=0Q || P,, satisfying the statement in (i).

— When P, = (vd,)P! || (vd,)P!” and P, = (vd,)P, || (vd,)P. such that

P=(vd,dy,dy,d,) (Py || P,)
where P,=P/ || P, and P, =P || P,/ and (Zﬁjj forall i #j

Since P = (vc)P’, then c € o_l; for some i € {1,2,3,4}. Suppose i =1; other cases follow with similar

reasoning. Letting js = 071 \ {c}, we have

P, = (vedy)P, || (vd,)P’
= (vc)((VJS)Pl' [| (VJZ)PIH) since we can assume cﬁJZ
= (vc)P, where P,=(vd,)P! || (vd,)P" (L1)

From the assumption P =P, || P, and (I.1), we also know that

P=((ve)Fs) || P,
= (ve)(Ps || P,) since we can assume cff fn(P;") U fn(P,)

Since P = (vc)P’, by case analysis, we know P = (vc)(P; || P,) could have only been derived using
%
rule sCtxS, meaning P’ =P, || P,. By P’ = P; || P, and K,c»>P’ 0, Q’ and the IH, we obtain that

?b
either K,c»> P, a0, P;and Q"=P;| P, (L2)
?b
or K,c>P, b, P and Q'=P; || P, (L3)

If (I.2) holds, applying rules sScp1 and sCTxS gives us that
K> (ve)Ps o, (ve)P} and (ve)Q' = (ve) (P, || P,)

Since cff fn(P,), then (vc) (P, || P,) = (ve) P, || P,. Using (1.1) and rule sTRN, we conclude
KoP, 25 (v, and  (ve)Q' = ((ve)P) || P,

which corresponds to the required result in (i).

If (1.3) holds, using Lemma 5 and the fact that cff fn(P,), we obtain K»P, —a?—b—>P2' . Also, by rule sCxTS
and (ve)Q’ = ((vo)P;) || P,, we get (ve)Q’ = (ve)(Ps || P;). By Lemma 6 and the fact that ct{a,b},
then aff fn(P}), which implies (vc)(Ps || P;) = (ve)Ps || P, as well. By (L1), we thus have that

b
K>P2L>P2’ and (ve)Q'=P | P,

which corresponds to the required result in (ii).

« Case sTRN, proof is straightforward.

This completes our proof. O

1b
Lemma 9 (Output Inversion). If P=P, || P, and K»P SN Q then one of the following statements hold:
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b

(i) K»P,~5 P/ and Q=P! || P,
b

(ii) K»P, 25 P, and Q=P, || P,

Proof. The proof is similar to that for Lemma 8. t

Corollary I.10 (Output Inversion). If K»P || a!b.0 N Q|| a!b.0 then K»P N Q.

Proof. Follows from Lemma 9. O

Lemma 11 (Scoping Inversion). If P=(vc)P’ and K»P-L Q and cfifn(n) then Q= (vc)Q’ and K,c>P’ LQ’.

Proof. Proof is straightforward by rule induction on K»P N Q. O

Lemma 12 assumes a function s : PRc +— N that returns the number of scoped names in P. E.g.
s((vb)alb.0) =1 whereas s(a!b.0) =o.

Lemma 12. If P=Q then s(P)=s(Q).

Proof. Straightforward by induction on P = Q. O
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J.1 Asynchrony Results

In this section, we give the missing proof from Sections 13.1 and 13.1.1. We start by proving a number of
general results. Concretely, Lemma 1 describes the structure of systems capable of performing an output

action of the form a'b.

1b - - S
Lemma1 IfK»P-— Q then there exists d C CHaNS and P,,P, € Prc such that df{{a,b} and P= (vd) (P, ||
a'b.P,) and Q= (vcj) (P || P,).
b
Proof. The proof is by rule induction on K»P <8, Q.
1b
« Case pOUT, i.e, K>alb.P’ L) P’. Result is immediate.

« Case pScpy, i.e, K> (vc)P’ a8, (ve)Q’ because K,c»>P’ o, Q’ and cf{a,b}. By the IH, we obtain that
P'= (vc?) (P, || a!b.P,) and Q' = (vc?)(P1 || P,) for some d C CHANs and P,,P, € Prc. By rule sCTxS,

(vo)P' = (ve) (vd) (P, | alb.P,) and  (ve)Q' = (ve) (vd) (P, || Py)

Letting €= du {c}, our result follows, i.e., (vc)P’ = (vé)(P, || alb.P,) and (vc)Q’ = (vé)(P, || P,).

b b =
o Case PPAR, ie, K>P, || P, 2, Q.|| P, because K»P, 2, Q. By the IH, we obtain P, = (vd) (P} || a{b)P)’)
and Q, = (vc?) (P} || P’) for some d C CHANs and P!,P!” € Prc. Applying rule sCTxP, we get

P, (| P,= ((vd)(P! | @b.P/)) | P, and Q| P.=((vd)(P! [ P)) | P,

Since we are working up to the a-renaming of bound names, we can assume df fn(P,). Thus, using

rules SCoM,sEXT,sAss, we obtain
P || P,=(vd)((P/ || P,) || atb.P") and Q.|| P,=(vd)((P||P,) || P’)
Our result follows by letting P, =P/ || P,.

« Case sTrn, i.e, K»P o, Q because P=P”, Q=Q’ and K»P” b, Q’. By the IH, we obtain P” =
(VJ) (P,||a'b.P,) and Q' = (VJ) (P,||P,). By transitivity/symmetry of =, we conclude P= (VJ) (P,||a!b.P,)
and Q= (vd) (P || P,). O

Similarly, Lemma 2 describes the structure of systems capable of scope extruding channel name b via

the action aTb.

b - - -
Lemma 2. If K»P L Q then there exists d C Cuans and P,,P, € Prc such that dfa, b € d and
P=(vd)(P, || a!b.P,) and Q = (vd)(P, || P,).

170
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Proof. Similar to that for Lemma 1. O

Using these results, we are now in a position to prove the main result of this section, namely Theo-

rem 13.5 from Section 13.1, restated below.

Theorem J.3 (Output Determinacy). A fully asynchronous system K& P is deterministic w.r.t. any

output action alb.

b b
Proof. Suppose K» P has asynchronous outputs on channel name a and K»P a0, Qand K»P a2, Q.
Let K’ = aft(K,alb). We have to show K’ EQ~Q".

By Lemma 1, we know there exist channel lists CZE C CuaNs and processes P,,P,,P;, P, € Prc such that

P=(vd)(P,|ab.P,) and Q= (vd)(P,||P,) (.1)
P=(vé)(Py | alb.Py) and Q'=((veé)(py|lP,) (J.2)

where d f{a,b} and €4 {a,b}. By transitivity/symmetry of =, we obtain that
(vd)(P, || alb.P,) = (vé)(P, || a'b.P,)
Letd = e\ dand & = c?\ ¢. By Lemma 12, we must have that P, = (va_f’)Pl’ and P, = (vé¢’)P,, which implies
(vd)(((vd")P)) || alb.P,) = (vé)(((v&")P}) || alb.P,)

Since we are working up to the @-renaming of bound names, we can assume that J’ﬂ fn(alb.P,) and

¢’#fn(ab.P,). By rules sExT,sCtxS,sCom,sCTxP, and transitivity of =, we obtain that
AP, 1l ab.P,) = (v (P; | atb.P,) (:3)
where f =dud' =2ue. Only rule sCtxS could have been used, which means
P/ |l ab.P,=P; | ab.P, (J.4)
Using similar reasoning, we also know that
Q=PI and Q"= (PP ()

The statement in eq. (J.4) gives us a number of sub-cases, but their corresponding proofs are long and

tedious. We focus on the main ones:

+ When a!b.P, =alb.P, and P| = P;, by the statement in eq. (].5) and the structural equivalence rules in
Definition 12.5, we obtain that Q = Q. Our result, aft(K,alb) = Q ~ Q’, follows by Theorem 12.11.

« When P/ =R|| R’ and P; =R|| a!b.P, and a!b.P, = R, we know that
P/||P,=(R[IR)||P,=(R] ab.P,) ||P, and P;||P,=(R|ab.P,)]| P,
Using rule sCtxS, we obtain that

AP N P)= (Rl ab.P) [[P) and (vf)(P] [ Py)=(vf)((R]lab.P,) || P,)
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By the structural equivalence rules pPScr1,PPARL,PPARR,POUT, we also know that
, = 1b =
K'> (v (Rl alb.Py) || P,) = (vf)((RIIP,) IP,) and
, > b =
K'>(vf) (Rl alb.P,) | P,) = (v)((R]I P,) || P,)

By the assumption that K » P persistently outputs asynchronously and Definition 13.4, we obtain that

K'E (Rl ab.P)IP.) ~ (vf)((RIIP)IP.) |ab.  and
K'E (AR ab.P,) I P,) ~ (v (R P) I P,) || atb.

By the transitivity and symmetry of =, we obtain
K’ E ()R] abP) || P) ~ vf) (Rl atb.P,) || P,)

Since Q = (vf)((R | alb.P,) || P,) and Q' = (V]?)((R || alb.P,) || P,), our result K’ = Q ~ Q’ follows using

Theorem 12.11 and transitivity/symmetry. ]

J.2 Single Receiver Results

In this section, we give the missing proofs in Sections 13.2 and 13.2.1. Before embarking on this endeavour,
we establish a few key technical results. Concretely, since from here onward we assume that processes
do not contain any output prefixing, i.e., asy(P), Lemma 4 provides further insight into the structure of

systems capable of performing output actions.
b
Lemma 4. If asy(P) and K»P b, Q then there exists P’ € Prc such that P=P’ || a!b.0 and Q= P’.

Proof. Suppose K » P o, Q. By Lemma 1, we know there exist d C Cuans and P, P, € Prc such
that df {a,b} and P = (vd)(P, || a!b.P,) and Q = (vd)(P, || P,). But by the assumption that asy(P) and
Proposition 13.10, we also know asy((vo?) (P, || @'b.P,)), which implies P, =0. Using the fact that Jﬁ {a,b}
and rules sCtxS,sNiL,sExT,sCoM, we obtain P = ((VE)Pl) || a!b.0 and Q = (vc?)Pl. Our result follows by
letting P’ = (vd)P,. O

b
Corollary J.5. If asy(P) and K»P =, Q then there exists P’ € Prc such that P=P’ || alb.0 and Q=P’".

Lemma 6. If K»P has single receivers on a and P = Q then K»Q has single receivers on a.

Proof. Suppose K» P has single receivers on a and P = Q. Suppose also Q = (V(j)(Q1 || Q,) where cilia and
K»>Q, &, Q;. We must show that K»Q, iﬁ By transitivity, we know P = (V(;')(Q1 || Q,), and by the

?
assumption that K» P has single receivers on a, we immediately obtain that K»Q, 4f—> as required. OJ

Lemma 7. If K> (vb)P has single receivers on channel a then K» P has single receivers on channel a.

- ?
Proof. Assume K> (vb)P has single receivers on a. Assume also that P = (vd)(P, || P,) and K> P, BAEN Q..
? -
We need to show K»P, 1F> Applying rule sCtxS from Definition 12.5 on P = (vd) (P, || P,), we obtain
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that (vb)P= (vb)(vd)(P || P,), ie., (vb)P (vé)(P, || P,) where e=b, d By the assumptlon that K> (vb)P

has single receivers on a and K> P, -, Q,, we immediately conclude K»>P, % as required. O
Lemma 8. If K»P || Q has single receivers on a then K»P and K»Q have single receivers on a.

Proof. Assume K> P || Q has single receivers on a. Since P || Q = P, it suffices to show that K> P has single
- ? ?

receivers on a. Assume that P = (vd)(P, || P,) and K»P, BN Q,. We show K»P, %@

By P= (VJ) (P, || P,) and rule sCTxP, we know P || Q = ((vc_[) (P, || P,)) || Q. Since we are working up to

a-equivalence, we can assume d # fn(Q). Repeatedly applying rule SExT, followed by rule sAss, we get

(vd) (P, 1 P))1Q = (vd)((P, [ P,) 1 Q) = (vd)(P, || (P, ]| Q))

By transitivity, this implies P|| Q= (vc?) (P, || (P,]||Q)). By the assumption that K»P || Q has single receivers
? ? ?
onaand K»P, L>, we deduce K»P, || Q @L) We can thus conclude K> P, %Q, as required. Otherwise,
? ?
if K» P, —=> P; for some P}, then by rule PPARL, we obtain K»P, || Q EiEN P; || Q, a contradiction. [

Proving Input Determinacy

We are now in a position to prove Proposition 13.19 from Section 13.2. Its proof relies on Lemma 9 below.

Lemma 9 (Input Determinacy). Suppose system K> P has single receivers on channel name a. If P = P’
% %
and K»P 22, Q and K» P’ 2, Q' thenQ=0Q’.

?b ?b
Proof. Suppose K> P has single receivers on channel a. Suppose also that K l>Pa—>Q and K >P’a—>Q’

where P = P’. The proof proceeds by induction on the first move.

« Case PIN, i.e, P=a?x.P” and Q = P’[Y/x]. Since P = P’ where P = a?x.P”’, we must have that P’ = P.
a?b
Thus, by Corollary H.8 and K>P’L>Q’, we obtain that O’ = P’[b/x].

b
« Case pScry, i.e, P=(vc)P” and Q= (vc)Q” because K,c»>P”’ b, Q’ and cf{{a,b}. By the assumptions
?b ?b
that P= P’ and K» P’ =5 Q’ and Lemma 11, we obtain that K,c>P” SN Q" and Q' = (vc)Q"” for

’””. By the assumption that K»P = K» (vc)P’ has single receivers on a and Lemma 7, we also

some Q
know K= P’ has single receivers on a, which implies K,c> P’ has single receivers on a. We can thus

use the IH and obtain that Q = Q”. Our result, (vc)Q = (ve)Q”, follows by rule sCtxS.

?b
« Case PPAR, i.e, P=P, || P, and Q=Q, || P, because K» P, BN Q;. From the assumption that K»P, || P,
D)
has single receivers on a, by Definition 13.14, we also know K» P, %& By Lemma 8 and the second
?b
move K» P’ =5 Q’ where P =P’ and P=P, || P,, we obtain that

either K P, 0, Q/and Q'=Q!|| P, (J.6)
or K»P, = Q, and Q' =P, | Q, ()

However, the move in (J.7) contradicts the fact that K»P, % which implies that (J.6) must hold.
Thus by the IH, we obtain Q, = Q;. Our result, Q = Q’, follows by rule sCtxP.

?b 2
. Case PSTR, i.e, K»P— Q because P=P”, Q=Q" and K»P” 2 Q”. From the assumption that P=P’
2b ?b
and transitivity/symmetry, we also know P’’ = P’. By this, moves K> P”’ = Q" and K»P’ = Q’,
and the IH, we obtain Q" = Q’. Our result, Q = Q’, follows from the fact that Q = Q" and transitivity.
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Theorem J.10 (Input Determinacy). If a system K» P has single receivers on channel name a, then K» P

is deterministic w.r.t. all input actions a?b.

Proof. Follows by Lemma 9 since P=P. (]

Proving Communication Determinacy

The proof for Theorem 13.22 relies on Lemma 11, which describes the structure of a system capable of

performing some internal communication, described by the action com(a,b).

com(a,b)

Lemma 11. If Ko P —— Q then

(i) P=P’| a'b.o;
(i) K»P’ o, Q’ for some Q’;
(i) Q=0

,b
Proof. Assume K»P M) Q. We proceed by rule induction, outlining only the main cases.

« Case PComM, ie, P=P, || P, and Q=0Q, || O, because K> P, e, Q,and K»P, LR 0,.
By Lemma 4, we know P, = P/ || a!b.0 and Q, = P;. By rules sCTxP,sAss,sCom and transitivity, this
implies P, || P, = (P || P,) || a!b.0, giving us (i).
Applying rule PPAR on K»P, a0, Q, gives us that K» P, || P/ a0, Q. || P,. Since P} || P,=P, || P and
P! || Q. =Q, || P/ by rule sCom, the required result in (ii) follows by rule pSTR.
The result in (iii), namely Q, || Q, = P} || Q,, follows from Q, = P/ and rule sCTxP.

com(a,b)

« Case PPAR, i.e, P=P, || P, and Q=Q, || P, because K> P, —— Q,. By the IH, we obtain that

P,=P/| ab.0 (J.8)
K»P, 5 Q] (.9)
0.=0; (J.10)

The result in (i), namely P, | P, = (P} || P,) || a!b.0, follows by (J.8), the structural equivalence rules
sCtxP, sAss, sCom and transitivity.

The result in (ii), namely K> P} || P, %, Q1! || P,, follows by (J.9) and rule PPAR.

The result in (iii), namely Q, || P, = Q! || P,, follows from (J.10) and rule sCTxP.

com(a,b)
—_—

« Case pScr1, P = (vc)P’ and Q = (vc)Q’ because K,c»> P’
fn(com(a,b)) ={a,b}. By the IH, we obtain

Q’ and cff fn(com(a,b)) where

P'=P" | ab.0 (J.11)
K,coP” a, Q" (J.12)

Q=" (J.13)
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Applying rule sCTxS on (J.11), we get (ve)P’ = (vc)(P” || a!b.0). Since cf{a,b}, we can use rule SEXT
to obtain (vc)P’' = ((vc)P”) || alb.0, giving us the result in (i).

The result in (i), namely K> (vc)P” 0, (ve)Q”, follows by (J.12) and rule pScpi.

The result in (iii), namely (vc)Q’ = (ve)Q”, follows by (J.13) and rule sCTxS.

« Case PSTR, the proof is straightforward.

This completes our proof. U

We are now in a position to prove that communication actions lead to structurally equivalent actor

systems, as stated in Theorem 13.22.

Theorem J.12 (Internal Communication Determinacy). If K> P has single receivers on channel name a,

then K> P is deterministic w.r.t. all internal communication actions com(a,b).
com(a,b) com(a,b)

Proof. Suppose K» P —— Q and K» P ——— Q’. We need to show Q = Q’. By Lemma 11 and

com(a,b) .
K»P —— Q, we know that there exist some process R such that

P=R| ab.0 and KoREL R and Q=R

b .
Similarly, by Lemma 11 and K> P comiah), Q’, we know that there exist some process S such that

?b
P=S|lab.0 and K»SZ5Ss and Q=S

From P=R|| a!b.0 and P =S || a!b.0, we know R || a!b.0 =S || a!b.0. From here, we can show that R=S.
Thus, by rule PSTR and K>S L%) S’, we know K»R ib> S’ as well. Since K » P has single receivers on a
and P=S || a!b.0, by Lemmas 6 and 8, we know K>S also has single receivers on a. Thus, by K>R o, S’
and K>R Bl R’ and Theorem 13.20, we obtain R’ =5’. Since Q=R’ and Q' =S’, we can conclude Q=Q’,

as required. O

Syntactic Conditions

In this section, we give the proofs for Propositions 13.28, 13.29 and 13.35. We start with Proposition 13.28

whose proof relies on Lemma 13 below.

Lemma 13. If X ¢ fV(R) and Y ¢ fV(Q) then P[Q/X][R/Y].

Proof. Straightforward by induction on the structure of P. O
Proposition J.13. If dr(P["ecX.P/X],a,V & {X}) then dr(P[recX.P/X],a,V).

Proof. Assume dr(P[ecX.-P/X],a,V U{X}). The proof is by rule induction on dr(P[recX.P/X],a,V U{X}).

We only give the proof for the main cases:

« Case sRecy, ie., dr(recY.Q,a,V U {X}) because Y € VU {X} and dr(Q,a,V U {X}). Since we know
recY.Q = P[recX.P/x], we also know that P =recY.P’ for some P’ and Q = P’[recX.P/X]. Thus, we
deduce dr(P’[recX.P/X],a,V U{X}). By the IH, we obtain dr(P’["¢cX.P/X],a,V). By the assumption
that all binders are different, we have that X # Y, which implies X € V. We can thus apply rule sRec1
and obtain dr(recY.P’[recX.P/X],a,V), i.e., dr(recY.Q,a,V) as required.
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« Case sREcz, i.e, dr(recY.Q,a,VU{X}) because Y ¢ VU{X} and dr(Q[recY.Q/Y],a,V U {X,Y}). Thus
X #Y. Also, since recY.Q = P[recX.P/x], we know P =recY.P’ for some P’ and Q = P’[recX.P/x],
where X ¢ fV(recY.Q) and Y ¢ fV(recX.P). By Lemma 13, this implies

Q[recY.Q/Y] =p’[recX.P/x][recY.Q/y] = P’[recY.Q/y][recX.P/X]
Thus, we have dr(P’[recY.Q/y][recX.P/X],a,V U{X,Y}). By the IH, we deduce
dr(P’[rec Y.Q/Y] [recX.P/X]’a,V u{Y}

which implies dr(P’[recX.P/x]|[recY.Q/y],a,V U {Y}) Applying rule sREc2, we can conclude that
dr(recY.P’[recX.P/X],a,V), i.e., dr(recY.Q,a,V) as required.

The proof for the remaining cases is straightforward. ]

The proof for Proposition 13.29 relies on Lemma 14 below, stating that if a process has disjoint receivers

on a given channel name, then this property holds for all structurally equivalent processes.
Lemma 14. If P=Q and dr(P,a) then dr(Q,a).

Proof. Straightforward by rule induction on P = Q. O

Proposition J.14. For any valid interface K C CHANs, if dr(P,a) then K> P has single receivers on a.

Proof. Suppose dr(P,a) and P = (1/(7)(Q1 || Q) and Jha and K»Q, N Q;. By Lemma 1, we deduce
a€ fIn(Q,). By Lemma 14, we also know dr((vd)(Q; || Q,),a). If d=0 then (vd)(Q, || 0,) = O || Q, which
implies dr(Q, || Q,,a). Otherwise, if d#0 then by case analysis, we know dr((vci) (0111 Q2),a) could have

only been derived using rule sScp a number of times, giving us dr(Q, || Q,,a).

In both cases, we have that dr(Q, || Q,,a). By case analysis, this could have only been derived using rule
SPAR, giving us a ¢ fIn(Q,) N fIn(Q,). Since we already know a € fIn(Q,), then we must have a ¢ fIn(Q,).
By the contrapositive of Lemma 1, we can thus conclude that K»Q, %?Q g

The proof for Proposition 13.35 relies on a number of additional results, namely Lemmas 15 to 19.
?2b
Lemma 15. If loc(P) and K»>P — Q then fIn(Q) C fin(P).

?b
Proof. Straightforward by rule induction on K> P <0, Q. (]

Lemma 16. If loc(P,V) then loc(P[/x],V).

Proof. Straightforward by induction on the structure of P. We outline the main case:

« Case P=u?v.P’. Since loc(P,V) then loc(P’,V U {v}) and u ¢ V. By the assumption that all processes
are closed, then u must be a channel, i.e., u € CHANs. As a result, we know P[?/x] = u?v.(P’[Y/x]).
By the IH, we obtain loc(P’[?/x],V U{v}). By definition of loc(~), this implies loc(u?v.P’[b/x],V), i.e.,
loc(P[b/x],V) as required.
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The proof for the other cases follows with similar, but more straightforward, reasoning. O

Lemma 17. If loc(P,V UV’) then loc(P,V).

Proof. Straightforward by induction on the structure of P. (]
Lemma 18. If dr(P,a) and loc(P,V) then dr(P[b/x],a).

Proof. Straightforward by structural induction on P. (]

We prove Proposition 13.35 in two parts: we first show that the locality constraint is preserved by all
system transitions, Lemma 19, and then we show the disjoint receivers constraint is preserved by all

system transitions, given that the initial process is local, Lemma zo0.
Lemma 19 (Locality Preservation). If loc(P) and K>P N Q then loc(Q).

Proof. Straightforward by rule induction on K»P N Q. We outline the main case:

« Case pln, ie, K»a?x.P’ LR P’[b/x]. Since loc(a?x.P’,V), we also know loc(P’,VU{x}) and a¢ V. By
Lemma 16, we obtain loc(P’[b/x],V U{x}). Our result, loc(P’[b/x],V), follows by Lemma 17.

The proof for the remaining cases follow with similar but more straightforward reasoning. (]

Lemma 20 (Disjoint Receivers Preservation). Suppose loc(P) and dr(P,a). If K> P N Q then dr(Q,a).

Proof. By rule induction on K»P KN Q. Recall that dr(P,a) denotes dr(P,a,0); in what follows, we use
the two interchangeably. Assume that loc(P). By Lemma 19, we also know loc(Q). We outline the main

cases of our proof:

« Case PIN, ie, K> b?x.P KN P[b/x] where Q = P[b/x]. Since dr(b?x.P,a) then dr(P,a). Our result,
dr(P[b/x],a), follows by Lemma 18 and the fact that loc(Q).

« Case PREC, i.e, K>recX.P N P[recX.P/x]. Assume dr(recX.P,a), i.e., dr(recX.P,a,0). Since X ¢ 0,
then this could have only been derived using rule sREc2. Thus we know dr(P[ecX.P/x],a,{X}). Our
result, dr(P[recX.P/x],a,0), follows by Proposition 13.28.

« Case pScpy, ie, K> (vb)P N (vb)Q where K,b>P N Q and b#n. Since dr((vb)P,a) and loc((vD)P),
then dr(P,a) and a # b and loc(P). By the IH, dr(P,a). Our result, dr((vb)P), follows by rule sScp.

ncom

« Case PNComwm, ie, K>P || Q —— (ve) (P’ || Q') because K> P b—TC> P’ and K»Q L, Q’. We show
dr((ve)(P' ]| Q"),a).
From loc(P || Q), we know loc(P) and loc(Q). Also, since dr(P || Q,a) could have only been derived

using rule sPAR, we know a ¢ fIn(P) N fIn(Q) and dr(P,a) and dr(Q,a). By the IH, we obtain dr(P’,a)
and dr(Q’,a).

blc
From K»>P —T—> P’ and Lemma 4, we know P = (vc)P” for some P/, which by Lemma 14 and dr(P,a),

implies dr((vc)P”,a). This could have only been derived using rule sScp, giving us a # c.

b b?
From K> P —lc—> P’ and Lemma 15, we know fIn(P’) C fIn(P) U{c}. Similarly, from K»Q e, Q’
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and Lemma 3, we know fIn(Q’) C fIn(Q). Thus, since a # ¢ and a ¢ fIn(P) N fIn(Q), we deduce that

a¢ (fIn(P)U{c}) Nfin(Q) 2 fIn(P") N fIn(Q’), which implies a ¢ fIn(P") N fIn(Q"). Applying rule sPAR,
we obtain dr(P’ || Q’,a). Since a # ¢, we can then apply rule sScp to conclude dr((ve)(P’ || Q’),a).

We omit the proofs for the remaining cases as they follow with similar reasoning. O

Proposition J.20 (Preservation). Suppose loc(P) and dr(P,a). If K»P N Q then loc(Q) and dr(Q,a).

Proof. Follows from Lemmas 19 and 20. O

J.3 Receptiveness Results

In this section, we give the missing proofs in Sections 13.3 and 13.3.1. Before embarking on this endeavour,
we establish a few key technical results. We start by defining the function ext(—) which, given an action,

returns the set of scope extruded names.

Definition J.21 (Scope Extruded Names). The function ext : AcT — CHANS is defined as follows:

b} ifn=alb
eXt(K,ry)dzef (b} ify=al

0 otherwise | |

Lemma 22 below states that whenever K> P does not scope extrude channel name ¢, adding that channel

name to K does not affecting the transitions that the system can perform.
Lemma 22. IfK»>P Q where cffext(n) then KU {c}>P N 0.

Proof. The proof proceeds by rule induction on K» P SR Q. We only outline the cases for rules pScp1

and PNComMmM:

ncom

« Case PNcomwm, ie, K> P, || P, — (vb)(Q, || Q,) because K> P, a—Tb> Q, and K»P, 2, Q,. By
Kv>P 2, Q, and Lemma 4, we know P, = (vb)P/ for some P/. But since we are working up to
a-equivalence, we can assume b # ¢, which implies cf#falb. Thus, by K» P, ﬂ Q, and the IH, we
obtain KU {c}» P, iT—b—> Q,. Similarly, by K»P, LR Q, and c#a?b (from definition) and the IH, we get

ncom

KU{c}»P, =2 Q,. Our result, KU {c}»P, || P, 222 (vb) (0, || Q,), follows by rule PNcomm.

« Case pScry, ie., K> (vb)P’ N (vb)Q’ because K,b> P’ N Q’ and b#in. By the assumption that cf#n
and the IH, we obtain (K,b) U{c}>P’ N Q’. Since we are working up to a-equivalence, we can also
assume b # ¢, which implies (K,b) U{c} = (KU{c}),b. Applying rule pScp1 on (KU{c}),b>P’ KN 0,
we conclude KU {c}» (vb)P’ N (vb)Q’ as required.

The proof for the remaining cases follows with similar reasoning. O

We also give a number of bisimilarity results. We start with Lemma 23, stating z-transitions preserve

bisimulation equivalence.

Lemma 23 (r-Inertness). If K»P= Q then K|=P~ Q.
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Proof. The proof is analogous to that for [83, Proposition 6.8]. O
Lemmas 24 and 25 respectively state that parallel composition and scoping preserve bisimilarity.

Lemma 24. f KEP~P' thenKEP| Q=~P | Q. |

Lemma 25. If K,c P~ Q then K |= (ve)P =~ (ve)Q. |
Lemma 26 states that extending the interface does not effect the bisimilarity of two systems.
Lemma 26. For any ¢ € CHANS, if K =P~ Q then K,c =P~ Q.

Proof. The proof is straightforward by definition. Intuitively, it holds because since we are working
up to a-equivalence, we could simply rename the bound names if channel name c in already bound in

either process P or process Q. (]

Lemma 27 states that removing parallel output messages from bisimilar systems also preserves their

bisimilarity.
Lemma 27. IfK|=P || ab.0~ Q| a'b.0 then K EP~Q.

Proof. Let R be the relation defined as follows:

R={(K>P,K>Q) | K EP|abo~Qlabo}
To show R is a bisimilarity, pick a pair (K> P, K»Q) € R and assume K»P 2, K’> P’ for some n € Act.
We show there exists a process Q’ such that K»>Q LK'> Q' and (K'>P’,K'>Q") e R.
Applying rule pPAR on K»P R K’»>P’, we obtain K»P || alb.0 LK P || a!b.0. By definition of R, we
also know that K =P || alb.0 ~ Q || a!b.0. By the definition of ~, there exists a process R such that

KsQllah.0=K'>R and K’k P'||ab.0~R (J.14)

b
By rules POUT, PPAR and PSTR, we also know K’» P’ || alb.0 7, P’. But since K’ E P’ || ab.0~R,
1b
there must exist a process S such that K’>R = S where K’ =P’ =~ S. By Corollary ].5, we also know

R=Q’| alb.o for some Q’, which by rule pPSTr implies that
K»>Q| ab.0= K'>Q’ || ath.0

Using Corollary I.10, we obtain the required move, namely K»>Q L K> Q.

By R=Q’|| a!b.0 and Theorem 12.11, we also know K’ | R~ Q’ || a!b.0. Together with the statement in
eq. (J.14) and symmetry/transitivity, this gives us that K’ |= P’ || alb.0 ~ Q’ || a!b.0. By definition of R, we
can thus conclude that (K’>P’, K’>Q’) € R as required. O
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Proving Confluence w.r.t. Input Actions

Equipped with these results, we can now prove Theorem 13.46 from Section 13.3, restated below.

Theorem J.28 (Input Confluence). If a system K» P is strongly receptive on channel a, then that system

is confluent w.r.t. input actions a?b and a?c where b #c.

?b
Proof. Suppose K» P is strongly receptive on channel name a. Suppose also that K> P 5K ’>Q and
Ko P25 K0 R where b+#c. We have to complete the following diagram, where K'=KU{b}, K" =KU{b}
and K" =KU{b,c}, the solid lines indicate the move that are given and the dotted lines are those that

are required:

a’c

K»>P K”>R
ii
a? va?h
]
, a’c M
K'bQ=========c==ccc-cccccoaaoob Ko SxK">T

Assume that P = (VJ)P’ and P’ # (VJ)P" and Jﬁa. Since P is strongly receptive on a, then we know that

both K’>Q and K" » R contain sub-processes that are bisimilar to the initial process P’, that is:
Q=(vd)(Q:11Q,) and K'.dEQ,~P’ (J.15)
R=(vd)(R||R,) and K”.d ER~P (J.16)

a?b = =2
Applying rule PSTR on the transition K >PL>K ’>Q and the equivalences P=(vd)P’ and Q=(vd)(Q,||Q.),
- a?b -
we obtain the transition K> (vd)P’ b, K’'>(vd)(Q, || Q,). Since we are working up to a-equivalence,

- - ?2b -
we can assume bfid. We can therefore repeatedly apply Lemma 11 and get K,d»> P’ <0, K’,d»>Q, || Q..

Using Lemma 22, we can extend the interface of this transition by channel name ¢, which gives us

a:s

- b -
K”,d>P’ L) K',d>Q, || Q,. By the equivalence in eq. (J.16) and the definition of ~, we obtain
> ?b - >
K”,d»R, — K", d»R] where K" dER ~Q,| Q, (J.17)
- ?2b -
Repeatedly applying rules PPAR and PScp1, we obtain K> (vd) (R, || R,) =% K> (vd)(R!||R,). The first

?b =,
required move, namely K"'>R =% K> (vd)(R] || R,), follows by the structural equivalence statement

in eq. (J.16) and rule pSTR.
Using similar reasoning, we can show that there exist a weak transition

K'>Q=% K> (vd)(Q11Q,)  where  K”.dEQ~R,|R, (7.18)
which gives us the second required move.

There only remains to show that K"’ |= (VJ)(Q; | Q,) = (VJ) (R! || R,).

From the bisimilarity statements in eqs. (J.15) to (J.18) and Lemma 24, we know that
K"d E Q/Q~ (RIIR) Q. = (P'IIR) 1 Q,
K"d E R/|IR, » (Q:1Q:) IR, = (P"[|Q,) IR,

By symmetry/transitivity, we get K”’,JI: Q!|| Q. ~R!||R,. Our result, K" = (vc?) (Q!1Q.) =~ (vcj) (R/||R,),
then follows by repeatedly applying Lemma 25. (]

Q

Q
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Proving Confluence w.r.t. Input Actions

The proof for Theorem 13.47 from Section 13.3 relies on a number of additional results.

a?b com(a,b)
Lemma 29. If KeP== Q and b€ K then K»>P || a!b.0 ——— Q.
b %b
Proof. Assume K> P — Q, which can be expanded as K»P= K»>P’ L) K»>P"”= K»>Q. Note that, since
beK, then aft(K,a?b) =K. Repeatedly applying rules PPAR on K>P=> P’ gives us K»P || alb.0= P’ || a!b.0.
b ?b
By rule pOuT, we also know K> alb.0 L 0. Using rules pSTR and pComm and K » P’ 27, P and

b . com(a,b) .
K»>alh.0 —> 0 we thus obtain the move K» P’ || alb.0 —— P"" || 0. Since P’ || 0 = P”’, by rule PSTR,
com(a,b)

this implies K» P’ || alb.0 ———— P”’. Therefore, we have that

com(a,b)

KvP|ab.0 = K>P'||alb.0 ———> K>P”" = Q

com(a,b)
which implies that K» P || a!lb.0 ——= Q as required. O
Lemma 30 describes the structure of a system capable of performing two different internal communication

actions, described by the actions com(a,b) and com(a,c) with b # c.

com(a,b) com(a,c)

Lemma 30. If KbP——— P’ and K> P ——— P’ where b # ¢, then 3Q,Q’,Q” € Prc such that

(i) P=Q]| ab.0|| alc.0;
b ?
(i) K»Q o, Q’and K>Q e, Q" for some processes Q" and Q”’;

(iii) P’=Q’ || alc.0 and P =Q" | a'b.0.

Proof. Follows as a corollary from Lemma 11 from Appendix J.2. O
We are now in a position to prove Theorem 13.47, restated below.

Theorem J.31 (Communication Confluence). If a system K» P is strongly receptive on channel a, then

that system is confluent w.r.t. communication actions com(a,b) and com(a,c) where b #c.

b
Proof. Suppose K»P is strongly receptive on channel name a. Suppose also that K» P M K»>P’

com(a,c)

and K> P ——— K»>P” where b # c. We have to complete the following diagram, where the solid lines

indicate the moves that are given and the dotted lines are those that are required.

com(a,c)
K»P K»>P”
)
]
com(a,b) ' com(a,b)
]
com(a,c) v
KoP/ ==============z=2==========3 KrQxKr(Q’
By Lemma 30, we know there exists processes R,R’,R”" such that
P=R| ab.0] alc.0 (J.19)
a?b , , a’c ’ ’
KrQ— K'»R' and K»Q —> K"'»>R (J.20)

P'=R’||alc.oand P”"=R" || a'b.0 (J.21)
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?b
Applying rule pPAR on the transitions in eq. (J.20) gives us K>R || a!b.0 || alc.0 LR || alb.0 || alc.0 and
?
K>R|| a'b.0 || alc.0 L5 R || a!b.0 || alc.0. By rule pSTR and the structural equivalence in eq. (J.19), we

thus obtain the following moves:

?b
K»PZ5K'5R || alb.o || alc.0

?
K»PZ5 KR || alb.0 || alc.0

But by Lemma 2, we also know a,b,c € K, which means that K =K’ = K"". Therefore, by the assumption

that K» P is strongly confluent on a and Theorem 13.46, we know there exist processes S,S’ such that

a’c
K»P K»>Q, | ab.0|| alc.0
a?b a?’b
a’c
K»>Q, | ab.0|| alc.0 KrS~K»S’

?b
By Lemma 8 and the transition K»>R’ || a!b.0 || alc. == K»S from the diagram above, we know there
a’c
exists some process Q such that K» "= K»>Q and S=Q || a!b.0|| alc.0. Using Lemma 29, this also gives

com(a,c)
us K> R’ || alc.0 =——= K» Q. By the structural equivalence in J.21 and rule sTRN, we obtain the first

. com(a,c)
required move, namely K» P’ ———= K» Q.

a’c
Using similar reasoning for the transition K»>R" || a!b.0 || alc.0 = K>S’ in the diagram above, we can
. . com(a,b)
obtain the second required move, K» P =——= K»>Q'.

There only remains to show that K»Q =~ K>(Q’. This follows by Lemma 27 and K>S ~ K>S’ from the
diagram above where S=Q || a!b.0 || alc.0 and S’ =Q’ || a!b.0 || alc.0. O

Syntactic Conditions

In this section, we give the proofs for Propositions 13.52, 13.56 and 13.59. We start with Proposition 13.52,

whose proof relies on Lemma 32 below.
Lemma 32. If K»P 2, P’ then K»P[9Q/X] i>P’[Q/X].
Proof. The proof is straightforward by induction on the derivation of K»P Lp. (]

Proposition J.32. For any valid interface K C CHANS, if a € iac(P) then K> P is receptive on a.

Proof. Assume that a is an input active channel of P, i.e., a € iac(P). The proof is by induction on the

structure of P. We outline the main cases:

« When P=0?x.Q, by the assumption that a € iac(P), we must have b =a. Our result follows by rule pINn

b?
since b?x.Q L, Q[¢/x] for any c € CHANS.

« When P=blc.Q, then by our assumption that asy(P), we have Q=0. Since a¢ iac(0), then a¢iac(alc.0),

giving us a contradiction. Thus this case cannot arise.
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« When P=P, || P,, then either a€ P, or a € P,. Wlo.g., suppose the former. By the IH, we obtain that
K»P is receptlve ona,ie, KprP,= - o, Q, for some Q,. Repeatedly applying rule PPARL, we obtain

K»P || P,=> - -, Q. || P,, meaning that K»P, || P, is receptive on a.

2
« When P=recX.Q, then a € iac(Q). By the IH, we get that K>Q is receptive on q, i.e, K> Q= - BN Q’
for some Q’. But by rule PREC, we also know K> recX.Q — Q[recX.Q/x]. Using Lemma 32 and
> 2
K Q= - BN Q’, we obtain Q[recX.Q/X]= - BN Q’[recX.Q/x]. Our result follows.

« When P = (ifa=athen P’ else P”’), then a € iac(P’). By the IH, we obtain that K» P’ is receptive on

channel name a.

The remaining cases follow with similar reasoning. (|

The proof for Proposition 13.56 relies on a number of additional results. We start with Lemma 33 below,
stating that if a process is input-replicated on a given channel name, then this property holds for all

structurally equivalent processes.
Lemma 33. If P=Q and r(P,a) then r(Q,a).

Proof. Straightforward by rule induction on P = Q. (]

Lemma 34. If r(P,a) and r(Q,a) then r(P[9Q/X]).

Proof. Straightforward by rule induction on r(P,a). O
Lemma 35 asserts that the judgement r(—) is closed under all z-transitions.

Lemma 35. If r(P,a) and K> P 5 Q then r(Q,a).

Proof. Assume r(P,a) and K»P N Q. The proof proceeds by rule induction on r(P,a).

« Rules ROuUT, RIN1, RIN2 could not have been used since K»P N Q.

« Case RScp, i.e., r((vc)P’,a) because a#c and r(P’,a). By Lemma 11 and the move (vc)P’ ;Q, we know
that there exists a process P’ such that Q= (vc)P”” and K,c> P’ Sp. Using r(P’,a) and K,c>P’ =p”
and the IH, we obtain r(P”,a). Since a# c, applying rule rRScp gives us r((vc)P”,a). Our result, namely
r(Q,a), follows by the fact that Q = (v¢)P” and Lemma 33.

« Case RRECY, i.e, r(recX.P’,a) because P’ =a?x.(P” || X) where X ¢ fV(P”") and r(P",a). Since the move
recX.P’ Q could have only been deriving using PREc, we know Q = P’[recX.P’/x]. Thus we have
P/[recX.P'/x] = (a?x.(P” [| X)) [recX-F'/x]
=a?x.(P" || X([recX-F’/X])) since X ¢ fV(P")
=a?x.(P" || recX.P’)
=a?x.(P" || a?x.P"”") since P’ = a?x.(P" || X)

Applying rule rIN1, we conclude r(a?x.(P” || a?x.P”"),a), i.e., r(Q,a).
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« Case RREC2, i.e., r(recX.P’,a) because P’ #a?x.P"" and r(P’,a). Since the move recX.P’ LQ could have
only been deriving using PREc, we know Q = P’ [recX.P’/x]. Our result, r(P’[recX.P’/x],a), follows
by Lemma 34 and the facts that r(P’,a) and r(recX.P’,a).

The remaining cases follow with similar but more straightforward reasoning. O

Lemma 36 states that after inputting on channel name a, a process P satisfying the judgement r(P,a)

evolves into a process that contains a sub-process bisimilar to P.

Lemma 36. Suppose that P# (vc)P’ for all P’ e Prc. If r(P,a) and K»P o, Q, then there exist processes
0.,Q, such that 0 =Q, || O, and aft(K,a?b) EQ, ~ P.

a?b
Proof. Suppose that r(P,a) and K»P 0, Q where K’ =aft(K,a?b). The proof proceeds by rule induction

on the latter.

?b
« Case rIN, ie, Kra?x.P’ o0, Q where Q = P’[b/x]. By case analysis, r(a?x.P’,a) could have only been

derived by rule rIN1, which implies that P’ = P”" || *a?x.P” and r(P”,a). We thus have
Q=P'[b/x] = (P" || *a?x.P”)[b/x] =P" [b/x] || *a?x.P”’ since x ¢ fu(*a?x.P") (J.22)

In what follows, we show that K’ |=*a?x.P”’ ~ a?x.P, which gives us the required result.
Since *a?x.P” =recX.a?x.(P” || X), by rule PREc, we know that K’» «a?x.P” N a?x.(P" || ®*a?x.P").
But by Lemma 23, we also know K’ |= %a?x.P” ~ a?x.(P" || *a?x.P""). Since P’ = P”" || *a?x.P”, this

means that K’ | *a?x.P"" ~ a?x.P’ as required.

o Case PPAR, ie, Ko P, || P, 0, P! || P, because K> P, o, P/. Since r(P, || P,,a) could have only
been derived by rule RPAR, we know r(P,,a). By the IH, we obtain that there exist Q,,Q, such that
P/ =0Q, || Q, and K’ |5 Q, ~ P, where K’ =aft(K,a?b). Applying rule sCTxP to P/ = Q, || Q,, we obtain
P/ || P,=(Q, || O,) || P, which by rules sAss, sCom give us that P, || P, = (Q, || P,) || Q.. Also, using the
bisimilarity K’ = Q, P, and Lemma 24, we obtain K’ = Q, || P, = P, || P,.

We have thus show that for P=P, || P, and Q = P/ || P,, we have that Q = (Q, || P,) || Q. such that
K’ EQ, || P, = P as required.

« Case PSTR, the proof is straightforward.

We note that rule pScr1 could not have been used because of the assumption P # (vc)P’ for all P’. [
Based on these results, we are now in a position to prove Proposition 13.56, restated below.

Proposition J.36. For any valid interface K C CHANS, if a€ iac(P) and r(P,a) then system K»P is strongly

receptive on channel name a.

Proof. Suppose that a € iac(P) and r(P,a). According to Definition 13.42, we need to show:

(i) System K»P is receptive on a.
(if) Suppose P= (VE)P’ such that P’ # (vc)P” for all P”” € Prc. If K> P’ = K’'>Q ﬂQ’ where K’:K,(j
then 3Q,,Q, € Prc such that Q" =Q, || Q, and aft(K’,a?b) EQ, ~ P’.
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The result in (i) follows immediately by a € iac(P) and Proposition 13.52.

To show (ii), suppose that P = (VJ)P’ such that P” # (vc)P"” for all processes P” € Prc. Suppose also that
K'»P'=K'>Q —a?—b—>K”>Q’

where K’ =K,d and K" = aft(K’,a?b). From Lemma 33 and the assumptions that r(P,a) and P = (VJ)P’,

we also know r((vc?),a). By case analysis, this could have only been derived using rule rRScp |c7 | times,

which gives us that r(P’,a) as well. Together with Lemma 35 and the weak transition K'>P’ = K’»>Q,
this implies that r(Q,a). Using Lemma 23, we also know K’ | P’ ~ Q which by Lemma 26 implies that

K" EP'~Q (J-23)
?b

By Lemma 36 and (Q,a) and K'»>Q BN K'"">Q’, we obtain that there exists processes Q,,Q, such that
Ql =0,[1Q. and K" FO~0Q (J.24)

Using symmetry/transitivity and the bisimilarities in egs. (J.23) and (J.24), we conclude K" EQ, = P’. [
We prove Proposition 13.59 in three parts. Concretely, we first show that the locality constraint is
preserved by all transitions; we already proved this in Lemma 19. Second, Lemma 38 shows that given a
local process, the input-replication constraint is preserved by all transitions. Finally, Lemma 39 shows

that given a local, input-replicated process on a given channel name, all reachable systems are also

input-active on that channel. We start by proving Lemma 38, which relies on Lemma 37 below.
Lemma 37. If loc(P,V) and r(P,a) then r(P[?/x],a).

Proof. The proof is straightforward by rule induction on r(P,a). O
Lemma 38 (Input-Replication Preservation). If loc(P) and r(P,a) and K»P N Q then r(P,a).

Proof. The proof is by rule induction on r(P,a). We only outline the main cases:

« Rule rIN, ie., r(a?x.P’,a) because P’ = P” || *a?x.P”" and r(P”,a). Assume K> a?x.P’ N Q. From
this, we can show that we must have 1 = a?b for some b and Q = P’ [b/x]; we omit the proof as it is
quite straightforward. By the assumption that loc(P), we also know loc(P’,{x}). Using Lemma 37 and
r(P’,a), we obtain r(P’[?/x],a). Applying rule RREC1 on r(P’,a), we also know r(*a?x.P’"). Applying
rule RPAR, we obtain r(P”[0/x] || *a?x.P”,a). Our result, /(Q,a), follows by Lemma 33 and the fact
that Q = P'[b/x] =P”'[b/x] || *a?x.P".

The proofs for cases RREc1, RREC2 and RScP are similar to those for Lemma 35. The remaining cases are

straightforward. (]

Lemma 39 (Input-Active Preservation). If loc(P) and r(P,a) and a€ iac(P) and K»P N Q then a€iac(Q).

Proof. The proof is straightforward by rule induction on r(P,a). O

Proposition J.39 (Preservation).  Suppose that a € iac(P) and r(P,a) and loc(P). If K» P N Q then
a € iac(P) and r(Q,a) and loc(Q).

Proof. Follows from Lemmas 19, 38 and 39. U
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Acronyms

RECHML Hennessy-Milner Logic with Recursion.
sHML Safety fragment of RecHML.
sHML"Y sHML extended with disjunctions.

sHML,,

DET

sHML extended with disjunctions, as long as they are prefixed with deterministic actions.

CCS Calculus of Communicating Systems.

CTL Computation Tree Logic.
EVM Erlang Virtual Machine.
ILTS Instrumentable Labelled Transition System.

LTL Linear Temporal Logic.

LTS Labelled Transition System.
RV Runtime Verification.

SUS System Under Scrutiny.
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Notation Index

Chapter 2

o,¥,...€ RECHML rReEcCHML formula

n,¢,...e AcT
a,p,... € EACT
p.q.... €PrC
t,u,... € Trc
[-1

Part |
m,n... € MON
H,H',...eHsT
rej(H,m)
rej(p.m)
suffix(H,n)
=y
)
Fo
cC
«=»

External action or silent 7 action
External action

Systems

Trace consisting of external actions
Denotational semantic formula

Equivalence relation

Monitor

History

Monitor m rejects history H

Monitor m rejects system p

Function returning the continuation of all traces in H prefixed with 7
Monitor 7-equivalence relation

Function mapping formulae to monitors

Violation Relation

Language Inclusion

Reverse synthesises mapping monitors to formulae
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Acronyms - 197

Part II

n,&...€ Act  External action, internal action, or silent 7 action
A,...€ TAcT Traceable action, i.e., external or internal action
Y0,... € EAcT Internal action

DET Determinacy predicate

t,u,...€ TrC Trace consisting of external and internal actions
rej,. (H,f,m) Monitor m rejects history H with flag f

rej,. (H,m) Monitor m rejects history H with flag true

rejy,,. (p,m) Monitor m rejects system p
Npgr (=) Monitor normalisation function
Part III

A,B,...€ ACTR Actor system
e,d... e Exp Actor expression
i,j,h...€PID Actor names
a,b,...€ CHANs Channel names

a,b,...€ ATom Atoms

u,0,... € VAL Values

aft(-) Interface and Observer Evolution

fIn(-) Function returning free input channel names

(=) Function returning free channel names

(=) Function returning free variables

V(=) Function returning free recursion variables
Part IV

P,P,...ePrc  Processes in the r-calculus
X Weak bisimilarity
KEP=~Q Shorthand for K»P ~ K>Q



Formulae, Monitors and Systems Index

Throughout Parts I to III, we often refer to the following formulae, monitors and systems.

Formulae

def

“ [s]Ff A [a] fF A [c]

[c]ff)

"= [r]ffv [c]ff
02 = [r1([s]ffv [alff)
([r s1Ev [alff)) A ([c] ([r]fFA [s]6FA [a]ff A [c]fF))

P4 ‘*é maxX.([r][s]X A ([c]ffV [a]ff))
@5 £ maxX.[r ][s](maxX[ 1[s ]X/\[a]X/\tt) [a]X A ([a]ffV
05 = [r]([s]ffV [alff) v [a] ff

¢y = [r1([sIfFV [alff) A [s]fF
08 “:fm xX.([alffV ([c]ff A [r][s]X))
0y = [rIffV [r][s]ff

10 £ maxX.([r][s]X A [a]X A ([a]ffV [c]ff))
Monitors

m, = recX.(r.s.X® (a.no®c.no))

def

m, £ recX.(r.s.X®a.X® (a.no®c.no))
def

m, = r.s.a.no

def
m, = r.(s.no®a.no)

Systems

P = recX.(r.s.X+ (a.X+c.0))

D2 = recX. (r.s.X+(8.a.X+6,.c.0))

D5 = r.(s.04a.0)+r.s5.0
def

Py =

def

ps =

r.s.0+r.a.0

r.(s.0+a.0)+r.(s.0+a.0+a.0)
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ms = 5.no®a.no®c.no
me = r.s.(recX.r.s.X ®a.X ®end)

def

m, = recX.(a.no@® (r.s.X ®c.no))

De = 6,.r.5.0+6,.r.a.0
yZ = y.r.s.0+y.r.a.0
Ds = r.(6,.5.0+5,.a.0)
Do = r.(y.5.0+y.a.0)
Pio = y.ps+y.0
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