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Abstract

Smart contract security audits are essential for trust in decentralized
finance (DeFi), yet audit reports from different firms vary widely in
scope definition, severity labels, fix verification, and report struc-
ture. These differences make it hard for developers, users, and other
stakeholders to assess risk. In this paper, we address these issues
by empirically analyzing 160 audit reports from 26 leading audit-
ing firms to uncover patterns and gaps in current practices. Using
qualitative content analysis, we extract a taxonomy of 19 common
properties that audit reports include (or omit). We then apply For-
mal Concept Analysis (FCA) to identify five distinct “report style
families” used by auditors, and perform a temporal trend analysis
to see if the industry is converging on certain best practices. Finally,
we synthesize a feature model that specifies a minimal defensible
baseline for audit reports, distinguishing mandatory sections from
optional extensions to support traceability and consistent interpre-
tation across reports. This model enables reproducible comparisons
across auditors, strengthens accountability for scope definition
and fix verification, and provides an evidence base to improve the
quality and uniformity of smart contract audit reporting.
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1 Introduction

Decentralised finance (DeFi) projects have suffered numerous smart
contract vulnerabilities and high-profile exploits, resulting in major
financial losses [2, 4, 15]. In the first quarter of 2025 alone, pub-
lic incident trackers reported losses exceeding $1.63 billion across
hacks and scams, most of which involved smart contract exploits!.
In response, the community has developed many automated analy-
sis tools for smart contract security, ranging from static analyzers
to symbolic execution and formal verification platforms [6, 8, 18].
However, these tools have significant limitations. Their outputs are
inconsistent and often include many false positives, and their cov-
erage is incomplete [6, 15, 18]. Because of these gaps, manual code
audits by specialised security firms have become widely expected
before deploying high-value smart contracts [2, 4]. Today, major
DeFi projects often commission one or more independent audits as
part of their launch and listing processes?.

An audit process involves expert auditors manually inspecting the
contract code, often with tool support, to identify bugs or security
flaws. The outcome is an audit report that describes the code’s secu-
rity posture, discovered issues, and recommended fixes. In principle,
a thorough audit and clear report should increase transparency and
trust for developers, users, investors, exchanges, and insurers. In
practice, however, the quality and clarity of audit reporting vary
widely across the industry [2, 4].

Unlike traditional fields such as financial accounting and software
engineering, where audits and reviews follow defined standards
[12-14], there is no official standard for a smart contract security
audit and no shared baseline for audit reports. The term “audit” itself
has different meanings to different stakeholders [16]. Each auditing
firm tends to produce reports in its own style and terminology,
which means that two audits of the same code can yield divergent
findings and presentations. Important elements such as the exact
code version and components reviewed, the severity rubric used, the
methodology and tools employed, and whether fixes were verified
are communicated inconsistently from one report to another [2,
4]. This lack of uniformity leaves stakeholders unable to reliably
compare results or understand true risk, and it can give a false sense
of security when a project is labelled “audited.” Several high-profile
exploits have followed earlier audits. For example, Euler Finance

Immunefi, “Crypto Losses in Q1 2025, Mar. 2025: https://downloads.ctfassets.net/
t3wqy70tc3bv/kicQd50NecNKEQyA1QmpOB/b365451e130c1b1cOcbe55¢191a22d41/
Immunefi Crypto_Losses In Q1 2025.pdf.

2See, for example, OpenZeppelin’s readiness guidance: https://learn.openzeppelin.
com/security-audits/readiness-guide. Exchange due-diligence articles also emphasise
independent audits as standard practice.
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and KyberSwap were both exploited for tens of millions of dollars
after prior reviews”.

The absence of standards has led to calls for a “Minimum Viable Au-
dit” or similar baselines that define the minimum expected content
of a smart contract audit. Emerging efforts have offered a checklist
of security requirements* and community guides on audit prepara-
tion and scope’. Although these efforts help, they do not provide a
standardized report template.

To make progress in this direction, we first need a data-driven un-
derstanding of how audits are currently performed and documented.
In this paper, we take a foundational step by performing the first
systematic analysis of smart contract audit reports as a body of
knowledge. We curate a dataset of 160 publicly available audit
reports from 26 major auditing firms (spanning 2018-2025) and ex-
amine their contents in depth. Our goal is to empirically characterise
the state of practice and identify opportunities for improvement
and standardisation. We pose the following four Research Ques-
tions (RQs) to guide our study, each addressing a specific aspect of
audit reporting:

e RQ1: What properties do smart contract audit reports
present, and what knowledge do they communicate? We
aim to gain insights into what auditors convey to stakeholders
and identify the essential properties that appear consistently
across different firms. To achieve this, we analyse a stratified
sample of reports using qualitative content analysis, standard-
ising synonyms and section aliases, and compiling straightfor-
ward prevalence and co-occurrence statistics for each attribute.
The outcome is a comprehensive taxonomy and codebook of
standard properties, complete with an alias map and frequency
data that facilitate easier comparison of reports.

e RQ2: Do audit reports form recognisable families of struc-
ture? We seek to determine whether reports group into family
styles that represent various reporting philosophies. To achieve
this, we construct a presence-absence matrix based on the prop-
erties identified in RQ1 and apply Formal Concept Analysis to
generate concept lattices and implication rules, supplemented
by lightweight clustering when beneficial. The anticipated out-
come is a concise collection of report families characterised
by defining features and notable omissions, accompanied by
straightforward rules that facilitate the identification of each
family in practice.

e RQ3: Are reporting practices converging on key best prac-
tices over time? We aim to assess whether the industry is
trending towards standardised practices and to identify which
elements are still lacking. Our longitudinal analysis, spanning
from 2018 to 2025, monitors adoption rates of essential prac-
tices. We measure variations across firms and report on trends,

3Euler Finance: Chainalysis, “Euler Finance Flash Loan Attack Explained,” Mar. 15,
2023: https://www.chainalysis.com/blog/euler-finance-flash-loan-attack/. Euler later
coordinated recovery efforts [7]. KyberSwap Elastic: official post-mortem, Feb. 7, 2024,
reporting ~ $56M affected: https://blog.kyberswap.com/post-mortem-kyberswap-
elastic-exploit/. See also [25].

4OWASP SCSVS project: https://owasp.org/www-project-smart-contract-security-
verification-standard/.

SOpenZeppelin Audit Readiness Guide: https://learn.openzeppelin.com/security-
audits/readiness-guide.
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effect sizes, and whether each practice shows evidence of con-
vergence. This will enable stakeholders to easily determine
areas of progress and those where gaps remain.

e RQ4: How can a minimal baseline be formalised as a fea-
ture model? We aim to turn the evidence from RQ1-RQ3 into
an actionable reporting baseline. We synthesise the findings
into a structured feature model that separates mandatory base-
line elements from optional enhancements and captures con-
ditional features. We validate the model by mapping held-out
reports to its features and by checking internal consistency. The
outcome is a report-centric feature model—essentially a concise
checklist and template—that improves clarity, comparability,
and traceability across firms.

Our analysis shows that audit reports share a predictable core,
yet key properties remain inconsistent. Scope, severity definitions,
methodology, and verification of fixes are frequently incomplete,
and we observe only limited convergence over time with a few
clear exceptions. The main contributions of this paper are:

e We present a curated multi-firm dataset of smart contract au-
dit reports and a taxonomy of their sections and properties,
shedding light on current industry practice (RQ1).

e We empirically identify common structures and styles in these
reports, as well as significant inconsistencies across auditing
firms (RQ2).

e We evaluate how certain reporting practices have evolved over
the past several years (RQ3).

e We propose a data-informed baseline for audit report content
and format, expressed as a report-centric feature model, with
the goal of improving the consistency, traceability, and compa-
rability of future audit reports (RQ4).

The remainder of this paper is organized as follows. We motivate
the need for consistent audit reporting with concrete examples
in Section 2 and then describe our dataset and methods for RQ1-
RQ4 in Section 3, which sets up the empirical analyses. Results
appear in Section 4, where we present the taxonomy, report-style
families, temporal trends, and the baseline feature model. The dis-
cussion examines baseline conformance, alignment with industry
guidance, and variation in severity schemes in Section 5, providing
context for the implications. We evaluate taxonomy completeness
and soundness and test out-of-sample generalizability and baseline
compliance in Section 6, while Related Work positions our contri-
bution relative to prior studies and standards. Threats to validity
are summarized in Section 8, with attention to construct, internal,
external, and reliability considerations. We conclude in Section 9
with implications and directions for future work.

2 Observed Gaps in Current Reporting Practices

This section summarizes four recurring problems in current smart
contract audit reports. We cite representative cases to illustrate
their impact, focusing on systemic issues rather than individual
blame. These observations, echoed by industry debates about the
effectiveness of audits [26, 28], motivate our subsequent analysis
and support the need for reporting standards.
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Scope definition and coverage. Many audit reports do not clearly
define their scope. Critical details like exact code versions, reposi-
tory commits, and in-scope modules are often missing. As a result,
stakeholders cannot be sure what was actually reviewed, which can
create a false sense of completeness. Unexamined components may
contain vulnerabilities that compromise the entire project. Industry
guidance stresses the need to bind scope to specific files and commit
hashes [5]. For example, Team Finance lost about $14.5 M in 2022
because the vulnerable migration function was introduced after
the initial audit and was therefore never in scope for the auditor
[9, 32]. Likewise, the $12 M Cork Protocol hack in 2025 led to public
disputes over what code was “out of scope,” with leaked materials
showing missing commit hashes and boundaries in at least one
firm’s documentation [29, 30]. Such ambiguity allows auditors to
deflect responsibility and leaves protocol teams and users unsure
which parts of the system were actually vetted. On the other hand, a
clear scope helps auditors highlight what was in scope and protects
their reputation. When scope boundaries and commit identifiers
are not explicit, the audit’s value is undermined.

Severity definition and labeling. Severity labels for findings vary
widely between firms, and the criteria for each level are not aligned
[28]. The same flaw might be labeled “Low” by one team and “High”
by another, which complicates prioritization. Leading guidance
warns about “severity inflation” and emphasizes careful definitions
[5]. Real incidents show the danger. In the BetterBank case in 2025,
a serious vulnerability was misclassified as low severity and was
later exploited to drain roughly $5M [21]. In another case, the 2021
Uranium Finance exploit stemmed from an arithmetic bug that an
earlier audit initially labeled low severity. The team later recognized
it as critical, yet the live code remained vulnerable and an attacker
stole about $50 M [10]. Without common severity definitions and
a brief rationale for each finding, teams and users cannot reliably
estimate which issues are truly urgent.

Fix verification. Audit reports often capture a single point in time
and do not track whether identified issues were later fixed and veri-
fied. This creates an accountability gap between the report and the
deployed code. In Uranium’s case, developers recognized the bug
and coded a fix, but the unfixed version went live and was exploited
shortly before deployment of the patched release [10]. Similarly,
BetterBank’s auditors provided a patch, but it was not fully im-
plemented before launch [21]. Best practice is to document the
project team’s response to each finding and whether a fix was vali-
dated by the assessor [5]. Some firms conduct explicit “fix reviews”
and publish follow-up artifacts, for example Meson Protocol’s fix
review by Trail of Bits [19, 33]. Without such verification, stake-
holders lack evidence about which vulnerabilities remain live, and
audits become snapshots rather than part of a secure development
lifecycle.

Methodology and report structure. The depth and structure of audit
reports vary widely. Some provide an architecture overview, threat
assumptions, manual analysis steps, and tool outputs, while others
provide only a list of issues with little context. This inconsistency
makes it hard to judge quality or compare reports. A clear illus-
tration is the Beanstalk governance attack in 2022. Although the
protocol had been audited, the auditor later stated that the specific
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governance code exploited “was not audited before release” [11].
When reports are not tied to specific commits and do not clearly
state their limitations, even careful readers can misinterpret the
level of assurance. Inconsistent structures also make it easy to omit
important details, for example whether the code was unit tested or
formally verified.

Need for reporting standards. These gaps in scope clarity, severity
consistency, fix follow-up, and methodology reduce transparency
and trust in the audit process. Multiple audits are no guarantee of
safety [26]. In this paper we address these issues by proposing a
feature model for smart contract audit reports. The model captures
essential elements and common variations observed in current prac-
tice and provides a foundation for more consistent and complete
reporting. By formalizing the common elements of audit reports,
the feature model aims to guide auditors in producing outputs that
are easier to navigate and compare.

3 Methodology

In this section, we outline our research design and methods for
addressing the four research questions. We combined qualitative
content analysis with quantitative pattern mining and trend analy-
sis. First, we built a dataset of audit reports via stratified sampling
and coded their contents (RQ1). We then identified structural pat-
terns in report composition using Formal Concept Analysis (RQ2).
Then, we analyzed how key reporting practices have evolved over
time (RQ3). The following subsections detail our data collection and
the specific approach for each RQ. Figure 1 presents an overview
of our study methodology.

3.1 Data Collection and Sampling

Identifying audit providers. We first compiled an initial pool of audit
service providers from public directories. At the time of our study,
Etherscan’s Smart Contracts Audit & Security directory listed 92
firms® offering smart contract auditing services. Many of these
firms either publish no audit reports or only a few. To focus on
mature and transparent practices, we targeted the top quartile of
providers by report volume. In particular, 26 firms had published at
least 200 audit reports, putting them in roughly the 75th percentile
of output. We treated these 26 firms as our target population, as
they maintain substantial public archives and represent the most
established auditors.

Stratified sampling design. From each of the 26 firms, we sampled
approximately 5-6 reports, yielding a final dataset of 160 reports.
By allocating an equal number of reports per provider, we avoid
over-representing any single prolific firm. This stratified design
balances depth and breadth: with multiple reports from each au-
ditor, we capture within-firm patterns, and by sampling across 26
auditors, we capture cross-firm diversity. Within each firm’s set, we
further diversified the selections by year (spanning 2018-2025), plat-
form (e.g., Ethereum, Solana), and project domain (e.g., DeFi, NFTs,
infrastructure, etc.) to maximize coverage of different contexts, if
available.

6 https://etherscan.io/directory/Smart_Contracts/Smart_Contracts_Audit_And_
Security


https://etherscan.io/directory/Smart_Contracts/Smart_Contracts_Audit_And_Security
https://etherscan.io/directory/Smart_Contracts/Smart_Contracts_Audit_And_Security

MSR °26, April 13-14, 2026, Rio de Janeiro, Brazil

Etherscan
Providers Directory

Data Collection and Sampling

Select Auditing
firms

Audit Reports
Dataset

Audit Reports
Sampling

Ilham Qasse, Mohammad Hamdagqa, and Gisli Hjalmtysson

Identifying Common Report Properties (RQ1)

Open qualitative
coding
by two coders

Develop shared
codebook

Taxonomy
of report
properties

Normalize label
variants

r

Identifying Report Style Families (RQ2)

Binary matrix
from RQ1

Apply Formal
Concept Analysi
(FCA)

]

Audit
reports style
families

Extract
implication rules

Temporal Analysis of Practice Convergence (RQ3)

High-value
features from
RQ1 1axonomy

adoption

Analyze feature

-

Run bootstrapped

onvergence
/ adoption
patterns

regression

Baseline Feature Model Construction (RQ4)

Abstract
feature
model

Structure into

Legend

Classify Add implication " 8
i traint hierarchical
properties constraints feature model
D

Process

/ Result ;

Figure 1: Study methodology

3.2 Identifying Common Report Properties
(RQ1)

Qualitative Coding. To identify the major information properties
presented in audit reports, we conducted a qualitative content anal-
ysis of all 160 reports in our dataset. Two researchers first jointly
coded a pilot set of 10 reports to develop a shared codebook and
initial taxonomy of report content. Once they reached consistent
interpretations, the remaining reports were divided for indepen-
dent coding. For each audit firm, the reports were divided between
two coders to ensure that no single coder analyzed all reports from
any one provider, minimizing potential biases or blind spots re-
lated to a specific firm’s reporting style. Each coder extracted all
report section headings and used them (along with surrounding
text) as evidence to assign labels representing the content conveyed.
In essence, we treated each distinct major section or content ele-
ment as a candidate property of the report. The goal was to label
semantically distinct components of the reports based on their
function rather than their literal title. For example, sections titled
“Audit Summary” or “Executive Overview” would both be labeled
as an Executive Summary property if they served the same purpose.
Throughout this open-coding process, the coders met regularly to
compare findings, reconcile any discrepancies in labeling, refine the
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definitions of each category, and update the codebook accordingly.
We measured intercoder consistency on a subset of overlapping
reports. Treating the presence or absence of each property as a
binary variable, we computed agreement using Jaccard similarity.
The mean Jaccard index was 0.86, indicating a high level of agree-
ment on which properties were present in a given report. All coding
disagreements were discussed and resolved through consensus, and
any ambiguous cases led to further clarification in the codebook.
In addition to Jaccard, we computed Cohen’s k and Krippendorff’s a
(binary) on the overlap; coefficients and overlap details are provided
in the artifact.

Taxonomy Construction. Using the coded data, we iteratively con-
structed a unified taxonomy of report properties. We grouped syn-
onymous or closely related section labels based on their commu-
nicative purpose. For instance, labels like “Audit Summary” and
“Executive Overview” were merged into a single Executive Sum-
mary category. We maintained an alias map to normalize variant
terminology to a set of property names.

3.3 Identifying Report Style Families (RQ2)
To determine whether audit reports group into recognizable struc-
tural families, we analyzed the presence/absence patterns of the



Do We Agree on What an “Audit” Is? Toward Standardized Smart Contract Audit Reporting

extracted properties from RQ1. We constructed a binary matrix
with one row per report and one column per canonical property.
An entry is 1 if the report contains that property, or 0 if it does
not. We then applied Formal Concept Analysis (FCA) to this ma-
trix to uncover natural groupings of reports and properties. FCA
computes a lattice of formal concepts, where each concept consists
of an extent (a set of reports) and an intent (the set of properties
common to those reports). Intuitively, each concept represents a
cluster of reports that share a particular combination of properties.
By examining concepts with multiple reports, we can identify re-
curring combinations of report properties that may correspond to
meaningful report style families. In our analysis, we filtered out
trivial patterns to focus on salient ones. We ignored concepts that
only contained a single report (since those represent idiosyncratic
cases). We then extracted implication rules from the concept lattice
using the Duquenne-Guigues (DG) basis. These rules have the form
“if property X is present, then property Y is also present,” capturing
strong associations between report elements. We selected a minimal
set of high-confidence rules that summarize the most important co-
occurrence relationships among properties. Each rule was checked
for plausibility against domain knowledge. To avoid any single
firm dominating a pattern, we ensured that the key concepts and
rules we reported included reports from multiple auditors. We used
an open-source FCA implementation (version pinned in the artifact),
retained concepts with extent > 3 and intent > 3, and reported DG
rules with support > 0.15 and confidence > 0.90; highlighted patterns
include reports from multiple auditors. From the concept lattice and
rules, we identified a small number of candidate “report style fami-
lies” We focused on the concepts with high support (appearing in
many reports) and interpretable intents. For each main combination
of properties, we examined which known firms’ reports fell into
that group and how the combination reflected a particular report-
ing philosophy (e.g., a comprehensive style vs. a minimalist style).
The outcome of RQ2 is a characterization of a few distinct report
style families, each defined by a signature set of properties. These
families illustrate the major documentation philosophies employed
by auditors in the industry.

3.4 Temporal Analysis of Practice Convergence

(RQ3)

We next examined how key reporting practices have changed over
time to see if the industry is converging on certain best practices.
We selected a subset of high-value report properties that are most
directly tied to clarity, transparency, and assurance. These particular
elements are frequently emphasized in practitioner guidelines and
community discussions about audits. For each chosen property, we
tracked its adoption in our sample year by year from 2018 through
2025. Concretely, we calculated two metrics for each property in
each year: (1) the overall adoption rate, defined as the percentage
of all audit reports in that year that include the property; and (2)
the per-firm adoption rate, defined as the percentage of auditing
firms (each firm contributes at most one “yes” per year, to avoid
over-counting firms with many reports) that produced at least one
report containing the property in that year. To assess convergence,
we looked for trends in both metrics over the 2018-2025 period.
We interpret a feature as “converging” if its overall adoption is
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increasing while the variation across firms is decreasing. In practice,
if more and more reports include a given element and most firms
are adopting it, that suggests movement toward industry-wide
standardization. We quantified cross-firm variation (dispersion) in
two ways: by computing the standard deviation of the per-firm
adoption rates each year, and by measuring the gap between the
overall adoption and the fraction of firms adopting. Finally, we
tested whether observed trends were statistically significant. We
performed a bootstrapped linear regression for each property’s
adoption trajectory across the 8-year span. Using 10,000 bootstrap
resamples, we estimated confidence intervals for the slope of the
adoption rate over time. We considered a trend significant if the 95%
confidence interval of the slope did not include zero. For a property
to be deemed converging, we required that its overall adoption
slope is significantly positive (p < 0.05) and simultaneously its
dispersion (variation across firms) shows a significant downward
trend. To account for repeated measures within firms, we additionally
used a firm-level block bootstrap, and we control for multiple testing
across properties via Benjamini—Hochberg FDR.

3.5 Baseline Feature Model Construction (RQ4)

In RQ4, we translate our empirical insights into a prescriptive fea-
ture model that defines a minimal baseline for smart contract audit
reports. We treated each property identified in RQ1 as a candidate
feature in the model. We then refined the feature set by merging
or splitting certain items based on their frequency and distinctive-
ness. For example, if two properties always appeared together and
served a single purpose, we considered combining them; conversely,
if a property was very broad, we split it into sub-features for finer
granularity. We only retained optional sub-features that appeared
in multiple reports. Next, we classified features as mandatory vs.
optional based on the empirical prevalence and convergence results.
Roughly, properties observed in >90% of reports were designated
as mandatory baseline features, whereas those present in less than
50% of reports (or clearly not yet standard) were labeled optional
extensions. Additionally, we incorporated conditional relationships
using the implication rules derived in RQ2. We organized the feature
model hierarchically: an Audit Report is the root element, which is
composed of major feature groups. Each group contains specific fea-
tures or sub-features. We specified the model in a machine-readable
form and performed sanity checks: a satisfiability check to confirm
that there is at least one valid report configuration, and a soundness
check to verify that every actual report in our study can be mapped
to a valid combination of features in the model.

4 Results

We analyze audit reports from 26 providers spanning 2018-2025.
Solidity and EVM platforms dominate where metadata is disclosed.
All CSVs, scripts, and figures are in the project repository.”

4.1 RQ1: Common Audit Report Properties and
Prevalence

Through qualitative coding of 160 audit reports, we identified 19
canonical report properties. These represent the major section

7https://doi.org/10.5281/zenodo.17432036


https://doi.org/10.5281/zenodo.17432036

MSR °26, April 13-14, 2026, Rio de Janeiro, Brazil

Detailed Findings

Executive Summary

Recommendations / Remediation Guidance
Scope

Methodology / Procedure

Status of Findings / Verification

Tools & Automation

Limitations / Disclaimers / Non-Goals
Testing / Coverage Quality

Documentation Quality

System/Protocol Overview

Severity Model / Risk Classification
Findings Summary (Table)

Risk Taxonomy / Terminology & References
Threat / Trust Model

Privileged Roles & Centralisation Risks
Timeline / Engagement Details
Upgradeability / Governance Controls

Versioning & References

0 20

| |
40 60 80 100

Reports with feature (%)

Figure 2: Prevalence of the 19 properties. Bars show percent
of reports containing each property.

types that commonly appear in audit reports. Table 1 shows a
sample of these properties and what they include. The full list is in
the project repository. Figure 2 shows their prevalence.

Table 1: Sample properties used in our taxonomy.

Property Definition / What It Covers

Scope Lists in-scope contracts or components; optionally
mentions exclusions.

Methodology Describes techniques used (manual review,
fuzzing, static analysis, etc.).

Findings Issue descriptions with severity labels and contex-
tual info.

Recommendations Remediation advice for each issue or class of is-
sues.

Status of Findings  Indicates whether each finding was resolved, ac-
knowledged, or pending.

Lists tools used (e.g., Slither, Echidna, MythX) with
configurations.

Defines the severity scale used (e.g., what qualifies
as High vs. Medium).

Describes architecture or code layout to orient the

Tools & Automa-
tion
Severity Legend

System Overview

reader.
Threat/Trust States key assumptions or adversary capabilities.
Model
Versioning/ Links to repo and gives commit hash or tag for
References

reproducibility.

Takeaway (RQ1): Smart contract audit reports follow a consistent
template: they nearly all describe the findings, what was in scope,
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the audit method, and how to fix issues. However, many fail to
define severity criteria or specify the audited code version. These
omissions limit comparability and reproducibility.

4.2 RQ2: Report Style Families and
Co-Occurrence Patterns

Beyond individual properties, our analysis found that audit reports
cluster into a few style families based on which combinations
of properties they include. Using Formal Concept Analysis on the
presence/absence of the 19 properties, we identified overlapping
groupings of report style families. Before describing the families, Ta-
ble 2 shows a few representative co-occurrence rules (implications)
among sections.

Table 2: Representative co-occurrence implications.

If a report includes... It almost always
includes... (confi-

dence)

System Overview Methodology sec-
tion ( 96%)

Severity Legend (Criteria) Risk  Taxonomy

(93%)
Executive Summary Status of Findings
(91%)
Threat/Trust Model Privileged Roles
(90%)

These patterns suggest that documentation practices tend to appear
in bundles. For example, when assumptions are specified, privileged
roles are usually enumerated as well. Similarly, a report that de-
fines severity levels is likely to classify its findings under a formal
taxonomy.

We identified five style families satisfying three criteria: high sup-
port, strong implications, and domain plausibility. Table 3 summa-
rizes each family and its rationale.

Table 3: RQ2 style families: core sections and rationale.

Family Core sections Rationale

Engineering Meth- Methodology, Tools, Process transparency,

ods (~30%) Severity Legend aligns with engineering
best practice

Action and Reme- Findings, Recommenda- Clear focus on actionable

diation (~95%) tions remediation

Executive Level Executive Summary, Find- Summary for stakehold-

(~43%) ings Table, Scope ers, management read-
ability

Governance Fo- Privileged Roles, Upgrade- Emphasis on administra-

cused (~18%) ability notes tive or upgrade risk

Compliance (~22%) Risk Taxonomy, Dis- Formalism and dis-
claimers claimers, compliance
style

Summary (RQ2): Most audit reports share a remediation-first struc-
ture. Some also prioritize executive readability, technical method-
ology, compliance formalism, or governance assumptions. These
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families are not exclusive, but reflect distinct emphases. The stable
co-occurrence patterns help explain how sections group together
and informed the design of our baseline model in RQ4.

4.3 ROQ3: Temporal Trends in Reporting
Practices (2018-2025)

Having identified recurring elements and style families in audit
reports, we next examine how reporting practices have evolved
over time, specifically, whether the adoption of key properties is
becoming more consistent across firms. Over the 2018-2025 period,
we observed a clear trend toward more complete and standardized
reports. Our analysis tracked eight features: Executive Summaries,
Methodology, Tools, Status tracking, Disclaimers, Severity Legends,
Threat Models, and System Overviews. (We excluded Findings and
Recommendations since they appear in nearly all reports.)
Several practices grew significantly. For example, Methodology
sections appeared in just 40% of reports in 2018 but rose to 93.8% by
2025. Tools usage rose from 40% to 75%. Status tracking reached 81%
in 2025. Executive Summaries became nearly universal. Disclaimers
improved but remained under 50% of reports.

Some features improved only slightly: threat models rose from near
0 to 15-20%, and severity legends hovered around 25-30%. This
suggests ongoing gaps in risk transparency.

Adoption became more consistent across firms. In early years, some
firms included certain sections consistently while others did not.
By 2025, nearly all firms in our dataset had adopted the major
features in at least one report. Figure 3 shows report- and firm-level
adoption.

Summary (RQ3): Smart contract audit reports have become more
thorough and uniform. Most now include methodology, tools, issue
status, and executive summaries. Although risk transparency (e.g.,
threat models, rating definitions) remains inconsistent, the field is
converging toward a stable reporting baseline.

4.4 ROQA4: Baseline Feature Model for Audit
Reports

Based on our findings, we propose a risk-based baseline model for
audit reports. Elements are marked Mandatory [M], Optional [O],
Strongly Recommended [O+], or Conditionally Mandatory [M*].
A section is [M] if its absence harms clarity, reproducibility, or
stakeholder trust. Optional elements are helpful but not critical.

I. Scope & Context
I.1. Scope definition [M]: What was audited and what was
excluded.

I.2. System overview [O]: Optional description of architecture
or design.

L.3. Threat/trust model [M]: Key assumptions, adversary capa-
bilities.

I.4. Privileged roles [O]: Admins, upgraders, multisigs, if ap-
plicable.

II. Methodology & Tooling
II.1. Methodology [M]: How the audit was conducted.

II.2. Tooling details [M]: Tools and configs used.
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Figure 3: Adoption trends for key report features (2018-2025).

II.3. Formal methods [O]: Optional details on model/specs used.

ITI. Findings & Risk Communication
IIL.1. Detailed findings [M]: Narrative description of each issue.

IIL.2. Severity ratings & criteria [M]: What qualifies as Critical,
High, etc.

II1.3. Remediation recommendations [M]: Suggested fix per is-
sue.

IIL.4. Status of findings [M]: Fixed / acknowledged / open.
IIL5. Risk taxonomy [O]: Classification by issue type.
III.6. Summary of findings [O]: High-level overview table.

IV. Traceability & Reproducibility
IV.1. Code reference [M]: Repo + commit or tag.

IV.2. Deployment details [M*]: On-chain addresses, compiler.

IV.3. Reproduction guidance [M*]: PoC or steps for High/Critical
issues.
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IV.4. Code locations [O]: File/line references for findings.

IV.5. Audit timeline and dates [M]: Audit window + report ver-
sion.

IV.6. Machine-readable annex [O+]: JSON or similar schema.

Summary (RQ4): The model codifies a practical reporting baseline.
It covers scope, audit method, findings, severity criteria, and trace-
ability. Some currently rare but important features (e.g., version
hashes, rating definitions) are promoted to mandatory status to
improve reproducibility and comparability.

5 Discussion

This section evaluates how current smart contract audit reports
align with our baseline model, compares that model with industry
best practices, and examines variation in severity schemes. We then
propose a short rubric to improve consistency and discuss how
report style influences the clarity of severity communication.

5.1 Conformance to the Baseline Feature Model
(RQ4)
To assess consistency in audit reporting, we compared 160 audit
reports from 26 firms against the baseline feature model proposed
in RQ4. The baseline defines mandatory and optional components
intended to improve transparency, traceability, and actionable value.
We recorded the presence or absence of each of the model’s 15 core
features for every report, using the manually tagged dataset from
RQ2 aligned to the RQ4 taxonomy.
Overall, conformance was low. Only one report (0.6%) included all
ten mandatory features. Major technical sections were common:
Detailed Findings appeared in 100% of reports, Scope in 90%, and
Methodology in 84%. Important process elements were often miss-
ing. Only 26% of reports defined Severity, and just 0.6% provided
Versioning or Traceability. Limitations/Disclaimers appeared in 53%
of reports and Verification Status per issue in 72%.
Some optional features were widely adopted. An Executive Sum-
mary appeared in 94% of reports, which suggests de facto stan-
dardization. Domain context features were rare. Only about 9% of
reports included a Threat Model or listed Privileged Roles. On aver-
age, a report contained four of the seven mandatory features. There
is significant room to align practice with the proposed baseline.

5.2 Comparison with Industry Best Practices

The baseline aligns with widely accepted guidance for security
assessment reporting. Elements such as Scope, Methodology, and
Remediation Guidance are consistent with OWASP [23], NIST [20],
and published report templates [31]. The model adds value by mak-
ing risk communication and traceability explicit. Clear Severity
Legends and explicit Versioning are recommended in professional
guides, yet adoption is uneven. Including these features improves
stakeholder understanding and supports reproducibility.

The baseline also captures domain-specific expectations for blockchain

audits, for example Trust Assumptions and Upgradeability Risks.
These sections are not always necessary but they reflect emerging
best practices for system-level context. In summary, the baseline
consolidates essential and advanced features from general cyberse-
curity guidance and domain-specific auditing experience. Broader
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adoption would improve consistency and interpretability across
the industry.

5.3 Variations in Severity Level Definitions
Across Firms

Firms do not use a uniform severity scale or terminology. Most use
tiers such as Low, Medium, and High, often extended with Critical
and Informational. Some add labels for non-security items like Gas
Optimization or Best Practice. As a result, a finding labeled “Low”
in one report can match “Minor” in another. Comparisons across
firms are difficult.

A few firms use atypical schemes. Trail of Bits® uses eight custom
categories that emphasize design strength rather than only exploit
risk. Hacken’ employs a quantitative formula that mixes factors
such as likelihood, impact, complexity, and exploitability. Many
other firms keep qualitative labels without publishing definitions.
In those cases, terms like “High” or “Medium” lack context for the
reader.

Some firms anchor their ratings in established models. ChainSecu-
rity'® and SolidProof!! use a CVSS v3 style scoring approach that
maps numeric scores to Low through Critical. PeckShield!? follows
an OWASP-like idea where risk combines impact and likelihood.
These standards make the meaning of each level clearer. Many other
firms do not cite a model and rely on expert judgment without a
stated rubric, which complicates cross-report comparisons.

We propose a simple rubric that any audit can include. Each severity
level should be explained in terms of three factors:

o Impact: expected consequence if exploited, for example loss of
funds or control.

o Likelihood: probability of occurrence or exploit success, con-
sidering ease of exploit and preconditions.

e Urgency: how quickly the issue should be addressed, given
deployment plans and user risk.

A concise mapping then follows:

e Critical: very high impact and very high likelihood. Fix imme-
diately or pause deployment.

e High: high impact or high likelihood. Fix as a top priority
before release when possible.

e Medium: moderate impact or lower likelihood. Fix in the next
planned update.

o Low: small impact or very low likelihood. Fix when convenient
or accept with justification.

e Informational: no direct security impact. Improves clarity or
efficiency.

Each finding should include a one-line rationale that ties facts to
the assigned level. This approach is compatible with CVSS and
OWASP thinking because it separates impact and likelihood and
adds urgency to guide action.

We recommend two simple practices for all reports. First, include a
short legend that defines each severity level using impact, likelihood,
and urgency. Second, add a one-line rationale under each finding

Shttps://www.trailofbits.com
“https://hacken.io
Ohttps://chainsecurity.com
Mhttps://solidproof.io
2https://peckshield.com
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that explains the level. If non-security tags such as Gas Optimization
or Best Practice are used, keep them separate from risk levels. These
steps fit both executive and technical styles. Making definitions
and reasoning explicit improves consistency and usability across
audits.

6 Evaluation

This section evaluates our taxonomy (RQ1) and baseline model
(RQ4). We first evaluate completeness and soundness on 160 reports
using manual coding with high agreement and constraint checks.
We then test generalizability on 14 additional auditing firms and
measure baseline compliance.

6.1 Taxonomy Soundness and Completeness

Purpose and approach. We evaluated whether our 19-category tax-
onomy is complete and sound for classifying smart contract audit
reports. Completeness asks if all substantive report sections can be
mapped to the taxonomy. Soundness asks if the taxonomy admits
valid configurations only and contains no contradictory or dead fea-
tures. Two researchers independently coded a subset of reports and
achieved high agreement (Jaccard similarity ~ 0.86). The agreed
rules were then applied to all 160 reports, and constraint checks
were run on the resulting feature sets.

Completeness results. Across roughly 1,400 identified sections, fewer
than 15 sections (under 2%) could not be mapped. Unmatched items
were cosmetic or auxiliary, such as brief Conclusion notes, appen-
dices, or auditor company blurbs. No new substantive category was
required. This indicates that the 19 categories cover essentially all
observed report content.

Soundness results. All encoded structural constraints held across the
corpus. For example, whenever a Findings Summary table appeared,
a Detailed Findings section was also present (42 of 42 cases). No
report violated dependency rules and no feature was dead. Rare
features were present but meaningful, which supports keeping
them in the taxonomy.

6.2 Out-of-Sample Generalizability and
Baseline Compliance

Sampling and coding. We evaluated 14 additional reports from firms
outside the initial 26 to test generalizability and to check baseline
compliance. All selected providers had fewer than 200 public audit
reports at the time of sampling. We chose one recent report per
provider that met our inclusion criteria. Examples include Cyfrin'3,
Veridise!*, ImmuneBytes!®, and Pessimistic'®. We mapped each
report to the 19 categories and recorded the presence of baseline
features from RQ4.

Generalizability. All sections in the 14 reports mapped to the 19
categories. No new category emerged. On average, a report covered
9.4 of 19 categories, which is consistent with the heterogeneity
observed in-sample.

Bhttps://www.cyfrin.io
Yhttps://veridise.com
Shttps://immunebytes.com
18https://pessimistic.io
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Table 4: Baseline feature adoption in 14 out-of-sample re-
ports.

Feature Adoption
Detailed findings 14/14 (100%)
Severity model 14/14 (100%)
Scope 12/14 (85.7%)
Methodology 12/14 (85.7%)
Disclaimers 10/14 (71.4%)
Findings summary (optional)  11/14 (78.6%)
Version reference 6/14 (42.9%)
Issue status tracking 5/14 (35.7%)

Baseline compliance. All reports contained Detailed findings (14 of
14) and a defined Severity model (14 of 14). Most included Scope
and Methodology (12 of 14 each) and Disclaimers (10 of 14). An
Executive or findings summary appeared in 11 of 14. The most
frequent gaps were Version reference such as a commit hash (6 of
14) and Issue status tracking for fix verification (5 of 14). Using the
strict baseline definition for mandatory features, 2 of 14 reports
were fully compliant.

Takeaways. The taxonomy generalizes beyond the original sample
and remains complete and sound. Baseline compliance is improving
in core narrative elements but remains weak on traceability and
verification. The most impactful fixes are to include a clear version
reference and per-issue status updates, which directly improve
reproducibility and accountability.

7 Related Work

In traditional software engineering, an audit means an independent,
unbiased review by third-party experts to verify that products or
processes meet plans, standards, or contractual requirements [12].
Formal standards such as IEEE 1028 define roles, objectives, and
checklists for such audits [12]. In contrast, a “smart contract audit”
in blockchain is usually an informal security review, not a formal
compliance assessment. There is no official standard definition or
certification for smart contract audits [27], and calling these reviews
“audits” is mostly industry shorthand for a paid security review [27].

Guidelines and standards. Community efforts are starting to shape
best practices. OpenZeppelin’s Audit Readiness Guide defines a
smart contract audit as a structured review by experts that produces
a report listing vulnerabilities and recommended fixes [22]. The
draft OWASP Smart Contract Security Verification Standard (SCSVS)
similarly aims to standardize secure development and auditing
practices, including known issues like reentrancy and economic
attacks, and helps align expectations across teams [24]. Regulators
have also begun to explore certification. A 2024 French ACPR-AMF
working group proposed rules for certifying smart contracts, such
as requiring public code, reproducible builds, least privilege, and
version-specific certification [1].

Empirical studies. Bhambhwani and Huang [3] found that DeFi
protocols audited by more or higher-quality firms attract more
value and experience price gains after their first audit. Landsman
et al. [17] analyzed thousands of audit reports and found better
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outcomes when top-tier firms audited a protocol, though they saw
little evidence that audits prevent future hacks. These studies treat
audits as events and use broad outcome metrics. In contrast, our
study examines what information is communicated in audit reports
and how reporting practices vary across firms.

Platform-specific work and datasets. Yanovich et al. [35] studied
audits on the TON blockchain and built a security checklist from
34 reports. The DAppSCAN dataset [34] offers a large collection of
Ethereum audits to evaluate bug-finding tools. These works show
the value of collecting audit data but focus on bugs rather than
how the reports are structured. Our study collects audit reports
across many firms and blockchains, then analyzes their format and
organization.

Comparison with our work. Prior studies treated audits as binary
events or summarized their findings. No existing work has sys-
tematically studied the content of audit reports across firms. We
fill this gap by building a taxonomy of common report sections
and identifying reporting styles across the industry. We also study
whether practices are becoming more consistent. Finally, we pro-
pose a baseline model to guide the content of future audit reports.
Our approach works across multiple firms and chains, offering
broader insights than ecosystem-specific efforts.

8 Threats to Validity

Our study aims to provide a data-driven foundation for improving
smart contract audit reporting; nonetheless, several threats to va-
lidity must be acknowledged. We structure our discussion around
construct, internal, external and reliability considerations.

Construct validity. We operationalise reporting practice by coding
the presence or absence of 19 canonical sections in audit documents.
This coarse-grained representation may overlook nuances such as
the depth or quality of a section and might conflate similarly named
but conceptually distinct content. We mitigated this threat through
iterative open coding and the use of an alias map to unify synonyms,
but some misclassification risk remains—especially for reports with
unconventional structures or labels. Furthermore, our definition
of “practice convergence” is based on adoption rates of selected
features over time; alternative operationalisations (e.g., weighting
by issue severity or by audit size) might yield different trends. Future
work could incorporate richer content analysis or natural language
processing to capture qualitative differences between reports.

Internal validity. Our sampling method stratifies across 26 leading
auditing firms, selecting approximately five reports per provider.
This design balances coverage and feasibility but may introduce
bias if some firms’ public portfolios are curated or if our sample
coincides with particular client types. The causal interpretation of
temporal trends is also limited: year-to-year changes in reporting
practice could reflect evolving client demands or shifts in the auditor
population rather than true convergence. We do not claim that
the identified report families cause better security outcomes; our
focus is descriptive. In our Formal Concept Analysis, we enriched
the presence-absence matrix using textual signals to reduce false
negatives, but this heuristic may introduce false positives.
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External validity. We restrict our data to publicly available audit
reports written in English. Many audits are private, under non-
disclosure agreements. Practices in those contexts may differ. Con-
sequently, our findings may not generalise to all smart contract
audits or to other ecosystems. Similarly, we exclude audits per-
formed solely by automated tools as these represent alternative
assurance mechanisms whose reporting conventions may vary.
While our sample spans 2018-2025, the DeFi landscape evolves
rapidly, and future audits may adopt new conventions in response
to regulation or novel attacks.

Reliability. Coding was performed manually by two authors using
a common codebook. Inter-rater reliability was high, and disagree-
ments were resolved through discussion, but subjective judgement
is inherent in qualitative content analysis. All data, code and inter-
mediate artefacts are made available in our replication package to
support independent verification. Nonetheless, researchers repli-
cating our study might make different coding choices or interpret
section boundaries differently. Our feature model encodes manda-
tory and optional elements based on observed frequencies, and
alternative thresholds or rule sets could produce different feature
hierarchies. We encourage future work to validate our model with
practitioners and to extend it with additional features or logic con-
straints.

9 Conclusion

Smart contract audits are now a de facto requirement for high-value
deployments, yet our study shows that what gets called an “audit
report” varies widely in both content and clarity. By qualitatively
coding 160 reports from 26 firms, we distilled a taxonomy of 19
recurring report properties (RQ1), uncovered stable co-occurrence
patterns and five report-style families via Formal Concept Anal-
ysis (RQ2), measured uneven but tangible convergence in several
practices from 2018-2025 (RQ3), and translated the evidence into a
report-centric feature model that specifies a defensible baseline for
audit reporting (RQ4).

Three empirical takeaways stand out. First, there is a shared core:
nearly every report lists findings, defines scope, describes methods
at a high level, and gives remediation advice. Second, persistent
gaps undermine comparability and traceability: severity criteria are
often undefined, audited code versions are frequently not bound
to commits or tags, threat/trust assumptions are rarely stated, and
per-issue fix verification is inconsistent. Third, while executive sum-
maries, methodology descriptions, tool disclosure, and issue-status
tracking have become more common over time, risk communication
(e.g., severity legends, assumptions) lags behind. Our out-of-sample
check confirms the taxonomy’s generality but also shows that full
conformance to the baseline remains rare.

Our taxonomy and feature model open several avenues. Automating
property extraction can enable large-scale monitoring of reporting
quality and conformance. Linking report features to downstream
outcomes (exploits, bug-bounty findings, or insured losses) would
test whether particular report elements correlate with real-world
risk reduction. Finally, a community-maintained, machine-readable
schema for audit reports would standardize data interchange and
support meta-analysis across firms and chains.
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